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'SECURI TY ACCESS MANAGEMENT FOR A PORTABLE DATA STORACGE CARTRI
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protection of data stored in portable data storage cartridges, and) rmre
particularly, to providing secure access to the data stored in portab

data storage cartridges. BACKGROUND OF THE | NVENTI ON Dat a storag”ﬁuuw, MJM mmml
cartridges are typically enployed to store data which may be t

bet ween data storage drive _ fromthe dais@es
AP LSt ool WA

storage drives between use secured with respect
to outsiders, and nuch of YQRe AJBQRTARLE DABR EFERMFPEARTRIPGHor of sonme users
with respect to other users. Only certain users should be allowed access to
certain data, and certain users Ap reBe r@len? to define who has
access to that, data. An exanpl e Conprises payro i nformati on, and anot her
exadpl e conprises financial account .information. Further, the authorized
users tend to ChANYAnOMBIichi FBlatddt®, thd protertiam bl girsS staredOin @okyable
provi de seg urlt for data,store n I b so to
 nmanage the égratgc? F?lrttrig%ﬁs g“é énrgt@% g’u?%guggefaéé r#égg?éiéxg ecruglt!tt users
for differentestate theofizige steredr Mg’@ﬁablSe‘éiﬁal FEP"GHG FRrE*4995%ed in portable
data storage cartridges is typically rranaged by encrypting the data and
providing a key for decrypti ngg OF I ﬁHr% @ data processing
- sy§t°em i ncl udes or obtains the éecrl pti on %éﬂfyg and users which are
aut hori zed access to the data axe listed in the data processing system The
data processi ng DSM&tsQBkagepEQyﬂzdageé hee kgyiadid ydeepiypeds tbhecdtet gataf whivh dat a
storage dri ve eSS| n t%gegget §5€4th a&&ag@réﬁwgendqte B anplear e

described "y 21 1n"which tg_‘(re]rmssmn data is witten
into the d&Faa’@ttGF?égfé"DﬁeHﬁead%"fa FRRF205r $5iVAE PR T et 2l 8 B3NSt ed
keyst hat | sugecesserureliorittiecespptt Ny theidats. afitheukleofcthe [Fetaevetde onI y
with valid LD &f 4}V BWPRBA ulled Becileapddiote $8hO0 uBYSS CMoniThee AR

processi ng syst em t hus pr.avid he, user_is

aut hor | zed EER S5oBA 2e(2PEsy Rettie G5 areoput datey Rl her e BELeg Baura
15-"' 12- 200 be TAXOXRED QeﬁB@O@@EaNGWCM@° tigtDdanhdin examRe2ognprises

difficulty 5§rgﬂagn£@eﬁ@§&es&@h@tmegxg“@l& hemphileds | findAki Q0kEUE €Ven

t hough t he datas orage cartr rtabe C ris
| i rﬁu°?ed t o *3EEERE ﬁrr‘ ogg‘é’é"'l I%’g awer‘tigu 7e & réhB?l %gﬁgo%xfabﬁli&ganh

havi ng the decryption key. Data proceSS| ng systems are continually being

updat ed and t he mdkhaki iﬁtaidﬁﬂnﬂa@bbtﬁs thlsde bely pandfierseetdrity tthe daew system

and cor el algde yiibNaddiCotiihfe SLOL2ARAP DR LiboM %Qnégfeceﬁé ac%egeqw oed. The
ori z

management he au tion table is t i cal I %19, ther

or gani zat i 6¥¥§2 YUERATHSUIAT UER%H f"ﬁ%s‘é’ ?’efsfSB 5 BF? T R t? of the
datzs The oltapgss chocdiliged.abl e and correlation to the dat a and to the

vari ous data processing systens becorre a source of Ioss of securi ty WO
97/ 91562 di scl oses a data stora medl um i fortm CED

writable one or HSPELHY ﬁﬁsd,atfh% §?§tﬁg Fa T-ar sK- c ALpe ﬁ) Body with
a | ayer fortygatalist mwedmeaCMkmﬁmuem%quVh@i@I érr’é‘?tft foor

gont act - frecfect-ga S eaTapf @l,%gieabe} \Aeeaattghemebmngn@s&edammwess| ng .
evi ce. fiscl gses an a r sel ecte
acct$s to i eéﬁﬁptﬁﬁf‘elﬁyal anr&@??eahfgpg% Eﬁéhéx—q&aﬁl a%@&éé‘% e

i nfor rrat i ondaencwledlawdt he t@teo%ePMFaingT Restemor é’@e g W%Fésir"tﬂcfméﬂ in
one or :Jo%@gédqghéiaéélycﬁﬁi aesspicat tid, aaial BE ahe omget Slorade SrAvaGRcessing

accessi ng é} ﬁe is used in con 4unc6| on. £t1‘b' {8590 emﬁqh 5% delghpi e

whet her to Fea BERSI PR ‘icllar user to sp ¢ storage nedia. The
st or age mads.@SGaWbensﬂbahmeaeeﬁqlﬁpoda&aptwattw Jdtt°| B dara faﬁweawia
accgss to add 8k curROiddeOwhich tdrRalihé ani @lcrgprddneesthinge netisaarys for

control l ed é)ased Oth e, og&ﬁgtﬁ?go&e‘sbg Qelbd hoﬁﬂ}ew&'ét?'iraiﬁ ghardeCehe

-access. Inforrﬂf’ provi &ed on storage nedi a_i'ncludes and | ndex table
listing t hee@e@mettt 9f|taen94vra ea?qeaﬁl%a@stﬁmhe Thsiata P%ﬁééi'tgoﬂmel?htbéts
particul ar peRiaks the SAeFRPstiag N andixha wersdnaltizetzed hycdssy bysedable
conj uncti on, 1__thh gatgeérso%@géin%egweehy key provided in a smart card.
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U@gZQ&Qj @6daaiossl oses a conput er system ar chi t ect yeg fLk. p{éa\bgg&;‘gﬁeg G1300042E
.unaut hori zed software copying or alteration. The system cConpri ses o
"interface unit and an i ndependent conputer: nodul e and this incl u-d'ésA@

RAM ROM nenory swi tching neans, a comruidi cati ons port and a connectorless
interface contained within a seal ed cartridge. AMENDED SHEET  15-12-2001
TUC990050 New Page 13 Decenber GB000426 -1 APR 2009 2a SUMMARY OF THE

| NVENTI ON The p %iefl}t vent |t8‘n pr.ovi des absecurl ty stem whjch is

portabl e and ma ARG d® t B2 5 E AR PE ARG RS tt"o bgdase tonPhe data.

The pr esen?°§tﬁ¥7}e{ﬁtq"(9n ﬁrmhdé@ datrostoabige sexinifdty isystwmplert ITod, aceds

conput er riepdabber prsogirﬁnfbeotdﬁaocﬁat& 5666&'&.&59 Ry Ma PLRAWEL au‘ﬁ’ﬂb{:ﬂ tgﬁﬁdes

in a porta@bqedgrg@ d’;\%ﬁec%a%gﬂ,ﬂgﬁ managi ng access to the porta

data storage cartrl storage cartridge has a data storage
medi a, such as a magnetlc tape or an optical disk,. for storing. data for
read/ wite accedstabprecasséng Glystendatae siontag.eldyineang\hmmaaw%edtﬂm t he

data stor aegﬁhdfii/cﬂloﬂ_ happes ikt eoes esa&u fe¥r&Y TheiL qurgy%%‘ém a W' &l.88%ated

interface n i e_portabl orage cartri recel vi ng
power and ngH tt. daga sh:arg e (rjue 1a éo wh:tc% a?che% Stéeg?’o‘%gge WI DRPARRBRIt
mount ed i % ﬁ%e cPé’ttﬁmé*‘t’GFé%"é th‘%/e‘s WW%&I*’@@@‘?%P&M@E rIehEzaiisiops,
conpri ses saghRis iISt etfamcehosA pesygnativieblfer ctepsdeiripy atessdidaks. moyst ed i n
tTP\e por t aldnangéd aostry Qgslté?%&{dﬁi&@lﬂ{l@gcwgh:?ddatt? L0 Y Elf‘ét %§§1dd}t gidAce.

e conputer SsQl. W thin the porta ata. storaqe cartridge is -
power ed b?“?mﬁgsqg1 stsemiq'neco ace gn re%:glloﬁésgfang ‘t’rngSm ts data to the
‘_data storage drive via the wireless interface. The conputer processor
‘provi des a userwa abl€l5cengirsicosey at ddteastomrzge nmiigueinuske fiodanéd fai ep f or
each ﬁUt h%weqsu;aextam/el&n BR)o2 MPiieS tﬁxeuéﬁrcoﬁk‘ﬂmlnga@ﬁ aEOLILRS0AN LD ¢bng
user key, a o a [ t he . us ori ze

bd vf’)itth §ag] er ﬂf’r gg{a skérea%e grrici\é El)ﬁp ;ﬁ}ld ) %B cougzh?qfe g?ent\/\hen

conduct V\ntﬁgres ect

combi ned W°F h°°é‘t6§‘érfr§ﬁt'?@ﬁﬂ“t5£rif’ﬁ ‘?Té‘@%%ld’ét’f’?ed’rnt’f‘ﬁéhéatm Rz@Fauser in
AMVENDED SHEPTessing dg®i@dl 35193 3 PCT/ GB00/ 04266 -1 APR 2004 accordance with
a predetermned al gorithm authorizes the user. The conputer processor

within the por @bk dial g $0LAGES et Al Gk G YERIZE! AUl 1?&‘?% beald.en

nmessages fromttgo Pn a st.ora Jcerla i rov&g ure s ess 1 nt e
conbi nes the User AUTABATI Bati oh- hEecage Mitre Re”(FEape &'y 8%‘ht‘1$flf‘%r from

the user tBRPPEALHOHEDGPERMAR Tt At H7ge presiat eTrfﬁ’l RERF 24P gendie nine énatirdseri ze
or. deny tHhe erepraudrevieadinantkvi rensivstsiatthe withra authordrzas iserage deni al
to the dabacedsanggeevdee Vs Ubéd tiRecoMibBEESS WM EAaGRnphidPtefRkabhihe a

private KgYetnybli ng'éﬁy accrcxpg Q,gr gpgyrcelahg,qraéé}m sspgaph%vggo?mu,ﬁgdl%ach

user identjfi user s
decrypti nghseﬁc(?er plﬁrl‘)a CI?nS’ \Rﬁ%?’é’lgg‘fl K&t usaerp'iﬁﬁ?ﬂgét?foe}{??b%lné%% &fgénd
conpri ses a‘é‘FFsénEPy?JltleélrL%é’Prtaltf’E‘h‘éﬁttlhéaWGﬁl#e§§a"g*€3 whEPEAvenBs igeigecr ypt ed
by the useentdmdiyptiasgd kepp wpetedicdl tgnesompmhicinghd userr guesbtddr access
encrypt edabyess . senthiinaPidnV pt&ikey ANEhd Jtee&te REdRURhE G dEEYanARFMheLSI N

Lhe enpl PYBR Al YAl Gk pu@enkgf&eaxlgx YRLQII: %ehiogqlégpor' tﬁst"@ SISEPLs the

user authentication nmessa eiver priva & sender
publ i c ke§2EiTEF8hy*sEhet< é?lgé‘ﬁf’haesnf"F{:Jatalsoﬁ %E%%glesia%‘“]%ﬁbv\ﬁyt Beethde come

from t he @8&iuncPboTwéthear pertcndl agscuyity &sy inrovidedusera sablte camy. conpri se
1) read access to data stored in the data storage nedia, 2) wite access to

data stored i ngth t i &, J of the user
table, 4) ub S %@530557 Q{s%g.gﬂégaq @omp%)c {%gtflp%égj? r?tcr\F'} )éto the user 25

tabl e, ar%xﬁen(’fﬁ%%dlé’)aatéqc’éfée%ﬁf’ﬁ“ﬁ%e ‘6°ptyﬁ8g et tteéﬁF%m E4th Séff’t‘i“he users
may be auF?ﬂPrfllie% anp igkardaes usit candedn dmdeprafdenheopbuegl nedulef aratbtthvst i es.
A cl ass t aidimdes adeul iroral kop, phansicdeshittBRindAgard) MNicatena886nd @ept i i er
for each QAHQOE&%%&GL?&% mteuﬁaesescomlgadrmthrgpgéa%dacﬂtm 30 symbol
and a corresponding class key and | east one permtted activ ty each
class of users is authorized to conduct with respect to the data storage
medi a. The class identifier, when conmbined with a user authentication
message froma user of the authorized class of users in accordance with the
predeterm ned al gorithm authorizes the user. The 35 user .table

addi ti.onal |y conprises any class nmenbershi p of each user, wherein the user
may be authorized with respect to the class table either by the class

aut hori zation or by the user authorization. The user table permtted
activities may additional conprise 3) read all entries of the class
table, 4) add entMENDED SPFIIEEJI ass table, and 5) change/delete 40 entries
to the class table. WO 01/ 35193 PCT/ GB40/ 04266 -1 APR 2004 BRI EF
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M poeednt: i nvention will now be described in nore detail, by way of

¥ Z‘)I?;:rpl e, WUHR2Pei%rence to the acconpanyi ng dr awi ngeW Raggyi ¢R: DSefmbex ~(L3vBi9300426

a diagrammatic representation of a data storage cartridge with a_dp?ggg
- storage drive and a host in accordance with the present invention; 2004
2 is a block diagram-of an RF interface, conputer processor, and
nonvol atile storage in the data storage cartridge of FIG 1; FIGS. 3 and 4
are diagrammatic representations of tables of the nonvolatile storage of
FIG 2; 1S FIG 5 is a di agrammetuMare ege @gseniweenTronof the encryption of a
request for access and its decryption in accordance with the present
invention; 20 ; FIG 6 is a diagrammatic representation of a state diagram
of the operati OfeoPTIHFEE OISO ¥ BFOEEES0T 6P IS sPsieR WdShr 4ameatabia t he
present i rndnhayhke merdopd G8. aFcamddBearchatidegw ¢ lracess deptint idagat he net hod
of the present 25 invention for initializing a data storage cartri dge and
for conducting. the authentication_and authorization of .a user request
DETAI LED DESCRIPTI RREET PrEFERErP ERBERF MERREC S e TR SRy SREr gy rethod,
descri bed 8P $AMPREST ¢G2@HTGAPTRITER FI9et Rk o SPTRIMERAPTOIERE FEPEREn Whidh
r ef er ence residde ikri gpoesabliendath ehotdgeecantntieys foepianaenig bheessa e tHe
simlar elgrenhs. W LeoldieScd Yeadd ONThe 83 HtloPedh idartAlgE 0fs Lhedest
node for a h|eV|n? this invention SijL§2§5¥e%io'%'éﬁﬂl-'qf %E r%0|ated by
those ski FFREINMTHE af 1ot RRt® VAPT AT o may Be 85 Becdhpi'i e FPR™A ew of
t hese t eadhFhderwreadduritfedrerssnlY fa GAPT IRE 3atat skrrage vpfwheRemounted
i nventi oninRefecnataIgtboadel Grive). a data storage cartridge 10, such as a
magnetic tape cartridge (as illustrated) or an optical disk, is |oaded into

a data 40 storage drive 11. An.ex I f a.dat orage .cartridge i n

I BM 3590 WO 395 sorsibis B&Wrcﬁgo%br%fﬁ@&f“f@h%% %o%ifeé%?% l{‘a%’éfrac?ﬁr o Sg.
Anot her exAnfieePpstabde Fab2(£13F84P PISE I Feder FaCE HagePErt PR Gt e HFéMdat a
storage candriegdéndiaista o otlgdaheditardd: dginch wasn ancSnpeydetthe tape, that
Iﬁ stAgr ed s0frRyet af)ﬁvell}] eethel piANdsEBjheherddyr posiRdably @okhia sdat s itor age gri \ée
1. an : a r ea
17 1o a t SaiacE,  pEsSTAREHIE LARRLES eBclicentp ot fn (9R b
read/ writ 8281 SCOFHIR C_TTHEIR G BPVREER R £FS WoP GiTe 89516 he TARI ve, is
coupl ed t gomwter eRrpeapsare vhtHa h rpatilgre Adtadisheratat aeitrddge dF Beveriedg
data to, bhetrst oipgesseitariste b rdeéieesCcomd nobhetits SdalaSto abepied, Vvia an
interfacesedyage0aiviiOsia 28e dEf}elg@sstinH@yfaeerrprThseco?ﬂf,d@élapp&%%%lm&u@é em

or server, or conprise. [ u c s LOr. ex | e, for
an aut bl ars S Do AE B e By ShEHe Pl BublersBle @B 0 12 an
| BM 3590 StHIpE &b rage %@i%ms¥%r%é gg?’é SEPRagR? dr COEF PO IBETT i ed
so that dkeve apdmtr dkhglr 0RO Hesmijtisd eotiyicy the wsed fel addofinredr facengdset The
dat a st or affenh caepedtdge the dstaabsoragednddiad tThei noor posatidier Wwheh ess

i nterface.gf,;30d & tRONTULEET adBeRf QGRS Me30add Ehond tROMMRhSEidea HRIDRY 31.
The cartridge wreless interface 26 receives power and data from and sends
data to, the wireless interface 25 of the data storage drive when the data
storage cartridge 10 is nmounted in the data storage drive 25 11.

Preferably) the wireless interface 25, 26 is an RF wireless interface, An
exanple is described in U S. Patent No. 4,941, 201. A high frequency

i nductive wireless interface may al so be, enpl oyed, which is of
sufficiently high frequency that the magnetic storage nedia 12 is not
adversely affected by the signal. Exanples axe described in U S. Patents 30
No. 4,650,981, No. 4,758,836, and No. 3,859,624. Alternatively, the

i nductive antennae for the Wreless interface are shielded fromthe
magneti c storage nmedi a 12. The conputer processor 30 conprises a

m croprocessor chip, for 35 exanple, an Intel Pentiumchip arranged to
operate in a | ow power environment, such as a portable conputer, and the
associ ated nonvol atile nenory 31 is also arranged to operate in a | ow power
environnment. I n accordance with the present invention, the wreless
interface 26 40 and the computer processor 30 with the associ ated

nonvol atil e nmenory 31
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WO 01/ 35193 PCT/ 300104266 -1 APR 2004 are nounted in, and provide a '
‘portable security systemfor, the portable data storage cartridge 10.

- Speci fi cwlig 01/35193e security system by being nounted in thecpoBoebd2ge dat a
storage cartridge) becones portabl e, acconpanying the cartridge at :
times. Thus, the security is no longer . 3 5. exclusively dependeﬂt 7\]]%8&004
the security of the data storage drive 11 and its host system 22, and is

not limted to a particular drive or host. The cartridge may be used W th

different drives and h tens, at o] psed with
updat ed dr PGERF92RE® Jﬂt’fgt%d’%g?rae %degsgérqqr’ks%g% l%ur f\%@ t he securr ty
. syst em may chepurerages-eancy wpdhiledh@ (PO}.’Qabkeh éﬁ@ee s5e¥AgesCaRtFigR Tageivest any

of the dri \gs. GCHSREBabiLE hebiliBs PN B4 :DRRBrayeBEnd DK TG SR LVER
the user or cfass tables in the data stora%gicaatritﬁrndfgsage ﬁlﬁeﬁurrt system

remai ns porBRBTEcEnRf CAMHTER TSP s FRTRES Ty e W reless
i nterface 2@esmidieonpumerhpuecessbie 3o arasrdancs Wath |the Fﬂrﬁd"-?—mmecant enna

35 recei Ve%lé&f‘it‘ﬁlﬁ 8 Q%@hozfzrzgﬂéé heanEhban&rrf a&ﬁ.\r@f‘.yt a8d draaemlear ege wdeive,
and coupler 36 su gg es t‘g cel %ea%g Sazor %rg)‘gwe,riact%nvgllfelgn circuit

40, and t o 3HCRRELFAHEDAGI A WET  CONVer si on circul 0° converts
the recei vegterfpral to a povver current supplying the 20 current on line 44
to all of the devises in the data atorage cartridge requiring power,

i ncl udi ng the conputer _proces 3 r g data
nmodtf at or 45. TngBF%’E:aé‘ilg’eda ?‘-’Zn%ﬁe gé’d enneay §§{% s%%%(gzhg e%fqorilgﬂ'd

denpdul at orempRoyesicei Thams, t erchi nmﬂ-ﬂgﬂ-‘ééd@d isj gheabser SAPLO GPTRTLSSE aar‘r‘&er
demodul at e kB8 ShNle LiBePlOMbslgpEBiA sStiadB}ab&o]IiQ kdie @5reOATHHeChsdY OCESSOr

R S LIt R SRPUL L BLOGR SO0 0. ALE PLOM e 0oh Nyl

nodul at or SRRSO nam 81 on

ant enna 35 whch reyRpe | deceytedebnfthe HesegdadaryPhinggkextir F%Flf?sﬁa}iila{e ‘t“tﬂﬂ’ﬁﬁ’t@
prog£ssor 30 re§uektP ESF a2 8B leBcHREPA IR a pFeddes IR vATTREY SInA0a xeceiver

M G Onr 0CeSRBELT TelAO AN Ble. LEALR0R SO0 20y C Yl TREP IR0t SBaphi)

i ncl udi ng dn-encryption/ decryption

aut hori zat ﬁiﬁPé’Lﬁ%ﬁ??%@FFo‘tﬂepﬁﬁﬁ tt“‘é%nattart\%f’?ﬂé*?%ﬁ%&t‘?’r‘ﬁﬁﬁ‘%é‘ TeFEver
nonvol at i | eprvatagey3dnd shenehdsge gublbicskey.e whexabyatitk chers gquthentésatign wil |
35 be expl %é&ﬁgge TheRRRY eb aivk Secak OFRECCKBY!sEONDY | SE a separate chip
attached t e” programmabl e conputer processor 30 and its m croprocessor
37)2Br may conpriise a portion of the same chip. The conput er readabl e
program code nayTHee petwoitedd iastavitdmpoirathe asenttabhe | mayerayRyigd 10 heeadonput er

processor SQCCQEsWdQL§th§e§t19rﬁQ mat Iaeoﬂaevtﬁécaai |9 WEreer ¥cceks 44 capsl

| oaded into the. cpo rgcessor WO
011 35193 PCTHiEE0FD n’gg dach ﬁf?F'aa%"od‘Z egp e§§‘?ﬁgg %%g{r%élnﬁmbl e
conmput er, reRRdssof) 39ad GllngRErhes §t§pb‘te| éﬂe’t 65-P+f‘e Ebrﬁi’ﬂt %‘tter%(F@s‘é]Eﬁ uger

i ni.ggali zat taQﬂeQV&fd Ehechahgelarsetd eherifeacer 26e Wsetherkdenpleeh qfr teessers 30,
enpl oyi ng the ? L 9Q0enbP e300 moﬁaﬁ&e§efed€§@ronte§tgie ché p10ANAkatdd BcoRARIYs 31
conprising at” 'east a unique user identifier for each authorized user,

whi ch may conprise a user synbol and a correspondi ng key, and at | east one
permtted activihyclabe tee isaddithonagdptayidehdbset hastdn pekpwecrlass t he

data stor agﬁdéﬁ%gkﬁi r 388 ARV HESr12a% e85t LabLE Ui JRORMO Bl dife @ REYs 31

whi ch has uni ass identifjer for ch ut |zed cl ass, of wusers.,. which
may 3€onpr i s8YPod| 2R A5 GAHFEFPATI S cd'BF‘F 8011?5 REPE TS PehatY

castoone
perm tted aeidwiclyseatuasrasss efithsséped |t9 emtdhetr jwitll negpesn b heniatn

- respect to Lh&.detReddbor age éﬁdbaideiaéiﬁréracﬁﬁhd@dmenw whert Reugmredet er mi ned

al gorithm 39, the, user i dentif when ¢ |n r cation
message froﬁ’l“'thﬁé‘tafﬁtl"fo‘l“kegﬁa%eseff o EnpFoying he&eh\r%%'rri}gf fi(:;% dgféb&%%ﬁ"éh

al gor i t hm 38¥ccadhes with tthhePItPs’eFemFHed @éﬁﬁi‘tté‘i“ prsbedzer the pastei P& user

. aut hent i cat L4y YREHAGAa: Al I Cofitide & taal agR sd MievBeithdp tdfe enill @bess 20
interface 26, and conbi nes the us t .
identifier PPHRIPHETSEF atﬁlq“é'3 fh&a’gg%‘%c{dg’%ﬂe%\%%%% Eg%%rgge‘%g)té%rénlib%g?ﬂﬁg{
al gorithm 38y aid ehrasy puthonieRidey R4 BY Hegeist ﬂ%l@Bitacfia’Elt h&R§ 2EeHrtageny

t he user aCbéHhttiéedadethﬁlasm\atysaa&leluﬁﬁrlyawx@aisezat|madcmlderu:alestcﬁ the
-data storage_drive via rel.ess |i ace 2 e

encrypt i on/ G5 SRR éf g5 ?rhtnﬁﬁqzo Qhrl ses a:%@les'us}?daﬁ éﬁngé}b%lem
encrégpt i on/ devrzspptt@rthal et taplahi ch bot h provides security and
portability, Exanples of algorithnms which provide security and portability
are the "public key" cryptography algorithnms. U S. Patent No. 30 4,405, 829
describes a "public key" encryption/decryption algorithmthat has becone a
def act o-standard, often called the "RSA" cryptosystem after the names of
the aut hors An i rrpl errent atr on that pr ovr des aut hentr cation and al | ows

o, T T PR S Y Pt B SN 1 ~ ~ 2 a2 A e AN NSNS



‘and the sender public key, the authentication message is both decrypted and

.the nmessage is known to have cone fromthe sender. FIGS. 3, 4 and 5 _
il ustrakﬁ’ﬁﬁ%es of cartridge initialization 5 with the user arid class
tabl es an eration of the algorithm 39 enployi ng t h®CYGRRO4268pNy
algorithm38. FIG 3 illustrates an uninitialized data storage c_ggt erfdgezem
ei ther without user and class tables, or t#hich has established user "an

cl ass tables, but which are enpty. FIG 4 illustrates the data storage
cartridge 10 after the user 10 table 50 and the class table 51 have been
initialized in accordance W HRIEFIHESOREEEION ONIEHtDRAWINGS di scussed above,

- the conputer processor 30 provides the user table 50 with at | east a

uni que. user identifier for each authorized user 15 and at |east one
permitted activi® BEsEelis dnVeRtightwWali 3K beodeasHatrd 10 Tarer 8eadde B wBlie
data storage eegipde, Rieh efediblahcects lthe Seicomfeiiting | dfawingd Ha wsieh:t abl e 50
conprises a user synbol 54 and a user decrypting sender public key 55. The
permtted activities 56 of the user may conprise a separate entry for each
user identifier Fifd pdfm diagrageatin rgprarsntation2ef @sdrts staradforsptcddse
‘conduct.. AltRradhta eltyyadeherii@esnd abhesuray Lavpaase iGCpAedRseniry for
each user ideptifier, the entry conprising all of the permtted activities
that the user is alUthorized to conduct. The user table 50 additionally
conprises any class nmenbership 57 of each user, so that the user may be
autvori zed W t h arespeds 4 dlbile dihgram bALINERE linkgrtdve, 28onpaeer dtbbeddozat | ON.

In accorqga%n%i;\iitlﬁesq%séeea%, LveRtd o sg}zecﬁ&&aagé W g1@1,, s provided

that has an unique class identifier for éach authorized cl ass of users, and
at |east one permtted activity 64 that each class of users is 30

aut hori zed to caoudacts akt af eralkiliygmachtic] asprdsderdtionerofi rablea 6f axe tabl e

- 51 conpri sesnfofdrdss AUPRR! oPFiaNch.a class decrypting sender public key 63.
The class identifier, when conbi ned with a user authentication massage from
a USer of the authorized class of users in accordance with the

predet er mi ned  alRJ6F i & Hm a ddedromnatis réprageptatidhust thdengsertivayobhe 35

aut hori zed yeiglidst @sPaGLedP ahd tel BRFyhERInC 181 BB ade IWIRNCERS Sresent

aut hori zatijon_or, by the user authorization 57.. The permitted activities 64
of the nmenbers of the class may conprise a separate entry for each class
identifier and permtted activity that the 40 user/class nenber is

autavor i zed 10 caIduCE .isAl ldeadidinielcy repf@efitAI6n of-b MWALR18LRAE8 of the

- PCT/ G800/ 04088a honlof R A dddOL fodlBlo RIPH S, 4.5 GRALALEL LY o each
class identifrer, t e entry conpfising all o tﬁe .permttea act|V|ht|es t hat
t he user/ clPA§8eHe AR tieniadPfhori zed to conduct. 5 The pernitted activities
56 in the user table 50 may conprise 1) read access to data stored in the

data storage nedirds. 2) a¥i ist £r@868 ShhPeAAbg: &liQh el HedHdl dtde SHQ:
me , 3) read user_entr

.0f , the user table, 4) read al ntries of the
Uodt® s abl e FESRSR s itk v ek Tobrie Uyt ERn R EPL e e e dhe
t he user t &wchentiratiomdand guthaahgztyiopfof @ téey ckaussttable, 9) read all
entries of the class table, 9) add entries to the class table, 10)

change/ del ete entries t C ] C receiver
private key. The permtﬁEeTé‘?g%nt %g;g'%ﬁ%gp 4%%&%%?@3@@51 may conprise

1) 15 read access to data stored in the data storage nedia) 2) wite access
tﬁ xla]ta st ored iﬂi’)&r@vdﬁtfﬁnsiﬂrdagﬁ:ﬂEBdii& pSéfelrreadi é‘mbeclmﬁaté sangtleess entry of
the class t : T t a . .entry to
the cl ass t%gl[lg‘?’m )d%%%g%%f be g%‘ei'%%tr %ﬁcgs Ig?otq"teh?“:{:"i&ggéei%n aﬁ%lec, %ker ead ar |
entries of AeRECERNST then5pee oB)sigdlan gtenanss: o hpte f&éf inyppedongys Hgscribed
change/ del eiire tefia beStHeObddtematzeford abhievang thip DiveRgdon Beolijeeciweal i vate
key. The opgraty ' j f.0 lJ). 2k S,.1S
illustrat egﬂ v%nit héjrg ggieecgta P%L%&&%Q%.ﬁ#ﬁgﬁp?g;@ er}e r éﬁ@iﬁrﬁh)fé)r?é%{%olﬁgﬁ&isb%ne 25
as Wescri bAFIBRAMELGH i iBhvisyt of Shesfvsearhiage HEfhrehCrbirtiRe sTrgR the Belrit
decrypt ed, eandcapesof prhevimestbon.si gnat ure” assuring that the authentication
nessage has conme fromthe sender. In one exanple, the user/class synbol

W Il have been sent. A user/class nmenber generates an authentication
nmessage 70. Pref%EEEFPY P EIQUhehtdRERTOR2 TR SaEYEAED 10ncPifReds thaagnsgdest
f ox access tapeceonduttdge hes debigstedtailt o iany pptdal NifsR, nNeecllodded MmtILE 0ada
mesgage. T *Lfi:o%'ﬁﬁé It fS 91 e RRCL NP 3SENARE ROEYA QakBMadd i"gnk.ﬁhahsasso

enpl oyed) together wth a receiver public key 72, to encrypt the

aut henti cati on nessage. The receiver public key 92 is made known to the
users and class nenbers and is nmathematically related to the sender 35
private key, as discussed in the 668 patent, but the nessage cannot be.
decrypted with the sane keys. The nessage instead is only readable by the

o o Y




94. As discussed above, the sender public key has been nade available and
1s kept in the user table or in the class table. Thus, if the keys decrypt
t he encrypbenssaed henti cati on message, the nessage i s knowpcreGcKmweeé0Ne
fromthe sender who is the user/class nenber. This is known as 5 providing
an authentication "signature". As the resyt, the user/class rne*x:x.b‘{erA@f.‘Q2001r
rely on the security of, the portable security system nethod, and
conput er . readabl e program Code of a conputer program product) of the
present invention, which resides in a 10 _portabl e data stqrage.carntridge
for managi ndptaceaRss Cﬁét%#ﬁ‘ﬁepoﬁaweé'_mlgﬁ@r Et’bé&&?ltlrnleﬁﬁcegap% %?eéi)ed?ﬁaggr am
of the operegddeoBaffriife. conput er processor in accordance with the present
invention is illustrated in FIG 6, and flow 15 charts of .the method of
the present invention are depicted in FIGS. 7 and 8. Reggrri ng 1o FIGS 1
and 7, the initi &4 2aEs AFOBITRAERTLATE P3P 2 E5°T3F% PP G110 557 @i ated at
st eps80. Theadgnakic itdge, ithak cxdedoredt on & R&pedreelke 15| atth v dren tiFsasiedsinto
interface 2 nd, J e he alsNiy le@hdAl | had et d L5 is
transm ttedé%eo%F a\“e Jggfﬁel gég‘;e 'IJ‘%'e ihlﬁ-i ﬁ 5?%@%% oérlmi n?%rln%i oér?ai s, riot
encrypted, Bhreafed magyi dlagadfrente head Ao bp e SPEGAP B3 the &aPfti%ge
Wi rel ess i ngedtfratier? @0 eaick eincllidesi hoth abad/ariton eledtyonhes endi spntred 82
and provi desi,;,,laﬁt;ﬂfgwgggtrggf,;gotw%rz'é,' 8T dup 0P Bl QeC 288 /w8lte ARad 17

: einitra

“di scussed above. I'zation i nformation coppri ses, ihelyserrhand

cl ad8 tabl efor TRading £RFAIFE P GEEIEIIBOTET (FOst ¥lS 8B5S & OGN zeS t hat t he

“input from ghevencoiredser ibeaYsaceoupded niviradn interface Pler btd Begt 2dd The

det er mi nes }4@;& g.sy ddNp e Tar&mesi'o%egs'ir{y by ezt sebvert, N6r Gyt Ebnigesbas
ze

been initiall revi ousl a.3 ssage |s sent to th (Vi t he
wirel ess i nf‘é’r‘feaéglisylsﬁe‘gﬁ?\é“’é?f‘,leﬁe Fnﬁ’gf“ﬁ£e'i At ial ig‘%taotm?%%% Cﬁa? at]%g}x&é
cartridge i 3ilweirgi tizel Pzew)le vt Rndatiaabtorieggy AAVE deofn HEY 3TUNPIRLPERFAAR des
the juser taRlussJeRehhe cartridge conputer processor 30 in 35 step 85 and
provi des the class table in step 86, bath via the wireless interface. The
receiver private key may have been provided. previously, or, as an optional
step 87, may be Fheviagadstioraghelrive flatd FaRifdRd| BagraTREIYHiPPEFI2EE i B ifs
then conpl etgso @BApie tdld Virélesk frtepRiteods t hehe caph ettboagd masteigig8ILo 1is\\D
01/ 3519.3 PCE.%?) Qnoo{iQfA'ize%Gtc]:‘ i%ggzépzoggée %etvfxrerl'egag itxlgex.Ff_Ia@-%lan@ a@-'}gmﬁxte@n
aut hentication or an access request _is initiated in step 90, e.g., b
sendi®ng t he PuRERss8y MfoMithy AdneHE 1 R 1Cr PHGEY Mnput er processor 30 is
initially inan-idle state 91. In step 93) the request is received at the
wirel ess interfagg,26,,206deSwPraVbEadeordale 44 r6QIRUE Yoult QGRS ADa 16,
conput er processor. npves to state 94 anL) %nesggpofggsh %g%grsrgog_gge waet her
the request iPAE TROEP MWCacFus S ReiBeles s ™ T He“TiSt "0f the user-or class
tabl e. |f nohenrthehdatsabterage heaxtoidast 8¢ isrprwsedin3the PR (4T IFiNfes to
statg 97 andjdeni;Rse AGA9S SctHeOwiftdests Ant &fass 2senbeisvira REheixnslees ess
interface 26. .10 If the user.or, cl leglaS § e thye tablgn

t he corrputerm'p'?%fca(%Sop\.n PRSE gplng?&%ggcgq? ou'gt'a%%e%g%%digﬁguggz ?heﬁ

aut hent i cat ifsaIwARSYatRACEHIA WHELLSER (1NGPT ACETBY RIARPS SMRE¥THp T 'ii‘ s of
processor nuMesidientiptegd GRenddrce. timnatid negorebéc arbheget medtd 3R e oshge,
and, if the ssage 15 is.. necel i i 1608, 1708NE €2 B8&GHBSS
in state 97.ar£1§’ﬁrssﬁq§pa€%f,§e€%g tE’ilﬁet %gﬁgéaﬁxgﬁglﬁegzzgégef?recej ved %t he

Wi red®ss i nthorf 4ck80288%andof dr Red-F38- B39t 2dinfut et p?%@&@%’rvegﬁ’.

di scussed ahevdeetiveeamisnhenttioe atliconirmesagdatéfagnmrppsuidlied tSyemstteder
private key n@gq %ih:e %glca%iev,gdigcg_tri dge) public key. The conputer processor
" noves to staté 20 10 , recelving the nessage and beginning the -

aut hentication. In step 105, the conputer processor conducts the decryption
of the authenti catheononmmseageoergronydhgonirdsee cehirreryRqerare day. oy
ehrrplpyi ng tf@caagmeanpﬂglehopéﬁem ALY taE?adt_l}%ﬁrtd)Bpé‘a}a&ESiﬁ ablew pbhest ep 106)
t he conput er processor determnm nes.whether e user_.ar '

aut hori zed. §HViRoAmenthSUSh 38 ApRR*E ?88’?3‘%’8?’ ?fign%l\?egg o%§§%{agt§.g9§£f1'§§&e in
step 96, dene®racaess.allsh ddrengeserto Mperites$n rreAPerower SFVHEIMERE, t he
conput er processor noves to state 98 and, in step 110, reads the user or
class table for the permitted activities far tq:e us%;l/ecliz]a%?esrrer{bgéffa@g 26

di scussed above, Ph@cSRFantherth CRei RATSARS SRR BPes eraply il tdes a
request to canadubé conputde porcesewt 30iwitbstheBassodiated penviedprd ket Bemory 31
activities of the user or class table and the request, the conputer
processor noves to 'state 111 or to state 11Z to grant the permtted
activity. The perm ssion to change the receiver private key will be very
limted to a particular user or to a 35 particular class. Thus, the grant
of the permtted activities of state 111 are transmtted in step 114 to the
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processor then noves back to the idle state 91, and the data may be read. 5
iAs specific security exanples, read access to the data stored in the data
st orage Wfﬁ controlled by the conputer processor 30 abl e
~cartridge ﬁét’gh the decrypting key; table access is enf%&yggs‘ﬂ@&fée
conput er processor 30. in the portable cagtridge; and wite acceﬂsq APBOZOM
controlled logically in the dri've, which my be under the | ogical 'co

10 of the processor. However, the cartridge itself cannot totally restrict
writing per se. Thus, the present invention provides a security system

whi ch i s pere aisusted dniregndoprovide e ot trbde cennwyiity evetethdes. ttdeaperteble o
the data 13,¢f stttaeagf@tcar@tlegage cagpteemgﬁli@ t@'é‘adﬁ@f.ﬁ;ﬁ'a?stﬁﬁrﬁﬁlﬁe@ng

g.le:c ?\é\gdng%ggétegcyé t€°rtt irl d?aa storage ca%tr(iﬁgg 1a Ibgfgn%%r Eo?tagl | oved tO
, 1! Uaccempanyimgnkhe qaxt#dgeqat all .timeg. J THus, tthe, securlmasmo130£§§ﬁrl VB
fl gl'|'~~~gx6fhé1vel dgbeﬁabnt “upon- the sequri ‘of Eﬁésdath Etd&aée d&lve 11 and

~a! 1 —~—— ~| ~~. ~~y —~——

XY.~P, . 4.. ltFr*r°5|'=4‘51(r'* e "I , 4pd 1p_not. §i‘?it:°. .to s Pﬁ“"t‘“’“’ratr gfi‘mvﬁr P54+ 1. TR
portabl e seamritdyesrgeert Iemu‘ssri mha@rfﬁgrmewetsoaed port dytenmbpt wWrdrdge
cartridge l0deicRal danda&@ s& orseqewmr tpdadee &l&‘ébﬁ&nqaﬁzﬁlaife@rdigg prodBsl g

(12) for storr dat a 5 I ad/ wr i tte ac(cgess ) ng adtg‘%torage
drive (11) S¥R¥ nnu%iré % n BB WY YBFRJEYPP manag 5‘ oM abte Security
systtem comghprdengecessate)hel dake kthaoyfefc &he¢ ZG)iVPrE)lh}{t E@Fﬁsnwefaihdhw t abl e

data stora Qe@ﬁursﬂ.i'%anﬂanEe&%ﬂm;&QME efduded axf ek enflesending data
to) said 1Q data stora nt ed |n sard dat a Larage, dr and

a conput er “BFOEEEYC fgﬁsrq%unt\e%e “ﬁ"‘é’éf&f port abl € dat éx’r?or 39 cark fge
and coupl edhe datai staxiage|wegsridgeer f ace; sai d corrput er processor powered by
said wireless interface and receiving and transmtti ng data to said data

starage drive V'-%Fsa' %b"‘éJ ?L@ér%acé“z%r%r?f%bm é?:%@h'éo%:r 30 be” K Oafﬁﬁé‘ig:

havi'ng a user t ng)rr st n gque user |
for each afffiord-zedp li'é‘é?n‘}i‘na a‘tecFeVﬁt t‘t?néFp%‘rgﬁ'F%tfe'?T“‘a"é“ﬁ BF tiptestncesat Fhaiser
i s aut hori zadataxoeaqideiva)i tid rcesgieet 3¢ Guppliksdela retoivagesigadl ao saprerser

identifier, . pban:cRMiped Wt hnd u,ser a4t BERdLE 24002 nesﬁaqewezoaonumaﬁal d
aut hori zed user in accordance with a ZOXSBr edet erm ned al gorrt m

3
aut hor i zes S3EFYUSRCOETHF RO S P pHIRRE S6r 3 RUVEF VTG =B §¢ r'“‘g the
_autdvent i catcuorenteesdges £4 ¢m 3 df ddedesticemdge the Vety isgoraged cawtrdtiess

interface, QaubliRkNGhweal dlﬂéseamaurﬂsee&rﬂaeu %oeemg@o \Mth@ &bk hdtdBlilator
identifier fromsaid user da ce w th gaedet eé 1ned

al gori t hm t%8* atftthar d“é&ﬁ?’ & d%gg reggRye Ef‘?rﬁlt r"“‘a FPanthittti ng
sai d user ®uchdsd zand @Hti)rdeae#ﬁl&FOJ{ d2sercgivien &hsﬂmcag@sdﬁpw §ignad afxpm

Wi reless i doapiaic8s ha dbdpDideablie Segani ty p&wimuaéa Chghadsleo Wher ei n
SAh W !0l SaRphiLCLL AR COMRN | 988 Uy OFSH |AL ot pIURBOL ADLE

security sys , wherel n each. sai.d user I denti

conpri ses @rgetdedsyaiide dane) medvdater 48 whdgh (qpseRtR tPéy”(gBSH f®herein said
user aut hentriafsiisahoBySas®1en B sk anne AT \tpt ek BEeintautdrents caeidata
nmessage Misggrgaagagg,gecrypt ed by said user decrypting 35 key, and wherein
‘'sai d conputer processor conducts said conbination by decrypting said user
aut hentication nessage by said user decrypting key. 4. The portable
secarity systemmie Ghrgiures prokeser rB0sas th peeyrageaylep tonpyt&e\prooFRrkses a
sender publdcg, E hinl 5§)m1cmow€@o§'ﬁ sarﬁfgo@sedet&smedpﬂgmléohm

key crypto ic algorit rtaIe secyurity

conpri ses ra
syst em of d“’gf’ﬁ’r%‘ theresia rﬁ’?é\?‘%f‘“gs"é’r e\ éﬁ?’?@&ff’@’ﬁlﬂ‘és@g ¥héPygfed by
a sender pra.utab:eimyoﬂmtbﬁmee@ivmem@mtsmso81@1121@029 The

nonvolatile storage 31 is employed to store user and class tables, as will

35 be explained. The nonvolatile storage may comprise a separate chip
attached to the programmable computer processor 30 and its microprocessor
37, or may comprise a porticn of the same chip. The computer readable
program code may be stored in a nonveolatile internal memory of the
computer processor 30 or may also be stored in the nonvolatile memory 31,

40 and locaded into the computer processor 30. The algorithms 38 and 39 may



it T3S d o~ o~ vydw. 9y _050I1G. "/~~~
Lo, ~~ ~3 Ji New Page Do ~7y cjl~.3r,~~. ~" uy~!~~ nss: ~f r'~'v Ji
, U. i kd -WOoNFIRRs30g 14 public key) and wher ei n sai d publ i cpd;'p/y;mo/ymsographl C

aI gorithm decrypts said user authentication nassage enpl oying a_ r'{eg@?ﬁzom
private key and said sender public key, whwereby said user authent :

nmessage is known to have cone fromsaid user. 5 6. The portable security
system of any one of the preceding clainms, wherein said conputer processor
user table permtted activities conpri.se_a rm.t

activiti es Pespretqadgdoiite Hie ﬁﬁ?‘-’fﬁ%ﬁ’&ﬁ o) i gla?ﬁ%ﬁééeérlsss%mwb%aﬁﬁorl zed to
" conduct, saigpppesdricot ek aomnutntlmcmwp;r#%|ingt@iﬁt’1°§a€l"°&bééss"’-tr61ﬂ5a°ca
stored in sgjd,.datp.gtorage nedia, 2) wite access to data stored in said
dat a storage medl a, 3) read the user entry of said user table, 4) read all
entries of said user table, 5) add entries to said user table) and 6)
changie/ del et e entxd es@m:aap:rbwm sGblewplay3ng  thehalgeyithin (38 . sexayifies a

system of A er ngloe ig%nggﬁqﬁgé %mgi'}m:ﬂseorﬁyﬂ%ﬁigna@Q'edsﬁwltﬁfe RE@EESSOr
user table Comnmprises a separate entry ‘% g sai d us Lo |dent| fie f\nd
0 "“Eﬁ?]

sai d perni tidepthéien ey aasgh putherized ‘Eﬁ‘f’h o THRabT > 30" &
portabl e sefworkysgyraingmkef, any andendt chainssmitted tivker &bA wgErdi®onput er

pr ocessor u&%h @péde tgoémfdhét.e%li@h %pﬁ’é&t €o &kl ¥atfaObt HAGH rﬁa'ﬂ:l.d USY provides

identifier; salgentr conprising all sai VisLi. es er
i s AUt hori z%cFltaGE‘c"cﬁ’P&ﬁc’tn n?%""éat “‘f)“b°rr?'agjf & s?ra?(‘:tﬁlrl fl,ﬁ%&é drbg o RAL e il

m of any one of
‘the precedl fisy @hah neithehizedi slasa | of ewut‘el?lcbrweﬁ‘ﬁﬁ‘ri&ﬂoﬁ‘t‘ilﬁﬁ%llﬁyvgﬂ and
conprises a, NQveLMrdifg rxaqorasﬁdswrlea& YT Cbehlﬁﬂfteﬂabétﬂviﬂﬁ) eatheclpsstab| e

security system of " any ope . of in i
conput er prBRRTsSP Atk PET%5RaTT >7° r?prligg‘s %p% gsésgsfh%%aw%ggr’r%h s?%ga? | east

a unique class identifier for each authorized class of users and at |east
one,perm tted aCtthiéc)éréﬁicd WAtRS BheD bretiete sningd caliget tiaeds § cheowghrct Wi t h
respect to of age Jed atf,ssl'u%eg'mﬁe;éaeagicfﬂ fiseatfacPr O TR ned

al d
with a user ARRTHER Tcgk‘e%n nessa roma user sai d aut hor] zed cl ass
of users i na‘a@mdaqho@ew tefp eing mhédﬂcé'm’r?é‘dd%ﬁ‘aﬁ’r%ﬁ}g%ﬁﬁ‘%ﬁ zes said
user; and WREef1eixlz&4itheCaugRUL amepé@@esaopraﬁdsbr Grlakégeiveporwerecei ving said

user aut hentj cal 'tQQatﬁ%ﬁs.g&%ﬁ gdd 99&{5%&' ai%&ast%trgg@aewk we aaeawsaﬂdsw rel ess

interface, GORDINIRY Said USar authenticati s
i derPifier PFB?ﬁfs"&Fdz‘cl asd comlpings; the Pt 2Y 3’5& e vm meg?i? !rtgetag; gr‘?ﬁeﬁed

al gori t hm t aaentilfaet Zroar tltenyers salel eclmsccoxdange tvt%‘oﬂ@aPEF%EWmaﬁd
transmiti ”Qlﬁé’h@hﬁ' ?93%n&%@?%!ﬁéﬁ}&@rﬁudﬁrulgbr:ttmmszm dodaithosi £y ageddyi ve

via said wirefess interface. AVENDED SH 0,15 .
portabl e selhfit8prsS<HIAFHr affatirﬁ?fgts I%(:-'fr‘é'i.'ﬁnr ga?%rg%égerégr%ésggﬁhuser

t abl e addi tﬂenaldtyoremmns%siaw}lec‘ha’sseﬁﬁeHB'E%%HF?) 3§f each said user,
whergin said user may be authorized with respect to said class table either

by said class aut horl za&hhon or oni@egrﬁé‘i&%ﬁ%gﬁéﬁaﬁ ggmpﬁsl‘_.g an‘;he

portabl e security&§ite wher ei n c}a ut er
processor. wubrahlehpecrymyionReEcyPELD RLFATECHR Mt B FFPVE ﬁsegec I‘fﬁYlas’g a
~plurality ofpopemmtﬁd aehiplies | &S al@el totse dhigheprofidetrechr#ac Andf  sai d
‘users may be ag?biqr %e&et PnCRpaGE. k%a Spebdabhfhi1g6tithink | ev.30 @8Rt vl ng

1) read accéss a stored 1n_said data staora nedi 2 ess
to Pt a storedOf BBafePFAPeE &t ONRYES 8l £RRYP 'gffle tgﬁ ral}l WH#I& o

cl ass tabl e hat) bédithecatdefesto-otsaindd c bésms Fa@leé ten JREH” émf@é}’ﬂ"eﬂ"eﬁéter

entries to S dngdlvﬁ%séf LRl &endes 13an Iﬂslmm@élloﬁ QREUp vl d6y Huehertfi cation
e

di I d dat t d
Do ypt od, Ve BHPReLRREBATLER 4 BERCEt Har tarheried 78,7 Befons P

conpri se at Nceastu‘s) seeadAecrédnlyo that wsext M@Gii‘-*ﬁrsai"&?ré&?%l as BB FERRAdI a,
and pherein Sa d WSer d@é&tyee{ﬂgxaéﬂden Etmisadegl r e«aén Eﬁbﬁﬁﬁ&dadihﬂ nomgl y

conprises a decryption or s crypt a dat a
storage car tﬁ"i%%“(cfﬁ)m‘f d‘%ﬂﬁg&rfﬁ?& %ﬁ’t 5ur}br¥$eedg ?ggagc%&ryéée%%asir of
a data st or ageedvéw @ublid kehemherpert de er@a##ddat”dids‘ﬁ%ﬁ“&éey d i )the use
conprising: 26 ,dgies! PFAGee 'H?:g'&'hd(ﬂ-l?e) re@é;%ecbubmicsadegl takaawhenagation

cartridge (10) for storing said for MW it&e i ess
i nterface (Z®*%ABurft28d ?ﬁg’gﬁ"p&eﬂ r°t'a Stta i orggg\g%:a%t ??ﬁ%ﬁﬁf el k)

receiving power and data from and sendlng data to) said data storage drive
when nmounted in said data storage drive: and 30 a conputer processor (30)
nmounted in said portable data storage cartridge and coupled to said

wirel ess interface; said conputer processor powered by said wreless
interface and receiving and transmtting data to said data storage drive

Vi a sald mnreless |nterface said conput er processor having a user table

7 ™\ o, o,
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e, =t s s W, rt R~ rH~r JA%RZUW;
S | N | P A ';~a ,~>, _f .. "of fla ,6 ~~V~:~k:.,),
sy s, .. Lo.o,ooto"1, a~ fir, I‘j| ~ ..~ A, i, ~
R Larrd~,the sende;- publ—ic—,kgy, thel\hd&;hentica,tiorr messélyel’ ls both. d&ry?téﬁ
0~~I_: £ he rag Q(Lkn% fo & Ykon flLiur—— " ===~~~
New Page : a i a% ~l| . wn °~~avi cfc’fﬁt&'D &Pﬁe%}e '16 accordance with

sai d predeterm n,ed al gorit hm to aut hori ze or deny said user activity, and
transnitting saiBrasses, auahdrs 1dlisarany eslenplek 6D caﬁiﬁddatﬁuiﬂﬂi&ae;&{i ve

via gaid wigghess BEETIRCE el dinelEndIBhE RERIABE SALRL | AGSRlpChe M 14,

wherein said wireless interface conprises a nt & ace dat a
storage cartRLa¥roFbe FvREAgFaphy ellai’?ﬁ"-!?ﬂ 38 vheFEFn3 cHidnstrrtes Larer
identifier womtigdsed daserstoyado|cartrtdge UBE ki EHGT yp&uoue deRY, arkd cWhgy el n

sai d user auhfept |&a;,h% ggéggggbﬁgsal SES 21 SN ry? u%er aﬁ‘t gv\hntl cation

nmessage. which may decr user decr et ein
sai d -comput B ¥r ocFét§so1‘ i&b‘h’?ﬁféi‘%‘s é’-&Fdiaéénf)"r%aﬂ‘F cmrbpidaecwmftwg thaiuseyser
autbent i cattailen®s sagechsy ciaisdtalser stanvy Midengidityal ied lih atbsradata witgr age
cartridge ofneChaidBntbinvefiei&i.n said user decrypting key conprises a sender
public key, and wherein said predeterm ned al gorithm conprises a public key
cryptographic algorithm 18. The data storage cartridge of Claim17,

wher ei n sai d useks Zdscuaskdrabiovat itha cePstEe precemsor yaot prbviige s tsxenﬁiﬁr
private keycaaid so W@Ela\éeieégébahﬁnﬁ@é’ us@8Pdher Al A3 Lad Bl KEYa uger

crypt ographi.c, a hm dec user. aut henticatl on rressage enployi ng
a I‘]gchI ver Aﬁ‘% vgtg“{e) *Rey°"ank*® %e é‘ﬁ SRES UG BSReP AMTBPERFdstR ondugt with

aut hent i cat¥esRefe Seaties |d§t¢(rﬁ§mas¢=om¢rakﬂe conedefadm Smict ureer ideédhiffer The
data stor ag&;ecaéé:r itdgee 8b Eprons quéé|rab%oi4541 Qné&; uWﬁ@é %@1%&' sefaRut er

processor er ti,vitie luralit permtted
activiti esuﬁﬁ)r fLect sgnegh%?D %ﬂq’ﬁd aCtﬁV§t sal u%}tge EB?Fai?a:b oHBY S Rzed to
conduct, sa?ed’a’p”%'i"rnef‘t"@d faEtearrt¥aes tdnmpifisimapdeemitteddcabtiysthar tht a
stor®ed in saed tstsmtBoxizagecorediduct2) Altédmataedls StieOuskit dasileOhef doRpsded
data storage s@?gi'a?ee gﬂt:rye?& EQ& 3%@{ i%@ﬁélyfigi’ %:?llhgg rco%ngﬁ.seing Jdl_r g dthall

entries of saldu entrres to sa

changef del & @éﬁ?’r‘di 8§t1tvdt§ea‘1 & ﬁ'séf‘et%%’f’e“ 8ythoyi z%é’r°d%ﬂ“&“§‘i or 8o usartri dge
of any one %lel ¥ mddiitdongllyoconglrésed ang xildse onplieshiprasc es sakh Uushk, tabl e
conpri ses aePahdtu@e £ialYbd Qut1RAEHed i th USBhedrdebtent | SlagaNd sl &b Bgréﬂ tted
actiyity sa*s%ru b2 84L horized to conduct. 40 21. The data stora

. cartridge of any oné 6t Cfaims 14 to 19, wherein said conmputer processor

user table conprises a separate entry for each 4 AVENDED SHEET: 07-01-2002
1 APR 200 sai d Uselctsiemhid i vty thei Skes®it iYvEUIBA) &h@gcﬁla Sdhe feggitted

t t d fa st
car 11 dge. T ease onat BeTHLRME el ke d R s For 0 SR ar b TBP b s sor

" addi tional I‘ff‘ec‘,’Brrpﬁ"idsé"s %aﬁbWBI%m%@eﬁe%ﬁﬁiyigt 6Ai Fgtsedch clrms ofibisers 23.

The3@at a storthgeiedr t6 icdgéuc. mfef%l@fe&hatmslfheheiﬂzr wheneidiagsai d

conmput er pr S S cl r| S 10
Qle 9.{ c@gﬂitalaprl\a .llys Q\%mﬂol ﬁ?s aﬁd a %ﬁ?s d CT%E:& % R:gpv%}&c

| east a uni que class identifier aut horize S
| east one pEMNPEt edPactire? ti)?egraﬁf&eﬂ &en gembinedswith au’cﬂhﬁr#“z-édmtl@aemvduct
Wi t h respectessags dirdm Gataes obr dge auBdirfizeds aldheC bASkek sl ARt dddoRBandeh@itn

CO”bl ned W'EH& Bré&%nﬁ’il:'xweﬂgbfé\.l&nona 55688 {OM& . “Sﬂ{usOf sajd.auth “ zed
cordancé with sai d predeferm ned or i Thie%allth &8 zes

a§§ of us t?& %(E' e re] s h
15 Sai d uset -gh B ReRECH ol et sprtéhjés%\‘ exdBy therliagy, upon
recei vi ng s%\-ltétoamtimtd:re)m itbatusen amebswigasidn em sai d data storage drive
via said wireless interface) conbining said user authentication nmessage
with said class jdentifier fromsaid class table in accordance with said
predet er ni ned al Y&t PEHHEES AGEHEFFS% 68rofd &Ry meaberscPEdde aekasginay rompsaiel 20
user, and t¥ @eparatel emfryafar ehals slans hawrtlaldr0and pedtiticad atcei\‘iﬁlydtldﬁt ghe
stomge dr i s rybfas3ohdll I &) 85k MY £2GRnadd. TN, ttivéf ; artridge
of Claim Z3, wherein said conputer processor user ta addi t7 o1 T‘
conprises any class nenbership of each 25 said user, mhereln sald user may
be authorized with respect to said class table ei t her by said cl ass
aut hori zation or by said user authorization.



'25:° The data. storage cartridge of° laimzZ3 or Caim24, wherein said
.conputer processor user table and said class table permtted activities 30
conpri sewa opi3saoal ity of pernmitted activities) sel ected omea/cdoonhissh each

of said users nmay be authorized to conduct, said permtted act|V| aﬁﬁ
conprising 1) read access to data stored 9n said data storage nédi 2?2004
wite access to data stored in said data storage nedia, 3) read all entries
of said class table, 4) add entries to said class table, and 5) 35

change/ del et.g entries %%esgl dpgtﬂ%fea@ €or eag@ c1408 1dalai SLOr age &akiri dge

of any one ?ﬁ o el n-sai d stored in.said data
storage mecemprisinceni} aft e DRRBHERR ALV CSAPTRAS CF JEREATASE JEFPRE Hfe
permtted gedHovitdEtoCorptuese at | east 1) 40 read access to data stored in
said data storage nmedia, and wherein said user authorization for said read
access add| tionally conprises a decryptl on key for said encrypted stored
dat& ,!.14. n The PernwpNBERcSHELies 56 injthejuper table 5gymay comprise 1)

R ~! a&GJ reéﬂ‘aécﬁd l:b'dat§6$ﬂo“red :Qh thé«lﬂata“aior&.ﬂ! media, 2) write access to

J ’ 3 F* 1~ eer en e} e :
o d tda s&ﬁrég Név&hﬁ gat:a §torage r?é&;!.é‘ 3Y ré'éld 9 A liéryi f t':&aPqugﬁoll 27 A

net hod f or tablevi 8] vgad Hdr Flaqﬂiéss@cﬁ?% USRE éﬁaf’é%'e 51) oa‘}? gRtLiest by &48 user
cartridge ¢die, SRidhafifd/desétr ageriear td itigaskaviabye dan arsddcages wedihacf12)

E gff)ost o | NGy dlahgal Qani £2G) Y, Vuadeaflf GEEAY o HS1LB0 Gl )Shad Aderdlil V6

rrve) an I nt ce 5
(26) m)unt &be 512858 hr ﬁ&bl@aﬂﬁf ?‘Eﬁ &@‘ér’t?ér'f‘? |t8'§ev¥f‘8? ‘i»%ié "ﬁ ]gower
and dat a f changeatnk xeneliveg phtvaté deysai d data storage drive when nounted in
sai d data storage drive) said data storage cartridge havi ng a user table
(50) conprising at |least a unique, user |dent| |er g'ﬂls each aut c;rized
user and at | eaPe AREMHEEH 2Ty IEs Of oy E%er 5 & |'%ay15°“§’|ftlﬁ% zed to
conduct Wi trhad espest tbodsai statatiairsttbe agea migrage gadih. udkbrvriigemccesR P when

conmbi ned Wighb, 3 US& 13ULHRERLEL BbbAlye"RER80E3)( £89a khoraseai 6l Aubd@htzpdruser
| 0 accordance LD ﬁaaﬁgred ' E{a0 AP0 ALIOL! LD 3hng AIL! | HCRaR ALE,YISET)
S

sai d met hod Eoﬂﬁ recerving user’ aut hentica
messages (B} dlasmtmdie, dat ah%eé@@eageenéﬂ%ﬁet?lb&es%adsv%?lé-lees’é’ FRR®PtAce;
combi ni ng sat£iddsSer thdt haat taall of wasSAgeied th ai gearsesbledentifier from
salfy user Lg Jage/d&&%cgﬂéiqggem%w wek daRiedeherdy Bthea! G bhLe

authori ze or eny said user activity; and transmtting said user

aut hori zat P&hVae B®hial to said data storage 20 drive via said wirel ess

i ntrerface. Z8. The nethod of C aim 27, wherein each said user identifier

conprises a user, héycq;%QLtﬁﬂ;doé y%ﬁﬂlﬂefe&yQ&g&gti&exforvmﬁﬁ,emﬁgl £hdsBris
aut henti cati on nessag nmpri ses an encr Et ed u ntl atl on,nessage

whi ch may Bél9%xated yﬁf’écreﬁye%%ﬁa er> delps bt F‘ﬁed:rﬁgfmp 'anvvﬁ B 4 LB
conds ni ng Stsegeconped sbsved @blgipbbtiy adhows as @uthentioationareanagreeshge by
sai d user %E%hngarlﬁe%tsozgroﬁlaes net-bOshaehrds abdlirddg @hatl@iem 28, wherein

d d ting K d | d
et orm RGPS PR eshagS L LGRS B EAESEARID | £n EY B ANELE) 1 ST

t ogr ap
The net hod vweer3igism %9\b°¥\hé#é|*wvsalﬁfnu§%’rt aut Hé?ﬁ)‘/’ga‘ﬁ B‘ﬁ%ga’bﬂmﬁga an
- encrypted baymaexaﬂlade.ronpmaeabe ey Predefallgc dihecsugbahticatkey mepdegeei n sai d

35 pyblic %&Jé@pwgrr% & 2bO9L Eemg%ﬁ%ﬂ)&stﬁ@d‘ieiﬁ@r aé’wv@@?t 'sQ@IngQ

mesSage enpl o a recéiver private d sai d sender g ¥ %
wher ei n salfﬁeéo’fﬁi}’ Ai $RFO8E SIS SER[ R '51?53“ Fﬁﬁﬁ REREE; BPeuBe e"é‘ﬁﬂ?e‘ﬁt" &t t¥n
nessage by mawmideeeiemployd, vedorthey vathl asaeckisendeblizubky T2ket) embamsby

sai d user li‘t he rl_%h @iéa‘%@omﬁg%% i s,n%gpmlggr lgggﬁccggga 75r9§nm§§é e eo 40

31. The net. one , wherein said use

conpri ses a"—H&I BT S| ?-‘3‘1 GRasmpamRrrentid &8 "RERPTACEFRLY EHREET &P B’?ﬁafeﬁ‘%eﬁ/\hl ch
. SWENDED fiiehkde Géy 0 ks28{ktussed in the ‘668 patent, but the message cannot be.

decrypted with the same keys. The message 1netead is only readable by the
intended receiver because of the use of the receiver public key. When
decrypted, the message must have therefore been intended for the receiver.
Thus, at the cartridge, the algorithm of the computer processor decrypts
40 the message employing a receiver private key 73 and a sender public key
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APR 2004 a&ﬁ said users may be authorized to conduct, said pf;&*gt&&@ _
activities conprising 1) read access to dgfa stored in said dafa U‘r
nmedia, 2) wite access to data stored in said data storage nedia, 3) read
the 'user entry of said user table, 4) read all entries of said user table,
5) add 5 entries to said user table, and 6) c_hange delete e UJV%? 19 eSahd
user tabl e 7@ndasiaeeeidsetaiisbver herpanden PUbLEn Ke¥ R BEET MPRRAVEITING
authori zation to gonghct Lhe .sekest ed thai chaeserabper niThued cths keYes sai d
user is aut¥off8ed™t 6 conduct. 10 §2. 108 Bk fhe F¥sNE 19 kridkAl 6 have t O
31, wher ei rdesavpt Jder S2HBPEST SHPISeT A Separate entry % r each sajd user
identifier suid Sodnd thersEnibedhacts ¢he yegs/ d288 d12"PEF auf gs 4

FiZed. "o conduct ;
and wherein_ said.t s gyt si&p adelattpwral | y conprises identifying said
usersper m t'?zé"(yig%: 4\%& %%ihte??%ﬁa?sai d gégipar ate entries. ' 15 33. The net hod
of any one of clains providing said user table conprjses %;i deéﬁrii‘:;i ele sai d
entry conprisi ngagldhel se@uthortiezeskry olasgnBeRer " *GhePRi 28 CtipliSes
i dentifying_sai ag gsseercugﬁg}msymr,@gtgo@maw.coﬂ\iSute:r ‘Béadakierpriogramcgde tafpaof
separate enPTyF2PFor each sald user aid pern ti%l@g,tagﬁj Vi Sesfddd User said
transmitti ngomEmEsT RKFIERD RIPIYF Y ef zc?ipvr?l es fromsaid user 34. The,method
of agy one périsbak NEata7staradd, casheidgenfraleragars 6P JE b5 PPTHSS

addzti onal | S r"gle&iagg.l ass table conprising at | east a 25 uni que cl ass
identifier Tor each authorized class of users and at |east one permitted
activity said class of ‘users is authorized to cgnductugg t hrcE:%%Q&Ctint o said
‘data storage nediraptsai diadramsod gbatPEFEroM el %ocr%‘Pne(f Win a user

aut hegti cati,Q {H%%éggﬁti:(rj&m Préent Niveswaiod E;Jtihéwrgreﬁ%llasglﬁf 6§ uAsEiay
accordance wth sai redet er m i thdntabh el @5 csad dn3BraGssey ;and
wher¥i n sai &héﬁ%Pﬁi-ﬁ‘g&é"Fg}bﬁa%i&?ﬁgo%lae '9151! T(gh'(t:)lrrpri. ses) upon receiving said
user authenti.cati on nessages from said data storage drive via said wirel ess
interface, conbining said user authentication nmessage with said class,
identifier fromsaid cJass_t € i Coflangs: iah { fatiah (b£38n pmedetiad irered
al gorithmto aut RSF 266 %Ie%%g’sali gmglqas aCk Vi Ye 11QgS Aisd 1 uSRH; 1,0 a,

wher ei n sai crartBiAaei Hi’r?gi%’cfé‘ﬁt%l%l&?‘t‘ftﬁﬁaﬁ 'y conprises transmtting said

cl asg -aut hordraaé i T havideni el rel ess anterdacs 28t ANl AR 8 a™%ai d wi rel ess
interface. 40,35,,00¢: SEtReG-RL1 &l aknax3dsmiried gionthaicdrsideet affbe

addi tional ly conprises any_class ne shi agha Sal fravdaeq waed isher ein
sai d ANENDEB%HEE%"G’F-‘@‘?L-%@’?“ ion ir KOC. %ll%ygéede% 5 |§:E.‘;’{ vatesYene 0 -
L..i -,, ~~~igecure,sitpstion. :The s:er*ar.i?qi/"%r?]géf wiprerface 2L nePey
T Pipitddidzation Miforeatidn Ln. stepr 82 tang, proviges the fpfpraacdon o ghe
' rs dfscdssed abdvd, the initisliizat®n 1.

.. y - . . N X .
.25 ¢artridge protedgsor 30." As d |
o , . The cartridge processor

information comprises the user and class tables.

30, in step 83, recognizes that the input from the wireless interface is
’ ’

initialization information,

uninitialized. If the cartr

and determines whether the cartridge i=

idge has been initialized previously, a

30 message is sent to the drive 11 over the wireless interfacg, in step 84,
denying the initialization.
If the cartridge is uninitialized, an initializing drivg or host
computer provides the user table to the cartridge computer processoxr 30 in
35 step 85 and provides the class table in step 86, both via the wireless

interface. The receiver private key may have been provided previously,

may be provided in the initialization load.
drive is informed of the

or, as an optional step 87,
The initialization is then complete, and the

completion in step 83.
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conbi ni n\3050t15519édd|t| onal |y authorizes said user with r eSRER/GBA0N4366 d cl ass
table either by said class authorization or by said user authorizatj

36. The nethod of Claim 34 or O aim35 wherein said user table=sl a(Aé& 2604
class table conprise a plurality of permtted activities, selected ones of
whi ch each of said users may be authorized to conduct, said permtted

activities cONMPRiféidng)td @@@ls 28066 anti0s dahaafthadtddat {onS 8t hrdaése st Or age

nmedia, 2) wite acc tored in s dat.a st.orage ad
10 al | ent FPEESGs l%%“&t%%&g o §§F% 9Gi’4)"a§’dcl e)ﬁtsre?&emgt 5 salg Iy'g]%‘gl 't ﬁ%‘? é:% €and
5) change/ dettetidgernampeten procasdor| s és tiapkiallanth wherddenstatieddt r afs ratepi ng

step conprp§esrkl fdfist tidgedeilvia@rdtZz ahe %r&&&oﬂ%@faé&ﬁssﬁlde% §ftosBudh user
and _sai d cl| as pe mtted activiti (;,lq‘tesgl Juser is authorized f') cogguct
%’%’ ore Sal d

37. 5The nmefRodof Sr 6P OF 8P ‘2 T S O

dat a storade sheri 85 deternippes clrethfretbe [FequeRt189 aigesforp cbaged mermpesaiel dser

- ‘tabl-e pernthd edsacéd \eh&imrcmuu@&aawvi di it ain kRaYabiy, rtﬁadco@@ﬁeéis to
data stored_in sagrd3 data sLorgge. oves o sq__ ge\(/]g;ered gegiaésdagée

transm ttiﬁﬁ"cseaﬁsa G A ﬁBrl Za?‘l on Tor°Sard read access ad |on5I |y

' conpri ses upeysipes imegPer yaarshst Wbreleey igereagseRéencr ypt ed stor ed data. 38.
A g@nput er program product usable with a programuabl e conputer pr ocessor
(30) having comput er, ngd%lgl ée]taprolge m codgnetrggogésedcélh%rgl%fo h c .
provi ding a sectfe T nterface to a data stora the, Pgreuter
pr ogr anmabPEoesHfptt R PR 885 FOVAS Lt é’éﬁqenﬁ’%éné mvas@t @%G@t@%ttlﬁf@g?@,

sai d dat a atew=aagereal the dger havichgesdatdbat. ormgecomdiar piddessor mivesigyg dat a
tor read/ WeiLg 366 é@yavgiyfx?d’ efl a%tg%&ﬁaemg!ﬁea@%yeanélﬂl)f dhehegriat ed

in said data storag rive a wreless Interf ace\(w nount e
saitg portaﬁFe“‘ﬁaFéc%it"SFa’d\eac'éir"’Fr PHfg@eFifnd r Be¥ieHi IGFEPDRY SEATE HWat a IR 15/ and
sendi ng datte2} chesaiwhedaiatstnmagsagd iy ereshivednoythe driralem dntkatfacs 261 age

drive, sai Qn&OEB’HLP&edOE&@h@%ﬂpﬁ@é&ctprwél&%ksﬂong Ascamrsgéd raS@@@bkﬁe program
code whi ch causes s ranna ' ut er rocessor rOV|de a
W%ﬁ“s

user tabl e3E5ILEG 8? ’1%8’%‘{”8"‘%% nFRfus Wérpﬁiaé?ﬁ |kFg' f or
each aut hovrezeijreurseq:ammddm pEdst imye pHrentéiradenerecassyr (ni@@)sw elta:&er IS

autgor i zed1p9, %@dy@ltngwtﬁéﬁ méss%@%csn& Besfindngaha aikaézageam a)1rS k&b 4ee!
i dentifier, when conbined user 1?uthentl atl from sald_

e Q)
aut hor i zed B 7™ ut%%@5°%f f"ﬁcrﬁ S JEFEEN %eﬁ hﬁo?’f“%}%m&a&ut‘ﬁ%rl zes
sai d user; masmm@vln%éaabt@ebvmPahvaésdleew% I‘F‘“E%H)’SE% thgi tPges grdihebl e
~ conput er pkegessar the ubef RIrVelssal thilse! BUEHENLICathe RoMPREAGRCEESIR Sai d

data storaagfgﬁlylgﬁvmtgg QhwegLegé Eyésecnm&s ;53 GMED SHEF o, the -
Vg5l 7 computer pradepast 30 RS PRy §Eates 97 and, ' inygten, 96, del“‘?fs ageess:
~~~& . 22-1 APR 2004 conputer readabl e program code which causes said
pr ogr anmabl e COMULRS BLPGES Szt ee&ggbiﬁqumr@zéaseeh@usmﬂu carohg&aiﬁessage

with said user.identifier fromsalid user table in accordance

sail
predet er mi FEUSEIoFFYTE & dutoPFSR 1P F&ATS §BF il 8’(:at5isvf'?‘3?"e 57 tBe
conput er r eedailtedpaogramesotier Whe olpeciciad@s wrabel pr dY ddarEsee abonputtde

pr agessor taqtaé@a%auonsae&a?se;rreauﬁm i ZahLeds eréaea&talcot&naa&d odatex
storage dri e via.sal d wir

ace 070- Ar?ii 2 AVENDED SHEET
07- 01- 2002 ™°R8. 3ETAVES K A\”A@é %F REETLE5RI ACRIViFied of “the usex or class
An&#. A A AahFe AndAgTe Aeqyrsha tlﬁxé¢mm©@|ma¢sfsb{‘ wdjeajteatfata R dapr 89| ca] caU
} ca]U]caU% c?lﬂéﬁxaéﬂﬁal)e@l&aﬂﬂ:ﬁatﬂe&aﬂmt&@ﬁ%eﬁw elbealdbsadd ea]aahsalmsal] ca
cayU| CalCc(a a

receiver private é%y will be very limited to a particular user or to a
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35 ‘ particular clasg. Thus, the grant of the permitted activities of state
111 are transmitted in step 1ll4 to the drive 1l over the wireless
interface. As an example, the requested access from state 111 does not
require a decrypting key for the data, such as changing an entry to the
user table. State 112 is entered only in response to a specific request

46 by the user/class member, and, in step 114, the decrypting key for the
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1. A portable éecurity system for managing access to a portable data
storage cartridge (10), said data storage cartridge having data storage
5 media (12) for storing data for read/write access by a user of a data
storage drive (11) when mounted in said data storage drive, said portable
security system comprising:
a.wireless'interface (26) mounted in said portable data storage

cartridge for ieceiving power and data from, and sending data to, said

10 data storage drive when mounted in said data storage drive; and

a computer processor (30) mounted in sald portable data storage
. cartridge and coupled to said wireless interface; said computer processor

powered by sald wireless inéerface and receiving and transmitting data to
sald data storage drive via said wireless interface; said computer

15 .processor having a user table (50) comprising at least a unique user
identifier (54) for each authorized user and at least one permitted
activity (56) said user is authorized to conduct with respect to said data
storage media, said user identifier, when combined with a user
authentication message (70) from said authorized user in accordance with a

20 predeternined algorithm (39), authorizes sald user; said computer

" processor receiving said user authentication messages from said data

storage drive via said wireless interface, combining said user
authentication message with said user identifier from said user table in
accordance with said predetermined algorithm to authorize or deny said

25 ° ' user activity, and transmitting said usey authorization oxr denial to said

data storage drive via said wireless interface.

2. The portable security system of Claim 1, wherein said wireless
interface comprises an RF interface.
30
3. The portable security system of Claim 1 or claim 2, wherein each
said user identifier comprises a user symbol (54) and a user decrypting
key (55), wherein said user authentication message comprises an encrypted
_ user authentication message which may be decrypted by said umer decrypting
35 key, and wherein said computer processor conducts said combination by
decrypting said user authentication message by said user decrypting key.

4. The portable security system of Claim 3, wherein said user
decrypting key comprises a sender public key (55), and wherein said
40 predetermined algorithm comprises a public key cryptographic algorithm.
‘ 5. The portable security system of Claim 4, wherein said user

authentication message is encrypted by a sender private key and a receiver
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plurality of permitted activities, selected ones of which each of said
users may be authorized to conduct, said permitted activities comprising

10 1) read access to data stored in said data storage media, 2) write access
' to data stored in said data storage media, 3) read the user entry of said
- user table, 4) read all entries of said user table, 5) add entries to said
user table) and 6) change/delete entries to said user table.

15 7. The portable security system of any one of the preceding claims,
wherein said computer processor user table comprises a separate entry for
each said user identifier and said permitted activity said user is

authorized to conduct.

20 8.  The portable security system of any ohe of claims 1 to 6, wherein
sald computer processor user table comprises a separate entry for each
said user identifier, said entry comprising all said permitted activities
said user is authorized to conduct.

25 9. " The portable security system of any one of ‘the preceding claims,
wherein said computer proceséor additionally comprises a nonvolatile

memory storing said user table.

10. The portable security system of any one of the preceding claims,

30 wherein said computer processor additionally comprises a class table
comprising at least a unique class identifier for each authorized class of
users and at least one permitted activity said class of users is
authorized to conduct with respect to said data storage media, said class
identifier, when combined with a user authentication message from a user

35 of said authorized class of users in accordance with said predetermined
aIgorithm, authérizes said user; and wherein saild computer processor
additionally, upon receiving said user authentication messages from said
data storage drive via said wireless interface, combining said user
authentication message with said class identifier from said class table in

- 40 accordance with sald predetermined algorithm to authorize or deny said
class activity to said user, and transmitting said class authorization or
denilal to said data storage drive via said wireless interface.

f’g AMENDED SHEET




laljc a!3 >"~yt _& ( | '§ !
“alcalc a caf%g H] T Gk

a] ca] c aJca]]cé&a]ca]c -

a] ca] c&a] caV] ca+, . Rxi K- HLO%&' () - h10%&' () -1sL0%&' () - 9d0%& () -! Llo%l' APRSZBB@

"()-$109% ()-xi K- F. 100& ()-L"109%& ()-9 !'10%& ()-910%& ()-910%& () - :

109 () -F 109 ()-04bC " F. 1098" 109%& ()-!3"10%& ()-f109%& ()- F"10%&' ()-ssf;
109 ()-L4 109%& ()-4>]fg}tn?4

10' =100& (}LL*" THo@eorFabde sequdEy (Svsien OURCaim 0P 4 wheogin( Fas? rgmtt(e)r ghi gE
10! F" 10% g §9ensBr 7 [ &ati)- adait 1O94ME domprisck0 YR ihss 11’@9:@&561), o0 each

S O ey LR

|: 10%\V/\V&tf1)lq ei:t}g_q;n/&nyga(i clf@m QyihpEizatA said user author:.zatlon

S %}J g :% g a??:qa]c 211]C c Z]U]c ;]?“8

'12. The portable security system of Claim 10 or'Claim 11, whereiﬁ said
computer procegsor user table and said class table permitted.activities
comprise a plurality of permit;ed activities, selected ones of which each
of said users may be authorized to conduct, said permitted activities

10 comprising 1) read access to data stored in said data storage media, 2)
write access to data stored in said data storage media, 3) read all
entries of said class table, 4) add entries to said class table, and 5)
change/delete entries to said class table.

15 13. ' The portable security system of any preceding claim, wherein said
data stored in said data storage media is encrypted, wherein said'computer
processor user table permitted activities comprise at least 1) read access
to data stored in said data storage media, and wherein said user
authorization for said read access additionally comprises a decryption key

20 for said encrypted stored data.

14. A data storage cartridge (10) for storing data for read/wfite access
by a user of a data storage drive (11) when mounted in said data storage
drive, comprising: '

25 o v - - data storage media (12) mounted in said data storage cartridge (10)
for storing said data for said read/write access;

a wireless interface (26) mounted in said portable data storage
cartridge for receiving power and data from, and sending data to, said
data storage drive when mounted in said data storage drive; and

30 a computer processor (30) mounted in said portable data storage
cartridge and coupled to said wireless ipterface; said computer processor
powered by said wireless interface and receiving and transmitting data to
‘saild data storage drive via said wireless interface; said computer
processor having a user table (50) comprising at least a unique user

35 identifier (54) for each authorized user and at least one permitted
activity (56) said user is authorized to conduct with respect to saild data

~ storage media, said user identifier, when combined with a user
authentication message (70) from said.authorized user in accordance with a
predetermined algorithm (39), authorizes said user; said computer

40 processor receiving said user authentication messages from said data
storage drive via said wireless interface, combining said user

authentication messade with said user identifier from said user table in
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<>} [ or 54161 vLTRd @ta storage cartridge of Claim 14 or Claim 15, wherein each

said user identifier comprises a user symbol and a user decrypting key,

10 wherein said user authentication message comprises an encrypted user
authentication message which may be decrypted by said user decrypting key,
and wherein said cdmputer processor conducts said combination by .
decrypting said user authentication message by said user decrypting key.

15 17. The data storage cartridge of Claim 16, wherein said user decrypting
key comprises a sender public key, and wherein said predetermined
algorithm comprises a public key cryptographic algorithm.

is8. The data storage cartridge of Claim 17, wherein said user

20 ‘authentication message is encrypted by a sender private key and a recei&er
public key} and wherein said public key cryptographic algorithm ‘decrypts
said user authentication message employing a receiver private key and said
sender public key, whereby said user authentication message is known to
have come from said user.

25
19. The data storage cartridge of any one of claims 14 Eo 18, wherein
said computer processor user table permitted activities comprise a
plurality of permitted activities, selected ones of which each of said
users may be authorized to conduct, said permitted activities comprising

30 1) read access to data stored in said data storage media, 2) write access
to data stored in said data storage media; 3) read the user entry of said
uger table, 4) read all entries of said user table, 5) add entries to said
user table, and 6) change/delete entries to said user table.

35 20. The data storage cartridge of any one of claims 14 to 19, wherein
said computer processor user table comprises a separate entry for each
said user identifier and said permitted activity said user is authorlzed

to conduct.

40 21. The data storage cartridge of any one of claims 14 to 19, wherein

said computer processor user table comprises a separate entry for each
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The data storage cartridge of any one of claims 14 to 22, wherein
said computer processor additionally comprises a class table comprising at
least a unique class identifier for each authorized class of users and at
least one permitted activity said class of users is authorized to conduct
with respect to said data storage media, said class identifier, when
combined with a user authentication message from a user of said authorized
class of users in accordance with said predetermined algorithm, authorizes
said user; and wherein said computer processor additionally, upon
receiving said user authentication messages from said data storage drive

via said wireless interface, combining said user authentication message

.with said class identifier from sald class table in accordance with said

pPredetermined algorithm to authorize or deny sald class activity to said
user, and transmitting said class authorization or denial to said data

storage drive via said wireless interface.

24 . The data storage cartridge of Claim 23, wherein said computer
processor user table additionally comprises any class membership of each
said user, wherein said user may be authorized with respect to said class

" table either by said class authorization or by said user authorization.

25. The data storage cartridge of Claim 23 or Elaim 24, vwherein said
computer processor user table and said class table permitted activities
comprise a plurality of permitted activities, selected ones of which each
of said users may be authoriied to conduct, said permitted activities
comprising 1) read access to data stored in said data storage media, 2)
write access to data stored in said data storage media, 3) read all
entries of said class table, 4) add entries to said class table, and 5)
change/delete entries to said class table.

26. The data storage cartridge of any one of claims 14 to 25, wherein
said data stored in said data storage media is encrypted, wherein said
computer processor user table permitted activities comprise at least 1)
read access to data stored in said data storage media, and wherein said
user authorization for said read access additionally comprises a

decryption key for said encrypted stored data.
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authorized user and at least one permitted activity (56) said user is

10 - authorized to conduct with respect to said data storage media, said user
' identifier, when combined with a user authentication message (70) from
éaid authorized user in accordance with a predetermined algorithm (39),
authorizes said user, said method comprising the steps of:
receiving said user authentication messages (70) from said data
15 storage drive via said wireless interface;
combining said user authentication message with said user identifier
from said usex table in accordance with said predetermined algorithm to
authorizé or deny sald user activity; and
transmitting said user authorization or denial to said data storage

20 drive via said wireless interface.

28, The method of Claim 27, wherein each said user identifier comprises
a user symbol and a user decrypting key, wherein said user authentication
message comp;ises an encrypted user authentication message which may be

25 decrypted by said user decrypting key, and Wherein sald combining step
comprises decrypting said user authentication message by said user
decfypting key.

29. The method of Claim 27 or Claim 28, wherein said user decrypting key
30 comprises a sender public key, and wherein said predetermined algorithm
comprises a public key cryptographic algorithm.

30. The method of Claim 29, wherein said user authentication message is
encrypted by a sender private key and a receiver public key, wherein said
35 public key cryptographic algorithm decrypts said user authentication
message employing a receiver private key and said sender public key, and
wherein said combining step comprises decrypting said user authentication
message by said receiver private key and said sender public key, whereby
said user authentication message is known to have come from said user.
40
31. The method of any one of claims 27 to 30, wherein said user table

comprises a plurality of said permitted activities, selected ones of which
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authorlzatlon to conduct the selected said user permitted activities said
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user is authorized to conduct.

10 32. The method of any one of claims 27 to 31, wherein said user table
' comprises a separate entry for each said user identifier and said

petmitted activity said uger is authorized to condﬁct- and wherein said
transmlttlng step additlonally comprises identifying said user permitted
act1v1t1es from said separate entries.

15
33. The method of any one of claims 27 to 31, wherein said step of
providing said user table comprises a separate entry . for each said user
identifier, said entry comprising all said permitted activities said userxr
is authorized to condﬁct; and wherein said transmitting step additionally

20 comprises identifying said user permitted activities from said user

separate entry.

34. The method of any one of claims 27 to 33, wherein said data storage
cartridge additicnally comprises a class table comprising at least a ’
25 unique class identifier for each authorized class of users and at least
one permitted activity said class of users is authorized to conduct with
respect to said data storage media, said class identifier, when combined
with a user authentication message from a user of said authorized class of
users in accordance with said predetermined algorithm, authorizes said
30 usér;
wherein said combining step additionally comprises, upon receiving
said user authentication messages from said data storage drive via said
wi:eless interface, combining said user authentication message with said
class identifier from said class table in accordance with said
35 predetermined algorithm to authorize or deny said class activity to said
user; and o
wherein said transmitting step additionally comprises transmitting
" said class authorization or denial to said data storage drive via said
wireless interface.
40
35, The method of Claim 34, wherein said user table additionally

comprises any class membership of each said user; and wherein said
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()10 ZY7+ all entries of said class table, 4) add entries to said class table, and

S) change/delete entries to saild class table; and wherein said

transmitting step comprises transmitting authorization to conduct the
" gelected said user and said class permitted activities said user is
authorized to conduct.
15
37. The method of any of claims 27 to 36, wherein said data stored in
said data storage media is encrypted, wherein said step of providing said
user table permitted activities comprises providing at least 1) read
access to data stored in said data storage media, and wherein said step of
20 transmitting said user authorization for said read access additionally
comprises transmitting a decryption key for said encrypted stored data.

38. A computer program product usable with a programmable computer
processor (30) having camputér readable program code embodied therein for
25 providing a secure intexface to a data storage cartridge (10), said
programmable computer processor mounted in said data storage cartridge,
said data storage cartridge héving data storage media (12) for storing
data for read/write access by a user of a data storége drive. (11) when
mounted in said data storage drive, and a wireless interface (26) mounted
30 in said portable data storage cartridge for receiving power and data from,
and sending data to, said data storage drive when mounted in said data
storage drive, said computer program product comprising:
computer readable program code which causes said programmable
computer processor (30) to provide a user table (50) comprising at least a
as unique user identifier (54) for each authorized user and at least one
permitted activity (56) said user is authorized to conduct with respect to
said éata storage media, said usef identifier, when combined with a user
authentication message'(70) from said authorized user in accordance with a
predetermined algorithm, authorizes said user;
40 computer readable program code which causes said programmable
computer procegsor to receive said user authentication messages from said
data storage dr;ve via said wireless interface;

AMENDED SHEET




: SEFTHSOL 100@ () -1 vl TOSEREY™
=l. d9! 10%»% . ] '
10988 ! ' " =~, 10980&' ()-!=~, 10%& ()-! | +&10%& ()-! | +&10%& ()-! 1% !

vnL* 1 >100& () - & (4>10% O O& ()-& O>10%& () - & FAFR 20057
>109&' ()- & >10%& ()- & 8 Zx109%?& () -

109898<"h} zX6*! ! >109&' ()- & >10%ss& ()-& k>10% ere& ()-& >10%& ()- & &10% s-s
& () - &10%08 ()corPyins* regdab0@BRTEIMm &bdR MO afpe R sadd R fImmgble

’>10% & ( oot deke by 3> 18WhhE da)iaSustAExiecht { datd¥n 'mkQYBde vitn 'sat Y -

" 10% } & ( %
109k () - SPEELDRTR Y. T %b%&fbg‘éﬁ BTG ") AR YR 090
% ()14 i‘b‘%& %9 2hEhqrize ooR PeRY F2Eg fuper AgtiRi ty . ppd yy
- 189%&R () -3{YT7! uc@mma@réa)dabqe_mu&n( yode WBYel &a(iyes BBid Torogddhmab 2, 10%
ﬁ' g- %Eyé E#orﬂ%& & keedB Ak Jeb{ ;Z:::M%@ic( hsdd |au%~inc§leg.%4t:fc)n o:|:_|e deanal to faz.'d
, G e rma adi ng
"Headi ng é%?a s%gfg%didg %g%g gﬁﬁe“%f fed é@ :(f)aﬁ%adl ng 53] c" "Heading 63]c"
"Headi ng 73] c" "Heading 83]c" "Headi ng 93] c"A "Default Paragraph
Font h33"L) [ 2<FMPGZ+cng} uQ* ] {" B) p2: | @NS"f RsUUnEQC@#v* ~x4gFE
#~% p+j , $0?4) 5J9>@kl KPS#TXc] _JdG i pqt &uu: y~u>} 9ct / %} 3*6Ti mes New
RomanAri al Courier New'h Root EntryWrdDocunent
I"H#SYR () *+,-./0123456789: ; _ :
<=>? @GABCDEFGHI JKLMNOPQRSTUVWKYZ[ \ ] ~_" abcdef ghi j kl mopqr st uvwxyz{| } ~

el AMENDED SHEET




