-1 COMPUTER SYSTEM CONTROL VIA INTERFACE SURFACE AND SENSOR WITH IDENTIFIER
FIELD OF INVENTION The present invention relates to a method and system for enabling user
interaction with computer 5 software running in a computer system. The invention has been
developed primarily to provide the basis for a surface-based interface which allows a user to interact
with networked information and to obtain interactive printed matter on demand via high-speed
networked color printers. Although the invention will largely be described herein with reference to this
use, it will be appreciated that the invention is not lifnited to use in this field. 10 CO-PENDING
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invention simultaneously with the present application: PCT/AU00/00518, PCT/AU00/00519,
PCT/AU00/00520, PCT/AU00/00521, PCT/AIBONO0528VENT IPET/AU00/00524, PCT/AU00/00525,
PCTIAU00/00526, PGI/ALONNGRL: RELALDNIRSZR SRET/AUANINNAZS RETANON005A0
PCT/AUO0/00531, PCT/,R_UOO/OOSSZ, PCT/AU00/00533, PCT/AU00/00534, PCT/AU00/00535,
PCT/AUDO/0U5 YR BEIA A 6I0BEE 7Y B T/AU00/00538, PCT/AU00/00539, PCT/AU00/00540,
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PCT/AU00/08BEICHE Aot B 8T ePPEeiatsd B Ehe e ions ey AT 568 /6 9872 isdisldaU00/00573,
PCT/AUD0/00574, PCT/AU00/00575, PCTYARKNIF00S5 A6 PIRCATIING0/00577, PCT/AU00/00578,
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PCT/AUOO/OO@%%M CT/AU00/00592, PCT/AU00/00594, PCT/AU00/00595, PCT/AU00/00596

PCT/AU00/08 E’CT/AUOO/00598, PCT/AU00/00516, and PCT/AU00/00517. The disclosures of
these co-pending a%ﬂéﬂﬂ%%og 13@%68?%9%&%8%@%?9{08?%%%@%q%?%sﬁ&é’ CHARACREROUND
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mouse. Whilst such fitéHer@8)sterrd BHe0eRIeFGIT/ Hhie Yy pal refatively/ doeiky Camd 18@re3he tactile nature
of using, say, a penarrpep®LE34rPtaymsadokgibiitanadcesrHortauniorseat T /deliversd, on paper is
more physically copaforialalenssthcoRVENIENL, BtieAuiisovisuriehayaginbisiagabslhisportability
compared to COMPYSY AR FBERLBES R AR SAHDRISELINSEHACR BB E T/ RYEE, unlike mouse
and keyfoard input.ysisRREN 415 RARer aenslallolack sbe Ahilib sopiphaamputer software.

SUMMARY OF INV ccording to a first aspect of the invention, there is provided a method of
PCT/AU00/00561, PCT/AU00/00562, PCT/AU00/00563, PCT/AU00/00564, PCT/AU00/00566,

PCT/AU00/00567, PCT/AU00/00568, PCT/AU00/00569, PCT/AU00/00570, PCT/AU00/00571,
PCT/AUO00/00572, PCT/AU00/00573, PCT/AU00/00574, PCT/AU00/00575, PCT/AU00/00576,
PCT/AU00/00577, PCT/AU00/00578, PCT/AU00/00579, PCT/AU00/00581, PCT/AU00/00580,
25 PCT/AU00/00582, PCT/AU00/00587, PCT/AU00/00588, PCT/AU00/00589, PCT/AU00/00583,
PCT/AU00/00593, PCT/AU00/00590, PCT/AU00/00591, PCT/AU00/00592, PCT/AU00/00594,
PCT/AU00/00595, PCT/AU00/00596, PCT/AU00/00597, PCT/AU00/00598, PCT/AU00/00516, and
PCT/AU00/00517.
The disclosures of these co-pending applications are incorporated herein by cross-reference.
30 BACKGROUND

enabling a user to

Presently, users wishing to interact with a computer system typically do so via a keyboard and/or
mouse. Whilst such interface systems are useful, they are relatively bulky, and lack the tactile nature of using,
say, a pen on paper. In terms of legibility and comfort, information delivered on paper is more physically
comfortable and convenient, due to its visual characteristics and its portability compared to computer

35 keyboards and other computer interface devices. However, unlike mouse and keyboard input systems, pen and
paper generally lack the ability to control computer software.
SUMMARY OF INVENTION
According to a first aspect of the invention, there is provided a method of enabling a user to

instruct a computer system to perform an operation via:
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instruct a computer system to perform an operation via: NPX029-SG an interface surface including an
interface, the interface including visible graphical information and substantially invisible coded data;
and a sensing device which, when placed by the user into an operative position relative to the interface
surface to designate at least some of the graphical information, senses indicating data indicative of the
5 operation using at least some of the coded data; the method including the steps of, in the computer
system: receiving the indicating data from the sensing device; and performing the operation indicated
by the indicating data; wherein the graphical information designated by the user is at least partially
indicative, to the user,, 10, of {he peration. Accerdina o a seeond aspest gt the invention. thereis
provided an interface system for enablin user to instruct a computgr systgrﬂO to perform an
operation viaf.“'éﬁ‘i"’?Hf@Yf%@'@ﬁFf%?é%qﬁélﬁﬁgng an interface, the interface including visible graphical
information and substsentiad devivesibleh colthaghlekatehyahaluld iatsenspagtae piceimhethiyvevhenr pladad by the
user into an RP@E@Q&/%&%%&@Q@ r@@@iyﬁn@&hﬁné%ﬁﬁ&ﬁ ifdHAEENIAAEIIGNAEIRT RaSTERMmE bR

graphical information, senses indic ing dg\téi indicative of the operation using at least some of the
eration using at least some,of the’coded. data; . . . . .
coded data; the computer system being configuired to: receive the indicating data from the sensing

device; and 20 perfolhmMHE08 fistetioihtip eRPA R d e PRMEICEAY: data; wherein the graphical
information designateetdvirifimaisgicdsngtileasirparahyingoicatiead to the user, of the operation. In

preferred embodimerbtéf% £r &J%%BFI’ i%ﬁa@@@l‘%@h&@ﬁf@@ﬁgn designated by the user is adjacent,

or substantially coincident with, coded _data upon which the indicating data is based. 25 Preferably, the
graphical information'Y3X&8 TS RANELF I LEAASHAAGH e e Sradrit oAby Ldicai i hile i6hs; and
hypertd linkEthirpeeigtieticularly preferred form, the coded data takes the form of tags printed onto a
piece of palloer, tEe tagsohmin® @?Elﬂﬂg:@&@&bﬁh&ﬁ@%@ﬁﬁ@fﬂﬁh&/g@d@gﬁd@rm §¥§f5ﬁ1 ?Tgnﬁggﬁ@
sensing stylus, are prefer printed using an ink that absorbs near infrared light but is
substantialIyul§r?\r/%iﬁfi:iﬁhtgol_seélcPu%uFr)lﬁ)taetlhS Sl%_\%é? 6?‘)6?? g?%(%rtrlﬁrla_i”ﬁghting conditions. When a user brings a
sensing end of the styMUSEBES R RIUAA iBRdaeH hrHTeBraHE!vdHe Yl FARger! IR Gnd
decoded to prostdgabiyimdiciatoreddahemperation. Further aspects of the invention will become

appareyy from readi”Qs@ﬂﬁJ&U%H\%Qﬁﬁ%@ﬂpl@&é%}%%@éﬁr@&%fﬁ(ﬁ@r@ti@@ﬁb@%ﬁ"reﬁ‘dﬁ\mglﬂé@ﬁl&%&@ the
invention. BRIEF DE%CRIPTIOI\I OF DR?Vt\(‘IeNGS 35 Prf%ferred and other emb(adim%]g 0

| : s of the
. . .Fur ace ,to Sl nat% at eta)lst some 0, gﬁ%h{c&ﬂ In rmatlop senses In Catln_Pe ata | f aﬁ\.l/e (g} the
invention will'now be described, by way of non=limiting examplé only, with reference 1o the

accompanyifBBHRINIBIES 2itFaRtHRene of the coded data;

the computer system being configured to:
receive the indicating data from the sensing device; and
20 perform the operation indicated by the indicating data;

wherein the graphical information designated by the user is at least partially indicative, to the user,
of the operation.

In preferred embodiments of either aspect, the graphical information designated by the user is
adjacent, or substantially coincident with, coded data upon which the indicating data is based.

25 Preferably, the graphical information takes the form of any combination of: text; graphics; images;
buttons; icons; and hypertext links.

In a particularly preferred form, the coded data takes the form of tags printed onto a piece of paper,
the tags being configured to be read by a sensing device in the form of an optical sensing stylus. The tags are
preferably printed using an ink that absorbs near infrared light but is substantially invisible to a human viewer

30 under normal lighting conditions. When a user brings a sensing end of the stylus close to the surface, one or
more of the tags are imaged, interpreted and decoded to provide an indication of the operation.

Further aspects of the invention will become apparent from reading the following detailed
description of preferred and other embodiments of the invention.

BRIEF DESCRIPTION OF DRAWINGS
35 Preferred and other embodiments of the invention will now be described, by way of non-limiting
example only, with reference to the accompanying drawings, in which:

Figure 1 is a schematic of a the relationship between a sample printed netpage and its online page description;
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Figure 1 is a schematic of a the relationship between a sample printed netpage and its online page
description; NPX029-SG Figure 2 is a schematic view of a interaction between a netpage pen, a
netpage printer, a netpage page server, and a netpage application server; Figure 3 illustrates a
collection of netpage servers and printers interconnected via a network; Figure 4 is a schematic view
of a high-level structure of a printed netpage and its online page description; 5 Figure 5 is a plan view
showing a structure of a netpage tag; Figure 6 is a plan view showing a relationship between a set of
the tags shown in Figure 5 and a field of view of a Betpage sensing device in the form of a netpage
pen: Figure 15,8 fueharol adag/magr.Riecessing.and desading Blaorinm: JGHE. 88 Le
perspective viéw of a netpage pen and Its associate tag-gs nsing ieﬁ%?—ofl?wew’ con ;g 16 gEigure’g isa
perspective 8XploHBY R GtR&REtpage pen shown in Figure 8; Figure 10 is a schematic block
diagram of arere sdihswdter forlkvgonetpagapernshawnrintdrkgucesBeand & alRegund; 11 is a perspective
vievy of a WaHré]}‘éQﬁ@%@cﬂ&@ﬁ&ﬁe@r&@@ﬁgﬂ%@té&ﬁ 8ragrHRe ﬁ@ib@é&%&h@o@mgm&fd@&i&ﬁﬂ?age printer
of Flgurg 11;FF|LguEe 12ais an enlarged otrtlor}lof I%lgur%a 12 showing a section of the duplexed print
engines-and dﬂué wheB 5 assem If};s @Hrreeo BhePa%aethiled view of the ink cartridge, ink, air and
glue paths, drgrigirit @ AGMEGheming e tpladRasHpintRYeST Fighiid8e1a0amavran Figilied an kfialsehdpatic
block diagraet Dictpdrtasicomnticd ertierdhconetppae painter shown in Figures 11 and 12; 20 Figure 15

isa schema;gigt;%mtg diagram of %E'%&%B@&Eﬁ@%@ﬁeGMQ%%%ﬁmd MemjetTM printheads

associated with the_printer controller shown in Figure 14; Figure 16 Is a schematic block diagram of the

print engine CORHSIIR? SRAGH iR “EaY AFa Qe he 789 ﬁ@iﬂ”@' R PE RSB RGP a single
MemjetPM priating ielepeiepstivs axsledehviforoéitansiiegetbre shetpeg&igorérder of Figures 10 to 12; 25

Figure 18 is giguay spactiaevig iR Giathpasihef anmiaieiiempigt DM pontnorejements.drigure 19 is
a series of pgrslpéaﬂive vi(;ws iIIustratipg v&!ﬂﬁ ng(;)ﬁtre%tii)]%a%xclﬁnt(g;the MemjetTM printing element shown
d ;

o t . . .
in Figure 13; |grure 565 %{)%é\r/g[\)/g\évtﬂle view of a short segment of a pagewidth MemjetTM printhead;

Figure 21 is H&EhERSRRERMN B IEIPIR S BelgiRass: RO )] "2 s a schematic view of a printer
class diagrarrigufeifRire @BidaaysioheimatiChidens 1afseopen Thas® i gratm|Siglminehdpa scthmatiesview of
an applisatiopghdsgy diagram; Figure 25 is a schematic view of a document and page description class

diagram; Fl%Jre 26 Is a e%m% atic vie of a document and El)a%g 0\{¥|ners&'1h{gi class dlaoqrtﬁemﬁ' 35 Figure

: re 13 1s a View e Ink cartridge, Jnk, air an aths, an nt engl tpage .:
27 is a schematic view o a termina efemenf spe ializafiond C1ass lagram; |gur<-€i ¥8 IS dsChematic

view of a statf"Elefasirepddaizéition class diagram;

Figure 14 is a schematic block diagram of a printer controller for the netpage printer shown in Figures 11 and
12;
20 Figure 15 is a schematic block diagram of duplexed print engine controllers and Memjet(] printheads
associated with the printer controller shown in Figure 14;
Figure 16 is a schematic block diagram of the print engine controller shown in Figures 14 and 15;
Figure 17 is a perspective view of a single Memjet[] printing element, as used in, for example, the netpage
printer of Figures 10 to 12;
25 Figure 18 is a perspective view of a small part of an array of Memjet] printing elements;
Figure 19 is a series of perspective views illustrating the operating cycle of the Memjet[l printing element
shown in Figure 13;
Figure 20 is a perspective view of a short segment of a pagewidth Memjetd printhead;
Figure 21 is a schematic view of a user class diagram;
30 Figure 22 is a schematic view of a printer class diagram;
Figure 23 is a schematic view of a pen class diagram;
Figure 24 is a schematic view of an application class diagram;
Figure 25 is a schematic view of a document and page description class diagram;
Figure 26 is a schematic view of a document and page ownership class diagram;
35 Figure 27 is a schematic view of a terminal element specialization class diagram;
Figure 28 is a schematic view of a static element specialization class diagram;

Figure 29 is a schematic view of a hyperlink element class diagram;
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Figure 29 is a schematic view of a hyperlink element class diagram; NPX029-SG Figure 30 is a
schematic view of a hyperlink element specialization class diagram; Figure 31 is a schematic view of
a hyperlinked group class diagram; Figure 32 is a schematic view of a form class diagram; Figure 33
is a schematic view of a digital ink class diagram; 5 Figure 34 is a schematic view of a field element
specialization class diagram; Figure 35 is a schematic view of a checkbox field class diagram; Figure
36 is a schematic view of a text field class diagram; Figure 37 is a schematic view of a signature field
class diagram; Figure 38 is a flowchart of an input processing algorithm; 10 Figure 38a is a detailed
flowchart of g san, o he IpWENAL of idhiie: A igug AR s dhsdhemaic view of a page server
command ele_r%ent c_ISass (flag_ram; 'gu¥8 8 IS a schematic view of a fesource description class
diagram; Figtferadlis &seeamstttRMABPPAMKRAGH LS A dla®&iagram; Figure 42 is a schematic view
of a history listoka3zsichagramyclbeWigfiarddisalsghermatic view of a subscription delivery protocol;

Figure 44 is ﬁ&ppmi&%ﬁyﬁ&f@vl&@g@i@kiﬁﬁggg\ﬁi@l@ﬁ diagram; Figure 45 is a schematic view of a

hyperlink activation protocol; Figure 46 Is a schematic. view of a form submission protocol; and Figure
Ao a Soheriate s o B D e B AP e b DESCRIPTION OF

PREFERREB R EY OF MEREMBO LS MEERPS TRIStela®E#jtTM is a trade mark of Silverbrook
Research Plyijud,38isstsadimatit Unevprafexteid etmbadigient, the invention is configured to work with the

netpage net\m[]&eg, compiiter system, E{lﬁ}@iﬁ%g}ﬁrw%@f which follows. It will be appreciated that
{ ! \ :

not every implementation will necessarily embody all or even most of the specific details and

extensions didTEa8E HITSHIH FEIRHBH RISEIAL LU Sy stem. However, the system is described in its
most chhpletiguisrdati #defeitd flawahareof for sixterriz flesfdreerrdE&igunedBattempting to understand the

context in whigtrdhe ipretasredcnRhedipapierndaspeaianiiaap@spahinvention operate. In brief

summary, thfi é?ﬁgf rlrseéjsgﬁ)errm t%fvtlge hetpage esgesét%mi (%n&%%% ga%(;)mputer interface in the form of a
mapped surface, that Is, a p ysmz‘ﬁ surface which contains reterences to a map of the surface 30

maintained if'&'EShisaRePEIRIRYTVEha TRV & de%aR be queried by an appropriate sensing
device. Depéigimg2ipostiitreagpaericf mhplembntidsotiaghexmap references may be encoded visibly or

invisiblyg andriglefined R.aueiawRythahaipash G4LEY QRdermapped surface yields an unambiguous
map referenEe boEp within the W&\PO%W amoirg% (%ifferem Jnaps. The computer system can contain
e a

. . qur is.a schemati erlin est class diagram . .
information albout features on the mapﬁ’gof suriace, and SieA Thformation can be retrieved based on

map referen€E8T8dp5IreEBYE ARG Gtk 38ivpSeR RfAWEhe mapped surface. The information thus
retrieved carrigakesthe festenaiiaatensamdiicbubressniipt@stobyrihe computer system on behalf of the

operator in regpANSSoEARATRIPES, IRFACHAR At PR SLyface
20 DETAILED DESCRIPTION OF PREFERRED AND OTHER EMBODIMENTS

Note: Memjet™ is a trade mark of Silverbrook Research Pty Ltd, Australia.

In the preferred embodiment, the invention is configured to work with the netpage networked
computer system, a detailed overview of which follows. It will be appreciated that not every implementation
will necessarily embody all or even most of the specific details and extensions discussed below in relation to

25  the basic system. However, the system is described in its most complete form to reduce the need for external
reference when attempting to understand the context in which the preferred embodiments and aspects of the
present invention operate.

In brief summary, the preferred form of the netpage system employs a computer interface in the
form of a mapped surface, that is, a physical surface which contains references to a map of the surface

30 maintained in a computer system. The map references can be queried by an appropriate sensing device.
Depending upon the specific implementation, the map references may be encoded visibly or invisibly, and
defined in such a way that a local query on the mapped surface yields an unambiguous map reference both
within the map and among different maps. The computer system can contain information about features on the
mapped surface, and such information can be retrieved based on map references supplied by a sensing device

35 used with the mapped surface. The information thus retrieved can take the form of actions which are initiated
by the computer system on behalf of the operator in response to the operator’s interaction with the surface

features.
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features. NPX029-SG In its preferred form, the netpage system relies on the production of, and human
interaction with, netpages. These are pages of text, graphics and images printed on ordinary paper,
but which work like interactive web pages. Information is encoded on each page using ink which is
substantially invisible to the unaided human eye. The ink, however, and thereby the coded data, can
be sensed by an optically imaging pen 5 and transmitted to the netpage system. In the preferred form,
active buttons and hyperlinks on each page can be clicked with the pen to request information from
the network or to signal preferences to a network sérver. In one embodiment, text written by hand on
a netpage is automatfcatlﬁ)r e%rtflzed and convertedt com gt% Jext in Fhe Rarglete%/§ n\}mﬁlllowmg

ererr odm the netp. gstem refies on ction o
forms to be filled in. In other em ments SI natures recor on a netpage are automatlcally

verified, alloRARgIes: c%é%@%n@a@ﬁbﬁ?@ﬂ‘ﬁé‘%&%? %lﬁ‘fﬁbﬂ%é’éd'%yllﬂ’ﬁ%‘ﬁﬂa'?é'dVYH“lﬁldﬁfE hkey
printed netpageattivaneie pagsehfamatendc tiv@det on wdelchagawsibe ifiledidnibyuthentisier ibativlphygically,

on the ID”nte%ﬁ@&%%‘r@eﬁ|%U%'%M¥ver%ﬁ\cﬁﬂ%&}#ﬂé%ﬁ&fh%%ﬁ%@s@ﬂ?e@@;ﬁar@dbﬂcﬂ"‘l? iRbRRG RN

system._The example shows a "Request" form containing name and address fields and a submit
button. ?he ne‘%ﬁ%&’e*"c‘:%%ts(‘y\{ie nefpg?aﬁhlc data 2 printed using visible ink, and coded data 3 printed as a
15 collection of tags ANURSritEipvegi BlEN ikt EHPrasiBRINGSPAFECH @3RN Jicked e it fise Retpage
network, desgiigemibredtichiduahelements: e theanpiagecinopattioularsidesartaesnibalitype, and

spatial exteny,(ang) Aln@367 IIGEICIVE RIGIMENT Oego?ﬁz@df'ﬂ&i QPP R, RS EX AR Rkt % w the

netpage system to correctl |nter ret wg)ut via the ne he submit button 6, for example, has a

zone 7 whicPE8fre e 1he s'beaﬁ Lolferlt d?*iF{eeEB’ﬂ%@ﬁ*Bﬁdﬁﬁaaﬁfsspﬁ%"%’e%”}xé IFIEEP58S in
Figure 10 theavietptiepdyperified lallavyine fesomardiceritandasiaistoiseskrovely mvtiigeaes 8 and 9 and described in

more detail below, WW@J&@@MHMMM@W@M%@ peaatféb.é% ARt AMACRGBPARIENg
appliance for 'LO%% figs °r ”s‘.%gﬂ'e “Sﬁ prg egﬁggésandrﬁ'S%Poﬁ |§°W§‘?;8 \eSi S'efgérfm e¥,f W'ththe

netpage prlnter Via a Short-rz ge radi erietpage printersol, a pre erred. ich is

shown in Flg‘iﬁ‘ldeg‘elﬁeW%ﬁWdE%ﬁ@@H'ﬁ]S@Wrﬁoﬁf%ﬁll %k?\‘}\?tfig"ﬁﬂ)l@’ﬂ’f aeligedrepelifddficay? or on
demand, persomdlizechnBwspamersnassgd s dagtalogssdoriahvisié dndaothedqudaticatioms] albprinted
at highlwali%lﬁaim%f%‘@lﬂﬁéme Hilikg @ol‘?@sb%%\% FROTRERIdNS &%@@rﬂ&%bé%&%rk

appliance Wtalch Bgsr}he?h I(\)”rd(uaa emﬁe fa#emounte a ent to arbar a wh er t e morn

n S is
first consumeds Such as'in a User's [}t% en nre]tgaq,e rb %raf(lf {ttdaeb? egrt nerr t?ln %ﬁlse 0 é'z%nebl\rl}]lt of
departure foFQﬁb"ﬁﬁ?@tlYea%e@%Mést?htt%t%‘l’e‘ibb?t@ésktﬁﬁ)FWIP%I@)&?HEMM“Q|@ﬁlﬁ?@e\ﬁéﬁ§mﬁ%.°9f09wétpages
printed at theitep@énirplicansumpiiage. comBineithetease fof wxampd, pape ! thidcititoetipess ancdhe

interactivity ggaqlgl @E&K@&W&W@%{a}nﬁaﬁm\é’n in Figure 2, the netpage pen 101 interacts with the

codedéigta ona prlnted netp ege 1 and _communicates, via a short-range radio link 9, the interaction to

a netpade printer. TheSMEBAT 'danas dhe NE A BRLFP o RIS PERAVS Y ﬂ%%égéspsaﬁ%“égﬁ}%%& for
interpretationndr pprspriteed dirorasesmcedothavgry i Ienseetier withdshetreoerespendihgimessste to

application cejinettterpEafityapel A HEIThEHe SoRRERGDIRARMLEaTIRPeA &Y iRk ks3. ahicoRPRIcAEORGRIVEr Mmay
inturn send g, fe3RANSEVIIGH RRIASRILAR IS ARRgating printer.

The netpage printer 601, a preferred form of which is shown in Figures 11 to 13 and described in

25 more detail below, is able to deliver, periodically or on demand, personalized newspapers, magazines,
catalogs, brochures and other publications, all printed at high quality as interactive netpages. Unlike a personal
computer, the netpage printer is an appliance which can be, for example, wall-mounted adjacent to an area
where the morning news is first consumed, such as in a user’s kitchen, near a breakfast table, or near the
household’s point of departure for the day. It also comes in tabletop, desktop, portable and miniature versions.

30 Netpages printed at their point of consumption combine the ease-of-use of paper with the
timeliness and interactivity of an interactive medium.

As shown in Figure 2, the netpage pen 101 interacts with the coded data on a printed netpage 1 and
communicates, via a short-range radio link 9, the interaction to a netpage printer. The printer 601 sends the
interaction to the relevant netpage page server 10 for interpretation. In appropriate circumstances, the page

35  server sends a corresponding message to application computer software running on a netpage application
server 13. The application server may in turn send a response which is printed on the originating printer.

The netpage system is made considerably more convenient in the preferred embodiment by being
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The netpage system is made considerably more convenient in the preferred embodiment by being
NPX029-SG used in conjunction with high-speed microelectromechanical system (MEMS) based inkjet
(MemjetTM) printers. In the preferred form of this technology, relatively high-speed and high-quality
printing is made more affordable to consumers. In its preferred form, a netpage publication has the
physical characteristics of a traditional newsmagazine, such as a set of letter-size glossy pages
printed in full color on both sides, bound 5 together for easy navigation and comfortable handling. The
netpage printer exploits the growing availability of b¥eadband Internet access. Cable service is

available to 95% of households in the United State SRlvice ffering broadhand
. 3 aete tso H' cable m g e ’91 Wi‘
Internet access |'s afrea y'oanv\évfltab e toSpf?)%/m 5t these. T gnrllcgt 2 S em eﬁlnter anasaeﬁso Be ate tith’ slower

connections PBUE MR SRR RS Wmsghaﬁa%\ve@w%@@*a%ﬂtm RYE-aep! ih e HERg 43825 81¥Fn can
be enabled usingaeikisiinghlOeonslimerinkgatfamd daseyapriptelisstalitougl thessyistbanaalistogerate more

slowly and V‘Moﬁh@rﬁﬁfﬁ’&ﬁsg%&%ﬁﬁ% KeFeptaRie Mo §£Qﬂ§'s}7rb%e§ 9@4%% ¥if\eo16n RtB&H %H&QQQLWPNS
the netpgge %ﬁ H is hosted on ar%rlvatfortag e[ﬁ dj In still other embodiments, the netpage system is

or easy navigation and com
hosted 6n a Smglé computer 6r computer-ena '‘Bevice, such as a printer. Netpage publication

servers 14 on the neﬁiﬁg@tmmwl@@@'%ﬂﬁgwawW@FWﬁEWHWHEW%@W%ﬁ@HQ WMethage
printers. Perdiank pubizadfangsaiadd el ver ediausmeafiaallybe swosaribivice netpag eroadbatersiiaet

pointcasting &Ué!s'ﬂ%\%@?%h%a!ﬂ&‘%%@%%?@ I rﬂ&a‘&@ﬁ“ﬁ@ﬂcwgﬁ?é’ﬁéﬁ)ﬂévﬂﬂ?s Hirrethardodorpatted

according to individual user profiles. A netpage printer can be configured to support any number of

pens, and a BER/ %%M%Pf?%ﬂﬁ‘eéﬁg}d I?u“ﬁ‘ib@?%ﬂHﬂ%a‘@%eﬁdnH{%PgtpﬁqetWét?S?é?@ﬁ%H‘?Mﬁléﬁi@ﬁf&ﬁ@ﬂ each
netpagkOpe nchrssresninidfl end éstifieintgks, 20hawahsih oystamaylhengesia wotkedtioly afdcolt tbeiefrseprdespens,

one assigneg:tepeariroAembauatthgdaioilyielhis Ao WsHBaGRHHS & i mgintRisacHedincs i gfilanvith
respect to a petpage pYplication Server of ; aﬁ’( éla(lic%%tégnerﬁ%moesrtedo‘oﬂ%tgﬁgqeece% Of 20,45 rﬁut%crﬁgb?tﬁred

with a netpage registration server 11 an ne or more payment card accou Is allows
e-commerce p4SiniefitéstdPHB ecurely authorized using the netpage 25 pen. The netpage registration
server compares the Segmadunelcapturedby theondipageape newithk aprevidnusly toedpibtarednsignakiture,

allowinggit tOp@b’l’iE‘a@Bﬁ@@%eﬁBé‘g&%ﬁﬁt@erﬁ&W&’J@ 6{[5Iﬁca%ﬁ@m@%ﬁ\/%?eﬁfﬁltoﬁ?é{’t%fl;b@%&%n&ﬂ&;ﬁb%o be
used to verlr?é ldentlt A version of %r% ﬁten include SfIB rE)rlnt nlngh verifi ? a glmllar

fcast t_prot t iltered a
way by the r{pgréevreﬁ?s'?r%ats on <6 server an [5%8%) prin er r%gye/ deIRer Ipesrlo icald such as the

morning newaied akteRELe ‘Gs@IW@Balr‘#ﬁéW@ﬁi%n it can be configured never to deliver unsolicited junk
mail. In its preferred famrepayopriytelaekiverscopadgiodicaksfiomsunsaribethars otiver\pis e aa uwibrafia@diny

sources. In this respecisihe MHIBAR Wé%&!?e&‘%h@n?eﬁ%oﬁ"@a&ﬁ'ﬂ&p%e EHQ%&@&EREEE WS Aisible

to any junk mailer who knows the telep hone number or email address. NETPAG SYSTEM

ARCH CW%”@&EF\%B&%W%% FRIRFRE SSPRRaT P RUE AR LSRR S Mire AR (st ThS
Language (LiNows chegiselidg raantam eldisindizuriil vatneskpestop & sepeafedbjdicaiclasses corinelsrtidrby
relationshipsseaid two kinds of

A netpage pen can also be registered with a netpage registration server 11 and linked to one or
more payment card accounts. This allows e-commerce payments to be securely authorized using the netpage
25 pen. The netpage registration server compares the signature captured by the netpage pen with a previously
registered signature, allowing it to authenticate the user’s identity to an e-commerce server. Other biometrics
can also be used to verify identity. A version of the netpage pen includes fingerprint scanning, verified in a
similar way by the netpage registration server.
Although a netpage printer may deliver periodicals such as the morning newspaper without user
30 intervention, it can be configured never to deliver unsolicited junk mail. In its preferred form, it only delivers
periodicals from subscribed or otherwise authorized sources. In this respect, the netpage printer is unlike a fax
machine or e-mail account which is visible to any junk mailer who knows the telephone number or email
address.
1 NETPAGE SYSTEM ARCHITECTURE
35 Each object model in the system is described using a Unified Modeling Language (UML) class
diagram. A class diagram consists of a set of object classes connected by relationships, and two kinds of

relationships are of interest here: associations and generalizations. An association represents some kind of
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relationships are of interest here: associations and generalizations. An association represents some
kind of NPX029-SG relationship between objects, i.e. between instances of classes. A generalization
relates actual classes, and can be understood in the following way: if a class is thought of as the set
of all objects of that class, and class A is a generalization of class B, then B is simply a subset of A.
The UML does not directly support second-order modelling - i.e. classes of classes. 5 Each class is
drawn as a rectangle labelled with the name of the class. It contains a list of the attributes of the class,
separated from the name by a horizontal line, and-& list of the operations of the class, separated from
the attribute I|§ “oxsfa |zonta)l line. In the clas dla%r ms which owever, op ratrons are never
iR

WEEN Objects; i.e. between. instance cIa SEs. enerar as.s S, and C
modelled. An assomgttlon is drawn as aﬁlne ornlng two c asse , optiona at either en%Pwrth

the 10 multipfitigPEradddesbirtiohvand yersuf Hrusibntinie S, aﬂﬁbﬁté?féka{*ﬁ%oq%f@ésé‘ 1S
multiplicity of Jemawliztineozeis 61 teorR iSaghyassbaiation ithepttinddby tabdledywsitipatssaaniegréeand is
also optionalbylghgiete. ataggp@rcpagggswrth the role of the correspondlng class An open diamond

indicates an aggregann alssoc:| t|on art f" pg awn at the regator end T the
(iass i raw ctan e e name o cf t contains a list of the
association line. A genéralization telafiohs fs B A 4475 Sof Ilne jomlng WO classes, with

an arrow (in 2EBPHRS bR 6rsarquyétﬁotrramqr@)nameﬁy géﬁ&%dﬁ@rﬁ@ﬁ"%é’ﬁ apé@g{f,‘scﬁa@\e&‘rﬁsﬁs
broken up inteparuti plerdiagramse anpclassiswhichiis duplicatediigrahowtichiiiivg, dasdved getitivasin all
but the main diagram which defines it. It is shown with attributes only where it is defined. 1.1

NETPAGES 20 Netpages are the foundation on which a netpage network is built. They provide a

paper-based user infHAE T BUBIALLFhIJIRANBRGEME MEPScIRIGNaLK ROSLedA RitA & YEHsIs of a
printedlfagendrimitier guhtassacajion)Tirvisiolt taglgelitivith pedefenttssito Eh indivive dewdinbitiondf the
page. The onﬁﬁﬁypagezaascmmomﬁ m&aﬁdnmammmﬂwe@m ReHIMERIAIAsSRIRRIY RBcpage
description deser glel?% DRI ayRut AR 890’“9”{%1505“2{?10 '”Cébﬁd.% e agg ?ri(géa%sfla%%n
images. It also escrr es the iInput elements on the page, nclu uttons, fiinks, an input

fields. A netb&d’éra%?/v%”?da?ﬁm@étFH%\?P@WEW&W&&B@@SB%W%“R% surface to be simultaneously
captured and procesgegtnbylithgonetjpagehiytient) Mdrkvplesnetpiddesjcamstiardatiie, satmen page (in

descrigtépn. mgygﬁfygram@u%ﬂ@%thggggmggagﬁw,i,ge identical pages to be distinguished, each
netpage is assigned g Hn %ngza%e |denE Thll%t agfelgpcras 30 suff C|ent recrsrolr:rato drsﬁrr\ll%wsh

am IS agtﬁms an S wh 1S du
between a very Iarge number o pag es ac re erence e pa e escrlptlon S encode

printed tag. TH& t&gshaeatiiasitmd Gﬁltﬁﬁ@aﬁa{j@@ﬁ WHFBIHItiRgs e s S m@r@ﬁtﬁ’tﬁél‘ré'&tw‘?&fé'htﬁles
the page desefipdion. The tag also identifies its own position on the page. Characteristics of the tags
are described jn morg detail below. Tags are printed in infrared-absorptive ink on any substrate which
is mfraé(@(lj -reflective, such as 35 ordinary paper. Near-infrared wavelengths are invisible to the human

eye bufQre easily sehNEBACRYAE J5iAUaPATR" RRRBIENAIUBRSIE S S 5pPbIRtE AYEE 2 paper-based user

interface to published information and interactive services.

A netpage consists of a printed page (or other surface region) invisibly tagged with references to an
online description of the page. The online page description is maintained persistently by a netpage page
server. The page description describes the visible layout and content of the page, including text, graphics and

25 images. It also describes the input elements on the page, including buttons, hyperlinks, and input fields. A
netpage allows markings made with a netpage pen on its surface to be simultaneously captured and processed
by the netpage system.

Multiple netpages can share the same page description. However, to allow input through otherwise
identical pages to be distinguished, each netpage is assigned a unique page identifier. This page ID has

30  sufficient precision to distinguish between a very large number of netpages.

Each reference to the page description is encoded in a printed tag. The tag identifies the unique
page on which it appears, and thereby indirectly identifies the page description. The tag also identifies its own
position on the page. Characteristics of the tags are described in more detail below.

Tags are printed in infrared-absorptive ink on any substrate which is infrared-reflective, such as

35 ordinary paper. Near-infrared wavelengths are invisible to the human eye but are easily sensed by a solid-state
image sensor with an appropriate filter.

A tag is sensed by an area image sensor in the netpage pen, and the tag data is transmitted to the
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A tag is sensed by an area image sensor in the netpage pen, and the tag data is transmitted to the
NPX029-SG netpage system via the nearest netpage printer. The pen is wireless and communicates
with the netpage printer via a short-range radio link. Tags are sufficiently small and densely arranged
that the pen can reliably image at least one tag even on a single click on the page. It is important that
the pen recognize the page ID and position on every interaction with the page, since the interaction is
stateless. Tags are error-correctably encoded to 5 make them partially tolerant to surface damage.
The netpage page server maintains a unique page stance for each printed netpage, allowing it to

maintain 2 dislit et of oGl SUPRIS ales o janut S50 the Bage dsaetafion far,each prjnted

etpal age printer. e printe
netpage. The retations Ip between t SBa%e aescrl tion, the page instance, and the pr?n%_eﬁ netpage
is shown in P18 AR89 BURE TSI AL RTHCb R HrIapesth R thdee BRHRT FHARMIPRRSHRId it

and, if knowigathene1&) metpargesinglerclivk orrég pestadd imba2ANERRPRCHEN TebdgBzeh2 hgkaD dDatastiomtent In

a preferred fgym,.RARRRAMMGRHTRS Jie, 'GaoRdIWAIGRti ARRERES TRRIIb e lecaliRB @ RALMRE tyvithin
the regign. At may als? co[étrain flaﬂ which relate to the region as a whole or to the tag. One or

more 1 flag5n Bits ma e,lr%'c")irlye&)arﬁrﬂ)tlteo,ss@ﬁ%\ %rln?gfj sensing device to provide feedback indicative of a

function associated with PR@aH ReIsEEPAIIRTAE AL Redh BERPRi Y gy tReVieRaBR Ayt iefer to a
description ahiheiregiBtinofsenetpagepadvidygs for iexanyneinthepigadesamntiaciy east eantddmkipagaen in

the zone of a hyperlij, As. G m%ﬁn%%gge RRIARGI RSN RALrGeref SmbRIIpERtHERch tag
contains an easily recognized invariant structu h

re which aids initial detection, and which assists in
minimizing tHe &Lt o S RGO R S AUOLEE Y RO G NFERHF By tH SR SYeA b ¥ & FRM s
preferaidly tileetbrgearstirenpaegwestaddtare suffi ciently small and densely arranged that the pen can
reliably imageat leastopedagyen on a single click on the page. It is important that the pen
recognize thf page I[Paa 1 po it;](?QHQn every interaction with the page, since the interaction is
stateless. Ina preferredJ em ocﬂment, the region to which a tag refers coincides with an entire page,

and the 25 region ID'@AEBEHSEY ot %85h RY tRRTETRY B RYIRYIMUIL {itPPERE: BathBa iy sliThal hagEon
which the tagiigpptarsgion Athemaribocintenthgtheicegibr totwehtghaataghefesstedr tbg ancarlitrary

subregjen ofaPagsq, ANGEAYERRa F0E sxamPlsilt e RiIDRidewithdhairone Rhamninigsasive
e!ement, |.n.v\\llvri1t cp ecaseeélr;(tee regio IDacan_%lr?ctblsehdenté%_th%lntertgc(te%vret (g—:-{lﬂedp(ariltt.i(;ra%lt e;e- IT qudata
FieldPrecision ‘(bﬂs}wﬁeglon f%fg&eﬁa%\f\ﬁ b Igfags FEE 5030 B ACH fag &Shtaife’ 3o it
information, ByipREAIMrETIBE B AR ShibWRINHEPAGIEITe 7eaS iFhghen in the zone of a hyperlink.
As will be more clearly explained below, in a preferred embodiment, each tag contains an easily
recognized invariant structure which aids initial detection, and which assists in minimizing the effect of any
20  warp induced by the surface or by the sensing process. The tags preferably tile the entire page, and are suffi-
ciently small and densely arranged that the pen can reliably image at least one tag even on a single click on the
page. It is important that the pen recognize the page ID and position on every interaction with the page, since
the interaction is stateless.
In a preferred embodiment, the region to which a tag refers coincides with an entire page, and the
25 region ID encoded in the tag is therefore synonymous with the page ID of the page on which the tag appears.
In other embodiments, the region to which a tag refers can be an arbitrary subregion of a page or other surface.
For example, it can coincide with the zone of an interactive element, in which case the region ID can directly
identify the interactive element.

Table 1 - Tag data

Field Precision (bits)
Region ID 100
Tag ID 16
Flags 4
Total 120

30
Each tag contains 120 bits of information, typically allocated as shown in Table 1. Assuming a

maximum tag density of 64 per square inch, a 16-bit tag ID supports a region size of up to 1024 square inches.
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maximum tag density of 64 per square inch, a 16-bit tag ID supports a region size of up to 1024
square inches. NPX029-SG Larger regions can be mapped continuously without increasing the tag 1D
precision simply by using abutting regions and maps. The 100-bit region ID allows 2100 (-1030 or a
million trillion trillion) different regions to be uniquely identified. 1.2.2 Tag Data Encoding 5 The 120
bits of tag data are redundantly encoded using a (15, 5) Reed-Solomon code. This yields 360
encoded bits consisting of 6 codewords of 15 4-bit symbols each. The (15, 5) code allows up to 5
symbol errors to be corrected per codeword, i.e. it & tolerant of a symbol error rate of up to 33% per
codeword Each 4-bit Sy mbol is_re res nted in a tiall rent way in the tag, and the bols of
the i codeciiid A b SR ESRIEED R ISR R AN i e
affecting mulGpIRSs 3¢5 S8t HGAL &sesid "ﬁ‘&W?e?geé aom%ﬁﬁUWP%hHHB%V'HPgQ/WT%?gtWIF% a
minimum nunnipeelpfdsptifibibls in any one codeword, thus maximising the likelihood that the burst error
can be fully gosrectedr;l,. 33 hwsigRlgTag Structure The physical representation of the tag, shown in
Figure 53 includes flxeﬂ tazrgjgltt st uct res 15, dhnd and varl iable data areas 18. The flxeﬂ%&{g&

structurés allow a sensing devsicoe t"’Ia{"éet he neafm&gegcﬁdeen 5"48 e”te)cﬁﬁesta&ma)ﬁ TStel

three- dlmen§ﬁ9rﬁaPQﬂﬁéhl’faﬁ@ﬁ'?@mam‘/é teremerdetiddrt-heydeal wedat e drdhcodssHese Hedt Srssbthe
individual bitsrefstheeneecdedptagodatad e acbieraRIpeyhag taprotftipne e Rocteidesdered at a

resolution of 256X25%§£ﬂt§b‘{\é9r‘ﬁ6‘o|95 'J&L‘?Qeﬂ!e&ﬁuoé’sﬁlﬂﬁ@%hlﬂ&h \X}Eﬁr}’{ﬁ!% ajhiinadianeigt of

about 4 mm. At this resolutionthe tag is designed to be surrounded b K ((erwet area” of radius 16
/4

dots. Since tFEY3IEt dFATHeAYER SBBE‘?#M?@H B HijSeure gL s eiseer qHestRy fdtBifective
diametkd of tinetiedly adieertcutindiodess sirinbrgensiresRfygblseteation aimdpitBrahonsthesyereing

device to init&awnéﬂmwomam@%amﬁsm@mém@aﬁyomrﬂeﬁ@%ne&wwibmgxa&%@w invariant and
because a S|{rbo§e co g ctlon t§tasgt)ect ratio removes most of the effects of perspective distortion.
1

An orientation axis owsTﬁ% sensing device to determine the mommate planar orientation of
the tag due to the yaWhéPﬂX%cébﬁgiﬁ?e”T%'@rb‘ﬁé'ﬂﬂéﬁ%ﬁ‘Wa&l@qgr%ﬁe to YR dPeel Siyeresrienttion.
Four perspectivediaagats dataaklaw ihd iseihsin grde\dte tociditovan saacioy tztdctwaidisnenseqrgd pargpective

transforg of §he-fag.aay HENGR AR ARCHRIR KRS -GieRsIONALROIHIoR ARDOHRN@LPRQE R a0

relative to the sensor. All ftahege}ti stru utresft re re(au(p gtlx large to improve their immunity to noise.
The overall t3§'S 'a%é)rlléocwcu' VRS 'sﬁo or §°%1mo Hother things, optimal tag packing on an 30

irregular triangular gricd. aehiswaritsdnertion Rﬂﬁtﬁdm@@mﬁ@n@ﬁ terretion 3y etligion Ak E864 25 clokar When
arrangemenbmﬁtedatalédm&tla&m e tag apdinaalg Tarmaximise bsasixe 4eashndata #aHoiﬁtmpﬁesaﬂ@d by a
radial wedge,in the Jfopm %%ﬂd%‘é%? fQQ ”Qea‘?eg’yg?"’é’d d?dlé"d feg;Rg v concentre ci BEH&E‘uu%r g5 Each

wedge has a m |mum |menS|on 0 ots at i an IS deS|gne SO that Its base (its Inner arc),

is at 1e49t ecicest{Ase MhAtrAdm 1@W§W§Iﬁﬁﬁﬂqéeﬁéﬁ@ﬂ?rdff fhe%¥edge in the radial direction is always
equal to the minimunTklimensibniesEactrdet 3Gutfitrelata dprtvol isg ¢ pratioentbel oysan dniay tofididly

wedges. Thedainbiagata sugvels, el aach rEihe six erlewy dnare@lecaiat.RIhaideUrcaneantric

symbol : . o _— : .
y its aspect ratio removes most of the effects of perspective distortion. An orientation axis 16 allows the sensing

device to determine the approximate planar orientation of the tag due to the yaw of the sensor. The orientation
25 axis is skewed to yield a unique orientation. Four perspective targets 17 allow the sensing device to infer an
accurate two-dimensional perspective transform of the tag and hence an accurate three-dimensional position
and orientation of the tag relative to the sensor.
All target structures are redundantly large to improve their immunity to noise.
The overall tag shape is circular. This supports, amongst other things, optimal tag packing on an
30 irregular triangular grid. In combination with the circular detection ring, this makes a circular arrangement of
data bits within the tag optimal. To maximise its size, each data bit is represented by a radial wedge in the
form of an area bounded by two radial lines and two concentric circular arcs. Each wedge has a minimum
dimension of 8 dots at 1600 dpi and is designed so that its base (its inner arc), is at least equal to this minimum
dimension. The height of the wedge in the radial direction is always equal to the minimum dimension. Each 4-
35 bit data symbol is represented by an array of 2x2 wedges.
The 15 4-bit data symbols of each of the six codewords are allocated to the four concentric symbol

rings 18a to 18d in interleaved fashion. Symbols are allocated alternately in circular progression around the
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rings 18a to 18d in interleaved fashion. Symbols are allocated alternately in circular progression
around the NPX029-SG -10 tag. The interleaving is designed to maximise the average spatial distance
between any two symbols of the same codeword. In order to support "single-click” interaction with a
tagged region via a sensing device, the sensing 5 device must be able to see at least one entire tag in
its field of view no matter where in the region or at what orientation it is positioned. The required
diameter of the field of view of the sensing device is therefore a function of the size and spacing of the
tags. Assuming a circular tag shape, the minimum tghameter of the sensor field of view is obtained
when the tags are tiled on a equilateral triangular grid, as shown in Figure 6. 10 1.2.4 Tag Image
Processing and Decoding The tag image processing and decoding performed by a sensing device
such as the netpage P& TSeNGWF FFYRAIE PRI NS R4HUERIR LGRS PR 20 ey Rt the

image senschetamahpdewnid. range of the image is determined (at 20). The center of the range is then

chosen as the binary,fyesheldfesthgq %&Qﬂa«terﬁi%ﬂW%&téﬁg@&@%%%@%%ﬂg%%é?ﬁ@l@mﬁ@ into
connectgd pi&é\glcge iso %SLII% shape? 23 atn%?e).taSh es 15 which are too small to rer:%resent tﬂg target

Ué 1o se€ at least On % ? in_Its, field of view ng matter where, mdthPBne 10N or,at w
structurés are discarded. € Size and centroid of each's ape iIs also computed. Binary shape

moments 25CAFERABNICEPRItREY at B4y T8 atanahapiehafeld e yiew b vigsnd aaisTdy tamiseduently
Iocgting targe_tmaﬁﬂgeﬂuhesué:ﬁﬂtsr@babapmemments are by their nature invariant of positio_n, and_ can be
easily made invariant,of seale, ASHaGhIHPAR FakFHR d%ﬂJéﬂ?E&%&&%@%ﬁ%‘f*GM% bRdmddgdirst to

be located (at 26). A ring has the advantage of being very well behaved when perspective-distorted.
Matching pro€e88<5y 88 Bt eHUpHa LU d b B BN R EHR% S fhg each shape's moments. Once its
second-@rdet-Avomentscdreageirnedizssinthendrizeim eiagy to recognize even if the perspective distortion
was significant. The riRg'sOgiRarasReGt-AndetataiaRBimiaosthet i \idaca uaeisithanpgsgation of
the perspectiys, iransionm, 2o INe.axs (Aret Metite, 1645 (e nSiLie B8 osatsd (a8 Mpehing
proceeds by_appr]ylnggtlfwe ring's normalizations to ach sﬁape s moments, ahd ro ation-norma izing the

resulting motRégits RN @SEbrdesitss MInEREs BraeAshrialiseleRbaniartsige s eniinge 21
recognized. Netériyatiothentihirdholtberandcagenitis insgcineettd disambigudie. tihepteva3p GsSit)eShapes

orientafions Qhife@xs shifiS RS Helinfiately REQWeR R RNa HsIHR IRIBAKEIIERASRIBIGS higte also

that it is only E)ossible to rotation-normalize the axis target after it has had 30 the ring's normalizations
. . °C uted. . . . . . \ . . , ..
applied, sincé The pérspective distortion can hide the axis target's axis. The axis target's original

rotation provides a usafalyaRProRmeiior erthenterauetaticn) diiead papeyidiDoe TRedP brsisisective
target structuiiesdlénayaddaennsida brdoeatedrtal 3dpeGomehasiiengtesiohdoriinpositionsositRr;anaputed

based on th%Hn‘ﬂ@‘Bé(!ﬁk/%%gﬂw'v%ﬁﬂi%%?%ﬁ?cmﬁiéi% Fb%cﬁ’.‘is_ targets, the aspect and rotation of the

ring, a aTt]he rotation of the axis. Matching proceeds by applylng the ring's normalizations to 35 each

shape'§ moments. ONEe AL S SBHS eig) oML L LedPE e fAh AR Ad I &G G AL HaYe BRI B g ets

are well behaved when perspective-distorted. Matching proceeds by aspect-normalizing and rotation-normalizing
each shape’s moments. Once its second-order moments are normalized the ring is easy to recognize even if the
perspective distortion was significant. The ring’s original aspect and rotation 27 together provide a useful
approximation of the perspective transform.

25 The axis target structure 16 is the next to be located (at 28). Matching proceeds by applying the
ring’s normalizations to each shape’s moments, and rotation-normalizing the resulting moments. Once its
second-order moments are normalized the axis target is easily recognized. Note that one third order moment is
required to disambiguate the two possible orientations of the axis. The shape is deliberately skewed to one
side to make this possible. Note also that it is only possible to rotation-normalize the axis target after it has had

30  the ring’s normalizations applied, since the perspective distortion can hide the axis target’s axis. The axis
target’s original rotation provides a useful approximation of the tag’s rotation due to pen yaw 29.

The four perspective target structures 17 are the last to be located (at 30). Good estimates of their
positions are computed based on their known spatial relationships to the ring and axis targets, the aspect and
rotation of the ring, and the rotation of the axis. Matching proceeds by applying the ring’s normalizations to

35 each shape’s moments. Once their second-order moments are normalized the circular perspective targets are
easy to recognize, and the target closest to each estimated position is taken as a match. The original centroids

of the four perspective targets are then taken to be the perspective-distorted corners 31 of a square of known
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easy to recognize, and the target closest to each estimated position is taken as a match. The original
centroids of the four perspective targets are then taken to be the perspective-distorted comers 31 of a
square of known NPX029-SG - 1 1 size in tag space, and an eight-degree-of-freedom perspective
transform 33 is inferred (at 32) based on solving the well-understood equations relating the four
tag-space and image-space point pairs (see Heckbert, P., Fundamentals of Texture Mapping and
Image Warping, Masters Thesis, Dept. of SECS, U. of California at Berkeley, Technical Report No.
UCB/CSD 89/516, June 1989, the contents of whicH are herein incorporated 5 by cross-reference).
The inferred {ag;spAcE {0 IMAREiTRAcs ROSRERINGANSIAMY IS 5ed 1o piplecl @) Bl each kgun
data bit posmon in tac space htoimage space w where the real-value position Is u neaigly
interpolate (&£ Sﬂ'fﬁgefétﬂ?dré%%?ﬂsd&‘ﬁé@@ﬁ?ﬁof?éﬂé%sﬂﬁ‘é‘* |ﬁ%iﬁ‘ﬁ9§@@°¢ﬁ@%l@\ﬁ)ﬁ§ﬁ/%ﬁ‘?ﬁut@d image
threshold 21Asdasedato thTeshelVthgnesultitegeraduyde tiMadimiaThesivahept. 37 EECOHcef @hiBaidata bits

37 have beeBeﬂQI@;}”ﬁé@Hﬂcﬁ“'ﬁeWN@Q%BﬂféB%@@i@@uPétlB@e@1&9!1%19& wadexwordsilsdsceded (at
38) to yield 0 decod d b 39, or 120 decoded bits in total. Note that the codeword symbols are
sampled’in C(}'océc\)/?/sorre eo1det, so that codewords are implicitly de-interleaved during the sampling
process. The ring taréé‘t T@ﬁ@%ﬁ%&@@@?ﬂ?ﬂ%{sﬁeﬂﬁmeﬁ!“méaﬁﬁafgé'%m@s*é PEREIdRISIRNEE e Whage
15 guaranteesdhatodagiding tdf tprsadnitsipayd glace ovBrAplRieitgalltapostidplriedad isinedrfpuitehalad
successfully &PS@?%%H‘?&%%B@H%H@E |r°r {r%qqm%;ger HE FUEGRNBMREP B AR is

processmg power and id ea a non-minimal field of view 193, an alternative strategy involves seeklng

another tag IF{hE LR § ?ﬁée@%t‘?ﬁ@%ﬁ?éiﬁéa#é?a Wits3hdicates the identity of the region containing
the tagl@nd the positioncoli$0teagawithit! therbesiophtdredtchiateay osition BS Hf MdipBeehitvismine

region, as we&baﬁothe@éeéaéhw@@)t@diﬂa@@ debafdthe perr h&dh@d&d@ﬂ%ﬁﬁd e Ibrfermibepaspective
transform 3 served on t e tag.and th n.spatial relatlon etween th ph | axis
and the pen S TR A g R AN AR LI SRR L AR R e R B e
tag-relative pEf$¥ansform. Before the tag ID and the tag-relative pen location can be translated into
an absolute location Withiimghtergetgtfed ragicnydiian 25sibeation b tinedaghwsthieldivesrigtorthn ustgbe
knowng ghis éﬁa@eih‘t@é’é Bt antaghNARodmd U@%ﬁrbi"\é"ti&lﬂpr@@l?a?g eﬁ%h:&ﬁ@lé@ #h & RPERA YL Rully

correspondin Ioc tion. The tag.map class diagram is shown re 22 as art of the ne
printer classaglagrgmﬁe'}l\n?ap enrﬁ%% e Serce'f:sortiglép JEEEe &Lg ga pmce (}g?z]ag]d this

€ SChemE TIse SuTace Tegion With ta

can vary acc@i’@ﬁrf@”Wb&%@@%@%ﬁé‘ﬁrﬁ@ﬂlﬁﬂ@tﬂﬁg{j@@!‘f@@?@ﬁﬁgﬁﬁaﬁ"éﬁﬁé'Qﬁm@lﬁﬁﬁg@@heme and
the same tag numbernngoldfrecigneas thesean«cizatisheredheisanediagpdiapagidne tagposiaiaria region
must be retrigyahi& iR RforeaicRc e 3N OReR Fe"SUIRR iHRnddah R D AREN AR . 1R tag

map girﬁ be retrleved the tag ID can be translated into an absolute tag location within the re r%%lon and

the tacfrblatiVe B R ISCBRLATAH BE4bEn Y6 Qﬂé”?&%"?&@&ff%”t%%? Ftﬁ"é‘?w"é{ﬂ%‘*éﬁgt%‘?)@ﬁ “I8RA R Aithin

the region. relationship between the pen’s physical axis and the pen’s optical axis.
1.25 Tag Map

Decoding a tag results in a region 1D, a tag ID, and a tag-relative pen transform. Before the tag ID

and the tag-relative pen location can be translated into an absolute location within the tagged region, the

25 location of the tag within the region must be known. This is given by a tag map, a function which maps each
tag ID in a tagged region to a corresponding location. The tag map class diagram is shown in Figure 22, as
part of the netpage printer class diagram.

A tag map reflects the scheme used to tile the surface region with tags, and this can vary according
to surface type. When multiple tagged regions share the same tiling scheme and the same tag numbering

30  scheme, they can also share the same tag map.

The tag map for a region must be retrievable via the region ID. Thus, given a region ID, a tag ID
and a pen transform, the tag map can be retrieved, the tag ID can be translated into an absolute tag location
within the region, and the tag-relative pen location can be added to the tag location to yield an absolute pen
location within the region.

35 126 Tagging Schemes
Two distinct surface coding schemes are of interest, both of which use the tag structure described

earlier in this section. The preferred coding scheme uses “location-indicating” tags as already discussed. An
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35 1.2.6 Tagging Schemes Two distinct surface coding schemes are of interest, both of which use the
tag structure described earlier in this section. The preferred coding scheme uses "location-indicating”
tags as already discussed. An NPX029-SG -12 alternative coding scheme uses object-indicating tags.
A location-indicating tag contains a tag ID which, when translated through the tag map associated
with the tagged region, yields a unique tag location within the region. The tag-relative location of the
pen is added to this tag location to yield the location of the pen within the region. This in turn is used
to determine 5 the location of the pen relative to a-@8er interface element in the page description

associated Wi Eh tr}% erg&,oa.s Cg]\éote cdg]elsyobs then (%%r |qterface element itself identified, but a location

. erna ect- In S. . . . . ..
relative to the USer interface element is identi m%ﬁgocatlon-lndlcatlng tags therefore trivially support

the capture of an absBIfEUBEH HERINHHAherPatiR2 BT ARl Sas e fae R B ReHTap prsociated
object-indicatiitigtbagpgmen tapien aytelds iouniduc lrglivextity iddntifhe segiars@hentendas elemienbirtttheenlid page

description aggartated with iRl iRl M Heaitags i e sane Rf foNsaidMerfRGE.Qlement idpptify the

user int%rfac element, making them all identical an theref%re indig,tin uishable. Oomleﬁt-indicating
t FIIOC ion of the en%e tive to %user mfter ace element In the pag% esI:F?ptlon associated with the region.
tags do "not, therérore, support the capture of an absolute pen'path. They do, however, supr?ort the

capture of a Nelepbeis et peatRteSrsa Gle s Hprlf (sieiifien B BIPATP frEdflivh iy eisepiSfafelanent is
encounteredidagifieagUeayh-iftecathis plgs evnaot fionalgrepsammpechpeopasiienute ghrepaext withonea

stroke can b%HBMQiQ%@&%H&?&%EﬁQ- 15 With either tagging scheme, the tags function in
cooperation with associated visual elements on the netpage as user interactive elements in that a

user can interact witH Yh&J5FrAPEEFHAY BLGNEEA B8 APopIad st JATE G EMACEEIH WHdRsF fSTEl 'adlia to be
read by}@he vewesiipggritivicessariaidbrintegpsmprilichespoindes rytsef fenesnimet hcetbleneetjiisgésipstem.
3.3 DOCUIVIiEsNTingNAEeBA&&,%E@R&W%@M@R@Af@mf@ﬁ RavRedinnent. abFeclaryicaiyt rgcipage
eSCfiption Cn eri léam ISOI’ V(\ZIE{] IUrIleF ra 0 ueann ath. et Orl tea eS SO‘E’ e%‘a 2 uO aerre] a-lsve
described at t ’rgje i%éls.p,&t ?r?ég m%tst aqlo%lﬁrggt T(?vgf tﬁéﬁdtﬂcarore]énstvgé‘%hgal a?f{l?eragg: P(fc[.fl strF'l}cture

whose termiRg] BiEmehiedF Y Pedatisaae] it eauin P Eisscieica Aty SOTHHEE RIS style
objects, imagepidopptts fete 0 naeptévepeomsitierid ibeprxitedhors stpkinter bwitmabRbquslitictdaripage size

and acggrding to a paiifulaeUag)i® SORIR M REPIRIBRRC SodRAARAGMMERbRBRANAGEhRRAS oPiRerWiISe

formatted. Formatted terminal elen]ents 835 will in some cases bﬁ %sso_cia ed with content obijaects
. .HetPa%G't g’-rlS user, interactive elements,in that ?.Iuser can Interact wit } e printe gl’:lge Usl an apPFOBI t?
which are different from those associated with their cérresponding termina ments, particularly

where the cERBNtAHRECISCAHY &/fadréatdRepersPy Histeansing remise B 400 6L GPREREIEA EPPALRE 18 Riso
described sepasatalyn tee retlage spperh.captured through a particular page instance 830 to be recorded

separately from inputﬁg%,@p%?bopggggg&gm%,\jgstances of the same page description. The

presence of the most abstract document description on the page server allows a user to request a
copy of@ document VitHEEY BEiRECRIFERP TS ReUBpRtRY 85 r‘gécH@Wﬂéﬁﬁ?%@dﬁ?@%’ﬂrﬁ'ﬂgﬁgaser

may be requesdifhg a copy through a printer with a different page size, for example. Conversely, the
presence of the In the netpage system a document is described at three levels. At the most abstract level the

document 836 has a hierarchical structure whose terminal elements 839 are associated with content objects
840 such as text objects, text style objects, image objects, etc. Once the document is printed on a printer with a
25 particular page size and according to a particular user’s scale factor preference, the document is paginated and
otherwise formatted. Formatted terminal elements 835 will in some cases be associated with content objects
which are different from those associated with their corresponding terminal elements, particularly where the
content objects are style-related. Each printed instance of a document and page is also described separately, to
allow input captured through a particular page instance 830 to be recorded separately from input captured
30 through other instances of the same page description.
The presence of the most abstract document description on the page server allows a user to request
a copy of a document without being forced to accept the source document’s specific format. The user may be
requesting a copy through a printer with a different page size, for example. Conversely, the presence of the
formatted document description on the page server allows the page server to efficiently interpret user actions
35  ona particular printed page.
A formatted document 834 consists of a set of formatted page descriptions 5, each of which

consists of a set of formatted terminal elements 835. Each formatted element has a spatial extent or zone 58 on
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formatted document description on the page server allows the page server to efficiently interpret user
actions 35 on a particular printed page. A formatted document 834 consists of a set of formatted page
descriptions 5, each of which consists of a set of formatted terminal elements 835. Each formatted
element has a spatial extent or zone 58 on NPX029-SG -13 the page. This defines the active area of
input elements such as hyperlinks and input fields. A document instance 831 corresponds to a
formatted document 834. It consists of a set of page instances 830, each of which corresponds to a
page description 5 of the formatted document Eackpage instance 830 describes a single unique

printed netpage 1, and IREAITR G R ]pput oL e elRagR er|91§9aend§nb”i¥a'i‘a%e 's not part of a
document mstan eif it represents a CO %Se] requeste II’] Isolation page instance consists of

a set of terminal eIen?eHT‘iW%?%Frng@%ﬁB% AR EREPREN I APARRIE DIGUBRIS (2341 it FRESIDY i statfc¥%pecific
information. iMklersea 439 pexdés instancerexisiss foraaphygpdadinktieteenthbdévaasel itorenordEattregsaction

ID 55 which [saR&ofs J&Jh@e@é‘%gl@ﬁﬁ?dﬁ@%nﬁt@@r@tﬁb%@l'%ﬁ%&ﬁo@’ﬂh@%&@ﬁ@Jﬂﬁtﬁé%ﬁﬁﬁé Regguse it

recordsgwput s[gecmc to the é%e instance. An.element instance does not eXlSL owever, for static 10

element? sulh A5tEBIONS A e?um”f%néllrg %nr(r:lenit e egtsaasc?gi[lc S1BiHe re?%ﬂgd a c3’/fl)'e0rrlllnk element 844,

a field element 845 oﬁﬂaﬁtﬁa@f@%@ﬁ@'ébﬁﬁm‘rﬁ eIBfR AEBE8 e shuA i EijjiAE 'z#ame%nexetément
843 can be afstydeneleimani-SAdifivithiamaassotiaiechgiyiio bigaic8 bdstafte x tiiowlalemnenit84Quadth an

associated sfylad.text Qhige! B, vﬂ&hﬂ%@ﬂe‘%ufﬁ'%@'ﬂﬁg‘%‘}%ﬁéﬂé@ Sl é‘ﬁéﬂ%@t&%@e RRORHEIGMENLRRE. 2

graphic element 850 with an associated graphic object 15 857, a video clip element 851 with an
associated VIG@S B GBS BESPH! %[?cﬂl‘i &1 @%%en@@seweﬁneggsmga TG WIp 58t 859,
or a scHpt elelaments 888 awithtienassociated script object 860, as shown in Figure 28. A page instance

has a background field@&hyvbisheis saned at@tm@aémﬂmdigit@bénmammmmm pagevehich goes
not apply to B3 grlfic input slement.o20 E‘s‘n%%rPﬂ?F‘?rﬂ?dzfr"W‘s&tf.éh 2RVENEOY, %‘e@%ly map. 84t ds;
associated WItP’I eac pa ge Instance to aﬁow ags o F]G page 1o be trans ated n cations on the

page. 1.4 THEMNEFEREE N@TWF%‘|ﬁt%B@YéH@H‘b%%H%rﬂéﬁﬁo%{aﬁétﬁ)&@‘et%ﬂ%ﬁ@é%ﬁ%’ﬂ%g%f a
distributed seleotméydagth pagmosiraicirsagt @enmetp agfe a guistiatienesedserstil dn medpaige diBpsiengrs 12,

netpagpsappPicAtiaRiss EYﬁrée%%ntnE%tPﬁﬂﬁ PURlEAHANVidea §@6\6%I§ct1ééﬁamaﬂtﬁ§@ﬁ%lprﬂaﬁ%§2%ﬂa an

connected via a net or ? he Internet, as s@ggvn in Figure 3. The net atg8% stratlon
assoclate F] 6e<a .a Script elri:r)ne with an dssociated scr t ob
server 11 is A Sever whic S rela ions etween users, pens, , applica |ons "and

publications, P4 #¥ereby authorizes various network activities. It authentlcates users and acts as a
signing proxy on behalpajattheatiead@eckisensdineaigatcationidiasnsactionsany dlgal provigesdhamdwriting

recognition S&ﬁgl&,ﬁéh &%%?%Hﬂ% %@é’ﬁc ARelRARE Page server 10 maintains persistent 30

inform @ n about page descriptions and page instances. The netpa ge network includes any number of
page $ervers, each %WaﬁﬁeéegegJwgé?félr%avgeatﬁ%fatﬁwgp EhA G5 ELE NGRS 8788 RN UWer
input values thop eraiblh Pjsa debinisteatries inlpdpeafisurot Hs proBpage printers send netpage input directly to

the appropriatg pageserNefrAdENETWORK
In a preferred embodiment, a netpage network consists of a distributed set of netpage page servers
10, netpage registration servers 11, netpage ID servers 12, netpage application servers 13, netpage publication
25  servers 14, and netpage printers 601 connected via a network 19 such as the Internet, as shown in Figure 3.
The netpage registration server 11 is a server which records relationships between users, pens,
printers, applications and publications, and thereby authorizes various network activities. It authenticates users
and acts as a signing proxy on behalf of authenticated users in application transactions. It also provides
handwriting recognition services. As described above, a netpage page server 10 maintains persistent
30 information about page descriptions and page instances. The netpage network includes any number of page
servers, each handling a subset of page instances. Since a page server also maintains user input values for each
page instance, clients such as netpage printers send netpage input directly to the appropriate page server. The
page server interprets any such input relative to the description of the corresponding page.
A netpage ID server 12 allocates document IDs 51 on demand, and provides load-balancing of
35  page servers via its ID allocation scheme.
A netpage printer uses the Internet Distributed Name System (DNS), or similar, to resolve a

netpage page ID 50 into the network address of the netpage page server handling the corresponding page
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page server interprets any such input relative to the description of the corresponding page. A netpage
ID server 12 allocates document IDs 51 on demand, and provides load-balancing of 35 page servers
via its ID allocation scheme. A netpage printer uses the Internet Distributed Name System (DNS), or
similar, to resolve a netpage page ID 50 into the network address of the netpage page server handling
the corresponding page NPX029-SG -14 instance A netpage application server 13 is a server which
hosts interactive netpage applications. A netpage publication server 14 is an application server which
publishes netpage documents to netpage printers: Phey are described in detail in Section 2. 5
Netpage seryers can be hosted on a variety of network server platforms from manufacturers such as
IBM, Hewlettnﬁacﬁard and Sun. Multiple netpage servers can run concurrently on a single host, and a
single server can be NSRS ARl 5N ARG R AT GRS IoB AN iBfetiye IPRFERBITHAR 6*6"\}?6% by
netpage seryebiicagomcdrvepastic eapthefomsticn alivhprudlstiechdyagh eotibDnsene mepadhensag @egaver, can
also be provigedidiiectivaiinnafgtpage appliance such as a netpage printer, in a computer workstation,
or on a |ocal network 10 1.5 THE N%TﬁA(gadEonPaF\\’/LN;I'EI}’n‘gpe E%éR/%gan”me{r 601 is Ig)llance which

€ Servers ost om m nu a tUlf
is reglstered with the ne?p% e Sy %em ana prints ne ocuments on man Via su SCFIptIOI’]

Each printer B4 H%‘ﬁ!ﬁﬁ@ﬁ%t@dIB"BMW@E@WG@EC%%@WHQ@@ ﬁéi‘\ﬁ'dﬂﬁl@ﬂéte?‘?fé%\%ﬁl@ such
as the Internetyédealbe viarmlwoadbanchbensiectiorsoApartiirormddeatityiafitychoecediby septGgerifrs,

non-volatile mematydig {Rg‘fﬂﬁc%n&r 9?#5&8’48‘@;}%@ s&?ePﬂﬂﬁé‘BE&e%‘e‘?&@g&nAéofﬂ{ ASUSRLLRy

concerned, "the network is the computer". etpa es function interactively across space and tlme with
the help of ‘AR A W&?ﬁﬁcﬁé‘%@a@é&g ¥ 102 REBHENEITR 8 PRI KN e printers. The
netpagEQprinter receives NetrschHBatNTrRpage documents from netpage publication servers 14. Each

document is distributegeinctyigedsanier doe a%%@yw&smmadiih@g@@ww.@xtr@m&&agagﬁ@hja%m&ich 20
populate the es, Because of ersonajlz ag auts are typicall ific to partlc lar
R betribor oHoPas LRREMER B RISy A AL ATE I RS REBMIR 617 RARAIEE, |

image objects, t'l?r?etﬁégedﬁ’i\é?rhéﬁd “SW@WW%W%Q%WWHW'MH@@WWHéPQ”G&H%Fso are multicast to
all subscribers' printefpanitbth&eatpprop saieiagerge ivers:vbhelnetoage thelbéipageqniservenadptmizes

the segmentgiqR.af %@g@n%t fentent igho .E)Q!BHE&ﬁJ& apd r%@vﬁﬂk"%c?rﬁt%o%ﬁ&*e%wa& thRcpgintcast
of a document's \g E}C}/outs the rJnterk ws wh uI cagts if ang/ to listen to. Onc the Prlnter

has received the (t:'onﬁ/p G Qlygrl'j' RS é)c? t{hafsdef’ 158 TRR g TR Shet oltge'n Tifal entﬁ can

print the docRafiewer Wﬁl@%rnﬂté‘?r?astenzes and prints odd and even pages S|multaneously on both sides
of the sheet. It 30 comaingpeispiexectpeNteNEOdeDnialetscimeharteprsiergnaBauthzing®emjetiM

printheads BEgéqquUﬁnp%rBB§ﬁ)uted in two parts: the page layouts, and the actual text and image objects which
20 populate the pages. Because of personalization, page layouts are typically specific to a particular subscriber
and so are pointcast to the subscriber’s printer via the appropriate page server. Text and image objects, on the
other hand, are typically shared with other subscribers, and so are multicast to all subscribers’ printers and the
appropriate page servers.
The netpage publication server optimizes the segmentation of document content into pointcasts and
25 multicasts. After receiving the pointcast of a document’s page layouts, the printer knows which multicasts, if
any, to listen to.
Once the printer has received the complete page layouts and objects that define the document to be
printed, it can print the document.
The printer rasterizes and prints odd and even pages simultaneously on both sides of the sheet. It
30 contains duplexed print engine controllers 760 and print engines utilizing Memjet(] printheads 350 for this
purpose.
The printing process consists of two decoupled stages: rasterization of page descriptions, and
expansion and printing of page images. The raster image processor (RIP) consists of one or more standard
DSPs 757 running in parallel. The duplexed print engine controllers consist of custom processors which
35 expand, dither and print page images in real time, synchronized with the operation of the printheads in the print
engines.

Printers not enabled for IR printing have the option to print tags using IR-absorptive black ink,
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The printing process consists of two decoupled stages: rasterization of page descriptions, and
expansion and printing of page images. The raster image processor (RIP) consists of one or more
standard DSPs 757 running in parallel. The duplexed print engine controllers consist of custom
processors which 35 expand, dither and print page images in real time, synchronized with the
operation of the printheads in the print engines. Printers not enabled for IR printing have the option to
print tags using B2-absorptive black ink, NPX029-SG -15 although this restricts tags to otherwise
empty areas of the page. Although such pages havié more limited functionality than JR-printed pages,

they are still glassgd,as nefpages. A parmal Qn?tl;’/aag&pgﬂ .%réfiéier.‘t |ﬁ‘1‘35§ﬁ‘91?c Bt %hi%egsm%fé)ﬁ%ﬁerd More
specialised netpage printers may print onto more specialised surfaces, such'as globes. Each printer
supports at |BRS{ BASYSFABPIHE Pagse ey ippdHdaseras $E8#EStag tiling scheme, and hence tag map,

for each surface typeAnbrendbigtmagpp8itrwinchdegesilvebdhecfagptingoscipeciabsercbe@lye pseersongrint a
document begame asseGiRISH MR MRdQRHRENbRR. Higt INREOSHBRIES FRGSFALRECYTE TN
interpregad. Figur(ta Zﬁhows tfge n FPas?r? IQrinte class dier}%@m, reflectpgeﬁ)rintﬁrﬁre%lated ilg or atﬁon
maintained EJuy Fgrrsealsfraé i%nr_ﬂe Evern X Bnne neefrﬁ)cg_gaegne oork.eafB ?&rﬁrefgf)reé eem odiment ot the
netpage prinfescidycatBdiing Greaeactaivset Soriii i opETeT PRty aFeaeHeb I RigUie’ et 6016.
1.5.1 Me_mj_eﬂTaMhE’dbﬁcﬂh&a_d&él_jheame_é[aagﬁtwstepnet_@an operate us_ing p_rinters made with a wide range of
digital printing_ technolggies./AGYclIRG e AINKE!RIFFRSIFELF BlHeh. ases RiFERBRRIARARNIC

and others. However, 15 for wide consumer acceptance, it is desirable that a netpage printer have the
following chdPAtEH ALY SHXYbLPAPRIEHIBA MYIor printing  high quality text printing high reliability
low prit€er cost 20 lotvpmfereessententimenpef tosttsionpiinspisragiorbed dmdieasifetetadrintfiegfiomigbelorinting
speed 25 sinyithanaens deufalessidedrinting  compact form factor low power consumption No
commerciall;i g\iailabﬁe%riamgrﬁ%&hrgalsogy has all of these characteristics. To enable to production of
printers with thése charadteristics, the present applicant has invented a 30 new print technology,
referred to as MemjetTf1 TEe49R oWERP IRERRSTERYENY AFBEIS AT NARRINKRSt R MbIgigyal printing

technologies, including thermal inkjet, piezoelectric inkjet, laser electrophotographic, and others. However,

15  for wide consumer acceptance, it is desirable that a netpage printer have the following characteristics:

. photographic quality color printing
. high quality text printing
. high reliability
. low printer cost
20 - low ink cost
. low paper cost
. simple operation
. nearly silent printing
. high printing speed
25 . simultaneous double sided printing
. compact form factor
. low power consumption

No commercially available printing technology has all of these characteristics.
To enable to production of printers with these characteristics, the present applicant has invented a
30 new print technology, referred to as Memjet™ technology. Memjet™ is a drop-on-demand inkjet technology
that incorporates pagewidth printheads fabricated using microelectromechanical systems (MEMS) technology.
Figure 17 shows a single printing element 300 of a Memjet™ printhead. The netpage wallprinter incorporates
168960 printing elements 300 to form a 1600 dpi pagewidth duplex printer. This printer simultaneously prints
cyan, magenta, yellow, black, and infrared inks as well as paper conditioner and ink fixative.
35 The printing element 300 is approximately 110 microns long by 32 microns wide. Arrays of these
printing elements are formed on a silicon substrate 301 that incorporates CMOS logic, data transfer, timing,

and drive circuits (not shown).
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that incorporates pagewidth printheads fabricated using microelectromechanical systems (MEMS)
technology. Figure 17 shows a single printing element 300 of a MemjetTM printhead. The netpage
wallprinter incorporates 168960 printing elements 300 to form a 1600 dpi pagewidth duplex printer.
This printer simultaneously prints cyan, magenta, yellow, black, and infrared inks as well as paper
conditioner and ink fixative. 35 The printing element 300 is approximately 110 microns long by 32
microns wide. Arrays of these printing elements are formed on a silicon substrate 301 that
incorporates CMOS logic, data transfer, timing, antbdrive circuits (not shown) NPX029-SG -16 Major

elements of the prlntln% elernen 3 2T, the no. zzI %9@ nozzle r % thle nozo%lg Igha der 304,
ent 300 are b'a' b t
the fluidic seal 305, the YNk channe rlmp§8%ng[ Tever arm ’oﬁb n%e acfive actuator beam pair the

passive actuARIBEh paifude: 5??1@%@\%‘%*&?&@ ré{ﬁéﬁ%rt'?l'e"efr?é”bé%l\b‘é LG AfSrRRAEFB 1, and
the ink inlet 302 tf PThs\activetadtiaatpdibg@mhpacti 308 tistoneathanical g pmgdt tottherpassivel achdator
beam pair 3QQ ak & i@in 319. Both beams pairs are anchored at their respective anchor points 310

and 311_The combm]a}yon of eleme ts 308, 19 31 i? om (?19 form a cantilevered

ac e tqr.heam S mec én ca assive actuato beam air 30
electrothermal bend acfistor 328" cij—:lgurepi'é ows 4 small rra'y\/’ o) ;‘)Jrlnflng elper'nen S 300,

including a cﬁ*@s!@l%é&@ﬁtt%n@%?P%lfbarﬁﬂf*fg%@éﬁﬁéﬁtfwmwmﬁ%@&ﬁ&ﬁ%@lsﬁmw\ﬂﬂtﬁbﬂf ink, to
clearly showetheehiaoslednd32dtmatl, 14 peskes dlktotightielsitiomermatendiiiuafoiggares 19(a), 19(b) and

19(c) show the operalipg CyClg ok QJMQWIMMN&P Gﬂpﬁlﬁ%‘%%ﬁt@ 30'5 '%f@d%E@r&E‘?&%Hﬁs of

guiescent position of the ink meniscus 316 prior to printing an ink droplet. Ink is retained in the nozzle

chamber by SAHARE f5RSUP%Y (HX %%m&ﬁ&%ﬁ?giéﬁ%%{hﬂ% 'ﬂ'ﬁu&ﬂcc@%% #9% T Ml Bettodt the
nozzleldhamizeses0mushdherséisak vetiendael rim 306. 15 While printing, the printhead CMOS circuitry

distributes data from ﬂ@rwm@mmpaﬁ@mtalLﬁﬁmhéb@ea@n@%@rdn&imrﬁl@mgmnh@mb\ﬁ&utb@data and
buffers the data to dr euw?g? l}ecﬁtro F@ escgf the. b%cr?v &uratglsclaga{g fntﬂ"s ca ugg &n
ora

S
electrical current to pa sthro WI eam pai out one micr secon ﬂln oule

heating. The' ’ﬂéﬁ%ﬁgi"a‘ﬁ?r@ m%l‘@%é ﬁl@gﬁﬁfr?éj FHATEIBURA A dtfnigcHEsEs RE @ééﬁﬁhﬁaﬁ'ﬂ@%"fb@%and
As the passitenadtumieeriibamzpgairhd0@®isStahtdatieklchtrdelesidb expand, resulting in 20 a stress

differenge between thﬁhﬂ’é’%rh\%ﬁé“tlﬁ@&ﬁrtﬁ%ﬂ%ﬁﬁ%& r‘é&fif%f @@G%d@%’f&im Gs@ WQ@MJQ@n%@'%Vered
end of the eI%ctrothermaI berﬁj act tEeOJJendlnE t'%ﬁ ards.the bstrﬁlte 301. Trzﬁfgle %r arm 307

rrect printli ement S the dat rive the e odes (0) CLIve
transmits thls movement 1o e nc)zz e champer 8 € nozz e < amber 565 moves abou {

microns to tr?étﬁé%ilﬁﬁﬂﬁ‘ Bﬁbﬁﬂ% iMNESi GRHEES 12D BIFCTFR GHEdE 4Q @astHEr ‘PHW‘ﬁFéé’Q@Iﬁe‘}%ﬁ?ﬁ@ﬁﬁR%Q&”%ut of
the nozzle 3G resachepugingntha JokenenmiecunSkmjerdutgacrélie nraime fioh 303epiaranisdtee ik

meniscus 31&4@6&%@@@@%‘9&9% R&iIRIARMEREEN gm%esz%%ts? FRRIRSEEN: K5HISIEMREHAtUre

of theelga%-jé< airs 308 and 309 equalizes, the actuator 320 returns to its original position. This aids in

the brefk-off SFERETHR ARG BRAYESE 8 i AL A 32 15 tiea difSysnee ety s el s e ilsVredio ).
The nozzle chanfides decieditleschad petieaciutionsdd tiaedivariyesdtehesigbsizateFeImidnikrers @1 80 Hignreit20

shows a segimnenbahar ket B2RanBeALPRI® Al YRR RNgIEOIRL b RtideAiShe position
shown in Figure 19(b). This increases the ink pressure, forcing ink 321 out of the nozzle 302, and causing the
ink meniscus 316 to bulge. The nozzle rim 303 prevents the ink meniscus 316 from spreading across the
25  surface of the nozzle chamber 304.
As the temperature of the beam pairs 308 and 309 equalizes, the actuator 320 returns to its original
position. This aids in the break-off of the ink droplet 317 from the ink 321 in the nozzle chamber, as shown in
Figure 19(c). The nozzle chamber is refilled by the action of the surface tension at the meniscus 316.
Figure 20 shows a segment of a printhead 350. In a netpage printer, the length of the printhead is
30 the full width of the paper (typically 210 mm) in the direction 351. The segment shown is 0.4 mm long (about
0.2% of a complete printhead). When printing, the paper is moved past the fixed printhead in the direction
352. The printhead has 6 rows of interdigitated printing elements 300, printing the six colors or types of ink
supplied by the ink inlets 312.
To protect the fragile surface of the printhead during operation, a nozzle guard wafer 330 is
35 attached to the printhead substrate 301. For each nozzle 302 there is a corresponding nozzle guard hole 331
through which the ink droplets are fired. To prevent the nozzle guard holes 331 from becoming blocked by

paper fibers or other debris, filtered air is pumped through the air inlets 332 and out of the nozzle guard holes
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30 the full width of the paper (typically 210 mm) in the direction 351. The segment shown is 0.4 mm
long (about 0.2% of a complete printhead). When printing, the paper is moved past the fixed printhead
in the direction 352. The printhead has 6 rows of interdigitated printing elements 300, printing the six
colors or types of ink supplied by the ink inlets 312. To protect the fragile surface of the printhead
during operation, a nozzle guard wafer 330 is 35 attached to the printhead substrate 301. For each
nozzle 302 there is a corresponding nozzle guard hole 331 through which the ink droplets are fired.
To prevent the nozzle guard holes 331 from beconting blocked by paper fibers or other debris, filtered
air is pumped throu alr nI nd put of the nozzle uarj ‘?e PX029-SG -17 during
prining. To GALNLA e B2 A U S B TR DT L6 The
Netpage Ped-¥he actiVé §§W§9‘ngcfé‘wce of the netpage system is typically a pen 101, which, using its
embedded controllermh84ctig adlentodedtuf ehandpdgcystemIR tpositipn gagd freivic, pagety dnbdtidedage

sensor. The igiagfr355€ %%Bie'%oﬂ:eﬁﬂﬂg a’ﬂ@&%cgé‘eVlﬁep&r 9&@0{5‘@1 YR é‘ﬁb@e‘lﬂﬁ%ri%@eﬁééﬁ{o@ﬁ%ﬁ%be

sensing_at onl near- |nfr ed w vee (? As escrib e n more etal below, th e r}{stem is.ab éato
?] S a sol sta% {awc vided an a rlate ter_to |t sensm near- mﬁzare
sense when he hiB f53A'E8hAtad e sur ace ANAHE penisa g0 SERLd ags LSS Nt rate

to capture hiUf@akNGERAVE6ITEbEEN ﬁP@O@@H@Wg‘F@éﬁY@?'&M@L@)@ ppsowhazies NiniForaeaBReVERBRIred by
the pen is engrigpieshame pwiralasisly vansayitad boftiaempﬁetercéerubametaaw;tthtﬁ(miateomd@ase

station interpreting, 1he daka i %tEBSR?&Wuéﬁﬁaﬁm%)tﬁa&ﬁ ishA YR URE wTQl‘ésB{}‘? GG Ramapdiment

of the netpage pen operates both as a normal marking ink pen and as a non-marking stylus. The
marking asp@%?teﬁé%@@?ﬁrﬂf’é'%t e RERELA) PB?ELF&Hﬂ‘tWE”H@EHQdEe%Wd§sﬁeﬁr%r‘ﬂ‘%“%t@% such

as whd®it isstiséeteas an Internet interface. Each netpage pen is registered with the netpage system

and has a unique periPpRlerfigimeodmahiertaethepRRIPAODHHRE Slisssdiagiammiriiecirgerantielated
information 15 majs ntami a re |strat|ort1 teerver 11 on the netfoa en two k. When elthgr nib is in

n-mar aspect, NOWeVer, 15 not hecessary Tor Bsing the nétpage sysfem &s a
contact with a netpag e en ermines Its pOSItIOﬂ andeorlentatl r? relatleleq tOyt € page. ‘ﬁwe nib is

attached to é%‘i’éesgfé‘r?éd‘fhear'fdsti‘%dfé“ré% B R RS i REER PRIRIE PR AtiFeiTs ‘H‘#’e@ﬁb‘?ﬂ’%@ DeffEate
whether the perhdsd uptuemédobver'. Fidus 28lswssahntetragdive eksmiigtaon riflecpagetoched iofickedoby

preSS|r]gwnmqgh%mgdwbgg)peggﬂ%rsgg,geﬂ%ﬁheegﬁbaégI}QEM|on from a network. Furthermore, the 20

force is captured as a continuous value to allow, L SaY, | the qu dynamics of a signature to be verlfled
% either nib is,In COI’I'{? EWI'{ e en e{ermlnesblts E?Sltlon al (%h ?
The pen determines the p05| o and 'oriehtation of its ity on the ne agmng, in the tfared

spectrum, arieka B grahd e rripeed dortlpret fﬁé%lBUQtt@eféE?ﬁéﬁ Wﬁe&%%tﬁ@dﬂai%mmtes
the position efriéhreinil relaitvevtetihatageiramuiherobservechipanspestiverdisiostiarnoontve pasagesk tag

and the k”OWﬂ&W@%%% 0, %%MIE%%JH@PB%EQ& 9&3%%%9%!9@ ﬁéﬁﬂa&té‘&tﬁéﬁb/o@etﬁgw
becau%g)r;[he tag 25 density on the page is inversely proportional to the ta t?fcg size, the adjusted position

resolutfoh is GUité ﬁ?awmde%é@eea R &Rl PEs e fHYRtRIFS 361 W a0 Ve riting
recognition. Pen actidhs petatirertane itetpesiiéoaraccantoeionas dsseibiew dfestrtikes bA isttoke dotfsists of

a sequence .mﬂmeps&ampedmnm&imrpsg@ﬁntm a6 snttiates RyRpentdovwnevenhaoshporpleted

by the SUbsetHeug sition of the nib relative to the tag from the observed perspective distortion on the imaged tag and the
known geometry of the pen optics. Although the position resolution of the tag may be low, because the tag

25 density on the page is inversely proportional to the tag size, the adjusted position resolution is quite high,
exceeding the minimum resolution required for accurate handwriting recognition.

Pen actions relative to a netpage are captured as a series of strokes. A stroke consists of a sequence
of time-stamped pen positions on the page, initiated by a pen-down event and completed by the subsequent
pen-up event. A stroke is also tagged with the page ID 50 of the netpage whenever the page ID changes,

30  which, under normal circumstances, is at the commencement of the stroke.

Each netpage pen has a current selection 826 associated with it, allowing the user to perform copy
and paste operations etc. The selection is timestamped to allow the system to discard it after a defined time
period. The current selection describes a region of a page instance. It consists of the most recent digital ink
stroke captured through the pen relative to the background area of the page. It is interpreted in an application-

35  specific manner once it is submitted to an application via a selection hyperlink activation.
Each pen has a current nib 824. This is the nib last notified by the pen to the system. In the case of

the default netpage pen described above, either the marking black ink nib or the non-marking stylus nib is
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pen-up event. A stroke is also tagged with the page ID 50 of the netpage whenever the page ID
changes, 30 which, under normal circumstances, is at the commencement of the stroke. Each
netpage pen has a current selection 826 associated with it, allowing the user to perform copy and
paste operations etc. The selection is timestamped to allow the system to discard it after a defined
time period. The current selection describes a region of a page instance. It consists of the most recent
digital ink stroke captured through the pen relative to the background area of the page. It is interpreted
in an application- 35 specific manner once it is subiiitted to an application via a selection hyperlink
activation. Eagh pep,135.7 surientip B4, TN Imihein gt nptlied by e Ren in (e s, In the
case of the e%aul_t netpage pen described ai)ove, gither the marking black in nibort n_or?/-marklng
stylus nib is RIPHEEPY. 88 M SSERTR 0 EEAH SRFFHI8A FAY é{%ﬁréﬂ‘ftﬁi?f%‘iﬁ@%%lt’ﬂ% isthR@RitY&yle
last associatesoviatd thigh prerclokeranibapiodicatiam)red ghringtes porsetdgyth eitisibe setettiipsalcoldedrben a

palette. The defaulinifshylends HiRRiR-aI8, AePrialat With MSsGw Iemlies RlCkesdReptured through
a pen ae tagged with the current nll;I) s@ﬂ]e. When the strokeﬁ are ubsecLuentI re r%(guced tr'\ey are
e

r
reproduced in the nib stf/rllgv\?\r/i P]e\ﬁﬁrfc ')9 éar'ég%a‘bfgae%! TWhencvar! hcémpeorr1n s V\Ilcl:ﬁ’lgl)h rar‘?arésc')qway printer
with which it €arectimiplitchE®) theepdis Brovials Riskesls RS IfpatvE DNaRAge N ithaTser iksitdidecode
a stroke relativestertheEpageeittha e eniasty inckivaiias aiisolkendtile khdVirenthenpearsyecredsiin
decoding a stypketelative to the page, it momentarily activates its "ok" LED. A sequence of captured

strokes is referred to as digital ink. Digital ink forms the basis_for the 10 digital exchanﬁe_of drawings

and handwriting, for ShifePEe S5 RMALROF AR TRIFG SR dTSIoBAINE el M ST Uik ¥ he
pen is Wireledigiahdxaznemifs digitasinkddandrigtpatpe pritge ragaritiohort-randyeiiagioniiitorTendine
transmitted digitrhiiak dsspppeiygted for privacy and security and packetized for efficient transmission,
butis always flushed pr.a Rl YA SIS HRAMRANAINGIN DS PUDIE. Ap DB foepen is
out-of-range of a pnnte_r_Pt B_u ers 3|g|ta Ink In interna memory, which has a .c_apacglty Q% over ten
minutes of cEAAISA<EH A0t AesRIPL I tREVRR 7Y ?fﬁ@é%@%ﬁ%?ﬁ?ﬂr@ﬁ@@%@”é%ﬂﬁ?@ﬂoﬂ Baisters
any bufferedabivgyseiushkd fo p@eneanrvoet registerdtelyiinaling mumbentef printers, but because all state

data reggdes in netpaggs, 'ﬂ@tBeF?ri‘s I%ﬁpcﬁfr%@' th%t@ﬁm%rétdiﬁilﬁf%')ﬁ immteﬁmaewmdﬂrﬂagear apen
is communicatin%Wifh at an}%_ZCt)é) '[iCLtJ.|ar ti e.(f\ ffj_fnefWhed mbodiment of th%éjen is described in
greater detaf’ S8 oW Wit Teferenca t0 Figures d o 10" P NEPAGE INTERRE T ON

_ ioo\ﬁréeﬂelow, with rererence to
The netpageSfintersam PHEger &igighit relating to a stroke from the pen 101 when the pen is used to
25 interact with a netpage chn Bhegadetvdatan g rofibee dagsérishie actdnye th esarniashedidis is vapddo

execute a MEVEMSHT.SHERAHASIBKE it (DR GajaRIAWS HRFGATLY PHNR PAHEHALRASR AN,

associg d interactive element to be determined and an indication of the relative positioning of the pen
relativé tb thBBSYa {5

A preferred embodiment of the pen is described in greater detail in Section 6 below, with reference
to Figures 8 to 10.
1.7 NETPAGE INTERACTION
The netpage printer 601 receives data relating to a stroke from the pen 101 when the pen is used to
25 interact with a netpage 1. The coded data 3 of the tags 4 is read by the pen when it is used to execute a
movement, such as a stroke. The data allows the identity of the particular page and associated interactive
element to be determined and an indication of the relative positioning of the pen relative to the page to be
obtained. The indicating data is transmitted to the printer, where it resolves, via the DNS, the page ID 50 of
the stroke into the network address of the netpage page server 10 which maintains the corresponding page
30 instance 830. It then transmits the stroke to the page server. If the page was recently identified in an earlier
stroke, then the printer may already have the address of the relevant page server in its cache. Each netpage
consists of a compact page layout maintained persistently by a netpage page server (see below). The page
layout refers to objects such as images, fonts and pieces of text, typically stored elsewhere on the netpage
network.
35 When the page server receives the stroke from the pen, it retrieves the page description to which
the stroke applies, and determines which element of the page description the stroke intersects. It is then able to

interpret the stroke in the context of the type of the relevant element.
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obtained. The indicating data is transmitted to the printer, where it resolves, via the DNS, the page ID
50 of the stroke into the network address of the netpage page server 10 which maintains the
corresponding page 30 instance 830. It then transmits the stroke to the page server. If the page was
recently identified in an earlier stroke, then the printer may already have the address of the relevant
page server in its cache. Each netpage consists of a compact page layout maintained persistently by
a netpage page server (see below). The page layout refers to objects such as images, fonts and
pieces of text, typically stored elsewhere on the netfage network. 35 When the page server receives
the stroke from the p&an.. |F reIrleve the ﬁﬁge gesqcr g)tlont whi h the %roke aﬂooellles(jsqng dr%t mlnes

K { f
which element of the page degc%ptlrgnet e stroke mtgcrseagts 'Itis %hvéer?na fe'fo mte?prett & stroke in the

context of the&/B§{5EeaT RALURIEYHI BehPHB MSSNIBXERDS- 5wl | e iUt S Qe est WRRAS AFIVARYHRY fdidince
and time betwgetthenpes dovk pdsitidivasnid dncacsoldsgyu e mingerstkposorarehd Gitule s 4lpam some

small max'm%n&ﬂcﬂ@%%l‘éﬂ%ﬁ*bl‘éka@%% é’)ﬁ@c‘&!&@‘ﬁy%@iﬁéﬂ'&f F%%E@%&QH@M@&&{D‘EEM&IM and
accordlr%gly, alongerTchtroke IS |(9[20re The failure of a pen action, such asa |ck 1 reglster

is indicated by the lack of ?éesponse rcgrﬁn 55 e@ﬁnés DR g%%ersg t'oqwgpﬁ Okn%r{?t!r Eiements
ina netpage'w@@rﬂwmtmﬁe'ﬁyﬁb@ﬁﬁK&%ﬁ@?@?ﬁﬁ(aﬁ@wﬂﬂﬁﬁ%'@ﬁﬁu@ﬁ'ﬁ“form fleld can also trigger
the activation.pfian asgpeiated hyperlink. 1.7.1 Hyperlinks A hyperlink is a means of sending a

message to a remote,apRlsAIN, ANAMRGRING SHHLS:G RINGMH L SERRAR It @Eﬁﬁ?@%@&ﬁﬁﬂb 10A

hyperlink element 844 entifies the application 71 which handles activation of the hyperiink, a link ID
54 which |deﬁfﬁ?€§efﬂgjﬁ%%ﬁqﬁﬂ¥sfmhe application, an "alias required" flag which asks the system to
includélthe user's applinmidiniadiene D85 idertifietipp ephilidetinotitiatioeh bandles ehtizaipptidthevhishlinkused
V\ihen (tjhe th@rimM&ﬁ@ﬁQa@lﬁme@Fega ipariiete tappaREsH meau@a’é@héatﬁ% Wikien Rykaerl @%%hement
class diagram s shown in Figure 1 e is activated, the erver sen
Fequestto o D B e e M e ORI S ST o 1
64, and the ép&?ﬂﬁl&%{‘tlﬁﬁe@r‘i’édré%l@é‘éf'fﬁ ?héoﬂ‘iﬁfﬁiélthﬁv&vr\ﬁé'ﬁ%y DNIS NyPRIRK QF@fﬂtré'éSNb@éa@f's
hyperlinks: genenah Rigpertinks 863, form hyperlinks 865, and selection hyperlinks 864, as shown in

Figure 39. A general WQ@&'H}&%{R iE‘%@JﬁE&%%@H guesRna Hfﬂ&ﬁgst dosLmsRlior BanRipBhRgnal a
preference toaseiér\ﬁr rrrz)nhpép(%ﬂtl ubmits t ecor[gespoqq]ng rm.to Othe YE Ilc t|on

selection hyperVV% Su ?Hﬂ e curren lfécf‘grr){) (h e application RP(?I aé'%nulrrésnrfe%% ec POtne C%H] ains a

single-word r)@c\é'ao!hﬁe'?f\‘ffo?@k%lﬁﬁ‘bFéfem@p&bﬁfléwpéwlfﬁaﬁﬁwmM%rhmgl@%d@@dﬁwhﬂéﬁ%ﬁvﬁﬁ@ the
word's meardgiegetsithypéhirks@atext BhowhiphFig@ppeassyeatral tiaas|atiom ingeandifierepntdanguaigredEach

hyperlink ty%éﬁrﬁ%*ﬂ?‘rcﬁ‘%?i'é d%@é‘g‘ﬁ’i‘@pl’é‘fé?éﬂéé‘%%séﬁé“ Q%Hﬁﬂlﬁgrﬁﬁﬁsm%&'%rel&%a%r rgspgnding

hyperllgélnstance 862 records’a transaction ID 55 which can be specific to the page instance on
which 1 hyPeARIHIEEaNE SHpE B S RS Rerfyrebselse! ?aé?mflmﬂgé‘}f"%%‘e&ﬁ@ &%[f&“iae'{f’ﬁ%"“
application, foniekamsiheleweidayrsimef txtt fafepamdingerapatiavesmayaittainethds aguichasihgving

application the word’s meaning within the context in which it appears, or a translation into a different language. Each
hyperlink type is characterized by what information is submitted to the application.
The corresponding hyperlink instance 862 records a transaction ID 55 which can be specific to the
25 page instance on which the hyperlink instance appears. The transaction ID can identify user-specific data to
the application, for example a “shopping cart” of pending purchases maintained by a purchasing application
on behalf of the user.
The system includes the pen’s current selection 826 in a selection hyperlink activation. The system
includes the content of the associated form instance 868 in a form hyperlink activation, although if the
30 hyperlink has its “submit delta” attribute set, only input since the last form submission is included. The system
includes an effective return path in all hyperlink activations.
A hyperlinked group 866 is a group element 838 which has an associated hyperlink, as shown in
Figure 31. When input occurs through any field element in the group, the hyperlink 844 associated with the
group is activated. A hyperlinked group can be used to associate hyperlink behavior with a field such as a
35 checkbox. It can also be used, in conjunction with the “submit delta” attribute of a form hyperlink, to provide
continuous input to an application. It can therefore be used to support a “blackboard” interaction model, i.e.

where input is captured and therefore shared as soon as it occurs.
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on behalf of the user. The system includes the pen's current selection 826 in a selection hyperlink
activation. The system includes the content of the associated form instance 868 in a form hyperlink
activation, although if the 30 hyperlink has its "submit delta" attribute set, only input since the last form
submission is included. The system includes an effective return path in all hyperlink activations. A
hyperlinked group 866 is a group element 838 which has an associated hyperlink, as shown in Figure
31. When input occurs through any field element in the group, the hyperlink 844 associated with the
group is activated. A hyperlinked group can be use®to associate hyperlink behavior with a field such
as a 35 checkbax. It Egpm%lso be used, in conjunction with the "submit delta" attribute of a form
hyperlink, to provide continuous input to an application. It can therefore be used to support a
"blackboard" interacti®fPHGENes. & COUASEIR GhisIHES IR HRlEHUSId AR AdkrRar e U 4n8d Haudft decurs.
NPX029-SGprifed nét@ageonrisrA dibows e @sines saboilleetiomofergdatede s pudrfigid B atise dofoveapragea
related set of idtsntheqygh a printed netpage. A form allows a user to submit one or more
paramegars to an applic%ation6§o.ftware Er(?%:am ] nniﬂgé)n a serﬁzer.(% A forlm 86|7 is a%oug el?ment
838 in the documentﬁieor%lmrcéiwy.'ft%ﬂ'iomu fe y TS B PE NSRE il W BTN O BEE A
instance 8685apddieltslanpiingé? MEranbalotethSritPratentngispednaaet ofa flrsit lhatasirted 8F0avhich
correspond teetiénftelcke lEmmennich 8dheafidie thot fislaciefietd igsamnar: fasnafadstaci aigghisalee 871,
whose type QSE?&QQ@\%J@?EX%,S%{,D?0%85585'55’9%'P G hE ISR Fra L Held e FeRadR RPUt

through a particular printed form instance, I.e. through one or more printed netpages. The form 10
class diagrafi RSB TIERIPA S AERERR AT HS BT d AL UL ARG S SYERHIH Titheste b Ether the

form islékctivelafeoiagransiglmitead FigwsécBdr expired. A form is active when first printed. A form becomes

frozen once it is signegd:darmsRreamess Gtk e arevediits sulbnissignRypedinkshagdeen

activated, uny %FE‘%P%PS?H}% E%%fUE'\{&ﬁé‘n w#t %IE%"A;}% l’é%%rrsleestfr%efr%%@el?telg%m%& Xqigylen, the user

invokes a void. orm, reset form or duplicate form ga?%aﬁ comman orm expires when the time the
form has be&HPREHRIOWEKCBREISTEITEPRIFHPS Bttt AaifRATARSIINAR e s e FPSY I BRI fHR TR PR Ts

allowed. Inpatiihueugh A formbedaiods i®idotractive usinsiaes captuteo,iretticfobackduplicad frehd (B33 of the
relevantspage Msian oeoMREAEBRHQT IR ISAGHY R @ ﬁﬁ@&%ﬂ 2f NP RYDITISSIGN SsRiANETeRARYVAIRMPT tO

submit a form &r\:¥hen_ the_forrttgrﬁ inot aCt'lYo%v g | {rozerﬁ IS regef%tred, <':1Qndi Smstead elicits an form s_ta%s

report. 20 Ezi?: R0P fSSYENCE <RESR ATt (a'ff) 5 r\(l)\HgH any'?o\'\r”r]r'] |nsPé)ﬁ%(ggled'eszr'R/S(taeadfr%%urﬁfj this

providing a YRASIEHNAiBESHP3T RiShalre\RsnlpasatitFiantatdéiendrsirinb s fhrerPirrezeiafen P RO Eriod to
be excluded dnonad anagatehptAd| sinjit dSoeapinsietosohigitak iekvdugfiadetnils Bje3e0ngisisdal alistd Hf
timestampeqom%ﬁj%%gs 874, each of which consists of a set of styled strokes 875. Each stroke

consisés of a set of tlmeﬁtamp_ed pen 25 posi'ﬂons 876_,heacrf1 of which a!jsq indc}ude_s B}en oriedntation and
nib foré€. The digital ﬁ‘i‘ﬁ Jﬂgh'ﬁfﬁ'&?dﬁﬁ%oc'ate (at 59) with any form instances derived from it, thus providing a
version history. This allows all but the latest version of a form in a particular time period to be excluded from

a search.
All input is captured as digital ink. Digital ink 873 consists of a set of timestamped stroke groups
874, each of which consists of a set of styled strokes 875. Each stroke consists of a set of timestamped pen

25 positions 876, each of which also includes pen orientation and nib force. The digital ink class diagram is
shown in Figure 33.

A field element 845 can be a checkbox field 877, a text field 878, a drawing field 879, or a
signature field 880. The field element class diagram is shown in Figure 34. Any digital ink captured in a
field’s zone 58 is assigned to the field.

30 A checkbox field has an associated boolean value 881, as shown in Figure 35. Any mark (a tick, a
cross, a stroke, a fill zigzag, etc.) captured in a checkbox field’s zone causes a true value to be assigned to the
field’s value.

A text field has an associated text value 882, as shown in Figure 36. Any digital ink captured in a
text field’s zone is automatically converted to text via online handwriting recognition, and the text is assigned

35  to the field’s value. Online handwriting recognition is well-understood (see, for example, Tappert, C., C.Y.
Suen and T. Wakahara, “The State of the Art in On-Line Handwriting Recognition”, IEEE Transactions on

Pattern Analysis and Machine Intelligence, Vol.12, No.8, August 1990, the contents of which are herein
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shown in Figure 33. A field element 845 can be a checkbox field 877, a text field 878, a drawing field
879, or a signature field 880. The field element class diagram is shown in Figure 34. Any digital ink
captured in a field's zone 58 is assigned to the field. 30 A checkbox field has an associated boolean
value 881, as shown in Figure 35. Any mark (a tick, a cross, a stroke, a fill zigzag, etc.) captured in a
checkbox field's zone causes a true value to be assigned to the field's value. A text field has an
associated text value 882, as shown in Figure 36. Any digital ink captured in a text field's zone is
automatically converted to text via online handwritidg-recognition, and the text is assigned 35 to the
field's value.iOanigretglwdwrsist_ip rece gnition is well-understood (see, for example, Tappert, C., C.Y.
Suen and T.'Waka ara,y' e State %’f the Art in On-Line Handwriting Recognition”, IEEE Transactions

on Pattern Analysis ArtPAHEHIRE TAtENigEpriaedAR EbsIgnaise YalH§ PSE 1SR R EtHte Rts PN are
herein NPX0R20esGreddi aisigatperfaied yaisosmraficatneeified sitneshece thi¢lelifenstant desocmtddheigital

signature valiig 833 AsieNUNILR SIBHESRA: A% SIS Wk CRPTHIEES Jids Sanaky sl gl #apeds

automatically. verified with respect to the identity of the gwner of the pen, and a djgital signature of the
conton Bt (S A e B M PR AT A 5 RS PR ek R P it
signature is geerdtedisihgwhe perfaive @ iHeyaasadirnstiiealey speeliiddertaed d5splicatiorrWitch
owns the formarfondbrersigiaaturersesifcatmatissiyedtndearstand iseeyrfer Bxamplen Plawandonhlk. and

G. Lorette, "A{tomatic, JQ0GHIS, RiH5aNED, o WMHIGLIIGRUCAHRR ard ReerIARERIHIEd BYf rdsattern

Recognition, Vol.22, No.2, 1989, the contents of which are herein incorporated by cross- reference).
10 A field eldHFERFRE hidden if its "hidden" attribute is set. A hidden field element does not have an
input z&Pe on a pagefafitldciieemat biddepf isphiddercairivaipdsant s didratéiel dielieheraldrsswbidhvisan
included in thgufosnr slidahan tes iintepniatingchhediels issstibited vakeiling cammandsasuch

as strike-thrqg%hé ind%gﬂ'ng Ietipn1 ca zi;l%).be reco nized in form fields. 15 Because the
handwriting recogartﬁ‘t\l/\cl)n abgeo?ﬂrﬁﬁgnvsgrﬁ% Heor{ﬁné$'s |.g!|v3|9t'h access to the dynamics of the pen

movement), rather thrfHBEi R TPRISWA 56 SEEE BHIYARS e FO 98 aHang £5eq8uiad redsthize
run-on discrdigdy-written characters with relatively high accuracy, without a writer-dependent training

phase1 4\ writer-dependgRt odehefNanevgiting inauiamaiclsengalas ek ime, fameyes and
can be genefated, up fron! It neceseany, 20 Diotal k. 8 alieacy, stater, consies, of  seguence of

strokes. Any SR W &S iR particutar Slements zone s appen elemen an('jzl(fgital ink

stream, ready/TOP HEeHSRTALIB. ARFHCSIFOKE REHEHDBIER At B AN GBER SV HiRitEPeRIes FEREIRG $ipfpended
to the backgrowndriteldisiaigialeink wii@amnndigiiahinicagpinsetinothaibackgratnehiieid s gaiespketed as

a selection gﬁ,smﬁ@ifgggggmgcription
20 Digital ink, as already stated, consists of a sequence of strokes. Any stroke which starts in a
particular element’s zone is appended to that element’s digital ink stream, ready for interpretation. Any stroke
not appended to an object’s digital ink stream is appended to the background field’s digital ink stream.
Digital ink captured in the background field is interpreted as a selection gesture. Circumscription
of one or more objects is generally interpreted as a selection of the circumscribed objects, although the actual
25  interpretation is application-specific.

Table 2 summarises these various pen interactions with a netpage.
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of one or more objects is generally interpreted as a selection of the circumscribed objects, although
the actual 25 interpretation is application-specific. Table 2 summarises these various pen interactions
with a netpage. NPX029-SG -22 Table 2 - Summary of pen interactions with a netpage
ObjectTypePen inputAction HyperlinkGeneralClickSubmit action to application FormClickSubmit form
to application SelectionClickSubmit selection to application Form fieldCheckboxAny markAssign true
to field TextHandwritingConvert digital ink to text; assign text to field DrawingDigital inkAssign digital
ink to field Verify digital ink signature; generate SigtatureSignaturedigital signature of form; assign
digital signature to field NoneCircumscriptionAssign digital ink to current selection The system
maintains a current selection for each pen. The selection consists simply of the most 5 recent stroke
captured in th&PBagkGHUME TP erHaleEIe N 1 kiR AF%PSfer an inactivity timeout to ensure
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predictable behavior.

The raw digital ink captured in every field is retained on the netpage page server and is optionally

transmitted with the form data when the form is submitted to the application. This allows the application to

interrogate the raw digital ink should it suspect the original conversion, such as the conversion of handwritten

text. This can, for example, involve human intervention at the application level for forms which fail certain

application-specific consistency checks. As an extension to this, the entire background area of a form can be

designated as a drawing field. The application can then decide, on the basis of the presence of digital ink

outside the explicit fields of the form, to route the form to a human operator, on the assumption that the user

may have indicated amendments to the filled-in fields outside of those fields.

Figure 38 shows a flowchart of the process of handling pen input relative to a netpage. The process

consists of receiving (at 884) a stroke from the pen; identifying (at 885) the page instance 830 to which the

page ID 50 in the stroke refers; retrieving (at 886) the page description 5; identifying (at 887) a formatted

element 839 whose zone 58 the stroke intersects; determining (at 888) whether the formatted element

corresponds to a field element, and if so appending (at 892) the received stroke to the digital ink of the field

value 871, interpreting (at 893) the accumulated digital ink of the field, and determining (at 894) whether the

field is part of a hyperlinked group 866 and if so activating (at 895) the associated hyperlink; alternatively

determining (at 889) whether the formatted element corresponds to a hyperlink element and if so activating (at

895) the corresponding hyperlink; alternatively, in the absence of an input field or hyperlink, appending (at

890) the received stroke to the digital ink of the background field 833; and copying (at 891) the received

stroke to the current selection 826 of the current pen, as maintained by the registration server.
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890) the received stroke to the digital ink of the background field 833; and copying (at 891) the
received 25 stroke to the current selection 826 of the current pen, as maintained by the registration
server. NPX029-SG -23 Figure 38a shows a detailed flowchart of step 893 in the process shown in
Figure 38, where the accumulated digital ink of a field is interpreted according to the type of the field.
The process consists of determining (at 896) whether the field is a checkbox and (at 897) whether the
digital ink represents a checkmark, and if so assigning (at 898) a true value to the field value;
alternatively determining (at 899) 5 whether the fieRBis a text field and if so converting (at 900) the

digital ink to computer. 5reXt3¥‘é'ter tvtvtse h(f R,of ¢ ({ he gp&gl S?,rengtlnstra}t)lc%gstg,(ervé(]arE §|%ﬁr9 ?éltt 901)
the converted compute text to the value; ernatlv determinin 02) whether t disa

signature flePdcélﬁH“”ltech’%"t‘tfiﬂh@f(%\tf 9'635 thier FH?éqt'ﬁCQPfﬂ'%tﬂt@%ibq‘iéth Ge'fthd ?feﬁ’f%c%ﬁ\ﬁ?@?"sﬁn?ﬁ the
help of the agpropniaje(@esisiratichesdr diglcrieaticigdhbO@d) &t digyitabisitymatur eligitdhialc aptenatss af the
COWG?DO“E'QQeEQﬁiEtkaEQ rtf’k‘é" %%J\%}Ra@%b@?i %?és&tﬁﬂlé% f#eHas Qﬁlgelgtbirﬁgbl(t)%ewt%d%aﬂuﬂtt\%nﬁ{ '§gg;ivatte
signature key relatin e corre ing applicatio as in e ature to
the fleldg\/alu}'(e'h 1. %]gF’i'EIé ! etre\)fter om(?nfagﬁ E'P o ts@rrbet?ecdz rr]rlta'% i€°q co%r%an |C¢?$S°¥J
handled locéfly W@P@%&a@é'g@?\?@rsettfefpé'tét@@g@iﬁ‘ééﬁth%ﬁ for PO eitse éﬁt@@i@fc@ﬁﬁ@wfhﬁé’ﬁéﬁwéﬁ??ﬁ A
page server gemaanddeermbay be @yaidetarnthe aannens Bt diddupiicate fermicp o) chO0igita reset

form commapgd R0, s?gr%‘ﬁhé%éﬁ@ﬁ%&ﬁép %?rﬂﬂe%ﬂa o?tﬁ’é’&ﬁb?@p‘ﬁa@%‘?s&ﬂm grjegtm@ (zﬁ%@ﬁ)%age

command 913, a getp age status command a U licate document command a reset

document cOIiRIAIRBB1BO" tPeaC&@t’H%?;hW‘?ecr‘?fr&t%‘tﬂf’é”@JPﬁ’ﬁné‘H& @'Wh&é‘eé%BWWﬁ%%Pé‘ YA PBid form
commafd voigsgtihe roreesptdivaiefosnatinstan caatingde gleceateeforminorprticationvaridi sssitbitkdat 905)
corresponding: tegal m@tam@eoa;m.glmmoduces an active printed copy of the current form instance
with field va ueg pre ?erve Thecconpl)% co(ptalns the same hyperlink transaction IDs as the original, and
so is indistinguishable from the orig inal to an application. A reset form command voids the
corresponding form A$BIRCE ﬁﬁ&%ﬁ@?ﬁ“btbﬂ&&@%‘%ﬁ WeiGds hapisdl ey BY the RonseMetahersiiith field
values discaditenly Angenfgraye sthdusicenmnimancproduces a printed report on the status of the

corresggnding form inSiancenRCHRnAEO A DPLIg RS %Mb%‘ dbAVATRIHAE SorFPEIMRARD Youvas

printed, and tr;g f%m st%t#%dogt e foer Olrrrlnstseql%e Oﬁqmgne gform aal (aetrellnkéncsot%nce contalr;esee A
transaction 165 the app())hca Rn had t%tbe involve pro Ltifg e PaTRCPRLiARCE A bldTd

requesting ACABNERSr A 3natariceds tﬁétsef@’ffén?pél%‘ﬂyalﬁttﬁl%ﬁt’émg @RYpEHMR. A EepleatEdhge
command praghiees LR unied: copyhet theucairesponding pageiinstarad.with the 30 background field

value preserved. If thg pRge,GORIRINS & JOHTR d5ea-ahe ARFMndaeR RedHRICHR-RARm.AEMBmand is

mterprg@ ed as a duplicate form command. A reset page command produces a prlnted copy of the

corresfonditlef SAGEPHSIAH LRI B RGrBRA TRy "t?HYﬁé”H]?EafP@é&f fPeise s el edntafis Worm or
is part of a fbelh vehien preseredeiTpageny santaiah théssinte tyretbick deraactiset Bsras temrisinabl.andgetipage

status commanelingiREHBEESR o RFENEAGHTE RO Hh R piRatBANS S tReCEIFRRRONBIRATRAGA HPSHRMGForm
including Wh%s%%?éignrﬁgehtpyc\)’g]u%gs Iatm active printed copy of the form instance with field values discarded. A get form
status command produces a printed report on the status of the corresponding form instance, including who
25 published it, when it was printed, for whom it was printed, and the form status of the form instance.
Since a form hyperlink instance contains a transaction 1D, the application has to be involved in
producing a new form instance. A button requesting a new form instance is therefore typically implemented as
a hyperlink.
A duplicate page command produces a printed copy of the corresponding page instance with the
30 background field value preserved. If the page contains a form or is part of a form, then the duplicate page
command is interpreted as a duplicate form command. A reset page command produces a printed copy of the
corresponding page instance with the background field value discarded. If the page contains a form or is part
of a form, then the reset page command is interpreted as a reset form command. A get page status command
produces a printed report on the status of the corresponding page instance, including who published it, when it
35  was printed, for whom it was printed, and the status of any forms it contains or is part of.
The netpage logo which appears on every netpage is usually associated with a duplicate page

element.
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35 was printed, for whom it was printed, and the status of any forms it contains or is part of. The
netpage logo which appears on every netpage is usually associated with a duplicate page element.
NPX029-SG -24 When a page instance is duplicated with field values preserved, field values are
printed in their native form, i.e. a checkmark appears as a standard checkmark graphic, and text
appears as typeset text. Only drawings and signatures appear in their original form, with a signature
accompanied by a standard graphic indicating successful signature verification. 5 A duplicate
document command produces a printed copy of thé4corresponding document instance with
background field le{% rese%v%g rIgéetqsead geument ca c r%(efsgrr\;pas f|e§v heeS gup%?t@ d(ﬂ%lrmem
command duplicates the S tOrmS in the same. way a du |cate command does. A feset document
command pPEHGIRE el prinfteed<EBpy B 8 L3 ﬁ?ﬁ*&ﬁ%ﬂﬁﬁ@ﬁﬂ%@ﬁé@’%‘ifﬁ%&@é@‘r@ﬁn@r\%ld
values discaddedhgd atidesigeouenepeeoint#tieis @iyjndbfons, Wik tignawscicdooanientycosemandgraséts the
forms in the ﬁ,@mr}ﬁ@éésgﬁ@%%@wﬂ,mmmand does. A get document status command produces a
printed rgaport on the itﬁtuﬁ c%ft e corres ing d docume ttorns.tanf;g1 including. who ublltsh(%d it, when
it was phinted, for whom it Was prmted, mo?‘% BTETHRER SF'ARG IS ECSHERMSES 'Hgtﬂe L SEGEr
command's "0 Setkeread Hﬁﬂﬁb’aﬁéﬁsp@éﬁdvﬂdeﬁ thredeeaih AR PRYCHTEY then ﬁ%&g@ﬁ'&éﬁtﬁ%%?‘the
pen's current@ataetianpliaike tHih@meim the spag eganiainiag fdie comandidesT higgllowsr@niemadd of

page server ﬁ%ﬁﬂ&’@é‘?ﬂﬁn@d%p@%‘f“&ﬁ@cd ré%r’}&%ﬁg%’o%%t%%ﬁ&%%%ﬁb%ﬁﬁ%lé%\{%g GRmmANY

element for the designated page server command, then the command is ignored. An application can

provide apprE%tﬂ?)‘i‘f”éeﬁEf:?ﬂ@ H%\?‘Téi I ﬂ@‘f}%&?ﬁrbeeraﬁﬁgﬁcfﬁ%e%%%]ﬁ?dpﬁﬁés g@r(?émsé'bmﬁ%{ﬂedwé}’e?ﬁ?ﬁtt ina
hyperlibfRed frougomhapages. shryeir dactivanbstaive trpperiihlradeetiaterdhigdtietes dnyperkiakedgteoup

rather than @éﬂ@%ﬂ@r@@oﬂﬁ@ﬂﬁ@f&(@é caaaIRNAhZALINPEOR SREVE! GRPMRAGRIRRORNE indidden If its
"hidden" attrlbgliﬁe %a?y ]A hl%gr%n commgnd element does not have an input zone on a page and so

a"l St contal
cannot be actlvate irectly by a user. It can, however, be activated via a page server command

embedded in a dlfferéfrff“b%?@%“if"ﬁﬁﬁ?’ﬁa@@ §e‘?§‘/éer‘9€E?H1rﬁg%tﬁﬁéeﬂémﬂﬁh%@@@%ﬂ@%ﬂlﬂﬁ&f&@@@% 8
STANDARDifeRATIURES @Fs NETR ABES28 e the prefe peeel doranieabh oetpageTissplinted witi the

netpagpslogQ@at %eP}BFtQJMrﬁQnH%%%tBrm% ¥k i BgaRRe8.RN LDRERIQRJIASIBLIEFRRINE JMARRFHes. The

logo also act}';1 C{s% nat(%)(/g) button. In mosac,i e%]e%ﬁ ressnagsthe Io&go produces a copy of the page. In the

age se er comman omman
case of a for, APproduces o copy of the entire form: And in the case of a secure document,

such as a ticket or cobfp 8 igatop Gt Previdatarairdiepinselitsriandies br aERFEFNSift FuRyaNtI0oF Hengefault
single-page capyafdngtiaenisihangiedickeeajtyuby the jgjevanénetpage pagepseinkesssdpeaialitopy

functions are, tb@ﬁg[@g &XuH%M&ﬁWeQ&R&QH@&&&Qs@Qe@MW%&O” 1.9 USER HELP SYSTEM In a

preferrsg embodlment the netpage printer has a single button labelled "Help". When pressed
A’ page server command element is hidden if its “hidden™ attribute is set. A hidden command

element does not have an input zone on a page and so cannot be activated directly by a user. It can, however,
be activated via a page server command embedded in a different page, if that page server command has its “on
selected” attribute set.
1.8 STANDARD FEATURES OF NETPAGES

25 In the preferred form, each netpage is printed with the netpage logo at the bottom to indicate that it
is a netpage and therefore has interactive properties. The logo also acts as a copy button. In most cases
pressing the logo produces a copy of the page. In the case of a form, the button produces a copy of the entire
form. And in the case of a secure document, such as a ticket or coupon, the button elicits an explanatory note
or advertising page.

30 The default single-page copy function is handled directly by the relevant netpage page server.
Special copy functions are handled by linking the logo button to an application.
1.9 USER HELP SYSTEM

In a preferred embodiment, the netpage printer has a single button labelled “Help”. When pressed

it elicits a single page of information, including:

35 . status of printer connection
. status of printer consumables
. top-level help menu
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it elicits a single page of information, including: 35 status of printer connection status of printer
consumables top-level help menu NPX029-SG -25 document function menu top-level netpage
network directory The help menu provides a hierarchical manual on how to use the netpage system.
The document function menu includes the following functions: 5 print a copy of a document print a
clean copy of a form print the status of a document A document function is initiated by simply pressing
the button and then touching any page of the 10document. The status of a document indicates who
published it and when, to whom it was delivered, aR@-to whom and when it was subsequently
submitted as a form. d‘gpuerzn ne ac%nnn(]-:-etryl\{ork directory allows the user to navigate the hierarchy of
publications and services on the network. As an alternative, the user can call the netpage network
"900" number "yelloviPPAYEIICRARS SPWelk #e51%man operator. The operator can locate the desired
document and route ithohhense peyitintehicRepeddiagdnthewdocsethe ntthapesyteenpublisher or the user

pays the small "yellowRagemesaIKIEE REnlind NRsHR R RGARyR.QRYIRUSlY unavailable if the printer is
unable tg print. In this case the "error" light is lit and the user can request remote diagnosis over the

network: ZPERSON,RET?’Ecﬁ%fjéﬂ?&’ N MODEL In the following description, news is used as a
canonical publicatiorPéXartipie apyiRistieite personalization mechanisms in the netpage system.
Although news is oftgpanugeddfudbe: ligriigehsense of 20newspaper and newsmagazine news, the

intended scope in theApJ&a%@ﬁgegi&%ttiL%miﬂsa-bwsmaﬂ&@%waﬁm 2RI EERUIR E 3PN

advertising content of a news publication are personalized using different mechanisms. The editorial

content is petRUNENz8° 2S5 Bl AdIR6- Trrat radiars s VRaPHRURRF S ARG VAR ATty Wat e th oSt
profile 10he adwertisingeodntentuisqershralimétddasedpding to the reader's locality and demographic. 25

2.1 EDITORIAL PERH{NAdaG bl AigeasCHIRRN: RO Ceavs aRvige Kindsfaigves saiiceasisthrse that
deliver news puplications, a0g  Mosg,ihal deliver news Siarms. Whlls, 'Pu?“’%{]éop“l?rﬂr?&“"erf%ﬁre -
aggregated an edited by the 'pui)ﬂns er, Nnews streams are agggr gatea either by a hews pupﬁﬁessher or
by a speciali¥EFiane AYHIREPREGHON E LR MFaedipiteslIgicorHEspotg 1y e ddRiBhiseneRiskapers
and newsmapmEzidieg,owthdeqevestsire ane dlishbentanycapgs3e: vadletedoirpayésneamscédfed from a news

Service,s cartoon strigy AGEEIANCEHWEIGY SHatiHBID idnl B RESIOMIEHR RARTH (S (& 1RALRES RN

e-mail. The netpa%e Eublication server sgrogorts the ﬁublicatlion of edited news publications as well as
the is lit and the user can request remote diagnosis over the network.

2 PERSONALIZED PUBLICATION MODEL

In the following description, news is used as a canonical publication example to illustrate

personalization mechanisms in the netpage system. Although news is often used in the limited sense of
20 newspaper and newsmagazine news, the intended scope in the present context is wider.

In the netpage system, the editorial content and the advertising content of a news publication are
personalized using different mechanisms. The editorial content is personalized according to the reader’s
explicitly stated and implicitly captured interest profile. The advertising content is personalized according to
the reader’s locality and demographic.

25 21 EDITORIAL PERSONALIZATION

A subscriber can draw on two kinds of news sources: those that deliver news publications, and
those that deliver news streams. While news publications are aggregated and edited by the publisher, news
streams are aggregated either by a news publisher or by a specialized news aggregator. News publications
typically correspond to traditional newspapers and newsmagazines, while news streams can be many and

30  varied: a “raw” news feed from a news service, a cartoon strip, a freelance writer’s column, a friend’s bulletin
board, or the reader’s own e-mail.

The netpage publication server supports the publication of edited news publications as well as the
aggregation of multiple news streams. By handling the aggregation and hence the formatting of news streams
selected directly by the reader, the server is able to place advertising on pages over which it otherwise has no

35  editorial control.
The subscriber builds a daily newspaper by selecting one or more contributing news publications,

and creating a personalized version of each. The resulting daily editions are printed and bound together into a
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aggregation of multiple news streams. By handling the aggregation and hence the formatting of news
streams selected directly by the reader, the server is able to place advertising on pages over which it
otherwise has no 35 editorial control. The subscriber builds a daily newspaper by selecting one or
more contributing news publications, and creating a personalized version of each. The resulting daily
editions are printed and bound together into a NPX029-SG -26 single newspaper. The various
members of a household typically express their different interests and tastes by selecting different
daily publications and then customizing them. For-@aeh publication, the reader optionally selects
specific sectlon Some ) ons appea daily, while pt ers pppear [ ail ons
available from glfﬁ “New York mes%emlﬁés (%? gokglarﬁo@ ypgal {))(p & gﬁé%rem gere' . atlétﬁzsalqy
"Internat|oneﬂ‘"e“@ﬁlﬁf&ﬁ‘*““@h%ﬂ%%@"“ﬁx?@/ﬂﬁﬂﬁb“o““l%ﬂ%ﬂ'lbgy" and "Sports". The set of available
sections is specific toFar pedblipdtionioastis térded efsinhabyirdets Jleeifie sadorcasoextentibik epdelydaily,
newspaper me%Qﬁwaﬁb&meﬁ@cﬂﬂp%au%ﬂ&@t@ﬁ@a@&ﬁ’éﬂi@%ﬁﬂ BN W@ﬁﬂﬁé&‘%Wﬁ@tF&a&aﬁ»nﬁusmm
sectlon%mlght b(? eated f & mﬁ rp?n S' anﬁrl emept§ "Persq at or for, [polqnt?nn,g news
feeds for specifi CetOpI (an e or 2 E’ﬁ)plng erya&c&y or ALK Sectio e the re%sdelylg?)ﬂon% ly s;%cmes its
size, either qidlitRaUElyT (€ Bt iurt2picurias BePRSHE) SRR ARYE (NededdBsisH: on its number of
pages), and the desired praposiinseicady esipirgseithary craaliatively tectordighthraemalyilown agne), or
numerically (i £,,8S & RRIcCHIaaR)- Jd%t%rﬁe%ﬁ&r@'%g‘ﬂpt&”&uxeﬂxﬁﬁeﬁ&% 3, R SRARECE QL AIAIR

number of shorter articles or a small number of Iongier articles. Each article is ideally written (or

edited) in botiT ¥RYR A 1P PEPHTS 16V S RTo Pt ARE (St%)llésfér‘%'ﬁﬁ% Ar-4PBOE Phay also be written (or
edited)Li® different versicash tochivatdhe tbrasesepérill sopfitsticatiorsitbdrtielitehdbr (eforsexampdiertogprovide

children's anﬂr@ﬂ@kshmarsanyla emea ﬂﬁhﬂr@ﬁﬂa’(@ﬁ%@ffﬁ@agié‘s)s@l@@i@des&@@@ﬂ’&ﬂ@ﬂo@om\@@d@['&tﬁ@e- The
reader can s&)uap £¥ Iyg Rg hich t reced g% ver thel ological age. 20 The articles
ch are se J the

Iow umerlca cen
which make up eac ected rlorltlze |tors \nd each is assigned a useful

lifetime. By default thEVé?@ﬂéfR?é?@@%'éﬂ%?éﬁ?éﬁP%@EﬁB‘Er%""irr‘iedf‘l‘aﬁfy YreferesHHREI AR Eidlce
constraints inuheesefienkbetisleeditidrstidia séthbnsrtbrefe etispprapsaie aith ere fdes maypoptionally
enablejepllabpiativg filtering. This is then applied to articles which have a sufficiently long lifetime.

Each article which qu&\llfl?s for co| l%oratlve 25{|It rln%d%d%rmted with raécggnbuttons at tg\e end of the

article. The buttons can pr%l\%r(r]’ey an ea%swr'tt 0ice 'teg) " Moha Pdrsfike ﬁcgtel orfat' t'OR/ that

readers will Bbthereadrafertheanticle F’M’t'ﬁﬂéﬁ (WieR nigh prlubTitiesiantd ShforeRIRBAR eERN tifekiqere
effectively cancidieree essentials rgading laydtheaediiansy anteatid ejbrenaidieakeo stetetemanivsubsiribers.
The reader q)%|9 allyspecifies a serendipity factor, either qualitatively (e.g. do or don't surprise 30
me), 0 umerlcally r}&% serendipity factor lowers the threshold used for matchlnﬁ)durln

collabdrative filtering' & HIGTFTALVSY FARSE fERAGFEURRENS BRS¢ S WOrPREPEH MM S EUER5H WAIBE filed to

the reader's assigned a useful lifetime. By default they are delivered to all relevant subscribers, in priority order, subject to
space constraints in the subscribers’ editions.
In sections where it is appropriate, the reader may optionally enable collaborative filtering. This is
then applied to articles which have a sufficiently long lifetime. Each article which qualifies for collaborative
25  filtering is printed with rating buttons at the end of the article. The buttons can provide an easy choice (e.qg.
“liked” and “disliked”), making it more likely that readers will bother to rate the article.
Articles with high priorities and short lifetimes are therefore effectively considered essential
reading by the editors and are delivered to most relevant subscribers.
The reader optionally specifies a serendipity factor, either qualitatively (e.g. do or don’t surprise
30 me), or numerically. A high serendipity factor lowers the threshold used for matching during collaborative
filtering. A high factor makes it more likely that the corresponding section will be filled to the reader’s
specified capacity. A different serendipity factor can be specified for different days of the week.
The reader also optionally specifies topics of particular interest within a section, and this modifies
the priorities assigned by the editors.
35 The speed of the reader’s Internet connection affects the quality at which images can be delivered.
The reader optionally specifies a preference for fewer images or smaller images or both. If the number or size

of images is not reduced, then images may be delivered at lower quality (i.e. at lower resolution or with
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specified capacity. A different serendipity factor can be specified for different days of the week. The
reader also optionally specifies topics of particular interest within a section, and this modifies the
priorities assigned by the editors. 35 The speed of the reader's Internet connection affects the quality
at which images can be delivered. The reader optionally specifies a preference for fewer images or
smaller images or both. If the number or size of images is not reduced, then images may be delivered
at lower quality (i.e. at lower resolution or with NPX029-SG -27 greater compression). At a global level,
the reader specifies how quantities, dates, times add-monetary values are localized. This involves
specifying whether unirtgssallorﬁ'imperial or metric, a local timezone and time format, and a local currency,

reater co . . . . .
and whether'the localization consist of in situ translation or annotation. These preferences are 5

derived from the read¥rd ¥RPalitf\Bl HEfEaHe" THERNES AW HAMY SaiffiRENt EBEatEelBS PO SR IkFedfyht,
the reader optiglivallyTspeacifiess apgttiial wrefieremcearfomaeliaige mprése hitatiomeBat hntetikhafodranages are

scaled aCQOréj_i&Ql)éuﬁé?Q pERe mmnﬁgi%ﬁzaa&cmm% %‘n@ﬁﬁﬂ BaBRotR. lﬁﬁ&l@&@réﬁbwl’a‘ﬂ;@h a
news pLg)Ilcadtlon IS gub ishe ,,apd |ts o(rjr?slﬁondlng text encoding, is a 10 property of the publication
rom the reader’s %c)z} H){e ]

and nota pre?é'}/g%ce expressed et However, the netpage system can be configured to

provide automatic trah®I&eiens sapiecssfiauliies casey iy eeoneyesghly PR TFRSNGICT ARSI O Mlopa\ D
TARGETINGrétaenpe rsonadigatipasaititie, esbito ek cantenidirecthslaifecis dingyadve tisingeamients

because adg&gﬁ%galgdt&pggg{Iya&!_aced to exploit the editorial context. Travel ads, for example, are
more likely to 15 appear in a travel section than elsewhere. The value of the editorial content to an

advertiser (and therefdffe' 35" A48 BB MR GRE R Ry B Stk At Y8 9L SRANBE L8 rersalidt<'Sfith the
right défhograpitsits oEffeptivisatiovertising imefiroerceaniesrs brdis welddedieyearis detmaeihicsn becality

determines gyiginitydorHadticutan.se MeRsoretallersiRlerioagiparticular interests and concerns
associated V\Qtp the lgcal C(?mmf:mitXu nd enviro[nment. Demographics determine general interests and

preoccupations as we Ias i[%lehf/ 20 spé\F}I Pn%NBaﬁ%?ﬁgwi news publisher's most profitable product is

advertising "space", d 1HUSISATRNEH IO 0AI Bh Bt tEP A Fet By Yha Bib it it Yo s CEGYErage,
the size of itadweddigshifypits! he pldexs ki pxgiin dgraptoits , caredt tTeapd gas afe e available faradkaytising. In
the netpage syEie « e NSiRRAGRVBISAIAN BRIVAICAMP YIRS HISARR IMAR MM hdimensienal 25
size of a p‘.‘bthgaﬁ'ﬁ@h%rﬁ lleanie adyertisin t?g?aecﬁr%‘eraé%‘?réﬁeerc%‘.’tﬂtﬁé‘rs.'ﬁt jaKing intg account the
publlcatlon S g@ograp IC coverage’ftt(he sec |(9n S reaaers?np, Sthe Slze 8 eacﬂ reDacfers section edition,
each reader's advertiitRy\SroHEriRdM, Kritkesdcd rbadass ddpsaliyATRiecTRARMFSa ki SeH W RO THRES
media, the ngipage sy stemuniesmacscrasvertisinghspateuls bedafinetcincgneaiecidetailitamnd aiaws
smaller pieces,of J5it0 26 SRIF SRR BN bMS RINR RIRARIt ARG SR ALEAREEAC a3 eliS ey alue.
20  spending patterns.
A news publisher’s most profitable product is advertising “space”, a multi-dimensional entity
determined by the publication’s geographic coverage, the size of its readership, its readership demographics,
and the page area available for advertising.
In the netpage system, the netpage publication server computes the approximate multi-dimensional
25  size of a publication’s saleable advertising space on a per-section basis, taking into account the publication’s
geographic coverage, the section’s readership, the size of each reader’s section edition, each reader’s
advertising proportion, and each reader’s demographic.
In comparison with other media, the netpage system allows the advertising space to be defined in
greater detail, and allows smaller pieces of it to be sold separately. It therefore allows it to be sold at closer to
30 itstrue value.
For example, the same advertising “slot” can be sold in varying proportions to several advertisers,
with individual readers’ pages randomly receiving the advertisement of one advertiser or another, overall
preserving the proportion of space sold to each advertiser.
The netpage system allows advertising to be linked directly to detailed product information and
35 online purchasing. It therefore raises the intrinsic value of the advertising space.
Because personalization and localization are handled automatically by netpage publication servers,

an advertising aggregator can provide arbitrarily broad coverage of both geography and demographics. The
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For example, the same advertising "slot" can be sold in varying proportions to several advertisers,
with individual readers' pages randomly receiving the advertisement of one advertiser or another,
overall preserving the proportion of space sold to each advertiser. The netpage system allows
advertising to be linked directly to detailed product information and 35 online purchasing. It therefore
raises the intrinsic value of the advertising space. Because personalization and localization are
handled automatically by netpage publication servers, an advertising aggregator can provide
arbitrarily broad coverage of both geography and d&mographics. The NPX029-SG -28 subsequent
dlsaggregatlon is eff ent because IClee\L{)tomatul: i amomrq kprhs mare cost-effect ive fq UB)IH%hers to

ubsequen Saggregation S caus! €S e C ect SNers
deal with adverti |ung a'ggg Ators than to we%ﬁy capture advertlsm ItIénv choug the a ve'rtlsmg

aggregator i€taRhg B pio5E1IoHh BeLaveridiaY e PR, ‘ﬁﬁﬁiﬁsﬁ%‘@tﬁi%ﬁ/ ﬁﬁﬁ“tﬁ@‘@'ﬂaﬁ@é“ﬁ%ﬁ%eutral
because of thgqgrentierakificagnmprobaggugdition reVineeaplvdistisingaafgtegatongais e intermmediary

between 5 QﬁthﬁEt'%5@@@#@?&1@95&?95@@@&9@%9'm&ﬁ%&%&@%@ﬂ%‘%&@%@n%ﬁ“uiﬁbu’ﬂﬂbﬂt&%lebetween
publlcat?ns C{ is worth nogp that dP entin adne E) ) Q ﬁl:an be more complex than
ad placemen VAtRe %nu ication's tragitid c%ﬁan ee?‘p‘é?rr SBeCAlSE R FUBNER B advertising space
is more complex. WH‘iI@@ﬁ"@?lﬁ@"ﬂﬁeﬂfﬂllaéd?ﬁfﬂ@ﬁrﬁé% @Wﬁé@?tl@%?ﬁ'%%%%@%& B\ tising
aggregators pacahpublishe gablibgi@re fedtadioreouakihe: Netaagasysid R piovisRs s patHameaied
support for t'&&ﬁﬁ&°\ﬂﬁ%‘%ﬂﬁ&iﬂ@%hé%|\1%%|§5Hﬁ?£%§1 (AL BERAUGIANS.Qf Q:QM%EH{B‘ %Qg%%i}f%

Automation is partlculary desirable for the placement of advertisements which generate small
amounts of iAEbAYEOGER S Llghedr Yy I‘?fytﬂ?c%ﬂﬁ%ga éWé?tl%W@ﬁt%O"@r?@@'ﬂ?Ege?ﬁ@ﬁft hi35 1&%n
negotided, threcigiresgandrdinpturesraf editahe audtiertisémivatising specorfigimetlra ietptigdaty
server. Corrasmaﬁndiﬂﬁlmetbao@mmeardva@@mmmm RERERmMEeRkIPAiBREalewRbhe 1 BuRetpagaI or
publication sery rrocal at(ngrtlsg;[p age publication server lays out each user's personalized publication,
it picks the re|%vant a vertlsements from the netpage ad server. 2.3 USER PROFILES 2.3.1
Information Filtering PHE® REASEISHi H%1iBR O PGIEIE Dribe CHRRIFODRPIBHEFRES 815 afYHUsamrmhant of
user-specifiocgrofidé @CainépayradibsenierciOadimgpnpublicétqnidisstormiaasi trsdodiabenativentilteeagt
vectorg 5 Corﬂéﬁig‘é%t@“%at%ﬁ‘s%ﬁ)@ﬁa\m&h M@ﬁ@(pﬁ@@&%lﬁﬁt%ﬁ%%ﬁ@@ﬂ&%ﬁ@rﬂu@r@ Rrdliapkepuisityically

publication- sPecE(flc a sot e customlgatlon |nform%t|on Is maintained by the relevant netpage
% (ﬂ/ Bt tisements. from the netpage a

publication server. A collaborative filtering vector cConsIsts 6f the user's ratings of a number of news

items. It is usel to cH¥ERdtBRAMIfSTent users' interests for the purposes of making recommendations.

Although thezes are berefitsattonnraiptaiging a single collaborative filtering vector independently of any
particular pUbllcatlon"l'Hg%r%a{a%Mgn of news and other publications relies on an assortment of user-specific profile

20  information, including:

. publication customizations
. collaborative filtering vectors
. contact details
. presentation preferences
25 The customization of a publication is typically publication-specific, and so the customization

information is maintained by the relevant netpage publication server.

A collaborative filtering vector consists of the user’s ratings of a number of news items. It is used
to correlate different users’ interests for the purposes of making recommendations. Although there are benefits
to maintaining a single collaborative filtering vector independently of any particular publication, there are two

30 reasons why it is more practical to maintain a separate vector for each publication: there is likely to be more
overlap between the vectors of subscribers to the same publication than between those of subscribers to
different publications; and a publication is likely to want to present its users’ collaborative filtering vectors as
part of the value of its brand, not to be found elsewhere. Collaborative filtering vectors are therefore also
maintained by the relevant netpage publication server.

35 Contact details, including name, street address, ZIP Code, state, country, telephone numbers, are
global by nature, and are maintained by a netpage registration server.

Presentation preferences, including those for quantities, dates and times, are likewise global and
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30 reasons why it is more practical to maintain a separate vector for each publication: there is likely to
be more overlap between the vectors of subscribers to the same publication than between those of
subscribers to different publications; and a publication is likely to want to present its users'
collaborative filtering vectors as part of the value of its brand, not to be found elsewhere. Collaborative
filtering vectors are therefore also maintained by the relevant netpage publication server. 35 Contact
details, including name, street address, ZIP Code, state, country, telephone numbers, are global by
nature, and are maintained by a netpage registrati@d server. Presentation preferences, including those
for quantities dqtesqa g]tlmes are likewise global and NPX029-SG -29 maintained in the same way.
The Iocallzatlon o%nadvertlsmg reYles on the locality indicated in the user's contact details, while the
targeting of advertisingF MRS ET S HISHITANESBriE 094 0 IBRISAISIH B it US§ER ALYaTHoR R Yte:s
income, profiessigningdtictiosingretiesalitativend drfvativies soichs dscagdirhngedandancosneisangee5 For
those users WE‘@sQB@Q%&@oﬁeyﬁ%W 69%%%5%99{%5@%@@{6'%@#&@9565 the information is
malntalr%ed by the rellf,_evar}]t neLgF? regis! tratlon server. In the a sence o; mformatlon ac*1 ertising
can be fargeted on the basis of t emoa?%lephcic%\ggo Gted with the user's ”S'rfllﬂﬂogode Each
user, pen, priftEFaBppifcARiB RO VIHEE éﬂ@’@bﬁﬁi@é@?oﬁ"g§@§§Tg?‘fé(§flt§‘d{}9rﬁ'@ﬁqn§®éflé}éhtlﬂ@f[“aéiﬁﬂi the
netpage regigivatisingzatie taneiatainse: theis el &ttansbipg e veancthein tesishomp on Frgyresi2l, 22, 23
10 and 24. For registiaiof hUEROSAGA &b‘dﬁé&?iaﬁ }év?dér%‘ﬁ&'édp'ﬁk@ﬁoﬁf@QBHE@H“%RH%H&J m%ﬁﬁ’n

publication is a special kind of application. Each user 8 be authorized to use any number of

printers 802 24hH% %‘F?%ri?ﬁ@?ar%%&f%{nﬁfvv‘aéﬂl@”ﬁd}%%‘ %U'Q%P@W?ﬁ?é@ef‘ﬂ AL F W&@Se%uﬁéléf*default
printer X8t 66YndaAwFrcregirtidtelicatnostslicatidinker aye shetiabiind tyariditatinn pudvidtrpad e yrinaten orp
demand are glelivadied datpeegidnter through which the user is 15 interacting. The server keeps track of

which publishers a useras ayNZECL IR NS 10 M.AES.defpull ArBte". & BURISHE! fepsing
ves

record the ID of a% particular rlnter but mstead reso enitis req UII‘ en a user
D

subscribes 8% L?BHE%%ESW@O*? sk SEbIRSHeT 8!t appRc&icH: ﬁ?d\’)?&@rpgﬁﬁ?)c%"%%ﬁ’?ed to
print to a specifietivprnhterdeiathevide nsoekaiactdprini@raniilis dlithedzationrcen e g okiedtiat BE any

time by ghe H%{acﬁ@‘:H%F@%eb@%‘c@%%@&p&%sﬁ%,a%ér%ﬁ%t%ﬁﬁgqy iGriQ & HIPGlerUsRFalk @ user

is authorized 1o USE alﬁaﬁtlcglar lEmnter tmerB rlnterr mzeg goft e user's pen The pen
iIsher does record al art cu %r;ter ut Inst resolyes the whén
ID is used to focate the corresponding user pro?lle haihtaides y a partlcu ar ne \fpage reg|strat|on

server, via tHEIPRE in the usual way. A Web terminal 809 can be authorized to print on a particular
netpage printer, allowirmgn\y/edar gagershe2 Soandanetpagie rdteumsanitsieacgnsierash hatiorgpkdlededsaaysing

to be conveniently DUMEH R HEPLAESIMEPAIR: LRQN%EfeIW%rm?eﬁP%H‘é‘ RATEIGAELBU e pehalf

of a printer provider, fees and commissions on income earned through publications printed on the

providé®s priftet2e QYLK HiEoRAe LH PRANRIS SATRHRETR§HelUt @ pen is Specific to a single user. [T a user is

authorized to use a particular printer, then that printer recognizes any of the user’s pens.

The pen ID is used to locate the corresponding user profile maintained by a particular netpage
registration server, via the DNS in the usual way.

A Web terminal 809 can be authorized to print on a particular netpage printer, allowing Web pages

25 and netpage documents encountered during Web browsing to be conveniently printed on the nearest netpage
printer.

The netpage system can collect, on behalf of a printer provider, fees and commissions on income
earned through publications printed on the provider’s printers. Such income can include advertising fees,
click-through fees, e-commerce commissions, and transaction fees. If the printer is owned by the user, then the

30  user is the printer provider.

Each user also has a netpage account 820 which is used to accumulate micro-debits and credits
(such as those described in the preceding paragraph); contact details 815, including name, address and
telephone numbers; global preferences 816, including privacy, delivery and localization settings; any number
of biometric records 817, containing the user’s encoded signature 818, fingerprint 819 etc; a handwriting

35 model 819 automatically maintained by the system; and SET payment card accounts 821 with which e-

commerce payments can be made.
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click-through fees, e-commerce commissions, and transaction fees. If the printer is owned by the user,
then the 30 user is the printer provider. Each user also has a netpage account 820 which is used to
accumulate micro-debits and credits (such as those described in the preceding paragraph); contact
details 815, including name, address and telephone numbers; global preferences 816, including
privacy, delivery and localization settings; any number of biometric records 817, containing the user's
encoded signature 818, fingerprint 819 etc; a handwriting 35 model 819 automatically maintained by
the system; and SET payment card accounts 821-&th which e- commerce payments can be made.
NPX029-SG '§%2'3'|2_a'\:,8‘}‘ﬁ{§?.55!-i5t A netpage user can maintain a list 922 of "favorites" - links to

n

2. o o
useful docurérits etc. on the netpage network. The list is maintained by the system on the user's

behalf. It is organized d$BA¥fiErdreaRyBNfeIRelE 8241 AapdsrriekeihbeUh RHTBT N [BESBIAYS in the
class diagrametimkiginedigt 1s rbaidt@rddHbistiaryydtest ohhiee systebahatainkairngrivé starkidistcBR2E bideaetvuser's

behalf_, ContaajB}E‘Qrﬂi@é‘@rﬁﬁb&i%h{mtﬁ%o@mﬁﬁ%gﬁiéla%da'?fﬁfjﬁhu@ﬂgh the netpage system. It iS_
organg as a date-ordered list, a preferred embodiment of which is shown in the class diagram in

Figure 42. 2 ZINTELDIREN T BAGE LAYOUT 10 The netpage publication server automatically lays
out the pages of eacH figseptenpardtitiadizdistopubiicRien enshausestioralhyeeniaiion 4SS, AStHBennesst
advertisemenisegke i thesptroofHre tapayatigen eciosngifisedhey Rteoplacedson fhe pagmheinat the

editorial congq%JM@SW@H@@&EQHBJ%%Ws_%%}ieo&can be achieved with wildly varying advertising

ratios on individual pages within the section, and the ad layout algorithm exploits this. The algorithm is
configured t&-415 atteMpt 1 RG-fftSib fdLely tied editorial and advertising content, such as placing
ads forlfbofing materitle spweificalbjicatitirsdiver publivtitiy tryeausehefrasspetiedcieattiie mrsaekiteyourself

roofing repaiggpiithfe@HosialGeRignkarie Hed femthensserdirrlsding text AnfagspcHRIgH rges and
graphics, is rthgan Ilai%out aceor inngﬁo var'oyosrea%ﬁsgh tic rules. The entire process, including the

. ectangles, they are placed orr'the page be diforial congent. .
selection of &ds &nd Hey ZeIREtION o ebfitbrial Conten , must be " 20 iterated once the layout has

converged, to attempttd #EFESED I BEHSRIh s ScatamslvdB B s 128 It SfPEITES. RS SBction
size preferenagvianl, fagwewamn ihe smatched or alryagelguéhitime )t ovirmhsigguificant dafigtoeday

variatiqns. 2 aGHMBNE BREMR] Lnraithe dasHmRy iR drdautadtiRGRcadest IbRIfiGIanka

distribution and persistent storage on the 25 netpage network. The primary efficiency mechanism is
the separatioFFB TSIBHCTE SHAGHETS 5 R E1a TEdPL= BT SHITHRSI WEMBAERARed between
multiple users' editiori$e FHieodp seifrninttsataafisriheonsidnsladitk depare aragaiitd Trrgesiradetiaiifesrisation
consists of thenhjeeisadrdrigh thadagstayouteefers, including images,

The entire process, including the selection of ads and the selection of editorial content, must be

20 iterated once the layout has converged, to attempt to more closely achieve the user’s stated section size
preference. The section size preference can, however, be matched on average over time, allowing significant
day-to-day variations.

25 DOCUMENT FORMAT

Once the document is laid out, it is encoded for efficient distribution and persistent storage on the

25  netpage network.

The primary efficiency mechanism is the separation of information specific to a single user’s
edition and information shared between multiple users’ editions. The specific information consists of the page
layout. The shared information consists of the objects to which the page layout refers, including images,
graphics, and pieces of text.

30 A text object contains fully-formatted text represented in the Extensible Markup Language (XML)
using the Extensible Stylesheet Language (XSL). XSL provides precise control over text formatting
independently of the region into which the text is being set, which in this case is being provided by the layout.
The text object contains embedded language codes to enable automatic translation, and embedded
hyphenation hints to aid with paragraph formatting.

35 An image object encodes an image in the JPEG 2000 wavelet-based compressed image format. A
graphic object encodes a 2D graphic in Scalable Vector Graphics (SVG) format.

The layout itself consists of a series of placed image and graphic objects, linked textflow objects
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graphics, and pieces of text. 30 A text object contains fully-formatted text represented in the Extensible
Markup Language (XML) using the Extensible Stylesheet Language (XSL). XSL provides precise
control over text formatting independently of the region into which the text is being set, which in this
case is being provided by the layout. The text object contains embedded language codes to enable
automatic translation, and embedded hyphenation hints to aid with paragraph formatting. 35 An image
object encodes an image in the JPEG 2000 wavelet-based compressed image format. A graphic
object encodes a 2D graphic in Scalable Vector Graphics (SVG) format. The layout itself consists of a

series of placed im ra link th ec s NPX029-SG -31 throu hICh text
objects flowﬁﬂlr%gra&eg?gr(\gcfg eﬁ%?‘f) eldgIoertls éggﬁbggﬁ osilae’S anc W({a\fl%e(}\r/%aa dre(?;%mr?g I"F?fese a jout

objects are SBPHhRHFAERIHSTABREZSd W@W&%JP&%@“&“&%&%&?%Fﬁﬁ'ﬁ?‘s%lﬁ%?ﬂﬂéofcﬁﬁé?l'ﬁ@léﬁi”aiﬁ'ﬁibutlon
and storage .abdFakige.3 - netpage layout objects Layout AttributeFormat of objectlinked object
ImagePosition Image object IDPEG 2000 GraphicPosition Graphic object IDSVG extflowTextflow 1D
Zone Ogtlonal '@axgobject ID<ML/X perllnkType Zone Application ID, etc. FieldType Meaning
Zone atBrmark26ie 3% BQ? TRIBUTION As described above, for purposes of efficient
distribution andlpemsistent storag@t@mma netpage nEBWDHK 04 usér-specific page layout is separated
from the sharedgppigcts to which it refers. 10 Whemasglssgsiped publication is ready to be distributed,
the netpage puh!:cat:on FETYEr allocates,—with-the-help-ef-the-nrefpage ID server 12, a unique ID for
each page, pagg instance. document, and document

Image object ID JPEG 2000
Graphic Position -

Graphic object ID SVG
Textflow Textflow ID -

Zone -

Optional text object ID XML/XSL

Hyperlink Type -

Zone -

Application ID, etc. -

Field Type -

Meaning -

Zone -

Watermark |Zone -

2.6 DOCUMENT DISTRIBUTION
As described above, for purposes of efficient distribution and persistent storage on the netpage
network, a user-specific page layout is separated from the shared objects to which it refers.

10 When a subscribed publication is ready to be distributed, the netpage publication server allocates,
with the help of the netpage ID server 12, a unique ID for each page, page instance, document, and document
instance.

The server computes a set of optimized subsets of the shared content and creates a multicast
channel for each subset, and then tags each user-specific layout with the names of the multicast channels

15  which will carry the shared content used by that layout. The server then pointcasts each user’s layouts to that
user’s printer via the appropriate page server, and when the pointcasting is complete, multicasts the shared
content on the specified channels. After receiving its pointcast, each page server and printer subscribes to the
multicast channels specified in the page layouts. During the multicasts, each page server and printer extracts
from the multicast streams those objects referred to by its page layouts. The page servers persistently archive

20  the received page layouts and shared content.

Once a printer has received all the objects to which its page layouts refer, the printer re-creates the
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instance. The server computes a set of optimized subsets of the shared content and creates a
multicast channel for each subset, and then tags each user-specific layout with the names of the
multicast channels 15 which will carry the shared content used by that layout. The server then
pointcasts each user's layouts to that user's printer via the appropriate page server, and when the
pointcasting is complete, multicasts the shared content on the specified channels. After receiving its
pointcast, each page server and printer subscribes to the multicast channels specified in the page
layouts. During the multicasts, each page server aid-printer extracts from the multicast streams those
objects refer]rqg it% taymietg Ig%g a!l%){ﬁ)e%t%st-g rpzeesgﬁg;e seryers persistently archive 20 the received page

layouts and shared content. Once a printer has received all the objects to which its page layouts refer,

the printer re-creates{A&NERE g o4rsaness iR LHBB UL IS TET UM HEH TstR A Ve Sh ASSHTIEY ft.
Under normaloikcwiestanegsis theepdntenr prigts pagesadrsier than theyfdan the delikRreck phissumimng a

quarter of eagfidRaeRoIE FOMBERDINED IBRBEERs INAAMENADBARNR0RNRR Suflame FIPRMIDAR 40K The

printer can Werelare hold In excess of 100 such paggs 1 1o njernal a4ME memay, slowing or
temporaty buftePS ERe P8 T Re AR PR &F 5 FATe of Bhe PAgE persecond. THiS i& equivAEnt o

400KB or abRiitSMBivGIcpigentatk PrirdeeicneEcihiah Srsandn toliveey Rightredosrtied tte of page
data delivery over a lm@adbaneon@tnDekcmiéancesnslen abmennaleined rostancs pasuahiaseren the

printer runs qu %i?%?%lélt 5 AsRIYsHaE %&?;#@%Bli’(‘:me%?e RS IRLED ﬁﬁiﬁgbféhﬁté?ﬁaﬁ’%{oﬂdE RiyRRface the

printer's 100-page internal storage capacity is exhausted. 10 However, i the printer's internal memory

does fill up, AT printer will be unable to make use of a multicast when it first occurs. The netpage
publicalfbn server thetederer dfdwsriptinteinetoabubniy keguiibie, fornrberniinticadiskeyiabla @ trikicede

number of reguesifiisst RAEIVEGLbRIIMMERUQREEL IRBIGRRKT IRnRIbIIgRRIS piRRIS @) seshR RGiRgsshared
objects. Oncg a document is printed, a printer.can praduce an exact duplicate at any time by refrieving
o 16 page [yBu e st e A reteyane b Al Seh Pl A SO
When a netd3@dseeiBht e sERSSted on demand, it can be personalized and delivered in much the
same way as a perio@icala Boweners iince, tiprietds aan sbruce dreedate tiplobeleva rpysimealge dileotlyito the

requesting priptaksitt it demsa Rt mubicastpge ¥When a non-netpage document is requested on
demand, it iszn]ot per%)Nr_lggzedb ggd it is delivered via a designated netpage formatting server which

reformats it as a netpage d\ﬂo/?:NumerC]EM,ENr{(Satpage formatting server is a special instance of a netpage

publication server. THENARBTRGEIFIPRUTERSSEAVESEHAS feTtAvleti§an OF ReEIOUSahed st wereuimarin
formats, includiegnAdapaisaReritahie. Poaernrerihdeanaais( RDdh)reardridyp actirxty Matkdspianguage

(HTML). In t%@m_%%}%hom %@Smlﬁ%mg,&gf the higher resolution of the printed page 25 to

present Web pages in a multi-column format, with a table of contents. It can automatically include all

Web gages directly MR HEPAAOSIERH EJEIUFH QB &P i P BRRHRAG A A Siterehce.

via a designated netpage formatting server which reformats it as a netpage document. A netpage formatting
server is a special instance of a netpage publication server. The netpage formatting server has knowledge of
various Internet document formats, including Adobe’s Portable Document Format (PDF), and Hypertext
Markup Language (HTML). In the case of HTML, it can make use of the higher resolution of the printed page

25  to present Web pages in a multi-column format, with a table of contents. It can automatically include all Web
pages directly linked to the requested page. The user can tune this behavior via a preference.

The netpage formatting server makes standard netpage behavior, including interactivity and
persistence, available on any Internet document, no matter what its origin and format. It hides knowledge of
different document formats from both the netpage printer and the netpage page server, and hides knowledge of

30 the netpage system from Web servers.
3 SECURITY
3.1 CRYPTOGRAPHY

Cryptography is used to protect sensitive information, both in storage and in transit, and to

authenticate parties to a transaction. There are two classes of cryptography in widespread use: secret-key
35 cryptography and public-key cryptography. The netpage network uses both classes of cryptography.
Secret-key cryptography, also referred to as symmetric cryptography, uses the same key to encrypt

and decrypt a message. Two parties wishing to exchange messages must first arrange to securely exchange the
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The netpage formatting server makes standard netpage behavior, including interactivity and
persistence, available on any Internet document, no matter what its origin and format. It hides
knowledge of different document formats from both the netpage printer and the netpage page server,
and hides knowledge of 30 the netpage system from Web servers. 3 SECURITY 3.1
CRYPTOGRAPHY Cryptography is used to protect sensitive information, both in storage and in transit,
and to authenticate parties to a transaction. There are two classes of cryptography in widespread use:
secret-key 35 cryptography and public-key cryptog@&phy. The netpage network uses both classes of
cryptograph)é Seﬁret key cryptography, also referred to as symmetric cryptography, uses the same

key to encrypt “and’decr pt a message. Two parties wishing to exchange messages must first arrange

to securely exchange HECNBYEOPEITENY 38 dBiEER &3 APHUTIERLES CRBEFApIRGS HIeS1eYeIR8K S as
asymmetric Cheptagiap bre, rosiesntyical breiygstio nukie y svaylthe duyorkesyse aneryprathasimatieaddy calatdyobin such

a way that ”Béé?}ﬁt%%gﬁgmﬁﬁgﬁ%@kll’éh@%ﬂﬁb%eﬁ@ys‘F@!ﬂeﬁ'Bl)bIl%ﬁeodWﬁfbéﬁﬁ@%hb?'@%‘ﬁ%rﬂﬁ?@ﬁh@}futﬁ?@e of
these k%ys |?<theaJ) bllshed while the otheJ dsfﬁer?eg]rlld\é% th'ghe u I|c Y is us dto elpcra/lﬁt my
e

message intended’t ncrﬁ% derorihE B}F\r}a nce en(:rglrI e(e:i Lﬁ% tl_Sncen usf(e%/t 2 message
can only be a%wﬁ@eagagm@w@qcﬁwwéﬂkéyngrﬁaﬁrw@ts K feYs dap RsEtes Fél}ﬁ@kfﬂ'ﬁ&%@@%@@éﬁwé
without first hawbog figtexehgngeehaaeretdsay kdy Bnatste: thad tae privakeykeyetsiseit i @piints foprreal for

the holder of fhe Qﬂ}{é‘[}%\}ﬁ?eyk ?tg@%@gqmmrpaw Public-key cryptography can be used to create a

digital signature. The holder of thé private key can 10 create a known hash of a message and then

encrypt the hash u3|rﬁj‘ti'ﬁ‘ekf%ﬁéi'feo%@ﬁy,&%%egé%cfﬁaéﬁa\ﬁé?w P98 e BR8N ¥ ltes the
"signatliPe" ofrthie Holler ofithbapressite ke\ihwittneaspbehash tsing peerpidyiaker éoyergeabyheevnyivtireg the

encrypted haghengipgdhaspubiaiey wndiyeriings e Hmhcﬁmiraﬁt/at{a%m&ﬁa@@edtftdmﬁdgﬂatwe is
appended to th sage the the r tofth S h hatth mes el

o ime. and IR PRy P Iel Bl R DTRaT f E‘Jﬁ%‘;g g‘gp R e
has to be a W&y &3St H5ARE BRTHACR RFESHHRi 1N H}%R?é'ﬁt‘%‘ﬁﬁfﬁ'@r%ﬁéQFocﬁ“Tﬂl dPﬁH&ﬁWﬁﬁﬁ@ lising

certificates agedugerdifichdeitdathorittesalAreditifioate authority is a trusted third party which authenticates
the conmection betweﬁﬁrﬁ’aﬂééuﬁlb%ﬁ@é_{/ RPSHIPSPRER d%%ﬁ'éé’ 1ol bbeacegyftsaﬂtemmuﬂucwewwﬁ.&he
person's |dent|t\)/ by examinir C%lc:I_%ntlt doc ents and therlg creat ang ns a di cert flcate

ent y certific %flc

impersonat IS IS Norm, usin ates It thOI’ItI ertl Icate
contalnlng tHJe personps | detsal S an ﬁﬁg?c ke gAn one w O SEI’US S e cer ate au ort

can use the Eﬂi'ﬂﬂi&ﬂ(@)ﬁlﬁlﬁﬁ@ SairgifreEyeWith @ﬁ?@%@@g@é@fﬁé@ﬁ&l?ﬁ?"fﬁhﬁ|?l|'§"@é%@ﬁ@ SOPREYEBiSt
have to verifidéhay thhecceriificadahasiindead e pesigne didyithey eastifitadacantiyoddyunshosad prelic key

is well- k”°W@re£&s”&9§‘s¥§ﬁ§“§%fgti'ﬁﬂc%¥€é?@%ﬁ@ﬁﬁné’%'ﬁé%&y&@émﬂ%%ﬂyﬁ ARG ARy R digital

signatyres and to securely exchange secret session keys. Secret-key cryptography’is used for all

other ptitposE!8° HHEFRALRAAY &"’I%EFs@ﬁ)WbMM Vet e P%'Hb"eh{ e T An ERtiESon of

information genuine. They just have to verify that the certificate has indeed been signed by the certificate authority, whose
public key is well-known.
In most transaction environments, public-key cryptography is only used to create digital signatures
and to securely exchange secret session keys. Secret-key cryptography is used for all other purposes.

25 In the following discussion, when reference is made to the secure transmission of information
between a netpage printer and a server, what actually happens is that the printer obtains the server’s certificate,
authenticates it with reference to the certificate authority, uses the public key-exchange key in the certificate to
exchange a secret session key with the server, and then uses the secret session key to encrypt the message data.
A session key, by definition, can have an arbitrarily short lifetime.

30 3.2 NETPAGE PRINTER SECURITY

Each netpage printer is assigned a pair of unique identifiers at time of manufacture which are
stored in read-only memory in the printer and in the netpage registration server database. The first ID 62 is
public and uniquely identifies the printer on the netpage network. The second ID is secret and is used when the
printer is first registered on the network.

35 When the printer connects to the netpage network for the first time after installation, it creates a
signature public/private key pair. It transmits the secret ID and the public key securely to the netpage

registration server. The server compares the secret 1D against the printer’s secret ID recorded in its database,
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between a netpage printer and a server, what actually happens is that the printer obtains the server's
certificate, authenticates it with reference to the certificate authority, uses the public key-exchange key
in the certificate to exchange a secret session key with the server, and then uses the secret session
key to encrypt the message data. A session key, by definition, can have an arbitrarily short lifetime. 30
3.2 NETPAGE PRINTER SECURITY Each netpage printer is assigned a pair of unique identifiers at
time of manufacture which are stored in read-only memory in the printer and in the netpage
registration server database. The first 11) 62 is puBdie and uniquely identifies the printer on the
netpage netwo k T e secon ID 'sttﬁe et aa&i: |H§19d when thdeoémnter is first reﬁlster on }he

A €N creatés a a_Certiticate containin rinter’s
network. 35 rlnger connects to tH]e net page networT< ﬁ] ferst time arter |?1staﬁat|on it

creates a sr@%‘ﬁﬁ% "’}SE'JBH'?JIBFW%%E@W?QW“&WF&W tHcas e Feq T U AR Sublic key securely to the
netpage registration Servemajhegarren coneparesathe seidieteldragainst thipapeintertss saoreitliby

recorded in |5§ng@r@lg@$§,,%or%<agg,9a%m§ﬂ @ngrgﬁ(; Lsithsik _gistration if the IDs match. It then creates

and signs a certificat %ontalnln E nnters ublic ID and public s thure ke and stores the
% lﬁ SCri Eﬁ_h Li ICB.tIOﬂ a .recorg IS create In_t I‘eﬁl.?tl’atl n sen(ﬁ
certificate in the registration database. The netpage registration server acts ificate authority

for netpage Priftasesasiatdy REPUBERESS 5iIRdbeSLNFOTANCE SR ARRSWIRERW ter 'r?@ﬂfy pASeisd aiey. 5
When a useEsihsoobesteca publicationjcarpepreiecreat@dsiadthcanatpage egistcalioyserygthe

database auriging. e RURRES LORUAL 135 RDISAIR0 d0 s SeL e PriBiSrAs A Rsclfied

prlnter Every document sent to a printer via a p Q).g{'e server 1s addressed to a artlcular user and is

signed by th abmsrgn'ésrﬂgﬁﬁmez.sﬁn.gﬂargtger. K Yh iRt dde @QF\PSF‘%Y%? & the
registrafion dambesesingibe thblipeblisihelicisesiuethioiizéfiao thelbvblistitesmabifcaticrky ihéhsratsifisdruser.
The page segygpaverifies the 10 signature using the publisher's public key, obtained from the

publisher's cerifcate giofe Ie.feiRtalon diehass. TheRSHAGR FURIANOL SR YELAtEoRts
requests to add prlntln au rizations to the SO Iong ast OSG requests are |n|t|ate via a

pen reglsteré?i"%stﬁ‘@sﬁf?ﬁf@?tsSr%”Nﬂ_ﬁfFfi’ﬂ@Eqﬂf-_eﬂl%E@@ﬁ?‘f'PV”TS Each netpage pen is assigned a
unigue ident#ier at tirNeTeAea@ryfamturerwhich is stored in read- only memory in the pen and in the

netpaggsregistration %%EH%@%@P&\S@ a%@ﬁe@%rhrﬂHu@%Hﬂi‘ﬁ’éﬂ%Muﬂ@ﬁﬁ'ﬁh@ﬁr%r@@/ﬂu@ﬂst%rébeﬁpﬁeg@

network. A netrlg en can "kno number of netpa g)rdn ers nft)(fr can kraow a number
on ry in.the pen and,in the ne € e |strat|g ver database, #I) Unl y entifies the

of pens. A pe Communicates Witn"a prlnf)ecr1 Vig s fadio requency S|gn enever iiwithin range of

the 20 print@ENOHERERAERBNEBrinter are registered, they regularly exchange session keys.

Whenever the pen transspidge gigitahinknsothenprisatert ibwagigitmtdnkaigl alyrays encryptedausingithe
appropriate $essian, kevoigialeiniis QﬁMﬁEF@Q%%&F@%ﬂﬂH&%% AhERRSIOTERtRESRIeKEY for

every élr)rter it knows, indexed by printer ID Fo IIErlnter stores a session key for every pen it knows,
&

indexetithy pER'fD. BEt A0S Iﬁrrﬂfértﬁﬁ fﬁ%fée e BRakigFagnoe session keys. Whenever ‘the pen

transmits digital ink to the printer, the digital ink is always encrypted using the appropriate session key. Digital
ink is never transmitted in the clear.

A pen stores a session key for every printer it knows, indexed by printer ID, and a printer stores a
session key for every pen it knows, indexed by pen ID. Both have a large but finite storage capacity for

25  session keys, and will forget a session key on a least-recently-used basis if necessary.

When a pen comes within range of a printer, the pen and printer discover whether they know each
other. If they don’t know each other, then the printer determines whether it is supposed to know the pen. This
might be, for example, because the pen belongs to a user who is registered to use the printer. If the printer is
meant to know the pen but doesn’t, then it initiates the automatic pen registration procedure. If the printer isn’t

30 meant to know the pen, then it agrees with the pen to ignore it until the pen is placed in a charging cup, at
which time it initiates the registration procedure.

In addition to its public ID, the pen contains a secret key-exchange key. The key-exchange key is
also recorded in the netpage registration server database at time of manufacture. During registration, the pen
transmits its pen ID to the printer, and the printer transmits the pen ID to the netpage registration server. The

35  server generates a session key for the printer and pen to use, and securely transmits the session key to the
printer. It also transmits a copy of the session key encrypted with the pen’s key-exchange key. The printer

stores the session key internally, indexed by the pen ID, and transmits the encrypted session key to the pen.
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25 session keys, and will forget a session key on a least-recently-used basis if necessary. When a pen
comes within range of a printer, the pen and printer discover whether they know each other. If they
don't know each other, then the printer determines whether it is supposed to know the pen. This might
be, for example, because the pen belongs to a user who is registered to use the printer. If the printer is
meant to know the pen but doesn't, then it initiates the automatic pen registration procedure. If the
printer isn't 30 meant to know the pen, then it agrees with the pen to ignore it until the pen is placed in
a charging cup, at which time it initiates the registration procedure. In addition to its public ID, the pen
contains a segret ketXFeemgls%g e &gg/i.nThe ke £ l@rﬂs%e ke[é(r iﬁb“also recorded in the netpage

. . Iy, . e
registration ser\})eernéatasbase attim O%e??]aa L: acture. Du |rr'1n registration, the pen transmits its pen ID

to the printer, and the\BPRYEEr &iakfsPAM SAHhEPRETPTEYE 1o RETbIh BB SERiRtPARAISENBY THHE! I8 s&fver
generates a ¢espiche keyidokehepsimited andiqueintto use, and securely transmits the session key to the

pr@nter. It also transn\%@ §9R§/§&fsﬁhﬁn%§§_§i@5‘déﬁ3/s GRERYRIRAAVIths G?%rﬁ?e@'§sgﬁbﬁiﬁ¥%hﬁaﬂ8ﬂd<§¥se?fh_e
printer gtoreg the sess cl)Jn‘key internally, index tgé{ &b% pen ID, and trarﬁslmllts the encrt%e[?tae;1 session

, d ,
key to the pen.rﬁ%'lg_‘}:{fﬁ -één-'g\g_n & %ne'r? g?c?’reas%e sesgig%quéoyrfﬁfjé}ftn%? !'fn' e&eé@%yu e priﬁ?@r ID.
Although a f&eSTFREATAINID EIGBFRECY PRenirihe Hemew §rstiatitiinpeRbC IRy | PEGR pet rearP
decrypt the sessiande@yriransmitted by the printer. When a previously unregistered pen is first

registered, it is of limigd Lse, Ytilit 15 HIKEH IO A S "GAITHRER DasUbr QUARLe BERIHHELY

allowed to be used to request and fill in hetpage user and pen registration forms, to register a new
user to whichHEREA" BEP5E automatically linked, or to add a new pen to an existing user. The pen
uses s&Oret-Rely rathéiethra Pobligekey encryption because of hardware performance constraints in the

pen. 10 3.4 SECURETRQGHMMENTS ThemetragssystemceunpaiaiRedeiverkef sacuigrocuments

such as tickets and coupons, The netpage printer includes a facility to print watermarks. but will only
o s0 on req PR A e R B W
print watermH e AHE P AL RURNTRE AN RIS N @D WaHERtE Ntds E5ifre (WUt haakEprinting

process uses ableatterthatiicetelither matrix in specified "watermark” regions of the page. Back-to-back

pages £gntain mirrorma%twmzmmw@%%&wmghaﬁomé}i@w*aﬁﬁbr%@J&%Q@aﬂ%%@ﬂ#&ﬁ@s used
in odd and even Rage ' water@al;lft r ggg;}\)? are designed to nBroduce a% mterfereﬁlce ef_fec(}ewW en the
h

regions are vidwed together, achieve KRG MrBUGH R p At L et The et IS SinfiiSP to a

watermark irPtREE it iaeriheisTBIECHHEPH I BORM 2L BTy RIBRS LR EPWPUE A FEANIEER the
page is copiedekyrdnos aIRtmaanse Rageseivaseu tegebaiimenis eamnrhpecogiat psitg shetbuilt-in

netpage copy mechapizmyaescund: NSRRI R ARVR- nbVRBKIGAGS IOHRRY DR REIRAAST AP

netpage-aware photocopiers. Secure documents are typically generated as part of e-commerce
transaétions pﬁeagpdcléﬁo?h\g?@'fg}%page is copied by normal means.

Pages of secure documents cannot be copied using the built-in netpage copy mechanism described
in Section 1.9 above. This extends to copying netpages on netpage-aware photocopiers.

Secure documents are typically generated as part of e-commerce transactions. They can therefore
include the user’s photograph which was captured when the user registered biometric information with the

25 netpage registration server, as described in Section 2.

When presented with a secure netpage document, the recipient can verify its authenticity by
requesting its status in the usual way. The unique ID of a secure document is only valid for the lifetime of the
document, and secure document IDs are allocated non-contiguously to prevent their prediction by
opportunistic forgers. A secure document verification pen can be developed with built-in feedback on

30 verification failure, to support easy point-of-presentation document verification.

Clearly neither the watermark nor the user’s photograph are secure in a cryptographic sense. They
simply provide a significant obstacle to casual forgery. Online document verification, particularly using a
verification pen, provides an added level of security where it is needed, but is still not entirely immune to
forgeries.

35 35 NON-REPUDIATION
In the netpage system, forms submitted by users are delivered reliably to forms handlers and are

persistently archived on netpage page servers. It is therefore impossible for recipients to repudiate delivery.
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include the user's photograph which was captured when the user registered biometric information with
the 25 netpage registration server, as described in Section 2. When presented with a secure netpage
document, the recipient can verify its authenticity by requesting its status in the usual way. The unique
ID of a secure document is only valid for the lifetime of the document, and secure document IDs are
allocated non-contiguously to prevent their prediction by opportunistic forgers. A secure document
verification pen can be developed with built-in feedback on 30 verification failure, to support easy
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netpage system, forntssubmittetbbyarserg@me delivered reliably to forms handlers and are
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via a password hav et with ﬁ g1e success. 4.2 S(li:_T PAYMEhNTS In the netpage system the netpage
server an |vet e cardholde Ss via a password have.met SQme $HCC
registration server St ap roxy SF e ‘e age user (i.e. the CRFIHG Faer) in SET payment

transactions420 The Petgag&syS$tem uses biometrics to authenticate the user and authorize SET
payments. Because thesysiage igseennbasgshcthgiiameitiocusad dsdtbeyger siontfing sian@tume

consisting of gm%la'earyrr%gpggwgmrmgcmg pressure. A fingerprint biometric can also be used by

demgmr&; a fingerprint sensor into the pen,
The netpage system uses biometrics to authenticate the user and authorize SET payments. Because

the system is pen-based, the biometric used is the user’s on-line signature, consisting of time-varying pen
position and pressure. A fingerprint biometric can also be used by designing a fingerprint sensor into the pen,
although at a higher cost. The type of biometric used only affects the capture of the biometric, not the
authorization aspects of the system.

25 The first step to being able to make SET payments is to register the user’s biometric with the
netpage registration server. This is done in a controlled environment, for example a bank, where the biometric
can be captured at the same time as the user’s identity is verified. The biometric is captured and stored in the
registration database, linked to the user’s record. The user’s photograph is also optionally captured and linked
to the record. The SET cardholder registration process is completed, and the resulting private signature key

30 and certificate are stored in the database. The user’s payment card information is also stored, giving the
netpage registration server enough information to act as the user’s proxy in any SET payment transaction.

When the user eventually supplies the biometric to complete a payment, for example by signing a
netpage order form, the printer securely transmits the order information, the pen ID and the biometric data to
the netpage registration server. The server verifies the biometric with respect to the user identified by the pen

35 ID, and from then on acts as the user’s proxy in completing the SET payment transaction.

4.3 MICRO-PAYMENTS

The netpage system includes a mechanism for micro-payments, to allow the user to be

NPX029-SG



although at a higher cost. The type of biometric used only affects the capture of the biometric, not the
authorization aspects of the system. 25 The first step to being able to make SET payments is to
register the user's biometric with the netpage registration server. This is done in a controlled
environment, for example a bank, where the biometric can be captured at the same time as the user's
identity is verified. The biometric is captured and stored in the registration database, linked to the
user's record. The user's photograph is also optionally captured and linked to the record. The SET
cardholder registration process is completed, and-tbie-resulting private signature key 30 and certificate
o o ed e elapassedis uagle RAVICILEA o IR P AR SRS, AN B R. ea e
registration server enou U Iformation to act as the user's proxy in any BET ¢ :g ment transaction
When the us‘é}s%%ﬁﬁ?atﬂf%‘ﬂ’bﬁw%‘@ BidRTBRHEERb foTsTSEE ABLShiRRENEY éﬁ‘éﬁﬁ‘fﬂl’@ BYEighing a
netpage ordéatthorapetheoptintevetetutsiyytabergyitsvibe artensaformation, the pen ID and the biometric
data to the netpage (QRISHRURH RGNV I RESRIYRE \éq{éﬂﬁﬁ@@cémr@%@ﬂﬁl‘é\ﬂm \X/ﬁ§9§§§r$8amrhl§§-r
|dent|f|eg by th ?ﬁ’l‘ 51D, and from thenton acts Iast e us thaxg in cotmdethé%t}% ISET ayment
transaction. 42 CR LBAW}TP:IT\?‘?ét (EMet paarﬁ §ys Sé'?halnnc Ud8s " Hechanism or me}c?P(ger‘)JaQ ents,
to allow the USSRYIFEPRNPROZOCBAB7 conveniently charged for printing low-cost documents on
demand and for copymng reaaykigitbalocaime pignasntio pogsialy alsoriidial v theperRaiickts hehieinmdased

for expenses, INGILRAINPEILRA AGYRTISING FARHS inhRf i lGk AgRends on the level of subsidy

already provided to the user. When the user registers for e-commerce, a network account is
established Wiich ag§reyteE3icro- 5 payments. The user receives a statement on a regular basis,
and cakOsettle any oldtarrdisry delsitdraleintgs nsingtithlerstmticking praexicthe wglchidan srablT teembestivork

account can meexﬁem@@bﬁ@aa@gn@gﬁtﬁ] wtpsggi@ti@daor@aﬁﬁt@h RR5IRH talsgwbiGHyWautE (Halsaataerwise

be presentegdo s IS A OUANIAR TEMENEA A TRANBAGTIQNS 10 When a user

requests a netpage Ina particular ap flication Context cation Is able to 8mbed a user- specific
transaction 1D 55 in tH&'§ER! Scﬁﬁéé*tﬁwﬁtaﬁ?@ﬁt"‘fh%lﬁ@ﬂtﬂﬁ%r ﬁ‘%i@'@‘ié“?&@b%d'\ﬂ/ﬂﬂ?'ﬂﬁé‘%dﬁ%‘&ﬁé‘ﬁ ID,
and the applisetomiguthigeetty mbdedoissiabhsiitan appedpxiaigcontexs foidineitse f®impyreWinen input

occursjthrougil R PAge WIS NRtIAPeSRAR g hewsNek: tRe GRRIFRHEQN HIMSEUSR tRRUMSEF FoUnique
identity to esgglillsh a_context. At glcal exam Ie mgolves addlnsq 1} ms from h.apr ﬂE)rlnted 5 catalog

, netpage tem VU € ication IS IS O reve erent_a cation
page to the user's Vir uali1e St ?) Scart” DIoo tfhepﬁser‘s privacy, ever, thé un| BEUSEr ID 60

known to thePiRiSEfEOB\ SN TIE %l"ﬂ?@@ﬂg@d%%ﬂ%ﬁﬁ@ﬁ@?@ﬁ%ﬁ@@@ prevent different application
providers from easilyterielatnadntape saenistaeoumidmnted Hehavwos adidriahil bewretpage segistration

Server 'nsteaagmfamsa%m &E%X{'?B%% r%'@l‘ib%%n'P&J%WEWh@nH%?Eh@'&geP{&.@a{i’&'?ﬁ%@ﬂ.ﬁﬂ% ypique

alias ID 65, as shown in F %ure Whenever the user activates a hyperlink tagged 20 with

"registéred" St HREs tﬁﬁﬁ%“ﬁa@% SRR PALR SCINE Pﬁéfptﬁigée%?sf?&‘ﬁ%%'%?%ﬁ? ﬁ‘&’??&l‘ﬁt@ethe
associated agplicaeibmwi3aa4n i0dfethegethéthvithiehp@en] D 61, inttaneatiaaliRSHDTES allek EDal dwn Bubsntitesin

submitted  to the hyperlink’s application.
The application maintains state information indexed by alias ID, and is able to retrieve user-
specific state information without knowledge of the global identity of the user.

25 The system also maintains an independent certificate and private signature key for each of a user’s
applications, to allow it to sign application transactions on behalf of the user using only application-specific
information.

To assist the system in routing product bar code (UPC) “hyperlink” activations, the system records
a favorite application on behalf of the user for any number of product types.

30 Each application is associated with an application provider, and the system maintains an account

on behalf of each application provider, to allow it to credit and debit the provider for click-through fees etc.

An application provider can be a publisher of periodical subscribed content. The system records
the user’s willingness to receive the subscribed publication, as well as the expected frequency of publication.
4.5 RESOURCE DESCRIPTIONS AND COPYRIGHT

35 A preferred embodiment of a resource description class diagram is shown in Figure 40.

Each document and content object may be described by one or more resource descriptions 842.

Resource descriptions use the Dublin Core metadata element set, which is designed to facilitate discovery of
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to the hyperlink's application. The application maintains state information indexed by alias ID, and is
able to retrieve user specific state information without knowledge of the global identity of the user. 25
The system also maintains an independent certificate and private signature key for each of a user's
applications, to allow it to sign application transactions on behalf of the user using only
application-specific information. To assist the system in routing product bar code (UPC) "hyperlink"
activations, the system records a favorite application on behalf of the user for any number of product
types. 30 Each application is associated with an ag#slication provider, and the system maintains an
account on Befafiol SAGARRIIGRNAN RIgMIKET R AlloN i A1dANG AeONE RIS dolree
click-through fees etc. An ap fication provider can be a publisher of periodica subscribed content.
The system RSEBHILMENEN'E (FRAgness to receive the subscribed publication, as well as the
expected frequency ¥ perblicateseiptibSniREISOINRQ s DEBE RIP THO MHaANBIECEYRIEHY tbsrs

preferred en@gﬁiﬁﬂﬁg&qﬁoﬂ]qg@@wgghg%mgtmrgy%%qmgggmdﬁ shwn in Figure 40. Each document
and con%ent gbject mgg be described by one or more resource descriptions 842. Resource

descriptions Use the U%MH'\E%Pe?Pﬁe%da %Oéfe_ment set, which is designed to facilitate discovery of
NPX029-SG -38 elecfrsaimatsiipoe sravodlliteTeremisiagarxderfoahatesagee WHERD Pidieswelse
Consortium (é¥36e) SResnertieResCiniias i skr(ROM)isd\ares ot teene sartirtirnoayddendfy

rights holderﬁa%guSlhﬁtéy&mgﬁtﬁﬁt@geaayg%@micalIy transfers copyright fees from users to rights
holders when users print copyright content. 5 5 COMMUNICATIONS PROTOCOLS A communications

protocol defines an ofd&tEPESIHAHYE B YRR ratraEN BN L R thd M eegB! e dhtities
such a$(henssedrintentssaricnetsaveflowtilis thevetita dkesfisienliprestbiooksesecubyre Fatlvelintiarediesansdr
interaction withatherhgkPaafinkg B ndaen REQHIGPhIs dhistcales b wWakehmseaRURNGE siagrammyin
which the hogzontal dimension 840 Hsso.fearssent message flgwand. e vertica) dimension is
used to repre_se_n% tlme. ?Eaac entit IS representedo ya recta_ngPe conta?lnlng the nanme ot t S _entlty
and a verticdif81tih A PEHrEsR ARt [IRSFRES SPeREC ORI COMSHRIF] iR thiet A dh Aty SRS HES lifeline
is shown as bfdiasteelginegal D avingothe tinreasam entifycdssacti pertitimatd ifedipetisghown as a double line.

Becauge thegprotocols gopsidesed haredenatergate or destroy entities, lifelines are generally cut
short as soon as an entit‘%/ ceases tonpartifcip te in arpgqtocol. SUEiSCRIPTIO_N DELIVERY
em iment of a,su el 0

PROTOCOL 155.1A ﬁrpé S (e Sg'gﬂ%scrlﬁ‘ffmr tgﬁvé?f/hﬁwgt'c')]c':o' Y2 $Rown in Figure 43. A

large number of user$ A BIHSCfvEetd RRpBiesHREAP BudbTieditR AT Saehsusasitieftinfayal el i out
differently, buiitraigfeigriaserst eaitioassnilishargicemnameoni@ntsuciohas textojeieCcifdamaginageas.

objects. The guhsGHRHAR S’é?i\i/\éﬁf}{rd QPGRIIR FINE ARUYALR IOGHMENY SHUGHI SRR MRl printers

via poi%cast, 20but delivers shared content objects via multicast.
but delivers shared content objects via multicast.

The application (i.e. publisher) first obtains a document ID 51 for each document from an ID
server 12. It then sends each document structure, including its document ID and page descriptions, to the page
server 10 responsible for the document’s newly allocated ID. It includes its own application ID 64, the
subscriber’s alias 1D 65, and the relevant set of multicast channel names. It signs the message using its private

25  signature key.

The page server uses the application ID and alias ID to obtain from the registration server the
corresponding user ID 60, the user’s selected printer ID 62 (which may be explicitly selected for the
application, or may be the user’s default printer), and the application’s certificate.

The application’s certificate allows the page server to verify the message signature. The page

30  server’s request to the registration server fails if the application ID and alias ID don’t together identify a
subscription 808.

The page server then allocates document and page instance IDs and forwards the page
descriptions, including page IDs 50, to the printer. It includes the relevant set of multicast channel names for
the printer to listen to.

35 It then returns the newly allocated page IDs to the application for future reference.
Once the application has distributed all of the document structures to the subscribers’ selected

printers via the relevant page servers, it multicasts the various subsets of the shared objects on the previously
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The application (i.e. publisher) first obtains a document ID 51 for each document from an ID server
12. It then sends each document structure, including its document ID and page descriptions, to the
page server 10 responsible for the document's newly allocated ID. It includes its own application ID
64, the subscriber's alias ID 65, and the relevant set of multicast channel names. It signs the message
using its private 25 signature key. The page server uses the application ID and alias ID to obtain from
the registration server the corresponding user ID 60, the user's selected printer ID 62 (which may be
explicitly selected for the application, or may be th&duser's default printer), and the application's
certificate. Th lication's certificate allows the e.server to verify the message signature. The
page 30 ser L B B b B a2 A tner
identify a suBAYfplisl SOUret aNFAL abisH ettt A0S T GRBHRENN A REE PG PRILATSPBEYH
forwards thespageedaseriptoonshénclydsagepageatD sdd)de theupemian. ticinclugesthandateatnt set of
multicast channelshepgsoi.thgeRENter to listen to. 35 It then returns the newly allocated page IDs to
the application for future reference. Once the aBE)Iication has distributed all of the document structures

' HYPERLINK ACTIVATION BROTO . . .
to the stbscriiers' selecte printers via the refgvant page servers, it multicasts the various subsets of

the shared objects orf\thiefres sl RIPXEI9rS Ik 3gi v eALIRRIAYD EhaAHe . Both page servers
and printers monitor fheeappseiateomalidgags: ehranelag@nen, reepivedhainiegyiredicriden ehjects.

They are thep,ahle 10,8013t IRERIEYIRNTH PRIIARSIAQRITIEAL RULUTH S AR AWML R30S

servers to add complete documents to their databases, and it allowsthe printers to print the

documents. B'ST3E(REP E8 T REACHTIRFRHBIRPBROTOCOL A preferred embodiment of a hyperlink
activatidh protocol is Shropvinten @igumieed Svishre RNButhermetiekls ertilrash et peayeagvithreentipagdljpperinehe
pen communygatesrthgeolickotatheinearas) aheiBagenririertihe Ihensdickddpnttiesdheinagaand a
location on the e. The printer already knaws the ID. 61 of en from the.pen connection
protocol. 10 FHE SR e et e e e R S B e B B BB e g
the particulaf'¥8lge ID 50. The address may already be in its cache if the user has recently interacted

with the same page. Thheapeistiserthers forpagedisstiigtipe s idntitedbynhpiaget Bné2ettheipageidDimnd click
locationg0 t_"bﬁ’eﬂég% 28R Y& if IH%M@%W@W@%%% Bﬁgﬁwﬂﬁﬁﬁgﬁﬂﬁﬁl R é%ﬁﬂriﬁﬁ@ei@bﬁetﬁt%ﬂ?‘ﬂg '_D
and determines whlchﬂ|1nrpul'§t 15 %(Ieement'tsdzon StS, |§ any, }Eelcly(]: ngs na.(hssumln ti{he %a[ll%vgwnt input
element is a%%%errl\(ﬁrk Siemant 8 7 %ap)eaé"gps'(%ar\'%'rt en obtains the'd8SoCiates e%lp[')aliceeltlon 10'64 and
link ID 54, afgidetadsiries DrerPcIINISerIENeto/6rIRARHERESS bf the application server hosting the
application 71. The pagepag vevdses thepperl Bl 6d daobitindepoadiespendieg tsertibrafisteoon the

registration servef 11, Afch RBRIQGHESIF AaRALHRIRYE MPRIIBK G OHRRT R paidk bl A

hyperllgg e uhgst;[ygs’rﬁﬁk request class diagram is shown in Figure 44. The hyperlink request records the IDs of the
requesting user and printer, and identifies the clicked hyperlink instance 862. The page server then sends its
own server ID 53, the hyperlink request ID, and the link ID to the application.

The application produces a response document according to application-specific logic, and obtains
a document ID 51 from an ID server 12. It then sends the document to the page server 10b responsible for the

25 document’s newly allocated ID, together with the requesting page server’s ID and the hyperlink request ID.

The second page server sends the hyperlink request 1D and application ID to the first page server
to obtain the corresponding user ID and printer ID 62. The first page server rejects the request if the hyperlink
request has expired or is for a different application.

The second page server allocates document instance and page IDs 50, returns the newly allocated

30 page IDs to the application, adds the complete document to its own database, and finally sends the page
descriptions to the requesting printer.

The hyperlink instance may include a meaningful transaction ID 55, in which case the first page
server includes the transaction ID in the message sent to the application. This allows the application to
establish a transaction-specific context for the hyperlink activation.

35 If the hyperlink requires a user alias, i.e. its “alias required” attribute is set, then the first page
server sends both the pen ID 61 and the hyperlink’s application ID 64 to the registration server 11 to obtain

not just the user ID corresponding to the pen ID but also the alias ID 65 corresponding to the application 1D
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20 The hyperlink request class diagram is shown in Figure 44. The hyperlink request records the IDs
of the requesting user and printer, and identifies the clicked hyperlink instance 862. The page server
then sends its own server ID 53, the hyperlink request ID, and the link ID to the application. The
application produces a response document according to application-specific logic, and obtains a
document ID 51 from an ID server 12. It then sends the document to the page server 10b responsible
for the 25 document's newly allocated 1D, together with the requesting page server's ID and the
hyperlink request ID. The second page server sends the hyperlink request ID and application ID to the

frst page setyar, 0,9 iAIn e colreanadig. aet D and ey D 62, The.fiat a3qe ssiver rsjects
the request if the hyperlink request as explre or IS T eren pprcatron e secon page

server alloctRUHARRERReFTE SR EPIs Ay IHK 358Vaiiurns the newly allocated 30 page IDs to the
application, adds the wompleteciBecosantde Pisoowmodatabase, and finally sends the page descriptions

to the requesting prlr\rﬁrenTaheJame%mtangﬁem%x rrirr,l%e@dpsanrﬁrgs% HARRALRR 4 srakdngvhich

case th frrst age server |nclltrdeT X L gst n D in th efsa e sent to the application. This
allows the applrca??ann?(?a%s%%f}rsh 8 transSetion: Sspe i CoRtEx ﬁpe%yperlrnk activation. 35 If the

hyperlink requires a UerPaligs fareams halpgs te Glirsevatibigtd Psb3ahetpron tRetirgt perie raerpdhsends
both the penphg:6dnanth ihenbygeartiak's application ID 64 to the registration server 11 to obtain not just

the user ID CO”GSPOH‘HH‘&&&U\%H@J&JR ga%eaé%&rﬁpr‘?o%%% ?@b?%é%ﬁ%%ﬁ@d%‘?e%ﬁe@%k%ﬂ&ﬂ ID

NPX029-SG -40 and the user ID. It includes the alias ID in the message sent to the application,

allowing the APPSR & &s38%| E?rSé{%gé’}t%i?é'érfﬁ,s%‘&%ﬂef&]eﬁ@tH@Pﬁéﬁ'ﬁﬁr{aﬁdﬂ%{%ﬁ'e@ §78, the
HANDWRI T HE RECOBMNFTIOMRROTIG Tl diiahiniser draws a stroke on a netpage with a
netpage pen, the pema@mmérmwar@ammﬂﬁqk@zme oithe !@ﬁ&f@&hﬂ@b@@@@r%ﬂ@&ﬂas haestiokaddantifies
the page and aopnatrSltl%[il1 hte Rraq'e istrati Oﬁrlgl't\/eeri: fﬂr O?'rl(% erpr(‘aa[aPen IIE%GGYJE- IIStt [O(\)/I’\{ rlntedr IRleszthEhlﬁepage ID
50 and stroke at tot erver 10 in the usual w L?Ple eqserver

description SC?Héfrﬁ’ﬂﬂ@BgB?/ ﬁ?é’?ﬁ‘a@@ S Tal! Wé’téﬁ?ﬁﬁé‘s%ﬁr@ﬁ%mﬁg él%‘rﬂé%?soz'ﬁﬁ@r%thﬁ %{ﬁvstﬁfe
stroke intersegtsyvrissueringriheitr e \camtengdubhe koientasextiahd frglick8B, dreer ISpagheserves dppends

the srgke o e glsiatel e Atera0Rdod eLiBARMIING foBSqLihe text field, the page

server sendst e pen ID and the pend Ing s trokes to the registration server 11 for interpretation. The
(ﬁr I%FIVERIFICATIO PrO d)
registration server identities the user correspon Ing to the pen, and uses the user's accumulated

handwriting model 8283¢Ningetsripth eleseeok8oss ZonaritriatTRkhitEesed e sinayredpciiediheageirokes
to text, the regisiradignses wersieldnoshteitaxtdadbe dighaequesting page server. The page server

appends the text to the, IextyaliGeQLIhg; &‘F?ﬁﬁﬂ@%n?oﬁ‘ i GNP RE, eRAEd %I %Nﬂﬁl%%'erqgfﬂ'-

Assumj the i |n ut element whose zone'the stroke intersects is a signature field 880, the page server
10 app% ds fﬂ% ﬁB%"ﬂS’ t"ﬁ’@@?g?fa‘ﬂ‘iréeﬂ@ aﬁ@rbsﬁwai IH‘kfor verification. Tt also sends the applrcatron ID" 64

associated with the form of which the signature field is part, as well as the form ID 56 and the current data
content of the form. The registration server identifies the user corresponding to the pen, and uses the user’s
dynamic signature biometric 818 to verify the strokes as the user’s signature. Once it has verified the
signature, the registration server uses the application ID 64 and user ID 60 to identify the user’s application-
25  specific private signature key. It then uses the key to generate a digital signature of the form data, and returns
the digital signature to the requesting page server. The page server assigns the digital signature to the signature
field and sets the associated form’s status to frozen.
The digital signature includes the alias ID 65 of the corresponding user. This allows a single form
to capture multiple users’ signatures.
30 55 FORM SUBMISSION PROTOCOL
A preferred embodiment of a form submission protocol is shown in Figure 46.
Form submission occurs via a form hyperlink activation. It thus follows the protocol defined in
Section 5.2, with some form-specific additions.
In the case of a form hyperlink, the hyperlink activation message sent by the page server 10 to the
35 application 71 also contains the form ID 56 and the current data content of the form. If the form contains any
signature fields, then the application verifies each one by extracting the alias ID 65 associated with the

corresponding digital signature and obtaining the corresponding certificate from the registration server 11.
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After a period of inactivity in the zone of the signature field, the page server sends the pen ID 61 20
and the pending strokes to the registration server 11 for verification. It also sends the application ID 64
associated with the form of which the signature field is part, as well as the form ID 56 and the current
data content of the form. The registration server identifies the user corresponding to the pen, and
uses the user's dynamic signature biometric 818 to verify the strokes as the user's signature. Once it
has verified the signature, the registration server uses the application ID 64 and user ID 60 to identify
the user's application 25 specific private signature key. It then uses the key to generate a digital
signature of gﬂg form(glata and returns %qujigitLal signature to the requesting page server. The page

server assigns the dlgl?a Ms?é'r?ahlltu%'\%cE)N%eRygné)ture field and sets the associated form's status to

frozen. The digital sighBEIPEEHTIAEEHO AN BY SMRECSPFRSHBrRERNE ST His allows a single
form to capture multiplerusersirsignadoniesnBot5f&d DR obiSt 8vHS Bi) he RRELTOE Lari gprdifeticad
emboqhmentppg\,?d;p{gna hrgissipnRIiecHs 1$919é(<\!_ﬁbH§ EH@%@S."@O#&E%W%%H‘ QrfrhESiofidoR form
hyperlink activation., It thus Ifol ows tl;nle 1prot col tﬂe me%-dﬂl]n Se.ﬁtlo ﬂ'31.2,.V\{|th some form-specific
addition3. In he"¢8sE8°31% ?5?meﬁ%aer in Tth%q”lfyﬁ)ser ink activation mé&'ﬁg”é sent by the page server 10
to the 35 application T/t eesliol raetess the2fisryerdrte 581 AdetRE Qimissiod el itHatetie SYaeT@Ierio the
form containgreuiyer SIgNeiyrendietas) them tharapplisatioon yevies rachoneshihexteadtinghtihe aliag ID 65

associated V‘éﬁﬂi@f?on%l&(ﬁd%"?mm%%@ ﬁ&%pq@ and obtaining the corresponding certificate from
the registration server 11. NPX029-SG -41 5.6 COMMISSION PAYMENT PROTOCOL A preferred
embodiment of a conMfi<&igh PRVREM FstEEl s BREHN iFGLIE 4PM A PRE SR et BF i nment,
fees add corypidiivisdirstaytivated aapaloterifreshin Secapiidatiben pedviatearidiceisnbiistrsr ondgliok shreighs,
transactions pELARIE Br it MiSSI@NHOR HRESIRNEHEAITIOISHIOD IR Mbrigikd THIUSSINSIRARAIGA bR
payable frorq]theligklpelish?rlﬁq mee |[%rovider of tht%quintﬁr. The h H’B”é”.hek%%u st 1D 52 is -ugf%q,taongoute a

yper €S € SEerver uses erlink’.requ the source applic
fee or commigsion credit from the' t rget app |cat|or¥pprow(fgr Oa(t .g. méerc anLtjf to the source

application pfodidas Feht @O IR A omTaNe bR eapiiidatist i SWUERITOR LE4HE Pithter
provider 72. sEhertpges applicabiyparliekeevesttiiz Mypechinkarequestd Orddostth eopeggensiapvapiGiwhen the

10 hypeslink igfitst-activateshras feserbedinafeiin peiddhen the target application needs to credit
the source applicatiolptﬁ)rovigert, it sends thedapt)g)lic ti(t)hn Er_o%/ider Cgedi'% to éht ori itnaH) e server
together with the hyper i Ffe'%?d%%f) rI(B!Ohf"hneeepzsalgecrsee'rve? g ﬁ'rl(évhf/'bér i Sreaﬂesf ToRcehts ecrﬁ%‘ljf'y the
source appliéatieRgiRY PaeEE/thiegsHa v bhtie hrRerHBleiearfet EiStbRIA BBrRferer thedtyetHiBK Vertethe
source applicationidhdiG4nhdtisioamarsedargs th b3diandthee: hyperinkregqtiesiHar Theatwe gitratprsarver
credits the CairesRARRINAARAIEANORMS IR AR ﬂ?pg&?e?wo%zr diplRpgnptifies the application

provid(-*%‘(rg If the application provider needs to credit printer provider, it sends the printer provider

credit 10 the original PR YERBPIGHEEPYARL thePHYBIMIRRFSE L Lpars et Yafe CuriePrlcalhe
hyperlink reqm@gqler, and the printer provider of the identity of the source application provider.

6. NETPAGE PEN DESCRIPTION

6.1 PEN MECHANICS

Referring to Figures 8 and 9, the pen, generally designated by reference numeral 101, includes a

25 housing 102 in the form of a plastics moulding having walls 103 defining an interior space 104 for mounting

the pen components. The pen top 105 is in operation rotatably mounted at one end 106 of the housing 102. A

semi-transparent cover 107 is secured to the opposite end 108 of the housing 102. The cover 107 is also of

moulded plastics, and is formed from semi-transparent material in order to enable the user to view the status of

the LED mounted within the housing 102. The cover 107 includes a main part 109 which substantially

30  surrounds the end 108 of the housing 102 and a projecting portion 110 which projects back from the main part

109 and fits within a corresponding slot 111 formed in the walls 103 of the housing 102. A radio antenna 112

is mounted behind the projecting portion 110, within the housing 102. Screw threads 113 surrounding an

aperture 113A on the cover 107 are arranged to receive a metal end piece 114, including corresponding screw
threads 115. The metal end piece 114 is removable to enable ink cartridge replacement.

35 Also mounted within the cover 107 is a tri-color status LED 116 on a flex PCB 117. The antenna

112 is also mounted on the flex PCB 117. The status LED 116 is mounted at the top of the pen 101 for good

all-around visibility.
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ID to identify the printer, and sends the credit on to the relevant registration server together with the
printer ID. The registration server credits the corresponding printer provider account 814. 20 The
source application provider is optionally notified of the identity of the target application provider, and
the printer provider of the identity of the source application provider. 6. NETPAGE PEN
DESCRIPTION 6.1 PEN MECHANICS Referring to Figures 8 and 9, the pen, generally designated by
reference numeral 101, includes a 25 housing 102 in the form of a plastics moulding having walls 103
defining an interior space 104 for mounting the peA2components. The pen top 105 is in operation
rotatably mounted at ne end 106(%%]0%h0usm ]bOZ A Su%&n' rans Farent o\ er 1 Ti % red to the
0

en can o as a No arkin en an
opposite end 108 oft ousn;g 1t e cover 1071s afso of mou lastics, an rmed from

semi- transpé?étﬁﬁgﬁé%éﬁﬁﬁhlﬁ'?) &8 eidBid R @isaYIYE Rt tAE gl%ﬁ”d?diﬂecﬁé i@ﬂ'ﬁfﬁﬂ?ﬁ@%ﬂﬂ?hm the
housing 10210@heitbevbe B Zaintlyrdels 12 3naiie pEits HoO19thighhs bsthntvally BOreuytropanasdhze efitle1 08 of

the housing @2 @ﬁtﬂp?e&erﬂ@%mtmﬁmh; 91‘&69'%’5 m%&%%&m&&%%mstm AL PAE mbRameiis

within a corre ondopg é)t 1d111 d |nt 103 fthe 102, Aradl antennaiOJle is
rtri 118 and st ctlv ot ab ecam 1S se redt ifg a
mounted beRindIh ?)rOJec ing ortlon ousmg crew threads sufroun ing an

aperture 113ReEchaneevaadr @t@eatheawg@d% Féf@éﬁiée'al%ﬁéidmﬁa (FradacIn de iqeTuefipgot within
corresponding seievisihveadsalilimrrtheamatabeas piras 124 peojemg\adialiceenatie irkaaaririige

rep'acemenm%rﬁmm%m% d’dtmﬁtm%%kf%gnl%r& ﬁérlh%‘ﬁ%s&%% fz'?Pr R0 Fellate iR 17

The antenna 112 is also mounted on the flex P he status L 6 is mounted at the top of

the pen 101 FEFGOAPIH AR50 1RE RARHRity® RfﬁS‘(b‘ﬁQ'bs“él %é“i"ﬁégﬂélﬁ E%{ﬁ 165é’}§1‘.% BRheaL e ffottal
markingGink penpemtdabaatirensiatesiinesstiduByAviink eiop dastiidyen POSswithtimilthred Satasdrei stylus 120
with stylus nib 121 a@/mlgoﬁesiﬁiﬁ@]by side within the housing 102. Either the ink cartridge nib 119 or
the stylus nib 121 cap @I% q% fonrvlvi%rdéhro gh open end 122 of the metal end piece 114, by
rotation of the pen top 16 espective sli locks 123 and 124 are mounted to the 5 ink cartridge

118 and styltis 120, %%ﬁ@dﬂ@éﬂ}”ﬁg?éﬂét%IJel%all'h”BraWeisfé%rltl? $ectifed to the pen top 105 in
operation and arrangaddonotate bR regith mbheedamdoateet dRS chalid &% avidamsik2Gtintine fiowsimepf a

slot within  thewallsd@hohdhpEmPakRls Qﬁmrm%@qﬁ%m 428 REQISSHRELARM SHRRLRIRCKS
123 and 124 fit thhln the cam slot 126. On rotatlor(]egf the c m b rrel 1 gBEthe éllder b ocks 123 or 124

move relativé't® £5¢ It Fther OlmaPCe)jé%r{S%rltfl'lezr 'tsn%r%'en B> gi'd ylusgccr’ﬁ St ghrour KHRE Fole 122

in the metal efecisibeeiation from hpaupeas. TOd seresdtfes & SBatekalp wémt?dﬁdleveﬂmﬁmgfuné%ﬁvm
through 90 siensleihe rhnemssinte snaner reSdiyldd2Ocoiboligciapit;34 ¢ eattoilagopdrionwflihOpantoand

Neither ink captridae i@ e 6%%‘3%&&%%}9&55&%%9%%?c]s)zs"n?w&hf% ﬁﬁ%%&%ﬁj ﬂﬁ)%l%céﬁu 122adSmpunted

on an 2;@ ctronics chassis 130 which sits within the housin he second fl CB 129 mounts

an infrared LEH' L8 8% PHEGRARY fﬁ‘fﬁ&%t&“?&ﬁ&"t‘i‘BﬁhFo'FB%féE?Péﬁ%r?t%”?ﬁé“gdk‘féf’érés A%? fif4ee Lensor
132 is provideoersoltedhenetieeddes 608 e PEBri 29 fotsiEeibirgare mounted within the cam barrel 125.

A terminal 138 connects to the battery contacts 137 and the cam barrel 125. A three volt rechargeable battery
139 sits within the cam barrel 125 in contact with the battery contacts. An induction charging coil 140 is
mounted about the second flex PCB 129 to enable recharging of the battery 139 via induction. The second flex
25 PCB 129 also mounts an infrared LED 143 and infrared photodiode 144 for detecting displacement in the cam
barrel 125 when either the stylus 120 or the ink cartridge 118 is used for writing, in order to enable a
determination of the force being applied to the surface by the pen nib 119 or stylus nib 121. The IR
photodiode 144 detects light from the IR LED 143 via reflectors (not shown) mounted on the slider blocks
123 and 124.
30 Rubber grip pads 141 and 142 are provided towards the end 108 of the housing 102 to assist
gripping the pen 101, and top 105 also includes a clip 142 for clipping the pen 101 to a pocket.
6.2 PEN CONTROLLER
The pen 101 is arranged to determine the position of its nib (stylus nib 121 or ink cartridge nib
119) by imaging, in the infrared spectrum, an area of the surface in the vicinity of the nib. It records the
35 location data from the nearest location tag, and is arranged to calculate the distance of the nib 121 or 119 from
the location tab utilising optics 135 and controller chip 134. The controller chip 134 calculates the orientation

of the pen and the nib-to-tag distance from the perspective distortion observed on the imaged tag.
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reflected radiation from the surface. The second flex PCB 129 also mounts a radio frequency chip 133,
which includes an RF transmitter and RF receiver, and a controller chip 134 for controlling operation
of the pen 101. An optics block 135 (formed from moulded clear plastics) sits within the cover 107 and
projects an infrared 20 beam onto the surface and receives images onto the image sensor 132. Power
supply wires 136 connect the components on the second flex PCB 129 to battery contacts 137 which
are mounted within the cam barrel 125. A terminal 138 connects to the battery contacts 137 and the
cam barrel 125. A three volt rechargeable battery - 339 sits within the cam barrel 125 in contact with

the battery contacts. r\lndl.{ﬁéIBE haiggw oi %ﬁ%o §tﬁrgoun dg ngést@gﬁ ong fle dataﬁBh}C%9 to
ffe 129

enable recharging of the ttery V|a in uctlon econ also mounts an
infrared LEDe'fMX?téﬁH)ﬁﬁ??é%’cf‘%fﬁ%ﬁ%férfﬁﬁ'FBP‘E?@%@&%H@) &é’ﬁﬂéﬁ'@PH@?&%tfﬁ’e cam barrel 125 when
either the stylus 120 arhtinehinfec@riricges b 8reseiisedntafigitritingdata oromertitehatids soraedevwhenatieon of
the force beipg @W%@%@%mﬁ %5@9@@)’ ieRenR Bl!heileld%ﬁuﬁtt)ﬁﬂﬁ%ﬁ‘h@ll@t% r%h‘@oﬂn%l HQF&G& 444
detects ght fr?fm ED 14(113 taf ef(!etct]p \é@{ot sh oW %moutnte n the sltlder b{ﬁ é %nd
124. 30 er é%an fﬂe na a‘?‘ea poro 846w R ?)%eoﬂ?\'o ouan‘cg iaﬁ f0%assist
gripping the E?@ﬁﬂms'ﬁﬁ@ﬁﬂéﬁgfl% also includes a clip 142 for clipping the pen 101 to a pocket. 6.2
PEN CONTROLLER fHeeqeniidOdils maangechta detesinadnexrastion of its pib (stykigurindlidh or ink

cartridge niby 1 43); P@(a‘rﬁ‘ﬁ‘ﬂéﬂ&ud Wﬁdﬁfr&fﬁﬂt§e°§%ﬁ%9ibré"8f%§%oﬂfr6ﬂ§r %HH%? 'ﬂg}uhg MCIRfhe nib.

It records the 35 locCation data from the nearest location t a% dis arranI%ErD to calculate the distance
C

of the nib 12FRBFIHY TS theTb ARt talbutiignts Pt 155 Uka Yoitts I ehp 184 RThetBHetoler
chip 134 cal¢ERies the IBriemntativer lGFRHE3pe tindbtérsmioriagidisiance from the perspective

distortion observed omhm@dmgatbrtagp N2 X0l BesSRorh31 ikl bR 41 BB FaabineledahRE thadximnia dr12 the
pen 101 can ”t%‘% ML ING Sigialin W} & Elh 1?1‘?X§%t%%rr‘§8ry§ ALY @Qﬁ@gﬁﬂg’ figient

d
transm|SS|on to the comp Utln Sy stem e penis in range O areceiver, t dsata IS

transmitted é%cifq%dfoﬁ'ﬁ?é‘a'oméﬁ'méoﬁeﬁeiéigd%d\/é%g%foo@fofé(ﬁ@éhecﬁ@'l%ﬂ ?fﬂ?a&é[t)é“@”'fnﬁf%eré?ﬂ‘s\mthln
the pen 101 gtoedier 13tcibgitlsigneludes a 5 buffer arranged to store digital ink data for
approxjmately 12 miﬂ&ﬂ%a@é E’&%d?@rﬂeﬁb@&i‘i’é‘z%e%ewﬁﬁ@@@ﬁ& ééﬁs!&r%i@ﬂ?dﬁ!;@éﬁ/ér'?éﬂof@h@ss
controller Ch!—f 34,12 mauntedon i segond fé%%‘teFﬁfCBv%t 3 “ D PR E% Hie 103 5 .rcu.ofé‘s
diagram illustrati né in more de f’H?he ATChIte Ul Of the con roIIer %flup\f gure also shows
representati@RsRST eI GRTdnt BtoreHEE Aeate bR sesranBnathE tri-color status LED 116, the IR
illumination 10 LED 1Bd ¢ciheliRdorcesansorchitixd dd, kodidhpdoicedsanisar plhotodiodeutdé vile pen

controller chip, 134,inclides:a GRRIEALIIRG MIQCERSPLAARI RS A48 ARADIRS S aXshanRgsfidata

betwe com onents of the controller chip 134. Iash memory 147 and a 512 KB DRAM 148 are also
includét, An"3NATDG B HREHA R EREF AR YRahyddtd HB??v%YFtHé%n'élbsg SigRUTFER S 1 ce
sensor photbﬂftbdjemgmerelawﬁgﬁea‘#|§@nrabe§§5fAn image sensor interface 152 interfaces with the image
sensor 132. A transceiair&eauiollsr di§idu transceiver components (transceiver controller 153 and baseband circuit

154), image sensor interface 152, flash memory 147 and 512KB DRAM 148 are integrated in a single
controller ASIC. Analog RF components (RF circuit 155 and RF resonators and inductors 156) are provided

25  inthe separate RF chip.

The image sensor is a 215x215 pixel CCD (such a sensor is produced by Matsushita Electronic
Corporation, and is described in a paper by Itakura, K T Nobusada, N Okusenya, R Nagayoshi, and M Ozaki,
“A 1mm 50k-Pixel IT CCD Image Sensor for Miniature Camera System”, IEEE Transactions on Electronic
Devices, Volt 47, number 1, January 2000, which is incorporated herein by reference) with an IR filter.

30 The controller ASIC 134 enters a quiescent state after a period of inactivity when the pen 101 is
not in contact with a surface. It incorporates a dedicated circuit 150 which monitors the force sensor
photodiode 144 and wakes up the controller 134 via the power manager 151 on a pen-down event.

The radio transceiver communicates in the unlicensed 900MHz band normally used by cordless
telephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical (ISM) band, and uses

35  frequency hopping and collision detection to provide interference-free communication.

In an alternative embodiment, the pen incorporates an Infrared Data Association (IrDA) interface

for short-range communication with a base station or netpage printer.
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and base band circuit 154 are also included to interface with the RF chip 133 which includes an RF
circuit 155 and RF resonators and inductors 156 connected to the antenna 112. The controlling
processor 145 captures and decodes location data from tags from the surface via the image sensor
132, monitors the force sensor photodiode 144, controls the LEDs 116, 131 and 143, and 20 handles
short-range radio communication via the radio transceiver 153. It is a medium-performance (-40MHz)
general-purpose RISC processor. The processor 145, digital transceiver components (transceiver
controller 153 and baseband circuit 154), image sé@nasor interface 152, flash memory 147 and 512KB

DRAN L are ntcoretl Bg ShaimceRtaliLAa.Araien B6 ramprasais RE SiRihdRR ard RF
resonators and mductors f. ) are rowded %]51”’] t e separate I3 e Image sensor is a

215x215 plxéPr@éﬂWH“%\%&ﬁ%?xfé 6?66%5@%?}%&99@%@“@@&%&9@Hrﬁb‘f’eﬁmﬁ o5theis
described in a paper Dye Ibakiriay & ThiedoeisadaieN @kusemiaerddliagalyaisths pendiM ©@zaekse HAtbmm

S0k-Pixel IT ﬁ@&t'%@ﬁﬁéﬁﬁﬁ%@@ﬁd‘c‘%ﬁ%@ Qﬁmﬁgafh@%%&%h 1ti%ﬁgb-5r§aﬂmt'9r&sl&%ﬁlﬁgt@mc
DeV|ce VoI 47 numbper 1, Jan&:entl¥y ano ect Of telrgsltr}(:ﬂgp%%e | Iﬁzrelnt;t reference) wit R filter.

30 The controﬁae PAEY 1°§9f enntersaqw cent St&e after a period 0 iRac yw ef amB A0 is

not in contactigfitisa RgriateEfate IRk ABIIES & W@é@éé”@ﬁ@uihq‘?ﬁ@Whi&ﬁﬁ%ﬁli@ﬁ@'@ﬁ Egoreindehsor
photodiode hfA aniek wakegughibe ciestrplbentkddhaispingeporer manager 151 on a pen-down event.

The radio ”ansce'VerT‘ﬁQ’JEU@HFA%‘%AM&%V”A%J&&%@QQMh'EaQ%‘PtH%Q{%ydﬁ%ﬁ‘i’omsC%EH

telephones, or alternatlvely in the unlicensed 2.4GHz industrial, scientific and medical (ISM) band, and

uses 35 fredUr bR IMG ANA NGRS BN GESeO 1 05 B! ¥ rference-free communication. In an
alternati¥e embodimdimgeite petiriacosivonatebessydlfriaread Dewa, Asksoekuive mUioR) vifitér fagieokforre

short-range egmmwwimg@wvim.adaamgsmm@nmma@wginﬁeuqel\u'e’as&ﬁgcéﬁra% | Rcgefétbihaérs
embodiment, the pen 101 inclydes a pair I n elerometer nted |n the, normal plane
REDAREANHARS 2 RE RhLHNINR SURIRIGT p{}prma p
of the pen 1(5y '3?(% The acce eurgrr}]gters 1&? are s.h(())wan<§t (ﬁglgurrevé 9 and % (I:ng %estlsosut tline. The
provision of the accel¥HiNeterRNIRABDIECHE @Mnbodiment of the pen 101 to sense motion without
reference to surface kratmMagsynatowing the location tags to be sampled at a lower rate. Each 5

locatiopgag 1D can thap identiy-ARARIPR LI NRIBRRAEAN AN RASTHABRIRE SHifaee: Fffints

example, if the object is a user interface input element (e.g. a command button), then the ta% D of

each Ioc:atloﬂefé’l‘bq PRiRCHREAR RS HIEHE PG LRSI 2 e&“}%%f)fla ?ﬁﬁfgﬁh@%rﬁ%lﬁﬁeﬁﬁém
acceleration frgeaslizedddyaHeusssceleriomiesesr Path et thobaibpe 604aprisipairectiohe donlatedpate enaivih

respect to tirﬁ@uhd%aamma@nma@m@mwmmr@e@hpqsmrwwa&dmﬁ mheomrting position of the
stroke is not known, %nlyn{ Ila Ig%ﬁOSI %Iw n g% tr%ks(-;:rI re S&g é{oﬁﬁe& eAe\ %lﬁ{g&'l Lnnte?gratlon
e

accumulates errors in '[he sensed a ce eration, a erometer pica y hav O|U'[I0n and the
time dL%%tlor?'@f"’é{‘%ﬂ;d?(éd*lﬂ(ﬁeﬁ"\I\Vﬁl&rﬁ"&%?@%{d’@ﬁmﬂﬁfé‘j fgedRblt. 'Wﬁﬁ‘ﬁ,&‘é@'ﬁﬂmﬁﬂémem 618
DESCRIPTI®Nch#zbh RRENTHRBKIHE CdhohE €&et to several hundred sheets.

The replaceable ink cartridge 627, shown in Figure 13 coupled with the duplexed print engines,
has bladders or chambers for storing fixative, adhesive, and cyan, magenta, yellow, black and infrared inks.
The cartridge also contains a micro air filter in a base molding. The micro air filter interfaces with an air pump

25 638 inside the printer via a hose 639. This provides filtered air to the printheads to prevent ingress of micro
particles into the Memjetd printheads 350 which might otherwise clog the printhead nozzles. By
incorporating the air filter within the cartridge, the operational life of the filter is effectively linked to the life
of the cartridge. The ink cartridge is a fully recyclable product with a capacity for printing and gluing 3000
pages (1500 sheets).

30 Referring to Figure 12, the motorized media pick-up roller assembly 626 pushes the top sheet
directly from the media tray past a paper sensor on the first print engine 602 into the duplexed Memjetd
printhead assembly. The two MemjetD] print engines 602 and 603 are mounted in an opposing in-line
sequential configuration along the straight paper path. The paper 604 is drawn into the first print engine 602
by integral, powered pick-up rollers 626. The position and size of the paper 604 is sensed and full bleed print-

35 ing commences. Fixative is printed simultaneously to aid drying in the shortest possible time.

The paper exits the first MemjetCl print engine 602 through a set of powered exit spike wheels

(aligned along the straight paper path), which act against a rubberized roller. These spike wheels contact the
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15 The vertically-mounted netpage wallprinter 601 is shown fully assembled in Figure 11. It prints
netpages on Letter/A4 sized media using duplexed 81/2" MemjetIM print engines 602 and 603, as
shown in Figures 12 and 12a. It uses a straight paper path with the paper 604 passing through the
duplexed print engines 602 and 603 which print both sides of a sheet simultaneously, in full color and
with full bleed. An integral binding assembly 605 applies a strip of glue along one edge of each printed
sheet, 20 allowing it to adhere to the previous sheet when pressed against it. This creates a final
bound document 618 which can range in thicknes3d¥rom one sheet to several hundred sheets. The

replaceable lnkpart e 627 hownl led with th rint.engines, has
bladders or cY“n’an? ers%grrfeg:teoarlr;ng Qrz'a (leve aéjlglhees:sllhve?%l)g1 8}}3%56%5%@61'96 ye o@verlgl' né)gnd infrared

inks. The cartridge a%@iftﬂﬂﬁﬁﬂ@“é??ﬁ?c?@jéﬁaﬁ!‘ﬁéP@Heéle%é%fﬁeﬁé'l%@e Fuptexefl OFE RAES PR RN EBRS with
an air pump it 633inasidedhs\ps05tany [aiddlpag: PRSes btisept @ pialasefi Kike oiak tolthez quintlh eiadssto

prevent ingr<g§p°f)9r( FOMEF Qn@%lﬁéﬁ%W&QlJQ%MWQSQMMWQ&PQFno%%QtWAGPo%QQWUEPﬁVH!eSRﬁo%‘BQ the

pnntheﬁ nozzles. By inco (goratln the air filter within the cartridge, the oPeratlona life of the fllter is

effectively lifKEPHS HETRY YPitdeapiitigs. Mo ?H?P%*éh'ﬂﬂ‘éba@é{fﬁFﬁ“PB%V&é%a&?rE?dﬂ%{ BoRm
capacity for grimeineyedridigfitnde 3e0obynstiensof BSa0skife dtsinaBleReferpmgishsigamerd?, the motorized
media pick-up roller asgegilyiet:Reahes b eotepstiegiatiigaindmmdaeonar @rstai pasipanpager

sensor on the S ATih eAAING LAZIND I SHRIExed Merual!i, B ASSeUlblY. Jis g

MemjetlM print engines 602 and 603 are mounted In an opposing In-line sequential configuration

along the str¥iBitpaBEPPYLH. a"?‘f?@ B‘é‘b‘@? Wﬁ'u&%ﬁﬁ“ﬁ%‘%ﬂ@ﬂ?gt%ﬁﬁT@H@‘i‘ﬁ@‘%@'ﬁe WeitegFatn
powerdd pickpapnmiets 626. Fetippsitiomaddichsizd efrthe pegnaio@GO4résagemse tb amrdnfertl bleedt print- 35
ing commengfage EJK%HM%% Rrinted ﬁ@&ﬁ‘iﬁ@@s@&ﬁmt@ﬁg ﬂf&éﬂ@r%ﬂ@%ﬁ%‘%ﬁ%ﬁ%m&%@ @imavhwe
Paper exits el AEINLUR anne O Lo a et ol pRered DX e M ceS (algne
along the stralg a er path), w Act against a rub en% ol fspconf’act the
NPX029- SGWQPS'WQIB?W%%P%WF&&@and continue to feed the sheet 604 into the second MemjetT™M
print engine 603. Refasrnimgiceiagupesel tiand jRantee papan\bo4 passes iaplituaccup kexed! poiet

engineps502 angh G J0IQHAR PIRPRE ASSSIIPY SERLANS INISHRAGEPASHERBINERIMG ROWELEd

spike wheel axle 670 with a fibrous support roller and another movable axle with spike wheels and a
momentary &&%ion glue wheel. The movable 5 axle/glue assembly 673 is mounted to a metal support
bracket and t-7s trandjiiriet $onvRedLER itrerfaceviigth the powered axle 670 via gears by action of a

camshaft. A Separaterﬁéoma@@wmfa daisremmeiatis Ihecalueimberkassershly discrrsistsopfiagartially
hollow axle 49 W3 /otatag. E’J ”Pa% 9'{#51 3&933#‘@%58\/@4 frem '?%' KGan 9%3 Th's

Eeow% 9
axle 679 connects to a g |£U6 Wghee SOI’ hesi capiliary aCtIOI'l rou% oles.

mo|de3%ou§?ﬁg5'@svz%ﬁﬁrﬁﬂeH&gemaa@raéf\ms@qt%.zﬁ%tfbf%mngea@mf%swdﬁtp)ﬂ%\%&%ﬁ @s‘f'ﬂ@eﬁ’fSIdmgs
and sprung outeedoereerdlettd@ehrendadie flmbtabbractE antbiMBgeE DRARIGETayBlustel th€igest of the
assembly 673 is thrust forward. This action exposes the glue wheel through the front of the molded

housing 682. Tension LGRS IS ATSRME AN SIRSH ey GRAS £ NSS! futing pegiods of
netpage pens 101, senses the help button 617, controls the user interface LEDs 613-616, and feeds and
25  synchronizes the RIP DSPs 757 and print engine controllers 760. It consists of a medium-performance
general-purpose microprocessor. The controlling processor 750 communicates with the print engine
controllers 760 via a high-speed serial bus 659.
The RIP DSPs rasterize and compress page descriptions to the netpage printer’s compressed page
format. Each print engine controller expands, dithers and prints page images to its associated Memjet[]
30 printhead 350 in real time (i.e. at over 30 pages per minute). The duplexed print engine controllers print both
sides of a sheet simultaneously.
The master print engine controller 760a controls the paper transport and monitors ink usage in
conjunction with the master QA chip 665 and the ink cartridge QA chip 761.
The printer controller’s flash memory 658 holds the software for both the processor 750 and the
35 DSPs 757, as well as configuration data. This is copied to main memory 657 at boot time.
The processor 750, DSPs 757, and digital transceiver components (transceiver controller 753 and

baseband circuit 754) are integrated in a single controller ASIC 656. Analog RF components (RF circuit 755
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As the sheet 604 passes into the glue wheel assembly 673, adhesive is applied to one vertical edge
15 on the front side (apart from the first sheet of a document) as it is transported down into the binding
assembly 605. 7.2 PRINTER CONTROLLER ARCHITECTURE The netpage printer controller
consists of a controlling processor 750, a factory-installed or field- installed network interface module
625, a radio transceiver (transceiver controller 753, baseband circuit 754, 20 RF circuit 755, and RF
resonators and inductors 756), dual raster image processor (RIP) DSPs 757, duplexed print engine
controllers 760a and 760b, flash memory 658, and44MB of DRAM 657, as illustrated in Figure 14.

The controllin cessor handles co nicatian with the network.1 with local wireless, netpage
pons 101, siaes (R RATS BTy Acars e uae ot die 2 e R IR
synchronize§3h& RABHPSECErBePaiRPINFE AVRYTE CEMPBIIETYSEERN 1 £6fRsTSty Sieslshauiliifispleritmance
general-purpost miobop6eE essoE. 2khes Rbhi@iiie)y PRece 850is 450 doonimuricatiasengiie toeuplis edtgine
controllers 769 E‘ﬂ@iﬁe@@@éﬁ&?ﬁ?%’sﬁgm bus 659. The RIP DSPs rasterize and compress page
descriptjons to the netpage printer's com ressec%gﬁg%e format. Each print engine controller expands,

dithers and prints pade {fHEY e f5Mak JaBHRseY RaeHare S iRt EsH g@ﬂawgréafﬁf?ﬁ%e ALY over
30 pages peinteifiacstéd1 Threodtipilavetl gpahtosmyieiecantuasi énsrfrdet Bolketedarore ok dhiesset interfaces
simultaneousiyludeheoTesiedeREINk g R E QYO lIF GI6RBICARLMS, s P ARREHADSROHAMS Msaditers ink
usage in ,CoﬂJaL#}E]!:%RBR,V%GHeH?eamﬁ%‘%@}&ﬁhﬁ&{pcéﬁﬁﬁ%fé?%ﬁg'Qﬁ&%&kﬁb‘ﬁs‘?%n%lﬁmgs7|§é'a1 Téaggnnﬁgf
controller's flash memory 658 holds the software for both the processor 750 and the 35 DSPs 757, as

well as confiliISHSH uhts? TRl tBHn AN BB7 B HE S HACOFHE bR Y SABHIDSPS
757, aAf digitaBtean $EERVE9¢ Grivpar sl (transomiveingdutie Hem @B @int riaces gl am thteingUib i dloare

integrated inja ginglfe coNtOllstaPRloAO reh R a8 R RceRsNORRAALS (RFHEilGkHt £SRe MBI Pefiferk46 and
RF resonatolrrﬁe%géje inductors 756) are provided in a separate RF chip 762. The network interface

module 625'is separate, since netpage printers allow the network connection to be factory-selected or
field-selected. Flash gty EHSAr fiké XDBENREE (54 0mBYHREM 88MEzaRsadofrichh, 1158 PYint
engine contralteksst@ephanes pyosic@dtiinlg@pacatdidGhd 2. 46 Az iadieiya D Eaeitviio dadnbediet ¢ sv) dabes 625

are propgded, aach 9&&)@%‘%&1&8%@9&|E%W\69{Jéti8’ﬁt$ré?&lﬁjg Rterdh QatiRnahhids) computer or

network interface 752. Netpage network Internet interfaces include POTS madems, Hybrid
Fiber-Coax (HFC) cabié RiBHERLTLEH RPIEHE IS PREeH S JBIRE R |ﬁ%5°f+%tl?£c%ri%?s¥,m8ﬁ%&ﬁ?rand
next-generati¢sai\ded| datey ‘saitio frenidamiseeively 8s RetidonnesIess |bemriemptifRANDpdirent dsiventsr Lsseal
interfaces ingluige AGkdriab2 &4 {paralgd ppibuniQBaseil s} odHRased heptigepast, USB and 10 USB 2.0,

IEEE 1394 (l;iéelwire)RgggQ{géjrpﬁAﬁmﬁ%home networking interfaces. If an Internet connection is
availahle on the local network, then the local network interface can be used as the netpage network
interfag& Once the main processor 750 has received and verified the document’s page layouts and page

objects, it runs the appropriate RIP software on the DSPs 757.

The DSPs 757 rasterize each page description and compress the rasterized page image. The main
processor stores each compressed page image in memory. The simplest way to load-balance multiple DSPs is
to let each DSP rasterize a separate page. The DSPs can always be kept busy since an arbitrary number of

25 rasterized pages can, in general, be stored in memory. This strategy only leads to potentially poor DSP
utilization when rasterizing short documents.

Watermark regions in the page description are rasterized to a contone-resolution bi-level bitmap
which is losslessly compressed to negligible size and which forms part of the compressed page image.

The infrared (IR) layer of the printed page contains coded netpage tags at a density of about six per

30 inch. Each tag encodes the page ID, tag ID, and control bits, and the data content of each tag is generated
during rasterization and stored in the compressed page image.

The main processor 750 passes back-to-back page images to the duplexed print engine controllers
760. Each print engine controller 760 stores the compressed page image in its local memory, and starts the
page expansion and printing pipeline. Page expansion and printing is pipelined because it is impractical to

35  store an entire 114MB bi-level CMYK+IR page image in memory.
7.2.2 PRINT ENGINE CONTROLLER

The page expansion and printing pipeline of the print engine controller 760 consists of a high
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The radio transceiver 753 communicates in the unlicensed 900MHz band normally used by cordless
telephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical (ISM) band, 15
and uses frequency hopping and collision detection to provide interference-free communication. The
printer controller optionally incorporates an Infrared Data Association (IrDA) interface for receiving
data "squirted” from devices such as netpage cameras. In an alternative embodiment, the printer uses
the IrDA interface for short-range communication with suitably configured netpage pens. 7.2.1
RASTERIZATION AND PRINTING 20 Once the main processor 750 has received and verified the
document's Bage {xouls, A0 PAR. ARISE SuL SR8 aaRieprate RIGSeRNALS o0 e RFS 757
The DSPs 7 asterize each page escription an compress the rastenzeJ 5 e iImage. e maln
processor stefd¥Te OB RS ERY YIH g BSindayEiqm Fﬁ%ﬁﬁ‘é??ﬂr'ﬁﬁ@ §1n‘fﬁlé%éld\?vﬁ‘§f'f8ti€fa}d"b5?§n&’éj fultiple
DSPs is to leiseachtéxsde Testetiz@enseparattqaags. The DSPs can always be kept busy since an

arbitrary number of 25h5%§¥ﬁ€%8ﬂe%9€cﬁI%O'Bpgﬁ{%§rﬁ" 9&&%05@%%& merth'&gﬁ?gt@gﬁogﬁw leads

to poterglally oor DSP _utilization when rast enzmgﬁs hort documents. Watermark regions in the page

description afe ARfYi78% 8 L upharreck sl eigHe ‘fé?/él‘%&rm’é‘)ﬁfs%l?f’cﬂ%%ﬁ% 1§ %8¢ 1TPEL RV S8 1o
negligible sizadapessedHicpugorivesppaiecdinhcontiphprepsbit patse thadgee Mhdinishearadn(iR) heyeageiutie
printed pageig@pdainatededienagedtpesia@ba density of about six per 30 inch Each tag encodes the

page ID, tag ID, and gpnial %ﬁﬁe %P%h&p‘éﬂé‘%%&ma? NS %E‘éé S{%‘?&% EMHP@ 915%?“0”

and stored in the com[?resse age image. he main processor 7/ asses

images to th& eI privh %Wtj'?rfb%éﬁ%‘lfé%d ?Btﬁv‘iééll?ﬁkd?ﬁ%{ éﬁ‘bfﬁ@%ﬁﬁ%?@ ety @YGP@@&W@
compré$sedtppigeinragding itsie cal fimean definelrial sténs theal Pagerdleh dihsimnoachdageiditirg (ipedhe.

Eﬁl\? ;ﬁ%an%h%o%ﬂeﬁfwRQa%PAR?B&%J&%@U%th?NHHW@QﬂN%@' waﬁﬁétméaeajﬂtﬁ@m@eéelwﬁr@ -level
+IR p e € expansio

printing pipeli % Teﬁres%ltﬁrt'tegrrl]g;n\yeé é)& ﬁg{% ’yfég (t:zil)r'155|bsE1thfeE()a a %J?Prwgﬁﬁoéggé%f p” eed’ qIE?E 1394
serial interfate8i89) aristagid 3p8 IPES! @Ib'é!t?d’é'ff%s’{'%tﬁfdh%ﬁar‘ﬂ‘%ﬁ ﬁ@&(eééftﬂ)‘d@ff?@& DRAMstom

halftoner/comﬁeomhmmg@iw.%ma Gustemelagr eineades: (eq, (adlimbomdwéﬁqu@twnqm Bﬁﬁfm@ad;s@

custo terface 768 o th MigtTM printhead 350. The print engine controller 360 operates in a
doublnlbgaffere renl%lnne?1 V%ﬁw]laec one page is loaded 5 into DRAM 769 via the high speed serial

interface 659, the pre{/ittlSRYIGLIEY eﬁ&'@%‘%@“?@ﬁ?ﬂﬁéﬂ?@ﬁﬁﬂw 7B i R4 8 UM BT R
engine controlgrpipelimeni@nea thgoaidediasdiigstl 6dq ntynme thventragiee)ié, dedetlis theimtedavhile

another paggisdoadledin1e (i #2ge AIGRIBRINeIARANCR(RE 163) the JPEG-compressed
contone CMYK Iayer ex ands at 76 guerem%‘, ol Bms a?ﬁ comp ressed ng\{el ﬁk rI{?\z\/er and renders

(at 766) the bi-level ne}%p g ef% ¢ CO ayer accordin ng to F(r)ﬁ%ls Tetined in'Section 1 15 5ifin

parallekOrhecseasin ﬁégéné?fﬂ@rﬁ'Pa'ﬂWBS?W%%E%@@W%{WMMOW%% (‘A*P77€§) the
bi-level blackdey@lirgver dbgpéeaviiingrbjdesel CMYK

In the 8% versions of the netpage printer, the two print engines each prints 30 Letter pages per
minute along the long dimension of the page (11”), giving a line rate of 8.8 kHz at 1600 dpi. In the 12”
versions of the netpage printer, the two print engines each prints 45 Letter pages per minute along the short
25 dimension of the page (8%”), giving a line rate of 10.2 kHz. These line rates are well within the operating
frequency of the Memjet[l printhead, which in the current design exceeds 30 kHz.
CONCLUSION
The present invention has been described with reference to a preferred embodiment and number of
specific alternative embodiments. However, it will be appreciated by those skilled in the relevant fields that a
30 number of other embodiments, differing from those specifically described, will also fall within the spirit and
scope of the present invention. Accordingly, it will be understood that the invention is not intended to be
limited to the specific embodiments described in the present specification, including documents incorporated

by cross-reference as appropriate. The scope of the invention is only limited by the attached claims.
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layer. The resultant bi-level CMYK+IR dot data is buffered and formatted (at 767) for printing on the
MemjetTM printhead 350 via a set of line buffers. Most of these line buffers are stored in the off-chip
DRAM. The final stage prints the six channels of bi-level dot data (including fixative) to the MemjetTM
printhead 350 15 via the printhead interface 768. When several print engine controllers 760 are used
in unison, such as in a duplexed configuration, they are synchronized via a shared line sync signal
770. Only one print engine 760, selected via the external master/slave pin 771, generates the line
sync signal 770 onto the shared line. The print engfide controller 760 contains a low-speed processor
772 for synchronizing the page 20 expansion and &Qﬂﬁgng pipeline, configuring the printhead 350 via
a low-speed serial bus 773, and controlling the stepper motors 675, 676. In the 81/2" versions of the
netpage printer, the fVOEHIRALES GBS A ERHIFHS IELREF HYAGELORSFOMI AL RSN the long
dimension O f the Pags %tg'rfgCegsluvrlage ‘rflntl:llﬂg rag(r? j%){eﬁ'%}(tlﬁ'ezir%r%ageo %cqgi'nénvfs%qe]g;a &l orr]rsrﬁ%%h%
netpage printer, the two print engines each prints 45 Letter pages per minute along the short 2
dimension of {F&AHRYe IR Logidiffelithe rate of 10.2 kHz. These line rates are well within the

operating frequencyaosfemﬁ%%%mé%&iﬁm, RHGIREAd, gg%_ sié? dﬁﬂ& ﬁ%gg%ﬁ%%&%&n%%%@g% e }E%Fra ¢

CONCLUSION The present invention has been descri with reference to a preferred embodiment

and number YfASHECHTE ERIE R BRI dith ARSI SHRETETOR: iR 2hATeMtet 1y TRESSERME in
the relevant felasdhiatica®) dumitmiratveathibe arvhiodinientss giffeticogefi damthose specifically described,
will also fall within the spirit and scope of the present invention. Accordingly, it will be understood that

the invention is not ifteAEBEEBE NHHIESERDThE SpEvIREM6Eiments described in the present

fspecifi_cati_on, i”C"_Jd?Q&eﬁ(ﬁﬁ#‘ﬂﬁﬁéﬁéﬂﬁoﬂﬂ%‘ﬁ%@nﬁﬁ ﬁg\-/[&f’%gnce as appropriate. The scope_of the
invention is only limited by the attached claims. NPX029-SG -48 CLAIMS 1. A method of enabling a

user talidistruct a corpgtdetiystapetaipanncmay operatangdaaan interface surface including an
interface, the interface including visible graphical information and substantially invisible coded data;
and 5 a sensing devi¢eERIRItR SRPEGRPIECEEiS) PRoTAY niteareoib e et Bt vidHiralative 15 W,
interface sustatectera@signate at least some of the graphical information, senses at least some of the
coded data and generates indicating data indicative of the operation using the sensed coded data; the
method including the*&te¥8n fRetsEdtshisYitarisytah adraieeitArmihe sricathygcaatartiam irensensing
device; and idxperforiingutihahe peratichviodicatethdgdhadnevtatinigrdatag wherein the graphical
information designated by the user is at least partially indicative, to the user, of the operation, and
whereihthe sensing device is further adapted to store a sensing device identifier which is adapted to

distinguish ﬂ}e SenSiqgedrﬁé{L%g ];Igz%rr]dlt?lgh%r ég%si”%’e?é{hc%ﬁ 8Iabﬂ%a?qrmo?n%%%'designated by the user is

adjacent, or substantially coincident with, coded data upon which the indicating data is based.

3. The method according to claim 2, wherein the graphical information takes the form of any

20  combination of:
text;
graphics;
images;
buttons;
25 icons; and

hypertext links.

4. The method of claim 1, further including the step of receiving, in the computer system, the sensing

device identifier.

30
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15 2. The method according to claim 1, wherein the graphical information designated by the user is
adjacent, or substantially coincident with, coded data upon which the indicating data is based. 3. The
method according to claim 2, wherein the graphical information takes the form of any 20 combination
of: text; graphics; images; buttons; 25 icons; and hypertext links. 4. The method of claim 1, further
including the step of receiving, in the computer system, the sensing device identifier. 30 NPX029-SG
-49 5. The method of claim 4, wherein the step of receiving, in the computer system, the sensing
device identifier comprises receiving the sensing d®vice identifier as an encrypted sensing device
dentifer. 6. {he method of claip. R PSR R SRgYPIEd sePsig devise.Idoniiier IS snaypied using
an 5 encryption key. 9 [Pﬁe me_t_hoéﬂof claim 4, Wanfgre_i_n the s%’ep of recelving, In the (_:(_)mp%ter system,
the sensing HEUES" SEBPHRTE FEBWHITRS TRISAGTIG 'HTaUSaTSipBREVALE Tensingrieyichade iiitfio frequency
signal. 10 8. The method of claim 7, wherein the step of receiving, in the computer system, the sensing
device identifier comprises receiving the sensing device identifier via a relay device adapted to
receive the radio freguensyiaignalaith I henerginad ateladmsdnanddwherneintiing rasierfpegusngyasignal
is a Blugtootf) signal. 15 10. The method of claim 1, wherein the sensing device is adapted to store the
sensing device identifier in a non-volatile memory in the sensing device. 11. The method according to
claim 1, wherein the coded data identifies remotely stored information 20 defining a position of the
coded data relative to the interface surface. 12. The method according to claim 1, wherein the coded
data includeg region The AGiTeAtRbKlaHfotMAtTeR e ateRiefTasRAINhérbg RAMRYIERRYSIEMiChethrasHs PR Esve
coded data isigisiosedprabs ls3eiVing thacthad ascerdiingfie aleamdafrhergisigiae region encompasses
substantially the entire surface. 14. The method according to claim 1, wherein the coded data includes
data identification information that identifies data associated with the region within which the
respective cqded datg is dj ed. 30 15. An interface system for enabling a user to instruct a
oot sybiom to PTG Saidvine A R h B SRR A B RIS, e
including ViSiB?@tigFéWquﬁﬁfﬁiﬁﬁﬂ&? $6A%iNg device identifier via a relay device adapted to receive the radio

frequency signal.

9. The method of claim 7 or 8, wherein the radio frequency signal is a Bluetooth signal.
15

10. The method of claim 1, wherein the sensing device is adapted to store the sensing device identifier

in a non-volatile memory in the sensing device.

11. The method according to claim 1, wherein the coded data identifies remotely stored information

20 defining a position of the coded data relative to the interface surface.

12. The method according to claim 1, wherein the coded data includes region identification information

that identifies the region within which the respective coded data is disposed.
25 13. The method according to claim 12, wherein the region encompasses substantially the entire surface.

14, The method according to claim 1, wherein the coded data includes data identification information

that identifies data associated with the region within which the respective coded data is disposed.

30 15. An interface system for enabling a user to instruct a computer system to perform an operation via:

an interface surface including an interface, the interface including visible graphical information and

NPX029-SG



NPX029-SG -50 substantially invisible coded data; and a sensing device which, when placed by the
user into an operative position relative to the interface surface to designate at least some of the
graphical information, senses at least some of the coded data and generates indicating data indicative
of the operation using the sensed coded data; 5 the computer system being configured to: receive the
indicating data from the sensing device; and perform the operation indicated by the indicating data;
wherein the graphical information designated by the user is at least partially indicative, to the user, of
the operation, 10 and wherein the sensing device i§%further adapted to store a sensing device identifier
which is ad%%ggng%gilsn%%yi%gdga% %;-gr%ng device from other sensing devices of the same type. 16.
The interface system accordﬁlng fo claim 15, wherein the graphical information designated by the user
is adjacent, or substartiaihy aeineidaioh Witk padedyatadprn whishdie pdicatioedatais basee 15 17.
The '”terfac%@%%&%”d&fg‘fb‘%{:é’aﬁ‘%%%&J%%f]xﬁe ‘éVrQ“ﬁri?a{Pir‘i%%%(%ﬁ,ﬁ';%%#?&?FEQ&%S’MJ%‘#&? &A% 9l any

combination of: text; ICS; Images; buttons; icons; an Inks. 25 18. The Interface

1S; o ypertext
system of cl&fPf S @F@%%@'%ﬁﬂﬁ@ﬁ%ﬁ%%ﬁ&ﬁﬁﬁ%qﬁgﬂ/@%e sensing device identifier

as an ercrypted senﬁ{'pgogsytkggyisqe%cjggjgd'bghs?i.g[]'rlél&épterface system of claim 18, wherein the encrypted
sensing device identifier Is encrypted using an encryption key. 30 NPX029-SG -51 20. The interface
system of claim 18, wfaateineheicanpeter sy siemimaaapiednto receive the sensing device identifier
via a radio frequency signal. 21. The interface system of claim 20, wherein the computer system is

adapted to receive tHerSER$fgrHaHen fedcriRs ke fcite 2 device adapted to receive the radio

frequency signal. 22. The interface s stfgmagf claim ZOder %1 wherein t e rag ilo ifgggattl_en(?gtﬁgqgsal isa
dapté

: { h he tl
Bluetooth signal. 23. rée'PnPeer?g’lge'?yé em o\‘OEIaei?T'?T& m%eFelfSnertﬁseasgarlssPng Vice 18 & {0 store

the sensing 8EBYR@ePOMRentifier in a non-volatile memory in the sensing device.

10 and wherein the sensing device is further adapted to store a sensing device identifier which

is adapted to distinguish the sensing device from other sensing devices of the same type.

16. The interface system according to claim 15, wherein the graphical information designated by the

user is adjacent, or substantially coincident with, coded data upon which the indicating data is based.

15
17. The interface system according to claim 16, wherein the graphical information takes the form of
any combination of:
text;
graphics;
20 images;
buttons;
icons; and
hypertext links.
25 18. The interface system of claim 15, wherein the computer system is adapted to receive the sensing
device identifier as an encrypted sensing device identifier.
19. The interface system of claim 18, wherein the encrypted sensing device identifier is encrypted using
an encryption key.
30
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24. The interface system according to claim 15, wherein the coded data identifies remotely stored
information defining a position of the coded data relative to the interface surface. 15 25. The interface
system according to claim 15, wherein the coded data includes region identification information that
identifies the region within which the respective coded data is disposed. 26. The interface system
according to claim 25, wherein the region encompasses substantially the entire surface. 20 27. The
interface system according to claim 15, wherein the coded data includes data identification
information that identifies data associated with the $&gion within which the respective coded data is

disposed. 28f The mclaﬁhoq off claim 10 Wherqgl the ser}]sin device is ada teplatcg store the sensing
. 20. . tem of cl h t t ]
device dentier in a 35 1ad 65 Tcmary i 1he SetoiRg st 25 The hEiace SyStor o iaim 23,

wherein the S2ffSiHEHEKE FTQIPIRBEND S8Rk the sensing device identifier in a read-only memory in
the sensing device. NPX029-SG

21. The interface system of claim 20, wherein the computer system is adapted to receive the sensing

5 device identifier via a relay device adapted to receive the radio frequency signal.

22. The interface system of claim 20 or 21, wherein the radio frequency signal is a Bluetooth signal.

23. The interface system of claim 15, wherein the sensing device is adapted to store the sensing device

10 identifier in a non-volatile memory in the sensing device.

24. The interface system according to claim 15, wherein the coded data identifies remotely stored

information defining a position of the coded data relative to the interface surface.

15 25. The interface system according to claim 15, wherein the coded data includes region identification

information that identifies the region within which the respective coded data is disposed.

26. The interface system according to claim 25, wherein the region encompasses substantially the entire

surface.
20

27.The interface system according to claim 15, wherein the coded data includes data identification

information that identifies data associated with the region within which the respective coded data is disposed.

28. The method of claim 10, wherein the sensing device is adapted to store the sensing device identifier in a

25  read-only memory in the sensing device.

29.The interface system of claim 23, wherein the sensing device is adapted to store the sensing device

identifier in a read-only memory in the sensing device.
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