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[0002] The present invention generally relates to communications, and more

particularly, to protecting a user’s privacy in communication systems.

Background

[0003] As modern devices become capable of communicating with arbitrary
application servers, there is a need for such communications to be authenticated
and secured. In asymmetric or public key systems, the device (or “user’”) may
present a public key to an application server (or “application”), while keeping a
separate private key confidential. In shared or symmetric key systems, the user
may conduct communications with an application using a user identity, which
might be “anonymous” in that the user identity may not reveal who the user
actually is. Upon receiving this user identity, the application can then obtain a
key linked to that user identity to engage in encrypted communications with the
uscr. The key may be onc previously known to the application, or it may bc
fetched from a key server, e.g., a third party that is trusted by both the user and
the application.

[0004] There are certain ways in which user privacy might be compromised in
these systems, even when an “anonymous” user identity is used. For example, if

a user exchanges the same user identity with an application over multiple



these systens, even when an "anonynous" user identity
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[0006] Another aspect of the present invention provides a method for protecting

user privacy during communications in a system having a key server, said
method comprising receiving from a user a derived identity generated from a
key and at least one parameter comprising a session variable; transmitting said
derived identity to said key scrver; and receiving from said key scrver
information associated with said user.

[0007] Yet another aspect of the present invention provides a method for
protecting user privacy comprising receiving, from a user, a derived key identity
generated from a key and at least one parameter comprising a session variable;
and identifying said key from said derived key identity.

[0008] Yet another aspect of the present invention provides a method for
protecting user privacy during communications in a system having a key server,
said method comprising receiving from a requesting application a derived
identity generated from a key and at least one parameter comprising a session

variable; and identifying said user from said derived identity.



and identifying said key fromsaid derived key
identity. [0008] Yet another aspect of the present

WO poogs48en provi des a nmethod for protecting useCT/US2007/060519
privacy during comunicatiohs in a system having a key
server, said nethod conprising receiving froma
requesting application a derived identity generated
froma key and at | east one paraneter conprising a
session variable; and identifying said user fromsaid
derived identity.[0009] Yet another aspect of the
present invention provides an apparatus for protecting
u9809%Ipr i vacyetormpriraspryt af themiresstt ingentidn yroyelne pratpparatus for
for g i ' j ' . pated with .
i ser MasRing fd Rk Eombitai b b SREREL AL AL lldh B genoraing o
conpr i girhvgd adexiss assnciatedivail ®pse basainem keeand arleast one parameter

sendi ng._saj d derived identi t 0 .an plicatian., . . .
r0010] oRRdnEE hesFResttect HendP BRR el iid gpived identiey o
provi desappiticagipar at us for protecting user privacy

| g co j cations i syst em havi ng a key server,
DI par ot e Arnichg Py PERE oertih atiby i gpperitus for
f rom apreseting usteprivady teteind éddnymgeRetidisad af 5eehKME a key server,
and at lLeast one paranmeter conprising a session e
var i abi%sT SRS CORNEHTE £ EFOPGF fAr AR Hine T arg 2 i derived identity
deri vegbndtéd fre@n kdyyarldait SakCotearSBEML Eompfad b sdBlon variable;
anot her aspect of r;é)he present invention provides an

appar atd? TSIt 98 trengigiing sapt sy usemdentilyig said key server.

rlegeiver fovef aRhdtiaBghct bf BB pResdiCinveRidSibVads K€¥pparatus for
identity generated froma key and at | east one

par aneteieCHBHBIT TGO CHBRET B 2 Yercl b fer regeiping cEgmar user, a

for i deptieh e gde%@iitﬁgéﬁfei/at&[ ﬁmnsﬁké%f Aerdtves: K8Yparameter comprising
identity. [0012] Yet another aspect of the present

i nventd ¥ssipnoeTiels: sprogpisar @i identifying seit ey ifiegn s derived key
pri vaci}ﬁe]q%j ng comruni cations in a system having a key
server, said apparatus conprising a receiver for

rl88B3lvi ng f¥ehmwthagsprsst Phige appehcavegivngprdeidey 4d apparatus for

i de nLL%rXtegﬁﬂ%@rigivfaE}p g&&é@ﬁnﬁﬂ&c@tﬁcg}r}sqﬁﬁtsx%ﬁ having a key server,

par a er conprising 'a session variaple; a a

pr oc es®ut afperatiglenthpriigimgg reaivr teeecdiviomizen d retprestitetapplication
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session variable; and a processor for identifying said user from said derived
identity.

[0013] Yet another aspect of the present invention provides an apparatus for
protccting uscr privacy during communications with an application, said
apparatus comprising a means for generating a derived identity; a means for
sending said derived identity to an application.

[0014] Yet another aspect of the present invention provides an apparatus for
protecting user privacy during communications in a system having a key server,
said apparatus comprising a receiver for receiving from a requesting application
a derived identity generated from a key and at least one parameter comprising a
session variable; a means for identifying said user from said derived identity;
and a transmitter for transmitting information associated with said user to said

requesting application.
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walenoraggsednmuni cati ons with an application, saPdI/us2007/060519

apparatus conprising a neans for generating a derived

identity; a neans for sending said derived identity to

an application. [0014] Yet another aspect of the

present invention provides an apparatus for protecting

user privacy during conmunications in a system having

a key server, said apparatus conprising a receiver for

receiving froma requesting application a derived

identity gener at ERIFIOPESURAPTAON QF TEHE DRAWINGS

par anmet er conprising a session variable; a nmeans for

identifying said user fromsaid derived identity; and

d00t3Ansni t t BIG. floshotwsansmalicdimentiof flor presdnd maatos ianhid:h a key

I S G 80 SNESL 00 ARG B EE oo

enbodi appiitatidn. t he present invention in which a key

I8 en 5 LZE- AiERex b Bafitoret B Sonty ryancion B Raich the

i |l ustusat eay astaBlitogiciRonehuEcode Ofth & agfRichash ddtording to the
whi ch the user §W§sgﬁgllsh secure communi cations
with af® & ding to the enbodi ment shown

oG 1. [E@@li khdw$an Smbb@wRnBSE eﬁﬁ@@é@sr@mﬁetﬁéd # which the user
process or nethod in which the user can secure

comunieaSE S TRIV IO TRV RIS e tht FnoAPP UG b i theut v@n&a Ky server.
server. DETAI LED DESCRI PTI ON [ 0018] To protect user
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communications between a user and an application, without revealing the actual

identity of the user to the application or to a third party eavesdropping on the
communication, or otherwise allowing the application to determine that different
sessions originate from the same user. The invention disclosed herein addresses
this need.

[0019] Reference is now directed to FIG. 1, which shows an embodiment of a
communication system 100 wherein a key server is used to facilitate encrypted
communications between a user and an application.

10020} The communication system 100 can be any voice, data or multimedia
system, for example, operating under a communications standard and/or
protocol, such as the WCDMA (Wideband Code Division Multiple Access),
cdma2000, or IP (Internet Protocol) standard, or any other suitable standard or
protocol. The embodiment may be utilized, for example, as an enhancement to
the Generic Bootstrapping Architecture as specified in various communications
standards. (See, e.g., “Generic Authentication Architecture (GAA): Generic
bootstrapping architecture,” 3GPP TS 33.220, and “Generic Bootstrapping
Architccture (GBA) Framcwork,” 3GPP2 S.S0109-0 Version 1.)



[0019] Reference is nowdirected to FIG 1, which

shows an enbodi nent of a comruni cati on system 100
wob@res4s6n key server is used to facilitate enPCHps®d7/060519

conmuni cati ons between a user and an application.

[ 0020] The conmuni cati on system 100 can be any voi ce,

data or nultinedia system for exanple, operating

under a comuni cati ons standard and/ or protocol, such

as the WCDVA (W deband Code Division Miltiple Access),

cdma2000, or IP (Internet Protocol) standard, or any

ot her suitable standard or protocol. The enbodi nent
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generate a temp ID 108 (also referred to as a derived identity) using a common

formula, as follows:
temp _id = F(key, m) Eq (D

In Eq (1), F is a predetermined algorithmic function such as a cryptographic
hash function. Alternatively, F can be a function that serially concatenates one
or more parameters with the output of one or more hash functions. F can also be
a function that performs a hash on the combination of a number of parameters
with the output of one or more other hash functions. In an embodiment, the
predetermined algorithmic function can be the Secure Hash Algorithm SHA-1.
(See Federal Information Processing Standard Publication 180-1 (1995).)

[0024] Also in Equation (1), m denotes a parameter set which may include, for

cxample, a uscr identity, onc or morce scssion-dependent variables, and/or other



i ncl udes user 114. The key 102 nmay be used

permanently, or only during a specific tinme period. In
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parti es such as the key server 126 and the user 114.

[0023] In one enbodi nent, both the user 114 and the
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fornmula, as follows: tenp _id =F(key, m Eq (1) In Eq
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a cryptographi c hash function. Alternatively, F can be
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[0027] In step 202, once it has received the temp ID 108 sent by user 114,
application 116 sends the temp ID 108 to the key server 126.

[0028] As described earlier, in one embodiment, the key server 126 has pre-
stored a set of temp_IDs and keys in its memory. In step 203, the key server 126
uscs the temp_ID 108 reccived from the application 116 to identify kcy 102, As
mentioned previously, each key can correspond to a unique user. In this
example, key 102 corresponds to user 114. The key server 126 can therefore
match temp_ID 108 with user 114, as shown in step 203.

[0029] In step 203, the key server 126 may further generate a sub_key 238 (also
called traffic key herein) based on key 102. This generation of a sub-key may
use another algorithmic function and involve parameters known only to the user
114 and key server 126. In one embodiment, the value of temp ID 108 itself
may be used in generating the associated sub-keys. In an alternative
embodiment, any number of sub-keys 238 can be generated by taking a hash
function (e.g., SHA-1) of the key 102 and an appropriate sequence number.



the paraneter m so that, given a tenp ID, the key 102

used to generate it may be quickly identified. [0026]
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nmet hod 200 in which user 114 may establish secure

comuni cations with application 116 according to the

enbodi nrent shown in FIG 1. First, in step 201, user

114 calculates tenp ID 108 fromthe key and the

paraneter set m and sends the tenp_ID 108 to the

application 116. [0027] In step 202, once it has

recei ved the tenpJD 108 sent by user 114, application
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238 k n@hmhercapmbpamon 116 requesting user 1nformat1on from the key server 126 has
in fact been accessed by the user 114. For security, the key server 126 may
choose to send information about the user 114, including the user identity and
the user-specific key, only to an application 116 whose app ID matches the
app_ID used to generate temp _ID 108. This prevents another application such
as application 118, which has not been accessed by the uscr 114, from obtaining
information about user 114 from the key server 126.

[0034] In an embodiment, a user 114 may even be called upon to generate a
temp_ID when the user 114 does not yet know the app_ID of the application it
wishes to access. In this case, the user may nevertheless generate a temp_ID by
using a fixed “wildcard” or “default” app_ID in place of an application-specific
app_ID. In this embodiment, the key server can be configured to recognize a
temp_ID containing such a “wildcard” or “default” app_ID, and provide user-
specific data to an application even though the wildcard app ID does not match

the app_ID of the requesting application. At a later time, once the user has



the application 116 and the user 114, both sides can
use the subj kcy 238 to encrypt and decrypt data 240
wa@enw/obssiveen them as depicted in step 205. [POBER$2007/060519
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upon tArHeRskat e k%%t@fmoﬁé:ﬂ é@ﬁ%‘kéyhﬁstﬁ%ﬁﬁo& g-éheg{%eﬁngptto initiating

yet knowt e ap of the anglcatlonH W shes
accessthe Pﬁnmmnsoaéla% depipigd ifs BYG-rdayInrfenamldiiéments the key Kisa

gener a8l el 1§ (Qll ¥ H&th&g%é’a arta'rt)I(e% uchih b HGalgr o 0f tg]e application.

" def ault" af IDIn p ace o appl 1 cat1 on-speci

afp37ID. mhitep #hb odemisldtcantevrerikisyr Berivast Keanlh@10 as follows:
pigur ed to e

qepsg0ur ed {0 RrRANkEe B %@46 @9%@%&%%&%%&@&@ Eq

usersp@tific data to an appl i cati on even though the

%bgﬂar d ap@hélj-e) Fd?qeg‘ga i b &Q&e%l'mmed algorithmic function, session variable

is a session-dependent variable such as a counter value, and other parameters
may include any parameter not explicitly enumerated herein that is known to
both the user 114 and the application 116. As previously noted, a session
variablc may change cach time a temp_ID is cxchanged with an application, and
may be a digitally incremented use counter, a time stamp, or output of a
pseudorandom number generator. It will be understood that larger session
variables may be wused for greater security, at the cost of greater
implementational complexity. In an embodiment, the session variable can be a
16-bit counter value.

[0040] In step 302, user 114 sends the Derived Key ID 310 to the application
116. In step 303, application 116, which has pre-calculated the set of
Derived_Key_ID’s over all possible values of key K, session variable, and other
parameters and stored this set in memory, can identify the key K, session

variable used to generate the received Derived Key ID 310, and the associated



the app_I D of the requesting application. At a later

time, once the user hasascertai ned the application's
W@pJIoeases he user may generate a new tenp_| D beGEUSINT/060519

the correct app_ID. [0035] 9n another enbodi nent of

the invention, if a new paraneter set mi is agreed

upon by the user and the application during a session,

then, by querying a key server, an application could

determine a new tenp_ID to be used during a subsequent

session. To do this, the application could provide,

for exanple, the new parameter set ni, along with the

t enp_|BeT Ail¢i Vit bpthcaifieekngwiom thhaaluse of K sessien kajeble 331, and

serve rothé@%é‘raﬁ@f’eﬁsc' ﬁcﬁ‘? SHRS cah! QRUIAY J‘ Qoﬁl&ohr l@é{}ﬁ Behv@d K 332 as

new tenp_| plication every t
t enp_|ollbwsdesi r ed. [0036] FIG. 3 shoms an enbodlnent

#qjProcess or ch t he er 114
328ur lel'y communi capgggecf-h an esélofl |Vang[jslli Ot%l It’%a)lﬁ}f’ters) Eq
using @ key server. In this enbodlnent it is assumed :
the user 11 I|c |on 116 ready shar.e
k[%z‘i%% t hr ou‘é’h '§ oilﬁéﬁ}o | stprr? TR PRe dsg%é’ﬁghm% ?LB’rCth% and scssion
i ni ti atariagle heslcoswmtponds ofs depi ehkdoni Kafthile 3Jsedl Nto generate
an e di. men riabl e known qnl
Ut horb st 182 it E iR s o T pettiged BE dintifon G may be
appl i catos@nto B3 dhme As S pseDib, gdnsPite hbdub AbeyIEIREAL& described
a Derived Kg as folloms [ Q038]
Deri ve 1tk3?51%66t<1:’€ SeSEFBR YRIPERsations e pow be conducted using

par anehe medrivisd, K 2932 ROXAH MieFBeivel hcAPBdNdRa 340, as shown in step
predeter m ned algorithm c function, séssion variable

is a si on- dependent vari abl e such as a counter

vab4asy, and B hel-uRAAMBRIUEHSntNBHhl HEVdden 2i1Ya RAK %Fén%ter set m’ is
not explicitly enunerated herein that is known to

t he usiree ApamdbY Hhe aiRsr i 2 it appBcating Gridng 03d§|e§610n then the
not ed, 5 ln%ﬁ?t)%' &R @étéﬂm@ ﬂgﬂ'y Eg%ﬂgg ng@ctgmgnlg?tc@be Bsed by the user

tenp_IDis exchanged with an ap [""Cat i on
di gi t aduripg yevhsperng dessipa. cbntveeuld avrQ\fldﬁepmt@nmn against linkability

out put at&f:lésabﬁ gftﬂﬁa rp@ﬂ:?o r@’&%ﬁ{ 18 ea.”ﬁ% ?e 8{dr(ria 14 W’csl Jeren%_ID s during

under st oo sess| on Vari a S
for grssstiens wil lsilffftrynt Lise stationn a1 a ofobdle eat\m“rk to avoid being tracked

by a third-party eavesdropper.

[0044] It may be noted that while the above embodiments have been described
in the context of shared-key or symmetric cryptographic systems, public-key or
asymmetric cryptographic systems are also susceptible to linkability attacks
where a uscr repeatedly uscs the same public key. Aspccts of the present
invention may also be applied to vary the private key, and hence the public key,
according to a session-dependent variable and/or application identity. It may be
noted however that in public key systems, the overhead of registration and
certificate issuance processes required each time a public/private key pair is
changed may lead to the same public/private key pair preferably being used over
an extended period of time.

[0045] According to an embodiment, the memory in each of the key server 126
and the user 114 can be of either the volatile or non-volatile type, such as a
magnetic hard drive or a RAM (Random Access Memory) circuit. As an

alternative, the memory can also be made of other circuit types, such as an



i mpl ement ati onal conplexity. In an enbodi nent, the
session variable can be a 16-bit counter value. [0040]

WO 00308486802, user 114 sends the Derived_Key |BCBUS200T060519
the application 116. In stéap 303, application 116,
whi ch has pre-calculated the set of Derived Key ID s
over all possible values of key K session vari abl e,
and ot her paraneters and stored this set in nmenory,
can identify the key K, session variable used to
generate the received Derived_Key_ ID 310, and the
associ at eduser 114. Wth both sides know ng the val ues

of K, BERROM (Heqtapally F3asabim oPr@gW@rm@idﬁ aRetdkerQulybdd¢mory),

1? g?ﬁgmﬂ@?%gﬁﬁﬁékﬁ%%[ P EHHI g%fge%e ses 1 ON v&)}?a%?{OM (Read Only

ot her Mamamet ens‘}SIEq(As@)hCEl@@ﬂgpemﬁe rlete@rated &liotitlra magnetic disk,
pr edet | gor and, sessi on

vari abl &%Q%p%%kgégogg é&Fﬁﬂgﬁénggggﬁ%E vari abl e used
t[@04fdner at elt Beould & 1110&3}1 | th®irBation ciaguatimbodied us alp‘u'comsl or method

be note he ction G e be th

o e, b SeqdRTh PR eadE DRE ke Eatil] ST Wy computer-

descr Itbed:hb\m ﬁ]hdfuﬁ’f Emce;ncm the aftl Glerd, thSeRH ‘Computer-readable medium”

connunlg {ons ca be canduct ed ug*n .the . , .

Dor | v o3 Fsum et T BEES VEPeRE R insHuGiAns (3 4py processor,

as shaswohia tisd PidceBdrs ih Q0 By kérver 126 ﬁﬁkﬁfhe&f@@dlﬂ@lﬁﬁwn in FIG. 1.
vention, if an araneter set m_is ag

Sgotnh%};cgwema@@m %mdﬂetq{éﬁ%agr%@d@’%ﬁmawy ﬁadmath%éfgg} %a volatile or

then the-apile Gadh 8N neaiiintl af @Ry ﬂ@sﬁﬁbediﬁid'\]f%lgﬂf (£S89 exrﬁnple in the
neM/tggp TD.to be used by the user urLQ% a subsequent

sessi dIFSTMID Qoihed SO de the devcersn Rgaristhe user 114, Such a

| i nkabhéditidh @it A6kSe BYthad ﬁaﬁbﬁ%‘sﬁﬁr%e aE@?na?"iﬁHﬁJi@ a cBaxial cable, a
user could vary its tenp_ID s durihg sessions wt

di f f er’@RPCIHAGES stmtqnsinal icable: oBi the mit Wdenkaaeo C%Wﬁn@ acoustic or
bei ng diEAHeLnBY %vawes A RAL LF EAUERATARRR real@R4 4y Wachi

may be noted that whi | ?he above eﬁg nenF?’%gvg%, achines of
been desaNittiad

[0047] Those of skill in the art would understand that information and signals

may be represented using any of a variety of different technologies and
techniques. For example, data, instructions, commands, information, signals,
bits, symbols, and chips that may be referenced throughout the above description
may be represented by voltages, currents, electromagnetic waves, magnetic
fields or particles, optical fields or particles, or any combination thereof.

[0048] Thosc of skill would furthcr apprcciate that thc various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection
with the embodiments disclosed herein may be implemented as electronic
hardware, computer software, or combinations of both. To clearly illustrate this
interchangeability of hardware and software, various illustrative components,
blocks, modules, circuits, and steps have been described above generally in
terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans may implement the

described functionality in varying ways for each particular application, but such



in the context of shared-key or symretric
crypt ographi c systens, public-key or asynmmetric
W@ eoopo®gsaphi ¢ systens are al so suscepti bl e t oPCT/US2007/060519

linkability attacks where dluser repeatedly uses the
same public key. Aspects of the present invention may
al so be applied to vaiy the private key, and hence the
public key, according to a session-dependent vari abl e
and/or application identity. It my be noted however
that in public key systems, the overhead of
regi stration and certificate i ssuance processes
requi rigwlenemetiomdcdsipubsiosdretis mtupiptehiy cdusing a departure from
chang public/private key pair
pref eﬁggﬁa}bbeol%ﬁ E c]-l?gl\l/\gﬁﬂg% ext ended period of tine.
[[004%] AccoTbIﬁr n@ncw iHwstenive th e tb]odkds.emoduies, \anil mireaithdescribed in
of the, r 6 can be of
ai t her® ltﬁﬁéctf/oo §§| geh?eo F&ﬁgﬁh{/ég sa?}% lo%%cf' heren% JoY é)g gnplemented or
magnetpecfonaed vdth a/ germral@uﬁid\db (PRareewm Adlgetﬁss@hamﬁyc)essor (DSP), an
e P R, B o TSR, g b bt seo ey
(El eCt(FiPCH’L)I yr Ethas @hi@arﬂfrﬂgrea]mgw)H@1R§aﬂsc@§tEYga&$69&13&}1515’(01 logic,
an EP%]\/IQ ri cal Programmabl e Read Onl%1

Euke] "{f{%ﬁé’rowon S A8 B (RPN ﬁresgg‘éﬁlwﬁ‘é to perform

| nt egrtag eﬂmawm;wdbécrlbadﬁﬂgeﬁtl CAdigSlerahudiisk CatoctissK may be a
and others well known in the art 0046] It should be

not ed rf“r‘féol?rﬂQFéﬁ?r’ Ht EhiPltehaitis: Sif BOCSSpF srayske apy conventional

met ho%ra&iische CEREGICEr i GO FRMIBEr, 'R AEAE Ifa dhit it rﬁcﬁrbgé@%l may also
carri on any c(grrput err eadabl e nmedi um known in the

art . laﬂp lgmented At & corbingtion PL FeapuinedsEeRsufrE: a combination of a

referpge anty amedcrprddeddorpar ﬁ)l&hl@tﬁt 513 Ihfbr@ﬁl‘élh’ésgén@g one or more
|nStrUCt|OnS to any processor processors

i n t heMCEPraessydP IDecepiunation et ‘11@S§’h(ﬁ}9ﬁeal ®rFpE other such
1. Suchnd.mdbLym can be of the storage type and nmay
t ake t he gorm of a volatile or non-vol atil e storage
B Um as alsosiges of iawthodes algetithm fdgscrébednipl egnniegtion with the

the dee?@d'o'dﬂhéﬂg d’l£c16§é% ASERr Xla Myd I'é %Yedbgfr%cft[% #é%ardware, in a

and t he user Such a nedi u can a
trans mpﬁfwamwmoylphe exeguied\byi mpkemtesar, coax palonddidten & the two. A

COPPersyafis nﬁ)‘&u%oﬁl'a9 3Lgigagl %\Al\angeﬁllg% aﬂashl rﬂénelcrnfy?‘i&)M memory,

carrylng acoustic
EPROM memory, EEPROM memory, registers, hard disk, a removable disk, a

CD-ROM, or any other form of storage medium known in the art. An
exemplary storage medium is coupled to the processor such that the processor
can rcad information from, and writc information to, thc storage medium. In the
alternative, the storage medium may be integral to the processor. The processor
and the storage medium may reside in an ASIC. The ASIC may reside in a user
terminal. In the alternative, the processor and the storage medium may reside as
discrete components in a user terminal.

[0051] The previous description of the disclosed embodiments is provided to
enable any person skilled in the art to make or use the present invention.
Various modifications to these embodiments will be readily apparent to those
skilled in the art, and the generic principles defined herein may be applied to
other embodiments without departing from the spirit or scope of the invention.

Thus, the present invention is not intended to be limited to the embodiments



el ectromagneti c waves capable of carrying signals
readabl e by nmachi nes or conputers. [0047] Those of
W@ Rao708488 t he art woul d understand that i nforme€T/o820ameh0519
signals may be representedlusing any of a variety of
di fferent technol ogi es and techni ques. For exanpl e,
data, instructions, conmands, information, signals,
bits, symbols, and chips that may be referenced
t hroughout the above description may be represented by
vol tages, currents, electromagnetic waves, nagnetic
fields or particles, optical fields or particles, or
any coWsiiabpisi thybrigoP. be goagidethiigewisiest lspone woudigient with the
furth rirﬁa‘ﬂﬂésﬁ Gh@hEvaI R R ADI ARl l’é’?ﬂﬂ@%k?\éﬁ lary embodiments
| ogi cal blocks, nodules, circuits, and algorit n?sp%ps
descr i iped biean desanideti ibrwilli tehutdesstenrbbyl ithsatskiltidsiolths ed that these
her ei ' clLronic war e, . .
conputna é&raaés{%1 rf%%ﬁ%'e?%@? ?é%gn‘glﬁﬁa {(aolnélaglm eb%]tlgﬁg th%eléll Witppy departing
i | | ustfremehd $rope iand epich afithedbvdnitiby. of har dware and
software, various illustrative conponents, bl ocks,
nodul es, circuits, and steps have been descri bed above
generally in terns of their functionality. Whether
such functionality is inplenmented as hardware or
sof tware depends upon the particular application and
desi gn constraints inposed on the overall system
Skilled artisans may inpl enment the described
functionality in varying ways for each particul ar
application, but suchinplenentation decisions should
not be interpreted as causing a departure fromthe
scope of the present invention. [0049] The various
illustrative |ogical blocks, nodules, and circuits
descri bed in connection wth the enbodi nents discl osed
herein may be inplenmented or perforned with a genera
pur pose processor, a digital signal processor (DSP)
an application specific integrated circuit (ASIC), a
field programmabl e gate array (FPGA) or ot her
programmabl e | ogi ¢ device, discrete gate or transistor
| ogi c, discrete hardware conponents, or any
conbi nation thereof designed to performthe functions
descri bed herein. A general purpose processor nay be a



m croprocessor, but in the alternative, the processor
may be any conventional processor, controller,
wor@rossses rol | er, or state machi ne. A processoPCTH$2007/060519
al so be inplenented as a cddbi nati on of conputing
devices, e.g., a conbination of a DSP and a
m croprocessor, a plurality of m croprocessors, one or
nore m croprocessors in conjunction with a DSP core,
or any other such configuration. [0050] The steps of a
nmet hod or al gorithm described in connection with the
enbodi nents di scl osed herein may be enbodied directly
in hardware, in a software rodAIMSexecuted by a
processor, or in a conbination of the two. A software
nodul e may reside in RAM nenory, flash nmenory, ROM
e b ropethEPROrotectgyseEFRREY avenmising: r egi st ers, hard

di sk, r bl e di : Q. an t her form of

ot or agE e YeRs i R B R0 i e B o F e o east

e nammatecamppresihg osdshienpmaelssard such t hat the

processor,. can. read inf or. ion fr.o and wite

i nf or nRL LB ]od,r&trwgd é‘{%@gg{é’ ar‘?ead’lpi}ﬁ?rﬁqnn t he

alternative, the storage nediummy be integral to the
essol. .The praocessor and the storage medi um may

?%g?%% © Ogﬁ?ﬁgﬁéa’gﬁﬂmﬁg?@mﬁﬁ?greside in a user

t er m ngdnerdtidgtaheafait key;nali ve, the processor and the

st or age nediunlnay_éeside as discrete conponents in a

user tEYRPHRICALTENGHE PaigREriradpronReeikiralfeker of t he

di scl osed enbodi nents is provided to enable any person

skilled in the art to nmake or use the present o
ihvEhr Ighodwirlagnd . mbgrem saif usscorsnenieaies with da saapn application

Wol ht IB&st hRadidsibnapparent to those skilled in the art,
and the generic principles defined herein may be

applied to other enbodi nents w thout departing from

th eTl%)lin[‘e{htod%ﬁ’ cR&A ﬁoevmtereﬁ# Eaih ﬂgﬁerkgh?@lrg gﬂ%ﬁf‘wnﬁ Iag:h fferen%aé)pﬁ cation

present invention is not Inten mted to t

o desvontiosiidoast hee sgspiopst is to be accorded the

wi dest scope consistent with the principles and novel
features disclosed herein. Wile exenplary enbodi nents
HavEhdmethodof clithddwheteimpdifl stpsionnderblecothphiged dosenter value.
skilled in the art that these

6. The method of claim 1, wherein said session variable comprises a time stamp.

7. The method of claim 1, wherein said session variable comprises the output of a

pscudo-random numbcr gencrator.

8. The method of claim 5, wherein said counter value comprises an output of an

incremental counter, said output being different for each session.

9. The method of claim 1, wherein said at least one parameter comprises an application

identity associated with said application in communication with said user.

10. The method of claim 9, wherein said application identity comprises a wildcard
application identity, said wildcard application identity being used when an application

identity of said application in communication with the user is unknown to the user.



and ot her changes in formand detail may be nade
therein wi thout departing fromthe scope and spirit of
wao b@7iosusent i on. CLAIMS 1. A nethod for protectiPQI/USEN7/060519
privacy conprising: generatling a derived identity
associated with a user based on a key and at | east one
paraneter conprising a session variable; and sending
said derived identity to an application. 2. The nethod
of claim1, further conprising: generating a traffic
key; and communi cating with said application using
said traffic key. 3. The nethod of claim1l, wherein
said user conmunicates with the sane application for
1 | n [
e Sn b of ERRh 7 Refhi TRE eP Rk Pl by based o said at
dpwit poaPrEmetachmpeisss applifiog aQEtSH Bastion tmsasdeasieatsn ene parameter.
The method of claim1, wherein said session variable
conprises a counter value. 6. The nethod of claim1,
vit¥e rBiemsthiod of ekém dnwhercimidid gmmrﬁﬂg&&era/eﬁildmtﬁy aiged on said at

C
Joal 86 BEBRRomr Phobe G Bl i P dt ome paramoter
nwittb e caemerodtadiash Bimclibeapmiddad abfeast onicf aid \Wh 8528t dhe parameter.
sai d counter value conprises an output of an
i ncremental counter, said output being different for

€l3¢ hA seslsd Dfor pﬂ)te&h@ uzet fioehcg fdutihdicBinbunii@ioas th S&istbm having a
1@ | east onge E%Q?neter conprises an application

iFERETED SALLBESE SMRFiRESai d application in

conrasaivead from adeh a S8 tbdRiBhtity dnerhR@ AghRAdyahd 6t RhfPone

9, wherein said appljcation identity conprises a

W AR PP e P??ﬁloiﬂdéﬁﬁ‘iﬂ?y, said wildcard

applrafahitonl d6E€ et 18810 tISEd WP &van .APP! | cation
identity of said application in comunication with the

us eFeCPY IR IABIG eyt 9567l sefprmationTaseodipied vdthofaidieer.m 1,

wherein said generating a derived identity based on

said at |east one paraneter conprises applying a hash
fldnciliegnethed apldinatl 3] fugber erveprpinmuaingesaid iformTimn to communicate
Ethedd Qfecl @i m 1, wherein said generating a derived
identity %ased on said at

15. The method of claim 14, wherein said information associated with said user

comprises a derived key, and said derived key is used to communicate with said user.

16. The method of claim 15, wherein said derived key received from said key server is

gencrated bascd on at lcast onc of said at Icast onc paramcter.

17. The method of claim 13, wherein said derived identity is generated from said at

least one parameter by applying a hash function to said at least one parameter.
18. The method of claim 13, wherein said session variable comprises a counter value.

19. The method of claim 13, wherein said at least one parameter further comprises an

application identity associated with an application requested by said user.



| east one paraneter conprises concatenating at | east

one of said at | east one paraneter with the oiitput of
wa@20vassusbunct i on applied to at | east one of saPCI/E$2007/060519

| east one paraneter. 13. Alfethod for protecting user

privacy during communications in a system having a key

server, said method conprising: receiving froma user

a derived identity generated froma key and at | east

one paraneter conprising a session vari abl e;

transmtting said derived identity to said key server,;

and receiving fromsaid key server information

s oieaneigodsof pladmild. whetein seid kepheervistih oenfigured atie p&yvide said

f. : i SiPa S id_ i i ST .
(HEERSEoS PTRY 051 00059l ALSHIEL Wb s g socied
ith eesuestingsaipdicatidor mat i on associ ated with said user
conprises a derived key, and said derived key is used

to communicate with said xiser. 16. The nethod of
cllaiThelbethot of elaimdai further corepidiey: recei ved from sai d

key server._is.generated based on at |east .one of said

2t | oo Sghe PBALERET on THOTHET ABpoRaiod i B epegaint
whetemmusddatotesdsvied withegaid figer;i S generated from sai d

at |l east one. paraneter by applyi a hash function t.

ai d ST CUET B R B et S A R B subsequent

13, coheimidatieas skssiegsi on vari abl e conprises a counter

val ue. 19..Th netq?d of clajm 13, wherein said at. _

| east 'GREVipEr HAE Bt W%W@HH&%%@@%@%%@ Wigh said user;
i deghdty associated with an application requested by

said user.20Q. The method of claim 19, wherein said key

ser verUsing wahfyrtisr sfomattiongo spepuacaie vt satdorsgat g a

i T 5@ sdq @R bbsdtdndihtibae Mshibl wHRERi'@ler ML Ch an
application identity associated with a requesting

application. 2 1. The nmethod of claim 13, further
COIDA It foRQFSELNG Wt Frivl Lolpfikingh | nformation
associ at ed ﬁﬁ?h a Eg%seq entycgﬁibﬁv]ations sessi on
Wi t FPosiving, denem o userapdaiived Iy, idewits gnerikiey foem o dey apdipideast one
LRI LR ASROL LALRE WbRS@ld subsequent
onmuni cati'ons 3essi on;
identifying said key from said derived key identity.

23. The method of claim 22, further comprising generating a derived key based on at
least one of said at least one parameter, and engaging in encrypted communications with

said user using said derived key.

24. The method of claim 22, wherein said session variable comprises a counter value

that iy incremented before or after engaging in & communications session.

25. The method of claim 24, further comprising:

agreeing with said user on information associated with a subsequent
communications session with said user; and

using said information to communicate with said user during 2 subsequent

communications session with said user.



receiving, fromsaid key server, further information
associated with said user; and using said further
WO pfoosass3 on to communi cate with said user durPeQUs2007/060519

subsequent comruni cations déssion with said user. 22.

A nmethod for protecting user privacy conprising:

receiving, froma user, a derived key identity

generated froma key and at | east one paraneter

conprising a session variable; and identifying said

key fromsaid derived key identity. 23. The nethod of

claim 22, further conprising generating a derived key

[24s et msihodtior pratectivgaisef privcyl duting eersmusinatipay mrretystem having a
1-ng. 1 .ed. communi cations with said

3% Fgﬂgﬁgéﬂg%#ﬁoggéﬁégﬁﬁgéy. 24. The nethod of claim

22, reshigig fmorsa dqesesia g @ppiativablderivedpienSgsgeacaouinfen a key and

VRldE SNt L2 LNGE SRR od BElRLen gk ALLEr engagding in

a SO TRt ORs SR Yh? S8 TRE dﬁt%od of cl aim 24,

f ur ideetifydgngnid ssardromagaideerigedrdeittityal d user on

i nformati on associated with a subsequent

comuni cations session with said user; and using said

127f arhgahdtfed bHclaIENfuehbecothirisigairehsugdamgdufdrgtien associated

suqigq ent communi cations session with said user.26. A

et PR P ERUCHE S ICHIY acy duri ng

comuni cations in a system having a key server, said

nmet hod conpri sing: receiving. frama requesting
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variable; and i1dentifying said user fromsaid derived

iSSPt y. 27. The nethod of claim 26, further

conprising transmtting information associated with

said user to said requesting application. 28. The
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a sub-key used for encrypting and decrypting data

conmuni cat ed between said requesting application and
30. The method of claim 26, wherein said at least one parameter comprises an

authorized application identity associated with an authorized application in

communication with said user.

31. The method of claim 30, further comprising not transmitting said information
associated with said user to said requesting application if said authorized application

identity does not match said application identity of said requesting application.

32. An apparatus for protecting user privacy comprising:
a derived identity generator for generating a derived identity associated with a user
based on a key and at least one parameter comprising a session variable;

a transmitter for sending said derived identity to an application.

33. The apparatus of claim 32, further comprising a key generator for generating a key,

wherein said apparatus communicates with said application using said generated key.

34. The apparatus of claim 32, wherein said apparatus communicates with the same

application for at least two sessions.



said user. 29. The nethod of claim 26, wherein said
session vari abl e conprises a counter value. 30. The
woredonoshsed cl ai m 26, wherein said at | east onePCT/US2007/060519
par anmet er conprises an autdri zed application identity
associ ated with an authorized application in
communi cation with said user. 31. The nethod of claim
30, further conprising not transmtting said
i nformati on associated with said user to said
requesting application if said authorized application
identity does not match said application identity of
sai d requesting application. 32. An apparatus for

otecting user priwvacy, conprising: Fi i '
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whplivadion 88¢h J28siedl formt deakietyvoasedsiais. | east one par amet er
conprising a session variable; a transmtter for
sending said derived identity to an application. 33.
3he apfpariniStoP broi@ingudés priwicy ldefing odmbiunidagons eysystem having
generator for generating a key, wherein said apparatus
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appl i cation each session for at |east two sessions.

36. An apparatus for protecting user privacy during

%9%%%@&%&@ DrbRid 3By VeSO fer KEMrBRE ¥ Fig3& @ receive,

appar at conprising: a receiver for receiving, froma
fen said kde séry e nifdenationyasgeriated vath seidopen aed paigialogmation is used

'@%ﬁ}da %ﬁ{a%ftgf@gﬁﬁ{un%ggpwﬂsggi fesession variable; and

a’tran ter r transmtting sai'd derived user
identity to said key server. 37. The apparatus of
l,aim 36, wherein.the receiver is further configured
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CoNPhisdeh@r for identifying said key from said derived key identity.

39. The apparatus of claim 38, further comprising a generator for generating a derived
key based on at least one of said at least one parameter, wherein said apparatus

communicates with said user using said derived key.

40. An apparatus for protecting user privacy during communications in a system having
a key server, said apparatus comprising:

a receiver for receiving, from a requesting application, a derived identity associated
with a user generated from a key and at least one parameter comprising a session
variable; and

a processor for identifying said user from said derived identity.

41. The apparatus of claim 40, further comprising a transmitter for transmitting

information associated with said user to said requesting application.



a receiver for receiving, froma user, a derived key
identity generated froma key and at | east one
W@200a/08486F conpri sing a session variable; a prPCEES®NT/060519
for identifying said key fn®m said derived key
identity. 39. The apparatus of claim 38, further
conprising a generator for generating a derived key
based on at |east one of said at | east one paraneter,
wherei n sai d apparatus comuni cates with said user
using said derived key. 40. An apparatus for
protecting user privacy during conmunications in a
£y SAR Eppaxiup forapriseytisgnsee privea durénppamanusiceiimsryigi ay:
a receiver, for receiving froma requesting
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The apparatus of claim40, further conprising a
transmtter for transmtting information associ ated .
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par anmet er _conpri sing a session variable; nmeans for
F%%ﬁﬂ?ﬁyﬂﬁgcggmd user fromsaid derived identity; and
a transmtter for transmtting i nformati on associ at ed
with said user to said requesting application.



