BLUETOOTH PAIRING SYSTEM, METHOD, AND APPARATUS FIELD OF THE INVENTION The
present invention relates to Bluetooth enabled apparatuses and in one particular form relates to
methods for controlling access to a Bluetooth apparatus. INCORPORATION BY REFERENCE The
following documents are referred to in the present specification: Singaporean Patent Application
Number 2008057382 (granted as Singapore Patent Np. 158780). The entire content of this document
is hereby incorporated by reference. BACKGROUND OF THE INVENTION The Specification of the

Bluetooth System (heresftemefened toaar e Bivstenmh speaioptianmamresRa syt range wireless
communication system. The system uses frequency hopping spread spectrum technology in the
unlicensed Industrial, Scientific, and Medical (ISM) 2.4 GHz short-range radio frequency band.
Bluetooth idpriday dEdighBdRIF I8N power short range communications, typically using low-cost

transceiver ‘mEﬁ%@ﬂﬁ’ﬁ]@éﬁﬁ&%ﬁﬂem&é}d%&@ﬁmmﬁ%ﬂ%%ﬁ&ﬂ %ﬂ@pﬂﬁéﬂﬁ@&%@rb‘l@@@ fhe
maximum perrﬂ)él?tﬁggpgower, which defines an effective transmission range. Class 1 devices have a
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range of apf?ﬁg ?ﬁﬁ?%\%%gcﬁeasé% %&Q?éhe?'?ﬁ?{até‘sof approximately 10m, and class 3 devices

have a range of approximately 100m. As Bluetooth is a radio frequency based system,

communicajigRe RBMERT ERYISOIeeGRRRIAeE line of sight. Version 1.2 of the specification provides

for data rates of 1MBit/s and version 2.0+EDR provides for a data rate of 3MBiIt/s. Version 2.1 of the
specificatiof w2 13481k EacHmeNS6e 856 M tTAFIEY Brpe*&¥cure Pairing to increase security
during pairing. VeSiap@eariGiaaspolapten clonteik2ds030882dndrtrd adsmdugheapeed Hata transfers
of up to 24 Q'}é% through use of a Bluetooth negotiated IEEE 802.11 link. Version 4.0 was adopted on
June 3, 2010, and'includes support for Bluetooth low energy (BEE, previously known as Wibree).
Devices which implement the Bluetooth specification will be referred to as Bluetooth enabled devices.

Bluetooth dewnicesiRreasaidnadsaistuigus BinetagtirdapvietAsidrersriB) ADDR) which is a 48 bit
address assigned from the IEEE Registration Authority. The address is comprised of three fields - the

lower address part consisting of 24 bits (LAP), the upper address part consisting of 8 bits (UAP), and
the non-sigBifi€a«® RAUBIES Plart dENSIMENTIONG bits (NAP). The LAP is company assigned, and the

UAP and NAVR (e afsnBamg BluelQres diend therfisuersid\b Aaheas iessiy SshrfcifHiNefines

operatlons.a short range wireless communication system. The system uses frequency hopping spread spectrum
technology in the unlicensed Industrial, Scientific, and Medical (ISM) 2.4 GHz short-range radio
frequency band. Bluetooth is primarily designed for low power short range communications, typically
using low-cost transceiver microchips embedded in devices. Devices may be assigned a class based
upon the maximum permitted power, which defines an effective transmission range. Class 1 devices
have a range of approximately 1m, class 2 devices have a range of approximately 10m, and class 3
devices have a range of approximately 100m. As Bluetooth is a radio frequency based system,
communications between devices need not be line of sight. Version 1.2 of the specification provides
for data rates of 1MBit/s and version 2.0+EDR provides for a data rate of 3MBit/s. Version 2.1 of the
specification was adopted on July 26, 2007 and includes Simple Secure Pairing to increase security
during pairing. Version 3.0+HS was adopted on April 21, 2009 and includes high speed data transfers
of up to 24 Mbit/s through use of a Bluetooth negotiated IEEE 802.11 link. Version 4.0 was adopted
on June 3, 2010, and includes support for Bluetooth low energy (BLE, previously known as Wibree).

Devices which implement the Bluetooth specification will be referred to as Bluetooth enabled devices.

Bluetooth devices are assigned a unique Bluetooth Device Address (BD_ADDR) which is a 48 bit
address assigned from the IEEE Registration Authority. The address is comprised of three fields — the
lower address part consisting of 24 bits (LAP), the upper address part consisting of 8 bits (UAP), and
the non-significant address part consisting of 16 bits (NAP). The LAP is company assigned, and the
UAP and NAP form a company ID. There are 64 contiguous LAP values reserved for inquiry

operations.



2 All Bluetooth transmissions over the physical channel begin with an access code based upon the
LAP of a device address or an inquiry address. The device access code (DAC) is used during paging.
Only the Bluetooth device address is required to set up a connection. To establish new connections a
paging procedure is used in which a device makes a page scan using the Bluetooth device address of
the target. The Bluetooth device address may be obtagned from user interactions, or via an Inquiry
procedure, in which a device asks for the Bluetooth device addresses of all nearby devices (additional
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and storing the link key for later use (this is known as bonding), or as part of the procedure or
establlshlndeﬁ@éﬁure connection between two devices. The pairing procedure involves creating an
initialisation key K" in both devices, using this to create a combined link key KAB, and then mutually
authenticati e re nnection.
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PINs and obtain: R i kepfrphRxesnpleafetsfiaiigin can be cracked in 63 milliseconds using a
30Hz Pentium IV processor. Version 2.1 of the Specification defines Secure Simple Pairing to provide

passive eavesdropping protection through the use of public key cryptography system. Devices
exchange paticadiepfantialisgiomé pédopretonotbettreddsvinedd)ntodmatidiz@hichndusauntiigenerate a
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This makes the task of obtaining the link a considerab a{imore difficult problem t previously, but
in most cas@‘é‘?f‘?&tgt@%ﬁ?,c“e%{rﬁié%ﬂé? fl\/Fé B RidRD Ragr ok random number ge”erated by the first

device (IN_RAND) and a (typically 4 digit) PIN code known to both devices. After the generation of
the initialisation key, a combined link key (Kag) is generated. Both devices choose a 128 bit random
number (LK_RAND,, LK_RANDg) which is bitwise xor’ed with the initialisation key Kjq;; and then
sent to the other device. Each device then extracts the other device’s random number and a common
link key is created based on (LK_RAND,, LK_RANDg, BD_ADDR,, BD_ADDRg). Finally, a

mutual authentication step is performed.

In a mutual authentication step, a first device choses a 128 bit random number (AU_RAND,) as a

challenge and sends it to the second device. The second device creates a 32 bit word SRES’ 5 using



Whether pairing is performed according to the more secure Version 2.1 specification, or earlier less
secure versions, a problem exists that either device can control when a new link key is generated. In
some situations in which devices are issued to users, it may be desirable that pairing of devices is
performed in a controlled or supervised situation, and that further unauthorised (re)pairing is
prevented. The present applicants addressed the issug of establishing a secure Bluetooth connection
in Singaporean Patent Application Number 2008057382 (granted as Singapore Patent No. 158780),

the entire contemAN whigb is\barequmwnﬂaﬁaéednbyawf&rencaelestilﬁt e eeuREeh ¢irsRERS secure
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address (BD ADDR J storing a partial link key in a second Bluetooth enabled apparatus having
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by the Seco&gc@%‘?.t%%S}ﬁgqlgptﬁeogg?e@ﬁ%gfion defines Secure Simple Pairing to provide passive
eavesdropping protection through the use of public key cryptography system. Devices exchange public
keys, and use one of 4 protocols to exchange information which is used to generate a shared key. A
link key is then calculated from the derived shared key and publicly exchanged data. This makes the
task of obtaining the link key a considerably more difficult problem than previously, but in most cases

it is still susceptible to a “Man in the Middle” attack.

Whether pairing is performed according to the more secure Version 2.1 specification, or earlier less
secure versions, a problem exists that either device can control when a new link key is generated. In
some situations in which devices are issued to users, it may be desirable that pairing of devices is
performed in a controlled or supervised situation, and that further unauthorised (re)pairing is
prevented. The present applicants addressed the issue of establishing a secure Bluetooth connection in
Singaporean Patent Application Number 2008057382 (granted as Singapore Patent No. 158780), the

entire content of which is hereby incorporated by reference.

Whilst this approach provides secure bonding between the two devices, and prevents tampering of the
link, this does not provide secure access control to the devices, or even guarantee that the devices are
issued to appropriate personnel, for example if the user and issuer collude, or if a user inappropriately
obtains the secret key allowing him to self-issue a pair of devices. There is thus a need to provide
secure access control systems and methods for establishing and/or monitoring a secure connection

between two Bluetooth enabled devices.

SUMMARY OF THE INVENTION
According to a first aspect of the present invention, there is provided a method for securely controlling
access to two Bluetooth enabled apparatuses, the method including:

storing a link key in a first Bluetooth enabled apparatus having a first Bluetooth device
address (BD_ADDRy);



generating a copy of the link key in the second Bluetooth enabled apparatus using the stored partial
link key and the received secret key. associating the generated link key in the second Bluetooth
enabled apparatus with the Bluetooth device address of the first Bluetooth enabled apparatus (BD
ADDR1); and associating the stored link key in the first Bluetooth enabled apparatus with the
Bluetooth device address of the second Bluetooth enabled apparatus (BD ADDR2); establishing a
secure Bluetooth connection between the first and second Bluetooth enabled apparatuses using the

link key; — sendingrifi@ansheafinak Rbyaraoibcansablestanparaliea sppiienasennd Bhectnoblenedied
apparatus, t e, flrst ser gsn sending the first identifier to a verification authority in

communication” WI econ &tooth enabled apparatus, determining, by the verification
authority, whetherrﬂﬁélvm Qyéhe diesiisetpo i etabipeeapray e i iseavriiGedtinnd iBeeeteethabled
apparatusesoring EfeINIag iRyidhersecond Bluetooth enabled apparatus, a verification status message,
wherein if a successful verlflcatld%? ﬁ tg mess |s re elv%%élse of the Bluetooth enabled

apparatuses is allSWEY "GP §§ﬁ§f’0 ﬁ%g@&ﬁé is received the use of the
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is provided &ﬁ%q%%@%Q&ggy@@g&%@ apparatus including: a Bluetooth communications

module; a memory for Storin % a link 3/
associating the generate link key in the second Bluetooth enabled apparatus with the

Bluetooth device address of the first Bluetooth enabled apparatus (BD_ADDR;); and

associating the stored link key in the first Bluetooth enabled apparatus with the Bluetooth
device address of the second Bluetooth enabled apparatus (BD_ADDRy);

establishing a secure Bluetooth connection between the first and second Bluetooth enabled
apparatuses using the link key;

sending, from the first Bluetooth enabled apparatus to the second Bluetooth enabled apparatus,
the first user identifier;

sending the first identifier to a verification authority in communication with the second
Bluetooth enabled apparatus,

determining, by the verification authority, whether the first user identifier is authorized to use
the first and second Bluetooth enabled apparatuses;

receiving, by the second Bluetooth enabled apparatus, a verification status message, wherein if
a successful verification status message is received use of the Bluetooth enabled apparatuses is
allowed, and if a unsuccessful verification status message is received the use of the Bluetooth enabled

apparatuses is denied.

According to a second aspect of the present invention, there is provided a Bluetooth enabled
apparatus, the apparatus including:

a Bluetooth communications module;

a memory for storing a link key;

a user input module for receiving user verification information and for storing a user identifier
obtained from the user verification information in the memory;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the stored link key, and provide the user identifier to the second
Bluetooth enabled apparatus over the secure Bluetooth communications link for provision to a
verification authority to determine whether the user identifier is authorized to use the first and second

Bluetooth enabled apparatuses.

According to a third aspect of the present invention, there is provided a Bluetooth enabled apparatus,

the apparatus including:



a user input module for receiving user verification information and for storing a user identifier obtained
from the user verification information in the memory; a processor configured to establish a secure
Bluetooth communications link with a second Bluetooth enabled apparatus using the stored link key,
and provide the user identifier to the second Bluetooth enabled apparatus over the secure Bluetooth
communications link for provision to a verification authgpority to determine whether the user identifier is
authorized to use the first and second Bluetooth enabled apparatuses. According to a third aspect of
the present invention, there is provided a Bluetooth enabled apparatus, the apparatus including: 5 a

Bluetooth commum%fi\%qgsthnég%%ghﬁa | %@%%J%t storing a partial link key; a user input module for

receiving a secret {il<ey; a Eey generator for generating a link key using the partial link key and a
received secret key/Mgngrefesstedramprititoisetodule;  a processor configured to establish a

secure Bluetooth GoppminpigatiR%k fokvdhmsesans Riypetooth enabled apparatus using the generated
link key, and to receive a lint user identifier from the second Bluetooth enabled apparatus over the
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authority. According to a fourth aspect of the present invention, there is provided a Bluetooth enabled
apparatus ﬁ{ge%?gfglgqmmzusmg the generated link key, and to receive a first user identifier from the

second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to establish a
communications link with an external verification authority using the wireless communications
module, and to send the received user identifier to the verification authority, and to receive a

verification status message from the verification authority.

According to a fourth aspect of the present invention, there is provided a Bluetooth enabled apparatus,
the apparatus including:

a Bluetooth communications module;

a memory for storing a partial link key;

a user input module for receiving a secret key and a first user verification information and to
store a first user identifier obtained from the first user verification information in the memory;

a key generator for generating a link key using the partial link key and a received secret key;

a verification authority module;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the generated link key, and to receive a second user identifier from
the second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to send
the first user identifier and the second user identifier to the verification authority module, and to

receive a verification status message from the verification authority module.

According to a fifth aspect of the present invention, there is provided a system for securely controlling
access to two Bluetooth enabled apparatuses, the system including:
a first Bluetooth enabled apparatus including:
a first Bluetooth communications module;
a first memory for storing a link key;
a first user input module for receiving user verification information and for storing a
user identifier obtained from the user verification information in the memory;
a first processor configured to establish a secure Bluetooth communications link with
a second Bluetooth enabled apparatus using the stored link key, and provide the user identifier

to the second Bluetooth enabled apparatus over the secure Bluetooth communications link;



a Bluetooth communications module; a memory for storing a partial link key; a user input module for
receiving a secret key and a first user verification information and to store a first user identifier
obtained from the first user verification information in the memory; a key generator for generating a link
key using the partial link key and a received secret key; a verification authority module; a
processor configured to establish a secure Bluetooth gommunications link with a second Bluetooth
enabled apparatus using the generated link key, and to receive a second user identifier from the

second Bluetooth gsablerBrricshits e hpperaasiiaudingtooth communications link, and to send the
first user identifier and the secr(?é\%I]Hag(r) t'dentifier 10 the veriJi(fation authority module, and to receive a

verification status messaagefr%m e veri f:coarft]{anéC&%hogrsltrgom%ghle. According to a fifth aspect of the

present invention, there i8 SEOVRIBENOEY ELFHPFHK Saruiialyiokebolling access to two Bluetooth enabled
apparatuses, the system dngtddin@eaifiist RbdalO RN eRAMIRG aRparaiss including: a first Bluetooth

commgnications njpdulle; first memory for storin _Illrg&ke — first user input module for
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verification informatiwet keyhe memory;
a second processor; and
a verification authority;
wherein the first processor is configured to establish a secure Bluetooth communications link
with the second Bluetooth enabled apparatus using the stored link key and the generated link key, and
to receive a first user identifier from the first Bluetooth enabled apparatus over the secure Bluetooth
communications link, and to send the first user identifier to the verification authority, and to receive a

verification status message from the verification authority module.

According to a sixth aspect of the present invention, there is provided a computer program product
including at least one computer readable medium comprising instructions for performing the method

of the first aspect.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the present invention will be discussed with reference to the accompanying
drawings wherein:

FIGURE 1A is an embodiment of a Bluetooth enabled apparatus for use in a system for controlling
access to two Bluetooth apparatuses;

FIGURE 1B is an embodiment of a second Bluetooth enabled apparatus for use in a system for
controlling access to two Bluetooth apparatuses;

FIGURE 1C is an embodiment of a system for controlling access to two Bluetooth apparatuses;
FIGURE 1D is another embodiment of a system for controlling access to two Bluetooth apparatuses.
FIGURE 2 is a flowchart of a method for use in a system for controlling access to two Bluetooth

apparatuses.

In the following description, like reference characters designate like or corresponding parts in the

drawings.

DETAILED DESCRIPTION OF THE INVENTION
Systems and method described herein provide secure access control systems and methods for

establishing and/or monitoring a secure connection between two Bluetooth enabled apparatuses (or



a first processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the stored link key, and provide the user identifier to the second
Bluetooth enabled apparatus over the secure Bluetooth communications link; 6 a second Bluetooth
enabled apparatus including: a second Bluetooth communications module; a second memory for
storing a partial link key; a second user input module for receiving a secret key; a key generator for
generating a link key using the partial link key and a received secret key; a second processor; and a

verification gavideyjtwhich mayeieisstiae tirssepsonessandsesmitgsival be asthblistrarseatirefiieiorth
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with a weapon (eg pistol, Taser, baton, etc) and a holster, or other controlled equipment, at the start of
a shift and are then free to move around an operational area. A supervising authority, such as a
dispatch centre or central monitoring facility, may wish to monitor when the weapon is removed from
its holster so that further assistance can automatically be provided to the officer, to allow notification
of a supervisor so that further orders can be issued or to allow closer monitoring of a developing

situation, or simply to act as a deterrent to ensure the Officer does not use the weapon inappropriately.

Such a system can be implemented by fitting a Bluetooth enabled sensing apparatus (the first
Bluetooth enabled apparatus) which includes a sensor such as a weapon status sensor which is issued
to the user along with the weapon and holster. This may be a sensor which monitors if the weapon is
in the holster, or it may sense the status of a holster clip to detect when the clip is unclipped to allow a
weapon to be removed, such as by the use of an electromagnetic proximity sensor, or a continuity
sensor. The officer can then be issued with a Bluetooth enabled mobile telephone or other Bluetooth
enabled communications apparatus (ie a second Bluetooth enabled apparatus). The two Bluetooth
apparatuses are securely paired (bonded) and a secure Bluetooth communication link is then

established between the apparatuses when the apparatuses are issued to the Officer (the user).

The mobile telephone sends and receives information to and from the supervising authority using a
wireless telephone connection. An application running on the mobile telephone can monitor the status
of the link to the sensor and generate messages or alerts to the supervising authority. For example
when the officer unclips or draws their weapon an alert is sent to the supervising authority who may
then take further action as appropriate (eg provide further assistance, or communicate with the officer).
If there is a loss of the Bluetooth link, such as the holster monitoring apparatus no longer being in
Bluetooth communications range with the mobile telephone apparatus then an alert may be sent to the

supervising authority who can then take further action as appropriate.

Referring now to Figures 1A to 1D, there are shown various embodiments of a system for controlling
access to two Bluetooth apparatuses. Figure 1A illustrates an embodiment of a first Bluetooth enabled
apparatus 110 which includes a sensor, such as a sensor for monitoring the status of a weapon, and
Figure 1B illustrates an embodiment of a second Bluetooth enabled apparatus 120 which includes a
wireless communications module, such as a mobile phone communications module. To ensure that the

two apparatuses are securely bonded, and to prevent tampering of the bond (secure connection) the



According to a sixth aspect of the present invention, there is provided a computer program product
including at least one computer readable medium comprising instructions for performing the method of
the first aspect. BRIEF DESCRIPTION OF THE DRAWINGS Various embodiments of the present
invention will be discussed with reference to the accompanying drawings wherein: FIGURE 1A is an
embodiment of a Bluetooth enabled apparatus for usegin a system for controlling access to two
Bluetooth apparatuses; FIGURE 1B is an embodiment of a second Bluetooth enabled apparatus for

use in a sygjerrdoscontioliingescmsadaphiniBlocioahuanpasaaesey Heddnbt dsdstancembneienent of
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OF THE INVENTION S@tems and method described herein provide secure access control systems
[

and methodERBFLSEAHR Hﬁ B3PS iﬁﬁtéoﬁ' secure connection between two Bluetooth enabled

apparatuses (or 7
The first Bluetooth enabled apparatus 110, includes a Bluetooth communications module 111 which
includes a modified implementation of the Bluetooth Specification which disables use of the standard
bonding procedure used to generate a link key, and a link key 112 which is loaded into a memory or
storage component 113 included in the apparatus. Such a memory or storage component may include
RAM, ROM, a memory card, firmware chip, or other suitable means for storing information. The
apparatus further includes a microprocessor 114 or microcontroller for controlling operation of the
apparatus and a sensing module 115 which may include a sensor integrated into or connected to the

apparatus via a wired link, such as a sensor for monitoring the status of a weapon in a holster.

The first apparatus further includes a user input module 116, which may be an input apparatus such as
a keypad (which may be numeric, alphanumeric, symbolic, etc), a keyboard, a biometric scanner, or a
near field reader (eg for a secure 1D token). The input apparatus may be integrated into the apparatus,
connected using a wired connection (eg USB or other cable), or over a wireless connection such as a
Bluetooth, WiFi, mobile telecommunications link or other radio frequency or IR link. Security of the
system is enhanced if the input apparatus is integrated or connected over a wired connection to reduce

the risk of eavesdropping or spoofing.

Referring to Figure 1B, the second Bluetooth enabled apparatus 120 includes a Bluetooth
communications module 121 which includes a modified implementation of the Bluetooth
Specification which disables use of the standard bonding procedure used to generate a link key.
Additionally in this embodiment the second apparatus also includes a wireless communication module
130 to enable communication with other apparatuses, such as over a mobile or a long range RF
communication link. In other embodiments as discussed below, the wireless communication module
130 may be omitted. The apparatus also includes a user input module 122, a storage component or
memory 123 and a microprocessor or microcontroller 124 for controlling operation of the apparatus.
The input module 122 may be an input apparatus such as a keypad, a keyboard, a biometric scanner, or
a near field reader, and may be integrated into the apparatus, or connected using a wired or a wireless
connection. Many Bluetooth enabled apparatuses such as mobile computing apparatuses (eg tablets,
laptops, mobile phones, trunked radio handsets etc) include a user input apparatus, a microprocessor

and a memory and these in built features can be configured for use with the methods described herein.



devices), which may be issued to users. The terms apparatus will be used interchangeably with
device, and the described functionality may be provided in a single component or housing or be
comprised of multiple components which may be distributed provided they are functionally connected,
such as by cables, wires, or wireless links. For example in a security or policing setting, an officer may
be issued with a weapon (eg pistol, Taser, baton, etc)aand a holster, or other controlled equipment, at
the start of a shift and are then free to move around an operational area. A supervising authority, such
as a dispatatheeptitiapseaiial P0anilonsic fatilkyy g adsnBfonesigaigenitkasyeapenipiemoved
from its holster. sq.that fu istance cap automatically be provided to the officer, to allow
notiication B KL RRLN 0 20 b S e IR ARG A i Y
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continuity sensor. The officer can then be issued with a Bluetooth enabled mobile telephone or other
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of the link tecdhier RONRYTEICLIONETASR WIRFSRARSIY 18IS ARUDREVISMIRUIR o ifgobTafgexample
when the officer unclips or draws their weapon an alert is sent to the supervising authority who may
then take further action as appropriate (eg provide further assistance, or communicate with the officer).
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supervising authority who can then take further action as appropriate. Referring now to Figures 1A to
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embodiment of a second Bluetooth enabled apparatus 120 which includes a wireless communications
module, sufhsEBI4eHOBifEIS PRGN (Rt AORB I BELINS. 20 AAHQT &Sk B R WO 405 72FBRARY are
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or storage component may include RAM, ROM, a memory card, firmware chip, or other suitable
means for SBSAGMbIFRSERARI FARASHaratus further includes a microprocessor 114 or microcontroller
for controlling operation of the apparatus and a sensing module 115 which may include a sensor
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Figure 1B, the second Bluetooth enabled apparatus 120 includes a Bluetooth communications module

121 which iEHEEESYMEIEY A58 AR BRI YA EEHBRAMBH REABIERIREf the
standard bonding procedure used to generate a link key. Additionally in this embodiment the second
apparatus also includes a wireless communication module 130 to enable communication with other
apparatuses, such as over a mobile or a long range RF communication link In other embodiments as
discussed below, the wireless communication module 130 may be omitted. The apparatus also

includes a user input module 122, a storage component or memory 123 and a microprocessor or
microcontroller 124 for controllina onearatinn of the anpnaratiic The inniit modiile 122 mav be an inniit



9 The second apparatus 120 includes a link key generator 125 for generating a link key based upon a
partial link key (PLK) 126 stored in a storage component included in the apparatus and a secret key
127 received via the user input component 122. In this embodiment the apparatus stores the partial
link key 126 associated with link key 112 stored in the first Bluetooth enabled apparatus 110 so that an
identical copy of the link key 112 can be generated ongeception of the secret key 127. The link key
generator 125 may comprise hardware, software or a combination thereof, and may be implemented
within one afgBeyietgenanalpiy Base toRRFESSer HePEPRISES TH0530 PRIiaRR SpasTiscRic gtAtRl
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generation fdRGipssHiged in the Bluetooth specification. Security of the system is enhanced if the
secret key is provided over non wireless means to reduce the risk of eavesdropping or spoofing. Upon
receipt of the secret key and generation of the link key 112 the two Bluetooth apparatuses can be
securely bofubdiuginestisenfadsysion clinkdk@ysitedethablghdenesatbisafvarfeatica Biivetettin edvictection
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password to the first Bluetooth apparatus using the user input apparatus of the user input module
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duration of the verification process, or stored semi-permanently until the Bluetooth connection 141 is
disabled or R AGW (RS ﬁ’fBeé\ﬂf)'ﬁ%&ﬁdf‘&8§%r§%fﬂé{8}9q{?‘?ﬂ@ RIATRRY YA S 2PHQAsEe:
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generate further information. For example if the user verification information is a username and
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stored in a password database for the associated username which is maintained remote of the
apparatus, such as at the supervising authority. Other cryptographic or password security approaches
may be used such as using the received user verification information to generate a password 11
authenticated key which can be used in a key exchange process to verify the authenticity of the
received user verification information. As illustrated in fFigure 1C, once the secret key 127 (see Figure
1B) is entered into the second apparatus and a secure Bluetooth connection 141 is established

between theuwsh@pierréyseacilten shesbiish BIkstetihsiapiadse ppasatyshisoomrfigtgditmsend a
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overall system. That is the user name and password may be used to login onto other computers of the
overall system. After determining \}g)r veri |ng) if a received user identifier (or identifiers) matches the
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apparatuses should not be issued or by using a fail indicator (eg red LE
onto other computers of the overall system.

After determining (or verifying) if a received user identifier (or identifiers) matches the stored
verification information, a verification status message 149 is sent back to the second Bluetooth
enabled apparatus by the verification authority over the communications link 143 indicating successful
or unsuccessful verification of the received user identifier (or identifiers). The second Bluetooth
enabled apparatus 120 can then optionally send the verification status message 149 back to the first
Bluetooth enabled apparatus 110 over the secure Bluetooth communications link 141. If the received
information agrees with the stored information, or with data obtained from the stored information,

such as hash value or password encoded key, then a successful verification status message is returned.



A flowchart 200 of a method for securely controlling access to two Bluetooth enabled apparatuses,
according to an embodiment described herein is illustrated in Figure 2. The method begins by storing a
link key in a first Bluetooth enabled apparatus having a first Bluetooth device address (BD ADDRI) at
step 202 and by storing a partial link key in a second Bluetooth enabled apparatus having a second
Bluetooth device address (BD ADDR2) at step 204. Atpstep 206 the first Bluetooth enabled apparatus
receives a first user verification information, and stores a first user identifier. At step 208 the second
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second Bluetooth enabled apparatuses. This other information. m e scheduling information, user

certfication HTBFRIGAGHY BEOEH HFOHEAESA A PO BRI 050 BeARCRE T ARG 40

further incluslestoothisnib ledrapparaicst oAt \8tith ﬂdﬂtaMsechleWagemwdemfmmg recéieshding
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is made, the verifi e useris au orise e Issue
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verification message can be sent. Additionally the time period for which a user is authorised to be
issued with @ihesypastiens andinetifisetionsaprytbetadse dom@xappés e d dorckis gl o prodsidheo the

issuer in MegsARS] M%c‘ﬁ&@@'ﬁ'&&@‘ﬂw RIQERAHAR, @gﬁé@lﬂ!&grﬁ@he‘{@dﬂ%ﬁméﬁr&‘ﬁﬁ)‘d?&%ﬁsaﬁge%ﬁd gswlt can
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use. For example in the case of weapons, some users may only be trained to use specific weapons
(eg batons, Taser, handgun, shotgun, rifle, etc), and thus the system can be used to ensure that
officers are only verified to be issued with apparatuses they are 14



trained to use. Additionally the verification system may be used to store tracking data on which
apparatuses users are issued. In these embodiments an identifier of the Bluetooth apparatus such as
their Bluetooth address, a MAC address, or a serial number of the apparatuses to be issued are also
sent to the verification authority with the user identifier. In another embodiment the other information
may be the physical location of the first and/or secondzpparatuses. The verification system may
comprise or be in communication with a database or a storage means storing the location of issuing
authorities anghéheirficatRntaltas:igr almemaqubhamemmmﬂada@pdfmwwIﬂﬁati@mm@mrh@simm fer each
apparatus. J-“ 8Peelﬁmnbv99'éﬂ?ﬁ‘etvt£‘ﬁf.fé ."o"ﬁ‘”d Noriy 15 eXtertb s Ic%%lcﬁjg?st%t%c%g@adget\%rc@@r jon
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same transfifid8 bﬁ% VYSE%?'} SRS AR VRRERRI SRR ity T EMHBR LUHPSE e received
position withntormstoretdrarserspé the dssorgtystdno rnthessdeidbhseitinggh ftiientairogating dadimacnddimethe
apparatus, é&l&b@sé%%ﬁﬁf&# mﬁmmmmwmnmm Rt ey S&Q'&’&Qf ef%a%ﬁshleﬁméons

match. The match may be based upon a predefined tolerance or rangé, such as the two locations
being withirY¥# 'B?t!?@r‘ﬁ‘fo'B%qﬂ? 8§‘Pf89 WW@WéW@?ﬁW%@%é&’éﬂﬁmrﬁ%éﬂ%M the!sitéiracy of
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the mobile phone ase stations or other netw ments posmo e provided to the

mobile phoﬁ@%ﬁ‘tﬂ?ééﬂﬂﬁ?rﬂr@%ﬁf%‘ﬁﬁh BRIty Br BIRRIFTARR/EI, RW@(P@I'H‘@&%H WIAOIEPIdHAd

obtain this iRE0Em RlieGuetse &l¥ntep iAdinasen it PREBE IRRMRHOAID RReVeIhRGSHIR IR IRPLLIBGRINGNUS In
response ta a user ve ver|f| atlon re%uest received from a mobile telephone, the verification authority
could mdepesnu en?f LBEHIA TS Vocatlon of the mobile telephone from the network and compare this
with the stored location. Other variants of these methods could be used based upon knowledge of
other apparptgsageAbif st e EicxgmRlaisterd afnsavdinds Peatiannihe argaratus
could prowde a token identifying another a%ﬁ%atus whaose location is known to the verification

authority (e5'SE5e8 F130'6hARBY ALY WHEE CORRMRRIEETEIN 2SS BRIt P AHMLREN AR thus first
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and operated by the 15 issuing authority. If one of the first or second apparatuses has WIN
capabilities HHENaBpRRAEIEEONIATBEHN: 8%inique identifier of the WIN access point, such as MAC
address, and provide this as an identification token to the verification authority instead of a location.

The veritcaionauisrsnilc dosnionupiaraioncaimasasled it hareasied ol i @
database to verlefy ocanuon OFt'h Irst an second apparatus and issue an approp rlate
verification S¥RpsaREgoERge dRYieg gﬁqvmég@eé@immémmwmﬁwhﬁm&gﬁ AiecRgardyled dotkee ipseed

identified CQHB%@@%%NH@@Q%M@&W%@M%&% n%éféhtﬁes\@rmmﬁ@ﬂf%rﬁf/ paSHieRk Fehedsesand
certification information. In some %g; odiments various functions oft ?Eﬁsga? ms mabg Ee inhibited

or disabled 184 @d@gé)égﬁﬂs% 5&8‘?1a%§6§%t5%§3g5%n Idipd A apparatus
is a mobile psteneathtion dhibailsiityotosenaie ssvall teaappeatiesasatiron smt;essértammcﬂn@emw ban

called, suchas.amergency E%ﬂﬁéﬁ“ﬁg{%&%s&%&%Hﬁ’]%ﬂéleqd){o%é%‘?%%ﬂ&j‘Eﬁ’é‘&b%a]rétﬁséyaﬁﬂﬁher

embodiment the first apparatus is a secure card reader and the secon paratus is tablet. If an
unsuccessfiilfelfeAdRrsesiy /8 HSH0 Ser SRS E%}B%%.ﬁ&%ﬁ&ﬁ%ﬂw%ﬂﬁﬁ'%fa B 1n
another exangple ihadiisidBiLiet tsstiscenab echpppaa tusyhayehebackindhiediited doparauaspodisplaich

either pre"%’?ﬁé@h&@ﬁ t@ﬁ\é’\fgs?lgpirr\ %&s%&é‘fl@'%&%.t?JnQIRP]%ﬁﬁé%ﬂ r%mﬁn\elgfcm%riﬁcation request
and the result can be provided to the monitoring authority. If excessive numbers of attempts are

detected or other unusual behaviour, then a warning can be issued.

In another embodiment a database of user certification information containing information on which
apparatuses users are trained or certified to use. For example in the case of weapons, some users may
only be trained to use specific weapons (eg batons, Taser, handgun, shotgun, rifle, etc), and thus the

system can be used to ensure that officers are only verified to be issued with apparatuses they are



The proposed system and methods could be used with a range of Bluetooth enabled apparatuses or to
create a range of secure monitoring systems. For example the first Bluetooth enabled apparatus could
be an attachment to a holster with wired connection to sensors installed on the holster to monitor
status of the holster (for example, clip on and off), or a Bluetooth-enabled sensor attached to a human
body, clothing, vehicle, or any other object whose statys is to be monitored. The second apparatus can
then be a Bluetooth-enabled mobile communication apparatus such as a mobile phone, a trunked
radio handsefinadRé-utabiidiaisnalyiieamficiing appaiaids be@ewtvcheandanraaigaiehisith a
supenvising auihorie. armaniring genite: In anpthetembodimente dishanparalia maype.a
Bluetooth-efanled Smart card reader and the secon appara Gs'is ahéluetoo ShabTe computing
apparatus sheih Blgeiopt agirss, a MMaqsirspeor aroais) bIRBERd BIRapRATRbisER P &p fravatLase FoP example
some tablet&aranrkéineriRPRATREIERFIIRGKH RS9 Glmimxternal data connectors and thus cannot be
securely connected to smart card readers. Cryptographic data is stored on smart cards, and thus there
needs to be a way for a tablet to securely read and write data to a contact smart card via an external
smart card reac@heTénsbprvpesdemibtnotfqunmiide say wathepbicaldhcastabfisie &iBlaetmotecordnection
for securedfanSiINSIPR,ARLARALY jeen Hhey st ceep deRAsh A RAMARIR PO MRRHRGAgParalLS. 16

associated lookup key. If this lookup key is provided to apparatus with the secret key then the link key
generator MEYRES&¢ARS |?58'i{ﬂﬂ)til%i9t6t@@|EEFFH@%%HHQH IR WV1H6'HEVGRISHITS BeHiErAtE Y dhk key.
Again secutitpdsieeniranoed 6thtosecigbkeyicdfoovidedppa ) Wwissdesshoukansg siediraandara keypad.
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same link key. In other em nts, other metho S may be use |s Ing a secure Bluetooth
connection 3Rk THIS 0y Bﬂ@&B@ﬁ?“&W&(&*ﬂtﬁ@@ﬂh‘é@ﬂ%@ﬁ@k Péﬂ@ﬂt@%ﬁﬁ@iﬁ%%@ﬁ”bfe&qwﬁ{ key

between thartm@mmtbﬁaﬁnéé@m.ratetqaaﬁﬁdﬁtrtbee&mt@artriﬁleE&gattaw?oﬁﬁenﬁsz&«’.tﬂm&baocould be

modified to stor% Stsc éhe I| V|a steore gn thr%tnsr Iéj\%ro]c_}(t:hta t‘%H tnheV(I Eaﬁe?‘ '%?nerated
link key), addPét eps 16 IH aABRAST Vahia ion, oﬁ1 (,% RRSERL partial link

keys, and swdmyscwmro@ e«mafetdenmmbbmsapwamaé@teotsﬁmlwtéraﬂmvaﬁfwmmon link
key (ie step,gfi3rMaigdieHHpERANE ket BieiRsh JHEh @Bl W@ﬁﬁé&%fﬁfcéhsﬂ‘ wehapearatus). The

two stored partial link keys could be identical, in which case the same secret key is used, or

a|temat.ve|¢tﬁ83ﬁw%}'ﬁ%ﬂ?ttfﬁ?e“kl%%tE’&H&tB%%Bmét‘aﬁta%ﬁsH%R?ésﬁth\étféfrWé’Q W‘tt‘?@'t@ﬁmrement
being that ezck ip#rtiadckilekeydatwlesdoceti kayrgeheThtesdite sayie (@oed yn)a prkdediyed\tddesance
generation GPF&tt&é'%DEH%XtﬁLSQvQ%bﬁ%‘MBe%&Wﬁ rt %B'G%E%te%ﬁo%?efﬁé‘%&ét%ﬁ% e controller

may optionally prevent any replacement or just replacement by link key generated by some other
means. Th@ﬂ%@“ﬁ%@a&%ﬂﬁ%@}f‘aﬁ%ww}dh%t%?’b@etﬁm Sie8@activated using a password or
other instruction to allow an admlnlstrator to control this functionality. Apparatuses may also be
modified SO, that ey will onl Sp Bluetogth Device Inquiry fr. not e arat r allow
establlshmenta ot peb?ﬂ]gt%(gthg?{% Og?sa?ocaara msayl a pr%de epror%tﬁ mgt)tlor[lﬁ Bfngpuetoc?th
device addr's8 IBIYKDDPapesK lth@cﬁﬁﬁ@ﬁ“tﬁé‘tﬁ&@ P&f poRalstromapprild @itﬂﬂ'ﬁe@éh@éﬁﬁ@ﬁ@ﬂw stheay for
example benbarerl Aehiétes|BET AEHESS dATE DedR\Rit® ﬁ@ﬁ%@bﬁ%%@ﬁqf@@%é&@nﬁ@%) The
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be sent to a supervising authority 145 at regular intervals, or in response to a status change.
Messages é%ﬁt”ﬁ@'ﬂ%é%?ﬁh?%?%ﬁ%ﬂﬂ%gandﬁ?@%ﬁ H'H& &’Lﬂh@ﬁﬁc’rﬁ%}oﬁé@%n a software

application (the issuing application) to monitor which apparatuses are issued to which personnel, and

to store seqipl KevS ARSOIEI M RGN IABP A s RSN oy ihnGonish R dhs gpplication to
E P%wt%e second appar &&&Lré 61: %O 'L%

look up the secret key associated wit tus, int Ication, or via a

server or databa%@th@”tw@b%@aﬁtsmng%mm%t&&imw,t%@m@ﬁbmwtmﬁVWMd the
secret key Queiify iy esbeRnBGRINNs eI RIYEH IhRISSH it@qr@utémttamaﬁuldhmt« (g shrelaly aising the

application S‘fﬂéjbé‘é‘é'j}”v‘vt l gcprt[terrqultttll&ttlo%hr%nléee%tp t%g |‘s?§ut|1?18 asu ﬁorrty F RB %{us l1!|rst or second apparatus).
For example a public WIFI access point may be located within range of the issuing authority or the

issuing authority may have a short range WI-FI access point co-located with and operated by the



In another alternative an interface apparatus may store the secret key for the second apparatus
(temporarily or over an extended period). The interface apparatus may be connected to the second
apparatus using a wired connection and send the secret key to the second apparatus over the wired
connection upon a suitable instruction. The instruction may be via a button, keypad, or similar input
means on the interface apparatus, or an application rganing on the second apparatus may recognise
the interface apparatus and request the secret key. Such an interface apparatus may also be used to

allow the uswutﬁgentﬁ@rtneinmerovméﬁmtionsbaﬁmnpﬁm&@é@ tha/ﬁrst @p@alamtrﬁyaﬁperathec@ﬂuer
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between the second Bluetooth apparatus and the verification authority. Verification status messages
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be linked up to lockers with electronic locks. The lockers could be used to securely store the
apparatuse¥Sfd 6uIRLPIAEST b kA L RBLRIAY Resitiae é‘i‘l“?ﬂb‘ﬁt%{Hﬁﬁfﬁf@t\ﬂ’/’?\f&%@%‘?ﬂwected up to
the stored apparatuses to provide the user input component (ie 116 in Figure 1A or 122 in Figure 1B).
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apparatus issuing process can be further monitored and controlled. 18 Those of skill in the art would
further apprRIEd RBTES DI S6E oSt S fd0 R LieARoBN RN RS & Y Patdek A dNS WBRAM P L 8hs
described i basteecticisablt thmeoftediesots disclosed herein may be implemented as electronic
hardware, computer software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and steps have

been descrifSPHREHRS SETRIPANY MABATRCanlthes UasH iEHAIRYIRFHBIHPLD GhokI PR ABRRAMIPES Of to
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controllers, micro-controllers, microprocessors, other electronic units designed to perform the functlons
described HE; rcasd %?aé’éﬁﬂﬂﬁw%éﬁ%&r@wﬁ%ﬁmg'%‘%ﬂ%@a&l&?B ORI SRRSFABE AP AS GrEim
computer ceaties, Dsniagtphiotins anyeytheo niabilccompuitiay apparabe iFof seurske mdetamatmnpmmge

segments 0@5&?&@%@%&% ngyg Eg&@g?&&‘?d&\ B GRMRIR aﬁ%?ﬂ%bc! n%?gé%ﬁ%v gﬁﬁd@ memory,

flash mem M memory, registers, a remov iIsk, a CD-ROM, a

DVD-ROM BPAhSABtFaesT - P ESFApII fefore orpiRe ﬁﬂei!ﬁlﬁfhcal‘?‘ij%r@%féﬁﬁﬁﬂ?é‘eﬂ‘?é t@c%ptﬁ‘@ff@édable

medium maybpe ﬂ@tegr@llyo&wammwa tohechriecessar and eaaemptgsrRadahiecaiedivhe may
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processor dif értehatveentie predsssbreadenanidh f@&béﬁl@@anUBBWﬁUmcatlvely coupled to the
processor via various means as is known in the art. Throughout the specification and the claims that
follow, unless the context re uires otherwise, the words "comprise" and "include" and variations such
as "compristiPSHAINhEIRHE oA ’B%Vlﬁ’ﬁcﬁ%ﬁ%%%ﬁ“ic?rﬂl?%ﬁ‘{ﬁés FEIUER A BME e SRR RSP YPoup of
integers, budnaldet e Exaiusian mhaimglodeerpitelyrod patal braf Keye gerseirde farsaldekdkenhapeior art
in this specification is not, and should not be taken as, an acknowledgement of any form of suggestion

that such prior art forms part of the common general knowledge. 19



It will be appreciated by those skilled in the art that the invention is not restricted in its use to the
particular application described. Neither is the present invention restricted in its preferred embodiment
with regard to the particular elements and/or features described or depicted herein. It will be
appreciated that various modifications can be made without departing from the principles of the
invention. Therefore, the invention should be understged to include all such modifications in its scope.
20 THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS 1. A method for securely

controlling aegg &gl doiuBhegtothsaaliedegnppaiidse o tppararthorhingueingkey thetomagik lak key

in a first Bluetooth enabled aratus havin irst Bluetooth device address (BD ADDRI); storing
 partal IR L e e e e e B TR AR S R o s
(BD ADDRZ)gain seeisélyimgnhapasteifia Buieltsotis Srfaided \dpperratiieless firetngseeivasiviedthksipad.

information &g atedeachay fiSHNSRUIHRNEES b ppaiin@ ASRAIET koakiibeisaronmBitaippihrnabled
apparatus; geﬂgrating a copy of the link key in the second Bluetooth enabled apparatus using the

stored partiﬁq'ﬂf‘lk |§F<yind the received secret key. associating the generated link key in the second
Bluetooth enabled apparatus with the Bluetooth device address of the first Bluetooth enabled

apparatus (BR:APLEaAMts, other methods may be used for establishing a secure Bluetooth connection
between the two Bluetooth apparatuses that does not require transmission of a link key between the
two apparatuses. With reference to the flowchart in Figure 2, steps 204and 212 could be modified to
store a copy of the link key stored in the first Bluetooth apparatus (rather than a generated link key),
and steps 208 and 210 omitted. In another variation, both apparatuses could store partial link keys, and
secret keys could be entered into both apparatuses to allow generation of a common link key (ie step
202 modified to store a PLK, and steps 208 and 210 repeated for the first apparatus). The two stored
partial link keys could be identical, in which case the same secret key is used, or alternatively the two
partial link keys could be different, and have different keys, with the requirement being that each

partial link key and secret key generates the same (common) link key.

A key generation controller may also be used to prevent replacement of a generated link key. The
controller may optionally prevent any replacement or just replacement by link key generated by some
other means. The use of the key generation controller may be activated or deactivated using a
password or other instruction to allow an administrator to control this functionality. Apparatuses may
also be modified so that they will only respond to a Bluetooth Device Inquiry from another apparatus,
or allow establishment of a Bluetooth link with another apparatus, if a predetermined portion of
Bluetooth device address (BD_ADDR) of the other device is in a list of approved address portions.
This may for example be based on the lower address part (LAP) of the Bluetooth device address
(BD_ADDR). The LAP is assigned to manufacturers and in this way communication can be restricted
to apparatuses from the same manufacturer or from other approved manufacturers by storing a list of

approved LAP’s in the apparatus.

An application running on the second Bluetooth apparatus can be used to monitor the status of the
Bluetooth link and the sensor in the first Bluetooth apparatus. Status messages can be sent to a
supervising authority 145 at regular intervals, or in response to a status change. Messages can be
resent if not acknowledged. The issuing authority may also run a software application (the issuing
application) to monitor which apparatuses are issued to which personnel, and to store secret keys
associated with each apparatus. The issuing authority could use the application to look up the secret

key associated with the second apparatus, either within the application, or via a server or database the



associating the stored link key in the first Bluetooth enabled apparatus with the Bluetooth device
address of the second Bluetooth enabled apparatus (BD ADDR?2); establishing a secure Bluetooth
connection between the first and second Bluetooth enabled apparatuses using the link key;

sending, from the first Bluetooth enabled apparatus to the second Bluetooth enabled apparatus, the
first user identifier; sending the first identifier to a ygrification authority in communication with the
second Bluetooth enabled apparatus, determining, by the verification authority, whether the first user

identifier is giplinekizedstia csenbeidiisiraniisecond Blpeiamh nried appatatiegsover afgredving, by the
second Blugloothenabled appa/sius. aerlicaion sialus message, whercln It gaueeessiul verfication
status message’is received Useof the Bldetooth &nabled apdoara lses 18 Allowee : and if & unsuccessful
verification BeiuallrRdIdhBisthedei el tidhesecondemlakfooth enabled apparatuses is denied. 2.

The method as claimed in claim 1, wherein the verification authority is external to the second Bluetooth

enabled apﬁiratﬂ%,h?rpd the second Bluetooth enabled apparatus inclg)des a wireless communication
i

module for E58ABHERHG BN FAR LR LABRIRE R B CIIE M ACRAGHETY % YT 3PYE  aimed in
claim 2, furitempociolyingoeceivextendsdiperisdcdind iBleréicnthpersds etapperatesedtsduosedonger

verification jpfarmatiofhaad R IRgR AN LaetHEalal PRANS 85k arkis over the wired
connection upon a suitable instruction. The instruction may be via a button, keypad, or similar input
means on the interface apparatus, or an application running on the second apparatus may recognise the
interface apparatus and request the secret key. Such an interface apparatus may also be used to allow

the user to enter their user verification information into the first apparatus.

Further the issuer could provide their user identification information (ie login credentials such as
username and password) to the issuing application, which can then be verified with the verification
authority. When apparatuses are to be issued to a user, apparatus identification information such as a
serial number, bar code, or Bluetooth address could be recorded by the issuing application, and this
information could then be provided to the verification authority along with the user identifier of the
issuer. This information can then be checked against the information received over the
communications link between the second Bluetooth apparatus and the verification authority.
Verification status messages could also be sent to the issuing application to inform the issuer. Further
the issuing application could be linked up to lockers with electronic locks. The lockers could be used
to securely store the apparatuses to be issued. The lockers could also include an input apparatus which
is connected up to the stored apparatuses to provide the user input component (ie 116 in Figure 1A or
122 in Figure 1B). This would enable the system to be automated or distributed and remove the need
for an issuer to be at the issuing location. A user could approach a locker at the start of their shift and
enter their login details. These are then sent to the verification authority for verification. Optionally a
supervisor at a remote monitoring centre could be notified and the secret key provided to the second

Bluetooth apparatus.

The methods, apparatuses and systems described herein advantageously provide secure access control
systems and methods for establishing and/or monitoring a secure connection between two Bluetooth
enabled apparatuses. The use of user identifiers as part of the apparatus issuing process ensure that
apparatuses are only issued to authorised users at authorised times, and the apparatus issuing process

can be further monitored and controlled.



Bluetooth enabled apparatus sends the second user identifier with the first user identifier to the
verification authority. 4. The method as claimed in claim 1, wherein the verification authority is internal
to the second Bluetooth enabled apparatus and the method further includes receiving, by the second
Bluetooth enabled apparatus, a second user verification information and storing a second user
identifier, and the first and second user identifiers arejgrovided to the verification authority . 5. The
method as claimed in claim 1, wherein the received user identification information comprises a

username ard{aasswinnd, tﬁm@htw@m@Iﬂimwii@ppmmmrttmmre@rvafifim@ti@mmlf@mtiww@rrr&)@ngality of
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sends an idetrifaeiedise Eﬂ?ﬁthMét@féWﬁ@mmtapWMﬂﬁs eArigrabinadensmdhotthio séaesiid!Biét® oth
enabled apnﬁmtﬁcmaewmEiﬁgﬂmav@dmﬂﬂ%f@%t%rmgﬁm@ﬂ@%%ByeﬁeriB’%%kié thedusar

associated with. the st identifi r IS uth to use first and d Bluetooth en
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message isfrepomebityostivepieseantes!. afherdmethod safwhaermertndsclpomtie paniéndan dheliissbosed
'de”t'f'ca“OHek”éHrJ&?srﬂ@fH?JﬁBH&eﬁ frshys6Lr ANY<BE. %ﬁﬂhﬁ%ﬁﬁﬁ%ﬁﬂl}ﬂ%ﬁ%%é@&.ﬁéﬁt user by a

second user if a successful verification status message is received by the second Bluetooth enabled

apparatus. fgneﬁﬁga}ﬁléfﬁdé%@%}ﬁ%é(arlﬁaﬁha?ﬁ‘i“f“\ﬂfr?é}@lﬁim@ %ﬁ%f‘d'é‘fe?m‘?ﬁ AYPIT SREISHP8E user
identifier is suothorizeok fnttheteoasprissisgchagking ofiver indgropatidnhnpasditionvéatitre user verification
information to determine if the user is authorized to use the first and second Bluetooth enabled
apparatuses. 10. The method as claimed in claim 9, wherein the other information comprises one or

more of schEWitRs HROPARRET alser twntreelivnd infeATRBRINA, WiHHSitIDROTiTBeRtaESH 0Ll AgRifetooth
enabled appaatesnihwirpRRERINSINGHAANY; A BloRIREEMRRMELBIGRIIISINE.SS, or in a

combination of the two. For a hardware implementation, processing may be implemented within one
or more application specific integrated circuits (ASICs), digital signal processors (DSPs), digital signal
processing devices (DSPDs), programmable logic devices (PLDs), field programmable gate arrays
(FPGAS), processors, controllers, micro-controllers, microprocessors, other electronic units designed
to perform the functions described herein, or a combination thereof. Software modules, also known as
computer programs, computer codes, or instructions, may contain a number a number of source code
or object code segments or instructions, and may reside in any computer readable medium such as a
RAM memory, flash memory, ROM memory, EPROM memory, registers, hard disk, a removable
disk, a CD-ROM, a DVD-ROM or any other form of computer readable medium. In the alternative,
the computer readable medium may be integral to the processor. The processor and the computer
readable medium may reside in an ASIC or related device or apparatus. The software codes may be
stored in a memory unit and executed by a suitably configured processor. The memory unit may be
implemented within the processor or external to the processor, in which case it can be

communicatively coupled to the processor via various means as is known in the art.

Throughout the specification and the claims that follow, unless the context requires otherwise, the
words “comprise” and “include” and variations such as “comprising” and “including” will be
understood to imply the inclusion of a stated integer or group of integers, but not the exclusion of any

other integer or group of integers.

The reference to any prior art in this specification is not, and should not be taken as, an
acknowledgement of any form of suggestion that such prior art forms part of the common general

knowledge.



22 a memory for storing a link key; a user input module for receiving user verification information
and for storing a user identifier obtained from the user verification information in the memory; a
processor configured to establish a secure Bluetooth communications link with a second Bluetooth
enabled apparatus using the stored link key, and provide the user identifier to the second Bluetooth
enabled apparatus over the secure Bluetooth commungcations link for provision to a verification
authority to determine whether the user identifier is authorized to use the first and second Bluetooth
enabled appatatwsepprddatddpyapmaraiiscia ¢ladnachinhelaiventibn heteittRedserdnpatoardule
includes annicaraled nub deuios o (eaelving he serveriieation iformation. 42, Ths appatatus
as claimed M claim ?L'?L wherein the user mpu% module Turther Includes an externa input device for
receiving theithgggare igidetionitiertsrelamsnts anl/or Heatumsalesaitessos idnpieierdinestiinit wilkbether including
a sensor megHRjatb@ thhNPaAPRATRINE AB GHataIEsk iIldlaNiddht wherehy thmseasAhdpdWeRaoNitors a

weapon status. 16. The aratus as. claimed jn claim 14, wherein the processor is configured to
rooenve a va oA ST e LRAR BRI BECORT LB ok AUreir P BAIALETS BB OHE v
sending the user identifier, and if the verification status message indicates unsuccessful verification,
then one or more functions of the apparatus are disabled. 17. The apparatus as claimed in claim 11,
wherein the Bluetooth enabled apparatus further comprises a position determination module. 18. A
Bluetooth enabled apparatus, the apparatus including:



a Bluetooth communications module; a memory for storing a partial link key; a user input module for
receiving a secret key; a key generator for generating a link key using the partial link key and a
received secret key; a wireless communications module; a processor configured to establish a
secure Bluetooth communications link with a second Bluetooth enabled apparatus using the generated
link key, and to receive a lint user identifier from the sggond Bluetooth enabled apparatus over the
secure Bluetooth communications link, and to establish a communications link with an external
verification authority using the wireless communications module, 23 and to send the received user

identifier torthe genficat oEahREYE IRRdNY FECEICRVEF RGO stius message from the verification
authority. 19. The apparatus as claimed in claim 18, wherein the user input module is configured to
receive a second user verification information and to store a second user identifier obtained from the
second usér veiBatieA TorepaYERY AGRTHENghRGFRSPYO Al B PRI ZHE SRR FELBRSe FRIBYSHTREY to the
verificationmutiagty. 20. The apparatus as claimed in claim 18, wherein the user input module
includes an mtegr?ted in Hf( eVLce 2 %T na%‘lej(? as cI ed in cI téﬁéto&ﬁr&!\% the user input

module further indl0dEsal eXteérha f|'r§$pu appara aving af

address (BD_ADDRy);

storing a partial link key in a second Bluetooth enabled apparatus having a second Bluetooth
device address (BD_ADDR));

receiving, by the first Bluetooth enabled apparatus, a first user verification information and
storing a first user identifier;

receiving a secret key by the second Bluetooth enabled apparatus;

generating a copy of the link key in the second Bluetooth enabled apparatus using the stored
partial link key and the received secret key.

associating the generated link key in the second Bluetooth enabled apparatus with the
Bluetooth device address of the first Bluetooth enabled apparatus (BD_ADDR;); and

associating the stored link key in the first Bluetooth enabled apparatus with the Bluetooth
device address of the second Bluetooth enabled apparatus (BD_ADDRy);

establishing a secure Bluetooth connection between the first and second Bluetooth enabled
apparatuses using the link key;

sending, from the first Bluetooth enabled apparatus to the second Bluetooth enabled apparatus,
the first user identifier;

sending the first identifier to a verification authority in communication with the second
Bluetooth enabled apparatus,

determining, by the verification authority, whether the first user identifier is
authorized to use the first and second Bluetooth enabled apparatuses;

receiving, by the second Bluetooth enabled apparatus, a verification status message, wherein if
a successful verification status message is received use of the Bluetooth enabled apparatuses is
allowed, and if a unsuccessful verification status message is received the use of the Bluetooth enabled

apparatuses is denied.

2. The method as claimed in claim 1, wherein the verification authority is external to the second
Bluetooth enabled apparatus, and the second Bluetooth enabled apparatus includes a wireless

communication module for establishing a wireless link with the verification authority.

3. The method as claimed in claim 2, further including receiving, by the second Bluetooth enabled

apparatus, a second user verification information and storing a second user identifier, and the second



22. The apparatus as claimed in claim 18, wherein the processor is configured to receive a verification
status message from the verification authority and if the verification status message indicates
unsuccessful verification, then one or more functions of the apparatus are disabled. 23. The
apparatus as claimed in claim 18, wherein the processor is configured to receive a verification status
message from the verification authority and to send thg verification status message to the second
Bluetooth enabled apparatus over the secure Bluetooth communications link 24. The apparatus as
claimed in BiegkaoliBenapledsipnarrius Reads dh enelsi ceeh sisaiidinisvith-the fiesh Heprisieatdigideitisn
determinatjgprm@mrddleutndinA Bluetooth enabled apparatus, the apparatus including: a Bluetooth
communications module; a memory for storing a partial link key; a user input module for receiving a
secret key and a ffst user verification information and to store a first user identifier obtained from the
first user vérificatiematfiorancioimes the lm@rhompereiralegerification forhpsite rainieg naliiakhespagsihg the

partial link eyt @&%Qimrﬁﬁ@@{d@h{'n%fﬁ%ﬂifﬂéﬁ%@ﬁrﬁmmrﬂéﬁem%uiﬁ'the se’éd?@@ﬁﬁ»%&ftl‘?onﬂgured to
e Bluetooth communications link with a second Bluetooth enabled a ara%tj using

tablish
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apparatus foseartthecsarine Bhleatdetl aempmmonidatitrs/tinficaing totkeriy .

5. The method as claimed in claim 1, wherein the received user identification information
comprises a username and password, and the verification authority stores verification information for a
plurality of users which are used to verify a received user identifier obtained from the received user

identification information.

6.  The method as claimed in claim 1, wherein the second Bluetooth enabled apparatuses sends an
identifier of the first Bluetooth enabled apparatus and an identifier of the second Bluetooth enabled
apparatus to the verification authority, and the verification authority verifies if the user associated with
the first identifier is authorized to use the first and second Bluetooth enabled apparatus at the current

time.

7. The method as claimed in claim 1, wherein the verification status message is reported to the

user.

8.  The method as claimed in claim 1, wherein the first user identification information is from a
first user, and the apparatuses are only issued to the first user by a second user if a successful

verification status message is received by the second Bluetooth enabled apparatus.

9.  The method as claimed in claim 1, wherein the step of determining if the first user identifier is
authorized further comprises checking other information in addition to the user verification
information to determine if the user is authorized to use the first and second Bluetooth enabled

apparatuses.

10. The method as claimed in claim 9, wherein the other information comprises one or more of

scheduling information, user certification information, or position information.

11. A Bluetooth enabled apparatus, the apparatus including:

a Bluetooth communications module;



24 the first user identifier and the second user identifier to the verification authority module, and to
receive a verification status message from the verification authority module. 26. The apparatus as
claimed in claim 25, wherein the user input module includes an integrated input device. 27. The
apparatus as claimed in claim 25, wherein the user input module further includes an external input
device. 28. The apparatus as claimed in claim 25, whgrein the processor is configured to receive a
verification status message from the verification authority module and if the verification status
message indicatesRUYdessRIngtitidkHieyi, then one or more functions of the apparatus are disabled.

29. The apparatug @gsrGlpmeRdoiIc Ry M eIt RIec fEsARs v EREloE aBfiay raddrisadidhe
verification $tatua ﬂé%%%% e to the.second Bluetooth enabled apparatus over the secure Bluetooth
| [ .

communic2ighS S%%‘?r ?8?”55‘5%8?}5'%% ?Ifﬂ&"é?cf&ss to two Bluetooth enabled
apparatuses, thepgsteser tooliiglireg:ta dtsbiBlueteaire Bhaitdeth apparatigstion lidingith isstdBtletooth
communigataRs BRBKEabAlRE ISR Q6 rsHfKE IRkt MR RE MOt sbBndeceiving
user verification information and for storing a o ] o

Bluetooth enabled apparatus over the secure Bluetooth communications link for provision to a

verification authority to determine whether the user identifier is authorized to use the first and second

Bluetooth enabled apparatuses.

12. The apparatus as claimed in claim 11, wherein the user input module includes an integrated

input device for receiving the user verification information.

13. The apparatus as claimed in claim 11, wherein the user input module further includes an

external input device for receiving the user verification information.
14.  The apparatus as claimed in claim 11 further including a sensor module.
15. The apparatus as claimed in claim 14, wherein the sensor module monitors a weapon status.

16. The apparatus as claimed in claim 14, wherein the processor is configured to receive a
verification status message from the second Bluetooth enabled apparatus in response to sending the
user identifier, and if the verification status message indicates unsuccessful verification, then one or

more functions of the apparatus are disabled.

17. The apparatus as claimed in claim 11, wherein the Bluetooth enabled apparatus further

comprises a position determination module.

18. A Bluetooth enabled apparatus, the apparatus including:

a Bluetooth communications module;

a memory for storing a partial link key;

a user input module for receiving a secret key;

a key generator for generating a link key using the partial link key and a received secret key;

a wireless communications module;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the generated link key, and to receive a first user identifier from the
second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to establish a

communications link with an external verification authority using the wireless communications module,



user identifier obtained from the user verification information in the memory; a first processor
configured to establish a secure Bluetooth communications link with a second Bluetooth enabled
apparatus using the stored link key, and provide the user identifier to the second Bluetooth enabled
apparatus over the secure Bluetooth communications link; a second Bluetooth enabled apparatus
including: a second Bluetooth communications modulg; a second memory for storing a partial link key;
a second user input module for receiving a secret key; a key generator for generating a link key using

the partial #fkiResnate sepabver egrdeenttingy: theswriineipRaeehasty; antito receive a verification status

message from the verification authority.

19. The apparatus as claimed in claim 18, wherein the user input module is configured to receive
a second user verification information and to store a second user identifier obtained from the second
user verification information in the memory, and to provide the second user identifier to the

verification authority.

20.  The apparatus as claimed in claim 18, wherein the user input module includes an integrated

input device.

21. The apparatus as claimed in claim 18, wherein the user input module further includes an

external input device.

22. The apparatus as claimed in claim 18, wherein the processor is configured to receive a
verification status message from the verification authority and if the verification status message

indicates unsuccessful verification, then one or more functions of the apparatus are disabled.

23. The apparatus as claimed in claim 18, wherein the processor is configured to receive a
verification status message from the verification authority and to send the verification status message

to the second Bluetooth enabled apparatus over the secure Bluetooth communications link.

24. The apparatus as claimed in claim 18, wherein the Bluetooth enabled apparatus further

comprises a position determination module.

25. A Bluetooth enabled apparatus, the apparatus including:

a Bluetooth communications module;

a memory for storing a partial link key;

a user input module for receiving a secret key and a first user verification information and to
store a first user identifier obtained from the first user verification information in the memory;

a key generator for generating a link key using the partial link key and a received secret key;

a verification authority module;

a processor configured to establish a secure Bluetooth communications link with a second
Bluetooth enabled apparatus using the generated link key, and to receive a second user identifier from

the second Bluetooth enabled apparatus over the secure Bluetooth communications link, and to send



a verification authority; 25 wherein the first processor is configured to establish a secure Bluetooth
communications link with the second Bluetooth enabled apparatus using the stored link key and the
generated link key, and to receive a first user identifier from the lint Bluetooth enabled apparatus over
the secure Bluetooth communications link, and to send the first user identifier to the verification
authority, and to receive a verification status messaggfrom the verification authority. 31. The system

as claimed in claim 30, wherein the second Bluetooth enabled apparatus further includes a wireless
communicHSJHE! HrebldRNtIAREAME RS PR HRSC KISBIFI ¢S (dheiyeriEeaty R atHINTEYN MAsiRMUhIe A8RoNS Rnk

with a verifigafiefigvtbaitnbising thenwisless catrpuhisalieRsmodule, and to send the received first
user identifier to the verification authority, and to receive a verification status message from the

verification authority. 32. The system as claimed in claim 30, wherein the second user input module
further recéfvesTasarerriug g6 CAaETIEI Htie plinPr wAeie  &iedstolrsiamasiisidalisies Riintiisatesbtained
from the s@gQRdeuR@r verification information in the second memory, and sends the second user
identifier to the verification authority. 33. The system as claimed in claim 30, wherein the verification
authority is a module within the second Bluetooth enabled apparatus and the second user input
module fudier reeeippasaius @eolaiingden vlarificationeisfotheatsenizmd wosids fartes ol desanidentifier
obtained frgna eissaeRgidser verification information in the second memory, and sends the second
user identifier to the verification authority module. 34. The system as claimed in claim 30, wherein the
second processor is further configured to send the verification status message to the first Bluetooth
enabled ap@Baratiis apparative asedtaireeBlastaiotRcovherrimibaicressinkis3Bnfifsedytstesasisis claimed in claim

34 wherein,df BB YeRSABE AR THEANRN BIRRIAGCIRNEHS VRAuRNB it PR AHBSIRNRaLhe first

Bluetooth enabled apparatus are disabled. 36. The system as claimed in claim 30 wherein if an
unsuccessSRESAYHRABSSHELSETE Yerdiisoten e BPMI5RCHE HURINgs QT dmasHusaiadittiA%enabled

apparatus are disabled. 37. The system as claimed in claim 30, wherein the first Bluetooth enabled
apparatus yrthef, inCHoes 8, SeRRAEIIPAHIE: 25, wherein the processor is further configured to send the
verification status message to the second Bluetooth enabled apparatus over the secure Bluetooth

communications link.

30. A system for securely controlling access to two Bluetooth enabled apparatuses, the system
including:

a first Bluetooth enabled apparatus including:

a first Bluetooth communications module;

a first memory for storing a link key;

a first user input module for receiving user verification information and for storing a
user identifier obtained from the user verification information in the memory;

a first processor configured to establish a secure Bluetooth communications link with
a second Bluetooth enabled apparatus using the stored link key, and provide the user identifier
to the second Bluetooth enabled apparatus over the secure Bluetooth communications link;

a second Bluetooth enabled apparatus including:

a second Bluetooth communications module;

a second memory for storing a partial link key;

a second user input module for receiving a secret key;

a key generator for generating a link key using the partial link key and a received
secret key;

a second processor; and

a verification authority;



38. The system as claimed in claim 37, wherein the sensor module monitors a weapon status. 26 39.
The system as claimed in claim 31, wherein the verification authority checks other information in
addition to the user verification information to determine if the user is authorized to use the first and
second Bluetooth enabled apparatuses. 40. The method as claimed in claim 39, wherein the other
information comprises one or more of scheduling infoggation, user certification information, or position
information. 41. A computer program product including at least one computer readable medium
comprising instrutieresnible fsstOrasRgorHE wrfiayadop &gtk afeclamBduetegth gommunications link

with the second Bluetooth enabled apparatus using the stored link key and the generated link key, and

to receive a first user identifier from the first Bluetooth enabled apparatus over the secure Bluetooth

communications link, and to send the first user identifier to the verification authority, and to receive a

verification status message from the verification authority.

31. The system as claimed in claim 30, wherein the second Bluetooth enabled apparatus further
includes a wireless communications module, and the second processor is configured to establish a
communications link with a verification authority using the wireless communications module, and to
send the received first user identifier to the verification authority, and to receive a verification status

message from the verification authority.

32. The system as claimed in claim 30, wherein the second user input module further receives a
second user verification information and stores a second user identifier obtained from the second user
verification information in the second memory, and sends the second user identifier to the verification

authority.

33. The system as claimed in claim 30, wherein the verification authority is a module within the
second Bluetooth enabled apparatus and the second user input module further receives a second user
verification information and stores a second user identifier obtained from the second user verification
information in the second memory, and sends the second user identifier to the verification authority

module.
34. The system as claimed in claim 30, wherein the second processor is further configured to send
the verification status message to the first Bluetooth enabled apparatus over the secure Bluetooth

communications link.

35. The system as claimed in claim 34 wherein if an unsuccessful verification message is

received, one or more functions in the first Bluetooth enabled apparatus are disabled.

36. The system as claimed in claim 30 wherein if an unsuccessful verification message is

received, one or more functions in the second Bluetooth enabled apparatus are disabled.

37. The system as claimed in claim 30, wherein the first Bluetooth enabled apparatus further

includes a sensor module.

38. The system as claimed in claim 37, wherein the sensor module monitors a weapon status.



26
39. The system as claimed in claim 31, wherein the verification authority checks other
information in addition to the user verification information to determine if the user is authorized to

use the first and second Bluetooth enabled apparatuses.

40. The method as claimed in claim 39, wherein the other information comprises one or more of

scheduling information, user certification information, or position information.

41. A computer program product including at least one computer readable medium comprising

instructions for performing the method of any one of claims 1 to 10.



