PCT/EP2021/056003

WO 2022/188963

1/9

m o m

1 (M) “

; (o

m | o @1 N7 : o
1 prd N ol '

V)] o -~ a “

N = Q

! o 2

_ s B
o oqt® L5 - 9T
NS H e 2 (: @@

1 2/ | ®© i

" o Te Z o ) -
_U w © O —
“ N A ~ o
"C Z /Ma %
.C S © i

1 ~

! 2 w

1 ]

_ - o : o

m ~_ _ . 2L

i - N :

t — ' C

! BS . o a

" o , »n 2

“ m e AD/._ "

<€ o |

" QNu o - “

IIIIIIIIIIIIIIIIIIIIIIIIIII

FIG. 1



WO 2022/188963 PCT/EP2021/056003

R S |

o) > aan—

onsensus

23b i

FIG. 2



PCT/EP2021/056003

WO 2022/188963

3/9

Consensus

R I - |

Signature request

Signature response




WO 2022/188963 PCT/EP2021/056003

4/9
410 i~ Messaging
Consensus Consensus Consensus Consensus
420 K
430 P2P P2P P2P P2P

400

FIG. 4

i
Deterministic state :
(replicated) - Messdge Routing ~~410
Cofgsensus ~™ 51, 420
Non-deterministic state
(individual to nodes) Pop
~~430
521
FIG. 5

610
/"”f—“\\
611

\{3612 MEE:ZH
£\

611 \t [ = 611
612

FIG. 6



21

22
23X

WO 2022/188963 PCT/EP2021/056003
5/9
/ 71
7
Invoke multi-party computation ~T~ Det.
Nondet.
4
713
~—T712 [
£ /
I .| Provide deterministic and
= c replicated control functionality .
g ~
© i
Es
2 g ,| Provide non-deterministic | ﬁ
2 8 data and functionality
AN
\
714
v
Provide response of multi-party T Det
computation \ Nondet.
\



WO 2022/188963 PCT/EP2021/056003

6/9

Receive request for public key generation —— 811

v

Perform DKG-protocol 812

A\ 4

Store public key and corresponding secret _|

key shares 813
Start charging for key storage T~ 814
Return public key pk -+~ 815

FIG.



WO 2022/188963

7/9

PCT/EP2021/056003

Receive  signature

request  including _

message M and public key pk 911
Trigger charging for signature T~ 912
v
Perform threshold signature protocol ~ —_ 913
vV
Return message M signed with threshold g
signature 914
FIG. 9
Block 1 Block 2 Block 3
tx1.1 tx2.1 tx3.1
tx1.2 tx2.2 tx3.2
L\ Lo\ N
( ( ( FIG. 11
1101 1102 1103

11

0



PCT/EP2021/056003

WO 2022/188963
8/9
Receive deletion request and -{_ 1011
corresponding public key pk

v

Delete secret key shares corresponding to |

public key pk 1012
Confirm deletion of secret key shares T~ 1013
Stop charging for key storage T~ 1014
FIG. 10
Secret key shares
Verification key Joint sign. [~ sk;
pk O | sk,
_ sky
1210

- FIG. 12



WO 2022/188963

PCT/EP2021/056003

9/9

19
Network node 1/320
1\321 MEMORY 4393
| RAM [
1315 STORAGE
\ ) SYSTEM
PROCESSING )
UNIT 1/3 0 1330, .J——TJ
1316 1331
1319
- 1341
110 ‘
INTERFACE NETWORK ADAPTER
~N
1317
N v

DEVICES

EXTERNAL | | pispLay

)
1318




