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[ 0001] The present_ Application for Patent clains priority to
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Frequency Radi ation froma Base Station Based on Backhaul
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her eof and hereby expressly incorporated by reference herein.
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via a backhaul inc Ing a nodem or cabl e no as exanpl es.
transmission of a base station, and more particularly to methods and apparatus in a
communication system that prevent or limit radio frequency (RF) transmission or
radiation from a base station based on the quality of a backhaul connection of the base

station.

Background

[0603] In addition to mobile phone networks currently in place, a new class of small
basc stations or access points (APs) has cmerged. These basc stations may be installed
in a user's home, for example, and provide wireless coverage to mobile communication
units (e.g., User equipment (UE) or access terminal (AT)) using a broadband Internet
conncction. Such personal miniature base stations arc generally known as Home Node B
(HNB), Home Basc Station (HBS), Femto cells, or Pico cells. Instead of the wireless
network normally serving the communication units (e.g., a wireless cellular network),
these base stations may be installed in order to improve or boost service in a local area.
By utilizing an Internet connection, such base stations may also afford lower cost
mobile voice, video and data services to a user in that local area. Typically, such
miniature base stations are connected to the Internet via a backhaul including a DSL
modem or cable modem, as examples.

[0004] Backhauls for Internet access, such as a DSL connection, sometimes are

unreliable. Thus, if a base station utilizing an internet connection experiences some
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fails to nmeet a I ne
by a processor. The apparatus also includes at least one processor configured to execute

the instructions stored in the memory to determine a quality of a backhaul connection
between the base station and at least one node within the communication network. The
at least one processor is also configured to prevent transmission of at least one wireless
signal from the base station when the determined quality fails to meet a predefined
condition.

[0007] According to still another aspect, an apparatus for use in a communication
system is disclosed. The apparatus includes means for determining a quality of a
backhaul connection between the base station and at least one node within the
communication network.  The apparatus also includes means for preventing
transmission of at least one wireless signal from the base station when the determined
quality fails to meet a predefined condition.

[0008] In still one further aspect, a computer program product for use in a base station
for controlling transmissions of the base station is disclosed. The computer program

product comprises a computer-readable medium including code for causing a computer



10008] In still one further aspect, a conmputer program product for use
In a base station for controlling transm ssions of the base station

I s disclosed. The conputer program product conprises a
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controlling the transm ssion of a on Ina conmuni ca _
system [00111FIG 3 is an exenplary inplenentation of a base station

' ncluding apparatus for pprpp DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 illustrates an exemplary wireless communication system in which various
disclosed aspects may be implemented.

[0010] FIG. 2 is illustrates a flow diagram of an exemplary method for controlling the
transmission of a base station in a communication system,

[oo11] FIG. 3 is an exemplary implementation of a base station including apparatus for
controlling transmission of the base station in a communication system.

[0012] FIG. 4 15 still another exemplary apparatus that may be utilized for controlling

transmission of the bage station in a communication system.

DETAILED DESCRIPTION

[0013] The word "exemplary” is used herein to mean "serving as an example, instance,
or illustration." Any embodiment described herein as "exemplary" is not necessarily to
be construed as preferred or advantageous over other embodiments. The disclosed
embodiments may be applied to any one or combinations of the following technologies:
Code Division Multiple Access (CDMA) systems, Multiple-Carrier CDMA
(MC-CDMA), Wideband CDMA (W-CDMA), High-Speed Packet Access (HSPA,
HSPA+), Time Division Multiple Access (TDMA) systems, Frequency Division
Multiple Access (FDMA) systems, Orthogonal Frequency Division Multiple Access
(OFDMA) systems, Ultra Mobile Broadband (UMB), Long Term Evolution (LTE) or
other multiple access techniques. A wireless communication system may be designed to
implement one or more standards, such as 1S-95, cdma2000, 1S-856, W-CDMA,
TD-SCDMA, and other standards.

[0014] The present disclosure provides apparatus and methods for controlling the
transmission of wireless signals (i.e., RF transmission) to ATs from a base station or
AP, such as local base stations including Femto cells and Pico cells. The control of the
wireless signal transmissions is based on or dependent upon a determined quality of a

backhaul connection between the base station and other nodes within a larger
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modem (not shown), as well as associated coupling and termination connection to the IP
network 110 (not shown) such as a gateway (e.g., a Femto Gateway, a Pico Gateway, an
Access Gateway), or a mobility manager. The internet network 110 is then connected to
an operator network 114, which may be in communication with a plurality of other APs
(c.g., AP 116) via an associated backhaul (e.g., 118), or macro area base stations (e.g.,
base station 120). The AT 106, for example, may also communicate with another local
AP 116 or macro area base station 120, when handing off or service is not available
from AP 104.
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the packet connectivity is either lost or the backhaul packet transmission quality is
degraded in some manner, the present disclosure includes limiting or preventing
radiation of a wireless signal from the base station. This cessation or limitation will
prevent or limit ATs connecting wirelessly to the base station, allowing the AT to more
quickly connect to another local area base station or a macro area base station.

[0024) Accordingly, FIG. 2 illustrates a flow diagram of an exemplary method 200 for
controlling the transmission of a base station in a communication system based on the
quality of backhaul packet connectivity. Method 200 includes a block 202 where a

quality of a backhaul connection between the base station to a node in a communication

network is determined. According to an aspect, the determination the quality of the



7 backhaul connection may include one or nore of determ ning whet her
or not packet connectivity between the base station and a node of the
backhaul connection is extant, determ ning the throughput packet
capacity ofOeHe'%$4¥khaul connection, determ ni ng conmuiCEXEPBHOYAEK et
| at ency of the backhaul, or determining a | evel of backhaul jitter.
Most obviously if packet connectivity between the base station and a
node of the backhaul is not present, then quality is nonexistent.
Nonet hel ess of the other. factors listed nmay al.so adversely
affect the ajtfiﬁ%/ltlf%*ﬁ?c{fﬂ% WGR%‘P‘?%%%WW phyddfrminiae pAEctbRR AT netdrasketh
degree that chinckiigheheRhl iR bfelslalibd a¥¥ & Bb&SSF HOBAKSLI QBnRRLMERLKINE
base station and ATs in range of the base station. These factors
becone part Aetemaping thotoeechnnt kel eapbeibeofsthattiaghauk potneetiona detemmining
cell, is ex i o] k ) i
cerves. [ 00 TEac Ry FPEUE B apRe BNTRLAC): ARt § Rl Sk
connecti on &fost hbvibasbe ifs patkiioporectniigelstiveent the msesatio atd annslgsafetine

(e.g., node evices in . the backhaul) is ngot J.imted to nerely
Sy calconasdhefl 5 Brisihe 1En "RRLO A baris B iwfeleel iy TheYorkr
qual i tati ve fdctornabted enalyCal SR adirselyt dffeceltRl dualityodf MaGiacitct COMRERT Wb the
bet ween nod%s. Thi s neasure determ nes whether data packets

transm tt ed MR Shtdsereh ek it adfisrbiceloelifd avithlesh corrtien bepeen the

quality to GAYUiRioRMARNTCIATIRY Gratht BkeQftatione THEOTIRN Ol HafiRdy
in the packets (e.g | P connectivity) between nodes. In the

present |y diBpdrssevhenpbasasagomstichsthionmeto celhiis cxneeiedto emnresommeviusty
bet ween a | : t4 nodes in the network is used for
maki ng the gg%%glo szﬁfgggt%$a%éase RF radiation froma | ocal base
st at i 0ri0023]J002611 The deterotumdion lvéithedptabtynafitht bahafl colectoradf thy bade ddtien
packet connectivity . .of the backhaul connecti on . be.initiated, the
base sttt off BIEASY UR Sy MSmiRon P e (S R0 Podroda T ies e Pbediiag is tot
connecti on dmiepes ah@ly nebwmidel comebids, ULt ROthe nBAshRdot GonrRctReiyt @
gateway, a Pi%o Gateway, an access gateway or an authentication, i
aut hor i zat | BYEHEC AL BYUGD My {ARIAL @elity&f pagket qopnefyvidy betrigen Bpdes offhis
these |i st echgf@MRBlanBES Whethe®XRlal Gkl BARA Det@nfidUE G sditand
these el enents or nodes_are known conponents of either the backhaul
112 or the ®&yeived srithnatligend quelity Phensufeupropéroeprrraynignsion| af ghe drfrmehtian
"keepal i ve" ai i efl odi rym qual i e
packet conn8§??§§%?9?%%B%%F%o@@% yf%é@%ggﬁbﬁﬂggggé'hﬁg&qugﬁw%§p%%mhp
suf ficient floclosdrapparame asé methogs,ahis Adskebyortnheidigdetveteatai local base station

Furt hernore he, backhaul quality.determ pation nmay. be carri out .
bot ween ¢ he iR HEEP Bt st of SRR S o B i pEERiY rofiion
operat or WRoAQ0B¢4l 0ae8EHR6GT/ US2009/ 034740 8 networ k desi gnated for
use in determ ning the backhaul quality, such as any of the elenents
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exanpl e, if pidrgalacki@tbn m‘}q}'& AltiaflaEBiR MR YIARYLHy et lraiehieﬁiseor

the quality deternination of keepalive function, a Femo cell can

expect to raedse the prakkad cperdchen enpbpsratar npvetie seemishdut notnfimited to, a
periods, fo e .t he. Ol S, A€ .[ecei -
S S T e
Al t er nat i vehyd acdouttiveg GAal) servereasuisenoofd thhiealhadkidss lisededlsrachtd aiel sot
to nmeet a predefjned threshold or standard, the packet connectivity
my be. deenBPIHEITPPENBAR TEres BHy PATeassh AoDR: FoAnoRE CHERTICOHAS
previously, efiiee tigUatkiayl Ut @i oRdrdtoMmedkorkaaPalThisul dHids a9 e MRY thehed
initiated perLod%ﬁal¢y ei t her bé t he Fento base station or nodes

wi thin the BaciRBRNS” AreEAina: thykinfriodicdiiyadricymiaet dhtvivakiv ot g noeket
initiated bYofR&iRSIEr Rirfdsk O RASAINIAIRHR SNy AsudBIER (3R oR@HRE §orving

the base station, thus ensuring that ®every new AT connection is
of ATs by the base station. Furthermore, the backhaul quality determination may be

carried out between the base station and nodes or elements of the backhaul or operator



of any or all nodes in the operator network 114, a gateway connection
fromthe backhaul to an internet backbone 110, a portion (i.e.,
particul ar nodes% of the backhaul 112, or conbi nations thereof

Ref erri ng Qa3 FI G 2, after the quality deterni nafCHVSHOYAIHFHe
processes of block 202 is conplete, flow proceeds to block 204. In

bl ock 204, transm ssion of at |east onegw reless (RF transm ssion)
signal fromthe base station is prevented when the determ ned quality

fails to neet a predefined condition. In on xamnpl e, the predefl
condi ti on S BE BRI fg&aﬁﬁngbéﬁt}wvngmgac %qu_ i PeHhis HcRh
ConneCt'V'tL‘em%ﬁ't@1%@%&E@Eﬂe%r%ﬁm§'h@@hé’e>§a Rsradiating some or all
RF signals. Cessation of RF transm ssion would ensure that no AT w ||
connect®®d the blise psrtiatiepsxample ¥ the deckhevletpdenar cdgmentasri rgnpliyed to
transm ssi o 0 t a t

thor eby be. T asdd SRS HEEMMFONERRER fuldlh, afi® Al B8 S8kt
the AP 104 raweiﬁb@padk@muiadlicatppt predetemiindd timge panoﬂs,d’naexang)ld?l:[fshegﬁmks
to AT 106. As a e AT, 1 hapd off.to, | gcal

moro AP 128" PRERE s aeeRaf g PRl Eondhe pickhm Fatish bongai
merely a podéddonAdtmbddegiigniad QLleflﬂ’:}OfﬂﬂehﬁEe Rask: phakkisORGeivdd failD@ meet a
prevented, such_as those related to data transm ssion to the operator

networ k, whPICEehRgHEsnlt g senird the parkeheonapevaly imRy befiepmed ipgiticient
comuni cat i @i akfleH c@ﬁﬁ}%?dan&ﬂ"eA@EenMe%%@%éW%ﬁ? %left{ﬁa&&%{@;?tﬂ)ﬁ”&
9 and base station. For instance, it Is contenpldted in one exa

that a basekeﬁtpah‘f%ﬁme@lgmayé)eeeﬁltat@dd@ripélcmygﬁthesémdhelﬁ‘pmgbh@e statlon or
i nformation,

such case, | FPaE it MakeSheh RREHAER A bl oo g e 1 TRiiErca )
even if theﬂmdmkhaukmusdﬂomnaw&@ﬂ&DhAhﬁhmughmaﬂbchmmmmamnFMGmeﬁ$nng
is noted that the det S nat i.on . of et her the uallt of .t .
backhaul colletPoRoT &M ionris i dt wriPas Fish PF HE Pt st bikiay et
cont i nuousl YhfOmaAie. th-;tﬂah IfyrtHey aB@tRBk] mg dublgy deteeh i@ may 8k ipbiforhRd
the one or nmpre predefine condltlons di scussed above, the

qual ity det SFtHCASY B WAl e Ad) ude connect|V|ty of the backhaul, the
throughgg) of t hg jbaakbaul the E&%nﬁﬁk%ﬁne@@orﬂ@%ﬁ&@to ih BNRI208 %ﬁy%\éﬁs&st
t he backhaul or jitter on the backhaul. Accordingly, the predéfined
conditi ons RByDY 9| alldeodesrinethe |QPP1ta§DfdfetW¢fé Uéel@h&fuﬁwa}b cestneptés fromnthe
portion of f

Phe backnauP FLARTIUR GG RREREIIE o gt (ip phARUEORIRE Yfhé bacthau
condi tion mﬂllcmammheanmeﬂaﬁ@ftransnlSS|on of RF S|gnals prevented

v oughput - SFSTE BARRALLY 8RFaRs T ST gt Fom b oS hlock

particul ar Q02 fseghtipktd, Bowanchabditth biosk ag4ai IndidaR. 2014ftrzinh1ﬁ1sh16i«i ef at0fast one
throughput is pot nmet, then the b?rse station_may prevent transn ssion

or linmt tr3Ws %@F&Fﬁﬂ@fawﬁlﬁn}%ﬁ&é prrdhe bagp sptiast i Prevan*ﬂlwbﬁ’eﬁhe
predet er m nQgteGAREH duaBly fads W?ﬁéeh@breﬁ%eh%&ﬁ?% qh oﬁ@@}l‘a?ﬂp?e %qfre&ehﬁed

backhaul is below a préedetermined tinme or |atency thresh

this woul d Ferfiltécatraatt bediackhval eraerdiaty. Chwtnddharoin nnépyclﬁeultcmn@nw fd@r
certain co better
served by % ﬁ%‘g{’%@ yt9 %npﬁ%tg%gd%%lhg %ﬁ@ﬂ%@{f 'Qg?surl{téhglfﬁ%

pr edet er m nﬂdnsummhntwmﬂd emsyrel that nedel eill eonabct od thb dedehsaation | 1ttig dso nged
below a jit on t he hackhaul nnection
engender 5 LGl LSRR R P BRRHR A S GURTT OO REed RGPy SHPP R
det erm ned eisadblytoy forbell 0 dadoff Radlicthuee hast bi@tion. Fobetampiéd, e AP 104 in FIG.
predetermndc&gstltlon or. jitter threshold ain it may

desirabl e f QrirgnmELpgIOTGRdiating R signgl %Mlgé%a%%agqsawwﬂ%

100311FI G ZofRNRARbLIGRI ok A PVSoraRcBX RFNbAY kRSBt QByOf isan
apparatus 300 for executing the nethodol ogies as described a ove.
contemplated that merely a portion of the signals from the base stations will be

prevented, such as those related to data transmission to the operator network, while

maintaining others, such as signaling related to communication solely between the AT



WO 2009/ 105687PCT/ US2009/ 034740 10 100321The transceiver circuits 306
include receiver circuits to process received signals before sending
out to the_central data bus 302, as well as transmt circuits to
process andOBUPEESSHata from the data bus 302 before s&@RAUSYOSAHTHx

t he device 300, such as to an AT 106 as illustrated in FIG 1. In the
case where apparatus 300 is enployed asga base station, the
transceiver circuits 306 may include RF circuits to transmt over
wirel ess link

AT 106 AT 108
0055] Tre. ALY BR eV EoT drbr iR s roriero i I AeicsRmeR fihg 4i %ﬁaa%mem
of the dat a(dgisa B&rtoant) thight 288 ol @mk G ihABN Gk D/NAE AlT 183bForm

processing, including executing the instructional contents of the
Menory uni t PEYEONINE, 2§ & FEpPle- HB pechasg thahfemation map gk b ssniby the base

i mpl enent eds@ﬁoéé‘s}%}‘iﬂfth@bfc'k@ul?’sd an alternative, the transceiver
circuits 306 can incorporated as parts of the CPU controller 304.

As a f ut02Rer al té&thcmghv@t shaver isrftllr 8, i ppatat thst tBé)ﬁetnmynai@mofpﬂsﬂenﬂed

i :
apparat o, 005 PRBE okt ARARGHEN ikl 8 Bimeofte R dlpey g
instructi Onsdnrt'mduﬁﬁs or bﬂlddh:eliyé)bg rqohipmyn@thp&l’eai’iume&@ﬁahty he the one or more

|nstruct|ons/ l.es i.nclude, e h|n backhaul qual i t
determ nat i BF? I@HSFIOF'%n&S ﬁcu§5%§ H’\‘RJ"u qu e@'ﬂl’”@ﬂ‘)’%som@f f“éctlz‘f‘?é

the met hOdOE@tﬁie@@wQ’e&Cﬂhb tva@kﬁa@lr ‘ﬁienth(‘&}gﬁput 6fhtﬁe OGRS 8% Ricnby 9?%&%@%
in FIG 2). As an éxanp nodul e 314 mai/ derive backhaul quali

i nfornati onﬁﬁ?&ﬂ?ﬁt%qwév%éhwq@‘i%t @rlities endhe begkhaulzoiccoydintgty th¢ @I‘edeﬁned
comuni cat i WeddrrdUR fﬂlchfaetéa‘ﬁ ﬁ@@%!f”the?' é@cbkh‘gﬁ tgeasrclrce %gagfoﬁ\i’dnob'ﬁ hr

the quality determndtion may e initiated by apparatus
al t er nat i vekymmuyicrtawehstwotkac kKihas! ifgthal aotnyeqtuwfty)rqfaﬂw dnckhaomiotghes, this

Ky
T0035] Meror § e FOCHRIME. iR RE:o RaleE A WBLREER: il Spdevillot rF

Control uni t;1g831£8 podvesicd] | Anothiat predudingd rwﬁdltlblh&hﬁaypbcﬁu%ﬁ&xerh‘mrféﬁt Byel Gdf
turns off at f the wirel ess gﬁﬁ)lpajgnals transmtted

s or
or radiated 1159”@? QEE}?E\/ fekppyl cefnfiectiops M Gatg iy g yperticular or

det er m nat i eqquifte Hantiiianglavapgid elfaﬂéllev&soﬁiahﬁﬁlgﬁﬁﬁds b&f Igéte thehfthd B&e
qual ity of the backhaul does not neet a predeterm ned cond [tion as

di scussed i AaBYhHAYPICEPNt {RRIMiEHiQNQ [pphirgBmEssion t@in rapgendFs.t he RF
transmgspon C anStl?lFe lﬂﬁ#ﬂe? Pre@ét%ﬁ;m%]cﬁc%ﬁﬁltlbh 0§ dr @“fglgﬁg‘i?} (ﬁ}gg%ﬁw the

10036] I n the exa nmenory unit

(Random Accés@(hmm)bﬂgk)w @lpraﬂaietmm%em@metﬁmnay shresbotdi dfsqt, thisorouddintiivete

functions Bilh b’é;c:&(%aul { Shnection may be too slow for certain communication or data
services and that an AT would be better served by handing off to another base station.
Yet a further predetermined condition may include a level of backhaul jitter is below a
jitter threshold. Excessive jitter on the backhaul connection engenders degradation in
the backhaul quality. Accordingly, if the determined quality indicates that the jitter is
below the predetermined condition or jitter threshold, again it may be desirable for the
AT to hand off to an alternate base station.

[6031] FIG. 3 schematically shows an exemplary implementation of an apparatus 300
for executing the methodologies as described above. Apparatus 300 may be
implemented in a base station, such as base station 104 in FIG. | implemented by a
Femto cell, as merely an example, or any other suitable apparatus. The apparatus 300
features a central data bus 302, or similar device for linking several circuits together.
The circuits include a CPU (Central Processing Unit) or a controller 304, transceiver

circuits 306, network interface circuits 308, and a memory unit 310,



software routines, nodul es and/or data sets. The nenory unit 310 can
be tied to another nmenory circuit (not shown) which either can be of
the volatile or nonvolatile W) 2009/ 105687PCT/ US2009/ 034740 11 type.
As an al t e¥RAPUIE98T he nenory unit 310 can be made of (gpﬁg}sztppfpw%t
types, such as an EEPROM (El ectrically Erasabl e Programmbl e Read
Only Menory), an EPROM (El ectrical Prog{fgnmmable Read Only Menory), a
ROM (Read Only Menory), an ASIC (Application Specific Integrated
Circuit a magnetic disk, an optjcal disk, and other ) X
conput é@?badabl ih?rgfﬁsém\‘f\ﬂl e ipHudiECedysr clippErdoPrgcess tgeeived signals
i Il ustrat es paRas foedind BRAL Mdientd UafaQfius GG ak el a§ BENMM SRLIOB PRPyEELMd
that nmay be utilized for controlling the transm ssion of a base

station bas&dffentlapelEnn thel datpias 303 befreacagipapuobithesguice W, svchmayo peAT
| npl ement ed 14 éﬂt{@&&eéﬁﬁkﬁ.ﬂz. ﬁr?Fheec?é aebég@%ﬁédg%o@s &B@p@ng a base

means 402 for aet ermning the quality of a aul conne
bet ween a baggostth froncand cacmiedd6i mayt heludo RiMariceist todransreit weoerka wieieds

as the nodes_j e backhaul 112 l.ter iovely the operator
net wor k 114%niéglie£§aor%loésl}",or }0? Sk%‘g"ﬂirlﬂ ] téé)aAtqﬂltedrSX't o. The functionality
of nmean@34P2 i s FhaPavcohooldrSol arbintnbe daseon be datahevesdntnt of the data

connection with blo 02 in FIG 2, and, neans 402 may be i npl enent ed
wi th memor ywaﬁﬁi’f é&ﬁ%ﬁﬁr hepfugetinnsel; sopew! dala pipccasingypduding gespine the
backhaul qualsttistidhet @nRes tRYm&B&Y 820 MRYs AAERE (HaPHBA Sakpdats
vari ous other nodul es or nmeans in apparatus 400 via a bus 404, or

similar suitEpF@cwedaypiocar indHGe dugs amgternativpdhe frenseeirer aifeitoilfl sanybe
det er mi nat i %og:rors&gheﬁb?ﬁ@@ﬂhe'(ﬁ?@@mmlc £ d[f&tsoa HERRS al@e@r@atiltrg,r the entire

preventing or controlllng transmission of at [éast one wireléss
si gnal fromappreatba’d sepbé anplwhened feardegpEcation spefiraintdgyatddaditcait(ASIC)

neet a predefi.nlaré:ond'ti on. It is noted that the conpari son of

whet her  t he “G8T&FHRREG Backhaul qual ity does not neet the predefined

con]gi ti[onéns}b may b@h@ﬁfeﬁmr}rrgdt By mnﬁlﬁeﬁm btioad ie&rdfahétmeﬂimsﬁgnducks.bﬁ
perforne y. means 402 and t resul tant deci sion communicated to
means 406. THeSHwEALY aﬂw@%?@% %%%u%*@%sc}mgd@mnﬂ&fieata@ﬁ%@ﬂmﬁ@p%ﬁs

described abeu@abing @R R idhtivh bbdileaskudQbni N14Fhviach 2s cAFRuEddaD Y
means 406 may control ‘the RF transm ssion of a transceiver portion of

t he base st &td ®ethodalegiesgdeseribgd Sersinere..dhe pigresses3d®lgol 20R @i FEG. s Agrpn
le. Me 6 P j
exanpl € %Qeﬁlsqﬂg mgBYle bﬁ4e§fgcc¥eﬁg&ﬁéclg%gp%?lgﬂ' 1Bf0§1§19c{dnnﬁom thgyneéwork

i nstructi ons, chas uni't are executed
processor ( entegrfgce cumeitnb e rwiddy aicrcoRIin@ini@)ivelp coapled o the baekleiuy8i6. As

portion of transceiver, (e.49.,.transceiver circuit.s 6), as I
e exanpl o T GBTBRRNEEut s Wb RIPARAST mi b dolified 30 apmiind 308, &
conput er r eatlahhtvetye eay MeedivaTbaakhyuldgualige irdOBhation ficgl roditkr tederSdn® @ the
conput er readabl e instructions and data for effecting the processes
and behavi oBfuBicgy nefrkviRgticace Ayt ¥hal |y, apparatus 400

[0035] Memory unit 310 may further include a Transceiver RF Circuit Control unit 318
or similar data construct that prevents, limits, or turns off at least a portion of the
wireless (RF) signals transmitted or radiated by transceiver circuits 306 based on the
quality determination of functional module 314. As discussed before, if the quality of
the backhaul does not meet a predetermined condition as discussed i connection with
block 204 of FIG. 2, either the RF transmission can be halted or at least limited in some
respect.

[0036] In the example of FIG. 3, the memory unit 310 may be a RAM (Random Access
Memory) circuit. The exemplary portions, such as the functions 314 and 318, are
software roufines, modules and/or data sets. The memory unit 310 can be tied to

another memory circuit (not shown) which either can be of the volatile or nonvolatile



may include a processor 410 to execute the conputer readable
instructions in nenory WO 2009/ 105687PCT/ US2009/ 034740 12 408, and
may be coq‘wa red to execute one or nore functions of the various
nmodul es in 8@3’?%’%5 400. [0040] Those skilled in the afCT(HSp0o/034740
understand that information and signals nmay be represented using any
of a variety of different technol ogi es gnd techni ques. For exanpl e,
data, instructions, commands, information, signals, bits, synbols,
and chips t refer nced thra out t he abov descrl ption _ may
be repr esen?y %%3&?‘3@%‘? & IFonY Lm‘%lgllrb %?PPBHE‘&%??@“V%WB‘% typﬁ%aéﬁ‘e’tqsc
fields or paﬂi HEPREM (Blbirically Etebile Pesgradnbtic/RREd OMy M@ rah TR
t her eof . ?41]Th se skilled in the art wll further }Eprem ate that

t he vari ous Fieftiict Pragraramplig Read Oplyddrmory s RIPMoRerd PplyiNemorn tah s C
and al gori t amy1ResGE shedid ﬁte%%&fe@hbﬂﬂ Wn‘ii&n t'ftedﬁk(aarm &ald!h%lgl a(?lﬁed:lher

herein may be inplenmented as el ectroni'c hardware, uter soft
or conbi nat FoRRUtGTredsble medn welbldwn inlthamst.r at e t hi s

interc eabi | i f r|ous illustrative

corrponi@tB g] bl ocﬁ?'g'nggﬁ{age\é%hgﬁhr c%’ r%&%%? Eordl and C%‘FmS?“’?*rﬂ%Syﬁtsv fhat
been descri beg tebdilieed)reratrbling nhd eamsenisfont dfed basfewwiondmeéd &1y backhaul
Whet her such functionality j i ene ted s hardware or soffware

depends upoﬂuﬁlﬁ‘é t ?Hpé{?it'éd apﬂl;mh ' nﬁ@@ﬁ%a@%"ﬁf’}tﬁprﬁ”@xan}me
i nposed on ikeidey & hadulcSyshemy 48Kifd @%nﬁfxﬁﬂgsﬁei]hémy of '3?17351@151143131t cdnfiSction
descri bed functl onality in varying ways for each particul ar

appl i cat i onPCBEER SBRK Saipr eReAnads @ﬁhﬁé@P@P@)‘ﬁ@l@H@W@krﬂFh pethe nodes in
i nt er pr et edyaspEALSI NG28ofeRahkiesy e 59&4?@013@%91% pla.t SexRBRE Tbur not

i nvention. ;30042] The various 1llustrative
and circui t §med drerdied Tiha foeninedity of nwerh4i@he fméarpbehc dirsGormsdederibed

processor Ak oy tREQ G wRRL QIR kit A Ah A BETBRR Bpes vt

i ntegrated mcmotummt(%lSIa@)i,apaocfessefﬂbqoa@grmmme gate array (FPG&A) or

ot her r ammab c.device, disc or transistor |ogic

di screﬁ)@gﬁar dwar f tﬁ’fgh%ﬁ%hyélftegﬂ'f}eiﬁw Bt § Q?nmfl}ﬁéq“é‘dﬁe @R iStrd: tg

per f or m t heviibue totieh nétRsE rdrifchnb €f @pparatls 96METAL HRYUDDSE PMASESFAble

may be a mcroprocessor, but in the alternative, the processor may be

any convent FURRPMIEFIRLOUBINE. c Fhpsgrylas theealise defersnaten ofghe dpgkhaul is
machi ne. A pSRGESISALI f@%eﬁs%&ﬁr hiapd BB ok %gnt@hr% CHNBRE %t st one

conputing devices, e.g., a conbination of a a m croprocessor,
a pluralityworlesd élg@qdr%@resfb@rbese sladoromwhanrtee Wiermiped qeslsprisili o meet a

conj uncti on I‘Q"ﬁé’rﬂwﬁ (%%gﬁtﬁgr e i(s)rn gndy 498 8! Sy ucepnsﬁonf ﬂggeﬁ% &‘ﬁ qefesmined

[ 0043] The or a escri bed
exanpl es di bolkbaddublay elnes mmynefeetrerﬁmﬂﬁecﬂ chnrdﬁmhh yhai e [parfoi@ddehy tand
sof twar e m)%g, ebu(ta gr%gt?\%ly ¥orﬁd be performed by means 402 and the resultant decision
communicated to means 406. The functionality of means 406 is similar to the functions
described above in connection with block 204 in FIG. 2. Additionally, means 406 may
control the RF transmission of a transceiver portion of the base station, such as
transceiver circuits 306 in FIG. 3, as an example. Means 406 may be effected by
memory unit storing instructions, such as unit 314 in FIG. 3, which are executed by a
processor (e.g., controller 304 in FIG. 3) to control a receiver portion of a transceiver
(e.g., transcetver circuits 306), as merely one example.
[0039] Apparatus 400 may also include an optional computer readable medium or
memory device 408 configured to store computer readable instructions and data for

effecting the processes and behavior of either the modules. Additionally, apparatus 400

may include a processor 410 to execute the computer readable instructions in memory



WO 2009/ 105687PCT/ US2009/ 034740 13 processor, or in a conbination of
the two. A software nodule may reside in RAM nenory, flash nenory,
ROM nenor _R/(@d nory, EEPROM nenory, registers, har sk, a
renovabl e PEEQ 36%RCM or any other form of storagep SEMPRHG N
in the art. A storage nedium nmay be coupled to the processor such
that the processor can read informationiFrom and wite information
to, the storage nedium In the alternative, the storage nedi um may be

osiae i n anharRs 58 ke Or s PR o M RSB AR I R

functi ons depmriteethOray be i npl enented in hardware, software,

firmvare, or any_conbinati.on thereof. If i emepted. in software, the
functi dH¥%ay beTg‘ESBr%ﬂ%Sr}ndpe i‘“fta‘?‘l'ilrﬁqdf”é’ﬁmggg‘ft Iﬁgnﬁﬁé’no'imdnﬂg’@ls may be

i nstructi onserfscRB@IRB #nyCBNRUL Ky eAd@bRnNMRAhHAb IO TRY smfagabl e
medi a i ncludes both conputer storage nedia and conmunj cation nedia,

i ncl udi ng afyRRie difh: tRaLCiQNs Pamragnds. nfeimatier, sighaly, bigmpymbgls,pand gihing

from one pl i . an i i.a
that oan be aoanss g i Rieed nbRURNP P dhéle Rk T I AR P Yy

| i mitation, veltrgks, corrpuis, electremdgiztie wameh, magasticdmigsrarpertiRIN) offRCM fields or

EEPROM CD- ROM qr ot her ti.cal, di sk storage, nmagnetic di sk storage
or ot her na&%réli:@?:’oéta%%ogné% & P(l{:hee&‘)%or any ot her nediumthat can be

used tqoway ry or Thésernkillde i thedrt pril Guredy empderidtd thabte horid0sfustrative logical
instructions oy data structures and that can be accessed by a .
conput er N%?B!;S’am %n L omethedsp i éfgpg}fhwr %é@fﬂ%ﬁ’ddfini?ﬂf“?éﬁt@? edtfabe
medi um  For e@xadTl Gisclofedt R@cmOmbhascirhfleth RO Al td @ ofit Py MBI Suter
server, or other renote source using a coaxial cable, fiber optic
cabl e, twi st&Ev#ai pr cempnetians safbleih. bEe cldery ifleweye thiy intprekdngeability of
t echnol ogi e i eqd,. i ; 1 v e C tal
cable, fi be?la%lgtg%}c glzdag%‘?%wgggeﬁd%gftfaﬁqgsﬁ, 1%1?&% sbel éé(g’s g}oggﬁ%oﬁ%ﬁtgs
such as i nf matheds anddilgorithmd Imiver begavéesanileedi Aladvedegoheiatiyt ine tabab i ofi thean

of medium Dis nd di as_u herein,. i.ncl udes conpact disc (CD),
| aser disc, %bnﬁﬁ?%‘& Y- i fethe oy Fnghald s unGlet N iy Y5, 55 gfvaie

and bl u-r ay depends wher tic ghsicslat spaichionr ear dadigs @otkbmtRgdedd eatile)overall

whil e di scs reprogduce. data optical]ly with |asers. Conbinations of the
above shoul &% o SHhcy %P%@%Y\M“PL?F%“E the geseslaféi_ %ﬂctwmtl%wawgmp r

medi a. [ 0043)chhartarad apR%eidd, 8idsuch SmpleBehtiiRniclisioRs SRR nod B8 WitdfreRR

an exanple, instance, or illustration.”™ Any enbodi ment descri bed

herein as " éxetpinggyeparyirgisem feccssarcelithypressnbaverdiost r ued as preferred
or adv ageous r e i : i 0S I he
appl i eg%(")]gany oggggra 8{):% l#uﬁg?ﬁ%nggg&%ptblllo-em%o'l%%@m&hga%tq e@ﬁ%g‘? che?%g;:%g 1lﬂ
Code Di vi si eonmottidn witle thaczesple CBMAJedhestiemey bMilnplcpkrteCar pérénrmEDith

WD 2009/ 10568 7PCT/ US2009/ 03474014 . ( MC- . W nd W :
i gh- Speed Aaeidl MIgReS tyiaoh * epal ety AR Sharphel ety
(TDrI\]AA) syist @nsgratbd eqraic YASIC)) (m:id\/lqirbfgzﬁinmale«e?%m éi)EWPSXASt folsother
Ort hogonal Frequen i vision Multiple Access (OFDVA) systens, Utra
Mobi | e Br oaafﬁ’é%ﬂl“(’@ﬁ%)q?glﬁoﬂﬁ”eﬁer‘#ﬁ%g_ﬁl B o FESOro fORiG: hé‘?crﬁ‘ﬁ! pargyare
access t echgbfp@@ntsAoMhilyebRSSinARATHEESAdds RAed ¥ShEBrNBYe BeicHEN @IEGh10
i npl ement one or nore standards, such as I'S-95," ¢cdma2000, | S-856,

W CDVA, TD- 8GRI, A HsHCTal PHEPOSS tPAPFEEH0E §1aY [ [B ou Bl CTPRs ook spiplbus In dlessd feiisgile,
above are ”ﬂfe%r%c&&? rH’?AyalSé/ ar%ﬁgont.rm%%aisfﬁjo&ésgock E(ﬂ\trli)hgr, ﬁ{iérocontroller, or state
machine. A processor may also be implemented as a combination of computing
devices, e.g., a combination of a DSP and a microprocessor, a plurality of
MICrOprocessors, one or more microprocessors in conjunction with a DSP core, or any

other such configuration.
[0043] The methods or algorithms described in connection with the examples disclosed

herein may be embodied directly in hardware, in a software module executed by a



may now make nunerous uses of, and departures from the _
above-descri bed exanpl es w thout departing fromthe inventive

concepts %8?&0‘3}?833-}1”@ n. Various nodifications to th g%{[ﬁ@%g{ﬁ%@s{h .

may be readi 'y apparent to those skilled in the art, a

princi ples defined herein may be applied to other exanples, e.g., in
an instant nessaging service or any gengral wreless data

communi cation applications, w thout departing fromthe spirit or

f th C [ rei,n, Thus, the scope..of.

i sel osur e PeaSEh o TR FeR ARG ot 1D melF aBSCRER 'm Vi
but is to becawcqr tash Uﬁmo@,d@ﬂMsmpemoEBR@h?nhem%ﬁyh HHTE}@Mi RGeS
d | features disclosed herein. C | N , nov aspect.s
doscri bed nEwegrd i BETtrFldirkss CErSOB SFrb ahsumort vst mediom
fol | ow ng ckadwisin WeATR. | & &rAbdVERILS mayl De Co@HlE® to the prodessof sHBE M@ the

for controlling transm ssion of a base station in a communication
network, t hEFWESHoRNERfpinfosmation from, andeyde ifamprsion tqube stegomegium. In
backhaul CORRAHLIQf Bl URED: e iRA SRy oM bR AL fHhods GRS ThORDLAGHENd
Wi thin the comunicati on network; anc‘f preventing transm ssion of
at | east onéhowiaregearslivn grairesidedman A8iGase stati on when the

determ qual i fails to neet . a predefined condition,,wherein the
pr edef i[ﬂ}ggj condi %r%/grllgioﬁc hr egxeé?piﬁrga%lﬁboghnéengﬁ’ the gn?)t%%fkeqescrﬁ)eg may i
connecti vi t yngémedted Hackhrdwhrec gofteatj dimminard, her ahy | @asinatioe Medsr. If

within the co ni cation network, . cket throughput of the

backhaul coﬂ'ﬂ&g%?lgﬁfﬁlescc\%%”é%’ \f,}?‘?eéf‘ﬁﬁ?és giagt%ﬁeéwr%?}l PSS LYVEr fne or
node is abowRrainktrefiohesintdebntheRmahptadbble 8sdAasl, ComputeRAGKA e media
| at ency between the base station and the at | east one node over the

backhaul coH8Kes bh FampEiGipracnetib bt sAnHEEN igaspR Megiatirrledrpiny, mediema

level of bagkhaddiichibd hffsrdrSrRedphuter frddrh £dM 8800la% to another. A storage
media may be any available media that can be accessed by a computer. By way of
example, and not limitation, such computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can be used to carry or store desired
program code in the form of instructions or data structures and that can be accessed by a
computer. Also, any connection is properly termed a computer-readable medium. For
example, if the software is transmitted from a website, server, or other remote source
using a coaxial cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or
wireless technologies such as infrared, radio, and microwave, then the coaxial cable,
fiber optic cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and
microwave are included in the definition of medium. Disk and disc, as used herein,
includes compact disc (CD}), laser disc, optical disc, digital versatile disc (DVD), floppy
disk and blu-ray disc where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the above should also be included
within the scope of computer-readable media,

[0045] The word "exemplary” is used herein to mean "serving as an example, instance,
or illustration." Any embodiment described herein as "exemplary” is not necessarily to
be construed as preferred or advantageous over other embodiments. The disclosed
cxamples may be applied to any one or combinations of the following technologies:

Code Division Multiple Access (CDMA) systems, Multiple-Carrier CDMA



2. A nethod for controlling transm ssion of a base station in a
conmuni cati on networ k, the nethod conprising: determning a

quality of 8 %@@Jn connection between the base stat iP%US?@?/@%ﬁ"ng

| east one no t he conmuni cati on network; and

transm ssi on of at | east one w rel ess signal fromthe base station
when the determned quality fails to neet a predefined condition,
wherei n determ ni ng the quality of the backhaul connection includes

at | east on i c tiyi tate o e
backhaul co nectl on V\%g{rll e %&W@ﬁ%g’nﬂ%?qehe ﬁggkﬁ%e‘tg% Sso{yegﬂk’
node, det er HSRArQ, ﬂ“heeﬂamsem ﬁ\hﬂmﬂghpmesmf(TDNm)bayzskdmlFreapmnejct[bioision
det erm ni ng at e ‘t‘he backhaul nd det er m. ni evel

of backhaul ‘Vﬁﬁﬁﬁ%r’*ee%&%fg b@te%ifﬁé’s ol Rt ﬁévaﬂ?fh%l%rﬂmmb
wher ei n t he (OEDBIA @aelm@mmfa Nibg ek itand QUMEE LBAE kBay Evsianhe T Nor
isinitiated by at. |least one of the base station and the at |east one

node. other MYBIDIGACRESE togBniguss; Aayryless epampitatiofuptamAnayie designeskiot

one node of lr%ﬁ%n%”&é“b?%dr@”stﬁﬁm?r KuchOPlS §§S c@haioﬁés ﬁ@ffbe RlcBMa,
Fento Gateway, a Pico Gateway, an Access Gate ty manager,

and an AAA @QJ‘SHQMAC?H@IU@WTS@ME‘N@FI zation and accountl ng) server.

[0046] The examples described above are merely exemplary and those skilled in the art
may now make numerous uses of, and departures from, the above-described examples
without departing from the inventive concepts disclosed herein. Various modifications
to these examples may be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other examples, e.g., in an instant messaging
service or any general wireless data communication applications, without departing
from the spirit or scope of the novel aspects described herein. Thus, the scope of the
disclosure is not intended to be limited to the examples shown herein but is to be
accorded the widest scope consistent with the principles and novel features disclosed
herein. Accordingly, the novel aspects described herein are to be defined solely by the

scope of the following claims.

WHAT 1S CLAIMED IS:



5. The method as defined in claiml, wherein the determ nation of the
quality of the backhaul connection is perfornmed periodically.

6. The nethod as defined in claiml, wherein the determ nation of
quality of the backhaul connection is,performed whenever a wirel ess
comuni cation device requests access to the base station. 7.

The nethod as defined in claim1, wherein the determ nation of the
qual ity of thelabmekhaul connection is perfornmed upon power up of the
base station. 8. The method as defined in claiml, wherein the
base station conprises an end user device configured to comrunicate

wWith a wrelegs y C@HPE{H f%aédn%'ﬁllﬂx%"ﬁa{h@m%%'oﬂ%faa cﬁle' Ehlti% ih &AL QHYtion

9. The nethod as in clarm8, wherein t ase station 1s one
of a Fentmeteak] thandthadRpwerisieg:| . 10. The nethod as defined in
claim11, further _conprising: rreventi.n ans |on

i olees o orobnRlPh iRl of o broknRlSoRRekoF b RRR Dhe Brrech ign il e
fails to |smebnd itrlcpitiietht sednmeainidi vorklahdconpri sing: a nenory
storing instructiaons executable by a processor; and at | east one
processor corfFYfiHRE rarsTEssRn Qlcat denet enssvirelessisiamal Gorthebass stoien wdwnr y

to: the determined quality fails to meet a predefined condition,

wherein the predefined condition includes at least one of

packet connectivity of the backhaul connection to the at least one node within the
communication network,

packet throughput of the backhaul connection between the base station and the at
least one node is above a predetermined throughput threshold,

packet latency between the base station and the at least one node over the backhaul
connection is below a predetermined latency threshold, and

a level of backhaul jitter is below a jitter threshold.

2. A method for controlling transmission of a base station in a communication
network, the method comprising:

determining a quality of a backhaul connection between the base station and at
least one node within the communication network; and

preventing transmission of at least one wireless signal from the base station when
the determined quality fails to meet a predefined condition,

wherein determining the quality of the backhaul connection includes at least one
of:

determining a packet connectivity state of the backhaul connection between the
base station and the at least one node,

determining the packet throughput of the backhaul connection,

determining packet latency of the backhaul, and

determining a level of backhaul jitter.



determ ne a quality of a backhaul connection between the base station
and at | east one node within a comunication network; and

prevent transm ssion of at | east one wireless signal fromthe base
station when the determned quality fgls to neet a predefined
condition, wherein the predefined condition includes at |east one of
packet connectivity of the backhaul connection to the at |east one
node within the cofhenetmtiaodefiretwoelkim 1, whereip drkdeterminatiog hpthe qedlity he

ookl SO gD BERSWIFPERE T AP s 0o 5330 e

| at ency hetwe@n the base station and the at | east one node over the
backhaul connection is below a predeterm ned | atency threshold, and a
| evel of backhaul jitter is belowa jitter threshold. 12. An

appar at us fory coftr Qbbb s RN L0 Pf wherlRSEe SltakiPBne tddfe of the
apparatus conprising: a nenory storing instructions executable by a

pr ocessorcpmanthication setspriommenprsecadsat ouoelf 4 HemledSatovayy e PitoeGatpay, an
instructipns stored in the nmenory to: . determne

qual |ty R Rk T T EPO e T ah Ak (uatsdBp bifhdiTatgp ena
| east onectnsEniseRied a conmuni cation network; and

prevent transm ssion of at | east one wireless signal fromthe base
station when the determned quality fails to neet a predefined

condi ti on, 5. The method as defined in claim 1, wherein the determination of the quality

of the backhaul connection is performed periodically.

6. The method as defined in claim 1, wherein the determination of quality of
the backhaul connection is performed whenever a wireless communication device

requests access to the base station.

7. The method as defined in claim 1, wherein the determination of the quality

of the backhaul connection is performed upon power up of the base station.

8. The method as defined in claim 1, wherein the base station comprises an
end user device configured to communicate with a wireless communication device using

a cellular technology.

9. The method as defined in claim 8, wherein the base station is one of a

Femto cell and a Pico cell.
10. The method as defined in claim 1, further comprising:
preventing transmission of all wireless signals from the base station when the

determined quality fails to meet the predefined condition.

11. An apparatus for controlling transmission of a base station, the apparatus



wherein the at | east one processor is configured to determ ne the
quality of the backhaul connection through at |east one of:

determ ning a packet connectivity state of the backhaul connection
bet ween the base station and the at | east one node, determ ning the
packet throughput of the backhaul connection, 18 determ ning packet
| at ency of the backhaul, and determning a |l evel of backhaul jitter.
13. The d3p&H&FEs as defined in claim 11, wherein the determnation

of the quali tya1H$m<§r9%tof£’iﬁ§mﬁ%ncﬁ@@%ﬁ{ab@wa%arb&'sédl%%d by one of the

at | east one processor I n the base station and the at |east one node.
14. The appar at igsstame gafcessedcaniigoteditoredetutewhremetryretiphestated lie e tmenmey
node of the communi cation network conprises at |east one of a Fento
Gat eway, % Pico Gat eway, an Access Gateway, a nobility nanager, and

an AAA (aut henti catdefmindutqgasity o8k ibeckhailttofsaunbetigdn HRMME station and
15. The apparatus as defined in_claim11l, wherein the at |east one
processordt{® cast s IPRRY BhinpsomeTwicHipenserkyas i ty of the backhaul

connection periodi Cb?évleﬂ(t transmlssmi]x%f a-lrﬁ%sta&ﬁ%@élé&% s?g%aldﬁglhncﬁéj bé@@ S%Jtz@h m

11, wherein at |east one processor is configured determ nat e
qual ity ofhenithe d)fa@rl«hmsﬂlquab&yrfa@ﬂnmm%hmé@famdaomrdm@tess comuni catl on

devi ce request e 17. The appar at us
as defined in @r%lfl% lfe&e%ﬂ%(?e?nﬁ nmd‘tléﬁsélglse?m(%e 0E)rocessor is
confi gured to ekt eoinmeitityeofahabickiaud torideeidrae kivaillegonnanide aathiphe

power up of the base station. 18. The apparatus as defined in
cl ai m 11, ORHBEIaHOR REWEESe station conprises an end user device

configured to Aﬁ@@@%b&gﬁ:ﬁt &tﬁ@b%l&&ﬁ%ﬁ&e@é&d PAWESYVInE BadtSitAiBnand the at
cel lul ar technol ogy . The apparatus as defined in claim18,

wher ei n tlhast b@ﬁs@dsnsaahomapsedgtnanmd drdghry twesloldand a Pico cel l .

packet latency between the base station and the at least one node over the
backhaul connection is below a predetermined latency threshold, and

a level of backhaul jitter is below a jitter threshold.

12. An apparatus for controlling transmission of a base station, the apparatus
comprising:
a memory storing instructions executable by a processor; and
at least one processor configured to execute the instructions stored in the memory
to:
determine a quality of a backhaul connection between the base station and
at least one node within a communication network; and
prevent transmission of at least one wireless signal from the base station
when the determined quality fails to meet a predefined condition,
wherein the at least one processor is configured to determine the quality of the
backhaul connection through at least one of:
determining a packet connectivity state of the backhaul connection between the
base station and the at least one node,

determining the packet throughput of the backhaul connection,



19 further configured to prevent transm ssion of all wireless signals
fromthe base station when the determned quality fails to neet the
predefi ned condition. 21. An apparatus for use in a

conmruni cati on system conpri si ng: 18 means for determning a

qual ity of a backhaul connection between the base station and at

| east one node within the comunication network; and neans for
preventing t rdgiERNERg Rigkeatercy|od febagfwulppd| ess signal from the base

station when {fhe. detel miaedoaudbltxetai | s to nmeet a predefined
condition, wherein the predefined condition includes at |east one of

packet connectivity of the backhaul connection to the at |east one

node within tne co ﬂggi)é:\%ét‘lﬁg ?1% egt%l\gf%;ilﬁ’s%l B{aﬁc he'[wﬁegéi{? Li!lgeh R utg ﬁLat%orﬁeof the

backhaul connectio at'l on an he” a east one
node is aﬁ@m@ oA 1Y edehial Bdieetidnhic auighpdi by bhe esihelatlcapamk plodeabeicyie
bet ween the base station and the at | east one node over the backhaul
connect i 0¥ss satipm) agdthe 38 fespfcgmAfihed | at ency threshol d, and a |evel of
backhaul jitter is belowa jitter threshold. 22. An apparatus for use
in a conmunication system conpri sing: nmeans for determning a
qual ity of a Backhaappactwmecddiond betlesan i hbelsastestt dtdsboncanetleas! the

| east one _node.wi.thin the comrunication network;-and . ns._for
b event | RGP TiEHPL SRR PO aBish A8 1 ERRG .o nar Pis PR Bhse
stati on wiessst Geteded,ef HobRdy aunhgdry afdail A0 (flRintidatiohedehbnietion and
condi ti on, . Wherein the neans for determning the quality of the
backhaul ¥eMWEBBSHEFs configured to at |east one of: det erm ne
a packet connectivity state of the backhaul connection between the

base station and the at | east one node;
15. The apparatus as defined in claim 11, wherein the at least one processor is

configured to determine the quality of the backhaul connection periodically.

16. The apparatus as defined in claim 11, wherein at least one processor is
configured to determinate the quality of the backhaul connection whenever a wireless

communication device requests access to the base station.

17. The apparatus as defined in claim 11, wherein the at least one processor is
configured to determine the quality of the backhaul connection upon power up of the base

station.
18. The apparatus as defined in claim 11, wherein the base station comprises
an end user device configured to communicate with a communication device using a

cellular technology.

19. The apparatus as defined in claim 18, wherein the base station is one of a

Femto cell and a Pico cell.

20. The apparatus as defined in claim 11, wherein the at least one processor is



determ ne the packet throughput of the bacichaul connecti on;

determ ne packet |atency of the bacichaul; and determ ne a | evel of
backhaul jitter. 23. The apparatus as defined in claim 21,
wherein the determ nation of the qualigy of the backhaul connection
is initiated by one of the base station and the at |east 20 one
node. aratus as defined in IalmZésﬁwhere n the at

24
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a Fent o GaeRWRY det@nth<aQuididy S¥¥BMo nlt e pRISHZALBUEYon.a NDbI ity
manager, and an AAA (authentication, authorization and accounti ng)

server. 25. The apparatus as def| ned in claim?21, wherein the

det erm nat i OrblofAﬁ ib%ﬁ%%fﬁl‘%e A}@B%%@%ﬁ%gaﬁ%ﬁ}%ﬁ% is performed

periodical ly. S as m 21, wherein
t he det er mi natmaans dbr qﬂMmmgoa‘ qtldfiﬁy befck hacithaglocoreedtioanbdtseqre tHeobaye d
whenever a w re‘%?t S conmuni ca deV| ce. requests ac%ess to the base

stati on. Stationandstleaspan §|Wé 8§°133élf"i“rci%tb° KOEPKi 21, wherein the

det er mi nati on @dant h& GeNtihy u@hsntifigobackhiash o650 WIRELY SiBnd g i Op¥ed
upon power up of the base station. 28. The apparatus as defined

in cl ai msgtionwer dierfletenmingd gualgy &ils dhmeeirprpdediaedpondiibnuser devi ce
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28, wher ei n tpeekdasenestivity ofithe bacdaheulofonaecﬁenrt@theeﬂt leastnheaoBe edthoethk .
communication network, packet throughput of the backhaul connection between the base
station and the at least one node is above a predetermined throughput threshold, packet
latency between the base station and the at least one node over the backhaul connection is

below a predetermined latency threshold, and a level of backhaul jitter is below a jitter
threshold.

22. An apparatus for use in a communication system comprising:

means for determining a quality of a backhaul connection between the base station
and at least one node within the communication network; and

means for preventing transmission of at least one wireless signal from the base
station when the determined quality fails to meet a predefined condition,

wherein the means for determining the quality of the backhaul connection is
configured to at least one of:

determine a packet connectivity state of the backhaul connection between the base
station and the at least one node;

determine the packet throughput of the backhaul connection;

determine packet latency of the backhaul; and

determine a level of backhaul jitter.

23, The apparatus as defined in claim 21, wherein the determination of the

quality of the backhaul connection is initiated by one of the base station and the at least



30. The apparatus as defined in claim2l, wherein the neans for
preventing transm ssion of at |east one signal fromthe base station
is configured to prevent transm ssion of all wreless signals from

t he base station when the determned guality fails to neet the

predefined condition. 31. A conputer-readabl e nmediumfor use in
a base stati og for controlling transm ssions of the base station, the
conput er -7€&48bl e nedi um conprising: 21 code for causing

a conputer to determne a quality of a backhaul connection between
t he base station and at |east one node within the conmunication
networ k; and 24. The apparatgpgfedsimed daglim g 1a whisreputherat tlepsp pesy gede of the

transm ssign, ofc.ah lngl%vz#ll{ ?(i/}ﬁq%%ef &l RS ofid gp?km%&%%t&@%aQ?ﬁ@O écritg\rv%}l)? In

when the det ermi ned qu s to neet a predefin ondrtiorm,
wher ei n theep Gdehianed mobildy thangdrnatdide 3\ o4 (heksiticaiva, abthorizatipacket
connectivity of the backhaul connection to the at |east one node

wi thin tr?écégﬁ‘ﬁﬁ)rﬁeﬁva?f'i on network, packet throughput of the backhaul
connection between the base station and the at | east one node is
above a predeterm ned throughput threshold, packet |atency between
the base stat?®bn ardectapparats jaggsfingshia ¢laige2bvehereinghy dekmaigption of the

connectio Ia'{i@er Iegyggg?ag[g&ﬁ%&{ogiipggﬁdlﬁgﬁgﬁ%@dﬁ&ﬁﬁshoI d, and a | evel of

backhaul owa JItter res 32. A
conput er -readabl e nmedium for use in a base station for controlling

transm ssi ons, of t base statian, .the .conputer-readabl e mediym .

compr1sing: 20 heREgHE fuleiRin Ryt Sre g age e gt
qual ity off @ehackhaltomRAnRCts QRMPALIRERNSRE 1DRAFE S @nhifihieidn adevice
| east one node within the conmunicati on network; and code

for causimgreats@espstitodhe baseptiagent transmi ssion of at |east one

W reless signal fromthe base station when the determ ned quality
fails to nmeet a predefined condition, wherein the code for
causi ng a conut er The apetrenmianelefihal guehint §1,0¢hérbie tbacdkieauination of the

connection j.ncludes gode for .causing a conputer to lcbeas one of:
Gt or mi natuglBtontic Tk EeorPor 5 Spatfhtef SrPies b abibeobhiathon
bet ween the base station and the at | east one node,
28. The apparatus as defined in claim 21, wherein the base station comprises
an end user device configured to communicate with a wireless communication device

using a cellular technology.

29, The apparatus as defined in claim 28, wherein the base station is one of a

Femto cell and a Pico cell.

30. The apparatus as defined in claim 21, wherein the means for preventing
transmission of at least one signal from the base station is configured to prevent
transmission of all wireless signals from the base station when the determined quality

fails to meet the predefined condition.

31. A computer-readable medium for use in a base station for controlling

transmissions of the base station, the computer-readable medium comprising:



determ ne the packet throughput of the backhaul connection, determ ne
packet | atency of the backhaul, and determ ne a | evel of backhaul
jitter. 22 determnation of the quality of the backhaul connection
is initiated in one of the base stati®dh and the at | east one node.

34. The conputer-readabl e nmedium as defined in claim31l, wherein the

at | east one node of ,the communi cation network conprises | ea ne
of a Fento Gateway  °% E?rcﬁaléﬁ}ge\%af/o,m%erA c\é}gtgméﬂFe ,ghg %Bi E?‘?‘bau
manager, gffecatn AbAvdeAUhNI8Mel G@ldnOdhd &UEROLNE Aol Rvitind (RCEPMAHiISEibn
sewer . 35. The conputer-readabl e as defined in claim 31,

wher ei n t§8V@4&t ®dni nation of the quality of the backhaul connection
is performed periodjgalel.y : [ I I S
defined in claim S%P&é\?wgéérr gaiurslmtg hae nglp lel{rgﬁ?%??%ﬁ{ glfa nﬁﬁg@?ﬁo@? éfgrgn@
backhaul wiselessctigmuh fran pbe frasarstitivhevieuethe alarmaled sguatigmiailsi matiieena
devi ce req(}u(g%ts acnﬁgtss to the base station. 37. The

conput er -FeEXHAR] U um as defined in claim31, wherein the

det er mi nat i onyRfreih i Fe@finky cfdidorenhadk herhst eaasect i on is performed
upon power up of the base station. 38. The conputer-readabl e

medi um as defiéakd cppneshivitnheithe bagkdipw qonpecdion 4 thegit dapigthecwap Hidesthgn
end user j : i g i j i
commnt cat inGeaBBThNAERalR: RTIMRLCAIER, b il it wecp the base
conput er -stamadaint ehaedeastnoas nod is nbdvd apedeemids] tydvashpitrihtekllhameket
station i,S, on f a Femo cell a .Pico cel]. 40. The .. .
Comut or RERASsRRe e Tise e e & ek Pug fids pven g backfiut E0fccrion s
conput er -Yegal alpr@letsdindml fteic BresiGOMht Si 18961 of backhaul jitter is below a jitter
threshold.

32, A computer-readable medium for use in a base station for controlling
transmissions of the base station, the computer-readable medium comprising:
code for causing a computer to determine a quality of a backhaul
connection between the base station and at least one node within the communication
network; and
code for causing a computer to prevent transmission of at least one
wireless signal from the base station when the determined quality fails to meet a
predefined condition,
wherein the code for causing a computer to determine the quality of the backhaul
connection includes code for causing a computer to at least one of:
determine a packet connectivity state of the backhaul connection between the base
station and the at least one node,
determine the packet throughput of the backhaul connection,
determine packet latency of the backhaul, and

determine a level of backhaul jitter.

33. The computer-readable medium as defined in claim 31, wherein the



code for causing a conputer to prevent transm ssion of all wreless
signals fromthe base station when the determned quality fails to

neet the predefined condition. -

determination of the quality of the backhaul connection is initiated in one of the base

station and the at least one node.

34. The computer-readable medium as defined in claim 31, wherein the at least
one node of the communication network comprises at least one of a Femto Gateway, a
Pico Gateway, an Access Gateway, a mobility manager, and an AAA (authentication,

authorization and accounting) server.

35. The computer-readable as defined in claim 31, wherein the determination of

the quality of the backhaul connection is performed periodically.

36. The computer-readable medium as defined in claim 31, wherein the
determination of quality of the backhaul connection is performed whenever a wireless

communication device requests access to the base station.

37. The computer-readable medium as defined in claim 31, wherein the
determination of the quality of the backhaul connection is performed upon power up of

the base station.

38. The computer-readable medium as defined in claim 31, wherein the base
station comprises an end user device configured to communicate with a wireless

communication device using a cellular technology.

39. The computer-readable medium as defined in claim 38, wherein the base

station is one of a Femto cell and a Pico cell.

40. The computer-readable medium as defined in claim 31, the computer-readable
medium further comprising:
code for causing a computer to prevent transmission of all wireless signals from

the base station when the determined quality fails to meet the predefined condition.



