SYSTEM AND METHOD FOR ENHANCING THE SECURITY OF THE
BILLING DATA IN VIRTUAL CHANNEL TRANSACTIONS 1. Field of the
Invention The filed of the invention is to enhance the security of the
billing data in virtual channel transactions. Especially, it relates to the
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and let the consumers trust the virtual channel transaction. 2. Description
1. L Related At entidhs computer and network become more and more
popular, many business behaviors have already changed tremendously,
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consumers need not to go to physical merchants for shopping or
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business behaviors have already changed tremendously, and the consuming

model also has a revolutionary change. The consumers need not to go to
physical merchants for shopping or consuming and transform to purchase and
pay via various virtual channels immediately. Virtual channels may have the
many kinds of forms. For example, it may go through internet (such as:
internet merchant, online shopping), telecom network (shopping over
telephone, mobile phone), TV-network (such as: TV shopping), or
ATM/kiosk/special device allocated at public sites.

However, the communication network is not secure enough. More over,
the consumers’ billing data might be stolen or leaked out by virtual channel
merchants. These situations make the consumers be unable to trust the
transaction security of virtual channels. Besides, due to lots of fake cards in the

market, some snide consumers might use the stolen credit card on virtual



Recently, because the conventional magnetic stripe credit cards are
duplicated or stolen easily, the security of credit card transaction is
considered to be enhanced. The finahcier proposes a smartcard which
generally possesses a logic chip to store the cardholder's personal data,
such as: name, account number, issuer code, and personal identification

chiataber (RN @ G Ne fardimnldesamustaitathe smaricand ahdiaelt be
read with a specific reader when he or she makes a transaction. With the
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smartcard is therefore more secure than the conventional magnetic stripe
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€ physical'acquiring system architecture of

credit/debit card is shown as in Fig,l. The conventional figuration
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there is a Payment Gateway (PG), allocated.at entry of the .acquiring .
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conventional virtual channel transaction, only the card account number
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(hereinafter as "IC credit card") are deployed and used gradually, the
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in internet transactions by accessing a personal card reader to read the IC
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al d MRV (B BEASERR, ARRRIDE ORI S TRBIIRS 010G @Bk

ccepts user to enter credit card account number and other private
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conventional intemet transaction. canfiguration, can: i credit
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directly during internet transaction processing. Nevertheless, the defect of
systissolohivaogikaftrecdiydebid e rhistehRy s b A& kssuing bank in
advance. Usually, the consumers own many credit cards from different
banksT haddheyntightlbmisigotiith obnicradh tardedtom bisanissuinghat
banks very often. If they want to be able to use every credit card they own
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cause inconvenience, and therefore its popularization of applying is quite
at Wy 4 the acquiring system, as shown in Fig. 2, for processing the internet
transactions. In conventional virtual channel transaction, only the card account
number and expiration date are required in a transaction. However, the defect

is that the issuing bank can hardly identify whether the consumer is the lawful

cardholder. If the card information is peculated, the virtual channel merchants,



To improve the aware technology problem, the inventor delves and
proposes the system and method for enhancing the security of billing data
in virtual channel transactions, whicl¥ comprises an acquiring system, a
commerce system, and at least one user device. It applies the similar
transaction configuration as that is used in physical acquiring system to
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end processor at entry of the acquiring system. When a consumer is

making & y{ituahehaogel pnsation iBaradenn/ushysdpmariad iaftbeas

user device Is used to read out billing data of the smartcard. The billing
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5a commerce system transmitting the control component with order data
to the at least one user device that initiated the virtual channel transaction;
the user device confirms the order data, reads a smartcard by a user
device, executes the control componént to encrypt the smartcard's billing

data, apdithgr,sendrthearRerRisAplling sfswith the qm)%hﬂﬁfdme@ and

commerce system when it receives the control component; and the
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ocessor, and then the front end processor decrypts.the encrypted billin
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thise Wik iR repstsmimyduetBad iRerrasmls wieelinasiaa Ui g WstamFan
uffiSOdehdaia i t&%&QE%W&%&M%%@“@%E&%&M@%&H%%Q? nificantly

component; and the commerce system transmits the encrypted billing
redacettha fidmtems processotisetapeorrtie aeodsrimydyptemlating dveditheard
front.end.processor decrypts the encrypted billing data, transmits it to the
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In a third aspect of the invention, there is provided a system for enhancing
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sends order data in the virtual channel transaction to the at least one user
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characterized in that: the commerce system transmits the order data to
the at least one user device that initiated the virtual channel transaction,
and hyperlinks to a front end processor that is set up on the acquiring
system; the front end processor transmits a control component to the at
least one user device that initiated the virtual channel transaction after
hyperlinked; the user device confirms the order data, reads a smartcard
by a user device, executes the control component to encrypt the
smartcard's billing data, and then sends the encrypted billing data with the
order data to the commerce system when it receives the control
component; and the commerce system transmits the encrypted billing
data to the front end processor, and then the front end processor decrypts
the encrypted billing data, transmits it to the acquiring system for payment
process, and sends a response message back to the user device when
the payment process is finalized.



8 In example embodiments, the second communication network is the
same as the first communication network in the system for enhancing the
security of the billing data in virtual channel transactions. In a fourth
aspect of the invention, there is pravided a method for enhancing the
security .of the bi{li g data in virtual channel transactions, implemented by
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order data to the at least one user device that initiated the virtual channel
transaction, and hyperlinks to a front end processor that is set up on the
acquiring system; the front end processor transmitting a control
component to the at least one user device that initiated the virtual channel

transaction after hyperlinked; the user device confirming the order data,
readinA a emarteard by a 1i1car device aveciitina the control comnonant 1t



In example embodiments, the second communication network is the same

as the first communication network in the method for enhancing the

security of the billing data in virtual channel transactions. The

foregoing and other advantages will 5& better understood from the
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with reference to the following drawings. IN THE DRAWINGS Fig. 1
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implementation system of the present invention; Fig. 4 illustrates the
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processor decrypts the encrypted billing data, transmits it to the acquiring
system for payment process, and sends a response message back to the

commerce system when the payment process is finalized.



12 The following instances are the examples for describing this
invention but not to limit the invention. The invention is mainly

designed for virtual channel transactions. It especially applies to but not

only the internet shopping, TV shoppﬁg, telephone shopping, cable TV
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(10) connects with a front end processor (102), and the user device (30)
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communication network (50) can be the wired or the wireless network,
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transaction system by the physical credit card, the merchant provdes a
wheedih e eemipabedsicxslifiksltoedn acquiring bank to read out the data

of the credit card and transmits it to the acquiring bank. After primary

judgment and verifying, the acquiring bank transmits the data of the credit

card to the issuing bank to request for authorization. When having been

authorized, the authorized message is sent back to the terminal and then

the transaction is finalized. The system configuration of the invention is

similar to the description above. However, a control component will be

sent to the user device (30) when the user device (30) communicates with

the commerce system (20) via first communication network to request to

initiate a virtual channel transaction. The control component is executed in

the user device (30) automatically to encrypt the data of a smartcard (such

as a credit card) that is read by the card reader (302) of the user device

(30). As shown in Fig.3, the commerce system (20) generates an

order data and transmits a start message to the front end processor (102)

when it starts a



14 transaction procedure. The front end processor (102) transmits a
control component to the commerce system (20) and the commerce
system (20) then transmits the order data and the control component to
the user device (30). Another applicat7|on is that the control component is
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ATM cards, stored value cards, the ewallet/e-purse, the bapk account, the
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mPayiRg-back Thembiling datacwilvhevarifisghwhetherdba payment san be
finalized. For example, the acquiring system (10) can deliver the credit

card data to its issuing bank for authorization, deliver the ATM card data
(or banking account data) to the issuing bank for transferring money,
verify whether there is enough points or virtual money in the stored value
card/virtual money account/ewallet/e-purse, or connect to the systems of
the agent (e.g. telecom company, channel stores) to verify if the bill can
be paid. And then, the payment process is finalized means that the credit
card has been authorized by the issuing bank, the money in bank account
has been transferred, the value in the one of the stored value cards,
e-wallet, and the virtual money account has been deducted, or the agent
for the collecting and paying has confirmed.



16 The commerce system (20) can be any kind of system or of

platform for the virtual transaction, such as: e-shop on the internet,

phone-order system, and TV shopping system, etc. The main function of

the commerce system (20) is that it c&h communicate with user device

(30) Vig GOMMHRCAYI BRANRRK () LR RIS A FHRIRTELAC REAVGE 3R he

start a transaction flow, and deliver the merchandise or service to the
sgustorethwhirstheopaymmsnepoocess warkbaerilfinaliséon forThalvontiog the

sSOmpONSean e ransmilied. (o fhe, ser deuice (39) by the front end
processor o or%y e commnerce system ?Eﬁcfcl {éc,sCording to the start

messagexofthetommerce sybtem (2Q)icdiiGanibepoviddivex spitMaieror
or other designated software, prqaram, or component to control a card

ARSI E N froWCaRlprotdBsob oy shtanithe Beklirriepaysiemaapicisons,

Lcommupicated tg th r te C 5. the r

R E e D L B e ome
upayrrant prodessin thefbeuserdeyvicee{8Q)omhichrseiscuprathatd: realdast one
Ul§302) or links tp an eﬁtgernal card reader communicates with the commerce

§5teti'(56) Vidthd AP eofRIIMEANBR WerE 146). Hife GSANHMIEC Gy
chnvsedioRrowsaang o chepssrthe Marshandige Pr SRIVIGE RIAUESH R tion
the commerce system (20), then to start a transaction procedure. The
ngsepdevicel(30y cantheda pargsirangomiitier a iheteb dok P One RPBH, device
mobile handset, a public ATM, kiosk. a shopping device, @and a public
R B SRy PRSI RS Rt on e
cartglecon Sk oardrtagvhichsietesdhediling datahT hecgelsapakdatan; a
of the cardholder might be included in the smartcard too, and 17 be

froud Fad) BRPSCRigR BEMHiSF HECHA NS ICTHE O&r dYrsaR FEsePy iiaEawertrol
e nSmi il f nart

o A T AP I AR SRR the

aiistatece, ifdbeagirtusd chanimeltierchanhizan istetaet érshepion the control

internet, the commerce system (20) is the transaction pracessing, system
o L P ok Do el 905 et B Gy aced the
vEOmPWRInHE SRASIRAISIMBYEbEsRR eweditGarEnang e carkieadeliing a
(302) maé]?e a personal IC card reader. When the user initiates an

sipasteidran shctich, 4Rl fstepret elisiiofheapriition et B encrypt the
e S r's pers e ccess.the personal |
SAEREETAMINE O0E S AP SMPEC OSSP SINE BEST o
otecataisead dic scoamtorte sradihcardkkedatn ekdied Cthredisioand tSomponent;
encrypted and then delivered with the grder data to the transaction

IS SHTY BySEEnTOHERS TRERMREENShEY PheralvshBibmprdedstnghe front
eﬁasg%wag&,tr%amﬁﬁh%nwﬁﬁeéﬂ@ preditsard data ;e ARIWHRE pred
system (10) of an acquiring bank, and the acquiring system {10) and the
bfting elndaprsasssutiing ) willthakecsprieing thestelioviingpiovess process, and
se%g?nerazil|¥ ssﬁe%léin 1edi§fere t ir]istfetm e-shops cooperzte wit Ndiff%rent i
acquﬁing BARKE & |§,gﬁ1ea ifferen %S%Trﬁgreéﬂges%? e %g %IRPWH?(GH
ptods diffenari-a¢quiring system (10) with different processing procedures,
different security mechanism, and different authenticating billing data.
Hence, each acquiring system (10) might connect to the different front end
processor (102). Another advantage of the invention is that the front end
processor (102) of each acquiring system (10) will provide its own control
component to the user device (30) via the communication network, when

the user device (30) is



18 making transactions in different commerce system. Because there is

little effort for downloading and installing the control component, it will not
cause any barrier on the utilization of the invention. Fig.5is a

flowchart of the method proposed by the invention for enhancing the
securify of hedling data i itugl channel Yansastions, which aPRISRIa. for
an acquiring systent, a commerce system, and at leadt one user device,
enhaivehegerh¢heaanimerde dystbitliagmidauni¢atesnith thkaainigastanactions,
.user device via a first communication network, the acquiring system

RBHTHEALES It R COMmE T S RS S St e SRttiricatiae user
d&hwerkyandile D etharh CRERYSIBG B6HBRiBhtes wilh $RPPRIR: B user
at least one user device accessing the commerce system to make an
derdee inia vifius chammedh teatisactionyankl the coquirngessystemcsenaingicates
activated message to the acquiring system,; in step S504, a.front , .
TS SEE STk SEeong S AN Y o Eorfh) the
rSOMBONEsi 1R EORBRRT s SYsie MR therRCAWEINSYSIONMIIREBNARS the
the activated message, so as to the commerce system transmits the
COBRIRST CO RISGRBNIOWITH tHE Brdehughrehentitd Helsdstiondasarigewizetder: the
initj he virtyal, . lon; ' , , the user.device
e R RN sopBaleR ol oo e
lemitrokeamponientido eharyipithecsnthecaidisabilingmdatapanshthém; the user
sending the encrypted billing data with the order data to the commerce . .
@éf&m%m%ﬂw e LTS EoRipRReht SBRItcardinisted 3585, dRuice.

RRBMMABECERY SiRM-SPasSMPtngh e eacrypied Riling datg-odha fiapt #nd. and
processor, and then the front end processor decrypting the 19 encrypted
thaings ndiag tthasenitlyiptaddiHngcduining Sy stemmoistepadatie e ghscessymerce
and sending a,response messa ck to the commerce system when the
S%%?ﬁer‘?ﬁb%%c%s?%%% A0g co%?rgﬁ componun?, NG The Commerce system
transmitting the encrypted billing data to the front end processor set up on the

acquiring system, and then the front end processor decrypting the encrypted
billing data, transmitting it to the acquiring system for payment process, and
sending a response message back to the commerce system when the payment

process 1s finalized.



Another application of the above method has the different steps described
as following: in step 504,the commerce system transmitting the order data
to the at least one user device that initiated the virtual channel transaction,
and hyperlinking to a front end proces8or that is set up on the acquiring
system, SO rqn r rapsmitting a control compapent ..
to theﬂf}itsflea%%ﬁe s%@d%%?ﬁégh%%\?ﬁﬁ%éd ?ﬁ(ﬁ:‘gjE \%rtltipg glnanee traarlllé)(e%1 Poan for
cuiterdiypetlinkedcan iro$tehcb08l1thg chmmaiceisysiénaitansmiting e ons,
. en rypte_d(g'lling data to the front end processor, and then the front end
i cf‘?:‘%?%’é b&r?ﬁtﬁf@’tﬂ@%éb’%@& Bt Bt ribriuitRficiolerat one user

dEERUINRg SYstemdoLPaYeRt RIQERS S o ald seRding %{ﬁﬁﬁ%@z@b%ﬁg%&guger
1].

back to the user device when the payment process is finalized.
dey welowchdir of amotheninetivodrfgventiatitingoie Segusitytofthe initting i cates

data n virtual channel transactions, which applies to an acquirin stem,
S S e et ot R R e e the
mepiodecoengyHiRTA cappaubicals with theatdaasiepe useideviesddad the

first communication network, the acquiring system communicates with the
CIBMTERCEYSYSR MY Vi Bk dordtBahiimiehiti stlionkiamnkiseimetidsa the
c&%@lﬂb?é”%m&ﬁt%%aﬁim 'Bﬁ&pcé?é)%ot?ﬁea é%ﬁ%@ﬂgé‘ﬁ? JRUER that

accessing the commerce sygtem to make an order in a virtual channel
intitaatsecfeny irtistb plB6] thensantinereadysteatlitdostoitifigatcantretocessor
1 component 20 vygth the qrder data to the a%least one user device that |
thifiistet HE MRUAFAHHEIRaREE o the Rk &GH S ABCHRASEMRapIng 2
cHARHIMNG So8 Qe isrdingia.smaneaidy oard 1RadeniBXeeting Hewal

control component to encrypt the smartcard's billing data, and then
chasmgihgrans asntarypeétebilinpedatk edthttise wsderdgaiacoabieloomngetbe order

d Ectyistem when it rgﬁ%glr%s the contr%l componen& and

( in step S608, the
i ST P A R SRS S BIHRR U5 Tspapopen o
criogesherseeinipaedr tHs iRigquiring systeRenanshthiep the Hanvead billing data
processor decr pf[ing the encrypted billing data, transmitting it to the
WHBgHing St ifor DalfiheFRIBIHEES istPsR kR a e Pt mbss agairol
haghdedhe sampeigs Seiemwhen LROSESS IR ADBIAGH qate
¢ Asﬁstated above, the aijvanta e of th%%@gﬁi})ﬁngiéﬁt%agﬁ g\%@é@?&ﬁ%gdd o
thenditvodsafdhprimenstion @ shynificantlfrentamck fresssorityleftheting the
billing data.in virtyal channel transactions, and lower, the situation, of
RN BB iy (NG Bath, Kt B AU RS LaHpY payment
praghigvehin a&rinilye lueaest LRV e dRerySel-daRpt iaMe I SIRtAT the
to any issuing bank in advance for using any smartcard provided by any
PR¥BIRAGIIRRRSSTHETAYEREBN has the advantages of high security and
excellent practicability both.



In a word, the invention is better than the prior art no matter in the

purpose, means, or effect. Nevertheless, please be noticed that the

instances above are the examples for the invention only. The scope of the

invention will be claimed as follows, dhd should not be limited to the above

implerpeptation insianeesals Geretalyany AaRIANoRiSH MEAGRIS the

in according to the invention, and the combination or separations of the
sqpoetienstbndisté peoimteni2dtiinventionrshoulthstithbéodntainedliarthimg the

e of the inyention. 22 CLAIMS . A system for enhancing the
S‘f‘z‘%ﬁpﬁﬁgﬁﬁ Bﬁkeﬁg %ﬁﬁ%}%ﬁéﬁn‘/gﬂr‘tﬁéIcmgﬂéleirﬁ‘};{%%%{&%%s, comprising an
acquiniRg SyienA: CAABEHSE Ayeiameand At IBaQRe Usekrstood from the

device,wherein the commerce system ‘ _ _
following detailed description of preferred embodiments of the invention with

reference to the following drawings.

IN THE DRAWINGS

Fig. 1 illustrates the aware technology of the system configuration of
physical eredit/debit card acquiring system;

Fig. 2 illustrates the aware technology of the system configuration of
internet credit/debit card acquiring system;

Fig. 3 illustrates the configuration diagram of one implementation
system of the present invention;

Fig. 4 illustrates the configuration diagram of another implementation
system of the present invention;

Fig. 5 illustrates the flowchart diagram of one implementation method
of the present invention;

Fig. 6 illustrates the flowchart diagram of another implementation

method of the present invention.



communicates with the at least one user devicevia a first communication
network,the acquiring systemcommunicates with the commerce systemvia
a second communication network,arld the commerce systemis accessed
by the at least one user deviceto initiate a virtual channel transaction to
make an order and sends an activated message to the acquiring system;

and chitwatidrizeth inithainadyant ehd gracgdserfssétsgpibmthehacnmitingon
system transmitting a control component to the commerce systemwhen

bhuthevaes| linngBysienreisaives the activated message, so as to the

commerce systemtransmitting the control component with order data to

the atf@astivention is mainly designed for virtual channel transactions. It
especially applies to but not only the intemet shopping, TV shopping,
telephone shopping, cable TV network, and the commerce via specific
terminals (such as ATM, kiosk, and special device), etc. The main feature of
the invention is that the user can use any smartcard issued by any bank to make
a virtual channel transactions on a specific {erminal. During the processing of
the virtual channel transaction, the acquiring system’s front end processor in
virtual channel transactions will activate a security process by applying a
control component to encrypt the billing data that 1s read from a user’s
smartcard. Although the user’s billing data would go through communication
network and virtual channel merchant, it will neither be recognized nor
peculated, so as to enhance the security of the billing data.

The system architecture of the mvention is shown in Fig.3. It
comprises an acquiring system (10), a commerce system (20), and at least one
user device (30). The user device (30) communicates with the commerce
system (20} via the first communication network (40) to make the virtual
channel transactions. The commerce system (20) communicates with the
acquiring system (10) via the second communication network (50). In another
system architecture as shown in Fig.4, the second communication network (50)
1s the same as the first communication network (40). That is, the acquiring
system (190), the commerce system (20), and the user device (30)

communicates in the same communication network (40). The system



one user devicethat initiated the virtual channel transaction; the user
deviceconfirms the order data, reads a smartcard by a user
device,executes the control componéft to encrypt the smartcard's billing
data, and then sends the encrypted billing data with the order data to the
commerce systemwhen it receives the control component; and the
archinneieccsybie ntransonts heneheryptat illiogndataitmitidfteniceand
processor,and then the front end processordecrypts the encrypted billing

treftestitansmtsil DHE e ace diing Sysiemfornayme st PIRERSS \anchs€nds

a response message back to the commerce system when the payment
coRrRG8sSVRIIRAHERE end processor (102), and the user device (30) can execute
a control component for encrypting the billing data when the user device (30)
makes a transaction by accessing the commerce system (20) and reads the
smartcard to get the billing data by a card reader. The above-mentioned first
communication network (40) and second communication network (50) can be
the wired or the wireless network, such as: internet, local area network,
enterprise network, leased line, telecom network, and cable TV network, etc.

In the present transaction system by the physical credit card, the
merchant provides a credit card terminal which links to an acquiring bank to
read out the data of the credit card and transmits it to the acquiring bank. After
primary judgment and verifying, the acquiring bank transmits the data of the
credit card to the issuing bank to request for authorization. When having been
authorized, the authorized message is sent back to the terminal and then the
transaction is finalized. The system configuration of the invention is similar to
the description above. However, a control component will be sent to the user
device (30) when the user device (30) communicates with the commerce
system (20} via first communication network to request to initiate a virtual
channel transaction. The control component is executed in the user device (30)
automatically to encrypt the data of a smartcard (such as a credit card) that is
read by the card reader (302) of the user device (30).
As shown in Fig.3, the commerce system (20) generates an order data

and transmits a start message to the front end processor (102) when it starts a



23 2. The system as claimed in claim 1, wherein the second
communication networkis the same as the first communication network,
3. The system as claimed in claim 1,vherein the billing data is the
info'nation from one of the group consists of the credit cards, ATM cards,
stored value cards, e-wallet, bank account, virtual money account, and
tramsaotinhgdointhtereT by agentfior thecestiectinglanchpayirig aveloatedd the
commerce systemis one of the group consists of the TV shopping,

cotalephanaskappingneablesTMaatmkainiete: shoppiog s gadmobilp then

shopping; and wherein the payment process is finalized means that

trainehieditcardhambesniauherzad yoie dsswing iR ksthedmansy ).
bank account has been transferred, the value in the one of the stored

ARG %%Eﬁ%@c‘%ﬁ%'i@%%‘@%_@‘@oﬂ%%@'c@%%ﬁ%%&?&%ﬁﬁ%ﬁ@ gsaatad.

or the agent for the collecting an

system (20), and the commerce system (20) transmits the order data and the
control component to the user device (30) directly when if starts a transaction
procedure. One more instances as shown in Fig.4, the virtual channel
transaction 18 inttiated by the user device (30) when it communicates with the
commerce system (20) via first communication network (40) to request a
virtual channel fransaction. The commerce system (20) starts a transaction
procedure, generates an order data, sends if to the user device (30), and
hyperlinks to the front end processor (102) of the acquiring system (10). The
front end processor (102) then delivers a control component to the user device
(30) directly via first communication network (40).

When user device (30) receives the order data and the control
component, a consumer can confirm the order data via the user device (30),
and inserts a smartcard into the card reader (302). Under the control of the
control component, the card reader (302) reads out the billing data of the
smartcard such as: credit card account number, expiration date, cardholder’s
personal data, and PIN code, etc, and encrypts them. Then the user device (30)
transmits the order data and the encrypted billing data back to the commerce
system (20). The commerce system (20) processes the order data and tfransmits
the encrypted billing data to the front end processor (102} which can decrypt it

and then transfer it to the acquiring system (10) for payment process. Another



paying has confirmed. 4. A system for enhancing the security of the
billing data in virtual channel transactions, comprising an acquiring
system,a commerce system, and at léast one user device,and wherein the
commerce system communicates with the at least one user devicevia a
first communication network,the acquiring systemcommunicates with the
appticutiercepgystarhviathgabond eoderidai(diipnanetwoskdndiberder data to
commerce systemis accessed by the at least one user deviceto initiate a

thyicbrahehaansktansaciomibtmake i trdes ane sarssi g aklivatethe front
message to the acquiring system,and characterized in that:

end processor (102) separately, so as to the commerce system (20) can process

the order data and the front end processor (102} can process the encrypted

billing data respectively and immediately.

The acquiring system (10) has a payment process for the received
billing data to verify whether the billing data is valid for finalizing the payment.
For example, the acquiring system (10) can be a system to process either
physical transactions of credit cards, ATM cards, and stored value cards, or a
system with the virtual money account or the e-wallet/e-purse. The billing data
can be the information of credit cards, ATM cards, stored value cards, the e-
wallet/e-purse, the bank account, the virtual money account, or the account of
the agent for the collecting and paying.

The billing data will be verified whether the payment can be finalized.
For example, the acquiring system (10) can deliver the credit card data to its
1ssuing bank for authorization, deliver the ATM card data (or banking account
data} to the issuing bank for transferring money, verify whether there is enough |
points or virtual money in the stored value card/virtual money account/e-
wallet/e-purse, or connect to the systems of the agent (e.g. telecom company,
channel stores) to verify if the bill can be paid. And then, the payment process
1s finalized means that the credit card has been authorized by the issuing bank,
the money in bank account has been transferred, the value in the one of the
stored value cards, e-wallet, and the virtual money account has been deducted,

or the agent for the collecting and paying has confirmed.



24 the commerce systemtransmits a control component with order data to
the at least one user devicethat initiated the virtual channel transaction
after the virtual channel transaction i€ initiated; the user deviceconfirms
the order data, reads a smartcard by a user device)executes the control
component to encrypt the smartcard's billing data, and then sends the
encrypleddoittmgedatss yatbith Ofdendatany thie darhrystem systémiatien:it
receives the control component; and the commerce systemtransmits the
foeteryptadc biling aiatarosadtond. enchpiooassw setarpanhenacordsngystem,

system)and then the front end processordecrypts the encrypted billing
andaty; SRS $AdRE etc. The main function of the commerce system (20)
1s that it can communicate with user device (30) via comrmunication network
(40} to provide a customer to browse and start a transaction flow, and deliver
the merchandise or service to the customer when the payment process has been
finalized.

The control component can be transmaitted to the user device (30) by
the front end processor (102) or by the commerce system (20} in according to
the start message of the commerce system (20), and it can be an ActiveX
software or other designated software, program, or component to control a card
reader. The front end processor (102) set on the acquiring system (10) is
communicated to the commerce system (20). It decrypts the encrypted billing
data, and then forwards the data to the acquiring system (10) for payment
process.

The user device (30) which sets up a card reader (302) or links to an
external card reader communicates with the commerce system (20) via the first
communication network (40}. The user device (30) is used to browse and to
choose the merchandise or service provided by the commerce system (20), then
to start a transaction procedure. The user device (30) can be a personal
computer, a notebook PC, a PDA, a mobile handset, a public ATM, kiosk, a
shopping device, and a public PC/server, etc. The smartcard can be a IC credit
card, a IC ATM card, and a telecom SIM card, etc, which stores the billing data.

The personal data of the cardholder might be included in the smartcard too, and



acquiring systemfor payment process, and sends a response message
back to the commerce systemwhen the payment process is finalized.

5. The system as claimed in claim 4 }Wherein the second communication
networkis the same as the first communication network, 6. The
system as claimed in claim 4, wherein the billing data is the infolination

belEeBh HQ GROUR RORSISIR REG ST qUIE CardS;AdM CndsiSIORE ce that

value cards, e-wallet, bank account, virtual money account, and account

caf uiEiRtsied R 2080t IobNEOUSERO AR AAYIRG: AVARHEIR O be an IC

commerce systemis one of the group consists of the TV shopping,
I e sl:h i@% %%gl T\A@gtp@rg, i@[;:emet shopping, and mobile
Ca}s%g%%ﬁ%;aang%q w%ere%i’ the payment process is finalized means that

the cred 'éo%%ét%ﬂhc% been authorzed by hejlssiing bank. the money
bank account has been

shop on the internet, the commerce system (20) is the transaction processing

in
ermnet ¢-

system of the internet e-shop. The user device (30) is usually a personal
computer, the smartcard may be an IC credit card, and the card reader (302)
may be a personal IC card reader. When the user initiates an internet
transaction, the internet e-shop can download a control component to the
consumer’s personal computer to access the personal IC card reader. The
consumer inserts an IC credit card into the personal IC card reader, so as to the
credit card data of the IC credit card is encrypted and then delivered with the
order data to the transaction processing system of the internet e-shop. The
transaction processing system then transmits the encrypted 1C credit card data
to the acquiring system (10) of an acquiring bank, and the acquiring system (10)
and the front end processor (102} will take care of the following process.
Generally speaking, different internet e-shops cooperate with different
acquiring banks. That is, the different commerce systems (20) usually link to
the different acquiring system (10) with different processing procedures,
different security mechanism, and different authenticating billing data. Hence,
each acquiring system (10) might connect to the different front end processor
(102}). Another advantage of the mvention 1s that the front end processor (102)
of each acquiring system (10) will provide its own confrol component to the

user device (30) via the communication network, when the user device (30) is



25 transferred, the value in the one of the stored value cards, e-wallet,
and the virtual money account has been deducted, or the agent for the
collecting and paying has confirmed!8 7. A system for enhancing the
security of the billing data in virtual channel transactions, comprising an
acquiring system,a commerce system, and at least one user

mAgYiceWIRIGIB b caNRIaesYSIRRCOEUNICBIRS W THels| tiagh efifort
user devicevia a first communication network/the acquiring

foP YRS meammy Q}Rﬂﬁ%ﬁwﬁ%‘%&%@Eﬁ%ﬁ@o@lﬁﬁ{@ﬁ@i@\%ﬁ@m cause any

communication network,an e commerce system is accessed by the at

bal® §t ape, shg[{lgzed\ﬂgi %?é% gn\ﬁgﬁal channel transaction to make an

I
order, and then sen ata in the virtual channel transaction to the

B g R e A e D ARSI ARIRIR R A G N
enhancing the security of the billing data in virtual channel transactions, which
applies to an acquiring system, a commerce system, and at least one user
device, and wherein the commerce system communicates with the at least one
user device via a first communication network, the acquiring system
communicates with the commerce system via a second communication
network, and the method comprising the steps of :

in step S502, the at least one user device accessing the commerce
system to make an order in a virtual channel transaction and the commerce
system sending an activated message to the acquiring system,

in step S504, a front end processor being set up on the acquiring
system transmitting a control component to the commerce system when the
acquiring system receives the activated message, so as to the commerce system
transmits the control component with the order data to the at least one user
device that initiated the virtual channel transaction;

in step S506, the user device confirming the order, reading a smartcard
by a card reader, executing the control component to encrypt the smartcard’s
billing data, and then sending the encrypted billing data with the order data to
the commerce system when it receives the control component; and

in step S308, the commerce system transmitting the encrypted billing

data to the front end processor, and then the front end processor decrypting the



the commerce systemtransmits the order data to the at least one user
devicethat initiated the virtual channel transaction, and hyperlinics to a
front end processorthat is set up on the acquiring system; the front end
processortransmits a control component to the at least one user
devicethat initiated the virtual channel transaction after hyperlinked; the

enbiSR5E8 HoseRNiEmMS the ardendatatceRds aemaricarsibm usehyment

device/executes the control component to encrypt the smartcard's billing

prélaias and themsghdsdhs.eacnyried hilingidalandth.the-erdersdatadodnen

commerce systemwhen it receives the control component; an

the payment process 1s finalized.

Another application of the above method has the different steps
described as following: in step 504,the commerce system transmitting the order
data to the at least one user device that initiated the virtual channel transaction,
and hyperlinking to a front end processor that is set up on the acquiring system,
so as to the front end processor transmitting a control component to the at least
one user device that initiated the virtual channel transaction after hyperlinked;
and in step 508, the commerce system transmitting the encrypted billing data to
the front end processor, and then the front end processor decrypting the
encrypted billing data, transmitting it to the acquiring system for payment
process, and sending a response message back to the user device when the
payment process is finalized.

Fig.6 is a flowchart of another method for enhancing the security of the
billing data in‘ virtual channel transactions, which applies to an acquiring
system, a commerce system, and at least one user device, and wherein the
commerce system communicates with the at least one user device via a first
communication network, the acquiring system communicates with the
commerce system via a second communication network, and the method
comprising the steps of :

in step S602, the at least one user device accessing the commerce
systen to make an order in a virtual channel transaction;

in step S604, the commerce system transmitting a control component



the commerce systemtransmits the encrypted billing data to the 26 front
end processor,and then the front end processordecrypts the encrypted
billing data, transmits it to the acquidtg systemfor payment process, and
sends a response message back to the user devicewhen the payment
process is finalized. 8. The system as claimed in claim 7, wherein the

wiSEARNgerRUNicAiRN PRI the-pama asig fiial aemmenicaton
network. 9. The system as claimed in claim 7, wherein the billing data

chéiﬁ%?i‘fyﬁég@ﬁﬁ{] from one of the group consists of the credit cards, ATM
cards, stored value cards, e-wallet, bank account, virtual money account,

and aecount adminiglered: bk A9eNt oI CoNleCiNGAN IR, smartcard

by a card reader, executing the control component to encrypt the smartcard’s
billing data, and then sending the encrypted billing data with the order data to
the commerce system when it receives the control component; and

in step S608, the commerce system transmitting the encrypted billing
data to a front end processor set up on the acquiring system, and then the front
end processor decrypting the encrypted billing data, transmitting it to the
acquiring system for payment process, and sending a response message back to
the commerce system when the payment process is finalized.

As stated above, the advantage of the invention is that the systems and
methods of the invention can significantly enhance the security of the billing
data in virtual channel transactions, and lower the situation of forging and
peculating the billing data. The above purpose can be achieved m a relative
lower cost. More over, the user do not have register to any issuing bank in
advance for using any smartcard provided by any issuing bank. The invention
has the advantages of high security and excellent practicability both.

In a word, the invention is better than the prior art no matter in the
purpose, means, or effect. Nevertheless, please be noticed that the instances
above are the examples for the invention only. The scope of the invention will
be claimed as follows, and should not be limited to the above implementation
instances only. Generally, any decoration or modification in according to the

invention, and the combination or separations of the portions and steps in the



wherein the commerce systemis one of the group consists of the TV
shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and wherein th¢ payment process is finalized
means that the credit card has been authorized by the issuing bank, the
money in bank account has been transferred, the value in the one of the
inSRHeGhy S sadR evaliehiand thendrtushmereyAskRyRidias been
deducted, or the agent for the collecting and paying has confirmed.
10. A method for enhancing the security of the billing data in virtual
channel transactions, implemented by an acquiring system,a commerce
system,and at least one user device,wherein the commerce system
communicates with the at least one user devicevia a first 27



the commerce_systemvia a second communication network;and the
method comprising steps of: the at least one user deviceacc’:essin the
commerce system to initiate a virtual channel transaction and the )
commerce systemsending an activated message to the acquiring system;

a frqni gmpisprocessorbeing set up on the acquiring system transmitting a
control component to the commerce systemwhen the acquiring

SYSCTIAC vesiheRstiuaiehmessagariy af tethd liomesida virtual
o)r/1e erage\?ézthe‘cpntr0| component with the order data to the at least
charme %ransact1on&%c'>@fﬂﬂ§91§‘§n“dﬁ@!ﬁlrﬁ{gmbﬁansacmmmerce system,
and at least one user device, wherein the commerce system
communicates with the at least one user device via a first commmunication
network, the acquiring system communicates with the commerce
system via a second communication network, and the commerce

system is accessed by the at least one user device  to initiate a virtual

channel trané_:action to make an order and sends an activated message to the

acquiring systen; and characterized in that:
a front end processor is set up on the acquiring system
transmitting a control component {0 the commerce system when the

acquiring system coceives the activated message, so as fo'the commerce

transmitting the control component with order data to the at least

system
one user device that initiated the virtual channel transaction,
the user device confirms the order data, reads a smartcard by 2
- user device, executes the control component o encrypt the smartcard’s

billing data, and then sends the encrypted billing data with the order data to the

commerce system when it receives the conirol component; and
the comumerce system transmits the encrypted billing data to the
front end processor, and then the front end processor decrypts the

encrypted billing data, iransmits it to the acquiring system for payment

process, and sends a response message back to the commerce system

when the payment process is finalized.



the user deviceconfirming the order, reading a smartcard by a user
device, executing the control compenent to encrypt the smartcard's billing
data, and then sending the encrypted billing data with the order data to the
commerce system when it receives the control component; and the

commerce systemtransmitting the encrypted hillingdaaderide front end
processohaArStRENAhE W@ﬁ?‘gﬁ% %%@éééor decrypting the encrypted

billing data, transmitting it to the acquiring s gmm@mrg@@ﬁarkg
comnausériding aaEEpEnse ﬁé@&@@%ﬁc@st%lﬁi@%merce systemwhen the

payment process is finalized. 11. The method as claimed in claim 10,
wherein the second communication networkis the same as the first

communication network. 12. The methad as claimed.in claim 10

whereinthe biliagidatalisithedntorhaiioh FEHT %Wet%%%hélr% L%@%ogﬁ s

of the credit cards, ATM cards, 28 stored value cards, e-wwgg)anas
infy Virtalmopehacsas, amsiatcol eeRvi SEFER by Ag&At tor
t

e collecting and paying; S -
stored value cards, e-wallet, bank account, virtual money account, and acco

administered by agént for the collecting and paying,
wherein the commerce system is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and
wherein the payment process is finalized means that the credit card has
been authorized by the issuing bank, the money in bank account has been
transferred, the value m thé one of the stored value cards, e-wallet, and the
virtual money account has been deducted, or the agent for the collec‘@g and -
paying has coﬁﬁrmed,
| 4, A system for enhancing the security of the billing data in virtual
channel transactions, comprising an acquiring system, a commerce systeiy,
and at least one user device, and wherein the commerce system
communicates Wiﬁ'l the at least one user device via a first communication
network, the acquirin'g system communicates with the commercel
system via a second communication network, and the commerce
system is accessed by the at least one user device to initiate a virtual

channel fransaction to make an order and sends an activated message to the

acquiring systemy, and characterized in that:



wherein the commerce systemis one of the group consists of the TV
shopping, telephone shopping, cablgsTV network, internet shopping, and
mobile shopping; and wherein the payment process is finalized means
that the credit card has been authorized by the issuing bank, the money in

bank account has been transferred, the_ val %ﬁ‘?rm%ﬁlﬁf‘peﬁ%@ SPkastder
~ value Eaed9BINARES ¥ The vir Srinntlnt%%y%account has been deducted,

or the agent for- the collecting and paying.has confir 9 %ﬁ thod for
degaharcmat lesteaw tp ST A ERling oé?f %ﬂ%ﬁfﬁg}{%ﬁ”ﬁne trg%lég%tions,

implemented by an acquiring system/a commerce.system,and at least one
tréﬁ@rcﬁew@étwhbmmmhdmﬁﬁé}é@%%@ﬁpﬁﬂm% tes with the at least

one user devicevia a first : it
the user device confirms the order data, reads a smartcard 0y a

I “’ & exf:(:il!&s EE[E {;()““(’i C()!Elp()ﬂent EO CI}.C'I }'pt ﬂ]ﬁ SIIIaItCﬂ.Id s

billing data, and then sends the encrypted billing data with the order data to the

COmInerce system _when it receives the control component, and
the commerce system transmits the encrypted billing data to a
front end processor ' set up on the acquiring system, and then the

front end processor decrypts the encrypted billing data, transmits it to the

acquiriﬁg system for payment process, and sends a response message back
to the commerce system when the payment process is finalized.

5. The system as claimed in claim 4, wherein the second

communication network is the same as the first communicaiion network,

6. The system as claimed in claim 4, wherein the billing data is the
information from one of the group consists of the credit cards, ATM cards,
stored value cards, é—waﬂét, bank account, virtual money account, and account
administered by agent for the collecting and paying;

wherein the commerce system is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and

wherein the payment process is finalized means that the credit card has

been authorized by the issuing bank, the money in bank account has been



communication network,the acquiring systemcommunicates with the
commerce systemvia a second commynication network,and the method
comprising steps of: the at least one user deviceaccessing the commerce
system to initiate a virtual channel transaction to make an order; the

commerce systemtransmitting a control component with order data to th
it s e Ve AR AR O B FETOM AN S (rAPRLCIGN A

lon: the

user deviceconfirming the order data, reading a smartcard by ehuser
viteviderexenutiogptite bonbobustagontn: &5 S AT the Collecting and

paying has confirmed.

7. & system for enhancing the security of the billing data in virtual
channel transacﬁions, comprising an acquiring system, a commerce system,

and at least one user device, wherein the commerce system

commumnicates with the at least one user device viaa ﬁrst communication
né‘cwoﬂg ihe apquiring system communicates with the commerce
system via a éccond communication network, and the commerce
system is accessed by the at least one user device to initiate a virtual
chénnel fransaction to make an order, and then sends order data in the virtual |

channel fransaction to the at least one user device ~ and sends an activated

message to the acquiring systeny; and characterized in that:

the commerce system transmits the order data to the at least one
“user device - that initiated the virtual channel transaction, and hyperlinks to

a front end iarocessor that is set up on the acquiring system;

the front end processor transmits a control component to the at
least one user device that initiated the virtual channel transaction after
hyperlinked;

the user device confirms the order data, reads a smartcard by a
user device, executes the control component to encrypt the smartcard’s
billing data, and then sends the encrypted billing data with the order data to the
commerce system when it receives the control component; and

the commerce system transmits the encrypted billing data to the



29 smartcard's billing data, and then sending the encrypted billing data
with the order data to the commerce gystemwhen it receives the control
component; and the commerce systemtransmitting the encrypted billing
data to the front end processorset up on the acquiring system,and then

the front end processordecrypting, the encrypted billing data, tr itting, i
_ , [
ﬁmﬁm@qu@ﬁﬁﬁ@éystemféﬁl%ég?ﬂghf’ SFSEES I%apr}: d %eegﬁgfng a resporise THhe

message back to the commerce systemwhen the payment '
erfinetizatibilling data, transmits it to the acguiring S)}:s)télm PESF %%%rr'gent

process, and sends a response Message back to the user device when the
payment process i finalized.
8. The system as claimed in claim 7, wherein the second

communication network s the same as the first communication network.

9. The system as claimed in claim 7, wherein the billing data is the
information from one of the group consists of the credit cards, ATM cards,
stored value cards, e-wallet, bank account, virtual money account, and account
administered by agent for the collecting and paying;

wherein the commerce system ~ is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and

wherein the pé;yment process is finalized means that the credit card has
been authorized by the issuing bank, the money in bank account has been
transferred, the value in the one of the stored Valuc cards, e-wallet, and the
virtual money account has been deducted, or the agcﬁt for the collccﬁng and
paying has confirmed.

10. A method for enhancing the secuﬁty of the billing data in virtual

channel] transactions, implemented by an acquiring system, a Commerce
system, and at least one user device, wherein the commerce system

communicates with the at least one user device via a first

communication network, the acquiring system communicates with



14. The method as claimed in claim 13, wherein the second
communication networkis the same as.the first communication network.
15. The method as claimed in claim 13, wherein the billing data is the
information from one of the group consists of the credit cards, ATM cards,
stored value cards, e-wallet, bank account, virtual money account, and

theammtadasigtenad by agert foeond coNEHY EReHEFINEC Whereirfiifbthe
commerce systemis one of the group consists of the TV shopping,

HRIERDBESPEPRIBGIabI TV network, intemet shopping, and mobile

shopping; and wherein the payment process is finalized means that the

credit card hap heenautherizaddy the isswingrzaii, dchenmoreysiys eank
account has been transferred, the value in the one of the stored value

tS%Qﬁaf%w{%ﬁm%w&aﬁimﬁﬁf%&w Seduated, ofeéing

agent for the collecting and paying has confirmed

an activated message to the acquiring system;

a front end processor being set up on the acquiring system
transmitting a control component to the commerce system when the
acquiring system receives the activafed message, so as to the commerce

system transmits the control component with the order data to the at least
one user device ~ that initiated the virtual channel transaction;
the user device confirming the order, reading a smartcard by a

user device, executing the control‘componen‘t‘ to encrypt the smartcard’s

billing data, and then sending the encrypted billing data with the order datato

the commerce system when it receives the control component; and
the commerce system transmitting the encrypted billing data to
the front end processor,‘ and then the front end processor

decrypting the encrypted billing data, transmitting it to the acquiring system
for payment process, and sending a response message back to the

commerce system when the payment process is finalized.
11. The method as claimed in claim 10, wherein the second

communication network is the same as the first communication network .

12. The method as claimed in claim 10, wherein the billing data is the

information from one of the group consists of the credit cards, ATM cards,



30 16. A method for enhancing the security of the billing data in virtual
channel transactions, implemented fy an acquiring system,a commerce
system/and at least one user device,wherein the commerce system
communicates with the at least one user devicevia a first communication

network,the acquiring systemcommunicates with the commerce sa}ﬁcéemvia
st@rsboahd cordsmanicalioh né’ﬂﬁ&ﬂ%@&%evmﬁ&ﬂ%%ﬁpnsmg steps of: the

at least one user deviceaccessing the commerce system to initiate a
cVisivalehsnnabiedisaatpmtdondieilerdas #e BsMRErce

systemtransmitting order data to the at least one o _

wherein the commerce system is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and
 wherein the payment process is finalized means that the credit card has

been authorized by the issuing bank, the money in bank account has been
 transferred, the value in the one of the stored value cards, e-wallet, and the
virtual money account has been deducted, or the agent for the collecting and
paying has confirmed.

13. A method for enhancing the security of the billing data in virtual
chamnel transactions, implemented by an acquiring system, a commerce
systern, and at least one user device, wherein the commerce system

communicates with the at least one user device via a first
communication network, .the acquiring system communicates with
the commerce system via a second communication network, and the
method comprising steps of:

the at least one user device accessing the commerce system
to initiate a virtual channel transaction to make an order;

. the commerce system transmitting a control component with order
data to the at least one user device that initiated the virtual channel
transaction;

the user device confirming the order data, reading a smartcard by

a user device, executing the control component to encrypt the



user devicethat initiated the virtual channel transaction, and hyperlinics to
a front end processorthat is set up on the acquiring system; the front end
progessort_ransmitting a control compdnent to the at least o’ne user
dewcethz_at initiated the virtual channel transaction after hyperlihked' the
user deviceconfirming the order data, reading a smartcard by a usér

doyics £aaHiing i Conu ehGoadnentii encryptethbistingrdstadsidnihe

sy .
daata, and then Sending the encrypted billing data with the order data to the

orRmmeree fyslemuisediarseies ihagenliokemmponhatantohe
erce systemtransmitting the encrypted billing data to

component; and

the commerce system transmitting the encrypted billing data to
the front end processor set up on the acquiring system, and then the
- front end processor decrypting the encrypted billing data, transmitting it
to the acquiring system - for payment précess, and sending a response |
message back to the commerce system when the paymgnt process is
finalized.

14. The method as claimed in claim 13, wherein the second

communication network is the same as the first communication network.
15. The method as claimed in claim 13, wherein the billing data is the
snformation from one of the group consists of the credit cards, ATM cards,
stored value cards, e-wallet, bank account, virtual money account, and account
administered by agent for the collecting and paying;
wherein the commérce system is one of the group consists of the

TV shopping, telephone shopping, cable TV network, internet shopping, and

mobile shopping; and

wherein the payment process is finalized means that the credit card has
been authorized by the issuing bank, the money in bank account has been

transferred, the value in the one of the stored value cards, e-wallet, and the

~ virtual money account has been deducted, or the agent for the collecting and

paying has confirmed.



the front end processor,and then the front end processor decrypting the
encrypted billing data, transmitting it to the acquiring system for payment
process, and sending a response i ssage back to the user 31
devicewhen the payment process is finalized. 17. The method as
claimed in claim 16, wherein the second communication networkis the

same as the, firghgapreHnigaslan detwerkrity ofibetnEimadda 4 BiEhAbd

in claim 16, wherein the billing data is the information from one of the

chgé?ﬁﬁ%”s%i @%ﬁé the SeAilgamsy ARMogaidnistysetvalue cARSTEISHEE,

account, virtual'money account, and account administered by agent
for the collecting,and paving; y\@&g@'@ the comepaicehsystemiseoresykiti
e :
SYHf&tp congﬁ(gsa’g}%% WS%%ppmg, telephone shopping, cable TV
twork, int ing,.and il ing; andvy;
n;ec\(l)vz(;lrmulgigfg_?e?s xszpl%) e 488s obile ShopRig: andyia a first
. . 3 it
communication network, the acquiring system communicates with

the commerce system via a second communication network and the
method comprising steps of:

the at least one user device accessing the commerce sysiem
to initiate a virtual channel transaction to make an order;

the commerce system transmitting order data to the at least one
user device ' that initiated the virtual channel transaction, and hypcrlinks to |
a front end processor that is set up on the acquiring systemy

the front end processor transmitting a control component to the

at least one user device that initiated the virtual channel transaction after

hyperlinked,;
| the usef device confirming the order data, reading a smartcard by
a user device, executing the control component to encrypt the

smartcar.d’s billing data, and then sending the encrypted billing data with the

order data to the commerce system when it receives the conirol

component; and

the commerce system transmitting the encrypted billing data to
the front end processor, and then the front end processor
decrypting the encrypted billing data, transmitting it to the acquiring system

for payment process, and sending a response message back to the user



wherein the payment process is finalized means that the credit card has
been authorized by the issuing bankj3the money in bank account has been
transferred, the value in the one of the stored value cards, e-wallet, and
the virtual money account has been deducted, or the agent for the’

collecting and ing has confiiiled. BSJBACT The present
SR

deyihition réf Stém thereof for enhancing the

security of the billing data in virtual channe] transacti I omprises
an acqi?riﬁg‘w Bﬁ,cfaé%lﬁ&e a@iemv%%s?lgggl %V%[%cg%tg one user
device (30). The invention applies a similar tr?nsaction confi ratiogt%sork
comEmUSeeRifopETe AT Kequirifg 8§ SRERT (éisoﬁh% LSRR BRI ™ i
transactions. It is only required to build up a front end processor (102) at

the entry of the acquiring system (10). When making a virtual channel
transaction, the customer inserts a smartcard into the user device (30)'s
user da@icFK30a} thod tsechilingdtinta WithoSraskratn Eichpiag, dta i
sent to the acquiring system (10) for processing. Even though the billing

:daiamight Gerhreedifite compenssysteith@o)diteardat4EM cards,
recognized by the commerce system (20). Therefore this will enhance the
stSeSH YL hedilling data; FigkSaccount, virtual money account, and account

administered by agent for the collecting and paying;

wherein the commerce system is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and

wherein the payment process is finalized means that the credit cgrd has
been authorized by the issuing bank, the money i:a.banl-( account has been

transferred, the value in the one of the stored value cards, e-wallet, and the

virtual money account has been deducted, or the agent for the collecting and

paying has confirmed.
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ABSTRACT

The present invention relates to a system and method thereof for
enhancing the security of the billing data in virtual channel transactions, which
comprises an acquiring system (10), a commerce system (20), and at least one
user device (30). The invention applies a similar transaction configuration as
that used in physical acquiring system (10) for the virtual channel transactions.
It 1s only required to build up a front end processor (102) at the entry of the
acquiring system (10). When making a virtual channel transaction, the
customer inserts a smartcard into the user device (30)’s user device (302) and
the billing data will be read out, encrypted, and then sent to the acquiring
system (10) for processing. Even though the billing data might go through the
commerce system (20), it can not be recognized by the commerce system (20).
Therefore this will enhance the security of the billing data.

Fig. 5



