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10 BACKGROUND ART
Remote electronic identification devices

typically consist of remotely disposed transponders and
an interrogator urnit. The operating range of such
devices depends on the underlying architecture of the

15 transponder unit. In U.S. Patent No. 4,333,072 to
Beigel, for example, a remote identification system
consists of a probe circuit (interrogator) operating in
close proximity to an implant circuit (transponder). The
implant circuit is powered when the probe circuit is

20 brought close to the implant, producing a voltage by
induction across a coil in the implant. Information from
the implant is transferred to the probe by varying the
inductive load on the implant’s coil and detecting such
variations in the probe. This mode of operation requires

25 that the probe be very closely spaced from the implant,
thus greatly limiting the range of operation of such
devices.

Other remote identification systems use radio

frequency signaling to provide the communication link

30 between interrogator and transponder. In one clasé of
these radio frequency identification (RFID) devices, the
RF signal includes a power signal that is transmitted to
the transponder device. This power signal charges up a
power supply capacitor in the transponder, which serves

35 as the power source for the transgponder. The
transmission of data from the transponder involves the
generation and transmission of radio freguency energy.
The power supply capacitor must be of sufficient size to

to an_inplant circuit_(transponder). The implant circuit is
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circulOry, puwenoslgnalkc|@he voltage induced across the transponder
coil by the received power signal is sufficient to
operate the transponder circuitry, but not sufficient to
generate its own radio signal. A capacitor coupled in
parallel with the coil forms a tank circuit, whose Q is
15 varied by varying a resistive or a capacitive load placed
across the tank circuit. This changes the tuning of the
tank circuit, resulting in variations in the reflected
signal which can be detected by the interrogator. Thus,
the transponder is able to convey its data to the
20 interrogator simply by modulating the resistive load
accordingly and allowing the interrogator to detect
variations in the reflected signal.

This scheme has advantages over the above two
designs. First, the reflected signal is detectable over

25 a distance of roughly 1 meter. Thus, close proximity
operation of the interrogator to the transponder is not
required as in the case of the Beigel device. Second,
since the transmitted power signal is not being stored in
the transponder, there is no need for a bulky power

30 supply capacitor thus permitting a smaller form factor
package.

Typically, RFIDs contain writable nonvolatile
memories and include a power on reset circuit that
prevents operation of the device until the voltage level

35 of the device reaches a certain level. 1In order to
guarantee reliable data transmissions, the practice has
been to set the level of the reset circuit to the highest
level for operating the nonvolatile memory. This
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SUMMARY OF THE INVENTION
The present invention discloses a method of
operating a radio frequency identification (RFID) tag and

15 apparatus for such method. The method includes detecting
a first voltage level in an RFID tag and transmitting
data from the tag in response to such detection. A
second voltage level is detected, and in response to such
detection certain write operations into memory of the

20 RFID tag are enabled. A third voltage level is detected,
at which event write permission to certain secure areas
in memory is enabled.

An RFID tag in accordance with the present
invention comprises a.tank circuit for receiving a power

25 signal transmitted on a radio frequency (RF) carrier by a
remote interrogator unit. A bridge circuit in the RFID
tag rectifies the power signal and charges a storage
capacitor, which supplies sufficient energy (V) to
permit reading of a nonvolatile memory device (e.g.

30 EEPROM, flash) and to operate a modulation circuit in
order to modulate a resistive load across the tank
circuit. Information is conveyed from the tag to the
interrogator by varying the resistive load as a function
of the data read from memory. Corresponding variations

35 in the reflected signals are then detected by the
interrogator.

A first voltage level-detection circuit
provides an enabling signal which allows reading of the
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15 A second voltage level-detection circuit enable

write operations into most areas of memory. The voltage
level detected by the second level detector is greater
than the voltage level detected by the first level
detector. Data transmitted by the interrogator to be

20 written includes error detection bits to be written along
with the data. Thus, correctness of the data is ensured
upon subsequent reading of the data.

The memory includes certain secure portions

which contain information such as a password and write

25 lock bits. A third voltage level-detection circuit
enables writes to the secure areas of memory.- The
voltage level detected by the third level detector is
greater than the voltage level detected by the second
level detector. 1In a preferred embodiment, the voltage

30 detected by the third level-detector is the same as that
of an overvoltage protection circuit. In this way, a
write operation into the secure areas of memory is
guaranteed to take, since the overvoltage circuit will
trip at a voltage level no lower than that needed to

35 effectuate a write to the memory.
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det ect or 10Dat auhian3fRt &ed bytrhesducerregdt ofta®) bk04. The
interrogator 102 includes a transmit coil 103 for
transmitting an RF signal to the tag 104.
The tag 104 comprises a pick-up coil L., which
together with capacitor C,, forms a tank circuit 120.
15 Coupled across the tank circuit are a voltage clamp 122,
a load modulation circuit 124, and a full-wave bridge
rectifier 126. The voltage clamp 122 is an over-voltage -
protection device which limits the maximum voltage
developed across the tank circuit 120. In such devices,
20 the voltage across coil L, can increase to a level that is
quite high, especially when the load is low and the Q of
the tank circuit is high. Such a high voltage can cause
failure of the device. When the voltage across the coil
nears the safe limit of the device, the clamp 122
25 switches on to increase the current across the clamp and
thus reduce the voltage.

The modulation circuit 124 varies a load placed
across the tank circuit, which varies the Q factor of the
tank circuit. The modulation circuit operates under the

30 control of a controller 134 to vary the Q of the tank
circuit in accordance with the data to be conveyed to the
interrogator 102. The data is "transmitted" when the
interrogator detects corresponding changes in the
reflected signal.

35 The bridge rectifier 126 charges a small supply
capacitor C; to provide the supply voltage Vs. The
supply voltage provides power to a nonvolatile memory
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10 pages. The write-lock bits determine whether the
corresponding 32-bit page can be written. Password
protection is available. The password is stored in user
page 7. Read and write access to the memory 132 are
provided through controller 134. A demodulator 138
15 demodulates an incoming data signal and feeds it into the
controller 134. The data signal includes a sequence of
command bits followed by an optional sequence of data
bits.

A low voltage detection circuit 130 provides

20 enabling signals 131, enabling certain operations at
various voltage levels as the device powers up. Fig. 2
shows a block diagram of the low voltage block 130 in
accordance with the present invention. A voltage
reference is dropped across a "resistor chain" consisting

25 of resistors R1 - R3. The schematic representation of
Fig. 2 illustrates the circuit using resistors to clarify
the explanation. However, it is understood that the
"resistor chain" consists of a commonly used circuit
comprising a series connection of N-channel transistors.

30 The resistor chain serves as a multi-node voltage divider
which feeds into a series of comparators 133A - 133C.

The voltage reference circuit is set to the
value of the bandgap voltage of a bipolar transistor,
typically 1.2 V, and provides a voltage reference that is

35 independent of the supply voltage, temperature, and
process variations. Such circuits are well known and
understood in the art, and any of a number of known



i denti ffication (RFID) system 100 includes an interrogator 10 unit 102
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control of a controller 134 to vary the Q of the tank circuit in
accordance with the data to be conveyed to the i nterrogator 102. The
data; i s 1boransmtted” when the i nterrogator detects corresponding
changes in the reflected signaly 3 Ry The bridge etizfier
126 charges a snmall supply dhpad@f R,Cf Ryot Bspvi de the supply Vvoltage
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Similarly, a second enable signal 131B is
15 provided when divided-down V4 reaches Vy, defined by:

Ve = Vo (_———R * R )
R, + R, + R,
20
Finally, a third enabling signal 131C

originates based on the voltage at node C, which is
simply the voltage reference itself. Thus, when the
divided-down V4 reaches V.., signal 131C is asserted.

25 Returning to Fig. 1, the low voltage detector
130 feeds these enabling signals into the controller 134.
Upon assertion of the first enabling signal 131A, the
controller begins to read out the contents of memory 132
and to "transmit" the data by modulating the load of the

30 tank circuit 120. The resistor Rl is selected so that
the voltage drop V, across it is such that the transistors
comprising the controller 134 just begin to switch. 1In
this way read operations by the interrogator 102 can
begin at the furthest possible distance from the trans-

35 ponder 104, thus effectively extending the operational
range of the transponder.

The second enabling signal 131B of the low

voltage detector 130 enables the controller 134 to permit
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clock fromthe signal received by the tag 104. The nenory
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by preventing such a page ever to be unlocked. It is
therefore critical to ensure that the writing of the lock
15 bits be correct. This is accomplished by setting the

voltage level corresponding to the third enabling signal

to be that of the over-voltage protection circuit 122.
By so doing, the voltage pump of memory 132 will be
guaranteed to have available the maximum safe voltage to
20 produce the highest possible programming voltage. This
will facilitate a reliable write of the lock bits and
thus minimize the chance of incorrectly locking out a
page, which could render the device useless.
Recall that the reading of unsecured areas of
25 memory begins as soon as the controller 134 begins to
operate. Under such low voltage conditions, it is
possible to misread memory and/or to experience an error
in transmitting data to the interrogator, resulting in
the reception by the interrogator of garbled data. In
30 accordance with the present invention, data stored in
memory 132 include error detection bits. The error bits
are computed by the interrogator 102 and stored in the
transponder 104 along with the data. Thus, corrupted
data received by the interrogator can be detected by
35 computing the error bits of the received data and
comparing against the received error bits. Further, in
accordance with the invention, the controller will
continuously retransmit the data, so that even though a
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Vlerr], defined by:



[err] 20 a third enabling signal 131C e
ori gi nates based “Eﬁh * node C, which is sinply the vol tage
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signal 131Cis asggwtéd,MZS -joReturning to Fig. 1, the |ow
vol t age detector 130 f qF these enabling signals into the controller
134. Up 0 iy @ SieerHab BT e first enabling signal 131A the

control | er. begin ﬁﬁl the com&£ihhs of nmenory 132 and to
"transmt" the dal ing the | oad of the 30 tank circuit 120.
The resistor cted so t hat the voltage drop V[err] across it
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enabl es the controller 134
- 8- transmi

glgg a power signal to the RFID tag,
thereby inducing a voltage in the tank circuit;
detecting a first power supply voltage level,
10 the first power supply voltage level being one in which
at least one transistor in the RFID tag just begins to
switch;
upon detection of the first power supply
voltage level, modulating the Q factor of the tank
15 circuit in a manner which represents data stored in the
RFID tag to effectively transmit the data;
detecting a second power supply voltage level
greater than the first power supply voltage level; and
upon detection of the second power supply
20 voltage level, enabling write operations to a first
portion of the memory.

2. The method of claim 1 further including producing
the power supply voltage by rectifying the power signal
25 and charging a capacitor.

3. The method of claim 1 further including receiving
data for storage in the memory, the data including error
detection bits.

30
4. The method of claim 1 further includes repeating the
step of modulating the Q factor to effectively retransmit
the data.

35 5. The method of claim 1 further including detecting a
third power supply voltage level and enabling reading and
writing of a secnd portion of the memory.
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by the interrdpewer sbgmaht stored |n t he transponder 104 along with

the datajsThus, corruptegetecting when the supply voltage reaches a
first voltage level, the first voltage level being one in
which at least one transistor in the RFID tag just begins
to switch;

enabling a first memory-read operation upon
20 detection of the first voltage level;
transmitting the data read;
detecting when the supply voltage reaches a
second voltage level greater than the first voltage level
and enabling a memory-write operation in response
25 thereto; and
detecting when the supply voltage reaches a
third voltage level greater than the second voltage level
and in response thereto enabling a second memory-read
operation to read a password stored in the RFID tadg.

30
9. The method of claim 8 further including enabling a
memory-write operation in response to detection of the
third voltage level to write to the password.

35 10. The method of claim 8 wherein the step of

transmitting includes modulating a load resistor of a
tank circuit.
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(07.04. 99)the g§kep; Al meAULAE1Ng” Ehgndopdakerdshor, ERaratngnsmiitns
unchanged €RBepage€s) tead. 1. A nethod of operating a radio frequency
identification (RFID) tag (100) having a tank circuit

5 12. The method of claim 11 wherein the step of producing
a supply voltage includes rectifying the received power
signal and charging a capacitor.

13. The method of claim 8 further including providing a

10 protected memory area and an unprotected memory area and ,
storing the password in the protected memory area,
wherein the first memory-read operation is directed to
the unprotected memory area and the second memory-read
operation is directed to the protected memory area.

15
14. The method of claim 13 further including enabling a
memory-write operation directed to the protected memory
area in response to detection of the third voltage level,
and storing write-lock bits in the protected memory area.
20
15. A radio frequency identification (RFID) tag
comprising:
first enabling means (133A) for providing a
first enable signal;
25 second enabling means (133B) for providing a
second enable signal;
a tank circuit (120) including a load;
means for modulating the load (124) to vary the
Q factor of the tank circuit; and
30 a memory array (132) having means for reading

data (134) contained therein and means for writing data
(134) thereinto;
the means for reading being coupled to the
means for modulating to vary the Q factor of the tank
35 circuit in response to data read from the memory array;
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greater than the first voltage level,

in

17. The RFID tag of claim 16 further including an input
over-voltage protection device, the protection device

15 being triggered when the RFID tag reaches the second
voltage level, the protection device coupled to enable
the means for writing.

18. The RFID tag of claim 15 further including a third

20 enabling means for providing a third enable signal, and
second means for reading and writing the memory device
being enabled by the third enabling means.

19. The RFID tag of claim 18 further including a
25 password, wherein the second means for reading and
writing is coupled to read and write the password.

20. The RFID tag of claim 19 further including
write~lock bits, wherein the second means for reading and
30 writing is coupled to read and write the write-lock bits.



third power supply voltage | evel~a@nd enabling re i ng and writing of*
a second portion of the nenory. ““\‘““‘“ﬂ‘\‘“ﬁ AMENDED SHEET
(ARTI CLE 9 0 ““\‘ S P 15- ﬁ’ s 'I;L}e“'net hod
of claim L?F‘Pﬁér i ncl udi ng enablimg® * readi ng and vvrP_Fir é% L, "
password stored in the RFID tag upon detecting the third power supply
vol tage | evel . 5 7. The nethod'f claim6 further I ncl udi ng enabl i ng
reading and witing wite-|ock bMEND‘Eﬁ%LA(iﬂieC“ ng the third power
9
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a power signal on a radio frequency carrier transm RFI D
t ag; produci ng a supply voltage fromthe received
power signal; 1 Cf et vol t age reaches a
first vol tZ#g'e I%/er_fle,t}f%de ot r%?gl\'eléoﬁ?% ggl eve bﬁfeng&%g%yi n _ which at
| east one t¥dgntibfiratior heRFFPD tag (1QQ) beayimg a tankociwfuih;

5 (120) for receiving and transmitting signals, the RFID

tag further having a memory (132), comprising:
transmitting a power signal to the RFID tag,

thereby inducing a voltage in the tank circuit;
detecting a first power supply voltage level,

10 the first power supply voltage level being one in which
at least one transistor in the RFID tag just begins to
switch;

in response to detection of the first power
supply voltage level, modulating the Q factor of the tank
15 circuit in a manner which represents data stored in the
RFID tag to effectively transmit the data;
detecting a second power supply voltage level
greater than the first power supply voltage level; and
in response to detection of the second power
20 supply voltage level, enabling write operations to a
first portion of the memory.

2. . The method of claim 1 further including producing
the power supply voltage by rectifying the power signal
25 and charging a capacitor.

3. The method of claim 1 further including receiving
data for storage in the memory, the data including error
detection bits.

30
4, The method of claim 1 further includes repeating the
step of modulating the Q factor to effectively retransmit
the data.

35 5. The method of claim 1 further including detecting a
third power supply voltage level and enabling reading and
writing of a second portion of the memory.
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enablinhg a first nenory-read operation iﬁ~2@”“”?€§665§e to detection of the

first voltage |evel; trans%' \ \ \ %‘wread;
det ecting when the supply voltage reaches ni‘j!‘ m‘\ ve| BH5
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vol tage | evel 6. Thantheithode giffordaimhsr €hetheabinoudisgcendbiengry- r ead

operation to r, . r i.n D 3
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in response t apdet detecting the third phiwed suppiyevbibagetdevielte to the
passwor d. 35 10. The nethod of claim8 wherein the step of

transmtting includes nodulating a |oad resistor of_a_, tank circuit.
5 7. The method of claim 6 further including enabling

reading and writing write-lock bits upon detecting the
third power supply voltage level.

8. A method of operating a radio frequency
10 identification (RFID) tag, the method comprising:
receiving a power signal on a radio frequency
carrier transmitted to the RFID tag;
producing a supply voltage from the received
power signal;

15 detecting when the supply voltage reaches a
first voltage level, the first voltage level being one in
which at least one transistor in the RFID tag just begins
to switch;

enabling a first memory-read operation in
20 response to detection of the first voltage level;
transmitting the data read;
detecting when the supply voltage reaches a
second voltage level greater than the first voltage level
and enabling a memory-write operation in response

25 thereto; and

detecting when the supply voltage reaches a
third voltage level greater than the second voltage level
and in résponse thereto enabling a second memory-read
operation to read a password stored in the RFID tag.

30
9. The method of claim 8 further inéluding enabling.a
memory-write operation in response to detection of the
third voltage level to write to the password.

35 10. The method of claim 8 wherein the step of
transmitting includes modulating a load resistor of a
tank circuit.
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