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100 ... Attack detecting device
110 ... Trace managing unit
120 ... Report managing unit
122 ... Keying register

124 ... Report register

126 ... ACK register

130 ... Traffic managing unit
135 ... Host system

140 ... Processor

150 ... Main memoary

160 ... Peripheral device
170 ... Memory bus

180 ... Peripheral device bus
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(57) Abstract: Disclosed are a hardware-based kernel
code insertion attack detecting device and a method there-
for. The device detects an insertion attack, using: a trace
managing unit for recognizing an indirect branch destina-
tion address by parsing a packet received from a program
trace interface (PTI) of a host system; a report managing
unit for receiving a report associated with an event, such
as a mode change, through a trampoline; and a traftic man-
aging unit for detecting an attempt to write on a physical
code area of a memory by snooping the tratfic of a bus.
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