SENSOR W TH DI G TAL SI GNATURE OF DATA RELATI NG TO SENSOR BACKGROUND OF THE
| NVENTI ON The present invention relates to sensors having a nenory. It wll
be described in particular with respect to pul se oxineter sensors, but is
equal ly applicable to other types of sensors as well. Pulse Oxinmetry Pul se
oxinmetry is typically used to neasure various blood flow characteristics

i ncl udi ng, but s%mm Y 1R bgéwﬂfﬁﬁﬂ-gry@wmsammmm T $EMSQR obin i n

arterial bl 5@3‘ he rate of bl ood pul sations corresponding to a heart
rate of a patient. Measurenent of these characteristics has been
acconpl i shed by use of a non-invasive sensor which passes |light through a
portion of the patient's tHsCHSRGIEND QF ddiE PEVENEAON t he tissue, and
photoel ectrically senses the absorption of light in_such ti ?ge. bA noni t or,
connected to the seﬁbgp{esﬂét"é‘reﬁilﬂ@ﬁﬂ%‘%toéﬁﬁﬂﬂg amei“d’ﬁ‘Em%%sﬁ Bat P&nd

cal cul ates the . amount .of .blo it i ur, ] 1R%BYRNG €,
arteri al ‘éﬁ)@%‘éﬂj @M‘Q{I?YO‘W& Lfgéecf?o&ﬁ‘{lgcp%g@tghé?ﬁ %r?kgﬂgﬁﬁﬁlﬁgﬁgflsiﬁ%p is selected

to be of &gg@ﬁemﬁns&@m{yengt hs that are absorbed by the blood in an
anmount represéntative of the amobunt of the blood constituent present in

t he bl ood. The anmount of transmtted or reflected |light passed through the
tissue wll vary in accordance wth the changi ng anount of bl ood
const i t ueBUSERMMETY i ssye and the related | i ght absorption. For measuring

bl ood oxygen' | evelp,sustm&anseyscdBused eemepsww veleolsiilodd fibght sour ces
and photodetectors that are adapted to operate at two di ren
[

ff t -
wavel engt baradteristics analadiog, byt nef nisthior SEMPALEsYa<s rsamﬁae%fgwe‘rﬁ%&‘%‘i‘%%a n
oxygen sat ur at| Oqf;)-ﬁ,, Xﬁé &@grgggo‘jyo%gf%[L%Snsbc%g&sgsmgf‘dia héart fige RS hatiedt,

codi ng i npoemdb! I ng e oxineter sensors, to convey

useful i nhg{ag%mﬂt L Ohasd @Rt dc@iistidsOfas bearpanzlompliahedsme ust ofcp e iaabism i s
shown in cor U S Patent No. 4,700,708, the disclo ur?ogd V‘@Rﬁfs@s is

her eby i neerspordidpdssesriwhbihapied 2 PRERY MR RAN SIS FEF Tt BETES A Popti cal

oxi meter probe whigh. uses a.pajrt ' Wi bt ehtdh @8t éshED) mibaiteh, r ect
light t hibRGHUA %gdlhﬁg"rﬂ?eﬁg‘e%ﬁ% F%“géseqhkgmmf"h"ﬁgb’gg{ e ot bt ng Light which

has not bgsﬂnec@éﬁgrmeglertm,aae,nﬁihs.«smem@mgeﬂigmahmbed)md:aal@uwiﬂam
accuracy depends upon know ng the wave] gngt hs ?f t he f_EXDs.m%{&ﬁﬁio%he
wavel engt it bEDeoE sansiisep! beng BEATIEES: & S{EFIPIS L CBPLREFT 3%t e pr obe

wth The value of t hf%rﬁ | $hQeq hﬂ?%:@ﬂhi: (gsifeqs LOBCBBE bObT bitcoomionet er |
oxygen saturation caftu Bt'P6 coef fTcients appropriate for the actual
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the blood constituent present in the blood. The amount of mansmitted or reflected light
passed through the tissue will vary in accordance with the changing amount of blood
constituent in the tissue and the related light absorption. For measuring blood oxygen
level, such sensors have been provided with light sources and photodetectors that are
adapted to operate at two different wavelengths, in accordance with known techniques for
measuring blood oxygen saturation.
Various methods have been proposed in the past for coding information in
sensors, including pulse oximeter sensors, to convey useful information to a monitor. For
example, an encoding mechanism is shown in Nelicor U.S. Patent No. 4,700,708, the
disclosure of which is hereby incorporated by reference. This mechanism relates 1o an
optical oximeter probe which uses a pair of light emitting diodes (LEDs) to direct light
through blood-perfused tissue, with a detector detecting light which has not been
absorbed by the tissue. Oxygen saturation calculation accuracy depends upon knowing
the wavelengths of the LEDs. Since the wavelengths of LEDs can vary, a coding resisior

is placed in the probe with the value of the resistor indicating to the monitor the oximeter



| east one of the LEDs or the LED wavel ength conbi nation for the sensor.
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his or her heirs, can attenpt to hold the nonitor manufacturer, together
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| east Accordingly, it is an object of the inv ention to provide a sensor which has
codes useful for a monitor which can be authenticated as accurate.

This and other objects are achieved by a sensor which produces a signal
corresponding to a measured physiolo gical charactenistic of a patient and which provides
codes which can be assured of being accurate and authentic when used by a momtor. A
memory associated with the sensor stores the codes and other data relating to the sensor,
the memory also containing a digital signature. The digital signature authenticates the
quality of the codes and data by ensuring it was generated by an entity having
predetermined quality controls, and ensures the codes are accurate.

In one embodiment, the digital signature is produced during the sensor
manufacturing process using a private key of a private key and public key pair, with the
signature then being venfiable with the public key embedded in processors in an external
sensor reader (e.g., monitor). The signature can be separate from the data. Or, instead of

the signature being appended to the data, the signature itself can contain all or at least

some of the data and thus provides a leve] of masking of the data.




some of the data and thus provides a | evel of masking of the data. 3
According to one enbodi nent of the invention, any one of several known
public/private key signature nethods can be used. These include
Diffie-Hellman (and its variants, such as the Digital Signature Standard
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{hresholds and thermistor calibration coefficients appropriate for sensors including a
thermistor. Some of such data may be included within the signature, and this or other
data couid be included outside the signature. The data outside the signature could be
encrypted (or masked), if desired, with a symmetric key cryptographic algorithm, for
example the Data Encryption Standard (DES) from NIST, and the symmetric key could
be included in the signature. Altemmatively, the symmetnic key could be derivable from

the digest, which is contained within the signature.

For 2 further understanding of the nature and advantages of the imvention,
reference should be made to the following description taken in conjunction with the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a sensor and sensor reader system

incorporating the invention.




incorporating the invention Fig. 2 is a block diagramof the contents of a
sensor nmenory shown in Fig. |I. Fig. 3 is a block diagramillustrating a
system for signing data during the manufacture of a sensor. Fig. 4 is a
diagramillustrating the signing nmechanismby the systemof Fig. 3. Fig. 5

is a data flow di agrigi !jgLa;bﬁ?%ﬁ[&%%{g’%e%ﬁ%ﬁ%ﬁ&ﬁ{%?%ﬁ%&%én%é Rigoweihod of

Fig. 4. Fig. 6 is
noni t or, ié’nlll ustrating different software nodules. Fig. 7 is a flowhart
iIIustraR Ng the reading of a sensor according to the invention. Fig. 8 is
a diagramil | ustratfigg isteblbtiofagrmdiusraiaad syHemHer H8URSAABARIGT. Fig.
9 is a diagramof different fields in the data. Fig. 10 is a bl ock diagram
of a senseruipgBreRf asFH§Tan adapter with a digital signature in the

adapt er. DESCRI PTI @, OF;sTHE SREG 1B VBRI VNI ebhisni by orsySEGNED DATA i s
data which has been fncluded-in the conputation of a digest (by use of a
hash fungid.an), this digest being in turn included in the conputation of a
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whi ch hayerhegn signed may eventually reside either inside or outside the
digital sigrature. In the process known as "di ?ital signature .wth nessage
recovery," the dat &Figesisedeptan  gpewinbatmeanhel dpgiseaicads" SrAHES Until the
signature is verified, the data are in a scranbled form so that the casual
obser ver 1ustingpg IR SIOARE t WM ®The mat hematical process that verifies
the signature unscrigbhes, nekchar BRO¥AME thd fedidgloda stmot AropinredBe known as
"digital signature with partial recovery,” which is preferred for the

i nvent i onnekasioni bed herein, a portion of the signed data is included
within the signaturg, agnd additi dat i j ethsdgnaiure. The
data portion withi ﬁ‘gt ﬁés %g@?mﬁ@%ér%tm%ﬁg%grggfq?ﬁﬁﬁﬁ%ghésii%gr}]%t ure 1s
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Fig. 9 is a diagram of different fields in the data.
Fig. 10 is a block diagram of a sensor system using an adapter with a

digital signature in the adapter.

D-ESCRIPTION OF THE SPECIFIC EMBODIMENTS

Defimtions

SIGNED DATA is data which has been included in the computation of a
digest (by use of a hash function), this digest being in tarn included in the computation of
a digital signature, so that any later alteration of the data will be detectable by a failure of
verification of the digital signature. Data which have been signed may eventually reside
cither inside or outside the digital signature. In the process known as “digital signature
with message recovery,” the data reside entirely within the digital signature. Unti] the
signature is verified, the data are in a scrambled form, so that the casual observer cannot
understand them. The mathematical process that venfies the signature unscrambles, or
“recovers” the data. In the process known as “digital signature with partial recovery,”
which is preferred for the invention described herein, a porfion of the signed data1s
included within the signature, and additional data reside outside the signature. The data
portion within the signature is obscured until the signature is verified, but the poriion

outside remains easily readable, uniess a masking process s used to obscure it.



outside remains easily readable, unless a masking process is used to
obscure it. 5 MASKED DATA, as the termis used herein, are data which have
been encrypted so as to be recoverable with an unmaski ng key which is
included within the signature. During verification of the signature, the
unmaski ng key is recovered. That unnmasking key may then be used to decrypt
t he masked data. |nMABKEDEDAGHN, asthedemmeistysed hhreimaskéalz adieh ka e beaer ypt ed

under a symetric key, which is to say the&'g t he encr]_f/.pti qn Fﬁjanq det ryption
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data out si\gienskife Reghal i, beSres nr ddRaad dre/ ivbskietl clataFily a prefesred eptbedkmeniagr am
of one preferred enbodi ment of the inventio [
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used dependi ng upon the enbodi nent of the present i.nventi.on. Photosensor
16 conver tused hea HERBEWE K ¥ AR N3 d U&ﬁ“aéll“é’étq%fac%mg? S ch is then
fed to input anplifier 20. Light sources other than LEDs can be used. For
exanple, lasers could be wused, or a white |ight source could be used with

appropri at@neavieaéadiionifiorl ters either at the transmtting ar receiving

ends. Tinme Processing Unit (TPL% 48 seénds cQ tr(?I ﬁi nal§ %81 tigsengi%g drive

32, to activate t he"BEDS2 RI9% Cagrry ol RnaPferist FORCREAN R "depending on
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of LEDs. ignal ‘recelve input anplifier 20 is passed through
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different wavel engths. Alternately, t channel s_for. two : hs coul d
be used, O#ssRe thanmafter yene W”SWé\tFé%@%\éﬁg I%i?ﬁcd(s:%%rﬁﬁ]esfu? lrl%\?%%!e]gﬁg% anal og
switch 40, ib%f@?ﬁo&‘ehé&r%. 420 @02 EIRN@0g: §sed diegércatg (pdrDheconver t er

38. Control Tihe om TPU 48 sel ect the appropriate channel at the tine
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Via data 1AL Bigrthe s BonJer aPe B0 hnct ore he data 17 om CSM
46 into RAM 52 as (Sihfoupék o0t tahlLEDS ddnsbeuped| Ropangrtbddiarentyld@EM 46,
TPU 48, CPU 50 and . i .
used, or a white light source could be used with appropriate wavelength filters either at
the transmitting or recejving ends.
Time Processing Unit (TPU) 48 sends contro] signals to the LED drive 32,
to activate the LEDs, typically in alternation. Again, depending on the embodiment, the
drive may control two or any additional desired number of LEDs.
"The signal received from input amplifier 20 is passed through three
different channels as shown in the embodiment of Fig. 3 for three different wavelengths.
Alternately, two channels for two wavelengths could be used, or N channels for N
wavelengths. Each channel includes an analog switch 40, a low pass filter 42, and an
analog to digital (A/D) converter 38. Control lines from TPU 48 select the appropriate
channel at the time the corresponding LED 14 is being driven, In synchronization. A
quened serial module (QSM) 46 receives the digital data from each of the channels via
data lines from the A/D converters. CPU 50 transfers the data from QSM 46 mmto RAM
52 as QSM 46 periodically fills up. In one embodiment, QSM 46, TPU 48, CPU 50 and

RAM 52 are part of one integrated circuit, such as a microcontroller.



RAM 52 are part of one integrated circuit, such as a mcrocontroller. 6
Sensor Mc-M Cr Sensor 15, which includes photodetector 16 and LEDs 14, has
a sensor nenory 12 associated with it. Menory 12 is connected to CPU 50 in
the sensor reader or nonitor 17. The nmenory 12 coul d be packaged in a body
of the sensor 15 or in an electrical plug connected to the sensor.

Al t er nat is\éggc;f,Mgrﬁgmnermry 12 coul d be packaged in a housing which is
attachabl an external surface of the m)nitﬁr, gw‘_‘e gp%‘éﬂsﬁ could
be | ocated anywher éensord Sshishlingudes PhelofeeAly HE 28 SHodd 238 Phe

moni tor. Specificall accordin -S; bret; suhetHenRAt S realec oMt ent
of the séﬁ%ﬁ”ynligrf’éf“if‘%ﬁdzwgﬁﬁtr gt/i%eoérglﬁs]?gﬁ?ﬁcg{de‘al [ sensors associated with
a particyl ar. Sense. gy 12 RoblBibe paclasged in adbeéndf G sputor il A@ramai ndi vi dual
menory 12"0h ‘each ‘sensor associ at eé) with this nodel, i?e @5%‘)&% ,13% ﬁoul d
i nst ead hgedufiel yilctonneced totsairneore A EaTRIBIE b b BERSEL LS 500 POt SF e
sensor nodel. If the sensor del is a di I iHe thbhsnc@ase a
single rerdoysing W9 aB%Chf’ngé?%F’a‘F@ gls%?%%goqrﬂgeu@ggﬁg{ ext ensi Qnryglabl e.
The reusabl e ¢ Ll 4 BensiBea altheniédn thelsénspt Bodli apbthabheniensor s,
Fig. 2 iscongaj?%g%%Fﬁng}%é cont]"éntg of nmenory 12 of .according to one

Fig. |
pr ef er r edspatrrdilyRitordigd gomapredénpiatrabes BONGcE GRHEY Og kg $FOLBFYPBN of
the -menory, wth the signature preferably j udi rehafied data.
A second Pbeauldhe ws@ﬁh?"éi%néem&&? SW?etgﬁwé%eA g%ﬁg aﬁg@n}ggﬁgd.wﬁ\ t hird
portion 64 in L& REEmSngReth biteach enmdrmasedeaated (ithghis t hey are
not naske%a)s.e’ ]‘?—Jlt%%effﬁﬁg&p%?o‘n 66mi S ?:serveg faor writi.nlg t@ t he. sgnsor
menory bymbbe, semsanorydaaenld inPead heoncloded B hesusle CXCHHRY CAYF Aasked.

Wiile this preferred e i ment i s shown,f ' ali (¥R JAdE ReseR It
shoul d- bewuhd@@ﬂﬁﬁd“?q?g?ﬁt %erﬂfe%%@%lgﬁé%ﬁb#%g%{p g’itfferent blfocks of

data outsjde the, dighbatneh@RatdiiRe a eashble @kienionltabiry Hdestgmblt @hlt/ or
masked acglglrn(?%g" ?é())lgt he nrceg:g)irﬂrenent s of a particular enbodi nent. These

di f f er ent c&ll@alen befusehtvath maitiple dzappsabdetens¢Sany desired order, e.g.,
mul tiple signed and_unsi.gned bl oc i aves FiandadBekdinpleonmsked
tay® AL s oo orpEh gL TIg T e

and unmasked bl ock&§ t shoul'd ‘al so be understood that
data wri { {eRed el A, Byt iegreens 60 oester : fisst partigptafshamemeay.ur e, and
a

t hat such ta my optionally be nmasked. Witjng ,of Sign re o f
Fig. 3 iswithhthosignatiregrelerably IRRY RIS M e §y§%°8ﬂ%98§%§’“i Gnﬂé’“@g% ory

e LF damtinal eidnlh Ond BEaRAN HAIRhn 84 incHRYBala i ardsiksecby

remain clear (i.¢., they are not masked). Finaily, a portion 66 1s reserved for wnting to

the sensor memory by the sensor reader. Portion 66 is neither signed nor masked. While

this preferred embodiment is shown for illustrative purposes, it should be understood that
memory 12 may contain many different blocks of data outside the digital signature, each
of which may be signed and/or masked according to the requirements of 2 particular
embodiment. These different blocks of data may be arranged in any desired order, €.g.,
multiple signed and unsigned blocks may be interleaved, and multiple masked and
unmasked blocks may be interleaved. It should also be understood that data written to
memory 12 by the sensor reader js an optional feature, and that such data may optionally

be masked.

Writing of Signature at Factory
Fig. 3 is a block diagram of one embodiment of a system used in a factory

to write a signature into the sensor memory 12. Shown in Fig. 3 is a personal computer

] ] ' i utilizes a private
20 and an associated cryptographic coprocessor 72 which contains and uta P

key of a private/public key pair. The private key 1s contained within a2 memory within

7



70 and an associ ated cryptographi c coprocessor 72 which contains and
utilizes a private key of a private/public key pair. The private key is
contained within a nenory within 7 coprocessor 72. This key is preferably
not readabl e by anyone to preserve security. The corresponding public key
may be known by both the PC 70 and coprocessor 72, or may be outputted by
the copr qepsstessor 22. s lgtia prdferabl yaroe residgirie 8y By ydried 0 QOESEOESSSHITY-7 Zhean

cone fromnore than one source. Shown js.a tgétﬁ(r% 6 for test]
r

! ¢ th
sensor  t GodespandingpeE keximey o ke &Y hoth e SRRSO e as LED

wavel ength, th 1.s1Qr resistance, etc. These data values are then

provi ded b(eooqﬂéﬁ[fgbaﬁ tg“ﬁéoPrioﬁéssgb%Addi tional information 82 may be input by
a keyboard or from gpetiherifal akasseahong: ddpneces®4 72 Tan sodaf@nmeaprd thet ude,
for exanple, a serial nunber for the sensor, a manufacturi B‘\% ate,. a | ot

nunber, amndisgese. Ghownhie apesiari’griovtestprthgseRsor & HAC8IPhHEE, V2 CREPD

i nformati on. The dat be, si n : | hi.t he
menory 15¢8t% COB’%’?E%S ?’goﬂ%‘:{l e %g%’q’f‘%"%F%@’gg?g‘gﬂﬁc&%ggﬁg% g gt!s' gﬁ%g%.aﬁ%h e

copr ocessgfiyetarEMHBYrEsdad toP@eotldnzaietdte AtRlivoratinfgmsitgned, maynbke sipghs,

with the private key, the digest and other data whose sign *s desi red.

The si gnayi keyoodrdiat fiomanptiendalabiseaking lugn 8f néPigdatagmay ri% key for
gnaayu y

other data being masked, or. information fr | L&l ¢ gke¥ ofcan be

derived. MBS rSSEét‘%‘B?b?rf%@ﬁisf%so{ ’haem%?“gfﬁéﬁ%\{?%gﬂ%@%%lg@c 70, K"“%c %0

preferably. Hﬁ?ﬁsoﬁﬁgﬁa@ftobb@igeléd,%rmeehqfaﬁﬂatmt included in the signature,

and conbi neg the masked data, signature, and clear data_ and traqgm’ts al |

t

this to menory 12 ofhkida@go 86 sighpgandiother datatab BRVVAFT ISTERTRYY KR

operation of the sys of Fig. 3. Fig, b | 9 fek QW
accor di n@géﬂ&@ﬁﬁéffﬁ@%%%@%? C&?‘r%g?s?ort :Jé g}zén%o?rrgﬁ%g&{?g;? ggﬁgneg neasur ed
par anet er g §§§ Rfm HREIALDEAE sighbE hands phfRithauepsvae Rey, dhedigesandether Next ,

any other data 89 is input. The data is then sorted (step 90).. This sort
resul ts idath whese signmgdd desreBe Toe gHmature arcbiria aepaingd hepe gan (HEPEE and

third data 93, which w] | | - d : Ih helichRskafeRIkesi b ed.
To veri f ySRRMEY egr}%B{?Fr ?%ag%ﬁggfasgkcg%ééqungitfong%rh% "aur i ng r?anuercture
or duringed bednREUEMe chfRdiRel Hemsnyiptthosigastere ekt PRE70s dHS 00 piederabled, a

digest 95 is created (step 94) fromall the data 91, 92, 93 duyyin
manuf act umesksremesof the da@adueh aIsinet iHdedsigh éﬁelﬁ’@.amrer’haé’%aﬂoﬂ'z’é?esﬁéc %’rgsokcf dced

as an output of A28 RSO ARRILAL AN nlfly F1on¥Res 88, The di gest

can be co 0 a conpli cat Wen the data and the digest are
later read by a nDIFigof issubtasemettsttaingdios gperation, ofithe syremp el kigr & Bik s of

error occurred in an f . .
illustrates the da%a %ow according to the method of Fig. 4.

First, the sensor is tested and measured parameters 88 of the sensor, such
as LED wavelength, are provided. Next, any other data 89 is input. The data is then
sorted (step 90). This sort resuits in first data 91 to be signed, second data 92 to be
masked, and third data 93, which will be 1n the clear, i.e., neither masked nor signed. To
verify no errors occur in any of the data 91, 92, 93 during manufacture or during a
subsequent reading/decryption step when the sensor is used, a digest 95 is created (step
94) from all the data 91, 92, 93 during manufacture and is included within the signature.

- The digest is produced as an output of a hash function applied to the data 91, 92,93. The
digest can be compared to a complicated CRC. When the data and the digest are later
read by a monitor subsequent to decryption, if one or more bits of error occurred in any of
the data 91, 92, 93,2 second digest the monitor wil] create from the read data will not
correspond to the digest extracted from the memory, thus indicating one Or MOIe errors
have been introduced somewhere in the writing or signature verification processes. An

example of a suitable hash function is SHA-1, described in Federal Information



the data 91, 92, 93, a second digest the nonitor will create fromthe read
data will not correspond to the digest extracted fromthe nenory, thus

i ndi cating one or nore errors have been introduced somewhere in the
witing or signature verification processes. An exanple of a suitable hash
funclion_ is SHA-_1, .descrti.bed i lenl Nfopk MBIHLOM 5B 1 FEaC @R8ioRg St andar d
Publ i cat Ptﬂﬁeﬁl%?‘%g%@]iﬁ]doge@lgrgé E%gﬁos]t’ gnd;ird,‘:I National i gs{@i tute of
St andard 895 81998molde, WaesTheWgeanth atvt detd] arcsIBegavazal ong 3
1 e The fnvﬁﬁpﬁggg?%tti ?lg data.ggﬁadded in step.100 t? gr oduc 6 si gnature
10 1 1 nysh Brdfting Hor-Sedddeadn siap 406 © pragess a $€tEh 1908 o> elinpl e i n
acCOTldancewl th I nternati onal ard | SO | with Bushangard for

di gi tal Sirgrating éaa isisded i ﬁeggb@ggﬁ%xsaﬁqéj e}nnﬁ(sg?@%?&lo& Thi s signature 10

1, masked dat heat fada 1§ gk A stohenreso Mhe ded Myis thaskedouppiepcessor
72 and P ta?ga%n%@-‘[%(‘?ggg?ﬁ’ gcgatnsorr rrerr[])gly 17

The private EE%‘@HZ’EOLBtO sign
the data8d. irRisps@fseiraby, mafkabidataiodl pratheear deigi Beare H1g54 Ydetithm
one exanple of which is described.in | SO 9871_86- 4, 1.n one enbodi ment, the
ori gi nal coproctssor 7HaRhPEY WRISYRA SBFYIRBYY 'i's 73 bytes or less plus a
20 byte digest pl usn§ &%’Ja‘?ék usfengtéhitﬁygdgﬂﬁgais%efefﬁhiysa Rewmhds¥iibas$ gned
nmessage of 96 bytes. eI_onger i gnatur€s scan be used as 11, e.g.,

Si gnaturQ@ﬂﬂigﬂﬂtui@&gobyﬁm&n\ﬂje&(mmﬁG)be@Blslﬂé?cﬁl@""ﬂ HcBQ A% as useful data
91. The length of the signature depends h ;O cdSBIGHK b Ws desi red
and the amount of dECIFFRRATEER PEPTIGTA ﬁféd& Hﬁ?\??g{&e% eRéader/Nt_)?lie%or in
Field Fig. 6 ill ROELSE Bis Ofb v sHE R afaningather 9Or Tipmicldsra signeflor

veri fyi n%ﬁ?ﬁé 1%3;}1%2%5@ r?at%_rseﬁgﬁld ryiekcoveri ng the data fro:%e}. sgngor when
used on an@BidEHMI6 Bhes. Uatger aigpatiiassen petsqded Stflh FEMSIEREVEEES Bméfor y and
Stored in a nmenory | 10 by CPU.5 Th I otN@SthasigHBiec key in a

B byieg SEO PP T Bl S CRE 1 e G ot S

menory 1ZXptesmiten \ofs] time manuf acture of the
moni tor of, ic§d5p%9-}c{i.le%%dre%%f%&dq'ﬁ9Eé’&l@d(ﬁ]dm{i‘fﬁan’l’dtimnfd@mtwﬂﬂbéﬁ?ﬁpﬁ%
verificati®n an ata“recovery programis stored in a portion of nenory
114. Fi g,ménitdrl ustrates the operation of the signature veriification and
data recovery program of nenory portion 114 of Fig. 6. Fig. 8 is a diagram
illustrating the novenent of the data according to the flowhart of Fig.

7. Data ig.fdfstidnghirs 8Y BEadermvohite inFesidor nermory in step 106. The data

102 retrieved TS shown 1n Fig. 8 as consistin f _sigr -4 he
masked data 107 andFihé i(b]hléta?tefd%a?%lg?,.O?WEUSB{J%F&E %é@/&i&%gy? gmtv%gg?’mé

the digital signature and recovering the data from a sensor when used on a patient. The
=
y CPU 50.

data are first retrieved from the sensor memory and stored in a memory 110 b

The sensor reader has a public key in a memory 112, which is typically loaded at the ime

of manufacture of the monitor or is provided as an upgrade of the monitor. A signature

verification and data recovery program is stored in a portion of memory 114.

Fig. 7 ilustrates the operation of the signature verification and data

recovery program of memory portion 114 of Fig. 6. Fig. 8 is a diagram illustrating the

movement of the data according to the flowchart of Fig. 7. Data is first retieved from the

sensor memory in step 106. The data 102 retrieved is shown in Fig. 8 as consisting of

signature 101, the masked data 107 and the clear data 93. The public key 112 15 then

retrieved from the monitor’s memory (step 108).
The signature and public key are then provided as inputsto 2

1 ] 1 5 (ste
cryptographic transform to obtain the signature data 91 and the memory digest 95 (step

109).



retrieved fromthe nonitor's nenory (step 108). g inputs to a The
sic-nature and public key are then provided as graphic transformto obtain
the signature data 91 and the nenory digest 95 (step cryptographic. 109).
9 The nenory digest is used to determ ne the masked data symetric key,
and this key is then used to decrypt the masked dat gg& 7 to obt a(ijp t he

original data 92 th&be mamenndigkeds ysed kpdetammyne fhg mags #'8 SYBPIHYC the
accuracy of all the data 91,

92 93 L 98SEn ki ord b
e mont g Pisdy e easey et BneSiERale BN p T plRl Segh e,

the cl ear I Rgeya hash function 118 (step 120). This wll create a
new di geswgﬁlg]gs}&\%lﬂg?]]?@én can be conpared with the orégi nal di gest 95

(read fromthe menolydrdemoaesfyethe ad@dacyldf ailnbe daty8st %2, ¢ o2 895618 §HEESt ¥ he

si gnat ur e@ips Vergaigi&)ip(etg anditt h 2 nessgeggpgq%gﬂngn&gggm{i t?}ﬁ;el%éhas%d 2397 Snd

aut hent i cdendred sgpn S e nessage rn its”’

operation_ | : | . Bhie wiRkrdaiea SawRligdsheanessage
rﬁhﬁeggéar ﬁ%a%@%s%tct}q{atslggﬁg%gﬁ ?ﬁe@%qy{ﬁ Fhig willcrdatea igds!

is deter €& Corrup nitor wll indicate a defective
Sensor si @Rah théh ddebermpiparsd wisethe oapthahdigeu 96 (tdad froms Srguepengdyn 2aA¥Pcan be

seen, the invention uniquely applies digital..signature 0. din

parti cul at2pulfdke ng;sﬁ.re{arg,lhesféﬁ?gﬁ'@ﬁlgpﬁ%lr%ﬁiV&U@%%ﬁﬁ‘“&ﬂ%&%ﬁ @8@%&%@53@1

allows th ensor i.l 9k i f; gethe dadsalgenadtsr acy,
{ﬁagﬁt% a{xﬁ%g&fa{e'aqglef) CQ]G%)} ﬁh\é%c}ﬁcrﬂ%ﬁ IRFSASEIhE dadsdag y

aut henti c source an y of the sensor, and protects
sensi ti veos@ased. 1$aactht othet ha, iref digavistar onotithosams itymessase 1S GFEEBer ed

and used erroneously by non-jnnoyative sensor. manuf | - --nat
Fiel ds Fitp bOCOTIPER 2 BETPRISTOYY A P dgfsmeéaé%%’a?%%’i‘m 5 ﬁfcﬁ%emg]?%nlg%ﬁr e

data 91, _di , J atting data 99. In particular, signature data
91 is broﬁ%%ggté}sfﬁ%omgﬁgg leé?r ary nunber of fields 132, followed by a CRC

134. Each field 132 Asnehbeegenatht ibyengon finghedly|2pph Sal eiiH stFP 2N HEN 0 TSt he
type of data presented.in its field. si ngl e_bi;t | ndi , t her
that fiel 8¢ & PRARTARGYSCHFABET SRELE:, %P%E?lg“%?@l‘fa%%?‘s" i %g’égﬁlg&sv@go

i dentifyi Q&Efogge h&f}%ﬁho‘?ﬁo Lhery Th @b she (Flmpddeiracy havifeneibitly datoasduscepmdvi ded i n
a byte bl oc A operatioh, if an existing_nonitor,_or sensor reader is

not abl e goaligndile snsordodroietts sesvysisersor FRECHEAPR MgFMtl gorde™s |t

can | ook Eagsi}yhcﬁsgolvgrleg an chtdherr%lr"lg'f)l%?)’db)’ nop-innovative sensor manufacturers.

Signature Fields
Fig. 9 illustrates in more detail one embodiment of the signature data 91,

digest 95, and formatting data 99. In particular, signature data 91 is broken up into an
arbitrary number of fields 132, followed by a CRC 134. Each field 132 includes a 1 byte
field ID 136, which identifies the type of data presented in 1ts field. A single bit 138
indicates whether that field is mandatory or not. Next, there are 7 bits in a block 140
identifying the length of the field. Finally, the field data is provided in a byte block 142.
In operation, if an existing monitor or sensor reader is not able to handle or
does not recognize the particular field ID 136, it can look to the field length 140 and
figure out how much data to skip to get to the next field. However, it first checks
mandatory bit 138 to determine whether this data is mandatory to operation of the sensor.
If it is mandatory, the monitor or sensor reader will produce an €r7or message indicating
that it is unable to properly read (he attached sensor. 1f it is not mandatory, the monitor or

sensor reader will simply ignore this data field.
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figure out how nuch data to skip to get to the next field. However, it
first checks nandatory bit 138 to determ ne whether this data is mandatory
to operation of the sensor. |If it is mandatory, the nonitor or sensor
reader will produce an error nessage indicating that it is unable to
properly read the attached sensor. If it is not mandatory,. the nonitor or
sensor reader will Shjmleld fognarteud priosiddaflexibilisy én pacdingndaa FHRIE f or mat t hus

provides flexibility in packing data.'i nt(ﬁ t he tisihtgnv%l%'[eﬁsﬁlr% &RLock, and

al so upgr sigeatieldatablackd a0 Al PHRIFY AR CARPRY sensor ~readers and

future generations of sensors Egpsnaintd Snitdr one enbodi nent, a field

i dentifi e‘fea€$r5&ngz‘ftgﬁt%ﬂer\ﬁ?]ﬁeﬁr?gm esl g?\gt ed as an escape character",

i ndi cating that theyngxd cbeimeies fibld iheifiedent is¢leaed valuams dost @RSt |
This allows the ability to add, delete, nove,. conpres roorfa%te&? %ng%\e
fields thagscagecharavtdrlidudicatingahatdlaengye chareHeus AR ¥ PeSS Tt o i xed
addresses. 1 O Data es The foll ow X3 RkRH 1P i6dE et wpes t hat
ni ght be ThIA4ERE ”ilf'n;[t%{ﬁ‘éf to idﬁ%h%p;gvg%eﬁﬁrﬁgﬁe enbodi nent. The act ual

coeffici e?ﬁcﬁ%&%ﬁ -data. .t 0 . RARRPhAVEL fodeddretodusdtadoressdsor the saturation
calculation tor a pulsé€ oximeter could be stored. These coefficients can be

stored in lieu of storing a value corresponding to the nmeasured LED

wavel ength. The result is greatly increased flexibility in sensor design,
since cal D#&alVRfS curves aye not restricted to a small set of curves which
have been Provided ifh.ifggihmaem sampldseidataebyestbathight befrcludedripdhor in
addition thereto, the LED wavel engths could sinply be stored. Al so,
secondar y nesmh&gilénn wav embadintenchar act eri stics could be Stored, and other

LED par amet ers. OerHg{fg@%ggogegﬁcigmobml&Qésoﬂr?mh%w@cﬁﬁtim foeaisur e, | ocal

tenperature for pur as conpensati of calibration curves for
sensor t enpekaldiGicuiioh dor PpRsentimpat tent bparsed. CRhesticaeifsHIELE %I ent s

for the thermstor could be stored. Qther data that. m | Ng! yeed in
menory 12 scered th iewcofistering oyaluessearpspaiding "lod?e 8’88%“’&%%%?@‘3’&31?'0#
traceability of the sensor : S; dekBd, sidedatidrafon quvasfaebar e,

manuf act urEHYt S &Ry FSFa? Pgﬁgﬂﬁ,}g&\r}ggsﬁ gn%gTSlt he si gni ng Software program

used for the Si-gnahkyrel sk charwahith\Hate bhar providedse issTUmeeS:- opt i cal power

Alternately to the coefficients or n addition thereto, the LED wavelengths
could simply be stored. Also, secondary emission wavelength characteristics could be

stored, and other LED parameters.

Certain sensors may have thermistors used to measure local temperature

for purposes such as compensation of calibration curves for sensor temperature, or to

prevent patient burns. Calibration coefficients for the thermistor could be stored.

Other data that might be included in memory 12 could include, for

i il te of
example, a lot code which will allow traceability of the sensor, a bad sensor flag, a date 0

. . . _— oram
manufacture, manufacturing test information, the version of the signing software progr

used for the signature, LED forward V/I characteristics, LED optical power

1 15t1 ] a Sensor
characteristics, a detector efficiency characteristic, a maximum safe LED power,

. : . D,
data set revision level (indicating the features included in the sensor), a sensor model I

an adultneonata) query flag (for triggenng a desired alarm limit range depending upon
whether a neonate or adult is monitored, with different normal oxygen saturation levels

: . da
for pulse oximetry), a write once/wnite many {lag, a page size, a number of pages, an

maximum number of recycle events.

1}



characteristics, a detector efficiency characteristic, a maxi mum safe LED
power, a sensor data set revision level (indicating the features included
in the sensor), a sensor nodel ID, an adult/neonatal query flag (for
triggering a desired alarmlimt range depending upon whether a neonate or
adult is nonitored, with different normal oxygen saturation_|levels for

pul se oxinetry), a Md’tei’hetemaﬁyMtneeiatmwea‘mag}omd@hg‘@ oidgeenbgd jyibBer of
pages, and a maxi num nunber of recycle ev nt s. b g ata %3{}1 any of the
dat a t ypestedprior oneeferposecyid besediaped t?‘ﬁ & %l“faé; ({) ‘art ref erences
could be used a shmasked data 92, in the signature data
91, or in""%‘ﬁ&"?:?%@? agt }éjd@%@] Hlﬂ ’i's a block di agram of a sensor system

i ncorporating an adﬁgtﬂhs ahﬂio/dkrtga@aﬂlcﬁlatﬁhscmsgstamunearpwrammara@t@pteér Fig.
10 shows a sensor connected to an_, adapter 204, \rq\gq,) ch in t rn.is
connect echavinga drghkl ognargs in H’Weadaﬁfébt@rg I O\ STEGal® “OPTHT OHI ng

circuitry 208, vmth a d @'ﬁﬂe@:d @,qngmdwgl anal
moni t or 2E8P! et%@[}@ém% com ap er V\ou(?rtdjt[) 3@0 | ass of %rensors

desi gned tQ4h@n ﬁfg;ﬂf&h%dzos @ rﬁé&ﬁbr}am}ada@eﬂ sm\gnntlumﬂloaaltﬁ Y mwmémgmfpm e.
The adapter 1tselT™ could provide the digital g'éﬁ e.to :t ecext ertpaal
noni t or 2. Crieusse df@uclemhfiﬂpéer Waad bﬁfprcﬁfd%ﬁ EAeBBIhY PSP Rd, a

di fferent nethod de er ok iRdh€ digithe
used, wiCHFUEHE & ‘E lb?“ Vi %lggﬁgemg; | fi c Ee?gﬁélfg&f%fé “ext er nalrgl

moni tor. Lp.Ailie t@'ﬂﬁ%oéidtémmmahlwmﬁn Thug. fod Oxarhpie, iasteqt @freaeh S?@lSPTdZFMBJIes an
internal " Honitor 212. This internal m)nltoi_:‘| can be used 0. ) géa out put
di spl ay ocertfitthr dffereat @Gihﬁﬁlf@hdféﬁﬁﬂﬂllﬂgf‘%‘?‘é ?Sef“ts?)rﬁ]ar%?er\/%er i'4 | ons of , the

out put s a“dhg&;gﬂ&a{ewgm {356k D B FRBlne SRWE0REnRG6 [ the field. To

ensure t h3t! |sp ays y the two nonitors are_ consi stent
signal conditi oni nglrbhﬁ(-‘dm&{m&naarrhmdurﬁ ¥ig hé, @emgmtersalwaplug%s FHAE™A N i ts

nodi fied form the signal output on |ine 214 to. ext e |
cause ext eronitbr 2ot io i8] PEKYEAr @eéfﬁe%l‘i’t Ay &g UPQIS%]E? Q}s B@nd%%ga ]!\EMO

that pr odgﬁgqq,r %}d{f%s{tr@dﬁ@ma\h%ons%@he%Qrpxﬁ:xamﬂ@laﬁ matidehby sigmal can

be obtain sensor 2 corresponding to a ul se oxinetry val ue.
esti mat i op@fiosa0arathoficldnTomavte tha ey cutputfeoa s tydh oo "é?fﬁére

nmonitor 212, with block 208 generat,] a_s heti Whih6h it sends
to exter aaRsisini 1gpal soRditivp @g‘?fgtﬂlpggﬁ‘ 3’&""#}; t%ssgnr?fﬁs} |ag@§|h5na woul d be

such so as t re a) bitBued BRd A4 RuRidris] rﬁ@rhmnlzaﬁesll aa@emﬂea‘ralheart
rate and é%cfdgf?eéﬁgglﬁ tgslﬁﬁ%{ errrltg nmoni tor 212. The di gl t al nat can be

a si gnat Unsoribr 20 tadatate ianclutpdit signadrrorespardapg 1o that pr duced by LS RSt d
212. For example, a patient signal can be obtained from sensor 202 corresponding to a
pulse oximetry value. An estimation of saturation and heart rate can be generated on
internal monitor 212, with block 208 generating a synthetic AC signal which 1t sends to
external monitor 206. The construction of a synthetic signal would be such so as 1o
ensure that the external monitor calculates a similar heart rate and saturation to internal
monifor 212.

The digital signature can be a signature of any data including unfiltered
patient data, fillered patient data, a synthetic patient physiological signal or any other
data.

As will be understood by those of skill in the art, the present invention
may be embodied in other specific forms without departing from the essential
characteristics of the invention. Accordingly, the foregoing is intended to be illustrative,

but not limiting, of the scope of the invention which is set forth in the following claims.



patient data, filtered patient data, a synthetic patient physi ol ogical
signal or any other data. As will be understood by those of skill in the
art, the present invention my be enbodied in other specific forns w thout
departing fromthe essential characteristics of the invention.

Accordingly, the foregoing is intended to be illustrative, but not
limting, of the scope of the invention which is set forth in the foll ow ng
clains. 12WHATIS CIAIMIENSS | . A sensor reader conprising: a housing; a

sensor input for receiving a signal froma sensor corresponding to a
measured physi ol ogi cal charfieésel Eompriss@Asor processing circuit coupl ed
to said sensor input; a nmenory input for receiving digital data stored in a
menory associ ated whheusizgid sensor, said digital data including a digital
signature; a first sensor reader nenory coupled to said nenory input for
storing sai d digital28&dsar nguister Fsa Vg RBenal 9Het sersprsopresRandingfo s

signature J '@ﬁé,@s glffaa‘!' Lhd. sensor reader nenory storing a program
for veri fyll\ﬁ%éu% |l(g§)|fb a C}éﬁﬁ%&n%%%l{ré’e of said digital data using said
signature verifi cati agerseyproessding circainsdupledctorsaidisendootinpmt;ovi di ng at | east a
portion of said digital data to_said, ,sensoréﬁrocesai_n circuit. 2. The
sensor reader of cl af MEMORKEWPEL forschetying digital Aot Led iy BEHBY assegiaier

oo | €5 af G e ea Y i 0RGhe hhR AAEPRYSAGRL Temory. 3. The sensor

reader of claiml|l wherein sensor processing circuit conprises a

m croprocessor. 4. Théirseersor readeadeemady colipledrtd saihmemiony mpitifos signag said
verification ke is a public key of a private key and public key pair. 5.
The sensor digg a,0f claim| wherein said signature is a Rabin- WIIlians
signature. 6. The sepsor. reader of claiml. wherein gtrelgr?ﬁ%ti%ﬁ?'t' on of

said digital data i %S?C%%aﬁ‘éaf ’i'eﬁd'gé?%n%ﬁlﬁfopglg assll%lﬁ u stem
conpri si ng: a third sensor reader memory storing a program for verifying the digital
signature of said digital data using said signature verification key; and
a transfer circuit for providing at least a portion of said digital data to said

$ensor processing circuit.

2. The sensor reader of claim 1 wherein said first and second sensor

reader memories are different portions of the same physical memory.

3. The sensor reader of claim 1 wherein said sensor processing circuit

comprises a microprocessor.

4. The sensor reader of claim 1 wherein said signature verification key

is a public key of a private key and public key pair.

5. The sensor reader of claim 1 wherein said signature is a Rabin-

Williams signature.

6. The sensor reader of claim 1 wherein at least a portion of said digital
data is imbedded in said digital signature.

7. A system comprising:
(a) a sensor apparatus including

a sensor, said sensor having an output for providing a signal corresponding

13



(a) a sensor apparatus including a sensor, said sensor having an output for
providing a signal corresponding 13 to a neasured physi ol ogi cal
characteristic, and a sensor nmenory associated with said sensor, said
sensor menory having digital data relating to said sensor and having a
digital signature, said digital signature being a signature of at |east a
portion of osanepsytadphysiglesiasl characteriste, andader including a sensor reader
housi ng; a sensor input for receiving said signal from said sensor .
corresponding to a #EERSOTREMARKASFRNIBe] Wih seid apnsorcpidstensor memary digying

processsing circuit coupled,to said sepnsor inpui; a nmenpry .input for
recei vi ng S8t diagelating o taud FiTs 20 f&vg’@r?s%sltﬂﬁé}%w, ¢ salidigital SALHFE r eader

menory coupl.ed to said ry input for storing said digital data; a second
sensor rea 8%@@%@3@@%3‘{%@%@ ication key; and a third
sensor reader nmenory,storing a. pr.ogr for verifying said digital

si gnature using sai d(bziaéﬁ%st"gfﬁdg"épglfla@ﬁti on key. 8. A nethod for operating
a sensor, conprising. storin ?P |.east one field of data in a nmenory

associ ated with sai d? 88\ B 4g a mandatory/ optional flag within said

field of data; readi ng sai d ftldta? vviith a fﬁlenso r%asdecgs' i f sb%ied %gnsqra
reader does not recoyRNDer LRIFOF fespiyngsaif-ygnal Fqm said,sepsor comeppanditie @ a, 1) o
fieldis olglti onadlZp iigpoo§4a?gl?sgé drisf'i eld of data; and if said sensor reader
does not r E%SQIFﬁ é'lyg F G GRS H5 a and said flag indicates the field is
mandat ory, producing_an_error_ si-gnal i.ndi i ] 113 .to use said
sensor. 9. The net ho%lg%nrc‘gr raFensﬁgsélglJ %ﬁuﬁtec(r%uﬁ%?rﬁé]?asl? E%Bbll féli)otr’i ng a field

Length assoct at ed Wi} fhefledliolPrf ;%']%cte[]vefxl?gjia?cgd%ﬁglddafti bl Saf\Bhdbe eI PPI NG

said field by using sal sal @ Sensor rea es no

recogni ze said field, §d SALArebl@MdAsty cBhHSd 1Gid heh@ry fp@Pfok 9fhg said

digital data;
a second sensor reader memory storing a signature verification key; and
a third sensor reader memory storing a program for verifying said digital

signature using said signature verification key.

8. A method for operating a sensor, comprising:

storing at least one field of data in a memory associated with said sensor;

storing a mandatory/optional flag within said field of data;

reading said flag with a sensor reader;

if said sensor reader does not recognize said field of data and said flag
indicates the field is optional, ignoring said field of data; and

if said sensor reader does not recognize said field of data and said flag
indicates the field is mandatory, producing an error signal indicating inability to use said

S€NsOr.

9. The method of claim 8 further comprising:

storing a field length associated with said field;

reading said field length; and

skipping said field by using said field length if said sensor reader does not

14



10. The systemof claim7 wherein said nenory associated wwth said sensor
I's nounted in an adapter coupl ed between said sensor and said sensor
reader. 11. An apparatus conprising: a sensor having an output for

provi ding a sensor signal corresponding to a measured physi ol ogi cal
characteristic; and gn adapter_coupled to sai.d sensor, said adapter

i ncl udi ng EcaEie spd Seld and seiddlag indipates the figlddaaridenadiat a and contai ning a
digital signature. 12. The apparatus of claim 11 further conprising: an
internal nonitor in $@id AR bPElai P Wheted s nRuiopy hssdtidia!with said
correspondi ng to said physiological characteristic; and a conditioning
circuit fofensyds meuntgddn ian adaptereoupled hefiween sgid sehsorand sayd sembentrieades.ensor
signal, such that an second, external nonitor using said synthetic sensor
signal will produce an output corresponding to said output signal of said
i nternal nonitor. 1311.An Appapaes cewppsingi ng: a first el ement confi gured

to output a signal c ' I i | .
characteristic; and ggésngglgtﬁ%%e%] %n%"ﬁ?]ﬂc%gﬁ?%da %gy%rsgé?%g%&gésa?%ql?gaﬁo 2

Si gnat ur e wmkashéddphysiotupicl tirhcterdsfic; #ndret hod conprising: providing a signal
correspondi ng to a neasured physiol ogjical characteristic; and providing a
di gital signature of aHadaRiar Goupedim s3ist sengoy, said adapter including a memory, said

memory containing sensor data and containing a digital signature.

12. The apparatus of claim 11 further comprising:

an internal monitor in said adapter for providing an output signal
corresponding to said physiological charactenistic; and

a conditioning circuit for modifying said sensor signal to produce a

synthetic sensor signal, such that an second, external monitor using said synthetic sensor

signal will produce an output corresponding to said output signal of said internal monitor.

13. An apparatus comprising:

a first element configured to output a signal corresponding to a measured
physiological characteristic; and

a second element configured to provide a digital signature of data to an
output.

14. A method comprising:

providing a signal corresponding to a measured physiological
characteristic; and

providing a digital signature of data to an output.
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