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y to

“Gommuni cat i on System Field O Invention The invention relates gen S
-.s"ystems for providing messaging communications. In 5 particular, the
ijpvention. MP®P8Y0 a communi cation system for providi P@T/W??/@‘Wé‘cti ve
ressagi ng. Background Comruni cation through nessaging is becom ng nore
popul ar. Advantages of nessaging 10 rélative to a personal conversation
include nore efficient dYeliBFactibnMenteingGogmuoigtion Bytemror exanpl e;
comuni cation via text-based electronic mail (e-mail), a popular form of
nmessagi ng conrmammvie.qnm requires far | ess communi cati on channel capacity
t han an eqw]yal ent. voi ce nessage tha i-s communi cated digitally. Also,
conmmuni cati on' 5 y‘“’ﬁ@wﬁf P RyersY ¥S@“‘f|%Bmé‘fj'l“FE‘F%?&mg(fﬂ@mt‘Ucﬂ"%‘s‘s Itheed “f or
time- consuf ngrticulbnitit ins@CbrarelatSHio@merbihiric@son spddh for poétihy interedeagi ng
communi cati onal.sq, provides opportunities for nore careful. conposition of
nmessages ‘and I nc usi on. of various. types of conmunication. For exanple, a
nmessage nmay be created in a nultinedia format using audi o, video and/or
t ext. Furthegzmagreumjt he conposition effort of a br oadcast nessage is
anortized across rec i .ent of .the nessa a nessage .may be
LT T ot el whert SETPEETISRATIEh eI ToAER B e BRI | At TEERHGR 3 he
- message i niredelateltya pefsagl canegsaporeindludain®e efffeenne & chinmienitatiopdapatita response
‘upon recei V'ﬁ?)ge}al%ﬁerg% ﬁl@gganomg{e;t bgtg:alclleé{romgqlaﬁ}k er%atﬂ? Qi%néulaqﬁ%%%ge I's easy to
capture and pl-ace in ong-term st orage, e used to assi st
in conposi ng "B§iHEHR &%fﬁi“i‘icﬁ‘qm TERYHPS fa‘2§§5 ARFYR i gaton C@W@aﬂﬂaeﬁn by nessagi ng
i ncl udes el e(HqﬁlOd’léﬂ@Vdf@Sﬁi&gnggat&léﬁrlﬂmalﬁcaﬁd'dﬁfﬂéliy A&@mmhﬁ@e{ubp@ or the |like
messagi ng conmmuni cation et e{}f'(,) uch conventi onal messagi.ng communi cati on

met hods,  howeVUEFE RS CEaT YATRHYHS 'R Aeed dor SRR SPRIPIETY S5 sI ower del i very
and response dnguies. AdldlmnbluamcmmgmenqatnneznsaotowMestoppor@mnsq«mmced For

exanpl e, the aamuq?zoaxpu%omysgégzseagdtn@n i (H%%P&m EADSI AL N9 Of o

nunber of e-mail “transm ssions aC| tatr an exch information
may only be Ceé?fﬁqlcéfléﬁssagetn@y bgcreated in a multlmedla format usmg audio, v1deo and/or text.

Furthermore the composition effort of a broadcast message is amortized across recipients
_ of the message. '
20 '
Also a message may be buffered when a Tecipient is unavallable or unwilling.to receive
. the message immediately. The recnplent also has more tlme to plan a response upon
rece1v1{1g the message. Addltlonally, an electronic message is easy to'capture and place in
long-iem stbr’ége} ahd software may be used to assist in composing and organizing such _' .

25 messages.

-Commumcatlon by messaging 1ncludes electronic messagmg such as e- maxl
commumcatlon or the like messaging communicdtion methods. Such conventxona]
messagmg commumcauor_]_ methods, howgver, have constraints such as substantxally

30 slower delivery and response times in situatior_]s where interactivity is fequired. For
exginple, the interaction involved in an e-mail exchange consisting of a number of e-mail

transmissions for facilitating an exchange of information may only be completed after a
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2 typically extended period of " delayed" interaction, since either sender
or -reci pi entWP8IET  al ways attend to the e-mails duri nffF¥E2e8He tine
‘frame. Due to technol ogi cal advances |n conmmuni cat i on met hods, such as

i nst ant messagwﬁa?l 5 interaction tine f\’l be reduced when such nmessagi ng
comuni cat i on” ﬁﬁ’ﬁg‘déq%@“&%‘éfddel%r”éer?cﬂ T FIRRetef AT B5PAsT 8T FeRpjelt FRYNY or
facilitating awghamnges thfe-maifsduringttiecme thigvfewer , when one party is

unavail able or unwilling to receive -any nessages, such "instant"
interaction cannot be carried out .and instant nessaging then functions
much |ike e- niyete technglopipal advardawin cereryumire'éas methods prety pr iestant messaginechnol ogy,

such as Wik el ig@&ciBRsimdtHalBe relildbd when %mﬁesasgwcg%mm taBoPHARRS a8 (g Per sonal
di.gital assistant. (PDA), br o&)dband net wor ks, users

expect near - i HETAAraE Eé‘iq”\ﬁdtfg}%ﬂ'lga“ﬁ%ﬁﬁc%"ﬁ of igfprmatigp- eHoweNg oY eA Nt | y,
_richer inter aotpaiytiyynavdilatle orsinwiljingBss@ye Aty opsIpesNduciatits@nt’ inldpactidrer e i s

therefore a nepf bdhnida Umﬁ§§oalgétﬁ9m&0%%§%&t89s AV f@f; Provi di ng

efficient interactive nessaging c nicatron in relatron to both del ayed
and instant interaction. Sunmary In accordance with a first aspect of the

i nvention,io 8 WARDHGa@ahdedm cSMﬁﬁrﬁé’ﬂn&rQEchﬁH‘l@' fleHg wnr&@ss'nﬂ:&s@ﬁ Actiiye messaging
conmuni cation in an i Pier active ses nd partl es

S seco
i s di scl osed; 5 1HERJOP! rﬁhS'E?ﬁﬁ'}‘dlpgré‘g‘alad %’té‘caéi‘iﬁéfﬁﬂég aP@B%}I PrHig ‘£ message from:
a first par tiyoadbad efyyordss, dertseexpecoeartisstansoaievtaiy end mdbemeamu r@orepl urality of

data nodes repLesem akiY s fc h,gﬂmg [ H}H'-uir pked. to formthe data
tree and each %?r% ﬂ}e peurfae ttl‘gl/lryof “dat 3% fcol ncl u es content formng a
portion of the nmessage. The system al so conpri ses a delivery 25 nmechani sm

for deliveyi n&efeh@th@leﬂdfe&'nbéd}foﬁfme@saél dbﬂ%ﬁlczﬁﬂﬁlsﬁ@ﬂtf&%ovtdh@reﬁﬁfentt0 a second
party whereb ﬁ . | east .one of ioeg G(by | gta nodes re resentatlve
of a portion ﬁeraf W@me??%%%gaﬁé"ﬁmé‘ca&&'? R ‘ft'e%P ?’6‘? 2yeg AREREhPepR¥ s econd
party. In the system the content of each of the plurality, of data nodes
is created angafapted for access by the second party _

In accordance with a first aspect of the invention, a communication system for providing

20 interactive mgssaging communication in an interactive session between first and second .-
parties is disclosed.. The system comprises a receiver for receiving a message from a f'lrst
party whereby a data tree is réceivab]e, wherein a plural.iry of data nodes reﬁreséniative of.

" the message are in.tgrl'inked, to form the data tree and each of the plurality'ofdatz'x nodes

iricludes content forming a portion of the message. The system also compriées a delivéry

25 mechanism for delxvermg the plurality of data nodes and content thereof to a second party

 whereby at least one of the plurality of data nodes representatlve of a portion of the '

message |s deliverable for access by the second party. In the system the content of each -
of the plurahly of data nodes is created and adapted for access by the second party -
mdependent of_the delivery mechanism and the delivery mechanism is adaptable durmg

30  the interactive session.



i ndependent of. the deI ivery mechani sm and the delivery nechanismis
adaptable during 30 the interactive.session. 4 Cctober 2006 WO 03658858
PCT/ S&2/0005.4 3 1|In accordance with a second aspect of the invention, a
method for PYQWIBAY interactive messaging conmuni cati oFETG0MOFNt eracti ve
session between first and second parties is disclosed. The net hod
conprises receiving a message froma fPrst party whereby a data - tree is
recei vabl e, wf@reifrea Wil yiesindespeg rf Galny it et fPrreting ingractiys 't he message
are. 5 interl iméegding confriunitatidaén dﬁbtaractnfrveessa,mdet@mmmﬁwsla@mpbaatHeatsl ty of data

nOdes i ncl uded'S cf%?egt ?’Pe etho%rc%[g]rges rec%ort Ia%n ge from f'xl;rsg ar%% ereThec{a[TEt hod al so
conprises delivering th 4 no eht' 't hereof to a

second party thémesoiyatis Wh@aeﬁ P’@ﬁéty@f datah’edeprqureeﬁntat"gﬁ ofthe myssage arrodes

represent ai i Vigteifiked td0ft ih@&htp&eetamﬁeaaﬁﬁaégﬁmh of@ltd aeassamlﬁesfcfaﬁterﬁccess by the
-second party._In'the pethod, the conten plurality of data

ach of
nodes is creaPBUEAPOHIRA °58%1’}3’f5é3c§efBF "53‘8‘{9%!%0 CBS?p’fsﬁ%degéeé‘Bﬁﬂ'e party of ndependent
of . the deli wamnyodeahianitsmtards tb l@cond @hriyweeleby® tlag bhesoNtiepluadigppf abl e duri ng

the | nteract!ye s bRlnalld Fh pbRRCr R HeRlke Y aolT MM HROG BN S Of the

i nvention are disc ereinafter wt erence 1 rawi ngs, - in 15
whi ch:” Fi g. 15e¢ogd parycfngthaymeshndy thmo"&mqﬁ@ﬂyoftfhee’é"f(l'@I‘Crfée!? nedeinereatedf a

nmessagi ng n@orml Euagtea foPAtcesS St e ’faﬂfydl'ld@;gan@éﬂt SitheQBMREI R MhisRfand he
i-nvention; %Eéegyﬁqc is a screen shot of a logi.n graphical user interface

(GU) of the AsmobiRIAT D e‘é‘ﬁ‘??ftévﬁfﬁf‘mhg 1; V Figs. 3A and 3B

are screen shots of a QIree generation GJ of the rressagi ng conmuni cati on

system of Fi- an&De@ﬁ thngmADlJa%m@sscreen shot of a QIree mapping GJ of the
messagi ng conmmuni catlon yst em’of 5 is a screen shot of a

QTree nodi fi cariodimentspf tbﬁmten@nrfeesdssalgsegger@’ cafEienns o Bedayisgseim of Fig. 1:
. 4 CQct ober 12006hich: :

Fig. 1 is a screen shot of a query tree (QTree) viewer of a messaging communication

system according to an embodiment of the invention;

20  Fig. 2 is a screen shot of a logm graphlcal user mterface (GU]) of the messagmg

~ communication system of Fig. 1;

Figs. 3A and 3B are screen shots ofa QTree generatlon GUI of the messagmg
communicdtion system of Fig, 1; '

25 . . _ :
Fig.4 is a screen shot of a QTree ma'pping.GUI oflt.he messa"ging communiéation-s_yétém 6'f-
Fig. 1;

F'ig. 5 is a screen shot of a2 QTree modification GUI of the messaging communication

30 systemof Fig. 1;



W0-03/ 085885 PCT/ S@02/ 00054 4 = Figs. 6A and 6B are screen shots of a %ﬁree
‘delivery GUI“of the messaging conmmunication systemof Fig. | Fi §Octoper220e
screen shot of a QIree listing GU of .the nessaging comuni cation system
of - 5 Fig. WOQ§8Ey s a flowchart of- a QIree generati FTHCEYY8Y in t he
messagi ng conmuni cation system of Fig. 1; 10 Fig. 9 is a flowhart of a
Qlree deli.very process in the ness connunlcatlon system of Fig. 1.

Det ai | ed Des $Sp?4ﬁﬂ6ﬁrﬂftfﬂ'ieﬁ’e"ﬁ?t§°fdf& eliVﬁVéh{I i°bte BFWagN8r ej naf t er di scl osed
for addressi ngmivhsicaieesyskarof Big. 13 15 nessagi ng comuni cation system for
providing efficient interactive nmessaging comunication in relation to

- both del ayed-and instant interaction. -A nessagi ng conmuni cati on systemis

accor di ngly diigdlivsedehdrtel aQf tcekistinp@hl Pipvicgagingepmniunicticaesiemef nessagi ng
experiencesi rp,g)m ch the system separates delivery nechanismfrom 20
delivery-content. This is achieved by creating the delivery content

i ndependent .of the peculiarities or specificity of the deliverynmechani sm
The system- aIlSp Smaeioarcedadcya@rreebgaeratm@mcesepruﬁhrﬂetssa@mgsanpmrc‘anohor such
interactions.; %/ de the. interactive nessaging experience, the system
"preferably i nvo ves é mechani snms for generating."query trees",.delivering
query. trees, viewing contents in query trees, providing : responses: in

relation tl@ CFJ@@YS 4 fiRRBarkY 2 Q@Feb Qélﬁgl'y §roce§@19§ﬂéﬁdc§sgg1n§&mn§§§n $B/8h;
generating ' f sponse trails", and providing an auditable trail-of the

i nteractions. e ‘'systemis advant ageously suited for delivering
‘interactive content to handheld devices that have limted visual,
‘interfaces. ,Dm“ednes%pétmtgsers of such a. messaging conmunication. system
include a cog‘oser ender recipient, an initiator, and-a responder.
The system i rigttodigsniaef thfrmewonlérrd\mm @réwlesemfowﬂeeee t@@@@ for\a\o 03/ 085885

- PCT/ s@2/ QQO%sﬁgmg communication system for providing efficient interactive messagmg

communication in relation to both delayed and instant interaction.

A messagmg commumcatlon system is accordmgly dlsclosed heremafter that provndcs anl
_ .mteractlve messagmg expenence in Wthh the system separates dehvery mechamsm from :
20 dellvery content, This is achieved by creatmg the delivery content mdependent of the -
; pecuhantles or specrﬁcrty of the dehvery mechamsm “The system also preferably enables

e non-repudratlon support for such interactions.

' To prowde the 1nteract1ve messagmg expenence the system preferably mvolves
;25 .n mechamsms for generatlng ‘query trees dehvermg query frees, vrewmg contents in;
- query trees provndmg responses in relatlon to query trees by remplents captunng
responses sent; gcneratmg response tralls and prov1d1ng an audltable trail’ ofthe RN
' : mteractlons The system is advantageously suited for dehvermg mteractlve content to
_ handheld devices that have limited visual interfaces.
. 30 J _
* Users of such a messaging communication system include a composer, a sender, a

recipient, an initiator, and a responder. The system includes an entity known as an



I ntel i gent Query Managenment (1 QV) System The conposer conpoSes aRgsober 2006
interactive nessage encapsulated in a Qlree and the sender initiates the
sendi ng of the message addressed to the recipient with which the sender
wi shes to i S{®PAEBES The responder is a recipient in recPiCHI0%he Qrree
and thereafter responds to the rressage represent ed by it, 5 while the
initiator, WmcH ébe ei t her E gen er reci pi ent, |n|t|ates del i very
of the QrreeetieenQusrsMapnsemsnt (IRY) Sygjem- |h"t°é’ﬂ’f%se FPYSGT POYEEYE he conposer
may be gener ahtésyage asggmaed ih@ Qlecetaiithsenddeinitiamcthd feadiigdfitieingthget 0 be t he
responder. Ho ot her
conposers. 10m%§g%%%}63&ﬂ%§[m hwha[#ei S?%déﬁﬁgbgig%%& ﬁ%n%ﬁin%?rﬁé\%ntl on, the
| QM syst em i sTegipipiftingegedgofdhe %Treetafnéuﬁ*@reﬁtet iqtperdrithamessaga repseset®d Byitt hat i s an
i ndependens emuetmelmutuhlm&myrsesmgh@gndero&&rﬁmmr@tﬁtelseaw&ysttﬁénthat i's

| ogi cally resb? out s eFo @ etdween the res onde and sender. The

| QM syst em i n<t'ff trieﬁ%cfpéeﬁ'& O 40BEYRY PHfROSEITIE £OTPR mﬂ’{/ ¢458d&nder and
delivers it t0smetdle§peﬂderanathetdaeuenteqheeedreapéndbheowmmwdhdnr may N a second
enbodi nent ndependent entity but is logically
part of t he se% er a%escx%(%gegsd rﬁp&mﬁ&ﬁ% | QM system and equi pnent or

devi ces through which users in the first enbodi nent conmunicate with the

| QM syst eny prﬂfd&foﬁiblhcywﬁtﬁﬁms&n%hlﬁgﬁtbﬁﬁé M ThUEN s R iE UMTRIA as 20 1 N whi ch
the | QVI system | g a server a&i ser devices are rﬁl i ent .devices. In such

a client - ser vEFE NATPEIRRRIY l:’;?é]?‘i"'él""? ‘éﬁelpe’lﬁlgl}f'lf@' SUESSH"ES er ent
capabi liti es amnthuacg®s systemomt isddgicpliy rasiding conige ofland bdmeeserempbnemamﬂi ment ,

i t hat
users conmuni &%eﬁ ~}/Metl %95?63“ 1Qttmrxstalﬂ§é E&.veﬁﬂé&%ﬂ@@!&ﬁt b?rthe V\ﬁx‘él&r%ﬁc? a

preferably forma peer- eer network envir t he functions
and responsi bidlives i@ thsfrespenderatylr woucsteofiiha indtiaoh Jdp a secengtentbedimensribet he user 25

devi ces. 3yst N 5BiinlisHRMENAdefdd8enfiBSS AU iDBEANPUDSGRLskRIer S4Bt em descri bed
her ei naft er V\AthJeference to Figs. | to 9 preferably operates in a

net wor k envi r SHSERt. The network environment preferably 30 conprises a
conmmuni cati on netvvork user host conputers, service host conputers,

connect | on Mo IGIPHEEIB o R SRS, Jepthgm%,mw@m ﬁ#g.nbofaﬁnelnpca' ar ea

net wor ks (LA | e communi cati gn networ ks and e I’T'ESS&?I n

net wor ks, sof %(\m}"@w%e ¥t BHEM 85168 PrefRrsblydpmrian- Seerpewtﬁeweaen

20 in which the IQM system is a server and the user devices are client devices. Insuch a
client-server environment, each client device may have different capabilities and access
control permissions. In the second embodiment, users communicate with each other using
equipment or devices that preferably form a peer-to-peer network environment in which
the functions and responsibilities of the [QM system are shared out between the user

25  devices.

System Environment

The messaging communication system described hereinafter with reference to Figs. 1 to 9
preferably operates in a network environment. The network environment preferably

30  comprises a communication network, user host computers, service host computers,
“connection host computers, gateways to other networks such as local area networks

(LAN), mobile communication networks and mobile messaging networks, software



6 :executed on the various conputers, and user equi pment and devi c€$.SdHos
as nobile phones, personal conputers, termnals, PDAs and the |ike

per sonal communi cation devices. Internet connections and w rel ess

conmuni cat i SHE3REP8He used in such a network environnmentCT/3502000054  Nany

di fferent conmunication protocols nmay be enployed in facilitating

communi cations between the various pafts of the net wor k envi ronnent, such
‘as TCP/ I P, X. seutef gpiie varpysompwers, aa%v?fc,eﬁ%?r-‘atﬁ‘ devifes privtsoedils and anal og
and/ or. di gi ta{lhowlp&@oﬁal’@ﬁ@ﬁ&@&érﬁmals/Nlﬁ\@and tM&eeeraupﬂrce@mura&a&on aut henti cati on
(SSL) pr ot oco Phe R Ryt e Rt st G GAr bR B3EPe " nreract

t hrough the nvswgﬂnmgonn@tmnum cati of system’ forﬂ exanple the locality and
time of acgessing the network _environnment, there exists a nunber of ways
by which the users nay use user .devi‘ces to-15'fdciljtate such access. In
one exanpl e, Mpw difteesp Caé\mua'éatﬁapmm%w%ée'awwdalfﬁ%‘ﬁfltlnécwawamaf a short
nessage ser VieveeShByarivRgaagifig neevikesvihhal siciactcmmpsx as; 1sowil i ent devi ce
LESTI‘OIC’;](r)rEmrnJm tﬁ‘erra:?iSiyﬁchronousq%%vlocéis anganaio&ancp%rH}%lti‘il%ﬁlg%gaﬁgésesﬁ n. gi \M('zz)lr(rput er,
whi ch functi O\M@rmpraprla@e?uthemafd’awct@crymoabroa?cqiwwmlq’)@dl forexamplronput er whi ch
is part oflothﬁcﬁggom{lgyee(ygLf}Q&g&mt to access the nessagi ng conmuni cation
system The user then establishes network access authority, for exanple by
enteri-ng the appropriate' identification code and password. The connection
host conput erDaperdidgio sir@te@®ss wddr hich hiyers indrenthramilese mbwagiigpr opri at e net wor k
resources ava QM system Such
et vor k25 aqEuainftbPahaR, H2ShmCle G SR LGN, b ol B Y e caagi ng
access, and eﬁtﬂdlronm@ethgmwﬁtsmekwafeéle‘s*sm@elésr@alb}' s esddevichreto user may

thr ough the UsEfiuEexh GRS OMTHOEGEADIE Wi ukdd devitl RRY cmgéonwrﬁdmpﬂok@
respective user devices in_either t he peer -t Q- peer client-server

networ k envi r SANEMes8ee PR (S ”@Wéﬁ??eqe‘”% ”&'B‘fhfﬁ?fi“%‘litaf?)ﬂ‘eb‘r%‘t“&?d*b‘l‘ and a
user devi ce wohimuaisSaiAtedQBIGHitskaineheaich-afvehienebrag®irordnftnough whi ch an
interactive nmessage is sent preferably constitute a delivery channel. For 4
Cct ober 2006

In another example, a user may through a user host computer, which-functions. as a user
20  device, diala éonnection host computer which is part of the network environment to
access the messaging communication system. Th.e user then establishes network access
a'uthor_ity., for example by entering the appropriate identification code and pass“.'ord. The
connection host compﬁler verifies access authority, then makes the appfopriate network
reso_urces available to the user. for communicating with the IQlM system. Such network -
25 access include, for example, Internet access, instant messaging access, and etc. Once éuch '
network access is establiéhed, the user may thfough the usér device communicate with
other users through the réspective user devices in either the peer-to-peer or client-server

network environment.

30 Delivery Channel

A communication protocol and a user device with associated software and/or hardware

through which an interactive message is sent preferably constitute a delivery channel. For



W0.03/ 085885 PCT/ SG02/ 00054, 7 exanple, the conbination of _TCP/IP . 200
e-mai | nessagi ng communi cati on constitute a delivery channel. OJcry “fb
Wth reference to a screen shot showi in Fig. 1, a' query tree (QIree)
viewer 100 30 ®/085§#ssagi ng communi cation system accor di REEHN¥nbodi ment
of the invention is descrlbed A QIree 102, an exanple of which is
shown.in the QIree viewer is a datfa tree structure having interlinked
dat a nodes reeﬁi“é@“el‘ﬁeét’ﬂ’/éat‘e'l' Oféﬁ@‘) (TP endrezfpali mrssapipg CHIWNCHEREYSEHC By. a sender
t hat consi stSdeNer)achSﬁtel of queries each of which may invoke a 10 response
given by a'responder. Such a data structure preferably encapsul ates the
.interactive nessage in-which the set of queries together wth options

and/ or attri bdeasiree described in detail 'hereinafter, provide interactive

content for fwgh lereré\&atagsaréahe{oa%weFlgrr?%%aayn&(@@W“deogna In the Qlree
102, each of-the set of queries and respective. options and/or attributes

i s preferabl y"EifeRpSUIBERIVSY SR BRHneP a’fﬁi‘l‘bf’ij‘ﬂ‘le'é °8‘éif HVEHaRE 15 (1ines 104
to -126). Eachdeafribédhe QTrkd |opl a@ exhaipl of @blietsis (v imthe QTraeEevldd 400t B a 1AH)

. is.preferably nde ructure. of the IQTree
102 in which l{eﬁatrucl‘u eq1 ar%lng ke%%tét?' d(e)s r(i?rfsre]rg%tlviapantrr?tericélés messa pl’ ef er abl y

| ogi cal |y andcomP@;SF@lPxﬁﬁe@dat that C*Prmsepfq achéduerleﬁ efad'rcrfwbhbmaﬁﬁrcé(ea 102. 20 The

Qlree 102 |6TBYreJ§€ns¥Lvﬁ¥§ﬁ£} S péHer. bm%@ﬁggth\!ﬁre%z‘b‘m%hﬁﬁes ehat provides a
set of interrelated queries for faciljtating duery Erlrocess during the

i nteraction.” MHREFE® MEssage i wjgh ‘h?)sd@f@?fi“ﬁ%“’?ﬁ‘ﬁ‘)W‘H‘rﬂﬂ“ﬁhé‘i"’é‘ﬂé *9nly one such
dat a node exidetcsibédrin éagihefihafee, ptdRe intsadcve cantdﬁfoafdﬁﬂ)rdﬁng)lhefaarvam y being of

the hi ghest %{fgga%inggc)éhrhhilcatllo%r i Trg{lo laclf-hiomhg qu{ 2 nerg(gr(rj 3 £| pes 104 to

126) in the uni que | i er pre era en |“Tt|es each 25
Qlree, 102, cwbprs@weatrioes jspefeablisnspivkied singrasieaf muam&dﬁhe“?déﬂ s preferably

only one . nsd;.aaaqex ©fi28. mh@ﬂhél-rqatlpléﬁagrlfb% (aL93fnnreefoart@bJ6ylssgre%Jb@ts of a
nunber - of data .node a mggquer based-or the |ike

content; her él"iXrRa enfdéﬁaéweéathfdata%m%ﬁ@%yeQRBa 0 VERBEREYIOPE fies 104 to
126), and eachvdédlirde 10dan i26pire prefembly 1@ altyand Rierhrchitatlly @taldkyd toli@s & uni que
identifier. E?p,[ge,g}l.ode (any of lines 104 to 126) may be linked to any 30
nunber of child nodes in which a child node is preferably of a |ower order
in the hierarchy than a parent node. Any QNode (lines 104 to 126) not

i nked tO zan)’ﬂﬁ@"ﬂra 1013316@ t(e'vleW@cBas:hQ@lnteractwe Questronnalre" that provides a set of

interrelated quenes for facilitating a querymg process dunng the mteractlon There is a
- root node (line 104) and preferably only ohe such data node exists in each QTree 102,
-such a data node preferably bemg of the hlghest order in the hierarchy of multlple data -
-nodes (lmes 104 to 126) in'the QT ree 102. A unique identifier preferably identifies each -
25 . QTree 102, each QTree 102 preferab]y has an owner, and there is preferably only one -
_ mstance ofa QTree 102. A QTree 102 preferably consrsts of a number of data nodes
. (lines 104 to 126) havmg query- -based or the Jike conlent hereinafier refered to as “Query
Nodes” (QNodes) (lines 104 to 126), and each QNode (any of lines 104 to 126) preferably .
has a umque 1dentlfer Each QNode (any of]mes 104 to 126) may be linked 1o any |
30 number of chlld nodes in whlch a child-node is preferably ofa lower order in the hlerarchy '

than a parent node Any QNode (lmes 104 to 126) not linked to any child node (lines 106
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(dines 112 and 120 to 126). Each child node is preferably unique an

| i nked to onI(}/ one arent node (lines 104 to 110 and 114 to 118 Each
QNede (any & ‘W"P@ 104 to 126) preferably includes cont®SG0E) # ng to the
5 respective query and a set of opti ons and/or attribut es and in the case

A R S R e S R

attribute is iphgdeeroablyynt pandaeabdt Ginest 104 e’aswan@jne‘i ©ohi8)d node (line 106 to
126), each option or attribute linking the QNode (any of lines 104 to 126)
to a child node, whereas | eaf nodes are not linked to any child node. The

content in eaddsh RNeddamyof [ingr}04dp 176) pretsrably includes porgant relgingya thsf  t ext, audi o,
and/ or vi deo @ipedtheqletyand & nbeptionks dRbuributed BidGn The Eas@6CASS héte (mkeher

tit t t t
Chrough the ghedlayL S ararREroHarterie: ray APl CndlpSuPlradBint tach Qode
(l'ines 104 t oind®Bj at lasidngpdpresratvlibptesséferhigylinked © atlpasoehe dhildmodedfitenar e. 15

Dependi ng on io n hi o qgany of
Thes 104 Lo B e e el G ER by oI S5) U

126) is pref etodpWrersasiaaf eadeyas ohlnket @ spshddnodnas C%‘B@él"fei“‘é Q¥t¢ d node is

chosen based @ny dfhieeshognoozs)Fhsabé 6r3dx€, alidibndios viagddr kiR Gike EBRAMNIFER@L USE

i nformation V\{‘l r} ﬁ’ l tg responses tot t he g‘ber ea hf or exanple
relating to trfE Of acce?é“ﬁé’ S e“bl’es EAPTSEE M PO P SETRILY 84 ey i ncl ude
sone prior Zosyktmwr@!dlgdae gatcifags to pthsponoks maypalsotvecagsuatddaseacloQNbe par ent

nodes. Only ﬁrmesqm Lbd26)068 .le§rab?sﬁ‘cfh%g@ché%c&le@ﬁ%&“@?@endl ng on the response
to a query relating to a lines 104 to 126). To provide interactive

messagi ng communi cation, the Qlree 102 and multiple QNodes 25 (lines 104
to 126) ane sre@tendur@oeﬁ‘rer@pon@a)glaenrfasmmyderassﬂgwbsQNMH(@Ayotfhﬁkss’pmder W shes to

comuni cat e. rably
del ivered to ggmégﬁ%ﬁc Qedy“élg’gﬁ &%ﬁ?ﬁf‘g?h‘?ﬁs 10%@&%) ‘%%retﬁ'%abléﬁpq?ﬁ‘ftgerﬁct ive
messagi ng conmmpanse atd aopecieshildnde is kinsabatee prethnlatit eThedsgiath@Begslicon,

i nvol ving t hey,(JTh6eselOrmat EwIRLAE ot Pt oqlme LA e d LlidsPlofextdiades (i nes

104 to 126) to the responder during such an interactive nessaging 30
communi cat i on"REELP B YrespesadyQraingsb e esropder. apd 'H?Yéi"‘é‘l‘dé KO ODr der of the
mul ti pl e nodeowleltcnedork&forsa td B Yueties tb the pd2he eeles] @A)y snbelid nade@ode (any of

lines 104 to ;;]rgf@r)ab@];hogcm%epending on the response to a query relating to a QNode (lines 104 to
126).

To provide interactive messaging communication, the QTree 102 and multiple QNodes

25 (lines 104 to 126) are sent to one or more responders with which the sender wishes to
~ communicate. However, only one QNode (lines 104 to 126) is preferably delivered to a

responder each time for the duration of an interactive messaging communication session,

known hereinafter as a QSession, involving the QTree 102. The order of delivering

multiple QNodes (lines 104 to 126) to the responder during such an interactive messaging
30 communication session preferably depends on the hierarchical order of the multiple nodes

(lines 104 to 126) in the QTree 102, where a QNode (any of lines 104 to 126) of the

highest order in the hierérchy is delivered first and a QNode (any of lines 104 to 126) of



hi ghest order in the hierarchy is delivered first and a QNode (any 4%ctobe'r21896'3
104 to 126) of 4 Cctober 2006 WO 03/085885 PCT/ SG02/00054 9 the lo

order is delivered |last. The responses provided by the responder for the
queries reM®M88%8%0. t he QNodes are delivered to the serf4@SGaMNMHg t he
imteractive nessagi ng comrunication.session. .5 The sender preferably uses
the QIree viewer 100 on one user_q?evr cé to vi ewthe Qlree 102.and multiple
QNodes (| i nesher®est gdef salyliversh1apte TRHESPPEETENER bY BhreeRoadesfon e ¥ERd. uses
anot her user releing cethd QNodeS&E Ydivaeitko e sandoderifghledaerainy medsagiignes 104 to 126)
at a time and, respand to the query relating to the Node (any of lines 104
to0.126), thereby reciprocating -the interactive nessagi ng comuni cation
initiated by the sender. 10 Types of QNodes A QNode nmay be static, which

means thats i tThe Sen@dr pRtcRMIyQEsiHRA RS ik LBD b@rsheqter Bevidl kD Bow @& Tféynam c, which

means that it bs crea sl on ild nodes are preferably

i mpl enent ed alg gyt H%%&%d Uﬁéﬁ“ ‘ﬁ@%ﬁth%&'r regen el‘rlolng’er‘i’S’db'?“é)gseﬁot | ar ge
and the cont entthétbseodevich® redaivk ehdvizdame QBoderiopnf ref tidgo ksnat.a tikeatd ¢ QNodes
are al so si es are
_easily generrg% g@‘dﬁgﬁﬁgﬁ |flté (ge{ﬁtgooﬁdw&*%y Aggh({ag(hpégfrtﬁ%ﬂ;e gmg\{g% i f any,
of dynamic qthfdétgracetrvemﬁ%swrercammynlgﬂéwemartebpydtﬁsrwgr a QSession. Hence
dynam ¢ QNodes are nore conplicated than static QNodes and may 20 require
access to an gxlerBRLjeserver which provides the logic for the creation of

t he dynam C %ﬁd e content of a dynami ¢ (QNode generated during a

QSessi on i.s  HREpderma by staticoHigharrans has g 1 aeakd gufies s rreeopehtRRee Pesponse

‘nodes or RNodgganflgsaich heths lhhﬁfrebr%tfdtdﬂfmgtaf@essﬁfnecgm{bﬂ@taﬁ(i)rdﬂéﬁbﬂ)ng t he

"~ QSession. .25 The gener of .t i on specific.
- Generation of "t ]ﬁme"geg i Stg Qmaﬁoc}i‘ t%e By Sl °§8h1]l9é'°%§rfg'ﬁtd%rﬁ? angﬂ”eéx't'eé'?nal _
events,. for Oé)hanlpldelodeﬁ alkhovorbeforrq leed |S1rms Raioées pieialsesmplesnd t@pe change in

weat her etc. dmr@v&,t.sn %Iaﬁyﬁﬁs%tlp RiDlies B el Qreeaseea smemgtofofserence bet ween
a static -Qode and ynam ¢ de in re tion to the QWkssage received.

30 ONode Properties Every Q\ode al so pref erably i ncl udes properties such as
time of creatThebgnte@Mae Ehild@abdds, if any, of dynamic QNodes are preferably gencrated during a

QSession. Hence dynamic QNodes are more complicated than static QNodes and may
20 require access to an external server' whrch prevides the logic foi-the creation of the
o dyna_mie QNode. The content of a dynarhic QNode generated during a QSession is
" preferably archived aleng with the corresponding teéponee nodes or RNodes described

hereinafter that are generated during the QSession.

25 The generation of these QNodes are implementatien specific. Generation of the dynamic '
'QNodes may also be dependent on external cvents _for example, fa]l or. nse in share prrces,
sudden change in weather etc However the recnprent ofa QNode sees no drfference

' between a statrc QNode and a dynamrc QNode in relatron to the QMessage recerved

.30 QNode Propertres

Every QNode also preferably mcludes properties such as trme of creatron ‘owner, and

‘access permissions in relation readmg from or wntmg to the QNode. The access



aceess permissions in relation reading fromor witing to the QNodgs..JR800s
. access 4 Cctober 2006 WO 03/085885 PCT/ SG2/00054 . 10 perm ssion of the

QTr ee preferably overrides the access perm ssion of the des in the . "
QTree. Cont ¥RWOH8Sa QNode 5 A QNode preferably consi st LEFCEEHIRNt . and
opti éns and/or attributes, and these na be textual, aural ar visual in
nature. The content of the Qode may vi de. |nfornat|on
questi on, - r eiB¥EOp §fth RiTse h‘ﬁ@f“b‘?’ i°"°d” % § 2PHRPRETO e Qt“bd‘ish’é‘hbptl ons
and/ or cattrubu&es or any conbi nati on of these. The options are preferably
devi ces through which the responder selects froma list of child nodes
linked to the QNode. The attributes are 10 preferably user input devices
such as t ext depntsats offadiModt j e ds- or -data entry/attachnent fields for

. enabling textA QNo&etaerwmroxsrhyoftheenreappraﬂlﬂndxtwm.setsestﬂm dyibk d nodes
l'inked to th esponder may be

.text content t%r‘taﬁ\l‘%? &r d‘é‘iﬁ ’ﬂéb‘”re ﬂb“r‘fB’ﬁ?:"é%t %o °85ﬂabe§V‘g%‘aF°a?af‘P? ‘but es t hat

. enabl e the r geondetion, ceqesnt fer infomtientirasthelsposiet ©Xite, optiasiaidor vi deo, a

- QNode is prefera

~relation to't

" conbi nati on QlbAESS o NG Ly RS, SORLEALY R CHAYE gl © Every

_ socra e a child
 node, the. aphd fﬁ@aﬁqe@ﬁ‘eﬁf frs'mehstpbf@r'@:nqéeqlnlgedd@pe@derﬁ Toﬁattfﬁ@esraefsponse f or
~selectingd heyrgbihdidustagisi devrcamcrraeeptgneetdmercelotherenheattaheneseteeetl ‘on of an
an-attribu

.option or dat usin
O Bt | o PG e o i o RED® (Bt o st Rar 1 nog S ey har dviar &,
_ _AI t er nat i vel yQNddheFor bxagipte, qranesiient Belpaesgedér nap beectcontan s/ithrreldetingd ‘a human '
‘user instead ﬁ&ce@ﬁor%@@yd %ratmbu'tegthavggdb?ehhqusﬁgndbng rﬁ&l E dn.t gnicl'prb %gess n
€ C e

I'S stor er wt ent1ty of” such a’

- .user making ol sicombinatimppl tesrn g other bt degierin 25 i nt er acti ve.

. the, responder and in t clien

chat, =t he.y esponses provi ded by a recipient are sent back to the- 'sender and
the - sender b %dLon t he responses nmake deci sions on which chilld nodes to

- choose: -The I%—%—%@’s%enti al |y deternines which child node is preferably

. sel ected basdﬁ/emQNonplebrefembly atsogatpdwidiriogiafockee ptecandedctmynoctehee responder

The | ogic i-s aBEl%btﬁ)b%}SJUYh ng bgﬁé de%(glbgtgonttbbgrggblr%b forg’eq)ecmgttpe d:hhc?nordgr ent nOde to

server network environnment, the-
The response may elther be the selection of an option or data entry using an- attnbute The N

. logrc may be programmzmc in nature, which may involve software codes and_/_or hardwa_r_e. . o

S

o A]temauvely, the logrc may be dependent on decrslons made by a human user mstead ofa

: [computer m whrch case’ the selectron process m relatlon to the chtld node rs stored R

: ';-together Wlth the 1dent1ty of such a user makmg the decrsrons For example durmg an i<l k
25 _'-mteractlve chat :the responses prov1ded by a recnprent are sent back to the sender and the ""

B sender based oni the responses make decisions on ‘which chrld nodes to choose

_The logrc essentlally determmes Wthh child node is preferably se]ected based on mput to
" the parent node provided by: the responder The Ioglc is preferably not dehvered together' -
30 - with the parent node to the, responder and in the client-server network environment, the

' 'loglc resides in the IQM system.
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RCT/ S&02/ 00054 Il In the nessaging comunication:system each. Q\Iocfe c%eyZOOG
al so have logic, for exanple in the formof software codes, enbedded

t herein, i nWh3@s8&uch | ogic all ows the QNode to have C%C|:Ta3§i0¥/90954es
t‘hrough such software codes; for providing access to other applications,
sof t ware obj ects, databases or servers'that may reside on equipnent or

devi ces ot hernfhsasssaeipgrommyaicatigeeisiem. sar QiNade BaY rotharaipsie. s cramplsani ng
conmuni cat i onhéefpad mm@eameest dnbadde@theremUR hhm@eﬁsglmwom%emee fohr ough

I t t Ki ch nne on ters and
grg:t 2\\//\/:95 tn g 0 rﬁe‘!ag ll't“ p‘%gflg};snshergwgeg@ g) 6‘” b%?cé?sﬁﬁloﬂ‘eraﬁ%%"r"ff Sessi on

(Sessi on) staftvge gy, dtabsetor rute gt may 1Shidesds eqnspratwt irndevieslothy that he | QM

systemto a rtﬁé&@&@ﬁée m@L oeaﬁtﬁouwmeésmg cerﬁlmmq%n ss/&&#'cfmecaml af node of
the. QIree.- As each R%Treels identifi by a unique identifier

and the QTr ee%cr‘af‘F@SSl'Bayﬁ’Fé‘F‘%er%‘BF %'F‘@Pté’ﬂ“”f"flf‘"é"E@P%‘F"é%%ﬁtasd%{t“%“g‘? ore, a
QSessi on nay Hoe compuidradnd gdlevaysi@iothed detloyks. QVessage An interactive nmessage
that is delivered to a responder, which preferably consists of Nodes of a
QTree delivered to the responder during a Session, is called a Qvessage.
20 Each %ss@gﬂd@ﬁj&_have a Qwessage identifier. Wen a QSession is

i ni tiated, gt R8s Sy isSssidh RIRERR) Yar@WhQ a9bof fleBr HOTAUR aliflgRi if i er. Al
Qvessages sent to responders preferably carry a unique identifier, and

~each uni que i BRYAM PFEP 1o rasponsier and prds whenghe repordergecersssieaf ofe of tient i fi er and
QNode i.dentif@®ee.or any other information. 25 Response Nodes Responses
given by the responder to queries in a Qlree are preferably captured using
a "Response Trail" (RTrail), which in turn is preferably nmade up of

i ndi vi dual ReAyreth&NodnpleTreeRMdersifiyd by a30iqThidenifigrand thpREfeesrazebl y. i ncl udes

i nformati qn ahquthol Q& eFig P& istedt BRPANE Qe R mby t;mnamtame'dr“dteﬁrﬁtg%sn of
delivery of the ree. The RTrail is preferably associated essi on

during which a query process associated with the QIree takes place, and is
de5| gnat: ed a Qiviesspge

An mteractlve message that is delivered to a responder, which preferably consists of
' QNodes ofa QTree delivered to the responder durmg a QSession, is called a QMessage
- . 20 . Each QMessage may have a QMessage identifier. When a QSession is initiated, the
QSessnon is preferably also glven a umque identifier. All QMessages sent to responders
. preferably cairy a unique identifier, and each unique identifier may be a function of the

QSession identifier and QNode identifier or any other mformatlon

. ,:25 Response Nodc

Responses given by the responder to queries in a QTree are preferably captured using a
“Response Trail” (RTrail), which in tumn is preferably made up of individual Response
Nodes (RNodes).

30 The RTrail preferably ir_1cludes information about the sender, résponder, and time of
initiation of delivery of the QTree. The RTrail is preferably associated a QSession during

which a query process associated with the QTree takes place, and is designated a unique
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corresponds to a QNode and each RNode captures each response sent Re
responder. When a QNode is delivered to a responder, a correspondi ng RTrail
i s:preferabMPBP#siSed at 5 the 1QM system However, thdiC@7/SEA00FE speci al
Qlrees for which the sender may not need a RTrail to be created, for
~exanple, a Qlree that consists nerely ot information and the user
. responses ar e":ho"t“lﬁ@é?EIPfetab‘YF?i@S%"éﬁ’fd‘é?QNﬂ?a%ﬁb‘“ﬁ%‘?%’é‘ﬁ%ﬁ%ng to the root
" node del i ver Reohss séhl BOhdregbrdcabl y created at the 1QM system and the
"RTrail is preferably conpleted.once a |eaf node is delivered to the
responder. The RNode preferably captures 10 each response given by the
responder upoWheraQNaik isaitlivieted toragegponisea @trespbraling @Viralyis prefiamably breatedRNode may
i ncl ude togentﬁe Mt&s@% TH'%]@eJél wek%ayﬁé %E@atl Ebrl"%esotf)r »Llhgl tﬁeeéggd%[:m? TrBEeRl\bde may

. al so store resp onder tokens such as t gaﬁ signature o responder
" The RTrail gﬁed aRTgil oibg Fieatedh fop prrEPIe YR Tresg Bt eAnpigs t"Pfé]Y@@Q%’FftS‘ﬁ" anfihe _
r esponse, tOkﬁﬂSsen’é@Sr&@sf‘adﬁI’ot ts0fueI0 $he sénaét. hﬁﬁ(@lbd’&bbh&ﬁorfdﬁi@&hdd 136 nbdte QSessi on

may be perman ore for n.a 15 da qr t he duration
of a QSessi Onge?)llyer%?ifl% also pr&%érab Cy crea?:)é a{rpe 150 systerbéndg }{?rans\?reét\sz ng an RTrail

There are a n@m@tedgtﬁceménooé lswle/wech'g ttgmespohdai [The Rrﬁndleudfervglysirmmsng the
conpl ete Qfregeh @%ns@é{l\[@ﬂ dy ti;ms%arta@lrupop;mmmlexe g&@mt% bhe, & J}ﬂ%

Col I ati on/ Summar rail Asmg}}g Qlree may be sent to

responders. TR EEY Fghdrgoeantveims dhstdjelp sisaajuse @ﬁ*?erﬁﬁ%ﬂebérhéﬁﬁa‘lfl“é‘yof obt ai ni ng
statistical dasoatoidregasbﬂda:rtbl&%suemmmséaa s@ﬁatarh@r&m: resrpefﬁjpmdemmm mﬁy

col l ation.

nt ..of
e based ol TvErg R isBRulE Retesaon ofl Raps SRLERRE PATE e whi ch
det er m nes wh&d lr&fomeega@m@d\e Qﬁessuiehuaw@rp@uhan@tlnstme@;mmdzermle itwen if a QNode

delivery is t(ﬁdtagﬂgrtgxqm cﬁra@@rl 6f‘£%$¥ssgpgl'a'ﬁ€r tﬁycoﬁp]etgﬁro?gQg‘gﬁm er, which are
descri bed herel nafter, is to wait for the delivery time to expire

Viewing an RTrail

There are a number of ways of viewing an RTrail, including showing the complete QTree
and RTrail together, or merely showing the RTranl
20

Collation/Summary of RTrail
A single QTree may be sent to multiple responders. The messaging communication
syStem may be éapable of obléining statistical data from various respbn'sés of these
'responderé for collation.. The content of an RTrail may also be summarised.

25

Time-based Del ived’

A QNode may have a “Delivery Time” Attribute, which determines when a QNode is t.o‘
be delivered to a responder. Even if a QNode deiivery is triggered, a Delivery Engine or a
" QTree adapter, which are'described hereinafter, is to wait for the delivery time to expire

30 - before delivering the QNode. This may be very useful for providing reminder services.
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- rem nder services. 4 'Cctober 2006 WO 03/085885 PCT/ S&2/ 00054 13

time wi ndow may be specified during whi.ch a response is to be nmade by the
responder. WHBOHB¥e, the response is considered as "outPESCGHHE,

Locati on-based Delivery 5 A QNode may al so have a | ocation dependency
attribute, which ensures that a de 15 delivered to a recipient only if
the reci pi entAlfosa fime Windey mpychyisegeileheunipg Bhich 11sipense isapbsmese byutheTr ee A QT ee
“is preferabl yepoasi deeme RN Sipsise Ricorisidetha “s@begtesb.on of a particul ar option
or 10 inputting to any attribute of a QNode | eads to the delivery of

anot her QNode. Any Qfree. that does not satisfy this criterionis

consi der ed i loosten-bisehbelivéigner ati on of a_Query,Tree Wth reference.to Figs.

2 1o 5, a pref 9&5&%@ esmagtatgf?@e%@ucpgmﬁmmrﬁ& ehs’%re@ﬁﬁ&f@@&g id 015
detail. To generate a Qlree, a sender: fi*rrst perfornms a login to access the

nessagi ng c'd%?mfﬁdéhﬁre‘aﬁe“w& dthedsipifgt iningPARHI dacati9Ber i nterface (GU) 200
shown in Fig. 2,.which is executable fromthe sender's user equi pnment by

entering a s%msm user R1dent| ty 202 and password 204 or using anot her
secure auth ni sm such as secure ID, SSL authenticati-on,
etc. 20 - DukRmhge tsmsfqmbb@esssdereéC@@rﬁtFMrtlE/SHaqﬂdmafra@a@elﬁp@nmntor known as a

QTree geng§ atlpgunang tddAG attrBBE %mme GRATTMAL 6L LD Br SYRE @R A eyRR! Y
- logically residing in the sender's user . equipnent, generates a QIree using

i nput provi déEF“B‘EFSP%éat§@ﬁ'He?"‘<t‘ﬁPSﬁﬁ‘ﬁ‘d%fewnﬁﬁﬂ“ shown in Figs. 3A 3B and |
- 4. Such-a corrponent provides nmeans for generating the 25 ONodes of a Qlree,

either.static LY, pa The Qfree is then submtted to the-1QM system
Every. QTr ee crea‘[’-eaﬁ—nﬁ?fft?(-rway is associated with attributes including a
‘uni que i dent i Witlereferengerio bigh @it 5, a pieferred myfcessobgenerarmg a Qidkeeatdsecsibedier mi ssi ons.

- The owner 10f REPITFELLRY 2 BFred aUSREr firs PerfoRths AoHEMia6Rss @R fdabigg 't o perform

the task of creating the ree automatically on behalf of “the user.
: .- communication system using a graphical user interface (GUI) 200 shown in Fig. 2, which

 is executable from the sender’s user equipment by entering a set of user ldentlty 202 and
password 204 or using another secure authentication mechanism such as secure ID, SSL
authentic_a_tio_n, etc. | |
20 ' o
D_u.ring the process; a software/hardwaré_component Known as a Q'free generator in the
: n1eesaging communicatioﬁ'system, pre_fc'rébly logically residing in the Seﬁdef’s_'uscr_
' equipment,—-gener_ates_ a QTree using input plr'ox}ided'byl'the' sender ‘through'a GUT‘300 '
- shown in Figs 3A;3Band 4. Sucha eempOnéhf pr.ovid'es means for generat:ing the .
25 QNodes ofa QTree elther static or. dynamlc ‘The QTree 1s then submxtted to the.IQM

. '_syslem

. Every QTree created in this way.is a'_s§ociate'd_wilh attributes i'ﬁc]uding' a ﬁnique identifier, _
an owner, a time of creation, and access permiss'ions. The owner of a QTree may be a user e
30 ° oradevice delegated to perform the task of creating the QTree automatically on behalf of

the user.
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generator, a QIree is generated starting with a root node using query and
option entry fields 302 and 304 and a pop-up menu 306. Th1$§?ree gener at or
t hen enablé@’@ﬁ@mg%nder to create the queries, |ogic antFEH%Pe%fodes using
t'he sane devices but selecting dlfferent options in the pop-up menu 306
and using entry and entry/selection 5 ffelds 402 and 404 in the GU shown

in Fig. 4, and SHeWelyreesneasier e Jesiteearae! yastineyihasond noss s ingfyenos. The
creation of tdueopiokentnafibels 3@QANade®, and oghipapardu T6i ITek QDeegnsrayr thdae done

manual |y or a&&@&%ﬁs&?&e 4 crgélte @ie !ascl% ic Hd%ﬁfld&g&%ﬁng}é% CtdQVl QQutther Qlree

may create a new ee provi ded t tant data struc ure is a
Qfree. The ne%??éfg‘lgﬁﬁfeéﬁofrﬁmwswhﬁimnUBV@QWM'@BWW"(H@@S/S%tIOW estrict a

??X r egBt 0 any mrsubmdarm ﬁlt%eztuﬁmn@mga Qﬁ@ﬂf tmﬁw gef?@gebcﬁlt?om I n Fi gs.
an ma nt e unen ut is no
restricted toW‘Bé ‘VEBé %ﬁ gge@ﬁf‘rﬁami%fatﬁf@ot@?‘?e iNbdéﬁg"rgé‘taf‘%FP”ﬂP%%?g is further

illustrated usidoge manfidllywehamiaticligtya demicési g. 8, in which the process begins
with a sender in a step 802 performng a login to access the nessaging
comuni cation system In a step 804, the nmessagi ng communi cati on system
checks if theligkipgroe QTece o apather @ Tpsatey pbate heew e vidgd e mseiiantedatei on system

| f the senderswd@ude$s a@treed THEUNEsChgthS BSmmBlidan shdentihrbragbly SodhRSthRiiomd in a step
806 and the p {)_ﬁcess term nat es thereafter. |If the sender is a valid user

of the nmessagih§® COMMIFICRATS%n system the process continues in a step 808
in which the sender creates the Qlree and set attributes in a step 810. The

25 'nform’ﬂl%e'dﬁ@&é&%@n@ya&hﬁo%ﬁmﬁn% &%tanwmygog Qé/.héxe%t gm and

archived in step central o ocal dat ependi ng on
whet her t he n¥esbgedfigcutsiinbinisoat edietdjasheaksbrigsedennf i gured to operate in a
client-senyer or peer-to-peer network envi ronnent, respectively. Updating

the updat ed QBALS? sripprtuds B uiit Nopede ol Pur Btk ed new
properties suelicteabe pomerbsginspyithursergeren a stepcRo pefrfoemng algintd aeesothe creat i on.
messaging communication system. In a step 804, the messaging communication system
checks if the sender is a valid user of the messaging communication system. If the sender
20 s not a valid user, error handling is performed in a step 806 and the process terminates

thereafter.

If the sender is a valid user of the messaging communication system, the process continues
in a step 808 in which the sender creates the QTree and set attributes in a step 810. The

25 information inputted by the sender is sent to the IQM system and archived in a step 812 in
a central or local database, depending on whether the messaging communication system is

configured to operate in a client-server or peer-to-peer network environment, respectively.

Updating a QTree

30 When a QTree is updated, a new QTree is preferably created with the updated QNodes. In

this case, the new QTree maybe re-assigned new properties such as ownership, unique

identifier, and time of creation.
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QTree or delete QNodes in an existing Qlree to obtain a new QIree. Wen a
ode is deleted, all related child nodes, if any, are preferably al so
deleted. 5 WRd3eEster may al so "cut/copy” QNodes from oP6TEFPEE0ENd " past e”
these onto anot her QIree. However only the contents are preferably copied
over and a new QNode identifier is cr&ated for the every new QNode. 10' In
the process described with reference to Figs. 3A, 3B, 4 and 8, the

][md: L [ cgg izon T8¢ sSegder @y BReldS CREJ o BdletOUboddSin B e8dtihE YTAOG o@ﬁinra)ﬁé\ig' : $ﬁt ion
|1 e S a | Ml ew n ree ere
are, many ways* of" %W‘ W’ﬁ’g\’% '%Peégna"é?ﬂegcﬂgd "0% Fe: '8 ’é’%@%ﬁr aﬁ?\ Fig. 1in

whi ch a Q'I'reielewewer 100 is shown. There are a nunber of ways of viewing a
Qfree, fors exanple, by displaying all the QNodes with their properties.
Alternatlvely the Qlree viewer 100 may start with displaying the root
node and its 'CRFINEET ABHBIE “cytiery” Q“@Fﬁslﬁﬁmﬁbﬁ%“e? ad Spplecthesg onp prothsie| ect ed
child. node igrr&hormewst sty thé Sonehis hrel pldRABS cofiedandt.andh@ewBr0@e gktied S 20
repeated for eacrtrcl h||d node 1Qedllverl ng a Ofree A QTree may be

del i ver ed- by.” ¥He (@\}Tceve 85 AN enumber  of responders via any appropriate
~delivery mechani sm such as |nstant messenger, wireless SM5, or the like 25
conmuni cagg-ony, ﬁr@ﬁr‘ébe@@&scr%tﬁr@f@re%%rFlgseYA 68, £fnd8, ne&&m@% Jrgsponds to a
Qvessage, the response is prefera sent to the %\/Is ystem where the | QV
syst em proce<¥ee it ‘ﬁ‘g'efl é%‘p‘é‘ﬁ%"é‘"éﬁ‘ﬂ’ edéﬁ%ﬁﬁﬂoﬁﬁeléﬁwztaf‘@ 4t PEhPWhin| ogi ¢ of

t he node, obtrai.Bs the next (QNode and delivers the selected QVode 30 to the
responder. 4 Cctober 2006 WO 03/085885 PCT/ SG&)2/ 00054 16

Viewing a QTree
15 :There are_many \;vays of viewing a QTree, and one example is shown in Fig. 1 in which a
" QTree viewer 100 is shown. There are a number of ways of viewing a QTree, for
"e>_.(amp']e, by displaying all the QNodes with their properties. Alternatively, the QTree
. viewer 100 may sran with displaying the root node and its child nodes. When a child node
is selected, the selected child node is shown with its child nodes if any. The procedure is

20 repeated for each child node.

Delivering a QTree

A QTree may be delivered by the iQM system any number of responders via any
fa‘ppropr_iale delivery mechanism sue_h as instant messenger, wireless SMS, or the like

25 communication services.

Once the user device of a responder responds to a QMessage, the response is preferably
 sentto the IQM system where the IQM system processes the response and dependmg on N

- the application logic of the node, obtains the next QNode and delivers the selected QNode
30 to the responder.



- An.exanpl e of a Qlree delivery process is illustrated usi ng a flowggqrbgrzo
shown in Fig. 9, in. which the process begins with a sender or a réspon Sr
. fromthe respective user equipnment or device initiating delivery of a
Qleee in a VOB A recipient list i's then conpil ed fREA/SCIHEOTesSagi ng

communi cation systemto.pecformthe delivery in a step 904, and in a step 5

"~ - 906, the I QM system delivers the contefft of each QNode in the Qlree. The

response is ‘strammieef QT daliveopsen érllusinte usingpllovart daen nfé: $.0M syst em
u?]es this :j nfmmelmegsiaeglﬁmsum&ome&m& frort fhe Res f&@pu% u,pﬂaﬂ RTL ail is
then stored in.a.centra c ata t he
messagi ng . corfifi® LY P8 %G)B%%??F\ %grefé%?ﬁeﬁﬁg%fEBBI d?tge'l Kmg! Edg?rl ent - server
or peer -t 0- parmasBEng chnreumickticn ysEnt to. Pel®nﬂ'hled¢lagv¢m afteptop aNodetegreanwhi | e,

i s processed dgy ihem sslvémeﬁ&&mhe sbn@msotfsareh e lmeﬁrefec)g%g&ﬁoas isthe' QNode i s

a leaf nodein a step™9 de-is not a lea e process

| oops back t PPBiRghTm %feéﬁ?“@i@ atSGP andithe IQM,systamngERthis NfATHANnTE ee f or
processi ng Icantrhkﬁar‘SR'ﬁﬁll Q.Q@tep bfo. tTheR tINOH heh Storad ineaénu@nd%calhmye@r t he
-process term Jlat es onwre%er ation QIrees may be

It
sent froma USEFT egatE’ '(r‘JeSﬁ’é F&oém%utglcgtho&sﬁgf“ %goé’k 6?dlt88‘f°éa§a{f' &d devi ce.

JAn initiator Chwsqrvnrbnr&tre;o—aee@'mkdeflrorwr_@nty by pronpting an appropriate
service pipvided by the rressagi ng commni cation system which may be
i npl enentation dependent, for vi a Web-based, SMS and'the
| i ke, communi C&E o815 °fibe Rade melgi“ﬂ%'e ‘“695\0%???:? byphe QM watpB v SRGT % "BFh a QTr ee

delivery GUI chéckd if e (OBSEDIGE regfno@eammtw Qqatifesn Qw)aa xeﬁataaaadndda%el nitiation of
Qlree -del i ver rri.ed o ction fields 602
and 604 in t ﬁyoogsebﬁ |r\%[i"h“5@'ld tho . cﬁ“bﬁ de i ‘3 82-668 THFCHE 25 QTree i's
identified anmlthntiete%éf lfd@IQNpéwailesf nowh@\mvadtbe prexspﬁecxmmek'ylcreaf@r ree Delivery . .
Engi ne angk Adapters A QTree delivery engine in the nessaging comunication

system preferably manages the delivery of QNodes, but does not deliver the
interactive §E§§é§$§l¥gm@%%% devi ces. The 30 nessagi ng communi cation system
pref erably CGQ‘]ISéeS gy ﬁhfse@'ﬁl'oﬁa u@dﬂ&#ﬂe&@zﬁed\ﬂahﬁ‘é’to Brl’o&ﬁ&fs&ﬂﬂeléghl@d ddvde eractive

cul ar. be as

nessage to sylt, the proflle, of.Aepart] 4l &R
many Qlree a e{'p'?ler S aag "Jt' aeerae&{;lrfee edvefyf gre "fp“?%/a" agpm‘%mlfsseer?"ce pe\%”ces Si nce. t he
" Qfree 4 Cct d)bjéhc n@g&@gng communication system, which may be 1mplementatlon dependent, for

© 20 example via Web- based SMS and the hk_e,commun;calmn m_e;hods.

Figs. 6A and 6B are screen shots of a Q_Trec delivery GUI of the messaging

,pomrr'iunicatién system, and the initiation of QTree delivery may be carried out using entry

and selection fields 602 and 604 in the QTree delivéry GUI by which the responder of the
25 -QTreeis iden_tiﬁed and mode of delivery is indicalcd,v,'réspectively.

'QTree:Dehveg Engme and Adapters -
: A QTree dehvcry engine in the messagmg commumcatlon system preferably manages the
_ dehve_ry of QNodes, but does not deliver the intéractive messages to user devices. The
30 mgssagihg communication system'prefgrably-'consists of QTre.c adapters which transform
tHe_ihteréctive message to suit the profile of.a particular user device. There may be as

many QTree adapters as there are different typés of user devices. Since the QTree
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adapters, the Qlree delivery engine therefore p preferably does not
partake in content transformation and error handling, which remains the
responsi bi | W8P0 he Qrree adapters. 5 Identification ofCTEHYsers of
t*he messagi ng comuni cati on syst em may recel ve interactive nmessages using

di fferent user devices each jfferent si cal address.
The 1QV syst H’(%%‘F}SF&“&VVS PﬁS‘feﬁH’ fhe a&?f’t §d'g88‘7l¥'e"5}\?ﬁt?:°ﬁe%ﬁbs a single
uni que nane twefealddoep ot parciaé mackdmesa;nsfombmnd\hmhamdﬁ@deibh minghes to send
an interactiv nder through SM5, the GSM phone nunber
of the responﬁ%{g&%?ﬁgﬁggfgﬁge&?%g?etr| eved fromthe address book before
the Qlree is dispatched. A nore sophisticated address book may al so support
access congroide,ﬁ,asatns,wftljsags where users may speci fy fi ne gr ai ned access
control IlstsU N g na cor{rrunl cation %C is preferably
al so possi bl "6 °&f Fg‘eis?%/“gs%w WCITPFYHEN P8Y KSR E"éss‘igf’s ¥Re physi cal
address of t héffugensedéviceachef vhomay hild sdiffagnt bleysical séfrash. Toh&@Ma QTr ee needs
to be deli Ver%@le&} Brei%rarb@siﬁ%gsearn MI'GSSQJ%{)‘P' \Jﬂfchtrrgﬁs ar@-%i%%gf Uegnamg%%m cation
system 20 Access Control Mechanisns In the ssagl ng comruni cati on system
the physical #ttfabagress P@a“@h"he'%?e"‘&é\ﬂs’@ét%ﬁ%ﬂ ap dntergpdisoBesgatei® 2wi t h an access
control pabi Cr}éspoﬁldﬁtlﬂropgﬂ $NGS, @5 G IVEpHAREnumAdrloPie Abdonder,iifit MisC redricvdaser al | ows
anybody to SeE" I, nt racgl Vﬁf ﬁg}es to b L{ particul ar user device;
"Strictly 25 PSP B HEEH ook RRIRME RS 5P AFt ows anybody except those in a

| ist of addresses to send nmessages to that particul ar user device, for
exanpl e usi ngA%re%QWs‘ﬁl’?‘a?edlah(ﬁgsku% QWsupﬂongécgg%oWol gslﬁa{ogﬁvherp‘ny ot her
nmessage is sent 1s or sent { trash” directory; and finally
"Only All omedvsersmywlg/rf nagIainﬁqaceffSS@amlé%es is kept and any interactive
nmessage frigem any address not in this |list are dropped or sent to a "trash”

di t .30 ' h t I
dlelr iG\(;e:‘);yC hanlr'?%e mse?' ela%colﬁrgr&mcgtgn s%%glogggregeéatbl)%lso stsﬂlgE to 1rectly senda particul ar

QTree to a user device if the physical address of the user device is known. This may be

useful when a QTree needs to be delivered to a responder not part of the messaging
communication system.
20

Access Control Mechanisms

In the messaging communication system, the physical address of each user device may be
associated with an access control policy. Such policies include “Allow All”, in which a
user allows anybody to send interactive messages to that particular user device; “Strictly

25 Forbidden”, in which a user allows anybody except those in a list of addresses to send
messages to that particular user device, for example using an address list which may
include wild cards. Any other message is sent is dropped or sent to a “trash” directory;
and finally “Only Allowed”, in which a list of addresses is kept and any interactive
message from any address not in this list are dropped or sent to a “trash” directory.

30  Messages in the “trash” directly may be sent to a particular delivery channel if the user so

chooses so.
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policy and address |ist may be set up for each delivery channel an

al so be nodified at any point in tinme. Wen a QSession is initiated, the
access cont MO103@8Bscy for the entire QSession is the 5 REASEL2UWOt r o
policy associated with the first delivery channel in cases when the
delivery channel is changed during thed QSession. Preferred Delivery
Channel In th@‘%@é%@fsﬁg"t@blaﬁ’r‘ﬂh?'@ag rshlissgaat ket up foreach deliveryckapted t o al | ow

i gration froeagalisclid nibalfiey arally got@mnide. t o anot her during a (Session. This
i s possible through users changing the preferred delivery channel during a

Session. In the nessagi ng comuni cati on system a user may specify a
preferred del WyeraQSehannahitiattd the p@ese FantrpigoliqytfertiEchiire @Spevs ages based on

conveni ence. JThes RSS20 GANILHRUAbiiver] StUPHEMLAL8A ipLOKLJes a means

of changing the preferred delivery channel receiving QIrees. The
preferred del "WFYys EHEaThEInaly Q5eSRt in many ways, which incl udes the user
~accessing a server to change t he preferred delivery channel This may be
BRYS, such ‘as accessing the user's account on a Wb

achi eved | n 20 several
portal, exanﬁre—usf¥g—eﬁ% ry and selection fields 602 and 604 shown in
Fi gs. 6A and 18 Bie nsssagingigpmupin@ation siiyem, i drefechlngilioy ntigretiopfemenences, or

sendi ng algatcﬁhw&%@l tI) BMeadum?;?é b?esﬁ&?\oﬁﬁls\/slp@ss@mhroﬁ& ugér'gcharlgﬁ@t two
i nstances, the user is uniquely identifi he nobi | e phorne nunber. Any

schene by whr‘E‘hprffﬁréedﬁlé‘i“yrfﬁif‘“ﬁfé’“'imla(ﬂ?éﬂsvn| dentr fied before the 'change in
delivery 25 channel may be effected may al so be used to change the-

preferred del Ih%rn%ssﬁglaé]&%‘lmumcmoﬁ @}rsféﬁtd ﬂé@rlnYa’y s;gelaﬁy Pt edaaed eAehdnigr y channel
may be set |n a whi re erred_delivery channel-is

c
an extra "opt o \}Wl"btﬁa‘itge WFFé‘lgﬁsobéEfd\%g f"r’?""t"f?@ otTh%'f‘eSEi‘ﬁt“ﬂG?igm‘B‘fca"“& Q\vessage.
30 When a.is prsgéen aledpral@des ¥ ekans chamigil the preCiad@iiderytialiicnfobreédb@gsi on, there
are two opti o(?ls Jegarding message delivery in the messagi ng communication
system Eithe the current 4. October 2006 .

The preferred delivery'channel may be set in many ways, which includes the user
accessing a server to change the preferred delivery channel. This may be achieved in

20  several ways such as ecce'ssing the user’s account on a Web portal, for example using .
c‘ntry and selection fields 602 and 604 shown in Figs. 6A and 6B, calling up a number and
changing the preferences, or sending a data message from a mobile phone via SMS. In the
last twe in:c,tances, the user is uniquely identified by the mobile phone number. Any - -
scheme by which rhe user may be uniquely identiﬁed before the change in delivery

25 channel may be effected may also be used to chz'mge-the preferred delivery channel.

Allema_tively,_ rhe preferred de]rvery channel may be set in a way in which the change of

preferred_delivery channel~is an extra .“.option" vsrhich,is included with the other options of_.‘-.

a QMessage. o N
30 . _

When a.preferred deliver)lf channel is changed within a QSession, there are two options

-regarding message delivery in the messaging communication system. Either the current
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. channel, or when a query is responded to, the next QNode in the QSession
is sent to the new preferred delivery channel. This may be inplenentation
dependent . . WO®BBBESMessagi ng 1" he user may al so have an PAIGEEXM0H00k whi ch
may contain addresses of groups consisting of a set of users. A Qlree may
be delivered to groups of user, that i4, every responder in a group is

del i vered t heQNask ivento temrewerelengd ddivensphapnst, prigien B Avnis resRondds #i ng

conmuni cat | on,emcmoamn R sstn QIR BEnwDreraRPi@ivay clidel SERRly bBRY I ecei ve
an intimtion nessa i,nform ng the sender of the conpletion. Content

Tr ansf or mat i dAPE%° ‘ﬂ?%"ﬁf’“dﬁ’?ﬁat is actually delivered to a user device by
the QIree adapter may depend on the wuser device characteristic and the
delivery cpar@glllgMQIar%g]g adapt.ers. perform.content transformation. Content
transformation nfor ion 3/ al so be cdpturéd in a QNode and delivered
t oget her " wi t h'hg ueREasURdavepRaddisebool whick mayreyain sdirest of 8rpPar mat i on.

appr opri at el Yeowdhth@ordisaak ayis. ngc}'ri?eemapb@creaa&dd\t@grmqﬁsa@e e id, benyr esponder ;. 20
Mor eover, it rraé(pe t he re pons ;lﬂ Ly (2% QIree adapters to handl e issues
such as error PRSP RGUR 1§ 'dofl oK'y 'Rtent transformation. Inserting
Advertisenents 25 Advertl senent cI i ps may al so be inserted into. the
interacti \{@ ESRagemGel,i vered to responders or'in between delivered
-contents of two (Nodes: The QIree delivery engine manages the

adverti serrent§tmnteﬁﬁﬁﬁn€e€°tgse§1§%tehsy[§iﬁw %eepéseeoacw"’@ktetneseﬁ@w@hses to the
Qlree only. 3@celvBEtﬁinhmgﬁﬂtne&geﬁnfoma}geémé}{offﬁys&rﬁﬁﬁtﬂgﬁle | QM syst em
preferably includes the ability to create/delete users, update details
about users, create with authentication support, create and update QIrees,
send queries Saptent Thmsfohmatiop006 WO 03/ 085885 PCT/ SG02/ 00054 _

15 Content that is actually delivered to a user devnce by the QTree adapter may depend on the

user device charactenstxc and the dehvery channel. QTree adapters perform content
 transformation. Content transformation information may also be captured in a QNode and
. delivered together with a QMessage. The user device may use this information
_ appropriately while displaying_the. interactive messege te_ the responder.
o : _ ;
~ Moreover, it rnay be the responsibility of QTree adapters to handle issues such as error

" handling in addition to content transformation.

Inserting Advertisements _

25 Adyérfisement clips may also be inserted into. the interactive 'mcsvsage delivered to
resp'onder:s or'in between de.l-ivégec-l contents of two QNodes: The QTree delivery engine
manages the advertisements within a QSession but keeps tracks of the responses to the

QTree only..

30 Intelligent Ouery Management System

- The IQM system preferably includes the ability to create/delete users, update détails about

" users, create with authentication support, create and update QTrees, send queries to



20. selected responders, obtain responses and collate the sane, perf@pMper 2006
aut hentication support, archive sent/received nessages, perform access
control to archive, provide search capabilities, and provide capability to
vi ew user wafnesss on and archived information to which epseschmsisaccess. 5
The | QM system may operate in two comuni cati on nodes, nanely one that
operates wusing a trusted internedi ate pparty and the other w thout one,

accordi ng t aefebtgd felgofilier@B6tains£HOHIE BALNMHicTR Vame PhribiAavkiM@Atiéron. 10 Trust ed
Internediate Party (TIP) Communication Mode According to the first

enbodi ment, LRARYAFRIvEsERYrEGeiysH Jressages  PETFIT! ACPRSEIIREEY ta Arshiye PEayide prash

| ogi cal | y respa@is, bfd Weahe daptbilty MR uLORToNAADA hhdigcaddtihBsnatbi 6h 1S an
intermediary. . The TIP is preferably responsible for archiving interactive
messages and"MENSHiMY2CRE infrastructure of the | Qv system The TIP may be
a Wb porial, a Wb e-mail system or 15 such simlar schenme or system

Peer -t o- Peer nicati on (P2P) Communi.cation.Mbde There may be cases
wher o commurTEARVGR BB BRErah i v/ STyt PP UIRPE 208 e B 11 b ey
not be presening afhaed interBedidie wag @sd te bthérlvathaw ong) Acwatingan theifind¢ andar e
preferably point- 20.t0-pqint. co nication |inks without an internediary.
Such a peer-¥%?88€r“%8%‘ggtWHPW%ﬁagf the 1 Qv system according to the second
enbodi ment is preferably simlar to the TIP configuration except that a
sender di§ ec | HeSERESaOS B ESSReNGaEsMud ch the sof tware/ hardware on
t he sender pEETiQEVTCE_T§—§$£¥E%H§ﬁy_tap&§¥€_bf performing. Simlarly the
responder i sAabxlinge tf Ersaprhjodoragpaitiees i prefecabtyla trvgted ieer@pdbidie pare(@P) espondi ng
25 to the Q\gglesy relhen SRR ol SRR RS S riteVhiS; per f or s
the creation %gﬁyﬁﬁre%s, and Rf?gpﬁg are_g?cgﬁJgggﬁbgfﬁgag%ﬁ?aggzices.
Certificat e HwdRisgrafenbly regernpible furatchivingiimeractide sessegsedndvperatinafieer, is
preferably pefiLdGREoPe MG sPREE. BRVIIE RSy 6 Web bdHaP alVPeb®-miiBSRERAS LI | 1LY
assigned to the interacting peer devices. 30 Secure Communi cati ons between
Entiti es !l |sughiifiafisehsme 6h®ysB% ween entities may be secured using
cryptographi c techni ques such as SSL. 4 Cctober 2006

Peer-to-Peer Communication (P2P) Communication Mode

There may be cases where communication between entities may not require a TIP or a TIP
may not be present. Then in such cases all the communication links are preferably point-
20  to-point communication links without an intermediary. Such a peer-to-peer configuration
of the IQM system according to the second embodiment is preferably similar to the TIP
configuration except that a sender directly sends QNodes to responders which the
_software/hardware on the sender peer device is preferably capable of performing.
Similarly the responder is also preferably capable of handling the QNodes and responding
25 to the QNodes. The sender at the sender peer device preferably performs the creation of
QTrees, and RTrails are archived by the peer devices. Certificate and digital signing
validation, described hereinafter, is preferably performed by the peer devices since this is a

responsibility assigned to the interacting peer devices.

30 Secure Communications between Entities

All communications between entities may be secured using cryptographic techniques such
as SSL. '
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signatures are preferably associated with public key infrastructuré FersEd
signatures as described in "Applied Cryptography”, Second Edition by Bruce
Schnei er. 5WQARE$8ES in the messagi ng conmuni cat i on sy stREHSCa/YPHal
signatures refer nore broadly to any digital signature that is legally
accepted. Different types of Non-repudfation In the nmessagi ng comrunication
system there are preferably three types of non- 10 repudiation, nanely
non-r epudi at i DiRita0BigutirgiDRfinivbri ch pr ot ects. t he responder, non- repudi ation
of deliver h protects th ' of . submi ssi on,
whi ch protgctéh"?gggénadg %&mﬁ§§%§l %ﬁmpﬂmﬁgﬂg Pé%&(%" roﬁgc ‘Commrer ce"
Second Edi t i ovgnatugggs\iesskbep o thpalied ORtpedisaelly” Secord Béition byBrifsSclpeiet | es or

o entities Iavqhaceder 1athlaeassﬁgwmat,mmmaryeerpros(;guarsaghlryrestrtaer.ﬁe@gresdny recipi ent
and  -TIP,. ﬁp cable, which. is "trusted" to archive Cﬁrees RTrails

" and assomateaa dhigitalsignare St i lcea M peseRiEt i on reliably, try "best effort”
- delivery schenes while transnlttlng interactive content, and be a neutral
- cparty with noyfias, 20 ﬁnggmnusers who nmay be users that do not

- conmpletely. t , ef erably MImmdtopmfmmsomem al |
tasks of the HFHPmepshging colmysieation o/@temdberemple@ta@mrqemsﬁoftnhre TIP. In such

cases, Zorre q%pualaeonf huaﬁtylnemaéplaay.optf&@.e mldﬁpttaeaashfereiyaltdbrceaned bydt hte
par-anoi users regat e rel evant, non-repudi ation

PR or i on 1 FREAGTE! Gy S D S PR BT T ohay Bl S0 1 ake
over - sone': wfichtpeectitigistraibr =5 deritediiné'Sacare iEtkatrdn@rCommespQ Ssdotd kdiiones from any
of t-he part'eﬁthKQLMQQijh£$§rﬂﬂﬁt'es desire to have such an agreenent,

especial Ly if the requesting party. does not-possess certain capabilities.
The TIP - may also check-that the QNodes are "properly" linked, which is i
descri bed herpi pafidser entr(?l@ imQREd i NS repdd@onldr&prirebp s@r@erp’écﬁﬁﬁnﬁndat all, in

- which case t concer rties areg% ssu of the
-functlonalltgﬁg' PRl hPE“OEFﬁﬂeP U%Q% gg?%@%@%@”ﬁ@tﬁ@tn2/00054
' repudiation information reliably, try “best effort” delivery schemes while transmitting

interactive content, and be a neutral party with no bias.

: 20 Paranoid users, who may be u users that do not completely trust the TIP, are preferably
' rallowed to perform some or all tasks ofthe TIP. 1f such users do not completely trust the
B TlP In such cases, some ofthe functronallty of the TIP may -be dupllcated by the paranoid

) users

25 ' The TIP | may also aggregate relevant non- repudlatlon mfonnatlon 1fthere exists such a
o .'--'.prlor agreement The TP may also take over-some' ofthe dlgltal signature validation
" -responsrbnlmes from any ofthe partles lnvolved if the’ partles desire to have such an
) agreement espeCIally if the requestmg party does not. possess ‘certain capabllmes The TIP
may also check.that the QNodes are properly lmked which is descnbed hereinafer.
30 ‘:.: | . '
; Sometlmes the TIP may not be present at all in Wthh case the concerned partlcs are to

assume some or all of the funcnonahty ofthe TIP.



22, The TIP is preferably kept sinple, for exanple without digital signing
capability, because in this case, the TIP assumes more liability and cﬁaer2006
TIP efforts nmay even be duplicated for providing redundancy where nany
functi onal mio &mssdsst he TIP may be duplicated by the 5 parpeesgizneessved, for
eéxanpl e the function of archival. Al other parties involved in non-

repudi ation in the nmessagi ng comruni cathon system however, are assuned to
possess digital signing capability. Linking in Qlree Delivery 10 QNodes

may include sinple content such a agree to the earlier request?”

and strai ghTthp Ruig PEp T pRY b"rPéS‘g‘B{?hf%é?‘amf%‘é?‘thﬁgﬂ‘g“ﬂé"gnmlgﬁa%a%‘ﬁ’ Besawse it may

be lnetczleg sar yin i ca!;d fhé TSRS43 rAes@NOEIRabl1Ry ﬁHWTI@H&&S‘nay' dvert b tibldtel $ornOt
i ncl ude it

ossible to inse have. been sent during

ot her @eSS|RS?1"§‘Y“3§8d ”Ida'icPiéVhre@é‘EfB?’l%C?%alég\g‘dﬁ?Tltdesqegt’%“%‘FdBy@f’ npl e answer
such as "§Yes;5'artm invooed, fdrhwnqplethemhdnoabeafraﬁmlyn bttercpattRk imdbived ihaomay of

associating this .response to the the res se was made and
Tk T PP PR e e G RSP ThaSBrLEPeHeRh | d node,
i f any. Wherdgilal digrinpapabiliigcessary, it is preferably achi eved using sender
and responder QIree "cert tokens". There are a nunber of nethods to |ink
(Nodes, nanely via Signature 20 |inking and/or Hash |inking. Signature

Li nki ng Thi sLinlgngin @TeéecRalizerymet hod of | i nki ng Nodes, which invol ves using
si gnat urég o i e&gfm Lgegl%nlgr%ltte%tgu%ﬁ \ﬂ%ryo tﬁr?l%\%lrdl%? léf:s?ke s. A sender

cert token [ he user device
of the respmﬁrdlehtfqmgdlosthnheuqb@ﬂd\éq’s m@r‘NOY dlneuphh;efe@nenqm becemelisargtat 0 process

the QNode. S}l od%@c?omﬁéi‘?ém‘a‘é‘ IEfnkRb id 18 iRRRLES: {{ e?b%ﬁ)lleyto checks a

responder cert tokeh, Wi ¢ sent tog ther "W th éac sponse, when the
response is ‘WU\QW@F that bavecbepsepiohudng otheTIQSeskiops. iy ifdearespondedd a qusey | i nki ng,

information &Esnsté’%a%hnd]éarﬁ@ys‘u@rpas'“Qest QP“Wr &er% %%nispret‘eﬁblﬁggpﬁerli?blgxanpl es of

cert tokens used in the messagi ng conmuhi cat | on systefs | nc
Recei ver Tervayph R%Ww(tmg)thl&remme -to the gearpleerhichgirgesppmye0B% 0BESBEH to link

PCT/ S&02/ 00Gk# q3e3y to its parent node as well as the selected child node, if any.
Where linking is necessary, it is preferably achieved using sender and responder QTree
“cert tokens™. There are a number of methods to link QNodes, namely via Signature

20 linking and/or Hash linking.

Signature Linking

This is a preferred method of linking QNodes, which involves using signature operations
to generate receiver and sender cert tokens. A sender cert token is preferably sent along

25 with each QNode and the user device of the responder checks the sender cert token before
proceeding to process the QNode. Similarly, the user device of the sender preferably
checks a responder cert token, which is sent together with each response, when the
response is provided by the responder. The TIP may check that the linking, information of
which is carried in the cert tokens, is proper. Examples of cert tokens used in the

30 messaging communication systems include:

Receiver Cert Token (-1) = null;



‘Sender Cert Token(i) = Signature (QSeSS| on ID Q\Iode | D, sender ID!October2006
r-eceiver - ID, tinme of dellvery of Node, QNode content, Hash(receiver Cert
Token(i-1)); and 5 Receiver Cert Token(i) = Slgnature(CBeSS|on I D, QNode
I D; receiveWa®ssgnder |ID, tine of 'respo_nse of QNode, ROUGSEE2/H¥H ent ,

QONode response, Hash(sender Cert Token(i)). 1.0 It is preferably assuned
that a root node is the 0'i' QNode,and?®he Session IDis a randomI|D

assocjated with every QSession, which should be sufficiently long with at

| east . | D128 bits t SéRBARMTBIRA )P SERLAYQE sGNNI, aNEEE DY schdte 1D k2 lré%weThel [Q)Node I D
'S an assocCl a S| on e
“uniquely identify tfﬁﬁh%hﬂﬁfaggﬁgﬁ%ﬁf8“3"?&5%8%8@?“" Hé?%ﬁgNﬁg I'D and

sender ID refer tend he respective ID of the responder 15 and sender. -

a Al'so, the tine of delivery may be supported by additional tinme, stanps that

may be obtained froma trusted tine stanplrﬁ server, either by the TIP or
any of the parti e8ecei"FfSFVakEn(ipDSierpitr Rbsxemy: @NodsdhgecivedD, sepdse use of

si gnature oper at i ONSimaBYredpBnse ONPNERPIMAALINYEnECBNEARSEspehs@ Mdsh(dkhrr ef or e may
alternatively be Egrp#%cne(l by a cryptographi c hash operation.. Exanples of
cert tokens used I'n & ssagi ng communi cati on systens include: 25 Sender
Cert Token(i) = Hash (Qsession ID, QNode ID,. sender ID, receiver ID tine

of delivery ofrlswmryagﬂg@@mm%&mde 1shﬁ§dw(db§)9@%ﬁ/oqﬁe 6§Js£.o Igken(i-1)); and

Recei ver' Cert Token(I1’) = h(QSession | Node 1D, receiver |D, sender

ID, 30 tine- o'ia“droé‘s'Bdf'fg%a‘EﬁW'@%HéQSG‘\I&‘H@"‘EEHPE‘HPC SU@%@Y loagpigrs lsast -
Hash(sender Cexstoits, Taﬁb’cﬁﬂ(nﬁ):)efera%ly@ﬁdﬁdwﬂfbyaﬁﬁﬁ’ MQQ&BA&)&SBBBDBQR@@Z/ 00054 24

Thi s linki ng mﬁ;[ h(?lgdde X\ﬁ:\lvagéSSl ﬁ)sanrc.i'%rl\loéel’iB ugrrqse n entrfy odatdclelRIQred

non- repudlatlon
to a responder. The Receiver ID and sender ID refer to the respective ID of the responder

15 and sender.

 Also, the time of delivery may be supported by additional time stamps that may be
obtained from a trusted time stamping server, either by the TIP or any of the parties
involved.
20
. Hash Linking
- In some cases, the use of signature operations may be computationally expensive and
there'f_ere may alternatively be reple_ced by a cryptographic hgsh_operation. _Exemp'les of
cert tokens used in the messaging commurric':atioriv-'sy‘stems include: | T
Sender Cert Token(i) = Hash (Qsession ID, QNode ID,. sender ID, récei'ver-ID,
time of delivery of QNode, QNode content, Hash(receiver Cert Token(i-l)).;'and

Receiver Cert Token(i) = Hash(QSessioh ID, QNode ID, receiver ID, sender ID,
30 time of response of QNode QNode content, QNode response, Hash(sender Cert
Token(i)).



support is required, at |east the sender cert token (0), receiver cg(ggmberzoos
token (1), sender cert token for the |ast (QNode sent, and receiver cert
token for the response to the | ast :QNode have to be signed to support a
modi cum | ev®O Bf8%¥n- r epudi ati on. 5 Non-repudi ation suppSSCPH¥Yender cert
token provides the messaging communication. systemw th support for
"non-repudi ation of origin". Wwen a reshonder responds to a QNode, the
Cattendant r et ke gEthpd. hoaxer dogt RPLYPRYS MRP-EREGRIoR b repudighon

-"non-repudi at dupgortad regleired, ueleast the sbider cett dka(0% viogiedT ket temﬂ(r)eqawdt@hi on of

subm ssi on antdketan T theef s?ngJe sen%ragci tegeh(vgpceg?&enaflorst (< %grovse to t%e las%l(bg}())g)ert

non-repudi ati on ubm*sSi°oh Tn an rndir manner “because a

r esponder ca*nn@fpbpesrpémum?ﬂa"@m@sagéomhwsdi@the responder accepts in the
- first place that the Qvwessage was received. 15 Messagi ng communi cation
systemwi thout TIP Wien a TIP is not present in the nessagi ng conmuni cation
system  for eNFppudiajionsupport noorto-peer network environnent in which the
nMessagi ng conThgréndatckokayBivede the pesaing somminidagonsyedne walbuppdriTer

- responsibilit. or?];e J]zgropgfogl S Vsh%n %E&%%}HE@@Q@%%# O{Pu?at%ndat lhe .TI P such-as -
aggregation o repu lgIOI’lIn ormatl o ‘his case it is

difficult to re@@’e&'ﬂf@mf@%seﬂqetwme pugRast forghomsprdfaipuefidaivenis TediP t here is a

TI P. Non- rlepuﬂb@hgmr@sudlasm@sﬁs@mm trrélréctrlv@rukrtmkéa G Rise ¥l this case
when only two Epartles ar.e. i nvol ved e i.f  a responder responds to a

'QNode, then tH °Pé‘§’bbeﬁ§%m‘|‘?ﬁ§’/fsﬂlém‘fséf1?earq’eﬁg‘ BAYEH BBMEL YISt HreSPAYES r epudi at i on
of delivery anonesuskivhé®iadiMeshgginigahd eipokr AcDsiiepe tisaildcomatied at ed

evi dence suchy e revocation lists and tine stanps are al so
per f or ned _byh?ﬂgs_s%g(&%%{e%efgé invol ved. Capability Disability There may be
cases where the sender or responder may not have capabilities,- to perform

di gi tal - signi m&sag@gmgm@nmgt&ggu}q,hanpon i nfor matl on, obtain reliable
ti me stanps, I nformation. uch caseg? the TIP may
t

s cone’ of My TR i pucstis VR P REeE I RS GBI ¢ 1 <
requi red by tiver-tmpes agivorg endinmmini ipathich the Sigsbgnp codmitabesys2806 WO

_ 03/ 085885 Pcrépgggg tqglgééral%§the responsibility of the parties to perform the operdtrons of the

TIP such as aggregatlon of non- repudratlon lnformatron But in this case it is difficult to

20 .. achieve the same level of non-repudiation when there is a TIP. Non-repudiation of
submission is difficult to achieye :in this case when only two parties are involved. Hence if
. a responder responds to a QNode, then the response may be taken as evidence for both
K -hon-repu_diat_ion of delivery andsubmission_'. Aggregétion of n'on-rer)udiation related
.+ evidence such as certificate revocation lists and time stamps are also performed by the

25 parties involved.

: -Capabiliw Disability.

" There may be cases where the sender or responder may not have capabrlmes to perform- ’
dlgltal signing, aggregate non- repudralron mformatron obtain relrable time stamps and
30 verlfy linking mformatlon In such cases, the TIP may assume some or all ofthe above

“roles if non- repudlatron support is required by the messaging commumcatron system.



I f, digital signing capability is lacking in any of the parties, the TIP e
vouch for party identity, delivery of nessage, and etc. This nay be
supported either by a single docunent generated by the TIP or a digitally
signed docwuoemiosfssom the TIP that may be tinme stanped bypeanseniessaal
party. However when this happens, the TIP assunes greater 5 liability. The
TI P may aggregate non-repudi ation inforpgation such as information for

certificate iryigidl ¢ ﬁthEbpaﬁhgrisalElM ma&yawp@mcs HeOMPI4Y QoRRkdrph@s, and etc.
The TIP may also obtain_ reliable tine m ext ernal servers. 10

a
Sonet i mes a ipeRfipydglinery ofBESSHESy A HSTC BS BB @QWW&‘??'? T BYSiRgle PV 1 ecei ver
cert tokens gehanalisahd N cpardtgwammsygna@aocbﬂm fiohifthd TIPeiY: mapbeosim@t i on, for
exanpl e because L limte dat st orﬁ\%1 soft\ﬁ/ai_g, Since the information
necessary f oY2mp H}Wf&”la Ry “’f’@l@’ tf“é WRFBRG et BYTHEHP, the TIP
may t her ef orlabdityso verify the cert tokens before forwarding 15 these to the
parties involved. Non-repudiation for Interactive "Chats" Interactive
"chats" using the nmessagi ng comruni cati on system nay al so be archived as
QIrees and Redill say dggecgstamen-seppdiamec infersedonsagmastiffernmeisss fog cargficenmuni cat i on
system 20 i hout a TI.P u . On support
fgr such int élpézfa\n(t:l%)? S'r%%aturﬁvahdaggrysﬁn aile gcﬁime? %gd etgérsheonder}pﬂ%’s()%gamun i que
i dentifier gelpbleainedtamps fhe esgmel ssegrsas i n case vvhen t he nmessagi ng
communi capion systemoperates in the peer-to-peer network environnent. 25
In the foregoing manner, a systemis. described for providing efficient
i nteractive Someimesy pagy contvehingandt bpatilgmtovedify thegandevoryedelvedesttagkens and
instant int r ) j :
| nventi on arcedreay pyhditBHERy b RMERR! P LoRERULARAEREME o 11
view of t hi staieser sfwee. Singe theinfermstien nehesprgetor ertlying thewelt fokenads on can  be

nmade wit houtard,ea@a érlh@g‘llf &m;bmy%%%e ABSN SR thd LerQbkehbBerbRYRRLLAR 30 4
COct ober 2006 ai ms . comuni cati on ‘'system for providing

i nteractive th@%?éb‘? IP?@“%(‘J‘]W{Yﬁ‘i‘ .cation

Non-repudiation for Interactive “Chats”

Interactive “chats” using the messaging communication system may also be archived as
QTrees and RTrails. The same approach used when the messaging communication system

20  is without a TIP may also be used for non-repudiation support for such interactions. Each
message sent to a responder has a unique identifier generated in the same way as in case
when the messaging communication system operates in the peer-to-peer network

environment.

25 In the foregoing manner, a system is described for providing efficient interactive
messaging communication in relation to both delayed and instant interaction.. Althohugh
- only a number of embodiments of the invention are disclosed, it Will be apparent to one
skilled in the art in view of this disclosure that numerous changes and/or modification can
be made without departing from the scope and spirit of the invention.

30
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in an interactive session between first and second parties, the system -
cohprising: a receiver for receiving a nessage froma first ‘partQc tieareRo e
datatree is 5 receivable, wherein a plurality of data nodes _
representative of the nessage are interlinked to formthe data tree and
each of the plurality of data nodes includes content formng a portion of
the message; and a delivery nmechani sm§or. delivering the plurality of data
" nodes and cont@mims thereof to a second party whereby at |east one of the
plurality of data XesesmtlioneRimFaptotiling Rietbtivampsigingoommdnickive message. i s
deliverable faqr:acce by. S : | zont ent of . each of
the plurality B %%?%ﬁﬁ%eyé%%?hsvwgg%g _gge%é}r‘%am%{gg{f?g%n %O%?dsg%bess by the
second party i ndepemetivatforgeceiving 2 pessage fpmp fisst PATVRIBPY 48#3°° fpchani sm  and
the delivery rreRaN, §imis AGERY Huh@ néiu ibpi@ertdic: dof t ekaakaiée session. 15 2.

The systemas .in . claiml, erein.t eliv nLSmpdel i vers the at
-l east® one of Ttﬁrg‘%ﬁ?[??%t?"y B Af 5a°n%tg[g§iufa§§¥?%§§§%&?nnga egy t he second
party. .3. The csyteit épninga patiogloffhemsaggsiaesk ei n t he content of the at | east one

of the plurality pd6ta) BeciRH8Tor Rz IR S uAlity oEBBIno@Emaebntdnext ; audi o, and
video informatio 204, The syst as in cl ai. wherein the content of
the at | east Blﬁ‘isgq‘?“teFPé‘dBﬁrﬁr“@F%qyfﬂ% ML 54%33' §§?alﬂar'i° \&r conprises a query.
for provi dithgrepretestetivetof aportion ofthemessest in éclifdrablptor ageays by e spend Bt i es i n
relation to the MegRAGCHe dRtemt of o84 PRy 8fidata Rodet MbrBAtdandvher ei n t he at

| east one of the plurali of data nodes., furthe onpri.ses at |east one
option associ a"tdépéfd\fi’rtaﬁ’eisﬁ?g'bﬁﬁcé?'\?_pmé?dé?eﬁdef‘wg&ggﬁs%c %ﬁd%ve‘the at least one
option i s dependbmismpmd she deiypy nsehation i kisptehleatuging 1 ntFheivesesioam as i n
clairn.5, wherein the at |east one of the plurality of data nodes 30
further conprises | ogic associated wth the at |east.one of,the plurality
of data nodes 2 wheFRiSrFiqTHAs Muelaia Lo de deffvery maebipnisn o cés‘rgltheoafl_ef‘{e plurality
of data nodes du8 ofibqyaaliyidf detanodad fol respetiing byethaxecondiputy.ogi ¢ and response to
the query. 4 Cctober 2006 WO 03/085885 PCT/ S@2/ 00054 27 7. The system as
in claim6, wherein each of the plurality of data nodes js Iagig,i cally

associ ated to ht | Shesystaasimdaim 3 whersi tisicontert oty ageestpas  BeUEYYt 0 form t he

data tree. of data nodes comprises at least one of text, audio, and video information.
20

4, The system aé in claim 3, wherein the content of the at least one of the plurality
of data nodes further comprises a query for providing interactivity between the first

and second parties in relation to the message,

25 5. The system as in claim 4, wherein the at least one of the plurality of data nodes
further comprises at least one option associated with the query wherein the selection of

. the at least one option is dependént ona i:esiaonse to the query.

6.  The system as in claim §, .wherein the at least one of ’thé plurality of data nodes
30 further comprises logic associated with the at least one of the plurality of data nodes
wherein the selection of at least another of the plurelity of data nodes is dependent on

at least one of the logic and response to the query.



5 8. The systemas in claim7, wherein the data tree conprises a paseh: 2006
Rode which is- - an originating node wherefroma child node originates. .9.
The systemas in claim8, wherein the data tree further conprises. at |east
one | eaf nOUEOEP8H is a term nal node in the data treeP@/SGHrH83i ng from
another of the plurality of 10 data nodes. 10. The systemas in .claim?9,
wherein the selection of the at |east &he option at a parent node results
in the selection of a child node dependent on a parent-child |ogical

associ ation. A5 line s{Jﬂé-:r‘n SYS LS 62Fhdrdin &E}Bdfme:bﬂxralwlaﬂh ﬁbd@ﬂexog&aut,he plurality
of data nodes is. || an dat a nodes by

li nki ng i nf ordReEf! t°?f‘§??§???‘§§rl gthéplf"é‘btéf’{fgf'a r\aﬁiclté?‘? % 6‘1‘3 ot her of the

plurality of data nodes. 20 12. The systemas in claim1ll, wherein the one

of the plutaldty ol JahN0ARR 7 SnddiliEfha 0o AN nbdiSuRh i al 1ty of

data ' nodes using one of signatlre an k| ng met hod for
provi di ng i nt¥BrH&MIPeNede ybeeframn? ﬁ‘di’rﬂﬁ&‘ﬁ%&ﬂaf%n in an interactive session
between first and second parties, the nethod conprising the steps of : 25

receiving a ngss efromaflr ar.t ere a data tr elsr cei vabl e,
wherein a pIrTgﬁr al {15787 H4e %a‘ﬁ’ggd‘éger?'}e%?gg fafe g%l"?fé”B‘fmfsr?é HELEAGE are
interlinked tredéwerich it hemded aodeiretke dagurtae edgihitinf frdnhaopbrof sk pliplighf dat a nodes

i ncl udes Gpnt@AL,formM ng a portion of the nessage; and delivering the
plurality of data nodes and content thereof to a second party 30 whereby
at least one of the plurality of data nodes representative of a portion of
the nessage ios defdsysmakiliecldinnm, am@smeiaxécﬁdnermeamaopawiynéaOct ober 2006

WO 03/ 085885 PCT/ S 0054 h t t of f th
plurality of pdéef’{ 0%8%’ = é‘%‘&%i’%@f‘éﬁk‘ 3%‘3 Peé' r‘llfgr{]a pag&%@gnb@a't heesecond

party i ndeperrd®nttioof t he delivery mechani smand the delivery nmechanismis
adapt abl e ,during the interactive session. 5 14. The nethod as in claim 13,
wherein the step of delivering:includes delivering the at | east one of the

plurality of 'dat aTHeHE 153 clhidd BONrRGnHSY herdrdibed e petet ij linked to

another of the plurality of data nodes by linking information transmissible together with

one or another of the plurality of data nodes.

20 12. The systemas in claim 11, wherein the one of the plurality of data nodes is linked

to another of the plurality of data nodes using one of.signature and hash linking.

13. A method for provfdiﬁg ir;teractive__niessaging communication in an interactive
session between first and seCon_d parties, the method comprising the steps of

25 receiving a message from a first party whereby a data tree is receivable, whereina - -
plurality of data nodes representative of the message are interlinked to form the data treé
and each of the plurality of data nodes includes content forming a portion of the message; -
and o '

delivering the plu‘ra_lily of data nodes and content thereof to a second party
30 wh'ereby at least one of the plurality of data nodes representative of a portion of the

message is deliverable for access by the second party



15, The method as in claim14, wherein the step of receiving includes
receiving content of the at |east one of the plurality of data nodesCdgasr@ppe
conprises at |least one of 10 text, audio, and video information. 16. The
met hod as wo @loassss 15, wherein the step of receiving inclpdpscraeeuvi ng
content of the at | east one of the plurality of data nodes which further
conprises a query for providing interaetivity between the first and second
aﬁrti es i R rel at iwaaelg@?etdaﬁtemsmefme ﬂlﬁra[cl]t?/l.ofa'zhﬁndﬂei ibﬁfiata@addlmds‘ﬂt@im 16, .

erein the step o elivering includes delivering the at  |east one of the
plurality ofacifé{)lﬁ’ tﬁ%%?é%“d\mr% W%Tﬂﬁ?‘{éﬂ%&%@gﬁlb‘fefys@?hgﬂsni‘ é‘égs‘?e &hEe¥pt i on
associ at ed whdchariisheis qduptayleiigfthdlintebreti®@abswhi on of the at | east one option
i s dependent on a response to the query. 20 18. The nethod as in claim 17,
wherein the step of delivering includes delivering the at |east one of the
pl ural ity ofl4dat Ehavoetbad astin clhinf By thaeein G wipp bidevdrpgiireludesdetiveaing thewi t h t he
at | east one pof ral ity o t ode erein. the selection of at
| east anothg%$d¥w%E§eB%%wﬁgﬁF @nakgggﬁg&w§@§QY.55%35%%ﬁght on at | east one
-of the logic and response to the query. 25 19. The nmethod as in claim 18,
wherein the step [ V] j c r Y e - plurality of
dat a nodes &EichTﬁimﬁﬁgﬁﬁgﬁP%”L@éggﬁgﬁgﬁgggbﬁ?&%ﬁﬁgﬁagﬁg%ﬁépﬁ%f t he
plurality ofcontantal hodelsast encfod thmptukeditydefidata nedse whizh comitsesmtichgidnasf i n cl ai m
19, wher ¢ n gheugheRdAdes BFGIYidAY i ncl udes receiving the 30 data tree

d

whi ch conprises a parent node which is an originating node wherefroma
child node originates. 4 Cctober 2006 WD 03/085885 PCT/ S@2/ 00054 29

21. The nethed aghd RethbPdsTh dQim WhELELR e BEp of RiAg Q&S VdcAYinj NCl udes
receiving the data tree which further conprises 5% | east one | eaf node

which is a teptEptebihe ablgest png of fe plugpditypfdptaBodss which Srthprompeses advtther of t he

plurality offdabadiReMeSactiviydtwelh e Rt ARde@Rd Fa}ti@s!imemuaém Wh@Esiga. the step
of delivering includes delivering wherein selection of the at |east one

option at’ a parent node results in the selection of a child node dependent
on a parent -1ghi | ¢hd R@hedds iRSIBIRCI6ANh&En the step of delivering includes delivering the at

least one of the plurality of data nodes which further comprises at least one option
associated with the query wherein the selection of the at least one option is dependent on a
response to the query.
20
18.  The method as in claim 17, wherein the step of delivering includes delivering the at
least one of the plurality of data nodes which further comprises logic associated with the at
least one of the plurality of data nodes wherein the selection of at least another of the
plurality of data nodes is dependent on at least one of the logic and response to the query.
25 19. The method as in claim 18, wherein the step of receiving includes receiving each
of the plurality of data nodes which is logically associated to at least another of the

plurality of data nodes to form the data tree.

20. The method as in claim 19, wherein the step of receiving includes receiving the
30 data tree which comprises a parent node which is an originating node wherefrom a child

node originates.



23. The nethod as in claim?22, wherein the step of delivering includes
delivering one 10 of the plurality of data nodes which is |inked 4Qtober 2006
anot her of the plurality of data nodes by , linking information .

transm ssi bW BOYE¥her with one or another of the pluralRGIEGEY0EHL a nodes.
24. The method as in claim23, wherein the step of delivering includes
delivering one 15 of the plurality of d&ata nodes which is |inked to another
of the plural3'ty e rpfcd anpgles Wsgein Mot drecdyighiatiueareanitnatbsh 1 nki ng.

data tree which further compnses at least one leaf node whicli is a terminal node in the

data tree originating from another of the plurality of data nodes.

5 22 The method as in claim 21, wherein.the step of delivering includes delivering
wherein selection of the at least one option at a parent node results in the selection of a

child node dependent on a parent-child logical association.

23. The method as in claim 22, wherein the step of delivering includes delivering one
10" of the plurality of data nodes which is linked to another of the plurality of data nodes by = "
linking information transmissible together with one or another of the plurality of data

nodes.

24.  The method as in claim 23, wherein the step of delivering includes delivering one ., -
- 15 of the plurality of data nodes which is linked to another of the plurality of data nodes using -

one of signature and hash linking.



