WD 01/ 56287 PCT/|1B01/ 00094 METHOD AND SYSTEM FOR TRANSM SSI ON OF
DECRYPTI NG | NFORVATI ON  Thi s invention concerns a process and system of
decrypting information (data) transm ssion between a managenent system and
a subscrWVpdis€8gecoder. 5 The decoders of subscribers of P&YIROFEHt ain a
decrypting unit able to treat the arriving signals by cable or by hertz.
These signals can be analog or digital. These signals are of different
types, according to whether they contain audio type information, video or
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The latter category includes management messages (called EMM messages)
10  thatis to say messages containing controls directed to a decoder or to a group
of decoders, and control messages (called ECM messages), that is to say
containing authorization messages among others, information allowing to

decrypt the signals in transmission.

In the present application, we refer to authorization messages (ECM) destined
15  to the decrypting of the audio and video signals.

The offer proposed to subscribers of Pay-TV includes many channels each of
which encrypted according to one or more particular keys. This is necessary
because of the fact that a subscriber can undertake a subscription for a

channel without having the right to take advantage of others channels.

20  The authorization messages (ECM) are encrypted with a key suitable for the
management system. The subscriber's decoder includes a security
cryptographic unit able to decrypt these messages. For security reasons, the
authorization information allowing the decrypting of the useful signals (video
and audio) are changed periodically. The management system transmits these

25 messages (ECM) under encrypted form to the cryptographic unit able to decrypt
these messages, manages the authorizations and according to the rights of the
subscriber, transmits to the decoder the information necessary for the

decrypting of video and audio signals.



25 nessages (ECM under encrypted formto the cryptographic unit able to
decrypt these nessages, nanages the authorizations and according to the
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necessarwofoeséhe decrypting of video add audi o signal s. PODIRPL08EIZ7 2
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one hand when starting the decoder service and, on the other hand when

changing channels.

In fact, to be able to visualize the desired transmission, the controi-words are
necessary for the decrypting of the signals. It is not good to wait 5 seconds in
15  front of the screen in order that the image clearly appears.

In the second case, the control-words being for each channel, one should await
the end of the crypto-period to receive the authorization message aliowing the
decrypting of the signals of the new channel. In the same way as previously

stated, one cannot accept a delay of several seconds when changing channel.

20 This is why, in practice, the authorization messages (ECM) are sent to a

frequency comprised between 5 and 20 per second.

When changing channel, the time separating the order of the subscriber and
the visualization of the desired channel must be the shorter one. According to
the usual standards, a duration of about 500 milliseconds is considered as

25  being acceptable.
During this lapse of time, the following operations are carried out:

- placement of the audio, video and control filters on the new channel,



frequency conprised between 5 and 20 per second. Wen changi ng channel, the
time separating the order of the subscriber and the visualization of the
desired channel nust be the shorter one. According to the usual standards,
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(ECM) and tr@aﬂﬁ%%ﬁﬁ&“ to the cryptographic unit for decrypting; and 5 -
execution of the decrypting algorithmby the cryptographic unit and return

of the decrypted control-word, transmssion of this word to the decoder; -
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synchroni zat} £ by the chaining of these operations, that it
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algorithns to obtain the control- words is obligingly |imted by these
const r ai nt s synchianization.

One sees, by the chaining of these operations, that it cannot be carried out in

10  paraliel, and thus each of them goes into the determination of the maximum

duration in the case of change of channel.

It is known that the more the encrypting algorithm is of high security, the more
the operations necessary for the decrypting are long. On the other hand, the
decrypting time taking part directly in the calculation of the commutation
15 duration between channels, cannot be lengthened to improve the quality of the
encryption. This is why the security of the used algorithms to obtain the control-

words is obligingly limited by these constraints of time.

A known method is described .in the document EP 0 583 202 and consists in
sending, on the active channel, not only the authorization messages (ECM) of
20 the channel concerned, but also the authorization messages of the other
channels. These latter are transmitted to a lower frequency so as not to

congest the transmission.

This method presents the drawbacks to congest the channel with unnecessary
messages and needs the memorization of all authorization messages for a use
25 when changing channel. Another unsolved aspect by this document is the
increase of the quality (and thus of the duration) of the decrypting operation

which should not increase the commutation time between channels.

The aim of this invention is to propose a method and a transmission system of

encrypted information which assures a high security to the destination control-
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The algorithm of treating the messages (ECM) is of the fast type and offers thus
a limited security. This is imposed by the little time required at the time of the

passage from one channel to another.

On the other hand, according to the invention, it is not possible to obtain the
15  control-words (CW) only by the treatment of the mono-channel messages
(ECM). The cryptographic unit, to be able to decrypt the mono-channel
messages (ECM), must contain the received information in a muiti-channel
message (MECM). The latter is decrypted by a key called system because it is

independent from the different channels.

20 At the moment of the change or commutation from one channel to another, the
information contained in the mono-channel authorization message (ECM)
suitable for the new channel is combined with the information contained in the
muiti-channel authorization message (MECM) already in the cryptographic unit,
these latter being common to the two channels. In this way, the decrypting

25 duration of the message (MECM) does not intervene in the caiculation of the
commutation duration as described above. Therefore, the algorithm to decrypt
the messages (MECM) can be stronger and thus need a longer time without
therefore penalizing the commutation time. Furthermore, the simple use of a

different algorithm increases the security of the system.



passage from one channel to another. On the other hand, according to the
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The invention will be better understood thanks to the following detailed
description which refers to the annexed drawings which are given as an

example not limitative, in which:

15 - Figure 1 represents the transmission of the (ECM) and (MECM) messages on
two channels A and B;

- figure 2 represents the security cryptographic unit.

In Figure 1 the messages ailowing to decrypt the video and audio signals are
represented schematically, on two lines. One can observe at regular intervals,

20 the transmission of the mono-channel messages (ECM) for each channel. On
the “A” channel, the "A" mono-channel authorization messages (ECM) are
transmitted. On the "B" channel, the "B" mono-channel authorization messages
(ECM) are transmitted. The muiti-channel messages (MECM) common to
channels A and B, are transmitted on the two channels.

25  In a mode of realization using the analog diffusion, the mono-channei and multi-
channel authorization messages are effectively transmitted on each channel,
one channel being associated to one frequency. On the other hand, on the
numerical diffusion systems, the notion of a channei associated to a frequency

does not exist. The muiti-channel messages (MECM) can be added in the



channels, it can have a greater tine. In fact, its repetition interval

I ntervenes only at the nonent of the placing under tension of the decoder.
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necessary t §,JSARHd dithBySRHN G message (MECM) is received and treated, it

is immediately available when changing channel with the new message (ECM).

Another aspect of the invention is the taking into account of the reductions from
the start of the crypto-period according to the channels. In fact, the change of
the control-word can be made at different moments according to the channels.
15 Therefore, for example, on the "A" channel, the control-word (CW) changes,
from CW-A1 to CW-A2. According to the invention, the control-word is from
then obtained due to the multi-channel message (MECM-2). On the other hand,
in the hypothesis where the new channel B operates always with the controi-
word (CW-B1), it will be necessary to use the muiti-channel message (MECM-
20 1). This is why each message (MECM) contains the information of several
crypto-periods, so allowing to be free of differences of synchronization of the

channels.

Figure 2 illustrates the functionality of these data transmitted in the multi-
channel message (MECM). The mono-channel message (ECM) contains the
25  control-word (CW) under encrypted form and is transmitted to the cryptographic
unit (CU) able to decrypt this information. For this, it disposes of parameters
P1, P2 to Pn which define the rights associated to the system in general, and to
this channel in particular. This unit calculates, thanks to these parameters, the
control-word (CW). According to the invention, the data transmitted by the
30 message (MECM), once decrypted, can modify the parameters upstream of the

cryptographic unit (CU), or downstream of this unit.



According to this exanple, the periodicity of the nulti-channel nessages
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crypto-periods, so allowing to be free of differences of synchronization of
the channels. Figure 2 illustrates the functionality of these data
transmtted in the multi- channel nessage (MECM. The nobno-channel nessage
(ECM contains the 25 control-word (CW under encrypted formand is
transmtted to the cryptographic unit (CU) able to decrypt this
information. For this, it disposes of paraneters Pl, P2 to Pn which define
the rights associated to the systemin general, and to



this channel in particular. This unit cal cul ates, thanks to these
paraneters, the control-word (CW. According to the invention, the data
transmtted by the 30 nessage (MECM), once decrypted, can nodify the

par anet 8V 0Yp&287 eam of the cryptographi & unit (CU), or dbﬁ%‘f"rlé’ﬁ‘??r‘of this
unit. WD 01/56287 7 PCT/1B01/00094 According to a particular formof the
I nvention, the final control-word (CW is obtained by a |ogic operation
between the information contained in the nessage (MECM and the nessage
(ECM, such that addition, subtracti orl?'ﬁglyﬁ exclusive or nultiplication. 5
According to a particular formof the ion, the information contained
in the nessage (MECM is used as secondary key to decrypt the content of
the nono-chiannels rrit-apasndlEeAdsmi¥EioR 1dyetetl bfSe ity pteBGhIHRRRIBN 16L/Nd¥5 1. A
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2. A multi-channel transmission system according to claim 1, characterized
in that the multi-channel authorization messages (MECM) are encrypted by an
algorithm different to the algorithm used to encrypt the mono-channel

authorization messages (ECM).

3. A multi-channel transmission system according to claims 1 and 2,
characterized in that the multi-channel authorization messages (MECM) are
modified according to a period different to the period of the mono-channel

authorization messages (ECM).

4, A muiti-channel transmission system according to claims 1 to 3,
characterized in that the information contained in the muiti-channel
authorization messages (MECM) is combined with the information contained in
the mono-channel authorization messages (ECM) by operations such as

addition, subtraction, or exclusive (XOR), multiplication or coding.

5. A multi-channel transmission system according to claims 1 to 3,
characterized in that the subscriber unit includes a cryptographic unit (CU)
determining control-words (CW) from mono-channel authorization messages
(ECM), allowing the subscriber unit to decrypt the encrypted signals, the
content of the multi-channel authorization messages (MECM) being combined
with the parameters (P1, P2 ... Pn) of cryptographic caiculation of the
cryptographic unit (CU).



aut hori zation nessages (ECM. 3. A nmulti-channel transm ssion system
according to clains 1 and 2, characterized in that the nulti-channel

aut hori zati on nessages (MECM are nodified according to a period different
to the peo@mdetd7 t he nono-channel aut horg zati on nessages pCEGBY1/00494 A

mul ti-channel transm ssion systemaccording to clains 1 to 3,

characterized in that the information contained in the nmulti-channel

aut hori zati on nessages (MECM is conbined with the information contained in
t he nmono-chaénel Autdamsmigsibn anetnessaly ewulif-ERdhndlyengrgptad sigrasufdn Ray-TV
addition, subtraction, or exclusive (XOR), nmultiplication or coding. 5 A
mul ti - channefOtSY$i9f’ssi on system according to claims 1 to 3,

characterized in that the subscriber unit includes a cryptographic unit

(CU) determ ningafsrmittirgy m\ﬂﬁi’lél'if‘ar{r@/‘énérﬂ/gfédr@?@algfﬂ@ﬂﬁ@bu@é&rﬂb@f uARt i on
nmessages (ECM, allow ng the subscribéer unit to decrypt the encrypted

signals, the content of the nulti-channel authorization nessages (NMECM
bei ng conbi ned - HARSMitliRg mansmehanngl @pthorization messaggs (GG seapied for
cal cul ation of the . r)h%ﬁ ographic unit (CU. WD 01/56287 9 PCT/1BOL/ 00094
6. A transm ssion ne ‘of multi-channel encrypted signals for Pay-TV
consisting of: - transmtting nulti-channel encrypted signals to the
subscri ber uni t- decrypting ite tauthprization chassadesa(i Gl i fenthe chassslagesertECV)

encrypted for each channel, - decrypting.th ut hori zation ssaqges. (ECM
For T he channel SEaNPandly 2 1 GREAPDG AUt y{5idhr A% SobivRled Clyorien
decrypted i nf ormgtdseihting control-words (CW) necessary to decrypt the signals suitable

for the channel currently received,
characterized in that it consists in:

- transmitting multi-channel authorization messages (MECM) common to a

group of channels,

- decrypting these multi-channel authorization messages (MECM) and
combining the decrypted information with the information necessary for the

obtainment of the control-words (CW).

7. A transmission method of multi-channel encrypted signals according to
claim 6, characterized in that the combination is done on the entry parameters
(P1, P2,.. Pn) of the cryptographic unit (CU).

8. A transmission method of multi-channel encrypted signals according to
claim 6, characterized in that the combination is done on the results obtained

by the cryptographic unit (CU).

9. A transmission method of multi-channel encrypted signals according to
claims 6 to 8, characterized in that it consists in modifying the multi-channel
authorization messages (MECM) according to a period different to the

modification period of the mono-channel authorization messages (ECM).

10. A transmission method of multi-channel encrypted signals according to

claims 6 to 9, characterized in that it consists in encrypting the muiti-channel



representing control-words (CW necessary to decrypt the signals suitable
for the channel currently received, characterized in that it consists in: -
transnitting nmul ti-channel authorization nessages (MECM conmon to a group
of channdY@0/5628fecrypting t hese nulti-chdfnel authorizati FFHBIVEWEE (VECM
and conbining the decrypted information with the information necessary for
the obtainnent of the control-words (CW. 7. A transm ssion nethod of

mul ti-channel encrypted si nals@ﬁ§§ ding to claim®6, characterized in

that the conBuRQrZEHOR N €8n nBFSPraiRgatR @8 glgorithm gifferentpig) thg ¢ he
crypt ogr aphi k m (S - IS Sk Of . ka

encrypted siglal@Mgccoré?%gcﬁgﬁH%?gﬁh?z#egﬂgfégﬁgpgﬁggpﬁﬁb?ﬁg%pgﬁgw)
conbination is done on the results obtained by the cryptographic unit

(CU). 9. Atransm ssion method of multi-channel encrypted signals according
to clains 6 to 8, characterized in that it consists in nodifying the

mul ti-channel authorization nessages (MECM according to a period
different to the nodification period of the nono-channel authorization
messages (ECM. 10. A transm ssion nmethod of nulti-channel encrypted
signals according to clainms 6 to 9, characterized in that it consists in
encrypting the nulti-channel WO 01/56287 10 PCT/1B01/ 00094 authorization
nmessages (MECM) according to an algorithmdifferent to the algorithmused
to encrypt the nono-channel authorization nessages (ECM.



