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of these resources may be limited by the availability of instructions that can be executed in

parallel. The availability of instructions for parallel execution is referred to as instruction
level parallelism (ILP). Instruction dependencies limit the ILP available in a single
execution thread. If only one execution thread can be processed at a time, instruction

15  throughput is reduced as well.

One approach to increasing instruction throughput is to design processors that are
capable of executing instructions from two or more instructions threads concurrently.
Since instructions from different threads are independent, concurrent execution of two or

more instruction threads increases instruction throughput.

20 A variety of designs have been implemented to support concurrent execution of
multiple threads in a single processor package. For example, multi-core processors
include multiple execution cores on a single processor chip. Each execution core can be
allocated to a different instruction thread, although various resources may be shared to

save die area or to allow some communication among the executing threads. Multiple
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encounters a long latency event (Switch-On-Event Multi-Threading or SOEMT).

A fine-grained multi-threaded processor allows instructions from the multiple
threads to execute concurrently. For example, instructions may be issued from multiple
threads on each clock cycle, or instructions may be issued from different threads on

15 different clock cycles. In both cases, instructions from multiple threads may be in-flight in

the execution core at the same time.

In general, both multi-threaded processors and multi-core processors allow more
than one thread’s context to be active in the processor at the same time. For multi-core
processors, some or all of the cores maybe multi-threaded. Here, context refers to the

20  registers that store a thread’s architectural state for a particular processor architecture, and
may include general, control and application registers. The performance benefits of these
and other processors that support multiple thread contexts (“multiple-context processors”)

depend, in part, on the capacity of these processors to appear as multiple, equivalent



depend, in part, on the capacity of these processors to appear as nultiple,
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interrupts, particularly those associated with resources shared by the logical processors,

are often seen by all logical processors. For example, a multiple-context processor may

provide a single interrupt pin to maintain package-level compatibility with single-threaded

15  designs. Interrupts asserted on the pin are seen by the interrupt units of all logical

processors. A fan failure in the system may trigger such an interrupt. Because of their

equivalence, each interrupt unit registers the interrupt and its associated logical processor

executes the interrupt-handler. Interrupts generated by shared on-chip resources or

received on system or dedicated interrupt buses may be seen and processed in a similar

20 manner. In many cases, the interrupt could have been handled by one of the logical

processors, but the symmetric configuration of the logical processors obliges each to

execute the interrupt code.
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Fig. 1 is a block diagram of a computer system in which the present invention may
10  be implemented.
Fig. 2 is a block diagram of a multi-core processor in accordance with the present
invention.
Fig. 3 is a block diagram a multi-threaded processor in accordance with the present
invention.
15 Fig. 4 is a flowchart representing one embodiment of a method for handling
interrupts in accordance with the present invention.

Fig. 5 is a flowchart representing another embodiment of a method for handling

interrupts in accordance with the present invention.

20 Detailed Description of the Invention
The following discussion sets forth numerous specific details to provide a thorough
understanding of the invention. However, those of ordinary skill in the art, having the
benefit of this disclosure, will appreciate that the invention may be practiced without these

specific details. In addition, various well-known methods, procedures, components, and



specific details. In addition, various well-known nethods, procedures,
conponents, and 4 WO 03/021438 PCT/ US02/ 24672 circuits have not been
descri bedwpresdetas | in order to focus attention on the fe&Curse2/pf671 he
present invention. Fig. 1 is a block diagramrepresenting one enbodi nent of
a conputer system 100 in which the present invention may be inpl enent ed.
Conput er s ysteim h0Ondthednuttesibed B detailtin piderto Grruesitenfipnetids Hase s execut e
instructions stored in a nenory 160. Data and instructions are coupl ed

bet ween pr geessdfiven@ith.and menory 160 through a channel 180. Channel 180
may i nclude one or nore buses under control of a chipset or system/logic
(not shown). ForFigys<@btodOBagrare raprasertB@ os¢ onlesliraent bt eanrpuifsr systend | @ 170
that is executed by 10 resources on nultiple-context processor 110, in
response t anahidhikepreddpt inveiommyy B6Sthplameptede fompetnt sysondOD lireludenor y
structures, such as caches and main nenory, as well as non-volatile nenory
st ruct ures, maHpb-castektpasBssBENMItY exddde thsaidionostored in araemanyd 60.n®atadnd.  For
one enbodi nent of the invention, a portion of interrupt-handler 170 may be
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menory. 15 The logic of nultiple-context processor 110 is represented as

| ogi cal progeasango mhe Hekte onel? Mo bisgenrie catrblof alchigbet at syplemdegisor 120)
including their associated interrupt units 130(1)-130(n), respectively

(genericall¢ot&@%§frupt unit 130), and shared resources 140. For exanple,
each | ogical processor 120 nmay represent resources that are allocated to a
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of processor 20 t are available to threads on all |ogical processors

120. Foy, the digehe %%glpﬁemﬂgk{ﬁ%es&i 150/ S REBoAR o af ARG ASALK 86 140

i ncl ude an

may represent volatile memory structures, such as caches and main memory, as well as
non-volatile memory structures, such as flash memory, hard and soft drives and the like.
For one embodiment of the invention, a portion of interrupt-handler 170 may be
implemented in firmware, while other portions may be stored in a main memory.

15 The logic of multiple-context processor 110 is represented as logical processors
120(1) — 120(n) (generically, logical processor 120), including their associated interrupt
units 130(1)-130(n), respectively (generically, interrupt unit 130), and shared resources
140. For example, each logical processor 120 may represent resources that are allocated
to a particular thread, and shared resources 140 may represent those resources of processor

20 110 that are available to threads on all logical processors 120.

For the disclosed embodiment of system 100, shared resources 140 include an
interrupt claim register (ICR) 150 that is accessible to each logical processor 120. As
discussed in greater detail below, ICR 150 provides a mechanism through which one

logical processor 120 signals the remaining logical processors that it will handle an



interrupt claimregister (ICR) 150 that is accessible to each | ogical
processor 120. As discussed in greater detail below, |ICR 150 provides a
mechani srwohiBo2igbs whi ch one | ogi cal processor 120 si gnal $CrhEsor/amed ni ng

| ogi cal processors that it will handle an 5 WD 03/021438 PCT/ US02/ 24672
interrupt. Shared resources 140 may al so include a hi gher-level cache or
bus | ogi ¢ stedupto Shareshresaviresat 40 mpY HshiBpiedsa higerdeveh@riopidralossessdi8s (not
shown). Interrupt unit 130 represents a functional block associated with

| ogi cal pr aosssmicateMith manquy dekerperiphess deyiess (nabeha¥dn i nterrupts may be
handl ed by any of |ogical processors 5 120. For exanple, certain

i nterrupts that hoeingitnait €30 mprsseatsedunctional btoek assddaterhw tth bogjsplaresssor and
systemor platformlevel interrupts that are generated by resources off the
processor paokagecdsy pitaaiptsy Cengin reerhpmsdhaytbeimndled byl anyiof &igicpl myoesessooy  120.
They may be communicated through an external pin 104 on the processor
package,5 a 120s Fotdxaimpblepteghin intbrrapss thatyrightaerimsiiarddoeprneeebdom thel 0. 1 n t he
foll owi ng discussion, interrupts such as these 10 are referred to as common
i nterrupts,prb&se ahd $8tdinoh platferi fevelinternipey thatpisgehbrated by eestacgeffate to a
specific | ogical processor. Interrupt units 130(1)-130(n) register conmon
interrupts fr@fesdoPhckade tPFiOLISFSY bR haddl€H By)and 26Hida) proceaspe2q.i Tiely ynayfbor

exanpl e, each interrupt unit 130 assesses the priority assigned to an
interrupt aloafiSunidated tABYeh MR kiRl FiANG4 b BB ProcéordRtiapeiateswhdirdigh the 15
interrupt nerits inmmediate handling, e.g. whether the event that triggered
the int err"o‘?ﬁcuitn?hﬁb'llngl th 3kResREr 10 IVthe YRlowkdpliseusioR ihteyrufty eetitah figsd hr ead. | f
interrupt unit 130 determines that the interrupt has priority, it directs

its assqfi abethlRAIG A connaseRhiptd 20dikthgdRh tRAIFSIP Intediutsithd eleltatpétechandl i ng
routi ne. The present i1nvention provides a nechanismthat allows one
I ogi cal  progessQifici@ichipri¥gert € the full interrupt-handling routine for an
Interrupt units 130(1)-130(n) register common interrupts for logical processors
120(1)-120(n), respectively. For example, each interrupt unit 130 assesses the priority
assigned to an interrupt along with any masking conditions, to determine whether the
15 interrupt merits immediate handling, e.g. whether the event that triggered the interrupt
should take priority over the currently executing thread. If interrupt unit 130 determines
that the interrupt has priority, it directs its associated logical processor 120 to an
appropriate interrupt-handling routine. The present invention provides a mechanism that
allows one logical processor 120 to execute the full interrupt-handling routine for an
20  interrupt that is registered by all logical processors 120. It does so without imposing
asymmetries on logical processors 120, such as arbitrarily assigning interrupts to logical
processors 120.

For one embodiment of system 100, interrupt units 130(1)-130(n) register a

common interrupt for logical processors 120(1)-120(n). If the interrupt has priority,



20 interrupt that is registered by all |ogical processors 120. It does so
W t hout inposing asynmmetries on |ogical processors 120, such as
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direct | ogical processors 120(1)-120(n), respectively, to
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| CR 150 conpl etes processing of the interrupt, 5 and remaining | ogi cal
processors plé’&ssroaslamhaexmmﬁubynacmf:sstshlé]Rrlﬁtormmabbs:s proessinpef thabydetiupbnt of t he
invention, ICR 150 is initialized to a first value and reset to the first
val ue afs erand r&RdTIBE ldglthesrodemdors [Dheesume k@hti@nafehedetyrerdst of i nt errupt -
handl er 160 directs each | ogical processor 120 to read the value currently
in ICR 150 and FoPond dnitRdimenesramdinventivg ICR 15CR idfbializeProwfidediteradsecond
value differs fromthe first value, 10 the first |ogical processor 120 to

read | CR 1505 RARe liREvdlid afier ¥ @nifon lekruptt ITRE idiRgced segrinmpofimranpt- 120 see
t he second val ue. The | ogical processor that reads the first val ue

continues exqakt 1@Qlké}@edcﬂtl(%LJaUﬂ%cé%%?dh@fo redd e Vh@duiieRy indQRAA0 aft ocessor s
read the second value, which signals themto return fromthe interrupt,
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type of d hrtﬁ@ﬂrsﬁ& RHT S0P 85D b P&dlmk%o g%& th@qw Walue.i AB ol REiAlY Or even
the type I nstructions currently in flight, may determ ne how qui ckly
I ogi cal pr O;S"rg(,se’?%l}s 112%%% the second value. The loglcal processor that reads the first value

continues executing the interrupt-handler. The remaining logical processors read the

second value, which signals them to return from the interrupt, e.g. to resume executing

their interrupted threads.

15 Logical processors 120 do not necessarily respond to a common interrupt in lock
step. The type of thread executing when the interrupt occurs, its priority or even the type
of instructions currently in flight, may determine how quickly logical processor 120
accesses ICR 150. Depending on the embodiment, interrupt-handler 170 may be
executable by only one processor at a time, in which case, the first logical processor to

20  execute interrupt-handler 170 will be the first to access ICR 150.

Different embodiments of multiple-context processor 110 implement logical
processors 120 in different ways. For a multi-core embodiment of multiple-context
processor 110, each logical processor 120 corresponds to an execution core. A multi-core

embodiment of multiple-context processor 110 is discussed in conjunction with Fig. 2.

7



accesses | CR 150. Dependi ng on the enbodi nent, interrupt-handler 170 may be
executabl e by only one processor at a tine, in which case, the first

| ogi cal pwomamswassto 20 execute interrupt-handler 170 w | PCharsotiztefi rst to
access | CR 150. Different enbodi ments of nultiple-context processor 110

i npl ement | ogical processors 120 in different ways. For a nulti-core
embodi nent Fof a multi-thpadecombadinent pf multiplssentegtproceseh! 10o¢ack kgl ocessor 120
corresponds to an execution core. A nulti-core enbodinent of

nul ti pl e- cqmbessor p2omesspondsltd thei resodicstefasingld axeewsion aere thabarewlleqateditey. 2. 7
WO 03/021438 PCT/ US02/ 24672 For a multi-threaded enbodi nent of

mul ti pl e- cargaeticulap thoeads sonulfidireaded embbdigientail mupipbcecnteat proggsadi@ Bsponds to
the resources of a single execution core that are allocated to a

particul ar diftuead in ddnjmittidn-vtithrRigde dtherieotibdierits of mnitibketgohtextqueresset

processor 110 is discussed in conjunction with Fig. 3. Qher enbodinents
of mul tispl erloemdyandludel e esple, mukidle cors, sonel andi pf Which e amyti-threaded.t i pl e
cores, some or all of which are nulti-threaded. The present invention does
not depend THe grédentRfchiiGiddRE nsTRIBRGH oh hewaitizhlat Mendeoivetdth thpicgeeksors are
inplenented in the processor. Fig. 2 is a block diagramrepresenting a
nultl-coreégggggkggahnﬁégﬂﬁmiaﬂﬁuﬁ&kabe- context processor 110. Multi-core
processor 210 provides execution cores 220(1)-220(n) 10 and their

correspondi ng i GERLUPLIoMNhSad 3 rddnth3Q(rIti-cbRLRBOEmER 110 of @ nfultippor t
concurrent execution of up to n-threads. Al so shown are shared resources

240, which Jﬁ@%ﬁf’ﬂ’gceﬁbr f1 LU KWRte Srb@sdBr b BBprotiBEs dxb&ibn €565 2260m-200@)

di scl osed e I'ment of nulti-core processor 210, ICR 250 is accessed by

e T v A
priority and.|i.%Q¢ u;g fo rFRGE Sa1kd $hoGRFERRRR UshHc 986, WHiH In8Rdan220 to an
interrupt claim register (ICR) 250. For the disclosed embodiment of multi-core processor
210, ICR 250 is accessed by execution cores 220(1)-220(n) through a bus 254.
In response to a common interrupt, each interrupt unit 230 determines whether the
15  interrupt has priority and if so, it directs its corresponding execution core 220 to an
interrupt-handler. Under control of a first portion of the interrupt-handler, execution cores
220 vie for access to ICR 250. The first to access ICR 250 completes the interrupt-
handler. The remaining execution cores resume their interrupted threads. For another
embodiment of multi-core processor 210, one or more of execution cores 220(1)-220(n)

20  may also be multi-threaded, in which case, each thread on each core attempts to access
ICR 250 first.
For one embodiment of the invention, the first code segment causes each logical

processor 220 to read ICR 250. If logical processor 220 reads a first value in ICR 250, it

proceeds to execute the remainder of the interrupt-handler. If logical processor 220 reads



i nterrupt-handler. Under control of a first portion of the

i nterrupt-handl er, execution cores 220 vie for access to ICR 250. The
first to womems14BCR 250 conpl etes the interrupt- handl er. PCh@SoBm®INI Ng
execution cores resunme their interrupted threads. For another enbodi nent
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| ogi cal processor 220 reads a first value in ICR 250, it proceeds to
execut e t heirstemhientiemitol cédesegminemay pnploaaditemic redd-medjficetitepperabasor 220
reads 8 WO 03/021438 PCT/ US02/ 24672 a second value in ICR 250, it may
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t he read- NOERf 350W6 hddtheP R2TAL hrodtssoar Eorakie emb&timeit] didyithe fiest logipai shi ng | CR
250 to another |ogical processor. For this enbodinent, only the first

| ogi cal  prpe&ssrto ehlERAB0 k&l ReQerbvalds. AhotheclgicMkaressoRiwill edadietie | ogi cal
processors will read the one witten to ICR 250 by the first | ogical

processor thatyfeh &SRR I0WF KOst 18ficdipfocebodbmedksedeSrE®ed above is an
exanple of a "race-to-flag” mechanismfor determ ning which |ogical

processor will handle a common_interrupt. The %}q nag be, contained in a
regi stet) a | ocklhgsmbagimentslescsibeq 3bove {7 28 £¥ARRIE 'q%§¥? Wh CHCCANSB&Taccessed
by each l|ogical processor. The read/wite rules,qovernin such a flag

al | ow each detrginirang which logical processor will handle a common interrupt. Theflag may be

contained in a register, a lock variable or similarly stored bit(s), which can be accessed by
each logical processor. The read/write rules governing such a flag allow each logical
processor, acting independently, to determine whether or not it is responsible for handling
15  the common interrupt.
Fig. 3 is a block diagram representing a multi-threaded embodiment 310 of
multiple-context processor 110. Multi-threaded processor 310 includes an execution core
304 that allows concurrent processing of instructions from up to n-different threads.
Execution core 304 is represented as a pipeline in which various stages are either allocated
20 to one of the n-threads (blocks 324(1)-324(n), 326(1)-326(n), 328(1)-328(n), 330(1)-
330(n)) or shared among the n-threads (blocks 340(a)-340(c) and ICR 350). For example,
blocks 340(a), 340(b) and 340(c) may represent a shared instruction cache, a shared
register rename unit, and a shared data cache. Blocks 324(1)-324(n), blocks 326(1)-

326(n), blocks 328(1)-328(n) and blocks 330(1)-330(n) may represent portions of a fetch



processor, acting independently, to determ ne whether or not it is
responsi ble for handling 15 the conmon interrupt. Fig. 3 is a block

di agram rwprogsenss ng a nulti-threaded enbodi nent 310 of  martisp/aseCONt ext
processor 110. Multi-threaded processor 310 includes an execution core 304
that allows concurrent processing of instructions fromup to n-different
threads. mnécaddcode wit en @@dution unis prandpieBuPta8itesPRGREIYndat are dlleceted var i ous
stages are either allocated 20 to one of the n-threads (bl ocks

324( 1) - 324(t0 )hreddR 6l JFh8 260wss aBad(et)to 32BEm jogicaBmpcEysor @3a[eN" inyertisplar ed
anong the n-threads (bl ocks 340(a)-340(c) and I CR 350). For exanple,

bl ocks 340(atiznmadaélbly tasichpBAOFgye Hrely ismepintendestto indidaterapy ofdereg efdh¢ on cache,
a shared register renane unit, and a shared data cache. Bl ocks

324( 1) - 324(regourdak stk stedBG5( th)ead.326( n), bl ocks 328(1)-328(n) and bl ocks
330(1)-330(n) may represent portions of a fetch 9 WD 03/021438

PCT/ USO% 24672 PRéhihk disaloskdicambediuieht of peuve@xetl0; logivalipnicessandR0gh) is nt er r upt
unit, respectively, that are allocated to threads 1-n. The resources

al | ocat ed tgprsedicd®R allO@icaatsoic@C3a6I0r328(18, 32BAWMINd 330U ant dagical al i gnnent
solely to sinplify tigure 3. It is not intended to indicate any ordering of

the res Oug&&%s@r b oA} i€ teptRered by Bdehtedresourcet Bmt(eh 336(1)sE8(I9bOBIAENt  of
processor 310, |ogical processor 320(1) is represented by allocated

resources 31’4‘&; % )don3R3P pirbosed SBilldstrafittt] GBEHrdpreseatationsaglyGludeponivassdr 320( n)
is represented by allocated resources 324(n), 326(n), 328(n) and 330(n).

This 1s dong,fo@tesBHERO8O8)-0f10ic) bitihiiRin 28 by BelBhespeiigaBRh@t i Ons may
i ncl ude portions of shared resources 340(a)- 340(c) currently in use by

the corfgspondi qgteltrbﬁt%?xﬁis 3339,01il£er6tﬁ'err bidtated Rdsbread3R prokésk& 3adRed adtlbecat ed
resources in processor 310, need not be phy5|caFIy di stinct units. For
exanpl e, 1 hﬁxsi@faﬂ}& S GREERHO FRUWAHALSh ma EprBGhEpdrtiing bof #'Rhgle interrupt

unit that is allocated to individual threads executing on processor 310. In response to a

common interrupt, interrupt units 330(1)-330(n) register the interrupt and, determine

whether it should be processed. If the interrupt has priority, interrupt units 330(1)-330(n)

15  direct logical processors 320(1)-320(n) to execute an interrupt-handling routine, e.g.
interrupt-handler 170. Each logic processor 320 executes a first code segment of the
interrupt-handling routine, which causes it to access ICR 350. The first logic processor
320 to access ICR 350 executes the remainder of the interrupt-handling routine. The other
logic processors 320 return to their interrupted threads.

20 The configurations of multi-core processor 210 and multi-threaded processor 310
are provided for purposes of illustration.only. Other embodiments of multiple-context
processors suitable for use with the present invention may employ different

configurations. For example, the threads of a multi-threaded processor may share a front

end and execution resources and only replicate register files. Persons skilled in the art of

10



unit that is allocated to individual threads executing on processor 310. In
response to a comon interrupt, interrupt units 330(1)-330(n) register the
i nt erruptweand/o2dst ermi ne whether it shoul d be processed. PCfi/ushz246mt er r upt
has priority, interrupt units 330(1)-330(n) 15 direct |ogical processors
320(1)-320(n) to execute an interrupt-handling routine, e.qg.

i nt er r upt - haowbwer desizd anghaving the benefit s distlonpowdlecagnide o%es  r st code
segnent of the interrupt-handling routine, which causes it to access ICR
350. The fidqosfigirasigine opmulitiplsontext3pgressorsdiiat mgy be oRd mepnjupsiian with thee

remai nder of the interrupt-handling routine. The other |ogic processors
320 return presehtimventiomt err upt ed t hreads. 20 The configurations of

mul ti-core processor 210 and nulti-threaded processor 310 are provided for
pur poses of il | Fid. Aadga low ohdriyrepri@kenting enisododiprentof ofethad 1400 presutedby ext
processors suitable for use with the present invention may enpl oy different
conf i gurat i @ols logicalr precesssp iney mulkipletchntesigpeocedsom immasponsetth p eardmdn prtaysessor  may
share a front end and execution resources and only replicate register
files. Persarsmsish lidt@eipt 3 detdereds 10, aid thOlogiCal}B36d@RDbAIBerMGES WBDRhAUG TiR
processor design and having the benefit of this disclosure will recognize
ot her Confiinﬂ:%ﬁ(tsh@lﬂ§ b&handledt Fpi xamplel @XhtePimaeis sOHths ldghal prowysobemaysed in
conjunction with the present invention. Fig. 4 is a flow chart

representi ng iR RehRedhaRatkifd bikkb BamAROwRXIRE tealtebiyd Mtepaphaksgi cal
processor in a multiple-context processor, in response to a conmnon

I nterrupt. pr@beﬁ%@@er'tﬁg&l'fkh'tw exeSut iRGLREn Mkbhd. AN theti@rrdpd @b abt pRecessor
determ nes 420 ether the i'nterrupt should be handl ed. For exanple, an

I nterrupy uﬁjiotrit}pfmemﬁ 400 Siri fhhtePH AL AP HE intdFRt haDpRBHRA20 deRhih kidteand maski ng

bits to determTie whether the detected interrupt takes precedence over the
currently execubhdids LRSS B3trkaR Qpﬁr@ﬁr%ﬁ:%oin‘t fn thbEurtdti @ EXediingdRRSd, AR thbave

logical processor is directed 440 to the interrupt-handling routine at an indicated address.

An interrupt unit typically provides the interrupt-handler address if it determines the

interrupt has priority.

15 The state information saved prior to transferring control to an interrupt-handler is
usually the smallest amount of state information that can return the logical processor to the
interrupted instruction thread upon completion of the interrupt-handler. This reduces the
overhead associated with executing the interrupt-handler.

On entering the interrupt-handling routine, the logical processor executes a first

20  segment of code that directs it to access 450 an interrupt claim register (ICR) and compare
460 a value stored in the ICR with a first value. If the read value equals the first value, the
logical processor proceeds 470 with the interrupt-handling routine. If the stored value

does not equal the first value, the logical processor returns 480 from the interrupt.



10 priority, nethod 400 term nates 470. If the interrupt has priority 420,
certain state information is saved 430 at an appropriate point in the
current| ywexaoudsg t hread, and the |ogical processor isPdirnsotegd72140 to
the interrupt-handling routine at an indicated address. An interrupt unit
typically provides the interrupt-handler address if it deternm nes the
interrupt has pioenjury thaldliTens psecgsser doaesersbr Gt say e, spbedimepts of
transferring control to an interrupt-handler is wusually the small est
anount of shapesdnnineemiah imay prdtert the GR oetha cedetshgméns ysed 40 aqsessdeslsdr oo t he
interrupted instruction thread upon conpletion of the interrupt-handler.

Thi s r educeate fikecasa\i ineadptamadier mayeonpidst 4n atoreic ntaid mepdifrevrita pparatigptto handl er .
On entering the interrupt-handling routine, the |ogical processor executes
a first 20 medfyahé ICK. Bodds éhbddirdém.dfthe ldgicatmoassoewd%ﬁrsa‘faltierin gerupt claim
register (ICR) and conpare 460 a value stored in the ICRwith a first

val ue. | tIoR i a6l writds8e@gd &hlge inhke FAR sithowatelinquishivg cohtogiof the IBRocessor
proceeds 470 with the interrupt-handling routine. If the stored value does
not equal thewdenisd reX@dnidavritt Beeratidgs. CRrbvipddohe BERols réset tonirestirdiB@lut betwete
interrupt. >> WO 03/021438 PCT/ US02/ 24672 To ensure that only one
processor agEaaseShd Nt 1b98a%§ooa§sysr foi réaRl, theelOROWlil IFeAt the fifst dahe: ipEeIERE

i nvention may protect the | or the code segnment used to access the ICR

In  the firgl GARRit WitPthk KcBhd HMe: h’&?d&gﬁ‘éal PRYesSoTtha®Yeaddtha (OR hter the
read-nodi fy-wite operation to y the ICR For this enbodinent, if the

| ogi cal pr Oﬁ:l%tsl% Ealrp?&gﬁo?-szFdSrﬁIveYﬂhb‘@anﬁeﬂnfeh@pt%ﬂl@?ﬁd the tdaemy WMieta@® a second
val ue in the wi t hout i nqui shing control of the ICR between the read

and wi{e opslalitansintkrprbisdiviae | CR is reset to the first value between
|nterrup(fs l%taL Sﬁjr?s%nﬁ |lca 1|c‘)/rocessor toread the ICRw Il read the first

value in the | Cl%org'fsé ({%)?19 Ic%%eaci;éss Wtﬁ ﬂltsn%dégé\gﬁﬁ% M iBrerrftthahdied is al

processor that rea

gated by a critical-section bit. The first logical processor to reach the first code segment,
performs an atomic read-modify-write of a critical-section bit, reading the value of the bit
and writing a second value to the bit without relinquishing the bit between the read and

15  write operations. If the read value indicates the first code segment is unlocked, the logical
processor executes the code to read the value in the ICR. The second value written to the
critical section bit ensures that no other logical processor can execute the first code
segment in the meantime. If the read value indicates that the first code segment is locked
the logical processor may return to the thread it had been executing. Since only one

20 logical processor can execute the first code segment at a time, reading and writing of the
ICR does not require an atomic operation. Persons skilled in the art and having the
benefit of this disclosure will recognize various other mechanisms for ensuring that only

one logical processor claims ownership of the common interrupt.



first logical processor, responsive to the sane interrupt, will read the
second value and 10 resune its pre-interruption activities. For the second
case, accwoelspoi4she first code segnent of the interrupt-haodluse22472 gat ed
by a critical-section bit. The first |ogical processor to reach the first
code segnent, perforns an atomc read-nodify-wite of a critical-section
bit, reading th®nsathadlapflCRhckivariablgneichhastbiegnpcgesseddyridl thalogisalt o t he bit

wi t hout relinquishing the bit between the read and 15 wite operations. If
the read vajro@siondncapase tdrecdnmant incoue, he §agshouidde rseige Kedirstvale f[3gi cal
processor executes the code to read the value in the ICR The second val ue
witten to théigext commobrcmkersiec toopnebinibodimsnt efshe inggntinn the lagdodiesyyi cal

processor can execute the first code segnment in the neantinme. If the read
val ue i ndi cgb@ssot toatad the flig ingespondeo & egmmart intesruptpeketslit i the fiksbyaleal

processor may return to the thread it had been executing. Since only one 20
| ogi cal 9r orgesiple it fagaeditte dehsedito irvtude atlie fsegehengical praredsbmseppareddi ng and
witing of the |ICR does not require an atom c operation. Persons skilled

in the art gngde haipRGednfttt pro@Raski As edchtdpical stosssson actessesiht flag @ cagtheze
vari ous other mechanisnms for ensuring that only one |ogical processor

cl ai ms ownesRiRndhg HREbE OTA¥ARt Idpical prod¥ssor dots WRoN34PIRdiIAS Bad Wit AdBID2/ 24672
Once the flag (ICR, | ock variable, etc.) has been accessed by all the

| ogi cal progessArtie bits ih @RFRBIStHe Gird vAIGEMON i nterrupt, the flag should be
reset to the first value for the next comon interrupt. For one enbodi nent

of the inventi orgy §gher B8bodiASHCHE inithll SR S8&Dhent OF theRetriupEhahliledmay response
to a common interrupt, resets it to the first value. 5 For exanple, the

flag may, be’mgﬁjcityf% ichCorbddsdob G ndedlédt a LOtnt $RAGH(  Ofles Ad RADHE FeRinchteppOr t ed
by the nultiple-context processor. As each |ogical processor accesses the

flag it set csouhp\galuec P th€ @P{%nggtﬁg cclgL![nﬁgalll%i dquatd 18 nbABLr Jr RFiaPproiRfESSOr sets

its correspondi ng flag ,

currently active on the processor, the logical processor resets the count value to the first
value. If the incremented count value is less than the number of logical processors that are
currently active, the logical processor returns from the interrupt.

15 These mechanisms for resetting the flag assume that the time between common
interrupts is typically greater than the time necessary for all of the logical processors to
execute the interrupt handler (or portions thereof) and access the flag. Persons skilled in
the art of processor design and having the benefit of this disclosure will recognize other
mechanisms for resetting the flag once ownership of a common interrupt has been

20  determined.

Fig. 5 is a flowchart representing one embodiment of a method 500 in accordance
with the present invention for handling interrupts. Method 500 allows duplicate handling
of common interrupts to be enabled or disabled. For example, it may be necessary to have

all logical processors respond to a common interrupt, such as a machine check or a

13



resets all the bits in the flag to the first value. For another enbodi nent,
the initial code segnent of the interrupt handler nay 10 instruct a | ogi cal
pr ocessorwpDm3iopmsenent a count value (i.e. flag) and readPChaSonezsserrent ed
count value. If the increnented count val ue equal s the nunber of [ ogical
processors currently active on the processor, the |ogical processor resets
t he count whéroe!l ¢ventt fFer thesegind othgt gpenmanfinterigpts ?‘?é‘rréﬂféﬁtagdo%ﬁﬁhﬁ{oc?ﬁé?rﬁl@ is |less
than the nunber of |ogical processors that are currently active, the

| ogi cal pr cegssdrduplakirasdingofintdreipismayrbe gpabledtirovgiusferense Fani AR  or
resetting the flag assune that the tinme between common interrupts is

typi cal |y geshlestontivmrhandiamg). i Thas bitwes beagey for salecsdd| copmon hatenrenys whdn tht ocessor s
to execute the interrupt handler (or portions thereof) and access the
flag. Per sosystemmks filsetghoted or timmgat lateofo cpstomizs s partiddar systeraeavirpavienty t he

benefit of this disclosure will recognize other mnechanisnms for resetting
the flag once ownehaiiop iohitatedGirorinrespoherto dgectioast Heemm@Ointetup i ned.  Fi g.
5is a flowhart representing one enbodi nent of a nmethod 500 in accordance

with the prgeftprécayendticeid s20a bhaddbiérmnel wheehier dupllisate Medriupthaafiingsk | ows
duplicate handling of conmmon interrupts to be enabl ed or disabled. For

exanpl e, | tefdBiKd.PE itNeERBRA tHe lo@ichidi&essat proted 338l wiph the ss@pshandiepond to a
comon interrupt, such as a machine check or a 13 WD 03/021438

PCT/ US02/ 248 2d1ethB Wi ot Soplical frotestNeSe daiRg it isCica®yB20 fiaer rupt s t hat
require all Togical processors to respond, duplicate handling of

interrupts &I‘%}’lc gilnfe'?%gdyl%gdﬁ@riw@méd?{hﬁn@mgprb&smmhe%%m(tﬁ@m@ conmon

handl i ng) . S e set for selected conmon interrupts when the

system | f &e‘i@h@%ﬁ%ggr nrBANAGEE tnRbEht HaQbdeH SIaHHEZ f e RAEhIpERHs@DL Sy St em
envi ronnent . thod 5 s initiated 510 in response to detection of a
common I nt eglHy Waimé% 550, the logical processor proceeds 530 with the interrupt-handler.

Mechanisms discussed above for controlling access to the ICR are applicable to method

500. If the interrupt has been claimed 550, the logical processor determines 560 if it is the

last thread to respond to the common interrupt. If it is, the logical processor resets 570 the

15 ICR to the first value and returns 580 from the interrupt-handler to resume execution of

the thread it had been handling when the interrupt occurred. If it is not the last thread to

respond to the common interrupt, it returns 580 from the interrupt handler without

resetting the ICR. Method 400 mechanisms discussed above for determining if the logical

processor is the last thread to respond to the common interrupt and reset the ICR (i.e. flag)

20  accordingly are applicable to method 500.

There has thus been disclosed a mechanism for handling certain interrupts in
computer systems that include multiple-context processors. The logical processors on a
multiple-context processor vie for access to a shared register, responsive to a common

interrupt. The first of the logical processors to access the shared register handles the

14



| ogi cal processor checks 520 a bit to determ ne whether duplicate interrupt
handling is enabled. If it is enabled, the |ogical processor proceeds 530
wi t h t he wotoateups - handl er, regardl ess of what ot her | ogiPcaluspr/amsessor s
are doing. If the bit indicates 520 that duplicate interrupt handling is
di sabl ed, the | ogical processor checks 540 the ICR to 10 determ ne whet her
owner shi p dhftetriyg. iThe enmaining lhgisal peasassels detagtdhat fie inthunt hesheen pleimedandot  been
cl ai med 550, the |ogical processor proceeds 530 with the interrupt-handler.
Mechani sns reiuaciies eéd inttove-hodlerc ot orelembadimanicd she inentipe theGRerpRt- appl i cabl e
to nethod 500. If the interrupt has been cl aimed 550, the | ogical

processor dehdenincledesadbsticbdd sectich thdtés exbausdd bytatidegical processgroanitheo t he conmon
interrupt. If it is, the logical processor resets 570 the 15 ICRto the
first val ueadkude redpondie b8 domarantifiterrupmt The shpited hepixtiir éy inttielizedduaBrsexecut i on
of the thread it had been handling when the interrupt occurred. If it is
not the 9 asfallehsrRank St code sqeanlditatsteheh loginatprocessoen readithe shbred edgistans 580
fromthe interrupt handler without resetting the ICR Method 400

mechani sms HHeSfst9686h! BRO¥Bor 16 hecd Gty sHarl Registdr féllvevihgxgédnahon iprearopssor is the
| ast thread to respond to the common interrupt and reset the ICR (i.e.

flag) 20 aggfrel M9 VAN RrikPRkdceAP!Aud thddhitads BRQutinEhid idtchapt-ahdisr. been
di scl osed a nechanismfor handling certain interrupts in conputer systens

that i ncl udgydfhnbih Rk fotQNp@dssds RAEESQENd TdIfe, WaBhGatctphenassdt heon a
mul ti pl e-context processor vie for access to a shared register, responsive

to a commninteh%tg{aglgag,t_. The first of the |ogical processors to access the
shared regi ster handles the 14 WD 03/021438 PCT/ US02/ 24672 interrupt. The
remai ni ng | ogi cal processors detect that the interrupt has heen clai med and

return 1¢ om t he Fonansithen pmbedimentef the myentinrearsenablgidisable b ds RrAWdsdient i on, the
interrupt- handler includes a first code section that is executed by all
| ogi cal pr oggméwhehaer ndfeeommon interrupts will be processed redundantly. If the bit is the

disable state, the interrupt is claimed by the first logical processor to access the shared

register by executing a first segment of an interrupt-handling routine. If the bit is in the

enable state, the first code segment is bypassed, and all logical processors execute the

15  interrupt-handler routine to completion.

The disclosed embodiments have been provided to illustrate various features of the
present invention. The present invention may find use in computers and other processor-
based systems which employ multiple-context processors. Persons skilled in the art and
having the benefit of this disclosure will recognize variations and modifications of the

20 disclosed embodiments, which none the less fall within the spirit and scope of the

appended claims.

15



package, responsive to the common interrupt. The shared register is
initialized to a first 5 value, and the first code section directs each

| ogi cal pwows®srssto read the shared register. The first PlocagiSoak4epr ocessor
to access the shared register following a comon interrupt reads the first
value, wites a second value, and continues executing the

i nt errupt - handl &¥e claifhe remai ni ng | ogi cal processors read the second val ue,
which directs themto exit the interrupt-handler. 10 For anot her
enbodinentlof tQFrB&¥§?%%§€§ﬁ 0 enabl e/ disable bit is provided to signal

whet her or not conmon upts will be processed redundantly. If the bit

is the disable stat e'fllésE gnﬁear‘nlruggﬁﬁ{ tggfreétﬁﬁ?%?g%pprp%ésgopﬁ) Jn}iflé;ruﬂtpgi cal

processor to access £ I ster executing a first segnent of an
i nterrupt-handl ing,routine. |f t? Ri¢ is in the enable state, the first

. t ’
code segnent |shﬁgwgs@éﬁ?°%ﬁ %]lﬁpb%fcal processors execute the 15

e VBTl er ¥ o ncy LR SRS O o PSSl QPR SRR AR ove

been pr eatures o resent i1nvention. The
present inventign .find use.,in conputers and ot her processor- based

syst ems whi ch e25Wﬂ$¥ﬁﬂ?¥Pﬁ$§9@SHFQQEE6W§cessors. Persons skilled in the
art and having the bepefit qf this disclosure ﬁALI.cho %E%Fmv &&ations
and nodifications of 3 HEMHt JRITIPEREIO SIOFFHYAEIPY NG RS SeME HEY | ess fal |
within the spirit and scope of the,k a pgﬂd d.clains. 15 WD 03/021438

PCT/ US02/ 24672 aV@Sf@P“a‘iW\g‘Cil.pr%ei?Pﬁd%@g‘é? O &Phg: a first interrupt unit
to direct a first logical processor to an interrupt- handler, in response
to an interrupt;

10 2. The processor of claim 1, wherein the first and second logical processors read a

value in the interrupt claim register under control of the interrupt-handler.

3. The processor of claim 2, wherein the first logical processor handles the interrupt if
it reads the interrupt claim register first.
15

4. The processor of claim 3, wherein the second logical processor exits the interrupt-

handler if the first logical processor handles the interrupt.

5. The processor of claim 4, wherein the second logical processor determines that the
20  first logical processor handles the interrupt by reading a value in the interrupt claim

register that is written by the first logical processor.

16



5 a second interrupt unit to direct a second | ogical processor to the
interrupt- handler, in response to the interrupt; and an interrupt claim
regi ster wooswoaress a val ue that indicates if one of the fi Pst/uSangh6srcond

| ogi cal processors is to handle the interrupt. 10 2. The processor of claim
1, wherein the first and second | ogical processors read a value in the

i nterrupt d.ai mhogestcempusidgr control of the interrupt-handler. 3. The
processor of claim2, wherein the first |ogical processor handles the
interrupt if it reaaprotéseoriimtiedingantintetrapti¢laire gigistesand g plyralityiof threadrhe
processor of claim3, wherein the second | ogical processor exits the

i nterrupt- handlrepurcés tb pepcssiimstrudtogs ak cprespersiygrplvraliit obmstrusdon nt err upt . 5.
The processor of claim4, wherein the second | ogical processor determ nes
that the 20 fi nigtadsogipeativepyr aeessor handl es the interrupt by reading a
value in the interrupt claim register that is witten by the first |ogical
processg . 16 WO 03/ Qiikhd8y loGibrdifilidte2dfi-handl&r. indudiysinetmceoomythdtareng: a
processor including an interrupt claimregister and a plurality of thread
resources to preg&stbieyleaticsfithnsukaity ofitheca redmoes esgpngivel tedniihtgrrat,
instruction threads, respectively; and 5 a nenory to store an

i nterrupt-handl g. i ncluding instructions that are executable by each of
the plurality of thread resources, responsive to an interrupt, to: read a

value in the interrupt cl @ia@araeik %t @ intPt claim register; and
process the interrupt or resume instruction execution responsive to

10 the read value.

7. The system of claim 6, wherein the plurality of thread resources comprises a

plurality of execution cores of the processor.

15 8. The system of claim 6, wherein the plurality of thread resources comprise a

plurality of resources of an execution core that are allocated to a plurality of instruction

threads.

9. The system of claim 6, wherein the interrupt-handler includes instructions that are
20  further executable by each of the thread resources to write a second value to the interrupt

claim register after reading the value in the interrupt claim register.
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process the interrupt or resune instruction execution responsive to 10 the
read value. 7. The systemof claim®6, wherein the plurality of thread
resour ceswoonpei4s®es a plurality of execution cores of thecprusorssor. 15 8.
The system of claim6, wherein the plurality of thread resources conprise a
plurality of resources of an execution core that are allocated to a

plurality ofy I nsg k'fskénpg'f 1L Al SreinIne iRRAuSOCHiIR MR eterGd RitAlifed thkrfeal N t he

i nterrupt- handler includes i nstructions that are 20 further executable by

each of the .&Naﬁ@%& ﬁl%%rj SPthe ttrﬁeé@r rbdoBircBs FERANEL 1idd VRiclréplidagit with@r r upt

cIa|n1reg|s er ter rea ing the value in the interrupt claimregister. 17

WO 03/021438(fg{éH§Q&4%ﬁgFgﬁm%gmn§Qe systemof claim9, wherein the
interrupt claimregister nitialized to store a first value and the

first of the thread resources to read the first value replaces it with a
second val ue and handles the interrupt. 11. The system of claim 10, wherein
a remai nder of the plurality of thread resources 5 execute a return from

the interr uﬁer el%gg%ign){gf %lamr RAdhOGinbhemSARE? ijlhgﬁiu%t)’ OF thiidfy reufdel UPt

claimregis em conprising: a nennry in"which is stored an
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and executi B resources ogi cal processors, each
of the |Oglé rocessors to vie for access to the interrupt claim
regi ster MAY¥'A&" i nterrupt - handl er, responsive to an interrupt signal.

12. A system comprising:
a memory in which is stored an interrupt-handler; and
10 a processor including an interrupt claim register and execution resources to
support a plurality of logical processors, each of the logical processors to vie for
access to the interrupt claim register, using the interrupt-handler, responsive to an

interrupt signal.

15 13.  The system of claim device of claim 12, wherein the execution resources to

support a plurality of logical processors includes a plurality of execution cores.

14.  The system of claim 13, wherein each execution core includes an interrupt unit to

direct control of the execution core to the interrupt-handler, responsive to the interrupt

20  signal.

18



15 13. The system of claimdevice of claim 12, wherein the execution
resources to support a plurality of logical processors includes a

pl ural it ywofo3exassit i on cores. 14. The system of cl ai m 13, painarse2/sueench
execution core includes an interrupt unit to direct control of the
execution core to the interrupt-handler, responsive to the interrupt 20

signal . 18 MO 0%? %;'sfkﬁﬁot{:) Galih YSO0hR4R daeh oiﬁle eI&ﬁU&Ve%?é%%&%ss@i ktiicliens Wherein

each of the execu I‘on cores processes Instructions
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executing t er or return fromthe interrupt-handl er

responsi ve O ! q%gvcﬂer of rét&r?iqr n?thE h—ﬁerrdf)mhﬁé fepmsp&'nls@k 19 the Gl1d 184d 1n5he]-6 The

syst em of CP%F“ wherein execution cores to read the

i nterrupt c [, responsive to the interrupt signal, conpletes
execut i on oFeVH%C%Wﬁrelﬁ%t- handl er and other of the execution cores exit
the interrupt-handler. 10 17. The systemof claim 12, wherein a first of
the | ogixal processors to access the interrupt claimregister conpletes
execution of the interrupt-handler. 18. The systemof claim 17, wherein the
| ogi cal pro 2SS QL S thatofaqzu
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whi ch support [ti-threadin 20 20 Ienented by each thread
current| f/)pel}@ﬁ!alﬁf ﬁgj’ﬂl‘fﬁ ogtli’?‘rﬁ’feﬂ‘ IngOrEy ﬁ%‘&SE\F intef mp? RarefP Y

10 17.  The system of claim 12, wherein a first of the logical processors to access the

interrupt claim register completes execution of the interrupt-handler.

18.  The system of claim 17, wherein the logical processors that access the interrupt

claim register after the first logical processor, exit the interrupt-handler.

15

19.  The system of claim 12, wherein the execution resources to support a plurality of

logical processors include a plurality of execution cores, at least one of which supports

multi-threading.

20 20. A method implemented by each thread currently executing on a multiple-context

processor, responsive to an interrupt, the method comprising:

accessing an interrupt-handler at an indicated memory location;
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processor, responsive to an interrupt, the nethod conprising: accessing an
interrupt-handler at an indicated nenory location; 19 WO 03/021438
PCT/ USO2/\e083@2146%kecuti ng the interrupt-handler to read aP¢aluse224s7an
interrupt claimregister; and conpleting execution of the
interrupt-handler if the value read fromthe interrupt claimregister is a
first value. 5 21. Thecutighhsdnisfrupsthandierio readpaples in aiterunt §l3im Freister;
i nterrupt-handl er conprises reading the value in the interrupt claim
regi ster and wiabtd ng a second value to the register wthout relinquishing
control of the register. 10 22. The nethod of claim20, further conprising
term nati ng execut i osongfletingexéantier ofulnt intelrapteiapdler if the yelug edad &omgh®l from t he
interrupt claimregister is the second val ue. 20

interrupt claim register is a first value.

21.  The method of claim 20, wherein executing the interrupt-handler comprises
reading the value in the interrupt claim register and writing a second value to the register

without relinquishing control of the register.

10 22.  The method of claim 20, further comprising terminating execution of the interrupt-

handler if the value read from the interrupt claim register is the second value.
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