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This invention relates to development test systems and, more particularly, to a

ec nv
device and method of connecting a teJecommunication system emulator to a network.
ted

In the telecommunications industry, standard telecommunications networks are
linked to each other using protocols based on the Open Systems Interconnection (OSI)
The OSI model is an internationally accepted framework of standards for
communication between different systems manufactured by different vendors. The OS]
model creates an open systems networking environment where any vendor's computer
system, connected to any network, freely shares data with any other computer system on
that network or a linked network.

The OSI model orgamzes the communication process into seven different layers
of interrelated protocols in a layered sequence based on their relation to the user. FIG.
1 is an illustrative block diagram of an OSI stack 10 illustrating the seven layers of the
OSI model. Layers 1 through 3 deal with network access and layers 4 through 7 deal
with end-to-end communications between the message source and the message
destination. Each layer includes at least one function that is contained between an upper
and a lower logical boundary. The services of each layer are combined with the services
of lower layers to create new services that are made available to the higher layers. The
layers are as follows:

Layer 1 is a physiéal layer that provides transmission of signals and the
activation and deactivation of physical connections;

Layer 2 is a data link layer that includes signal synchronization, error correction,
sequencing, and flow control. This layer also provides a data transmission link across
one or several physical connections;

Layer 3 is a network layer that provides routing and switching functions;

Layer 4 is a transport layer utilizirig layers 1 to 3 to provide an end-to-end service

having required characteristics for the higher layer functions;
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During development and testing of telecommunication systems and new service

applications, it is common to develop a set of interrelated software programs which,

10  when combined, model or simulate the system hardware. The effects of adding new

service applications, or the effects of proposed hardware or software changes in the

system, can be rapidly modeled and analyzed without undergoing the costly and time

consuming process of actually modifying the system hardware or loading a new service

application in an actual system. Problems arise, however, and the cost of testing

- 15 increases substantially when the functions to be tested require communications between
two or more telecommunication systems.

Existing communication links utilized for linking standard telecommunications
systems generally comprise computing software that executes and assembles OS] layers
3-7 and transmission hardware that executes OS] layers 1-2. When a link between two

20 telecommunication systems, or between a telecommunication system and a system
simulator is required for testing purposes, the systems are normally connected directly
to each other with the same transmission hardware that is utilized for physically
connecting installed telecommunication systems in the field. Test equipment and test
tools are then connected to the systems and the physical links between them for the

25 purpose of monitoring the links and performing protocol analyses or other evaluation
tests.

However, there are several disadvantages to these existing test methods. First,
the test equipment and test tools utilized for development testing of telecommunication
systems are very expemsive. Second, these existing test methods still require the

30 utilization of physical transmission hardware between the systems under test which

increases the setup time and the cost of the testing process. Third, these methods require

2-



WO 97/ 37478

PCT/ US97/ 04616 Layer 5 is a session |ayer that provides the
means to establish a session connection and to support an orderly
eéxchange of data and related control functions for a particular

conmuni cati on servi ce; Layer 6 is a presentatlon | ayer t hat

provi des nmean¥YoBR'd8ta formatting and code 5  conversion; 97/04616
Layer 7 is an application |ayer, the protocols of which provide the actual
service sought by an end user. During devel opnent and
testlng of telec . t

is conmon to dev% op a&gé%egﬁﬁgﬁta:\{;rﬁxgﬁgs %IEF%SO \}\é/aélrug'?s rsg‘?gﬂn@%?%ﬁ n??%at
when conbi ned, nuidpiandby a numbartof diffecens detetopnizat ghoepse . Fnﬂiﬂﬂg &bmo&apﬁysmdkjl ng

new service Ilcatl r th ff.ects of. ed hard

sof tware changes alﬁ “mca%mﬂ’/g? é’§ ng $ ﬁﬁ%@'f’ﬁ’dmﬁn(gaéﬁéq"ﬁ@d
w t hout under goi qﬁyilmlmﬂmcﬂjggr{omtymme@g@ﬁuﬁuagegar ocess of actual l'y
modi fyi ng the system hardware or 1oadi ng a new service lication in

an actual sys®em Pro@tteugh these are) aacknown prier aricteachings oof 9 twg 5 the
| ncreases subst a%&r%éﬁﬁo%&p&%gfaﬂ@ﬁ{o}@@ﬁﬁng% Repdidnd NRthbEESN 7, ?43 to Chan et

conmuni cati ons bet ween ‘conmuni cat1 on Syste
Exi sting conmuni ahi(Chem) khscdssas wihjéct mtlbrﬂmt béarsﬂomegelaﬁoandmaﬂers dlSCIlSSCd herein.

t el econmuni cati o enera co softw re t hat
execut es and ass@ﬁf’&“&% g%g? S8 sys ﬁg’ Ee %'W&r@r% ?ﬁg
executes OSl | ayeqesvicks digitMiRfvaak tlSDN)bﬁdtme'nhdmatoé’&ls tehteﬂ e&amsmayér@ma

systens, or bet ween a tel econmmuni catjon system and a_syst
10  which are concerned mainly with the establishment, holding, and release of a physical

telecommunications path. Chan packetizes or encapsulates network messages, including
layers 1-3, and utilizes a packet switching network to communicate test procedures from
the tester to the system under test. The system under test de-encapsulates the packets,
removes the network messages, and sends them to be processed.

15 Chan overcomes some of the disadvantages of utilizing the same physical
transmission hardware for testing that is used for transmissions between
telecommunication systems in the field. However, Chan is specifically designed to
support remote testing of actual physical hardware. A local site which includes a tester
is remotely linked to a system under test. Chan specifically states, however, that the

20  patent is directed only to OSI layers 1-3, which are concemned with the physical
transmission, routing, and switching of signals. Chan, therefore, is a hardware-
dependent solution which is very sensitive to hardware timing requirements. Chan does
not teach or suggest any method of connecting multiple telecommunication systems or
system emulators, without physical transmission hardware, for the testing of OSI layers

25  3-7.

It would be a distinct advantage to have a system and method for linking multiple
telecommunication systems and/or telecommunication systems and system emulators
with a protocol simulator for development testing of software implementing OSI layers
3-7 in a telecommunications node that does not require the utilization of the same

30 transmission hardware that is utilized for physically connecting installed

telecommunication systems in the field. Such a system and method would eliminate the

-3- This Sheet Has Been Replaced

LT




simulator is required for testing purposes, the systems are nornally
connected directly to each other with the same transm ssi on hardware
that is utilized for physically connecting installed

t el econmuni cation systens in the field. Test equi pnent and test tool s
are then connected to the systens and the physical |inks between them for
the 25  pur pWsx978f47oni tori ng the |inks and perform ng prot BEGUSHA46I$ses
or other evaluation tests. However, there are several

di sadvantages to these existing test nethods. First, t he test

equi pnment and test ols utilized for t test of .

t el ecomuni cat i orf’ee‘s Or EXREASHVE ﬁ&‘%f‘b"@‘ﬁ%?‘fq%"’ t8ﬁ?§ the commugigation g
test nethods sti lljnks &l etformhifg prtbcol mhhlykdsbabmmvaﬁxaﬁﬁimm alhel syt Wéuld BE

har dwar e between the s tems under test which I ncreases the setup
tinme and the costm’?!ﬁﬂ’etl hq transppesians hardware (wilized, fayengrmah trlecomaynication
-2- u

t
t el econmuni cat i on sys#g sV\ﬁlll uldﬁ e s?ﬁé%\?gg?&‘aﬁﬁn% ghggré(?gby a nu&nggsric%f

di fferent devél opamdntethpd (oﬁpmmedﬁngakﬂuthors ecvanions netwarkp fsyrequizet] for such a system

to operate most effectively. The present invention provides such a device and method.

SUMMARY OF THE INVENTION
In one aspect, the present invention is a protocol interface gateway for
10  connecting an emulator to a network. The gateway comprises means for receiving
signals from the network and sending signals to the network that are formatted in a
network protocol. The gateway also includes means for converting the received signals
into instructions in emulator code, and converting processed instructions in emulator
code into signals in the network protocol. Additionally, the gateway includes means for
15  sending the instructions in emulator code to the emulator and receiving the processed
instructions in emulator code from the emulator. The protocol interface gateway may
also utilize a UNIX socket that replaces Open Systems Interconnection (OSI) layers 1
and 2 of the network protocol to send and receive the signals to or from the neiwork.
In another aspect, the present invention is a method of connecting an emulator
20 to a network. The method comprises the steps of receiving signals formatted in a
network protoco! from the network with a protocol interface gateway; converting, in the
protocol interface gateway, the received signals into instructions in emulator code; and
sending the instructions in emulator code from the protocol interface gateway to the
emulator for processing. The method also includes receiving the processed instructions
25  in emulator code from the emulator with said protocol interface gateway; converting, in
the protocol interface gateway, processed instructions in emulator code into signals in
the network protocol; and sending signals in the network protocol from the protocol
interface gateway to the network. The method may also include replacing Open Systems
Interconnection (OSI) layers 1 and 2 of the network protocol with a UNIX socket.
30
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15 FIG. 4 is a simplified block diagram illustrating an embodiment of the present

invention in which a protocol simulation tool has been modified to utilize an Internet
socket and a LAN connection to link a call origination simulation with a call termination
simulation;
FIG. 5 is a block diagram illustrating in more detail the protocol stacks and
20 communication link of FIG. 3;
FIG. 6 is a block diagram of an embodiment of the present invention in which
a protocol simulation test device interfaces with a telecommunication switch emulator
via an Internet socket;
FIG. 7 is a simplified block diagram of an automated diagnostics system in
25  which both a target telecommunication switch and a switch emulator are connected to
a protocol simulator in accordance with the teachings of the present invention;
FIG. 8 is a more detailed block diagram of the emulator and P1G-tool of FIG. 7:
FIG. 9 is a simplified block diagram illustrating the simulation of a plurality of
line interface cards (LICs) by the Protocol Simulator and their connection through an

30 Internet socket and LAN to an emulator and a plurality of simulated signaling points;
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FIG. 11 is an illustration of a computer-displayed shelf selection menu which
5  enables an operator to select a real hardware system or an emulated system for testing
purposes;
FIG. 12 is an illustration of a computer-displayed network map editor utilized
to define the testing environment to the development test system;
FIG. 13 is an illustration of a computer-displayed network map illustrating a
10 simulation in the protocol simulator of a simple location updating sequence performed
in a Base Station Controller (BSC) in a Personal Communication System (PCS) mobile
telecommunication system;
FIG. 14 is an illustration of a computer-displayed menu of emulated systems
(virtual shelves) which the PIG-tool may access;
15 FIG. 15 is an illustration of a2 computer-display showing three status windows
corresponding to the protocol simulator, the PIG-tool, and the emulator; and
FIG. 16 is a more detailed listing of the message monitor section of the PIG-tool
status window of FIG. 15.

20 DETAILED DESCRIPTION OF EMBODIMENTS
During the development of new functions and services that are transmitted
between telecommunication systems, OSI layers 1 and 2 (the physical hardware and the
link to the network) are frequently unaffected. In contrast, layers 3-7 are almost always
altered in some manner. In other words, the development of new functions and services
25  does not always alter the means for transmitting information, but the information being
transmitted is almost always changed. Therefore, testing that involves only OSI layers
3-7 does not require the expensive and specialized transmission test equipment that is
connected between network models since the physical Jayer is usually not affected.
Instead, developers can take advantage of the fact that most telecommunication systems

30 support some type of local area network (LAN) protocol.
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FIG. 2 is a simplified block diagram of a communication link 20 utilizing an
Internet socket 21 between two OSI stacks 22 and 23 connected at the layer 3 level. In
accordance with the teachings of the present invention, the existing level 1 and 2
telecommunication protocols, the physical level and the data link level, are replaced by
a LAN protocol such as, for example Ethernet. The telecommunication protocol is
encapsulated by the Transmission Control Protocol/Intemet Protocol (TCP/IP) and then
transmitted via a LAN network utilizing an Internet socket interface 21. The Internet
socket interface 21 may be a type of UNIX file that provides network communications
between applications operating on different host processors. The socket interface allows
application programs to communicate with each other. In general, an application
program creates a TCP client socket, connects to a TCP server socket, and then sends
or receives data across that interface.

The Internet socket interface 21 may be thought of as a generalization of the
UNIX file access mechanism that provides an endpoint for communication. Application
programs request the operating system to create a socket when one is needed. Sockets
are created without binding them to specific destination addresses. The application may
then supply a destination address each time it uses the socket (e.g., when sending
datagrams), or it may choose to bind the destination address to the socket and avoid
specifying the destination repeatedly (e.g., when making a TCP connection). A client
socket connects to a server socket to allow communication between application
programs.

A standard Internet protocol is the User Datagram Protocol (UDP). The UDP
protocol includes a protocol port number allowing a sender to distinguish among
multiple destinations (application programs) on a remote processor. UDP/IP sockets are
utilized for establishing, maintaining, and removing communications between
application programs while TCP/IP sockets are utilized to transfer data reliably.

FIG. 2A is a simplified block diagram illustrating the relationship between the
various protocols utilized in the present invention. User processes 24 and 25 comprise
OSI layers 5-7. Data is transferred between the user processes 24 and 25 utilizing the
TCP protocol 26 (OSI layer 4). Other communications between the user processes

utilize the UDP protoco] 27 (OSI layer 4). Both data and communications then utilize
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the IP protocol 28 (OSI layer 3) and Ethernet 29 (OSI layers 1-2) to complete the
connection between the user processes.

Internet sockets may be utilized with traditional operations such as "read" and
"write". For example, once an application program creates a socket and creates a TCP
connection from the socket to a destination address, the application program may use the
"write" operation to send a stream of data across the connection. A receiving application
program on the other end may use the "read" operation to receive the data.

FIG. 3 is a simplified block diagram of a communication link 30 utilizing an
Internet socket 31 between two telecommunication system emulators 32 and 33 utilizing
protocols from the OSI model. As utilized herein, the term "emulator” refers to a
software program that emulates the hardware of a processing node and interprets the
application software as if the application software was running on a target machine. The
term "simulator" refers to a processor that is preprogrammed with responses to
anticipated messages. In the preferred embodiment, a protocol simulator and a
telecommunication system eniulator run on processors that are UNIX-based. Therefore,
these systems communicate with each other utilizing an Internet socket and a LAN-
based network such as, for example Ethemet. Protocol based information is
communicated from a transmitting system to a receiving system utilizing LAN protocols
supported by the telecommunication systems. Communications between the protocol
simulator and the telecommunication system emulator utilize the Internet socket to
transmit packaged data from OSI layers 3-7 in TCP/IP format on the LAN-based
network. The receiving emulator receives the information from the protocol simulator
via a protocol interface gateway utilizing sockets, unpacks layers 3-7, and processes the
information. A fixed OSI layer 2 in the telecommunications protocol under test (e.g.
Message Transfer Part (MTP)) may also be utilized since the communication link
between the protocol simulator and the telecommunication system emulator is controlled
by a completely different protocol stack associated with the Internet socket.

When the communication link is between telecommunication nodes, OSI layers
3-7 may correspond to any ANSI Signaling System 7 (SS7), CCITT, or other compatible
protocol stack. FIG. 3 illustrates the transport of a Transaction Capabilities Application
Part (TCAP) protocol stack 33 to stack 32 or vice versa. Also illustrated are 2 Mobile

-8-
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UNIX processor that outputs telecommunication signaling and a physical target
telecommunication node that is equipped to receive the LAN information and extract the
incoming signaling information.
FIG. 4 is a simplified block diagram illustrating an embodiment of the present
15 invention in which a protocol simulation tool 41 has been modified to utilize Internet
sockets 42 and 43, and a LAN connection 44 to link a call origination simulation 45 with
a call termination simulation 46. In this embodiment, telecommunication protocol
simulation software for layers 3-7 of the OS]l model is transmitted from the call
origination simulation 45 to the call termination simulation 46, and vice versa, without
20  requiring any external network or hardware. The call origination simulation 45
comprises test script software that performs the call origination functions. These scripts
are then built into layers 3-7 at block 47 and sent to a UNIX adaptor 48. The UNIX
adaptor 48 packages the layers in TCP/IP format at block 49 for transmission through
the Internet socket 42, the LAN connection 44, and the Internet socket 43 to a receiving
25  side 50 of the UNIX adaptor 48 where the layers are unpacked. The layers are then
unbuilt at block 51, and are sent to the call termination simulation 46 in the simulation
tool 41. In this manner, signals from the simulation tool's software package are looped
back into the simulation tool itself to enable test script verification of OSI layers 3-7.
Processing continues in a dialog as determined by the pre-programmed test script, with
30  each script designed to send and receive protocol messages built with layers 3-7 of the

communications protocol being tested.



20 to a network. The method conprises the steps of receiving signals

formatted in a network protocol fromthe network with a protocol
i_nterface gateway; converting, in the protocol interface gateway, the
received signals into instructions in enul ator code; and sendi ng t he

I nstructions in emulator code fromthe protocol interface gateway to the
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Open Systens | nterconnection (OSl) layers 1 and 2 of the networ
protocol with ateshaprlicaion which cgmmunicates with a unit under test 52 via the Internet socket 21.
-4- \OrfRe/ {e's)l%ﬁ;l&aﬁon includes a MTP comprising the OSI model protocol stack. At the

PCT/ US97/ 04616
5  MTP User level (layer 7), there is a UNIX-based application 53 utilizing an MTP

protocol for communications with the MTP User. Moving down the protocol stack,

there is a Signaling Connection Control Part (SCCP) layer 54 and a MTP layer 3 55

which performs signaling network functions. Below MTP layer 3 are MTP layers 1 and

2 where, in the present invention, the normal MTP layers 1 and 2 hardware related
10 components have been replaced by a UNIX application 56.

The Internet socket 21 transports packaged data from the UNIX application 56
in the UNIX-based test application to a second UNIX application 57 simulating the
hardware components of normal MTP layers 1 and 2 in the unit under test 52.
Specifications made between the UNIX applicatioﬁs 56 and 57 allow them to

15 communicate the OSI layer 3-7 information betweenlthe applications without dynamic
assignment of layer 2 information by using UNIX utilities, with or without utilizing
LAN communication and protocols.

When utilized in the specific application of communicating the ANSI SS7

protocol, SS7 messages are packaged from OSI layer 7 to the layer 3 level and passed

20  from the test application 22 to the unit under test 52 using the UNIX platform and
utilities. The unit under test receives the data for processing, executes functions in the
unit under test, and may package response information for OSI layers 3-7 for handling
in the test application. |

FIG. 6 is a block diagram of an embodiment of the present invention in which

25  aprotocol simulation test device (protocol simulator) 60 interfaces via Internet sockets
61 and 62 with a UNIX process 63 running a target system emulation. The protocol
simulator 60 comprises a UNIX process running standard simulation tools. The standard
tools include test script software 64 that performs the call origination functions. These
scripts are then built into OSI layers 3-7 in block 65 and sent to a UNIX adaptor 66. The

30  UNIX adaptor packages the layers in TCP/IP format for transmission through Internet
sockets 61 and 62 and a LAN connection 67 to the UNIX process running the target
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BRI EF DESCRI PTI ON OF THE DRAW NGS The invention will be better
understood and its nunerous objects and advant ages w || becone nore
apparent to those skilled in the art by reference to the follow ng

drawi ng, in conjunction with the acconpanying specification, in which: 5
FIG 1 (Prior Art) is an illustrative block diagram of an OSk,c,Ehg%ﬁ

il lustrating MR93747  gseyen | ayers of the OSI nodel ; g 2
is a sinplified block diagramof a conmuni cation i nk utilizing an

I nternet socket between two OSI stacks connected at the layer 3 level in

accordance with %‘]ﬁﬁﬂ“ RO L6360

FIG 2Ais a si rrpTySt’rcl e I‘)’gE?dl agra%tloﬂbgosﬁ ati nguééﬁé%bﬁ?fné%%ﬁf %atgvg?}'\'/veen
t he var i ous(PiGooab)i and atarget systbm emlitor 69 dhe RIG-taol 681 uinacks the OSI layers
FIG 3 is asinplif Kk a co ni on_ link uti.lijzi

| nt er net socket ?@ﬂ'p%\ﬁ P@%@%ﬁ%é ”HU c@‘#ﬂ*‘@%ﬁ? BY°6F* §°rdﬁqm{i]
protocol s f'rmmthﬂnmlarmdebasseu&othetargetsysteﬁleﬁulaioﬂﬁs a SI rml i fied

bl ock diagramillustrating an enbodi nent of the presen ention in
whi ch a protocdl si mul B gﬁg?toé}’s‘%serﬂ%‘éwrnﬁ?il ‘F‘F‘g‘ﬂtei o‘hﬁt P‘P’F“Z’é""aﬁ | ht BFEskt

socket and a LAN £Ra5eGkiBioh Aodeldpbrafing'the ONDOLARbAAE ST & Fé&?é‘of%ﬁdin

call term nation sl mul ati on; s a bl ock di agram

illustrating in mdemmmigmmlpﬁm@WIat@PQSlmeﬂemormm mﬂatgnGSr. nk

of FIG 3; e
present inventio nm?%c?/’\ﬂ“mﬁca o ¥ a‘gtﬁ‘EiJ %‘?’g&?ﬂ@?&w{;@a& %ﬁ%&% T e UNEX
interfaces wth afatifitiesstchaspipesod interfacsi67 ehsendahdicctive thc OSI layer 3-7 information.

10  After performing required functions on the received information, the emulator may
respond with communications back to the protocol simulator 60 using the same miethod
of packaging in TCP/IP format, and transmission through Internet sockets to transfer the
data to the protocol simulator for verification by the test script.

FIG. 7 is a simplified block diagram of an automated diagnostfcs system 70 in

15 which both a target telecommunication switch 71 and a switch emulator 72 are
connected to a protocol simulator 73 in accordance with the teachings of the present
invention. The protocol simulator 73 may be alternately referred to in various computer-
generated figures as a Protocol Adaptable State Machine (PASM) or a Message
Generator Traffic Simulator (MGTS). The protocol simulator 73 enables a user to select

20  either an actual target hardware node or a node emulated by software for the testing of
OSI layers 3-7. If a hardware node is selected (for example, the target
telecommunication switch 71), a communications manager 74 identifies this selection
to a protoco] simulation socket adaptation module (protocol simulation adaptor) 75
which then selects the proper protocol simulation software 76 and protocol stack 77 for

25  the hardware node. Messages in UNIX-based TCP/IP protocol are sent through one of
a plurality of Internet sockets 78 to a LAN 79. The messages exit the LAN through an
Internet socket 81 and are directed to a UNIX adaptor 82. The UNIX adaptor 82
translates the TCP/IP protocol to SS7 messages which are understood by the target
telecommunication switch 71.

30 If an emulator is selected (for example the switch emulator 72), the

communications manager 74 identifies this selection to a protocol simulation adaptor

-11-



vVia an Internet socket; "FIG 7 is a sinplified block diagram
of ‘an automated di agnostics systemin 25 whi ch both a target

t el ecommuni cation switch and a switch enmulator are connected to a
protocol sinmulator in accordance with the teachings of the present

I nventi on; FIG 8 is a nore detailed block diagram of the
emul at or andwel @34l of FIG 7; K FIG 9 is a sPapUSF7I0d616 bl ock
diagramillustrating the sinulation of a plurality of line interface
cards (LICs) by the Protocol Simulator and their connection through an 30

| nternet socket and LAN to. an enul ator and.a .plurality of sinulated
si gnal i ng poi nt &5 which then selects the proper protocg'l simulgtion soﬁwm}é 76 ang protocol stacks77

WO 97/ 37478 for the cmulated system. Messages in UNIX-based TCPAP protocol are sent through
PCT/ US97/ 04616 FIG 10 is an illustration of a

conput er - di spl ayseof the pluralitiy ofinternet sasketn@§ toghe LAN 79. The messages exit the LAN
- -through a gateway Internet socket 83 and are directed in the preferred embodiment to a
5  protocol interface gateway (PIG-tool) 84.
The protocol simulation adaptor 75 is an simulation of a Message Generation
Traffic Simulator (MGTS) hardware chassis running as a process or a group of processes
on a workstation. The protocol simulation adaptor 75 includes protocol simulation
software 76 and associated protocol stacks 77. It offers the ability to perform test
10 sequence verification without accessing a hardware chassis. Users may debug and
trouble shoot test sequences prior to connecting the target hardware node 71 or 72.
For communication with an emulator, the protocol simulation adaptor 75 utilizes
the SS7 TCP/IP protocol. Test messages may also include header octets that are
proprietary between the protocol simulator and target or emulated telecommunication
15 node to identify the source of the message, message length, protocol revision, etc. The
test messages are communicated through one of the Internet sockets 78 over the LAN
79 such as, for example Ethernet, tixmugh the gateway Internet socket 83 to the PIG-tool
84. The PIG-tool 84 strips off the TCP/IP protocol and headers, and converts the test
messages to CPU instructions. The CPU instructions are then sent to the emulator 72
20 for processing and exercising the software to be tested. The emulator 72 includes the
application software blocks 85 from the simulated telecommunication node as well as
software modules that emulate the hardware of the target node. The emulator exercises
the software to be tested, verifies the use of the simulated communications protocol with
the target telecommunication node, and responds back toward the protocol simulator 73.
25  Therefore, after a user develops test sequences for an application on the emulator 72, the
protocol simulator 73 may be utilized to test the application on the target hardware 71
using the same test sequences.
The protocol simulator 73 may also test applications through the Internet socket
78 and through a physical interface 86 with the target host hardware 71 simultaneously.
30 Additionally, the protocol simulator 73 may control other testing devices (not shown)
through the Internet socket 78 and the LAN 79.
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utilized by an operator to initiate testing with the devel opnent test
system of the present I nventi on; FIG 11 is an
illustration of a conputer-displayed shelf selection nenu which 5

enabl es an operator to select a real hardware systemor an enul ated system

for testing pur poses; . FIG 12 is an illustration of a
conput er - di spl WPSABTHE wor k map editor utilized to defi nECHVE7P44¢ | ng
environnment to the devel opnent test system FIG 13 is an
illustration of a conputer-displayed network map illustrating a 10

simulation in the prot I g‘gi@] fﬂ*ﬁ% ce
per f or med in a B%‘sig %?g a{%é (%E)aﬂg ll%f"%? e eblrdge%aeﬁlﬂgmsﬁq%
Conmuni cat i on SystRiGH06I(B) of /BIG.| 72 The protdcel ﬂnmlazmrmc shichninelyddschopks into the
FIG 14 is anlllustratlon of. a er di ny of epnul at tens
(virtual shelves) RPE %“HB"?‘?’G"‘?"B% ctﬁg §¥°"fgs’m‘h‘a“°" S°%ﬁ G%dl@/
illustration of a ﬁi&ﬂiﬁ’é&éﬁbbdinﬁﬂ{ ﬁiép?éi@é@ﬁl ﬁﬁnuld?dr% 1§£tﬁ1¥i§§rewt6‘§i?ﬁée 12 users, and
corresponding to the prot ocol simulator, the G tool, and the enul ator;

and - 5 tidizes mlswéﬂmsmbémsmmwvm&mbwag@ A¥MMbor
section of the PI I

DESOR PTION O NP Shags an the sBivabs Hard A0 nfg'jmtﬁ?fecbaéeve ‘gmﬁ&nzt and PG 34
functions and serwa;dmdphmﬁdaneSUMmiWedcﬂaﬁonhavhxgﬁMmRAMmmmm on
systens, OSI |ayers dvvare and t I nk

t%e net wor k) ar)é fspﬁﬁl?é’ﬁg? ‘9’“&%"‘?‘8’%"‘? 8’6’?ﬂ %qulmqnémmg apinglensey, Fh?st
al ways al t ergagkotdl sHAMTROITAY AR alsb e dpbrated WArOSUN tSharcds WOHERIRA! Thbsenew
functions and services 25 does not always alter the neans for

transmtting i49f orheedwass configurations aver deserihed Jfar pliysiative purposes only, and are not

intended to limit the scope of the present invention which may be implemented with
other hardware configurations.
The P1G-tool 84 receives raw SS7 octets ( OSI layers 3-7) 87, with or without
proprietary header octets, from the gateway Internet socket 83 which is connected to the
15 Ethemet LAN 79. The SS7 octets enter the PIG-tool 84 through a Virtual Patch Panel
(VPP) 88. Within the PIG-tool, the SS7 octets are collected until a complete SS7
Message Signal Unit (MSU) is received.
The PIG-tool 84 determines the source of the MSU through the Internet socket
on which the MSU was received. If the MSU was received from the protocol simulator
20 73, the proprietary header octets, if present, are stripped off and processed. If the MSU
was received from the emulator 72 in the form of one or more emulator instructions,
these instructions are processed by the PIG-tool into a MSU buffer (not shown).
When the MSU has been fully received, the PIG-tool 84 consults routing tables
which are specified by the user and are internally stored and maintained in the VPP 88.
25 The routing tables associate source entities with destination entities. Once the
destination of the MSU is determined from the routing tables, the PIG-tool processes the
message into the suitable format for the destination. If the destination is the protocol
simulator 73, this processing involves the optional encapsulation of the MSU with the
proprietary header, if one was utilized. If the destination of the MSU is the emulator 72,
30 the MSU is broken up into the appropriate number of emulator instructions and sent into

the emulator for processing by the software instruction being tested.
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transmtted is al nost always changed. Therefore, testing that involves only
CSl | ayers 3-7 does not require the expensive and specialized

transm ssion test equipment that is connect ed between networ k nodel s
since the physical layer is usually not affected. | nst ead, devel opers
can take advantage of the fact that nost teleconmunication systens 30
support sone WRREBMTB| ocal area network (LAN) protocol. PCT/US97/04616

- 6- WD 97/ 37478

PCT/ US97/ 04616 FIG 2 is a sinplified block diagram of a

communi cation link 20 id.lzi.ng..an . Internet, K socket 21 between two OS|
stacks 22 and 23 conngtt%'equﬁfm&’}}geq%Mﬁé\smq%tﬁe's’m“a&%ﬂ?%ﬂﬁ@é“wfih

o bt 2, 8Pagassstl (10791t poboRBn e s ol g
are replaced by Inttr'.)rrngt s%gl?etss 78 ;nd683gn3/184k%1a79 toganvimu?a?or 92 aﬁd a%lu?alityll Qf simtex;;ted’
signaling points 93. In one embodiment of the present invention, the protoco! simulator
5 73 may simulate up to 16 LICs 91, and the emulator 92 may connect to the LAN with
up to 16 signaling points 93, all of which are connected through Internet sockets 78 and
83 and an Ethernet LAN 79. This number of LICs and signaling points is not a
limitation on the present invention, but is presented as an exemplary embodiment only.
In other embodiments, a greater or lesser number of LICs and signaling points may be
10  utilized.
Detailed Example

FIG. 10 is an illustration of a computer-displayed Icon tool box 100 which may
be utilized by an operator to initiate testing with the development test system of the
present invention. The operator may control the system from either the emulator

15  workstation or the protocol simulator workstation. A first PIG-tool Icon 101 is labeled
"socket”, and a second PIG-tool Icon 102 is labeled "normal". The PIG-tool 84 is
capable of interfacing with two different emulators, one that is socket-based, and one
"normal” emulator that is not socket based, and these Icons are utilized to select. the type
of emulator to interface with the PIG-tool. A "MGTS" Icon 103 is utilized to initiate the

20  protocol simulation software 76 in the protocol simulator 73.

FIG. 11 is an illustration of a computer-displayed shelf selection menu 110
which enables an operator to select a real hardware system or an emulated system for
testing purposes. Selection of a menu item labeled "real" connects the protocol
simulator 73 to a real target hardware system. Selection of a menu item beginning with

25 "exu..." connects the protocol simulator 73 to an emulated system. The emulated
systems are divided into three categories - small, medium, and large - depending on the
number of line interface cards (LICs) 91 associated with the selected menu item.

FIG. 12 is an illustration of a computer-displayed network map editor 120
utilized to define the testing environment to the development test system of the present

30 invention. A set of simulated nodes 121-130 surrounds a node under test (test node) 131
positioned in the center of the display. The test node 131 may be a real target hardware
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5 a LAN protocol such as, for exanple Ethernet. The tel ecomrunication
protocol is . encapsul ated by the Transm ssion Contr ol

Protocol /Internet Protocol (TCP/1P) and then transmtted via a LAN
network utilizing an Internet socket interface 21. The Internet

socket interface 21 may be a type of UNIX file that provides_network
conmuni cat i onW0 9737478bet ween appl i cati ons operating on di f f FEHPSRGERN6
processors. The socket interface allows 10 application prograns to

conmmuni cate with each ot her. I n general, an application pr ogr am
creates a TCP client socket nnect to aT [V, C t he
sends or rcVSFPLOL Ay at e, "Wﬁ'fd“?%? QFT'% Sfdysiei e 54 &i’ﬁ‘ﬁgem or

I nternet socket iyfliingakeshdlE sélectioR eht) OLBERFIGE laslfmegrpaﬂmlchmbs Dreabiargehe
UNI X file access mechani smthat provides an endgm nt for co pcat |€%
t

Appl i cation 15 WWﬁﬁEﬂ?‘Eqﬂ@Etth? [cennsaions; 134 betvesns the; tstop
when one is needes%no&?&.gﬁédes 121 (951% Jﬁﬁ'ﬁézﬂ Gk fﬁlﬂé‘&pé?ét&dé}ﬁ%és'iﬁ@ﬂlﬂ’ated

speci fic destination addresses. I cation may en supply a
~destination addr esystesathén the mumhousl-%z tietweees theltest ngds. 131 andithersumoundingnodes

datagrans), or it choos e, dest. 9 ket
and avoid sgga%f) ﬂggﬁgslf'&ﬁ ﬁcgr‘?o e152a§%15c? T"ﬁ/ ggirggﬁﬁ‘g&ﬁmw&e; g

TCP connection). 79%0) Qﬂlas?lﬁrtnarﬁ@fdf@ieﬁbﬁﬂhﬁﬁﬁsnﬁﬂmﬁ(ﬁ.@r mcspcket to al | ow
conmmruni cati on between agpl I catiogn

Internet protocol is tH Uééfra'EﬂW‘Qm"ﬁracﬁ" BCI'(’BB\QYC‘! Aetworkspap (s‘m‘aﬂr‘]’t‘
protocol includesg, ﬁgﬁ J%@ﬁﬁ: a&ﬁﬁﬁlaﬁuﬁrﬂ?ﬁ{e RotbNsinthl RorSsTAdRhplb Poctic ﬁﬂlﬁﬁhéh

anong mul tip estinations (application prograns) on a renot
processor. UDF | Peguepkepasfoomed 12@ Base, Sfatiory Gonttaller BSChiin  Bersong! Cnmmmwamrng,

Cockets ar o ut i1 IR R Beg e PG pmuicpol Bhhi W a Bicbe St i o

sinmplified bl ock dmaﬁteaahepﬁohc;sherlmwmgnpdamg sdqaenoeussxhltqateldesmnattlstep 136 of

vari ous protocols utiliz the r i i on roc s_24 and

25 conpri se: the,prot ‘P‘ﬁg a§°'7 °f%5?§a?hf:b§§2'§’8? yags BE’["W@ %ﬁianggves?

processes 24 and ﬂéssblée' 137 73 I6OMbBIR Switching Center (MSC) which, in turn, updates the location
15 of the mobile subscriber in the subscriber's homc location register (HLR). A

confirmation message is then returned from the MSC to the BSC at 138.

In FIG. 13, simulated nodes that receive messages are illustrated with arrows to
the left of a center vertical line. Simulated nodes that transmit messages are illustrated
with arrows to the right of the center vertical line. Simulated nodes that both receive and

20 transmit messages are illustrated with arrows on both sides of the center vertical line.
A simulated node 139 labeled "Loop" is positioned in the center of the display and is a
holding point where the simulation waits for another message to be received. A timer
141 monitors the loop for activity, and if there is no activity for a preset time period
(e.g., 10 seconds), the test sequence is stopped.

25 The process starts at node 136 and moves to node 137 where the BSC transmits
the location updating request message to the MSC. In the development test system of
the present invention, this request message may go to a real target MSC and HLR, or
may go through the PIG-tool 84 to an emulator with traffic handling software and a
built-in HLR. The location updating request message is in SS7 format, and the P1G-tool

30 converts it to emulator instructions. When the emulator processes and responds to the

request, the PIG-tool converts the response back to SS7 format for transmission to the
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30 TCP protocol 26 (OSl layer 4). O her conmunications between the user

processes utilize the UDP protocol 27 (OSl |ayer 4). Both data and
conmmuni cations then utilize

-7-. WD 97/ 37478

PCT/ US97/ 04616 the I P protocol 28 (OSI |ayer 3) and Ethernet 29
(Csl | ayers wa@drargisconpl ete the connecti on bet ween t I’RETASE04616
processes. I nternet sockets nmay be utilized with traditional
operations such as "read" and "wite". For exanple, once an

application programcreates_a socket and creates a TCP 5 connection from

the socket to a simylation, \Whenythe MSC Q’WQ“&HSFHOE‘&"(W?)F@GB?S&WW, thedB8Ge
‘wite" operatil %ﬂnﬂl&io?ﬁ@éii@s§E6xﬁ:@éﬁoﬂfcoﬂﬂ-hﬁti&9@%e§%§e £U3BE T34, Ofhe drocess
the other en

recei ving application program on may use the "rea
operation to redbénmovédsdo dhet loop node 139 and waits forGhe MSG emulatond refspand tolthe k
diagram of a Conx%réjuréistcr%%sisggne. | if qge ﬁ)%at%[ni tkpid%éi{x]ggre%{}est is accepted, the BSC simulation
5  receives a location updating accept message at node 142. The link to the MSC/emulator
is then cleared at node 143, and a release complete message is sent at node 144. The
process then ends at 145.
FIG. 14 is an illustration of a computer-displayed menu 146 of protocol
simulation systems (virtual shelves) 148 which the PIG-tool 84 may access. This list is
10  identical to the protocol simulation systems listed in the shelf selection menu 110 in the
protocol simulator illustrated in FIG. 11. When a protocol simulation system is selected
(e.g., exuboge_large 149), a list of available nodes or line interface cards (LICs) 151
associated with the selected system is displayed. The list of LICs 151 also includes a
reference to signaling points (STs) which correspond to data in the emulated
15 telecommunication system. Once the operator selects the protocol simulation system and
LICs that are to be utilized in testing, clicking on the button 152 labeled "MGTS Virtual
Shelf" establishes a connection to the gateway Internet socket 83 (FIG. 7). When that
connection is made, clicking on the "Emulator” button 153 establishes a connection to
the emulator. Thus, the PIG-tool 84 makes a connection between a simulated LIC
20  generated by the prot.ocol simulator and a signaling point in the emulated system.
FIG. 15 is an illustration of a computer-display 155 showing three status
windows corresponding to the protocol simulator (labeled as PASM Simulation) 156,
the PIG-tool 157, and the emulated system (labeled as EmuTool) 158. An upper section
159 of the protocol adaptable state machine (PASM) Simulation window 156 indicates
25  that the location updating sequence has been performed in the Mobile Switching
Center/Home Location Register (MSC/HLR) and that the BSC protocol simulation has
been verified by the protocol simulator. A middle section 161 is a log showing the times
that particular messages were transmitted and received. A bottom section 162 illustrates
the simulation script 135 of FIG. 13 with the path of the simulation indicated by arrows.
30 The PIG-tool window 157 includes an upper section 163 that shows the menu

of protocol simulation systems (virtual shelves) 148 which the PIG-tool 84 may access.
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lint er net socket 31 between two tel econmunication system enul ators 32 and 33
utitizing 10 protocols fromthe OSI nodel. As utilized herein, the term
"ermul ator"” refers to a software program that enul ates the hardware of
d processing node and interprets the application software as if t he
application software was running on a target machine. The

"sinmul ator" reMWQYB3IH8a processor that is preprogrammed with F@Hﬁ?@é@“to
antici pated nessages. In the preferred enbodi nent, a protocol sinulator and
a 15 tel econmunication system enulator run on processors that are

UNI X- based. Theref .
utilizing an Int ergltrgtgm’rsscgtgtk':’t-%‘t]‘6%nEg es%&xﬁ)ﬂﬁor ggse ﬁ“suc Séa%g&q%g‘tg
exanpl e Et hernet. ulnsmitebindyersived betiveentht protmcwlsnmulator 73:mmhe1Plﬁa:to&>H84,|asthea
Support ed by ¢ he checasRn e RS st L EIGA ot ohs ber ween ¢ he
protocol 20  simulat Ofl‘hé‘EﬂuIaﬂﬁvﬁlﬁioﬁcmmmﬁﬁfﬁﬂnﬁhéﬁfoﬁ%ﬁmdh&t&ﬂ difaigoinge

the Internet socket to transmt packaged data from CSI 771N

TGP/ [P format &n flem haRiGriesh# o the emmubgtonda, smlnﬁlﬁ|%¢¢@vm§gzrdhePlG-
recei ves the 'nf0tﬁ@t:f@eo,i‘re&@tﬁ.{gsg?r&&%oé,ﬂasﬁag 84O gens 13 BEALARS

interface gateway | ZI'ng socC unpac proc ses the
information. A fi mmhmgameface (AHDBﬁeAneubw@mmlmmdeg Seomn ]cﬁﬁdFKE‘,dIS) shookar

test (e.g. 25 age Transfer . Part | Lzed.si t he
commun et i on | it cotimarid fecefd it ohh 1 B8 dngCing B s Hoint 187 for

t el ecommuni cat i on eAdhTecived Bbinihfd. A fovePEdnifihrdatction 168 (Paitiafly coritRaled)Provides

di fferent protocol stack associated with the I nternet socket

Wien the conmufli catcpadenssdversion ofthe,gommands gend fram heBIG-t9 Wé@e enydgtor Brer s
3-7 may correspond to gy, 184 mﬁbasﬁilm&uﬁ’éﬁtﬁém&sa(g@ﬁ&mo&@tﬁ 16@5ft9£ PR3-

conpati ble 30 prot ocol stack l'ustrates the transport of
Transaction Capabitedltstasus méqxwdé? Df)FJG 15 Datagis provikiedon aflrthe b th@ithattkb% to

_Sg?Ck 32 or vice &bt fél t%&ldgj ! id Wtﬁ% 166 dﬁpl'yp? Llsgurce for each message (e.g.,
"Received from MGTS Platform") 171, proprietary header information 172, and the data

15 carried in the message 173. The header information 172 indicates the revision, protocol,
direction, and the length of the SS7 message. The message data 173 is presented in
octets (8 bits) of SS7 data in hexadecimal representation. The PIG-tool 84 may send
messages to the emulator 72 at the same time that it is receiving messages from the
protocol simulator 73 (FIG. 7).

20 It is thus believed that the operation and construction of the present invention
will be apparent from the foregoing description. While the method, apparatus and
system shown and described has been characterized as being preferred, it will be readily
apparent that various changes and modifications could be made therein without

departing from the spirit and scope of the invention as defined in the following claims.
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wh 97/ 37478

PCT/ US97/ 04616 Application Part (MAP) protocol stack 33a and an

I ntegrated Services User Part (LSUR)—————protocol stack 33b. TCAP 34 and
MAP 35 are |evel 7. applications while |SUP 61 is a | evel 4-7
application. The SS7 stack may Y a?earough the Internet socket
31 oV &YO 97/37478 usi ng Et her ﬂ i I ‘Lt he MIP | ayePET/USEIAM61E. The
physi cal target 5 t el ecommuni _ r tel ecommuni cation system
enul at or accepts the information on a TCP/IP Iink on the LAN and
decodes the layer 3-7_infornmati Some t el ecommuni cati on nodes may

n.

require modifi ca%ﬂ'%ﬁlfﬂmg%t ion over TCP/IP . with a LAN
connection to replace t he'AprB@EéI?ﬂterMEE’gﬂtWﬁrc%nﬁ&ﬁngzateﬁb&ﬁnﬂﬁ@dt?oh@?&én?ns
are well known in the art and will not be éxpanded upon herein. 10

Thi s comuni cat i exenlgonioasstwak, saidgstepey gemprising! t o communi cate bet ween a
UNI X processor that Qq . g@lﬂ ' ' i a_. sj.cal

t ar get tel ecomrﬁu%aﬁggfri %ﬁé'ﬁgge g?l% |Hs 8@%3‘?‘8‘%@% a{’]‘g s%égné;i §/1§rhw%f%{e(> %ﬁkl

i nformati on and wexworkpdaid dignals formatted in a network protocol;

means for converting said received signals into instructions in emulator code,
and converting processed instructions in emulator code into signals in said network
protocol; and

means for sending said instructions in emulator code to said emulator and

10 receiving said processed instructions in emulator code from said emulator.

2. The protocol interface gateway of claim 1 wherein said means for
receiving signals from said network formatted in a network protocol includes a UNIX
socket that replaces Open Systems Interconnection (OSI) layers 1 and 2 of said network
protocol.

15 3. The protocol interface gateway of claim 2 wherein said means for
receiving signals from said network formatted in a network protocol includes means for
receiving signals formatted in any Signaling System 7 (SS7) compatible protocol.

4, The protocol interface gateway of claim 3 wherein said emulator includes
means for emulating a target telecommunication node by processing said instructions

20  in emulator code and, in turn, executing code in blocks of application software utilized

in said target telecommunication node.

5. The protocol interface gateway of claim 4 wherein said network is a local
area network (LAN).
6. The protocol interface gateway of claim 5 wherein said local area

25 network is an Ethernet LAN.

7. The protocol interface gateway of claim 4 wherein said network is a wide
area network (WAN).
8. A method of connecting an emulator to a network, said emulator

emulating a target telecommunications node, said method comprising the steps of:
30 receiving signals from said network with a protocol interface gateway, said

signals formatted in a network protocol;

-18-
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f ncom ng signaling information. FIG 4 is a sinplified block
diagramillustrating an enbodi mrent of the present 15 invention in which a
protocol sinulation tool 41 has been nodified to utilize Internet

sockets 42 and 43, and a LAN connggighenndBetrReplaced a cal | origi nation

simulation 45 with acall te ation 46. In this
embodi ment, t eVOIFHMIi cati on prot% | ation sof t ESrEUPEP6EG yor s
; he call *

3-7 of the OSI nodel is transmtte origination
simulation 45 to the call termination sinulation 46, and vice versa,

via t h.OUt .20 requiring &%gerﬂéé,eiﬁnﬁkdngﬁ)m{ ) t%%cgzéam e sai r}gcc?\%ldl ﬁ%?als into
origination simulation conprises tes ript’software t

perforns the call insthagiiionsinieornlatorcodeé;ons. These scripts are then built

into layers 3-7 at block,47 and sepnt to a UN X adaptor, 48. The UNI X

adapt or 48 packages t HEn{ingsaidinstpciens n emplgtopcade R‘oﬁ“ﬁcﬁ{mﬁ‘é’-[f’t}?’ryace gateway
transm ssion t hr ogdkid emulatorl foeprbétsfihglet socket 42, the LAN connection 44,
and the Internet socket 43 to a recelving 25 side 50 of the UNI X adapt or

48 where the ldyers arexechiipginssid enmmiator| qedeindlecksofiapplication softwaretntilizad in said
bl ock 51, and ar e??%P{e!f letnnﬁic nLn&fe[m nation sinulation 46 in the
. Inthis

simul ati on manher, signals fromthe sinulation

t ool ' s software packageceiving daslpeatssed instrudsimok in ampudatohm@ds froml saidi emuldtaowith
itself to enable test crliigt veri{fi cation of OSI |ayers 3-7. _
Processi ng cont i nifAGPrOpeal Merfics gae¥a%e: or i ned by the pre- programmed test

script, with 30 eachcongdring, indaidipHied] inerfacpdtedap] prReBediBstRicAbRGREmulator

nessages built with |ayers 3-7 of the comuni cati ons protocol being
t est ed. 10 code into signals in said network protocol; and -0-
sending signals in said network protocol from said protocol interface gateway 1)
said network.
9. The method claim 8 wherein said step of receiving signals from said

network formatted in a network protocol includes replacing Open Systems
15  Interconnection (OSI) layers1 and 2 of said network protocol with a UNIX socket.
10.  The method of claim 9 wherein said step of receiving signals from said
network formatted in a network protocol includes receiving signals formatted in any
Signaling System 7 (SS7) compatible protocol.
11.  The method of claim 10 wherein said step of receiving signals from said
20  network with said protocol interface gateway includes receiving said signals from a local
area network (LAN).
12.  The method of claim 11 wherein said step of receiving said signals from
a local area network includes receiving said signals from an Ethernet LAN.
13.  The method of claim 10 wherein said step of receiving signals from said
25 network with said protocol interface gateway includes recciving said signals from a wide
area network (WAN).
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WO 97/ 37478

PCT/ US97/ 04616 FIG 5 is a block diagramillustrating in
nore detail the protocol stacks 22 and 23, and the conmmunication |ink
20 of FIG 2. Protocol stack 22 may be a UN X- based test application
whi ch conmuni ¢ i.Jh a unit under test 52 via the Internet _socket 21.

The test applica on tncl udes a MTP conprising the OSI nodel BFHUSTH616
stack. At the 5 MIP User |evel (layer 7), there is a UN X-based
application 53 utilizing an MIP pr ot0fo) lf&;] comuni cations with the
MIP User. Moving down the protocol stack, ere is a Signaling
Connection Control Part (SCCP) |ayer 5 a MIP | ayer 3 55 whi ch
performs signaling network functions. #ia_ | ayer 3 are MIP |ayers 1
and 2 where, in the present inve'géwﬁ e normal MIP | ayers 1 and 2
hardware related 10 conponents have be ced by a UNI X application
56. The I nternet socket 21 transports packaged data fromthe
UNI X application 56 in the plication to a second
UNI X application 57 sinulating t onponents of normal MIP
layers | and 2 in the unit under tles cifications nmade between

the UNI X applications 56 and 57 : ommuni cate the OSI | ayer
at %gﬁw'r{lﬁg dynam c assi gnnment

3-7 informati on between the appl
of layer 2 information by usingéJ XUtéééélloeﬁ’ Wh or vvitho? utilizing

t
I

4 TRANSPORT

3 NETWORK

2 LINK

1 PHYSICAL

FIG.2

7| APPLICATION APPLICATION
6 | PRESENTATION PRESENTATION
5 SESSION 2 SESSION
4| TRANSPORT INTERNET TRANSPORT
3 NETWORK SaKET NETWORK
2[ i ETiERNET | [
1 PHYSICAL PHYSICAL

ne Y R
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LAN communi cati on and protocol s. When utilized in the specific
application of conmunicating the ANSI SS7 protocol, SS7 nessages are
packaged fromOSl layer 7 to the layer 3 level and passed 20 fromthe test
application 22 to the unit under test 52 using the UN X pl atform and
utilities. The unit under test receives the data for processing, executes
functions in MM ynit under test, and may package respBREESI7/04616
information for OSI layers 3-7 for handling in the test application.
FIG 6 is a block diagramof an enbodi nent of the present invention in

whi ch 25 a protocol simulation test de del(Protocol simulator) 60
interfaces via Internet sockets 61 and 62 with a UNI X process 63
running a target system enul ation. The protocol si mul ator 60
conprises a UNI X process running standard simulation tools. The standard
tools include test script software 64 that perforns the call origination
functions. These scripts are then built into OGSl |ayers 3-7 in block
65 and sent to a UNI X adaptor 66. The 30 UNI X adapt or packages the |ayers
in TCP/IP format for transm ssiop through Internet sockets 61 and 62

and a LAN connection 67 to the UN X process running the target N
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WO 97/ 37478

PCT/ US97/ 04616 system enul ati on 63. The enul ati on process 63
i ncludes a protocol interface gateway (PIGtool) 68 and a target
system enmul ator 69. The PIGtool 68 unpacks the OSI |ayers recei ved

fromthe socket in TCP/IP format and converts themto processor
i nstructions. WO9M37e jnstructions are then passed to the tBCT/ES970¥@mEEem

enul ator 69. 5 The target system enulator 69 enul ates the
hardware of a target t el econmuni cati on node operating in the UNI X
environnment, and is capable of sending 4nll ecei ving signaling

i nformation at the OSI |ayer 3 level or higher. The enul ator 69 may

Lication using Internet sockets or other
r interface 67 to send and receive the
r performng required functions on the
Y @& respond wi th conmuni cati ons

he sanme net hod of packagi ng
hrough Internet sockets to transfer the
erification by the test script.

of an aut omat ed diggnostgcs sy@tem 70
Ini cation switch 71,and asswitc
nd&ted to a protocol sinulator /73 injaccorglance

comuni cate with
UNI X facilitj esfsuch ash pip
oSl layer 3-7 inf rn"ttiol'n. 1p Af t
recei ved i nfornatj on, the enul at o‘\?
back to the protdcof sithul & ore-gqOa.u
in TCP/IP format, an‘i trgnsmy ssi
data to the protqgcol sinﬁlat rf
FIG 7 is a sinplfifi¢ed bf oc '
in 15 whi ch bot
enul ator 72 are

with the teachings of tlee present I nvention. The at or
73 may be altern =) various coguter- 45 dd
figures as a Protjoco e Machi ne (RASM 5
Generator Traffiq Si .} The protocol \si lgq a
user to select 2q & arget hard a no
enul at ed by soft <e ;‘%'FM 7 ffomter
har dwar e node i s |sel (flo? $@nple, the ta @
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st el ecomuni cation swtch 71), a communi cati ons nmanager 74 identifies this
sel-ection to a protocol simulation socket adaptation nodul e (protocol
si mul ati on adaptor) 75 whi ch then sel ects the proper protocol

<sinmul ation software 76 and protocol stack 77 for 25 the hardware node.
Messages in UN X-based TCP/I P protocol are sent through one %@{m 104 lg
plurality of wa®mn3my sockets 78 to a LAN 79. The nessages € PROPAN

t hrough an I nternet socket 81 and are directed to a UNI X adaptor 82.
The UNI X adaptor 82 translates the TCP/I P protocol to SS7 messages
whi ch are understood by the target kl/edoBmuni cation switch 71. 30

If an enulator is selected (for exanple the switch emulator 72), the
communi cations manager 74 identifies this selectionto a protocol

si mul ati on adapt or WO 97/ 37478 @
PCT/ US97/ 04616 75 which then sel ects the propgr _o.m.i_o.gil
sinmul ati on software 76 ahd protocol stack 77 fogt he emul atfed system
Messages in UN X- based T TP RLotocol are sent throj 2
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one ofthe plurality of Internet sockets 78 to the LAN 79. The nessages exit
t he "LAN t hrough a gateway |Internet socket 83 and are directed in the
preferred enbodi nent to a 5 protocol interface gateway (Pl Gtool) 84.

The protocol simulation adaptor 75 is an sinulation of a Message Generation
Traffic Sinul at or gNGTS) har dwar e chassis running as a process or a oup
of processes 778 wor kst ation. The protocol sinulation aBeHUSH/o

i ncl udes protocol sinulation software 76 and associ ated protocol
stacks 77. It offers the ability to perfopmtest 10 sequence verification
W t hout accessing a hardware chassis. Use n’&yﬁdebug and troubl e
shoot test sequences prior to connecting the target hardware node 71 or 72.
For communi cation with an enul ator, the protocol sinulation adaptor 75
utilizes the SS7 TCP/IP protocol. Test @essages nmay al so include
header octets that are proprietary bet wien dhe protocol simnulator and
target or enul ated tel ecommuni cation 15 nodéftogi dentify the source of

t he nessage, nessage |ength, protocol revisiom "e(c The t est
nmessages are communi cated t hrough one € Mné’t—Mets 78 over the
LAN 79 such as, for exanple Ethernet, t& oUydlh the gateway | nternet
socket 83 to the PIGtool 84. The PIGtg_oI 4 strips off the TCP/IP
protocol and headers, and converts the test w messages to CPU
instructions. The CPU instructions or 72 20

for processing and exercising thg mul at or 72

)
trmemrsent—to LIIC \oap v

wareto betested HE

i ncl udes the appl i cati®®n so#y ed

t el ecommuni cati on node as wel}l msat e t he
hardware of the target node Rei Ag software to
be tested, verifies the us i i or ot ocol with

ponds back towarld tjhe protocol
>-<.;1_ tgrgguser devel ops test dqequences for an
3 |t L protocol sinul atjor {73 may be

P t,‘:ﬁe tdrget hardware 71 using the
| = :

the target tel econmunicati
simul ator 73. 25 Ther ef of ¢
application on the emul atof &
utilized to test the applifat
sane test sequences. g
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The protocol sinulator 73 may al so test applications through the Internet

socket 78 and through a physi cal

interface 86 with the target host

hardware 71 sinultaneously. 30 Additionally, the protocol sinulator 73

may control other testing devices (not shown)
socket 78 and the LAN 79.

through the Internet

-12- WO 327435478 : PCT/US97/04616
PCT/ US97/ 04616 FIG 8 is ag gl © detail ed bl ock di agram of
t he UNI X- based emul ator 72 and PIGtool 84 of FIG 7. The protocol
simul ator 73, which includes hooks into t yrorqgcol simul ation
adaptor 75, runs the pr B i oftvvare 76tﬂ| ‘
preferred enbodi men; I8 ot Iator B3 [0 service 12
users, and 5 utilig mﬁ: from SU ﬁg hav‘}ng 32 Mo
RAM and 1, 000 M o ervex/s i ri [he o
UNI X- based enul at Y o may b@ opdriat =d @q_BUN Spar c
5 Workstation havj npZ3e A Mo |s L]
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space on the workstation's hard drive. For an enbodi nent servicing a single
user, the protocol sinmulator 73 nay al so be operated on a SUN Sparc 5
Wor kst ati on. These 10 har dwar e configurations are described for
illustrative purposes only, and are not intended to Iimt the scope
of the present invention which may be inplenented with ot her hardware
conf i gur at i ons WO 9737478 The PIGtool 84 receives raw SS7PEHUS1744¢16 OS]

| ayers 3-7) 87, with or wthout proprietary header octets, fromthe
gateway I nternet socket 83 which is connect gd/tg$he 15 Et hernet LAN 79.
The SS7 octets enter the PIGtool 84 through a ViTtual Patch Panel

(vPP) 88. Wthin the PIGtool, the SSFlmsare collected until a

conpl ete SS7 Messade Signal Uni S _received. The
Pl G tool 84 dgfernm nes the source of the MSU through the Intern socket
on whi ch t he ASUNBBARLRO veq- yed from the pYotocol

si mul at or 20 | SEBVERhe propri

EPROYOTCOUSIMULATOR | | present, arejlstripped
of f and procqds36a MBRAM M WITH'HOOISANTE! from the enulatof 72 in

t he form of HGO@rMB)SWA&,’(II IPFROTOCOL SIMUTATION Hihd&e instrugtions are
processed by [the PI G tool,injo a MSUADAFROR(NoOt shpwn). When
the MSU has ljeen fully regceiyed, the PIGtool 84 copsults routing]tables
which are spdcified by the user and are]internally stored and mai ptained in
the VPP 88. 35 The routi ng’_tab espg Cdie. squrce entities wt

5

destination dntities. @nce the Sl iorl of the MBU i s dejerntBded
fromthe routfing tables, the PIGto W €S t he nmessagefinto the
suitable formpt for the desfinatlon qf the destjination is the prptocol
simul ator 73, afl Ny oce Lha i nvao O he _ontiona epncapsul at i@ of the
MSU with the proprietary hd&e Amiré—lOWE_WAS Llized. If the
destination of the MBU is the enul ABNS2, hg‘iﬁ&%ls broken up into

t he appropriate number _of enul at RdTTUCL | ONnS t into t he

enul ator for pro

Sing byl the software | nstruction bei ng tested.
| .

" 284

- — RAW SS7 POTOCOL INTERFACE
ypv= OCTETS WITH GATEWAY (PIG - TOOL)
PROPRIETARY
WINDOWS HEADER OCTETS g
SUN WS & N
SPARCS 87 v
32 MB RAM VIRTUAL | E CPU
200 MB SWAP PATCH | R |INSTRUCTIONS
88—~ PANEL | T
72 E
Z R

EMULATOR

H/W EMULATOR APPLICATION
/ PROGRAMMING INTERFACE

EEMULATOR SIMULATED H/W BLOCKS AND SIGNALS -_[—I
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«13- WD 97/ 37478

PCTY US97/ 04616 FIG 9 is a sinplified bl ock diagram
illustrating the sinulation of a plurality of line interface cards
(LI Cs) 91 by the protocol sinulator 73 and their connection through

I nternet sockets 78 and 83 and LAN 79 to an enulator 92 and a plurality of
si nul at ed WO 334781 i ng points 93. In one enbodi ment of th Bfq16

i nvention, the protocol sinmulator 5 73 may sinulate up to 16 LICs 91,
and the emul ator 92 may connect to the LAN 'yh up to 16 signaling
points 93, all of which are connected througlh Ihtgrnet sockets 78 and

83 and an Et her netpk-Ai { gnal i ng points is not
a limtatiod@n resent invention, but is presented as an
exenpl ary enbodi mzrg : I n other enbodi nent,
nunber of LICs anq sijgnallijfopormts—Tay e to—utTt3ed. v Det ai | ed
Exanpl e L) FI% O is an illustration of aj dqogmput’er-displayed
| con tool box 100 }@hifch r 1
: I 2, |
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| |
85 4 88 |
35 | g5 |
2 < I a
i 3 wll| <® |
S Oallbamae_.J
e«
- ~N ”m [ (T7] | [
R ozl & |
Sog| | PE|E|PE] |°& z ||l Buww |
-t = [
< o | Fgg |
Saa el |H S22 |
) Ok |1 2298 1
~ X SIS |1 2E® |
< S w g
b4
MxZ0 s
™
0lOD50 z
< 0
(] o g
z h
o =
e x
LL -3k
~Z=g
00T 0O
~NjEQo
0w
AL
1T 15
ellell]e QI
-d -l [ | -t
&
(o]
=
2w
= | 3o |
@ 1 O |
3 | 2%& IR g
O | oouw I ~
S | E=EQ |
o | 7 ]

SUBSTITUTE SHEET (RULE 26)



be utilized by an operator to initiate testing with the devel opnent test

system of the present invention. The operator may control the system
fromeither the enulator 15 workstation or the protocol sinulator '
wor kstation. A first PIGtool Icon 101 is |abeled "socket", and a
second PIGtool lcon 102 is |abeled "normal". The PIGtool 84 is

capabl e of i nt¥PPHE4M®) with two different enul ators, one that?GTEUSIT46LE
socket - based, and one "normal " erulator that is not socket based, and
these Icons are utilized to select the type of ermulator to interface

with the PIGtool. A "MSTS" Icon 103 is uti®ideli@o initiate the 20
protocol sinulation software 76 in the protocol sinulator 73.

FIG 11 is an illustration of a conputer-displayed shelf selection nmenu 110
whi ch enabl es an operator to select a real hardware system or an enul ated
system for testing purposes. Selection of a nenu item|l abeled "real™
connects the protocol sinmulator 73 to a real target hardware system
Sel ection of a menu item beginning with 25 "exu..." connects the protocol
sinmulator 73 to an emul ated system The emul at ed systens .are divided
into three categories - small, nedium and |arge - depending on the

nunber of line interface cards (LICs) 91 associated with the sel ected nenu
item FIG 12 is an illustration of a conputer-displayed
network map editor 120 utilized to define the testing environnment to
t he devel opnent test systemof the present 30 invention. A set of

si mul ated nodes 121-130 surrounds a node under test (test node) 131
positioned in the center of the displ ay.FTi’uét e_itonode 131 may be a real

target hardware - 14-
\Y4 TBXtool R_2M - [SFT Course toolbox]
(Flev ) (View V) ( EditV ) (_ Properties... )
/\ 103 100
rE pesli 1 W )
M
u ® c7®
e beta LooP
102 TENUX
NORMAL SFT
© ham3
emu
~/ @cham
_ - J

APStools FM pa_07
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WD 97/ 37478

PCTfUS97/ 04616 systemor an enul ated system depending on the type
of system sel ected by the operator utilizing the shelf selection nmenu
110 of FIG 11. If the operator chooses a real target har dwar e system
t hen the connections 132 between the test node 131 and the sur roundi ng
nodes 121-130 XRIBA$®ical |inks. If the operator chooses an BRTUEYEY6165
system then the connections 132 between the test node 131 and the

surroundi ng nodes 121- 130 are sinmulated SS7 |inks. Each node is
| abeled with a signaling point code (e.g.10 /1 67-o- 60) and a short nane
for the node being sinmulated (e.g., MSC 4). FIG 13 is an

illustration of a conputer-displayed netv\ﬁ p.i)sjlnul ation script)
illustrating a sinmulation in the protocol HGat rfof a sinple |ocation
updating 10 sequence perfornmed in a Base Station Controller (BSC) in a

Per sonal Communi cati on System (PCS) nobile tel ecomruni cati on system
When a nobil e subscriber turns on a nobile tel ephone, the | ocation

updati ng sequence is initiat emﬁm—a(—ﬂ-e-p e & t ocol
simul ati on of the BSC. The BS n sends $hélS¥leefionpdati ng requept

nmessage 137 to its Mobile Swi {qhTng CENMtEr (VBT Wi CHm, o m—gpldat es
the | ocation 15 of the nobi |4 subscriber in the subscriber's horg

| ocation register (HLR). A OSRéIFL§gRt | on nessage is then retyrpped from
the MSC to the BSC at .138. 7 e I, sroratrey rEes t hat
recei ve nmessageSoap °F'Pf‘§s1i|°ra dd ] 1188k Aows to
Real Protoco J.< real_15
Simulation |'1 6
Hardware real-
- \_ real_24
~ exuboge_large 0
c°g?:::l'a°t';f’ To exuboge small
Protocol ~— exudanw. med —~ 110
Simulation exudanw . small
Hardware _ exufem_small &

<> Manual selection mode

o Automatic selection mode

refresh

0K Apply Cancel
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the left of a center vertical line. Sinmulated nodes that transmt nessages
are‘illustrated with arrows to the right of the center vertical |ine.
Si mul at ed nodes that both receive and 20 transmt nessages are illustrated
with arrows on both sides of the center vertical |ine. A sinul at ed
node 139 | abel ed "Loop" is positioned in the center of the display and is a
hol di ng poi nt WRSTBMhe sinulation waits for another nessage "6%'””4616
received. A tinmer 141 nonitors the loop for activity, and if there is
no activity for a preset tinme period (e.q. 0 seconds), the test
sequence i s stopped. 25 The procési 2thr s at node 136 and noves
to node 137 where the BSC transmts the | ocation updating request
nessage to the MSC. In the devel opnent test system of t he present

i nvention, this request nessage may go to a real target MSC and HLR, or

may go through the PLG{ ' | ¢ _handlin

software and a bui KCLn_H B__The 1g 0N

UJ

When the enul ator pro ses and_respon to the request, the PIGtoo
converts the respohse ck to $B7 forn
-15- ?

E)

in SS7 format, and thagalC}too[ 30 converts 1t to emulator 1Nstructrons.

jfon to the

E

for transm
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t he request

confirmation (CC) nessage at node 138. The process

BSC sinul ati on. When the MSC enul ator responds with
t he BSC simul ati on recei ves a connecti on
then npves to the

message,

| oop node 139 and waits-for the MSC enul ator to respond to the

request nessagW@9B7Me | ocation updati n

simul ati on

The link to the MSC/ enul at or
rel ease conpl ete nessage is sent at

uest i s accept edPCHUI7TBALS
accept nmessage at node 142.
red at node 143, and a
process then ends

5 receives a | ocation updat %r@

g e kil

at 145. FIG 14 is an illustration of a conput er-di spl ayed
menu 146 offgpr ot ocOPASM Simuit Bog# Slafge-VLICTLICH: ves I C
the PIGto TN st = roemtcat—to—tire—protocot

si mulati on M&s P ‘@eshelf sel ection menu 110 in the Help
pr ot ocol si Sﬁédéit h 1@ neal: VWen a protocol sinulation
system i sI 52’%% Re cult-B 491.1:'” l?ern%g 149) a list of avail abI
System s (MECLE :L;F:m*m"r_rgmd- BN0E | o) iddos o et
to signaliig *bn F ‘iLJ Jﬁ.'aL"' 0 u IBNG® data in the enulated 15

t el ecomuni
system and
button 152
t he gat enay
made,

clichi

B© sel ects the protocol sinula

WSC- 90!‘"893 Fﬂ'é%qgmtlmm testing, clicking on t
| MBC-CallToMRsBRGIC-SFT Test Seqiuernice est abl i shes a connecti on
Mﬁ&CﬂBF@M&BSQ‘lQ-MSZ-Sﬂr TestSequernce connection is

gan the "Emilator” button 153 establishes a conpection tdVv

t he enul at

qE]IIingpsults P Gtod.oﬁyingatbe&nonegnnect i on bet ween a sinul at g

1

LI C 20 génerated Dy tieprotocot—sT morator—ard—a—stgha-trg—pe+it——Hh
emul ated system ' FIG 15 is an illustration of a A
conput er - difspl ay 155 showi ng three status wi ndows cor r elfondi ng twlﬂ

t he prot ocg

| simulat 1§éabel ed as PASM Si nul ati on) 156,
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tfhe PIGtool 157, and the emul ated system (| abel ed as EmuTool ) 158. An
upper section 159 of the protocol adaptable state nachi ne (PASM

Si mul ati on wi ndow 156 indicates 25 that the |ocation updating sequence has
been performed in the Mbile Sw tching Cent er/ Honme Location Regi ster
(MSC/ HLR) and that the BSC protocol sinulation has been verified by
the protocol SWEBT3M®. A nmiddle section 161 is a | og showi nd TS TPHS
that particular nmessages were transmtted and received. A bottom section

162 illustrates the sinmulation script318q @f FIG 13 with the path of
the sinmulation indicated by _arrows, 30 Ihe Pl G tool window 157
I ncl udes an upper gect|on 163 that shows the nenu of protocol
simul ati on systensf(viftual sh% veg 148 which the PIGtool 84 nay access.
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dat a passes through the gateway socket 83 (FIG 7). The
enul-at or wi ndow 158 provides information on commands and data going 5
fromthe PIGtool 84 to the enmulator 72. As shown in FIG 9, a converter 94
in the PIG tool 84 converts the SS7 hex to enul ator code and sends it
to an application programm ng interface (API) 95. An upper enul ator

| og section 16WQFB@7815) shows t he commands recei ved i nPERIPRIM6 code
166 and the signal connection point 167 for each received conmand. A

| ower command section 168 (partially conceal fdl prp@g des 10 a condensed

version of the comre!ﬁd’_s\s& _fr_onﬂ PIGtool "84 to _the_e_:gTB@r 72
o v S T0~—C resSesSsSage—mT v ctromt64—of

FIG 16 is a nor g€
the PIG togl Istlatus wi pdow, Ifg provided on all |eg
the LICs that hay en sel 2 wi ndow 164 di splay{ &
a source for eacll negsage (€l ¢ , b Platfornmt) 171, | &
proprietary headgr [i rff @smgtip | ed8i ithe me%agé
173. The header i Iio‘t_a il Dr o gcélg, s
direction, and tH ngt h pf] the Sage-d Ea B ksia
presented in odt et s (8| bika s :,g B § |2
representation. T Hl G-t ool a8 3 1% {8e nulthrﬁ 72;‘
at the sane tinme it is JPelced ® |3 Brfotoboli gt |3
sinulator 73 (FI G 20 |31 2 {halst B4 bper dts prin
and construction tjhe preshht £ aggaBe te fg-gg the | E
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-17- 1121- 0002 VWHAT |S CLAIMED I S: 1.
A protocol interface gateway (84) for connecting a tel ecomrunication
systemenul ator (72) to a data network, said gateway conpri sing:

neans for receiving data signals fromsaid data network and sendi ng data

signals 5 to said data network, said data signals formatted in a data
net wor k pr ot ocBi0 9737478 PCT/US97/04616

19716

FIG.16A
e 171

*w* Received from MGTS Platform *xax ks dxrr kX rrradhrrxrrrrrths ~
-=- Header ------=--temmm e o e e s meaccsoo—ns-oso |
Received from node: LIC1 (ST-0) 172
Revision: 0 Protocol: O Direction:1 ol
Length: 0x0040 (64) octets
~=- DAtA -~ - - e e e m e rm et e m e et — e m o — - — - :
offset 0x0000: 83 le 09 07 1f 09 07 00 01 16 7e b0 02 02 07 05| 173
Offset 0x0010: c3 ae le 09 07 04 05 c3 de 1f 09 07 0f 21 00 1f | f
Offset 0x002C: 57 05 08 00 13 f1 30 00 01 00 O1 17 12 05 48 72

Offset 0x0030: 13 £1 30 00 01 00 08 39 311 30 63 04 00 01 0D 0O
**x* End c received message khkhkkdkkhhkhrhkdkhdhhdhhhdhhkhr bt bbb hrdkd

*xx Sent to MGTS Plabform **krddrhkadrrrhcrohtdhhhhr ket thrhhhrhddd

--- Headey -~+----cc-mm e me et r e e r e m e rm e e - m -
Sending to node: LIC1 (ST-0)
Revision: O Protocol: O Direction: 1
Length: 0x0019 (25) octets
e b - 1 o - G e e e i Rt R et
Offset 0x0000: 83 1f 09 07 le 09 07 10 06 41 c6 7e 00 01 Da 00

Offset 0x0010: 08 20 07 02 06 OO0 04 0Ol 09
*x% Bnd of sent message dhhkkdbhkrhkkkrkdkkdhkdkhbbdbdkdddbhdrdbddddtddhdid

*%*%* Sent to MGTS Platform *%kkxdkhkkdkhdhhhkrrkhrrhtrdahhrhdrdhdhs

--- HeadeY --------cc-cmme e e e e m e -
Sending to node: LIC1 (ST-0)
Revision: 0 Protocol: O Direction: 1
Length: 0x0011 (17) octets
i b - ) - R e R T e

Offset 0x0008: 93 1f 09 07 le 09 07 01 02 16 7e b0 03 00 01 D2
Offset 0x0010: 00

ek * End cf sent message I A AL 2222 R 2 2R 2 Rd R AR R XA R AR R X R X X
*** Sent TO MGTS Platform *hkkdkdhddkdhbdddbbdbhbbrdhdbditddhdhddddhdhdr
SR - (=T e (= i et e e R R
Sending to node: LIC1 (ST-0)
Revision: 0 Protocol: 0O Direction: 1
Length: 0x0023 (35) octets
~-- Data ----es-em e r e e e - -
Offset Cx00CC: 83 1f 09 07 le 09 07 01 06 16 7e b0 00 01 14 01
Offset C¢x0010: 00 11 05 02 13 £1 30 00 01 17 08 39 11 30 63 D4

Offset C¢x0020: 00 01 00
*x* End of Sent mesSsage *hwvdddkddkkihbdrbhdkkhhdkhrerbhrk bk ik

*x%x Sent -0 MGTS Platform *dxkdkrdardddbdbhhhrthhrhrtrhrdhr b hhkks

~-- HEea@eY -c-cccmmmcrmm e e e e m o
. Sending to node: LIC1 (ST-0)
Revision: 0 Protocol: 0 Direction: 1
Length: 0x0019 (25) octets
e 0 - X - R e i

Offset Cx0000: 83 1f 09 07 le 09 07 01 06 i6 7e b0 00 01 Oa 00
Offset (x001il: 08 20 07 02 06 00 04 01 09

**% End - sent message LA A AR R AR LA AR XA SRR A RS2 R R AR R RE S SR
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ntans for converting said data signals into tel ecommunication signals
fornatted in a tel ecommuni cati on network protocol, and for converting
said tel ecormuni cation signals into said data signals;
means for converting said tel ecnmunication signals into instructions in
enul at or 10 code, and converting processed instructions in enul ator code
into tel ecommuMWOMPMIR signals in said tel ecommuni cati oRCHESS@1626
protocol ; and means for sending said instructions in emul ator
code to said tel ecommunication systenLeéwu)m%r (72) and receiving
sai d processed instructions in enulator cod r‘o said emul ator. 15
2. The protocol interface gateway (84) of claim1 wherein said neans for
receiving signals fromsaid data network tt-ag a data network
protocol includes a UNI X socket thal Gl-a Ben Syst ens
I nterconnection (OSI) layers 1 and 2 of said dat a netvvorak—pﬁ%ﬁ%col.
3. The protocol *i*nRecé¢iued §aore MSFS (BUEtEGEmc i h* 2* e &M it SHi*d * veare **or
20 recei vi ng datea -sHgadgs -f-rom sai-d- dat-a -net work -f or mat-ted-t1r-a-net wor-k
prot ocol includes Receivedeiyom fode:r 861 viSTgodata signals formatted in any
Signaling System 7 (SS7) cH®eyasidi:e0 Prgtoe@k:pl0.  Direction: 1 4, The
protocol interface gateway (88396 OxAP¥R J1RhePtiatssai d enul at or
i ncl udes means for-enBR&Ri1Tg -a-target -t eleconmumi-cat i o -node- by -processi-ng
said 25 instructi%tser nO@%GPat%? €082 Wndf Ph Q7UPA, 0&03cAPi Yy 0€oBE 9 00
bl ocks of applicati¥fset 0x0038¢ Q22 utilized in said target
t el econmuni cat i on Hgd&nd of received message *TRE*Hy*3FHEHI* AL Bt Facd * yat vidy
(84) of claim4 whETefRMSHUMERE FIFEEREP K******* P& *A* YA A B *at tor R **
(LAN) . - -gHeaderrys-pr Gt ocol T 1er f ate gat vy ~(82)-of ~chaim-5-
wherein said | ocal af&893t¥ t°ng‘f‘?ﬁ3’r RIFS ST 81 hernet LAN (79).
Revision: -0 Protocol: 0 Direction: 1
Length: 0x0012 (1B) octets

--- Data - e e e e e - :

Offset 0x0000: a3 1f 09 07 le 09 07 01 04 16 7e b0 03 00 01 00

Offset 0x0010: 00 0O

k** End Of sent message (242 A 22222 2RSS a Rl AR R T Y XL EE T XTEY

*k %k RECEiVEd from MGTS Platform AR A S AR EA AR LR RS R 2L X R TR IR

--- Header -------mcmmm e oo
Received from node: LIC1 (ST-0)
Revision: © Protocol: 0 Direction: 1
Length: 0x000f (15) octets
--- Data e m e e e e

Offset 0x0000: 83 le 09 07 1f 09 07 00 05 03 00 01 16 7e boO
*** End of received message Ttk kdhkhkhkkdhkdbhbdrbhthhrdrhrhs
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: _ o 7. The protocol interface .
gateway (84) of claim4 wherein said néetwork is a wde area network -
§VWAN) . 11%17_80()@. A net hod of connecting.a tel ecommuni-cation .
system emul at or )t a data network, said enulator emulating a

target tel ecommunications node, said method 5 conprising the steps of:
receiving data signals fromsaid data network with a protocol interface

e OIS SR SR R e

b co (SRR B RS ol st el s of i

prot ocol i nter fteleeommunicatior{ 8ystem s physicalcloansumsstam hasdware ties the tester to a
physical location in close proximity to the system under test.

5 Although there are no known prior art teachings of a solution to the
aforementioned deficiency and shortcoming, U.S. Patent Number 5,027,343 to Chan et
al. (Chan) discusses subject matter that bears some relation to matters discussed herein.
Chan discloses a test access system for remote testing of products in an integrated
services digital network (ISDN) system. The protocols tested relate to OSI layers 1-3

10 which are concerned mainly with the establishment, holding, and release of a physical

~ telecommunications path._ Chan packetizes or encapsulates network messages, including

layers 1-3, and utilizes a packet switching network to communicate test procedufes from

the tester to the system under test. The system under test de-encapsulates the packets,
removes the network messages, and sends them to be processed.

15 Chan overcomes some of the disadvantages of utilizing the same physicall
transmission hardware for testing that -is used for transmissions between
telecommunication systems in the field. However, Chan is specifically designed to
support remote testing of actual physical hardware. A local site which includes a tester
is remotely linked toa system under test. Chan specifically states, however, that the

20 patent is directed only to OSI layers 1-3, which are .concerned with the physical
traﬁsmission, routing, and switching of signals. Chan, therefore, is a hardware-
dependent solution which is very sensitive to hardware tixﬁing requirements. Chan does -
not teach or suggest any method of connecting multiple telecommunication systems or
system emulators, without physical transmission hardware, for the testing of OSI la}-fers _

25 3-7. _ |

European Patent Application 0,589,576 of the American Telephone and
Telegraph Company, puElished lMarch 3, 1994, discusses a communications network
test environmeht which uses a signal simulator. However, it does not discuss the
integration of a telephone network emulator with a data network.

30 . Si_mulation SoﬂWare for Communiéations Networks: The State of the Art, by

Averill M. Law and Michael McComas provides a summary of available data system

3-
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signals into instructions in enutator code; .sending said
instructions in enulator code fromsaid protocol interface gateway

:84) to said e%a@& for processing; executing ihn said
enul at or, code ) 3cks of application software utilized in‘'said 15
target tel ecommuni cations node; ' receiving said processed
instructions in errul at or code fromsaid emulator with sai d protocol

i nterface gateway conveftin sai d protoco] interface
gateway (84), P §eH°Wﬁ§ttrrtb@tamﬂlrsdqeﬁ not dlscussgﬁlﬁpf&nsmwlé gilon through

t el ecommuni catégﬁa ksndr'?s ﬁ% #ngl econmuni cati on network 20 pr ot ocol ;

- converting, in sal pro ‘ocol ce gateway (84), said tel ecommunication
- signals into data snmhcﬁbef@dlémfct ffvahtafe Hdate AsRneidMMthodfoPRAERE muRiile
sending said data signals in said data network protocol from said protocol
interface gat etniaqco(xﬁm)nmamosavstemaaad/netemoMmLmB:atlon systems argl systenifé¢mulaterhod

claim8 wherein.said st ei,vi ng S fram sai d dat a
e twor kT ot iR SipFoRed st o vt e SRl Y yete el teshtine QGRS
I nterconnect i ofL7({{8) ke1£&a¥1%ﬁ§méatﬁﬁe n8d@ that Aolls HE Rqhied MR IilRAaRsP 6P thardre a
UNI X socket. he nmethod of claim9 wherein said step of

recei vi ng dat atraisgrisdien f hmiware thaisansd utidized nélrwphb(swdl'yrramnedctmg aingtatled
net wor k protoco| includes receivi.n 0 f or mat lin
Syst em 7p( ss7)te k@mqn%agorﬁyé eBl‘?dP gmesf{egcp aéuch a system papd me woulda gﬁ’mma%%‘ g _

- 23A-
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1121- 0002 11. The nmet hod of claim 10 wherein said step. of
receiving data signals from sai ddat:a-neétwork wi th said protocol. '
knterface gatewy;-68¢9 i ncludes receiving said data signals froma . -
|l ocal area network (LAN). 12. The nethod of claim 11 wherein
said step of receiving said data signals 5 froma | ocal area network

i ncludes receiving said data signals froman Ethernet LAN (79).

13. The net h%{%f Es ' ME rein said step of receiving signals from
said  networ T£ ?g‘lr}%; pr-%&ol i nterface gateway (84) includes
receiving said signals frplotocol tutsifste gatetay (84)or korinééig a telecommunication
| system emulator (72) to a data network, .said gateway comprising:
means for receiving data signals from said data network and sending data signais
5 to said data network, said data signals formatted in a data network protocol;
means for converting said data signals into telecommunication signals formatted
in a telecommunication network protocol, and for converting said telecommunication
sigﬁals into said data signals; -
means for converting said telecmmunication signals into instructions in emulator
10  code, and converting processed instructions in emulator code into telecommunication
signals in said telecommunication network Ijrotocol; and
means fof sending said instructions in emulator code to said telecommunication
system emulator (72) and receiving said processed instructions in emuiator code from
said emulator. |
15 2. The protocol interface gateway (84) of claim 1 wherein said means for
receiving signals from said data network formatted ih a daté network protocol includes
a UNIX socket that replaces Open SystemS'Interéonnection (OSI) layers 1 and 2 of said

data network protocol.

3. The protocol interface gateway (84) of claim 2 wherein said means for
20 receivihg data signals from said data network formatted in a network protocol includes
means for receiving data signals formatted in any Signaling System 7 (SS7) compatible
protocol. | |
4, The protocol interface gateway (84) of claim 3 wherein said emulator
includes means for emulating a target telecommunication nddé.by processing said
' 25 instructions in emulator code and, in turn, executing code in blocks of application
software utilized in said target telecommunication node. |
5. The protocol interface gateway (84) of claim 4 wherein said data network
is é local area network (LAN). '
6.  The protocol interface gateway (84) of claim 5 wheréin said local area

30 network is an Ethernet LAN (79).

"
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7. The protocol interface gateway (84) of claim 4 wherein said network is
a wide area network (WAN).

8. A method of connecting a telecommunication system emulator (72) to

a data network, said emulator emulating a target telecommunications node, said method
comprising the steps of: |

receiving data signals from said data network with a protocol interface gateway
(84), said data signals formatfed in a data network protocol;

converting, in said protocol interface gateway (84), said received data signals
into telecommunication signals foﬁnatted in a telecommunication network protocol;

~ converting in sail protocol interface gateway (84), said telecommunication
signals into instructions in emulator code;

sending said instructions in emulator code from said protocol interface gateway
(84) to said emulator for processing;

executing in said emulator, code in blocks of application software utilized in said
target telecommunications node; o

receiving said processed instructions in emulator code from said emulator with
said protécol interface gateway (84); -

converting, in said protocol interface gateway (84), processed instructions in
emulator code into telecommunication signals in said telecommunication network
protocol; -

converting, in said protocol interface gateway (84), said telecommunication
signals into data signals formatted int said data network protocol; and

sending said data signals in said data network protocol from said protocol
interface gateway (84) to said data network.

9. The method claim 8 wherein said step of receiving data signals from said
data network formatted in a network protocol includes replacing Open Systems
Interconnection (OSI) layers 1 and 2 of said data network protocol with a UNIX socket.

10.  The method of claim 9 wherein said step of receiving data signals from
said data network formatted in a data network protocol includes receiving signals

formatted in any Signaling System 7 (SS7) compatible protocol.

T
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11. The method of claim 10 wherein said step of receiving data signals from
said data network with said protocol interface gateway (84) includes receiving said data
signals from a local area network (LAN). | |

12.  The method of claim 11 wherein said step of receiving said data signals

5  from a local area network includes receiving said data signals from an Ethernet LAN
(79).

13. The method of claim 10 wherein said step of receiving sig_nals from said

network_with said protocol interface gateway (84) includes receiving said signals from

a wide area network (WAN).
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