10

15

20

25

CROSS-CHAIN AUTHENTICATION METHOD, SYSTEM,
SERVER, AND COMPUTER-READABLE STORAGE
MEDIUM

TECHNICAL FIELD

[0001] Embodiments of the present specification relate to the field of data
processing technologies, and in particular, to cross-chain authentication methods,

systems, servers, and computer-readable storage media.

BACKGROUND

[0002] Existing blockchain technologies generally have the following four
characteristics: 1. de-centralization; 2. more stable, reliable, and sustainable in terms of
overall technical configuration because of the fact that a blockchain has a distributed
network architecture with no central node prone to impact or attacks; 3. high security,
where a consensus mechanism does not need intervention of third parties; and (4)
transparent and tamper-resistant transactions. The blockchain technologies become
increasingly valued because of these characteristics.

[0003] When used, the existing blockchain technologies usually identify so-called
identities based on identity public keys. In one method, a user writes data to different
blockchains by using the same identity private key for signing. Whether operators of
records of different blockchains are the same is determined by determining whether
identity public keys are consistent. However, such determining cannot be performed

across blockchains.

SUMMARY

[0004] Embodiments of the present specification provide cross-chain
authentication methods, systems, servers, and computer-readable storage media, so that
identity confirmation can be performed across blockchains, thereby implementing
cross-chain identity confirmation.

[0005] According to a first aspect of some embodiments of the present

specification, a cross-chain authentication method is provided and applied to an
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authentication server, including: obtaining an identity confirmation request and a first
identity public key, where the identity confirmation request is generated by a second
service server based on a received cross-chain query request, the cross-chain query
request is generated based on a cross-chain query operation that is sent by a user
terminal and that is received by a first service server, and the first identity public key is
stored in the first service server; in response to the identity confirmation request,
obtaining a target identity verification request and its corresponding target identity
verification identifier that are used for identity verification, and sending the target
identity verification request and the first identity public key to the user terminal;
obtaining target private key signature data, a second identity public key, and target
identity verification data, where the target identity verification data is collected by the
user terminal based on the target identity verification request, the second identity public
key is generated by the user terminal by using a key generator, and the target private
key signature data is obtained by the user terminal by signing second signature data by
using the second identity private key; performing identity verification by using the
target identity verification data, and verifying whether the first identity public key and
the second identity public key correspond to a same user; and when the identity
verification succeeds and it is verified that the two identity public keys correspond to a
same user, storing obtained target authentication data to an authentication blockchain,
where the target authentication data includes the target private key signature data and
the target identity verification identifier; and obtaining corresponding target public key
request data based on the target identity verification request and sending the target
public key request data to the second service server, where the target public key request
data includes the second identity public key.

[0006] According to a second aspect of some embodiments of the present
specification, a cross-chain authentication method is provided and applied to a user
terminal, including: in a process of performing a service operation on a first blockchain
stored in a first service server, obtaining a cross-chain query operation specific to a
second blockchain in a second service server, and sending the cross-chain query
operation to the first service server; obtaining a target identity verification request and
a first identity public key, where the target identity verification request is generated by
an authentication server based on an identity confirmation request corresponding to the
cross-chain query operation, and the first identity public key is stored in the first service

server; and collecting corresponding target identity verification data in response to the
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target identity verification request, generating a target key pair including a second
identity public key and a second identity private key by using a key generator, and
signing second signature data by using the second identity private key to obtain target
private key signature data; verifying whether the first identity public key is valid; and
when it is verified that the first identity public key is valid, sending the target private
key signature data, the second identity public key, and the target identity verification
data to the authentication server, where the target identity verification data includes
biometric feature information of a system user corresponding to the user terminal, and
both the target authentication data and the target public key request data include the
target identity verification identifier.

[0007] According to a third aspect of some embodiments of the present
specification, an authentication server is provided, including: a request and public key
acquisition unit, configured to obtain an identity confirmation request and a first
identity public key, where the identity confirmation request is generated by a second
service server based on a received cross-chain query request, the cross-chain query
request is generated based on a cross-chain query operation that is sent by a user
terminal and that is received by a first service server, and the first identity public key is
stored in the first service server; a verification request acquisition and sending unit,
configured to, in response to the identity confirmation request, obtain a target identity
verification request and its corresponding target identity verification identifier that are
used for identity verification, and send the target identity verification request and the
first identity public key to the user terminal; an identity verification data acquisition
unit, configured to obtain target private key signature data, a second identity public key,
and target identity verification data, where the target identity verification data is
collected by the user terminal based on the target identity verification request, the
second identity public key is generated by the user terminal by using a key generator,
and the target private key signature data is obtained by the user terminal by signing
second signature data by using the second identity private key; a verification unit,
configured to perform identity verification by using the target identity verification data,
and verify whether the first identity public key and the second identity public key
correspond to a same user; a data storage unit, configured to, when the identity
verification succeeds and it is verified that the two identity public keys correspond to a
same user, store obtained target authentication data to an authentication blockchain,

where the target authentication data includes the target private key signature data and
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the target identity verification identifier; and a public key request data acquisition and
sending unit, configured to obtain corresponding target public key request data based
on the target identity verification request and send the target public key request data to
the second service server, where the target public key request data includes the second
identity public key.

[0008] According to a fourth aspect of some embodiments of the present
specification, a user terminal is provided, including: a cross-chain query operation
acquisition and sending unit, configured to, in a process of performing a service
operation on a first blockchain stored in a first service server, obtain a cross-chain query
operation specific to a second blockchain in a second service server, and send the cross-
chain query operation to the first service server; a verification request acquisition unit,
configured to obtain a target identity verification request and a first identity public key,
where the target identity verification request is generated by an authentication server
based on an identity confirmation request corresponding to the cross-chain query
operation, and the first identity public key is stored in the first service server; a
verification data collection unit, configured to collect corresponding target identity
verification data in response to the target identity verification request; a key generation
unit, configured to generate a target key pair including a second identity public key and
a second identity private key by using a key generator; a signature data acquisition unit,
configured to sign second signature data by using the second identity private key to
obtain target private key signature data; a public key verification unit, configured to
verify whether the first identity public key is valid; and a data sending unit, configured
to, when it is verified that the first identity public key is valid, send the target private
key signature data, the second identity public key, and the target identity verification
data to the authentication server, where the target identity verification data includes
biometric feature information of a system user corresponding to the user terminal, and
both the target authentication data and the target public key request data include the
target identity verification identifier.

[0009] According to a fifth aspect of some embodiments of the present
specification, a cross-chain authentication system is further provided, including: a user
terminal, configured to, in a process of performing a service operation on a first
blockchain stored in a first service server, obtain a cross-chain query operation specific
to a second blockchain in a second service server, and send the cross-chain query

operation to the first service server; the first service server, configured to receive the
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cross-chain query operation, generate a corresponding cross-chain query request in
response to the cross-chain query operation, and send the cross-chain query request and
a first identity public key to the second service server, where the first identity public
key is stored in the first service server; the second service server, configured to receive
the cross-chain query request and the first identity public key, and generate an identity
confirmation request based on the cross-chain query request; and send the identity
confirmation request and the first identity public key to an authentication server; and
the authentication server, configured to receive the identity confirmation request and
the first identity public key, obtain, in response to the identity confirmation request, a
target identity verification request and its corresponding target identity verification
identifier that are used for identity verification, and send the target identity verification
request and the first identity public key to the user terminal; where the user terminal is
configured to receive the target identity verification request and the first identity public
key, collect corresponding target identity verification data in response to the target
identity verification request, generate a target key pair including a second identity
public key and a second identity private key by using a key generator, and sign second
signature data by using the second identity private key to obtain target private key
signature data; verify whether the first identity public key is valid; and when it is
verified that the first identity public key is valid, send the target private key signature
data, the second identity public key, and the target identity verification data to the
authentication server, where the target identity verification data includes biometric
feature information of a system user corresponding to the user terminal; the
authentication server is configured to receive the target private key signature data, the
second identity public key, and the target identity verification data, perform identity
verification by using the target identity verification data, and when the identity
verification succeeds, store obtained target authentication data to an authentication
blockchain; and obtain corresponding target public key request data based on the target
identity verification request and send it to the second service server; and the second
service server is configured to, after receiving the target public key request data,
perform identity confirmation by using the target public key request data and the target
authentication data; and when the identity confirmation succeeds, perform a query to
obtain a service query result in response to the cross-chain query request, and return the
service query result to the first service server.

[0010] According to a sixth aspect of some embodiments of the present
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specification, a server is further provided, including a memory, a processor, and a
computer program that is stored in the memory and that can run on the processor, where
when executing the program, the processor implements steps of the above-mentioned
cross-chain authentication method.

[0011] According to a seventh aspect of some embodiments of the present
specification, a user terminal is further provided, including a memory, a processor, and
a computer program that is stored in the memory and that can run on the processor,
where when executing the program, the processor implements steps of the above-
mentioned cross-chain authentication method.

[0012] According to an eighth aspect of some embodiments of the present
specification, a computer-readable storage medium is further provided, where the
computer-readable storage medium stores a computer program, and the program can be
executed by a processor to implement steps of the above-mentioned cross-chain
authentication method.

[0013] Some embodiments of the present specification bring the following
beneficial effects: Based on the above-mentioned technical solutions, after the identity
confirmation request is obtained, identity verification is performed by collecting second
verification data, and it is verified whether the generated second identity public key and
the generated first identity public key correspond to a same user. When the identity
verification succeeds and it is verified that the two identity public keys correspond to a
same user, the target authentication data is stored to the authentication blockchain, and
the target public key request data is sent to the second service server. As such, the
second service server can perform identity confirmation based on the target public key
request data and the target authentication data, and after the identity confirmation
succeeds, identity confirmation can be performed across blockchains in response to the
cross-chain query request, thereby further implementing cross-chain identity

confirmation.

BRIEF DESCRIPTION OF DRAWINGS

[0014] FIG. 1 is a system architectural diagram illustrating an identity public key
application system in a blockchain authentication system, according to some
embodiments of the present specification;

[0015] FIG. 2 is a schematic structural diagram illustrating a data structure of a
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block of target authentication data, according to some embodiments of the present
specification;

[0016] FIG. 3 is a flowchart illustrating steps performed by devices in an identity
public key application system, according to some embodiments of the present
specification;

[0017] FIG. 4 is a flowchart illustrating steps performed by devices in a cross-chain
authentication system, according to some embodiments of the present specification;
[0018] FIG. 5 is a schematic structural diagram illustrating an authentication server,
according to some embodiments of the present specification;

[0019] FIG. 6 is a first schematic structural diagram illustrating a user terminal,
according to some embodiments of the present specification;

[0020] FIG. 7 is a schematic structural diagram illustrating a server, according to
some embodiments of the present specification; and

[0021] FIG. 8 is a second schematic structural diagram illustrating a user terminal,

according to some embodiments of the present specification.

DESCRIPTION OF EMBODIMENTS

[0022] For better understanding of the above-mentioned technical solutions, the
following describes in detail the technical solutions in some embodiments of the present
specification by using the accompanying drawings and specific embodiments. It should
be understood that, some embodiments of the present specification and specific features
in some embodiments are detailed descriptions of the technical solutions in some
embodiments of the present specification, but not limitations on the technical solutions
in the present specification. Some embodiments in the present specification and the
technical features in some embodiments can be mutually combined provided that no
conflict occurs.

[0023] According to a first aspect, as shown in FIG. 1, some embodiments of the
present specification provide an identity public key application system in a cross-chain
authentication system, including: a user terminal 100, configured to obtain a blockchain
operation request, and send the blockchain operation request and personal information
of a system user corresponding to the user terminal 100 to a first service server 200; the
first service server 200, configured to receive the blockchain operation request and the

personal information; obtain, based on the blockchain operation request, corresponding
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block information of a first blockchain stored in the first service server 200; and query,
by using the personal information, whether a first identity public key of the system user
exists, when it is determined that the first identity public key does not exist, generate a
first identity public key request used to apply for the first identity public key, and send
the block information, the personal information, and the first identity public key request
to an authentication server 300; the authentication server 300, configured to receive the
block information, the personal information, and the first identity public key request;
and in response to the first identity public key request, obtain a first identity verification
request and its corresponding first identity verification identifier that are used for
identity verification on the system user, and send the first identity verification request
to the user terminal 100; where the user terminal 100 is configured to receive the first
identity verification request, collect first identity verification data corresponding to the
first identity verification request in response to the first identity verification request,
generate a first key pair including a first identity public key and a first identity private
key by using a key generator, sign first signature data by using the first identity private
key to obtain first private key signature data, and send the first private key signature
data, the first identity public key, and the first identity verification data to the
authentication server 300, where the first signature data includes the personal
information, and the first identity verification data includes biometric feature
information of the system user; the authentication server 300 is configured to receive
the first private key signature data, the first identity public key, and the first identity
verification data, perform identity verification on the system user by using the first
identity verification data, and when the identity verification succeeds, store first
authentication data to an authentication blockchain stored in the authentication server
300; and obtain corresponding first public key request data based on the first identity
public key request, and send the first public key request data to the first service server
200, where the first authentication data includes the first private key signature data, the
first identity public key, the first identity verification data, the first identity verification
identifier, a hash value and a timestamp of a user identifier of the system user, and the
first public key request data includes the first identity verification identifier, the hash
value of the user identifier of the system user, and a block hash value corresponding to
a block of the first authentication data; and the first service server 200 is configured to
receive the first public key request data, perform identity confirmation by using the first

public key request data, store the first identity public key when the identity confirmation
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succeeds, and perform a corresponding service operation on the first blockchain in
response to the blockchain operation request.

[0024] In some embodiments of the present specification, the personal information
includes at least the user identifier of the system user and the biometric feature
information of the system user, where the biometric feature information includes one
or more of face information, fingerprint information, iris information, voiceprint
information, and other information of the system user. Certainly, the personal
information can further include certificate information of the system user, account and
password information of the system user, etc.

[0025] In some embodiments of the present specification, the -certificate
information of the system user includes identity card information, passport information,
or driver license information, etc. of the system user.

[0026] In some embodiments of the present specification, the user identifier of the
system user can be a registration account of the system user on the authentication server
300 or identity information of the system user, etc.

[0027] In some embodiments of the present specification, when using the
authentication server 300, the user terminal 100 registers the personal information to
the authentication server 300, so that the authentication server 300 stores the personal
information. Correspondingly, the authentication server 300 stores personal
information of a system user corresponding to each user terminal that uses the
authentication server 300. For example, if a user terminal 101 and a user terminal 102
also use the authentication server 300, the authentication server 300 stores the personal
information of the system user corresponding to the user terminal 100, personal
information of a system user corresponding to the user terminal 101, and personal
information of a system user corresponding to the user terminal 102.

[0028] In some embodiments of the present specification, the user terminal 100 can
be a smartphone, a notebook computer, a tablet computer, or a desktop computer, etc.
The system user is a user who uses services provided by the first service server 200 and
the authentication server 300.

[0029] In some embodiments of the present specification, the blockchain operation
request includes a blockchain-specific data storage request and a blockchain-specific
data query request, etc.

[0030] For example, a system user A is used as an example. When A uses the user

terminal 100 to log in to a web page of the first service server 200, the user terminal
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100 can obtain a login request for logging in to the web page of the first service server
200, where the login request is the blockchain operation request, and send the
blockchain operation request and personal information of A to the first service server
200.

[0031] As such, the first service server 200 can receive the blockchain operation
request and the personal information of A. In this case, the first service server 200
selects, as the first blockchain based on the blockchain operation request, a blockchain
from at least one blockchain stored in the first service server 200, and obtains block
information of the first blockchain, where the first blockchain corresponds to the
blockchain operation request. In addition, the first service server 200 queries, by using
the received personal information, whether a first identity public key of the system user
exists, when it is determined that the first identity public key does not exist, generates
a first identity public key request used to apply for the first identity public key, and
sends the block information, the personal information, and the first identity public key
request to the authentication server 300.

[0032] In this case, when selecting the first blockchain, the first service server 200
can randomly select a blockchain from the at least one blockchain as the first blockchain,
and the block information of the first blockchain includes a hash value of the current
block, a hash value of a previous block, a time stamp, and a sequence number of the
current block.

[0033] After the first service server 200 sends the block information, the personal
information, and the first identity public key request to the authentication server 300,
the authentication server 300 receives the block information, the personal information,
and the first identity public key request; and in response to the first identity public key
request, obtains a first identity verification request and its corresponding first identity
verification identifier that are used for identity verification on the system user, and
sends the first identity verification request to the user terminal 100.

[0034] Specifically, when obtaining, in response to the first identity public key
request, the first identity verification request and its corresponding first identity
verification identifier that are used for identity verification on the system user, the
authentication server 300 can determine, based on the personal information, a first
identity verification method for performing identity verification, and then obtain the
first identity verification request and the first identity verification identifier that

correspond to the first identity verification method.

10



10

15

20

25

30

[0035] In some embodiments of the present specification, the first identity
verification method includes at least verifying one or more types of the biometric
feature information. For example, the first identity verification method can be, for
example, successively verifying the face information, fingerprint information, and iris
information, or merely verifying the iris information. Certainly, the first identity
verification method can further include verifying the certificate information of the
system user, verifying the account and password information of the system user, etc.
For example, the first identity verification method can be, for example, successively
verifying the face information, fingerprint information, and iris information and the
identity card information of the system user, or successively verifying the face
information, the identity card information of the system user, and the account and
password information of the system user, or successively verifying the face information
and the account and password information of the system user, etc.

[0036] For example, the first identity verification method is successively verifying
the face information and fingerprint information. The authentication server 300 can
determine, by using the personal information, that the first identity verification method
for identity verification is successively verifying face information of A and fingerprint
information of A, obtain the first identity verification request corresponding to the first
identity verification method, and allocate the first identity verification identifier to A.
The first identity verification identifier is unique, for example, the first identity
verification identifier can be digits, letters, or a combination of digits and letters. After
obtaining the first identity verification request, the authentication server 300 can further
send the first identity verification request to the user terminal 100. In this case, the
authentication server 300 can send, to the user terminal 100, code scanning prompt
information for prompting the user terminal 100 of code scanning. In this case, the code
scanning prompt information is the identity verification request. The authentication
server 300 can further send the first identity verification request to the user terminal
100 in an active pushing mode.

[0037] In addition, after receiving the identity verification request, the user
terminal 100 collects first identity verification data corresponding to the first identity
verification request in response to the first identity verification request. In this case,
because the first identity verification request includes the first identity verification
method, the first identity verification data can be collected by using the first identity

verification method. For example, when the first identity verification method is

11



10

15

20

25

30

successively verifying the face information, fingerprint information, and iris
information, the user terminal 100 successively collects the face information,
fingerprint information, and iris information of A based on the first identity verification
method, and uses the collected face information, fingerprint information, and iris
information of A as the first identity verification data.

[0038] In addition, when the user terminal 100 generates the first key pair including
the first identity public key and the first identity private key by using the key generator,
the key generator is generated in an SE/TEE environment by using a service server
identifier, a blockchain identifier, and a time offset. The time offset can be an annual
offset, a monthly offset, or a daily offset, etc.

[0039] Specifically, because the key generator is generated in the SE/TEE
environment by using the service server identifier, the blockchain identifier, and the
time offset, when the first key pair is generated, the first service server identifier, the
first blockchain identifier, and a time offset can be obtained, and then can be input into
the key generator to obtain the first key pair.

[0040] Specifically, when obtaining the first service server identifier, the user
terminal 100 can send a service identifier request to the first service server 200. The
first service server 200 returns the first service server identifier to the user terminal 100
based on the received service identifier request. Correspondingly, when obtaining the
first blockchain identifier, the user terminal 100 can send a blockchain identifier request
to the first service server 200. The first service server 200 returns the first blockchain
identifier to the user terminal 100 based on the received blockchain identifier request.
The time offset is determined based on a predetermined start time point and a current
time.

[0041] Specifically, the key generator can generate the first key pair based on the
ECDSA algorithm.

[0042] A specific implementation process is as follows:

[0043] The nth first identity private key is as follows: x=y+H(klli) (equation 1)
[0044] The nth first identity public key is as follows: g (xi)=g"(H(k Il 1))*g"y
(equation 2)

[0045] In equation 1 and equation 2, k represents a hash value of the service server
identifier, y represents a hash value of the blockchain identifier, x is the first identity
private key, i represents the time offset, n is an integer not less than 1, and g"(xi)

represents the first identity public key.
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[0046] As such, the first key pair can be obtained by using equation 1 and equation
2. The user terminal 100 then sends the obtained first private key signature data, the
first identity public key, and the first identity verification data to the authentication
server 300.

[0047] A TEE provides proper security between an operating system and a security
element (SE). As such, the first identity private key can be protected by using an
independent security environment and hardware of the TEE/SE, reducing a risk of
leaking the first identity private key. In addition, the key generator is generated based
on three dimensions: the service server identifier, the blockchain identifier, and the time
offset. Therefore, it can be ensured in multiple dimensions that the system user
distributes different first identity private keys when operating on different service
servers at different time points on different blockchains. There is no comprehensive
data leakage risk even if the first identity private key is leaked.

[0048] In addition, the key generator generates the first key pair based on three
dimensions: the service server identifier, the blockchain identifier, and the time offset.
The three dimensions contain no parameter of the user terminal 100, so that when the
device is replaced, the first key pair can be restored by using the key generator.

[0049] In some embodiments of the present specification, when performing
identity verification by using the collected first identity verification data, the
authentication server 300 can identify, based on the received first identity verification
data, matching identity verification data from the personal information stored in the
authentication server 300, and perform identity verification by using the first identity
verification data and the matching identity verification data. During the identity
verification performed by using the first identity verification data and the matching
identity verification data, matching can be performed between the first identity
verification data and the matching identity verification data. If the first identity
verification data matches the matching identity verification data, it is determined that
the identity verification succeeds. If the first identity verification data does not match
the matching identity verification data, it is determined that the identity verification
fails.

[0050] For example, after the user terminal 100 uses the collected face information,
fingerprint information, and iris information of A as the first identity verification data,
and sends the first identity verification data to the authentication server 300, because

the personal information of A is stored in the authentication server 300, the user
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terminal 100 identifies face information, fingerprint information, and iris information
of A from the stored personal information of A as the matching identity verification
data, and then successively preforms matching on the face information, fingerprint
information, and iris information in the matching identity verification data and in the
first identity verification data. When the face information, fingerprint information, and
iris information are all successfully matched, the user terminal 100 determines that the
first identity verification data matches the matching identity verification data, and
further determines that the identity verification succeeds. When at least one piece
information in the face information, fingerprint information, and iris information fails
to be matched, the user terminal 100 determines that the first identity verification data
does not match the matching identity verification data, and further determines that the
identity verification fails.

[0051] In some embodiments of the present specification, when performing
identity confirmation by using the first public key request data, the first service server
200 can identify the first authentication data from the authentication blockchain by
using the block hash value in the first public key request data, and perform the identity
confirmation by using the first authentication data and the first public key request data.
In this case, matching can be performed between the first identity verification identifiers
included in the first authentication data and in the first public key request data, or
between the hash values of the user identifiers included in the first authentication data
and in the first public key request data, or between the first identity verification
identifiers and the hash values of the user identifiers included in the first authentication
data and in the first public key request data. When all to-be-matched data included in
the first authentication data and in the first public key request data is successfully
matched, it is determined that the identity confirmation succeeds, or otherwise, the
identity confirmation fails.

[0052] For example, after identifying the first authentication data by using the first
public key request data, the first service server 200 detects whether the first identity
verification identifiers in the first authentication data and in the first public key request
data are the same, and detects whether the hash values of the user identifiers in the first
authentication data and in the first public key request data are the same. If it is detected
that the first identity verification identifiers in the first authentication data and in the
first public key request data are both 120, the first service server 200 determines that

the first identity verification identifiers in the first authentication data and in the first
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public key request data are the same. If it is detected that the hash values of the user
identifiers in the first authentication data and in the first public key request data are both
010111, the first service server 200 determines that the hash values of the user
identifiers in the first authentication data and in the first public key request data are the
same. If both the first identity verification identifiers and the hash values of the user
identifiers are the same, the first service server 200 determines that the identity
confirmation succeeds, or otherwise, the identity confirmation fails.

[0053] In this case, the first authentication data is stored in the authentication
blockchain and is tamper-resistant. As such, when identity confirmation is performed
by using the first authentication data and the first public key request data, accuracy of
a determining result of the identity confirmation is relatively high. In addition, if
identity confirmation is performed by using the first authentication data and the first
public key request data, it can be determined that the identity confirmation succeeds
only when all to-be-matched data included in the first authentication data and in the
first public key request data is successfully matched. Therefore, an increased amount
of matching data leads to improved accuracy of a determining result, and a reduced
amount of matching data leads to a data theft risk.

[0054] In addition, when identity confirmation is performed by using the first
public key request data, to improve accuracy of identity confirmation, after the identity
confirmation performed by using the first authentication data and the first public key
request data succeeds, the first authentication data can be further identified by using the
first public key request data, and then the first private key signature data in the first
authentication data can be obtained. Then, the first identity public key can be used to
decrypt the first private key signature data to obtain decrypted signature data.
Afterwards, the decrypted signature data can be compared with the unencrypted
signature data. If they are the same, it is determined that the identity confirmation
succeeds, or otherwise, the identity confirmation fails.

[0055] In some embodiments of the present specification, when the authentication
server 300 stores the first authentication data to the authentication blockchain, a data
structure of a block that stores the first authentication data on the authentication
blockchain is shown in FIG. 2. The authentication blockchain can be a public
blockchain, a consortium blockchain, or a private blockchain. The authentication
blockchain uses the PBFT consensus algorithm, and satisfies a requirement of n = 3f +

1, where n is a total quantity of nodes, and f is a quantity of nodes that allow for
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exceptions.

[0056] Referring to FIG. 2, in a data structure of blocks on the authentication
blockchain, preHash points to a hash value of a previous block; timeStamp is a
timestamp for packaging a block; Hash(blockInfo) is a hash value of current block
content, which mainly applies SHA256; height mainly indicates a sequence number of
a current block, or can be understood as a block sequence number. Merkelnfo_root is a
root node of a Merkle tree. A leaf node verifylnfo of Merkelnfo_root indicates mainly
authentication process information. One identity verification process corresponds to
one verifylnfo leaf node. verifylnfo is main content in a JSON format and is signed by
using the first identity private key. Main content of verifylnfo is {a first identity
verification identifier, identity verification product details, a timestamp, an identity
verification result, a public key applied for authentication, a first identity private key
signature}.

[0057] In an actual application process, an identity verification APP corresponding
to the authentication server 300 is installed in the user terminal 100, the user terminal
100 performs data exchange with the identity verification processor 300 by using the
identity verification APP, and the user terminal 100 sends the collected first identity
verification data to the authentication server 300 by using the identity verification APP.
[0058] FIG. 3 shows an execution process of a service blockchain authentication
system, according to some embodiments of the present specification. A mobile terminal
100 first performs step 1: sending a blockchain operation request and personal
information. After receiving the blockchain operation request and the personal
information, a first service server 200 performs step 2: querying a first identity public
key and obtaining block information of a first blockchain. When failing to identify the
first identity public key in step 2, the first service server 200 performs step 3: sending
a first identity public key request, the personal information, and the block information.
[0059] In some embodiments of the present specification, after receiving the first
identity public key request, the personal information, and the block information, an
authentication server 300 performs step 4: obtaining a first identity verification request
and a first identity verification identifier. After obtaining the first identity verification
request, the authentication server 300 performs step 5: sending the first identity
verification request.

[0060] In some embodiments of the present specification, after receiving the first

identity verification request, the user terminal 100 performs step 6: collecting first
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identity verification data and generating a first key pair. Then, the user terminal 100
performs step 7: obtaining first private key signature data, that is, signing first signature
data by using a first identity private key in the first key pair to obtain the first private
key signature data. Afterwards, the user terminal 100 performs step 8: sending the first
private key signature data, the first identity public key, and the first identity verification
data.

[0061] After receiving the first private key signature data, the first identity public
key, and the first identity verification data, the authentication server 300 performs step
9: performing identity verification by using the first identity verification data. When the
identity verification succeeds, the authentication server 300 performs step 10: storing
first authentication data to an authentication blockchain, and performs step 11: sending
first public key request data.

[0062] After receiving the first public key request data, the first service server 200
performs step 12: performing identity confirmation by using the first public key request
data. When the identity confirmation succeeds, the first service server 200 performs
step 13: storing the first identity public key and performing a service operation.

[0063] In some embodiments of the present specification, FIG. 4 is a flowchart
illustrating steps performed by devices in a cross-chain authentication system. A user
terminal 100 performs step 1.0: sending a cross-chain query operation. During
execution of step 1.0, the user terminal 100 obtains a cross-chain query operation
specific to a second blockchain in a second service server 201 and sends the cross-chain
query operation to a first service server 200 in a process of performing a service
operation on a first blockchain stored in the first service server 200. As such, the first
service server receives the cross-chain query operation. In this case, the first service
server 200 performs step 1.1: sending a cross-chain query request and a first identity
public key. During execution of step 1.1, when obtaining the cross-chain query
operation, the first service server 200 generates the cross-chain query request in
response to the cross-chain query operation. Specifically, when obtaining the cross-
chain query operation, the first service server 200 can obtain a target service server
corresponding to the cross-chain query operation as the second service server 201, and
then generate the cross-chain query request. Then, the first service server 200 sends the
cross-chain query request and the first identity public key to the second service server
201.

[0064] After receiving the cross-chain query request and the first identity public
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key, the second service server 201 performs step 1.2: sending an identity confirmation
request and the first identity public key. During execution of step 1.2, because the first
service server 200 has completed an identity verification procedure, the second service
server 201 needs to determine, after receiving the cross-chain query request, whether
the system user can operate the second service server 201. As such, the second service
server 201 can generate the identity confirmation request based on the cross-chain query
request, and performs identity confirmation by sending the identity confirmation
request and the first identity public key to the authentication server 300.

[0065] In some embodiments of the present specification, after receiving the
identity confirmation request and the first identity public key, the authentication server
300 performs step 1.3: obtaining a target identity verification request and a target
identity verification identifier. After obtaining the target identity verification request,
the authentication server 300 performs step 1.4: sending the target identity verification
request and the first identity public key.

[0066] Specifically, during execution of step 1.3, the authentication server 300
obtains, in response to the identity confirmation request, the target identity verification
request and its corresponding target identity verification identifier that are used for
identity verification, and then performs step 1.4.

[0067] In some embodiments of the present specification, the second identity
verification method includes at least verifying one or more types of biometric feature
information. For example, the second identity verification method can be, for example,
successively verifying face information, fingerprint information, and iris information,
or merely verifying iris information. Certainly, the second identity verification method
can further include verifying certificate information of the system user, verifying
account and password information of the system user, etc. For a specific
implementation process of the second identity verification method, reference can be
made to the description of the first identity verification method. Details are omitted here
for brevity of the present specification.

[0068] In some embodiments of the present specification, after receiving the target
identity verification request and the first identity public key, the user terminal 100
performs step 1.5: collecting target identity verification data and generating a target key
pair. Then, the user terminal 100 performs step 1.6: obtaining target private key
signature data, that is, signing first signature data by using a second identity private key

in the target key pair to obtain the target private key signature data. Afterwards, the user
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terminal 100 performs step 1.7: verifying the first identity public key. When verifying
that the first identity public key is valid in step 1.7, the user terminal 100 performs step
1.8: sending the target private key signature data, the second identity public key, and
the target identity verification data.

[0069] Specifically, during execution of step 1.5, after receiving the target identity
verification request, the user terminal 100 collects the corresponding target identity
verification data in response to the target identity verification request. In this case,
because the target identity verification request includes the second identity verification
method, the target identity verification data can be collected by using the second
identity verification method.

[0070] In some embodiments of the present specification, for a specific
implementation process of collecting the target identity verification data, reference can
be made to the description of collecting the first identity verification data. Details are
omitted here for brevity of the present specification.

[0071] In addition, when the user terminal 100 generates the target key pair
including the second identity public key and the second identity private key by using
the key generator, the key generator is generated in an SE/TEE environment by using a
service server identifier, a blockchain identifier, and a time offset. The time offset can
be an annual offset, a monthly offset, or a daily offset, etc.

[0072] Specifically, because the key generator is generated in the SE/TEE
environment by using the service server identifier, the blockchain identifier, and the
time offset, when the target key pair is generated, the second service server identifier,
the second blockchain identifier, and a time offset can be obtained, and then can be
input into the key generator to obtain the target key pair.

[0073] Specifically, when obtaining the second service server identifier, the user
terminal 100 can send a service identifier request to the second service server 201. The
second service server 201 returns the second service server identifier to the user
terminal 100 based on the received service identifier request. Correspondingly, when
obtaining the second blockchain identifier, the user terminal 100 can send a blockchain
identifier request to the second service server 201. The second service server 201
returns the second blockchain identifier to the user terminal 100 based on the received
blockchain identifier request. The time offset is determined based on a predetermined
start time point and a current time.

[0074] In some embodiments of the present specification, for a specific
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implementation process of generating the target key pair by using the key generator,
reference can be made to the description of generating the first key pair by using the
key generator. Details are omitted here for brevity of the present specification.

[0075] In some embodiments of the present specification, during execution of step
1.6, the user terminal 100 obtains the target private key signature data by signing second
signature data by using the second identity private key, where the second signature data
includes the personal information, and the target identity verification data includes
biometric feature information of the system user.

[0076] In some embodiments of the present specification, during execution of step
1.7, the user terminal 100 can verify the first identity public key by using the first
identity private key. Specifically, the user terminal 100 can encrypt verification data by
using the first identity private key, and decrypt the encrypted verification data by using
the first identity public key to obtain decrypted data; then, determine whether the
verification data and the decrypted data are the same to obtain a determining result;
verify, by using the determining result, whether the first identity public key is valid;
and if the determining result indicates that the verification data and the decrypted data
are the same, determine that the first identity public key is valid; or if the determining
result indicates that the verification data and the decrypted data are different, determine
that the first identity public key is invalid. The verification data can be any data, such
as 010101 or 00111100, etc.

[0077] For example, during execution of step 1.7, the user terminal 100 first
encrypts the verification data 010101 by using the first identity private key stored in the
user terminal 100 to obtain encrypted data 111100000, and then decrypt 111100000 by
using the first identity public key to obtain decrypted data 010101. In this case, because
the decrypted data and the verification data are the same, it is determined that the first
identity public key is valid.

[0078] In some embodiments of the present specification, when verifying that the
first identity public key is valid in step 1.7, the user terminal 100 performs step 1.8:
sending the target private key signature data, the second identity public key, and the
target identity verification data to the authentication server 300.

[0079] After receiving the target private key signature data, the second identity
public key, and the target identity verification data, the authentication server 300
performs step 1.9: performing identity verification by using the target identity

verification data and verify whether the first identity public key and the second identity
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public key correspond to a same user. When the identity verification succeeds and it is
verified that the two identity public keys correspond to a same user, the authentication
server 300 performs step 1.10: storing the target authentication data to an authentication
blockchain, and performs step 1.11: sending target public key request data.

[0080] In some embodiments of the present specification, the target authentication
data includes the target private key signature data, the second identity public key, the
target identity verification data, the target identity verification identifier, a hash value
of a user identifier of the system user, and a timestamp. The target public key request
data includes the target identity verification identifier, the hash value of the user
identifier of the system user, and a block hash value corresponding to a block of the
target authentication data.

[0081] In some embodiments of the present specification, during execution of step
1.9, when performing identity verification by using the target identity verification data,
the authentication server 300 can identify, based on the received target identity
verification data, target identity verification data from the personal information stored
in the authentication server 300, and perform identity verification by using the received
target identity verification data and the identified target identity verification data.
During the identity verification performed by using the received target identity
verification data and the identified target identity verification data, matching can be
performed between the received target identity verification data and the identified target
identity verification data. If the received target identity verification data matches the
identified target identity verification data, it is determined that the identity verification
succeeds. If the received target identity verification data does not match the identified
target identity verification data, it is determined that the identity verification fails.
[0082] For example, after the user terminal 100 uses collected face information,
fingerprint information, and iris information of A as the target identity verification data,
and sends the target identity verification data to the authentication server 300, because
personal information of A is stored in the authentication server 300, the user terminal
100 identifies face information, fingerprint information, and iris information of A from
the stored personal information of A as the identified target identity verification data,
and then successively preforms matching on the face information, fingerprint
information, and iris information in the target identity verification data and in the
identified target identity verification data. When the face information, fingerprint

information, and iris information are all successfully matched, the user terminal 100
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determines that the target identity verification data matches the identified target identity
verification data, and further determines that the identity verification succeeds. When
at least one piece information in the face information, fingerprint information, and iris
information fails to be matched, the user terminal 100 determines that the target identity
verification data does not match the identified target identity verification data, and
further determines that the identity verification fails.

[0083] In some embodiments of the present specification, during execution of step
1.9, when verifying whether the first identity public key and the second identity public
key correspond to a same user, the authentication server 300 can obtain a first hash
value by performing hash on a user identifier of a system user corresponding to the first
identity public key, obtain a second hash value by performing hash on a user identifier
of a system user corresponding to the second identity public key, detect whether the
first hash value is the same as the second hash value to obtain a detection result, and
verify, based on the detection result, whether the first identity public key and the second
identity public key correspond to a same user. If the detection result indicates that the
first hash value is the same as the second hash value, the authentication server 300
determines that the first identity public key and the second identity public key
correspond to a same user; or if the detection result indicates that the first hash value is
different from the second hash value, the authentication server 300 determines that the
first identity public key and the second identity public key correspond to different users.
[0084] In some embodiments of the present specification, the authentication server
300 performs step 1.10 when the identity verification succeeds and it is verified that the
two identity public keys correspond to a same user. In addition, during execution of
step 1.10, when the authentication server 300 stores the target authentication data to the
authentication blockchain, a data structure of a block that stores the target
authentication data on the authentication blockchain is shown in FIG. 2. The
authentication blockchain can be a public blockchain, a consortium blockchain, or a
private blockchain. The authentication blockchain uses the PBFT consensus algorithm,
and satisfies a requirement of n = 3f + 1, where n is a total quantity of nodes, and f is a
quantity of nodes that allow for exceptions.

[0085] Referring to FIG. 2, in a data structure of blocks on the authentication
blockchain, preHash points to a hash value of a previous block; timeStamp is a
timestamp for packaging a block; Hash(blockInfo) is a hash value of current block

content, which mainly applies SHA256; height mainly indicates a sequence number of
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a current block, or can be understood as a block sequence number. Merkelnfo_root is a
root node of a Merkle tree. A leaf node verifylnfo of Merkelnfo_root indicates mainly
authentication process information. One identity verification process corresponds to
one verifylnfo leaf node. verifyInfo is mainly content in a JSON format and is signed
by using the second identity private key. Main content of verifyInfo is {a target identity
verification identifier, identity verification product details, a timestamp, an identity
verification result, a public key applied for authentication, a second identity private key
signature}.

[0086] In some embodiments of the present specification, during execution of step
1.11, the authentication server 300 sends the target public key request data to the second
service server 201.

[0087] In addition, after receiving the target public key request data, the second
service server 201 performs step 1.12: performing identity confirmation by using the
target public key request data and the target authentication data. When the identity
confirmation succeeds, the second service server 201 performs step 1.13: performing a
query to obtain a service query result. After obtaining the service query result, the
second service server 201 performs step 1.14: returning the service query result.
[0088] In some embodiments of the present specification, during execution of step
1.12 by the second service server 201, when performing identity confirmation by using
the target public key request data, the second service server 201 can identify the target
authentication data from the authentication blockchain by using the block hash value in
the target public key request data, and perform the identity confirmation by using the
target authentication data and the target public key request data. In this case, matching
can be performed between the target identity verification identifiers included in the
target authentication data and in the target public key request data, or between the hash
values of the user identifiers included in the target authentication data and in the target
public key request data, or between the target identity verification identifiers and the
hash values of the user identifiers included in the target authentication data and in the
target public key request data. When all to-be-matched data included in the target
authentication data and in the target public key request data is successfully matched, it
is determined that the identity confirmation succeeds, or otherwise, the identity
confirmation fails.

[0089] In addition, when identity confirmation is performed by using the target

public key request data, to improve accuracy of identity confirmation, after the identity
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confirmation performed by using the target authentication data and the target public key
request data succeeds, the target authentication data can be further identified by using
the target public key request data, and then the target private key signature data in the
target authentication data can be obtained. Then, the second identity public key can be
used to decrypt the target private key signature data to obtain decrypted signature data.
Afterwards, the decrypted signature data can be compared with the unencrypted
signature data. If they are the same, it is determined that the identity confirmation
succeeds, or otherwise, the identity confirmation fails.

[0090] In some embodiments of the present specification, for a specific
implementation process of performing identity confirmation by the second service
server 201 by using the target public key request data, reference can be made to the
description of performing identity confirmation by the first service server 200 by using
the first public key request data. Details are omitted here for brevity of the present
specification.

[0091] In some embodiments of the present specification, when determining that
the identity confirmation succeeds in step 1.12, the second service server 201 first
performs step 1.13. During step 1.13, the second service server 201 performs the query
to obtain the service query result in response to the cross-chain query request. After
obtaining the service query result in step 1.13, the second service server 201 performs
step 1.14 to return the service query result to the first service server 200, so as to
complete the cross-chain query operation.

[0092] As such, a user authentication service is implemented by using the
authentication server 300, implementing identity public key sending and cross-chain
identity confirmation, while ensuring that multiple identity public keys are mutually
independent, secure, and reliable. In the authentication process, the authentication data
is stored to the authentication blockchain, implementing traceable, repudiation-resistant,
and tamper-resistant data.

[0093] According to a second aspect, based on a same inventive concept as the first
aspect, some embodiments of the present specification provide a cross-chain
authentication method, where the method is applied to an authentication server and
includes the following steps:

[0094] S102: Obtain an identity confirmation request and a first identity public key,
where the identity confirmation request is generated by a second service server based

on a received cross-chain query request, the cross-chain query request is generated
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based on a cross-chain query operation that is sent by a user terminal and that is received
by a first service server, and the first identity public key is stored in the first service
server.

[0095] S104: In response to the identity confirmation request, obtain a target
identity verification request and its corresponding target identity verification identifier
that are used for identity verification, and send the target identity verification request
and the first identity public key to the user terminal.

[0096] S106: Obtain target private key signature data, a second identity public key,
and target identity verification data, where the target identity verification data is
collected by the user terminal based on the target identity verification request, the
second identity public key is generated by the user terminal by using a key generator,
and the target private key signature data is obtained by the user terminal by signing
second signature data by using the second identity private key.

[0097] S108: Perform identity verification by using the target identity verification
data, and verify whether the first identity public key and the second identity public key
correspond to a same user; and when the identity verification succeeds and it is verified
that the two identity public keys correspond to a same user, store obtained target
authentication data to an authentication blockchain, where the target authentication data
includes the target private key signature data and the target identity verification
identifier.

[0098] S110: Obtain corresponding target public key request data based on the
target identity verification request and send the target public key request data to the
second service server, where the target public key request data includes the second
identity public key.

[0099] In some implementations of the present specification, the authentication
server stores personal information of a system user corresponding to the user terminal,
and the personal information includes at least a user identifier of the system user and
biometric feature information of the system user.

[0100] In some implementations of the present specification, the performing
identity verification by using the target identity verification data specifically includes
the following: identifying, based on the received target identity verification data, target
identity verification data from the personal information stored in the authentication
server, and performing the identity verification by using the identified target identity

verification data and the received target identity verification data.
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[0101] In some implementations of the present specification, the target
authentication data further includes the second identity public key, the target identity
verification data, and a hash value and a timestamp of a user identifier of the system
user, and the target public key request data further includes the hash value of the user
identifier of the system user and a block hash value corresponding to a block of the
target authentication data.

[0102] In some implementations of the present specification, the verifying whether
the first identity public key and the second identity public key correspond to a same
user specifically includes the following: obtaining a first hash value obtained by
performing hash on a user identifier of a system user corresponding to the first identity
public key; obtaining a second hash value obtained by performing hash on a user
identifier of a system user corresponding to the second identity public key; detecting
whether the first hash value is the same as the second hash value to obtain a detection
result; and verifying, based on the detection result, whether the first identity public key
and the second identity public key correspond to a same user.

[0103] According to a third aspect, based on a same inventive concept as the first
aspect, some embodiments of the present specification provide a cross-chain
authentication method, where the method is applied to a user terminal and includes the
following steps:

[0104] S202: In a process of performing a service operation on a first blockchain
stored in a first service server, obtain a cross-chain query operation specific to a second
blockchain in a second service server, and send the cross-chain query operation to the
first service server.

[0105] S204: Obtain a target identity verification request and a first identity public
key, where the target identity verification request is generated by an authentication
server based on an identity confirmation request corresponding to the cross-chain query
operation, and the first identity public key is stored in the first service server.

[0106] S206: Collect corresponding target identity verification data in response to
the target identity verification request, generate a target key pair including a second
identity public key and a second identity private key by using a key generator, and sign
second signature data by using the second identity private key to obtain target private
key signature data; verify whether the first identity public key is valid; and when it is
verified that the first identity public key is valid, send the target private key signature

data, the second identity public key, and the target identity verification data to the
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authentication server, where the target identity verification data includes biometric
feature information of a system user corresponding to the user terminal, and both the
target authentication data and the target public key request data include the target
identity verification identifier.

[0107] In some implementations of the present specification, the generating a target
key pair including a second identity public key and a second identity private key by
using a key generator specifically includes the following: obtaining a second service
server identifier, a second blockchain identifier, and a time offset; and inputting the
second service server identifier, the second blockchain identifier, and the time offset
into the key generator to obtain the target key pair.

[0108] In some implementations of the present specification, the verifying whether
the first identity public key is valid specifically includes the following: encrypting
verification data by using the first identity private key; decrypting the encrypted
verification data by using the first identity public key to obtain decrypted data;
determining whether the verification data is the same as the decrypted data to obtain a
determining result; and verifying, by using the determining result, whether the first
identity public key is valid.

[0109] According to a fourth aspect, based on a same inventive concept as the
second aspect, some embodiments of the present specification provide an authentication
server, as shown in FIG. 5, including: a request and public key acquisition unit 501,
configured to obtain an identity confirmation request and a first identity public key,
where the identity confirmation request is generated by a second service server based
on a received cross-chain query request, the cross-chain query request is generated
based on a cross-chain query operation that is sent by a user terminal and that is received
by a first service server, and the first identity public key is stored in the first service
server; a verification request acquisition and sending unit 502, configured to, in
response to the identity confirmation request, obtain a target identity verification
request and its corresponding target identity verification identifier that are used for
identity verification, and send the target identity verification request and the first
identity public key to the user terminal; an identity verification data acquisition unit
503, configured to obtain target private key signature data, a second identity public key,
and target identity verification data, where the target identity verification data is
collected by the user terminal based on the target identity verification request, the

second identity public key is generated by the user terminal by using a key generator,
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and the target private key signature data is obtained by the user terminal by signing
second signature data by using the second identity private key; a verification unit 504,
configured to perform identity verification by using the target identity verification data,
and verify whether the first identity public key and the second identity public key
correspond to a same user; a data storage unit 505, configured to, when the identity
verification succeeds and it is verified that the two identity public keys correspond to a
same user, store obtained target authentication data to an authentication blockchain,
where the target authentication data includes the target private key signature data and
the target identity verification identifier; and a public key request data acquisition and
sending unit 506, configured to obtain corresponding target public key request data
based on the target identity verification request and send the target public key request
data to the second service server, where the target public key request data includes the
second identity public key.

[0110] In some implementations of the present specification, the authentication
server stores personal information of a system user corresponding to the user terminal,
and the personal information includes at least a user identifier of the system user and
biometric feature information of the system user.

[0111] In some implementations of the present specification, the verification unit
504 is specifically configured to identify, based on the received target identity
verification data, target identity verification data from the personal information stored
in the authentication server, and perform the identity verification by using the identified
target identity verification data and the received target identity verification data.
[0112] In some implementations of the present specification, the target
authentication data further includes the second identity public key, the target identity
verification data, and a hash value and a timestamp of a user identifier of the system
user, and the target public key request data further includes the hash value of the user
identifier of the system user and a block hash value corresponding to a block of the
target authentication data.

[0113] In some implementations of the present specification, the verification unit
504 is specifically configured to obtain a first hash value obtained by performing hash
on a user identifier of a system user corresponding to the first identity public key; obtain
a second hash value obtained by performing hash on a user identifier of a system user
corresponding to the second identity public key; detect whether the first hash value is

the same as the second hash value to obtain a detection result; and verify, based on the

28



10

15

20

25

30

detection result, whether the first identity public key and the second identity public key
correspond to a same user.

[0114] According to a fifth aspect, based on a same inventive concept as the third
aspect, some embodiments of the present specification provide a user terminal, as
shown in FIG. 6, including: a cross-chain query operation acquisition and sending unit
601, configured to, in a process of performing a service operation on a first blockchain
stored in a first service server, obtain a cross-chain query operation specific to a second
blockchain in a second service server, and send the cross-chain query operation to the
first service server; a verification request acquisition unit 602, configured to obtain a
target identity verification request and a first identity public key, where the target
identity verification request is generated by an authentication server based on an
identity confirmation request corresponding to the cross-chain query operation, and the
first identity public key is stored in the first service server; a verification data collection
unit 603, configured to collect corresponding target identity verification data in
response to the target identity verification request; a key generation unit 604, configured
to generate a target key pair including a second identity public key and a second identity
private key by using a key generator; a signature data acquisition unit 605, configured
to sign second signature data by using the second identity private key to obtain target
private key signature data; a public key verification unit 606, configured to verify
whether the first identity public key is valid; and a data sending unit 607, configured to,
when it is verified that the first identity public key is valid, send the target private key
signature data, the second identity public key, and the target identity verification data
to the authentication server, where the target identity verification data includes
biometric feature information of a system user corresponding to the user terminal, and
both the target authentication data and the target public key request data include the
target identity verification identifier.

[0115] In some implementations of the present specification, the key generation
unit 604 is specifically configured to obtain a second service server identifier, a second
blockchain identifier, and a time offset; and input the second service server identifier,
the second blockchain identifier, and the time offset into the key generator to obtain the
target key pair.

[0116] In some implementations of the present specification, the public key
verification unit 606 is specifically configured to encrypt verification data by using the

first identity private key; decrypt the encrypted verification data by using the first
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identity public key to obtain decrypted data; determine whether the verification data is
the same as the decrypted data to obtain a determining result; and verify, by using the
determining result, whether the first identity public key is valid.

[0117] According to a sixth aspect, based on a same inventive concept as the cross-
chain authentication methods in the above-mentioned embodiments, some
embodiments of the present specification further provide a server. As shown in FIG. 7,
the server includes a memory 704, a processor 702, and a computer program that is
stored in the memory 704 and that can run on the processor 702. When executing the
program, the processor 702 implements steps of any of the above-mentioned cross-
chain authentication methods.

[0118] In FIG. 7, for a bus architecture (indicated by using a bus 700), the bus 700
can include any quantity of interconnected buses and bridges, and the bus 700
interconnects various circuits including one or more processors represented by the
processor 702 and one or more memories represented by the memory 704. The bus 700
can further link various other circuits such as a peripheral device, a voltage regulator,
and a power management circuit, which are well known in the art and therefore are not
further described in the present specification. A bus interface 705 provides an interface
between the bus 700 and a receiver 701, and an interface between the bus 700 and a
transmitter 703. The receiver 701 and the transmitter 703 can be a same component,
that is, a transceiver, which provides a unit configured to communicate with various
other apparatuses on a transmission medium. The processor 702 is responsible for
management of the bus 700 and general processing, and the memory 704 can be
configured to store data used when the processor 702 performs an operation.

[0119] According to a seventh aspect, based on a same inventive concept as the
cross-chain authentication methods in the above-mentioned embodiments, some
embodiments of the present specification further provide a user terminal. As shown in
FIG. 8, the user terminal includes a memory 804, a processor 802, and a computer
program that is stored in the memory 804 and that can run on the processor 802. When
executing the program, the processor 802 implements steps of any of the above-
mentioned cross-chain authentication methods.

[0120] In FIG. 8, for a bus architecture (indicated by using a bus 800), the bus 800
can include any quantity of interconnected buses and bridges, and the bus 800
interconnects various circuits including one or more processors represented by the

processor 802 and one or more memories represented by the memory 804. The bus 800
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can further link various other circuits such as a peripheral device, a voltage regulator,
and a power management circuit, which are well known in the art and therefore are not
further described in the present specification. A bus interface 805 provides an interface
between the bus 800 and a receiver 801, and an interface between the bus 800 and a
transmitter 803. The receiver 801 and the transmitter 803 can be a same component,
that is, a transceiver, which provides a unit configured to communicate with various
other apparatuses on a transmission medium. The processor 802 is responsible for
management of the bus 800 and general processing, and the memory 804 can be
configured to store data used when the processor 802 performs an operation.

[0121] According to an eighth aspect, based on a same inventive concept as the
cross-chain authentication methods in the above-mentioned embodiments, some
embodiments of the present specification further provide a computer-readable storage
medium, where the computer-readable storage medium stores a computer program, and
the program can be executed by a processor to implement steps of any of the above-
mentioned cross-chain authentication methods.

[0122] The present specification is described with reference to the flowcharts
and/or block diagrams of the method, the device (system), and the computer program
product based on some embodiments of the present specification. It is worthwhile to
note that computer program instructions can be used to implement each process and/or
each block in the flowcharts and/or the block diagrams and a combination of a process
and/or a block in the flowcharts and/or the block diagrams. These computer program
instructions can be provided for a general-purpose computer, a dedicated computer, an
embedded processor, or a processor of any other programmable data processing device
to generate a machine, so that the instructions executed by a computer or a processor of
any other programmable data processing device generate a device for implementing a
specific function in one or more processes in the flowcharts and/or in one or more
blocks in the block diagrams.

[0123] These computer program instructions can be stored in a computer readable
memory that can instruct the computer or any other programmable data processing
device to work in a specific mode, so that the instructions stored in the computer
readable memory generate an artifact that includes an instruction device. The
instruction device implements a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[0124] These computer program instructions can be loaded onto the computer or
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another programmable data processing device, so a series of operations and steps are
performed on the computer or the another programmable device, thereby generating
computer-implemented processing. Therefore, the instructions executed on the
computer or the another programmable device provide steps for implementing a
specific function in one or more processes in the flowcharts and/or in one or more
blocks in the block diagrams.

[0125] Although some preferred embodiments of the present specification have
been described, a person skilled in the art can make changes and modifications to these
embodiments once the person understands the basic inventive concept. Therefore, the
following claims are intended to be construed as to cover the preferred embodiments
and all changes and modifications falling within the scope of the present specification.
[0126] Obviously, a person skilled in the art can make various modifications and
variations to the present specification without departing from the spirit and scope of the
present specification. The present specification is intended to cover these modifications
and variations provided that they fall within the scope of protection defined by the

following claims and their equivalent technologies.
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CLAIMS

What is claimed is:

1. A cross-chain authentication method, applied to an authentication server,
comprising:

obtaining an identity confirmation request and a first identity public key, wherein
the identity confirmation request is generated by a second service server based on a
received cross-chain query request, the cross-chain query request is generated based on
a cross-chain query operation that is sent by a user terminal and that is received by a
first service server, and the first identity public key is stored in the first service server;

in response to the identity confirmation request, obtaining a target identity
verification request and its corresponding target identity verification identifier that are
used for identity verification, and sending the target identity verification request and
the first identity public key to the user terminal;

obtaining target private key signature data, a second identity public key, and target
identity verification data, wherein the target identity verification data is collected by the
user terminal based on the target identity verification request, the second identity public
key is generated by the user terminal by using a key generator, and the target private
key signature data is obtained by the user terminal by signing second signature data by
using the second identity private key;

performing identity verification by using the target identity verification data, and
verifying whether the first identity public key and the second identity public key
correspond to a same user; and when the identity verification succeeds and it is verified
that the two identity public keys correspond to a same user, storing obtained target
authentication data to an authentication blockchain, wherein the target authentication
data comprises the target private key signature data and the target identity verification
identifier; and

obtaining corresponding target public key request data based on the target identity
verification request and sending the target public key request data to the second service
server, wherein the target public key request data comprises the second identity public
key.

2. The authentication method according to claim 1, wherein the authentication

server stores personal information of a system user corresponding to the user terminal,
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and the personal information comprises at least a user identifier of the system user and
biometric feature information of the system user.

3. The authentication method according to claim 2, wherein the performing
identity verification by using the target identity verification data specifically comprises:

identifying, based on the received target identity verification data, target identity
verification data from the personal information stored in the authentication server, and
performing the identity verification by using the identified target identity verification
data and the received target identity verification data.

4. The authentication method according to claim 1, wherein the target
authentication data further comprises the second identity public key, the target identity
verification data, and a hash value and a timestamp of a user identifier of a system user,
and the target public key request data further comprises the hash value of the user
identifier of the system user and a block hash value corresponding to a block of the
target authentication data.

5. The authentication method according to claim 1, wherein the verifying whether
the first identity public key and the second identity public key correspond to a same
user specifically comprises:

obtaining a first hash value obtained by performing hash on a user identifier of a
system user corresponding to the first identity public key;

obtaining a second hash value obtained by performing hash on a user identifier of
a system user corresponding to the second identity public key;

detecting whether the first hash value is the same as the second hash value to obtain
a detection result; and

verifying, based on the detection result, whether the first identity public key and
the second identity public key correspond to a same user.

6. A cross-chain authentication method, applied to a user terminal, comprising:

in a process of performing a service operation on a first blockchain stored in a first
service server, obtaining a cross-chain query operation specific to a second blockchain
in a second service server, and sending the cross-chain query operation to the first
service server;

obtaining a target identity verification request and a first identity public key,
wherein the target identity verification request is generated by an authentication server
based on an identity confirmation request corresponding to the cross-chain query

operation, and the first identity public key is stored in the first service server; and
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collecting corresponding target identity verification data in response to the target
identity verification request, generating a target key pair comprising a second identity
public key and a second identity private key by using a key generator, and signing
second signature data by using the second identity private key to obtain target private
key signature data; verifying whether the first identity public key is valid; and when it
is verified that the first identity public key is valid, sending the target private key
signature data, the second identity public key, and the target identity verification data
to the authentication server, wherein the target identity verification data comprises
biometric feature information of a system user corresponding to the user terminal, and
both the target authentication data and the target public key request data comprise a
target identity verification identifier.

7. The authentication method according to claim 6, wherein the generating a target
key pair comprising a second identity public key and a second identity private key by
using a key generator specifically comprises:

obtaining a second service server identifier, a second blockchain identifier, and a
time offset; and

inputting the second service server identifier, the second blockchain identifier, and
the time offset into the key generator to obtain the target key pair.

8. The authentication method according to claim 6, wherein the verifying whether
the first identity public key is valid specifically comprises:

encrypting verification data by using the first identity private key;

decrypting the encrypted verification data by using the first identity public key to
obtain decrypted data;

determining whether the verification data is the same as the decrypted data to
obtain a determining result; and

verifying, by using the determining result, whether the first identity public key is
valid.

9. An authentication server, comprising:

a request and public key acquisition unit, configured to obtain an identity
confirmation request and a first identity public key, wherein the identity confirmation
request is generated by a second service server based on a received cross-chain query
request, the cross-chain query request is generated based on a cross-chain query
operation that is sent by a user terminal and that is received by a first service server,

and the first identity public key is stored in the first service server;
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a verification request acquisition and sending unit, configured to, in response to
the identity confirmation request, obtain a target identity verification request and its
corresponding target identity verification identifier that are used for identity verification,
and send the target identity verification request and the first identity public key to the
user terminal;

an identity verification data acquisition unit, configured to obtain target private
key signature data, a second identity public key, and target identity verification data,
wherein the target identity verification data is collected by the user terminal based on
the target identity verification request, the second identity public key is generated by
the user terminal by using a key generator, and the target private key signature data is
obtained by the user terminal by signing second signature data by using the second
identity private key;

a verification unit, configured to perform identity verification by using the target
identity verification data, and verify whether the first identity public key and the second
identity public key correspond to a same user;

a data storage unit, configured to, when the identity verification succeeds and it is
verified that the two identity public keys correspond to a same user, store obtained target
authentication data to an authentication blockchain, wherein the target authentication
data comprises the target private key signature data and the target identity verification
identifier; and

a public key request data acquisition and sending unit, configured to obtain
corresponding target public key request data based on the target identity verification
request and send the target public key request data to the second service server, wherein
the target public key request data comprises the second identity public key.

10. The authentication server according to claim 9, wherein the authentication
server stores personal information of a system user corresponding to the user terminal,
and the personal information comprises at least a user identifier of the system user and
biometric feature information of the system user.

11. The authentication server according to claim 10, wherein the verification unit
is specifically configured to identify, based on the received target identity verification
data, target identity verification data from the personal information stored in the
authentication server, and perform the identity verification by using the identified target

identity verification data and the received target identity verification data.
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12. The authentication server according to claim 9, wherein the target
authentication data further comprises the second identity public key, the target identity
verification data, and a hash value and a timestamp of a user identifier of the system
user, and the target public key request data further comprises the hash value of the user
identifier of the system user and a block hash value corresponding to a block of the
target authentication data.

13. The authentication server according to claim 9, wherein the verification unit is
specifically configured to obtain a first hash value obtained by performing hash on a
user identifier of a system user corresponding to the first identity public key; obtain a
second hash value obtained by performing hash on a user identifier of a system user
corresponding to the second identity public key; detect whether the first hash value is
the same as the second hash value to obtain a detection result; and verify, based on the
detection result, whether the first identity public key and the second identity public key
correspond to a same user.

14. A user terminal, comprising:

a cross-chain query operation acquisition and sending unit, configured to, in a
process of performing a service operation on a first blockchain stored in a first service
server, obtain a cross-chain query operation specific to a second blockchain in a second
service server, and send the cross-chain query operation to the first service server;

a verification request acquisition unit, configured to obtain a target identity
verification request and a first identity public key, wherein the target identity
verification request is generated by an authentication server based on an identity
confirmation request corresponding to the cross-chain query operation, and the first
identity public key is stored in the first service server;

a verification data collection unit, configured to collect corresponding target
identity verification data in response to the target identity verification request;

a key generation unit, configured to generate a target key pair comprising a second
identity public key and a second identity private key by using a key generator;

a signature data acquisition unit, configured to sign second signature data by using
the second identity private key to obtain target private key signature data;

a public key verification unit, configured to verify whether the first identity public
key is valid; and

a data sending unit, configured to, when it is verified that the first identity public

key is valid, send the target private key signature data, the second identity public key,
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and the target identity verification data to the authentication server, wherein the target
identity verification data comprises biometric feature information of a system user
corresponding to the user terminal, and both the target authentication data and the target
public key request data comprise the target identity verification identifier.

15. The user terminal according to claim 14, wherein the key generation unit is
specifically configured to obtain a second service server identifier, a second blockchain
identifier, and a time offset; and input the second service server identifier, the second
blockchain identifier, and the time offset into the key generator to obtain the target key
pair.

16. The user terminal according to claim 14, wherein the public key verification
unit is specifically configured to encrypt verification data by using the first identity
private key; decrypt the encrypted verification data by using the first identity public key
to obtain decrypted data; determine whether the verification data is the same as the
decrypted data to obtain a determining result; and verify, by using the determining result,
whether the first identity public key is valid.

17. A cross-chain authentication system, comprising:

a user terminal, configured to, in a process of performing a service operation on a
first blockchain stored in a first service server, obtain a cross-chain query operation
specific to a second blockchain in a second service server, and send the cross-chain
query operation to the first service server;

the first service server, configured to receive the cross-chain query operation,
generate a corresponding cross-chain query request in response to the cross-chain query
operation, and send the cross-chain query request and a first identity public key to the
second service server, wherein the first identity public key is stored in the first service
server;

the second service server, configured to receive the cross-chain query request and
the first identity public key, and generate an identity confirmation request based on the
cross-chain query request; and send the identity confirmation request and the first
identity public key to an authentication server; and

the authentication server, configured to receive the identity confirmation request
and the first identity public key, obtain, in response to the identity confirmation request,
a target identity verification request and its corresponding target identity verification
identifier that are used for identity verification, and send the target identity verification

request and the first identity public key to the user terminal; wherein
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the user terminal is configured to receive the target identity verification request
and the first identity public key, collect corresponding target identity verification data
in response to the target identity verification request, generate a target key pair
comprising a second identity public key and a second identity private key by using a
key generator, and sign second signature data by using the second identity private key
to obtain target private key signature data; verify whether the first identity public key
is valid; and when it is verified that the first identity public key is valid, send the target
private key signature data, the second identity public key, and the target identity
verification data to the authentication server, wherein the target identity verification
data comprises biometric feature information of a system user corresponding to the user
terminal;

the authentication server is configured to receive the target private key signature
data, the second identity public key, and the target identity verification data, perform
identity verification by using the target identity verification data, and when the identity
verification succeeds, store obtained target authentication data to an authentication
blockchain; and obtain corresponding target public key request data based on the target
identity verification request and send it to the second service server; and

the second service server is configured to, after receiving the target public key
request data, perform identity confirmation by using the target public key request data
and the target authentication data; and when the identity confirmation succeeds,
perform a query to obtain a service query result in response to the cross-chain query
request, and return the service query result to the first service server.

18. The authentication system according to claim 17, wherein the user terminal
generates the target key pair comprising the second identity public key and the second
identity private key by using the key generator, specifically comprising:

the user terminal is configured to obtain a second service server identifier, a second
blockchain identifier, and a time offset; and input the second service server identifier,
the second blockchain identifier, and the time offset into the key generator to obtain the
target key pair.

19. The authentication system according to claim 17, wherein the user terminal
verifies whether the first identity public key is valid, specifically comprising:

the user terminal is configured to encrypt verification data by using the first
identity private key; decrypt the encrypted verification data by using the first identity

public key to obtain decrypted data; determine whether the verification data is the same
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as the decrypted data to obtain a determining result; and verify, by using the determining
result, whether the first identity public key is valid.

20. The authentication system according to claim 17, wherein the authentication
server stores personal information of the system user corresponding to the user terminal,
and the personal information comprises at least a user identifier of the system user and
the biometric feature information of the system user.

21. The authentication system according to claim 20, wherein the authentication
server performs the identity verification by using the target identity verification data,
specifically comprising:

the authentication server is configured to identify, based on the received target
identity verification data, target identity verification data from the personal information
stored in the authentication server, and perform the identity verification by using the
identified target identity verification data and the received target identity verification
data.

22. The authentication system according to claim 17, wherein the authentication
server verifies whether the first identity public key and the second identity public key
correspond to a same user, specifically comprising:

the authentication server is configured to obtain a first hash value obtained by
performing hash on a user identifier of a system user corresponding to the first identity
public key; obtain a second hash value obtained by performing hash on a user identifier
of a system user corresponding to the second identity public key; detect whether the
first hash value is the same as the second hash value to obtain a detection result; and
verify, based on the detection result, whether the first identity public key and the second
identity public key correspond to a same user.

23. A server, comprising a memory, a processor, and a computer program that is
stored in the memory and that can run on the processor, wherein when executing the
program, the processor performs steps of the method according to any one of claims 1
to 5.

24. A user terminal, comprising a memory, a processor, and a computer program
that is stored in the memory and that can run on the processor, wherein when executing
the program, the processor implements steps of the method according to any one of

claims 6 to 8.
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25. A computer-readable storage medium, wherein the computer-readable storage
medium stores a computer program, and when the program is executed by a processor,

steps of the method according to any one of claims 1 to 8 are implemented.
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