wo 2024/098699 A 1 | WA NA 0 KOO RO O

(12) I RIS AF SR 2 pr A AR I IR i
(19) SRR LA = 0 OO0l

e y
= b e 2 (10) [EB7 A

43) [E bR Am H
2024 £ 5 H 16 EIA(16.05.2024) WIPOIPCT WO 2024/098699 Al

(1) ERrEF 25 () BAEE SR X %R KE3000 51
HO4L 9/40 (2022.01) 1#3E#£208%, Shanghai 201203 (CN).
Q1) [HprHE S PCT/CN2023/093384  (74) {RFE A Jb 515 I8 & F AL 3 A BR 4\ 5] (BEYOND
@2) EFFHEH: 2023 455 11 H (11.052023 ATTORNEYS AT LAW); FEL LU EDCGETE i
) ( \) RIR39 514 KE6)Z, Beijing 100036 (CN),
(25) HiEiE S I B L e
. T @D BEEEGR AN, ERE AR A E S
26) AiEE: HX {4): AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
(30) fhA4AL: BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
202211412683.2  20227F11 A11H (11.11.2022) CN CV, CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI,
L GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IQ,
N W R o e e L =
(7)) HE A FIFIRAER AR A 1 FR2S 7](SHANGHAT IR IS, IT. IM, JO, IP. KE, KG, KE, KN, KB, KR, KW, K,
PARAVIEW SOFTWARE CO., LTD) [CN/CN]; 1 LA LC LK LR LS. LU. LY. MA. MD. MG. MK. MN
Nt > - Ve =71 > > > > > > > > > >
L i ﬂ? R BT X %P <DL i) H Eﬂ V‘\ MU, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM. PA,
?j g IZ, T 7R K 38 3000 51 I $5 % 208 PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC, SD,
%, Shanghai 201203 (CN). SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ,
(72) KA A5 F175 (XU, Lisha); 1 E G A R IX UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW,,
- N= o] b TA N N ) \
B C13) RS I DO T AR KT 3000  (84) g AR, BRI RTIRAHOMIX
5 116 # 14208 52, Shanghai 201203 (CN). Pz {f47": ARIPO (BW, CV, GH, GM, KE, LR, LS, MW, MZ,
HR(CHEN, Yuanyou); *H [l b 7f 17 ¥ 77 X o ] NA, RW, SC, SD, SL, ST, SZ. TZ. UG, ZM, ZW), Ikl

(AM, AZ, BY, KG, KZ, RU, TJ, TM), Bxill (AL, AT, BE,

(54) Title: ENTITY OBJECT THREAD DETECTION METHOD AND APPARATUS, DEVICE, AND STORAGE MEDIUM
(54) KHAERR: S RBEIMEINTT % RE . & KA

13 SR SN SRR 5 DT A b7 SR S o] ST Sk

O ERATRFH SRR L 58, B0 T b — AR ) " " S
S DT AL MRS S PR (B EE LRI 5 /Sl()l S$101  Perform feature extraction and degree of correlation calculation on the historical

entity logs of at least two historical entity objects collected within a historical
period, and determine at least one specific group and a potential threat score for

R EEOE each specific group
% j;ﬂg%g$}$ n* $102  According to a first degree of correlation between a current entity log of a current

A YA
SRR RRABE T

e e X - 4 . 5102 entity object obtained in the current period and a historical entity log of a
- iﬁi’ﬁé"ﬁﬁfﬁ;ﬁgﬁfﬂ] N historical entity object contained in each specific group, determine a threat score
for a current entity object in each specific group
l S103  According to the highest threat score corresponding to the current entity object
AR B S AA T %50 B (K BREAP143 ) B AR R St L}mg and the potential threat score of each specific group, determine a threat
S TE R, BT SRR BB UL ' detection result for the current entity object

M1

(57) Abstract: The present application discloses an entity object threat detection method and apparatus, a device, and a storage medium.
The method comprises: performing feature extraction and degree of correlation calculation on the historical entity logs of at least two
historical entity objects collected within a historical period, and determining at least one specific group and a potential threat score
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according to the highest threat score corresponding to the current entity object and the potential threat score of each specific group,
determining a threat detection result for the current entity object.
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