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System and nethod for exchangi ng data between a first
data processing systemand a second data processing

network The present invention relates to a device and
met hod for exchangi ng data between a first data
processi ng system and a second data processi ng system
via a conmuni cati on network at |east partly accessible
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pafticularly to a sys or surveillance o I'r st
| gedaisesand ﬂwwcs@mrmt% vigtap ahleastprrthpublie conmypication
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Known security techniques, such as firewalls, which are generally implemented as
software solutions, can still be bypassed and thus form a security risk. The functioning
of the data processing systems linked to the communication network at least partly
accessible to the public, and the other systems coupled via these systems, can thus be

accessed. The security of the data cannot therefore be guaranteed.

Two fields of application where this is considered particularly problematic are those of
security and health care systems for, among other purposes, remote surveillance of a

location or object or for communication with that location or that object.

| east partly public conmuni ca¢{/RD02008/050274
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| ocati on or object or for comunication with that
| ocation or that object.In the case of a security

presence of a physical person at the location for
surveillance, reduce the nunber of security personne
present, increase the sense2of security of security
staff present, and create the possibility of checking
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aha b Misiattdlis feM&d.i n to determne the validity of the
alarmsignal. It may al so be the case that a security

guard at a control room nust carry out an |nSpeCt|On
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of the locauon himself must him/herself carry out an inspection.

It is therefore becoming increasingly more usual to provide means for verifying the
alarm signal, which enable an operator at the control room where the alarm signal
comes in to determine the validity of the alarm signal. It may also be the case that a
security guard at a control room must carry out an inspection at his/her own initiative -
for instance at set times - separately of any alarm signal or, conversely, is already aware

of the arrival of for instance a supplier at a point in time when the location is unmanned
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nonent there are placed, in addition to possible
sensors such as contacts and notion detectors,
audi ovi sual recordi ng means 3such as caneras w th which
an operator can forma nore detailed inage of the
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aatvecnardiodat dedipatattelsphongcamationn at t he control room
and command data, for instance for operating recording
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exchange can take place with the data processing system and other systems linked to the
data processing system.

This is because a person with malicious intent can gain access to all locations and
devices linked to the communication network as soon as he/she has managed to gain
access to one of the locations by means of hacking the data processing system

associated with this location. By then posing as a regular user of the data processing
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devices |linked to the communi cati on network as soon as
he/ she has managed to gain access to one of the

system associated with this |location. By then posing

as a regul ar user of the data processingsystem of the

communi cati on network which 4as been hacked, he/she is
considered to be a trusted party on other
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video and control information SO conputer

viruses, (spam) e-mmil and data from malicious persons
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C 3 A a5 0k Rl S s RS 1334 Bp S, e
p BasurEth can hpbypassed by findipg out a@@suordemimdym key et tyrmdking use
e¥daRa 39 dat a between a first data processing system
and a second data processing systemvia a
comruni cation network at |east partly accessible to

t Res tharbroteGn wbje& Rt &k Fk@@s&vmsﬁ {oPréwdeMdtRddeRd Eﬂ%nﬂ*apv e

st at ed, dr awbacks. is a further object of the

pPreBanging i Bevecap firs daie Fipcepsing sysiea ahasenond data RIpesing:
oéysemfwaas&onlnﬁmhm@me{woa{mmmp dedeSitid loQRe pubhiewRichat
!%§ %ﬁ,%nd t he second éocg Eﬁguconprlse a data
¢ BELF Y pPLae] L ADpys Yiad drpybac ni cate according to
a comuni cation protocol nmeking use of the above
Sft %ta ne?gtl;l Ocq of tIe Te: ntv ue) netnllonnto B roqr}/ ed esstcf ofor tSl.Il']rlveS IIJJJn
a conmuni cati o 9 Tem Y or exehanginyg aa !
clirnioatiomfroron smnd/\bcdnomtwlieeashe fatrand yheae@aé kxciuioe cbmprise
tb tapﬂpéeks(r‘n JSJ e@tJ Joﬁtﬂunﬁgm} b ggom'ﬁ@arti%n Wi th
east 0 rocessing system for Instance a
c?fﬁ‘pﬁﬂlﬂﬂk’@g U%f°§ gpeveytaedmethad. and a second
comuni cation network with at | east one data
proceSS|ng system wherein both_data processing
slhstipyeRtiofREovides frr dhis RusPOsH HFATMIRNIGation Y stem dorsychapging data,
CEIRtIMrR@idaidh REGSR 8Qkast ﬂéﬁ@ﬁ@ée@sxﬁlhﬁ) thé public, befwRen a first

processln emis linked via a first coupling to
G BB P ER O S AAENARS SH PSsaod P fof nsanct a

computer or a security camera, and a second communication network with at least one

data processing system, wherein both data processing systems are adapted to
communicate according to a communication protocol, wherein the first data processing
system is linked via a first coupling to the communication network at least partly
accessible to the public and the second data processing system is linked via a second
coupling to the communication network at least partly accessible to the public, wherein
the invention is characterized in that at least one of the couplings comprises a data

connection inaccessible to data traffic according to the communication protocol.
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accessible to the public and the second data
processing systemis linked via a second coupling to

to the public, wherein the invention is characterized
in that at | east one of the couplings conprises a data
connection inaccessible to data traffic according to

t he conmuni cati on protocol. A comruni cati on network at

| east partly accessible to the public according to the
present invention nust also be understood to nean a
PrA soaintunication ietveakt at daastipattipacdessibie tortheaibhc mm‘d'mg tctei on
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net wor ata _processi ng system can

C AL EDG UM ameeaito n o MR BSESD JsRater
sysirRmemwetld. ch are adapted to generate data which can

be transported via an internet protocol or related
protocol, or which are adapted to conmuni cate via such

a Apdani 6m@bsingSystéin sancompmse@anmpger, butlaisol digital securigrramengs or
|taI er ' t
" it Ik phen 8% aBbfg Cecpie AR THRN SRl bR i af
c dutrrnetipoadch oo related metotol.cawhish Afsradanted:to nernmugidate via such a
ri se
PR SB RoRy , B6 s B0 Gl of aRAUI HEHB, GETD
( wmpmuxucqnoq Oetwerk aMe@SpﬂﬂdxAM@mb's tejthe puldigpivhergin thei ng

' Q@:‘ﬁﬁﬁﬁé&n@h smi&;a chillGmippiScl FANIHY BohRli Mol petR8104ndichn inS
not p033|b for maliciqQus persons to gain access

f PERFYINSomBRsTAmTese! Zrm the erayp Rf the Mtemas Pm&s?lt(ll’;) V.10, or
ageessible to the public, such as an | P-based fixed or
W rel ess communi cati on work, an I SDN or a PSTN

communi cation network, by nmeans of the used

C @Wih b @tcotpling bﬁﬁg)ﬁﬁdcesfstblctdfﬁhdﬁﬁed c@fuﬁﬁ:ﬁmbm groﬁ!;tsltie'ﬁhot
i nk o _the cou that i t.n
aBBﬁsﬁ’gecfgrchﬂ’rﬂfﬁf A oﬁ%ﬁma ol Ine °8r tg ena o|rke§ least
c (pmm adcesatblean the |pabltch!81€h; aql IP-rbgsed ﬁac;besrenebbsecommheﬁon
Conv ér&? Ar%%gmomn% 63k nerwgﬁ( BPhBanSYPthe BR4
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a%@é%ﬁge vizhﬁ applied communication protocol.

In order to enable communication via the coupling inaccessible to the used
communication protocol, the data must be converted according to the used
communication protocol to a data format such that the coupling can be accessed. The
coupling inaccessible to the used communication protocol is provided for this purpose
in an embodiment of the present invention with a protocol converter for converting data
according to the used communication protocol into data suitable for transport via the
coupling inaccessible to the used communication protocol, which coupling can for

instance comprise a video connection, an audio connection or a data connection as
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coupling inaccessible to the used conmunicati on
protocol is provided for this purpose in an enbodi nent

converting data according to the used comuni cati on
protocol into data suitable for transport via the
coupling inaccessible to th& used comuni cation
protocol, which coupling can for instance conprise a

v - i on _Qr

o BB ROAE RS Hroii, e 8o R BARE b A Do Wb pploganca
cogiddarmons can here take both an anal og and a digital
form In a further enbodi ment the present invention
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i data lgaw ebseiver, for wnslandervip aswagniag signat buch s alighit ght soond, ar an
sgw@ﬂhngﬁgﬂgnhgdication on a nonitor. The recorded

data can be generated by a video recording or
reproduci ng system such as a canera, a DVS (digital

VTG Eeofdell 8RN BIbe gBnekid tyGivitie AlcoMing@P rébﬁoqgéig,&gy)ste&fsu& as

CCTV system by an audi 0 recordi ng or reproducin
syermerh SHYR (Geital videe vspRsha DR @iertaladgeasserden) opy CETY
Osybt8m ) 13/ faGdiB EcSrding OPFePAUTINRGysidhs siRiNa$ 4l fitréphore ¢FAL | ON
or‘GQ%Eact §E£§or,.a breakage detector, a switch, a
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t?sm%hﬂﬁkkéggl'he §econd data processing systemis a
otion defector. .
communt catron connection, at |east for exchangi ng
recorded data generated by the recording neans. In an
eﬂt&@ﬁ' paBiEn AL flsPEaRESISRk bl r%@éséiﬂgsykﬁ% i€ %&&Ai&[ﬂéﬁ
of the sensor 1's also exchanged via-“the conmunication
conrreiian, gricastrexglmnging reserdédsiataenerated biothe troorging swansaln
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according to the present invention cannot exchange

Owing to the use of a coupling which is inaccessible according to the used
communication protocol the system according to the present invention cannot exchange
any unintended data, such as computer viruses, (spam) e-mail and data from malicious
persons, from the communication network at least partly accessible to the public to the
first or the second data processing system, or from the first data processing system to
the second data processing system or vice versa, other than defined for this inaccessible

coupling.
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any uni ntended data, such as conputer viruses, (spam
e-mai|l and data from malicious persons, fromthe

the public to the first or the second data processing
system or fromthe first data processing systemto
the second data processing systemor vice versa, other
than defined for this inaccessible coupling. The
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9 s 3&1‘%8 LS om c:oéldﬁa ga ™ an G EP Phe
cdmwa miiichl istcaurilel ta thedirst data plocasking sysemuspd wthch s ddhymed tor st

d ' ich. | ecut e
PR hOC ARk YRR Bl Bt 2 ARBRLRA 4 BofdHC 0
SIngpREe, a vadeg SiBRa R YRiCS Sespense wsmeBTMnguabm gropwplsignal for a
[ RIROORE aSghtife e PRz OIhra %g@éﬁ_@deac&&amcﬁnmhn or

devi ce such as |ighting, camera [ ocki ng
device or a production machine. In this way the device

ClafhiDRaykhé ddvice darm viilike@\o ARWRIPEALRF atdlie doRBo1GEIM foQbeak
roomto s eak llrshgerson resent at the first

| 1§ BEFRPRER 3 U S BpRiART (% nS{3aF 14 APBAP FRFRES 10§ PaTt of
[xh¢ firsOibcation for a supplier making a night delivery, to switch lighting on or off in

A

such a situation or in the case of suspected trouble, or for instance to operate a machine
when it has been determined, remotely or otherwise, that adjustment or switch-on or

switch-off is necessary.

In addition to surveillance of objects, the communication system according to the
present invention can be used to monitor persons, for instance elderly people or patients

requiring care. In such a case the control room is manned by carers or the control room



the first location for a supplier making a night
delivery, to switch lighting on or off in such a
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I nstance to operate a machine when it has been

determ ned, renotely or otherw se, that adjustnent or

swtch-on or switch-off is Becessary. In addition to

surveillance of objects, the comunicati on system

%88&&'51\@&54 ) cirt@ Pmﬁtto tn@(x%pﬁt# g&'pf%aorx] lo*?tgtlcit@ qgs h&her
tor persons, I nstance e € or

pepssibla P?JHS &g meﬁuwquslmreto wmresia@tprq;erts am enet crféheccbmmﬂessmg

F §98k, SudFBE PRntilesSR Sifliltr Rfsob-bsHiON nfdtnatidOMPr OVi des

access to carers. In addition to nonitoring people or

| ocations, it is further possible using the present

| 11QRY da&¥in waﬁftﬂewo@s dmteq;rd%ﬁ mextuoamm@,rifc&m &ea ma<|t a
roceSS| st.ens Suc files or sim ar

p'&f‘geaﬂ a E*??é*ﬂ%’ fdata M?st%tyssﬂg Wﬁ*tcﬁ ischaaqon the commpnigation

agrptotat; aiataﬂﬁﬁicafveﬁdMuﬂrneﬁaaéﬁssxblB viafihd ddfniufithtion protocol is

t .t k bet f.. dat
PRk BRii S afepiahieniigy AR oopledi® ininabe@es Yot cat i on
pummum&ht;ondmmcot Ata$ hereby ovtgrossitiefor a paliciais pasoe® izt the

Pl RO MR Bl A Rl o e PRAT R Bl

viegwark @r togmier thie mmmtamr@mmlsystdm frpm, Mélnwebg/emd the first

p‘ﬁﬁl%f&le%l tg%{'sté?n TR ibEbed Sto RESH st ﬁ;ﬁr&{esstufk% %rrn?

second a processi ng system st pa
pabing enteredntherfeeond denpracessiRe sy stemy sincg upintepdedidate es@ewma

dad @uPlifRGese phdibhY Shifidhdet Akt extharpa Vd falticRLE mq,ossttheeby

first data processi ng system or Vvice versa to enter
tPRENY PFUPUSE SR 5 MR isofg sy STOSHE TR spftwag Hitigs, such as
anéretifgs. t he second data processing system since
uni nt ended data exchange via the coupling is not
possi bl e. Uni ntended data exchange is particularly not
poaméxblbo@xdmpt otmmsresaﬂt 1mesmme¢coﬁmgrmms antlse fyst lodation generate
a%réa\ﬁggn l(gVQSrmS!]I wl‘ilsf Of t fto %h?] etnttropl% ueccr(])nt?iﬁ
user se ngs resent

irpone madmuedrhetsrco chahlg anemorat seddqedlffcnesttcammthsmcd in the

QERE EA Gl OadPart qﬁt%&gﬂe .ss%ggt,}emd@ tﬁgget be

rrired to the contro room he co roo
zf@aﬁfﬁ% peraving megneaie firther presens &r gpesatinganayeble eqmemeorr &rent

GERE Serdtion Qpﬁﬁﬁgn ot oﬁ@xedeﬂé@sc Such 8¢ produicti6n Inhites Htl) Bddition,

order to be 0 track the |na§]s gener at ed_ by
tthfcrperator FRBrSReak repRishy o aRgTSAR BIRSS NEAt Bherfiftt dosationy push e drivsy
QRRING laideghe D 3k i sSRRE [0d&iof by treﬁnsroe et waP&ndhhridatis
hggﬁtln or other devices, . é%JH%oductlon

FHBSTIR FroM BTen BRGIRE o Gt B P Bae e b
tmopararbé faScoding te fefiteradt ptdteol Thesfirsl daGairdo@ssingSystém &linked
Q/{al the mtemet to the second data processing system situated in the control room.
Situated between the first data processing system and the second data processing system
are one or more protocol converters which convert(s) the recorded data according to the
internet protocol into a safe format which does not allow the inclusion of unintended
data. An example of a signal which has been found to be suitable is here an (analog)
video signal, an (analog) audio signal or an RS-232 interface with a very specific,

predefined data protocol. The protocol converter is formed here by a first sub-device



maki ng a delivery, fromthe second | ocation by neans
of a two-way communication connection. The recording
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system whi ch is operated according to the internet
protocol. The first data processing systemis |inked
via the internet to the secqnd data processing system
situated in the control room Situated between the
first data processing systemand the second data
pdish serivats @yéqoesmneiraew@%eg tortheriptemeypreseest 5| socalind sireanying
Whded sigNVRb bl Salog WRied S Jakvitd Which BesHell fiind Sithtiefor

internét protocol intg a safe format whi chegoes not

althipRyrpasessiajyides streamety T he thns gensrated viges signal A7 fed fo.3,3q00nd spb-
a geli@nAlich¥ntE dpainasakbeiCimtd Osighdl witichie trﬁtspdr&bleend the emet

AN E203 Which 5 FOS ISR 42 B SESCRROPETA URFRtRd foqEyi

d @Ie&:safdbhﬂﬁlﬁicano]ihetwaﬂ@ Thesetond Gubrdavice kari mcefme befbrined by a

by. flrst eV|c \Nh.IC nvert ' .

ag’@S? Etfeﬁ'@ert V'feh er° o tpo‘rffo ECST o né'er\‘s{lgg it s?éeog&] Bupling

S fcoraprisessevind @mtqcbgwave)’tet, whigh san @n@nt)gﬂ ta tUﬂefams fayithel . A

AQUES Rl A REHE 1@t decitth 801 € Tor LA s pur pose
Vi deo Streane &ener ated vi deo signal

|s fed to a second subdeV|ce whi ch once again naekes it

i qi 9 f\@th%i e%@&xmm 'ﬂgbpkﬁtol' Eﬁ%‘i&@ b tGHAL&ioN with iR Sirkt N cBfidHom

pr ot ocol and fed to the second data
pithsseeoad jagatiop in @ﬁ?fé? %euhws‘feailveﬁa%%?w gut pvirgpal

c Wb&ﬁhﬁm t@&trm{] Kddltmﬁl s‘éﬁﬁ:@ﬁﬂr Sithrsdavt £&oGadance

i kew se be_f by a video s amer . devi.ce,
mpﬁ@ﬁptelyfc0{“rf%‘e$w§§‘éﬁlwwwﬁ ?° g%°@?8 H‘S“‘P ations
C QhdPhhdhghes ONPri ses a second protocol converter, which
can be identical to the first, for the purpose of
further increasing the Ievel of security. In a further
emhe thverioh wilhevopahidated edth refekree & thofollewing Gigunss, irhwhiples
first l.oca Nesal j '
carty DaEed B R ehBSAEE B kRAT BhahiinPidFleching o
[ nspeclhcgnsmuumtlmn to perform additional services for
client g, SYShbwds sééBFld Erﬂﬁ;dﬁﬂ&l?o btSth IFdd xdh da¥a according
control Fed ni ght deliveries or ecklng and operating
i nst al odhe Rsesent AvENtiPBchi nes. The invention will now be
el ugci dﬁgﬁg 3\Whdwi "R EnHIGitheh @l BRstenPiol OWhi@ink idgtd aBcordingto
whi ch ure 1 shows a first enbodi nent of a system
for ex@ﬁﬂﬁﬁ‘ﬂg"e&é{?‘h according to the present
I nvent fj ?ﬁl‘e 4 shdws@YH@th2nHbdiGntaf 8 B eRtfordbRm g dita afconling

system for exchangl ng data according to the present
i nvent 0 present IMveInion,

- Fxgure 5 shows a fifth embodiment of a system for exchanging data according to

the present invention.

Figure 1 shows a first embodiment of the present invention, wherein a number of
sensors from the group of alarm dialers, audio and video recording means and display
equipment is coupled at first location 105 to a data processing system formed by closed-
circuit television system (CCTV) 100. The closed-circuit television system 100 is in
data-communicating connection with a first protocol converter 200. Video data 115,

audio data 125 or control data 135 or combinations thereof can be fed to protocol



Figure 3 shows a third enbodi ment of a system for
exchangi ng data according to the present invention;

woh@yNSse4s shows a fourth enbodi ment of a syst eﬂtf/ﬂtzoos/osozm
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exchangi ng data according to the present invention;
Figure 5 shows a fifth enbodi mrent of a systemfor
exchangi ng data according tg the present invention.
Figure 1 shows a first enbodi nent of the present

i nventi on, wherein a nunber of sensors fron1theﬁ§rou
ofonygrigr 2A0cHimthe papnectionisas he conYraed PeprgtogelisenysRer 700 I fta

d&(ﬁ&k&y.nmwmteﬁ,eﬂ pPot6RLSH shftlaf hetivbikTbminRaRition protddbl, t 0

a_data processing s sten1f8rnEd b cl osedci rcui t "
{ Breas et 498 s R PORtocpbemerlss S0 i dhe FORTpBGfon newor
t £JoQwV ieast Pl S yesible 10 e peblic/Vid &iea:om&mﬁdﬁﬁoﬁianbmgg 400 at least

conpnecti qQ t oc verter | deo
oy it b b b e B SR fing i i) i

cfbmbmtaﬂtm afist ¢cdneoleedm 3%0nwhich fséniketmzpa sscosigiraorel eanyverter

2 t he col t

B I o i e S

| setadipeitoqol eonwertst caprertsitheidatard0h aqcpndinig te thaiaiernet aratesal into

p&x@éo%&' p1s T%Jgﬁﬁiagqgg afPcon@1Qata 1 g4 SWitH £6 tdPWarBEdab GeP!
converter 2 to e communi cation network 400 at

| eontrel rpem 800; accessible to the public. Via the
comuni cation network 400 at |east partly accessible

to the public the data 405 acgcording to. the intern
pFigyre é shovaesubssaumal grogdipgnigt fC‘W’?PC‘E gﬁf‘?"é’r‘ whsgin %b‘ﬁ"e"e’ of

Weth&dts from thee @Kﬁﬁ oVdlamalidies @itilo /A0 dRG @écoﬁﬁ[g\kﬁé’ahﬁndfﬂk@lay 0
t he. communi ¢ 400, at | east

aSEEPYF e0Up 'tfné's‘a‘ti’ﬁﬁ“?“cl& el Sree gfmed by closed
Célrtuit teleRfsion Gyseeed 100. Tlh:&:l(déd éirodid televisiomr sglstﬂg 10Qis frhdata-

t t t | t i
iR ion pufh sk of Berket 06, AR lda 35 &
f ¢ongol daariBé of combati®® meresfcgu befed teprotesolsonvgieral§b aigithe
{599&&5&? Mliso a‘nk&ns g&%a%aavehg%ase ko aﬂa&aw witich BRI RIS

sensors romt e grou al arm di al ers, audi o and
viidesolatadd 6 tediretgeak eanverten Ae6. Biosplapnyegies %%saever%v idenf3tded

at 16f iurd§)t da{aqgakﬁcp&ml& Qath 9360 dath 0OLREHAMB t8)Ghe W&ﬂ& E}otocol
Orrre closedcircuit tel evision system 10

Op@i%ﬁofd“!gép iR PRYRCOLAT fFepymytied;by protocol converter
dﬁ%ﬂ& HIbHInGAEBE nGRER 204 ét%st\lyaﬁh adcekdible to the public.Ofia the

converter 206. 0 data 126 or ro

cWW&Pﬁ“Bﬁ‘:‘?W’I’i@?@ E%Hargéacf%sﬁ e&" BF&’P{&lbcd‘ﬁ ‘ia&‘\?})gr ter

24¥0ording td them&ﬂ{mﬁﬁtobﬂ are fédwanled totkefirst @npolavas 300, which is

Clcl)rﬂ(vg {rlta g rseconcp protoco ccgnevgrte(% @Wt%%xelc%?’rﬁnu\ﬁl@a&& dREAOY Q(ﬁ)sat least
partly accessible to the public. The second protocol converter converts data 405

according to the internet protocol to video data 115', audio data 125" and control data
135', which are forwarded to the first control room 300.

The embodiment shown in figure 2 has the advantage that protocol converter 206 is
provided with per se known means for communicating with video camera 103. Protocol
converter 206 can for instance be formed here by a video streamer which is able to
control video camera 103 via for instance Pan Tilt Zoom (PTZ) signals. As a result this

embodiment can be applied particularly advantageously in situations where an existing
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vi deo data 116 to protocol converter 206. Protocol
converter 206 converts video data 116, audio data 126

i nternet protocol. These data 406 according to the

i nternet protocol are transmtted by protocol
converter 206 to the communygati on network 400 at

| east partly accessible to the public. Via the

conmuni cation network 400 at L? ast artl .accessi bl e

t BlotereIrpIYFiFvsiPh Y SR ISPratsel ahg 6P Hteiae SREE Rt
P bOfeodd o Feplabad Redssis dorlthis hﬁ?bé préﬁbus[y@émﬂ approeaho800,

which is_.lLinked v econd onverter 310 t
s AT S LYY RO of Wb SRt eliion
aswess M ;&est:m m\leanqnuhdkam pobkible samainrtshsip pHdncalreddy existing

R B 5o S Bl

c bavkeds Wheteinan mbvedmatgslquattxeorﬂmgearadmssi@ sperd chan alsq be
. S j e 2 has
E&E&gﬂ ‘Qﬂ?‘gg%%%%%tg‘?%’?g@% } converter fgger{egﬂﬁ ovi ded

vvlth per se known neans for comrunicating with video

c mﬁ&% shEV a tRirPERSRImnPEMEY fr&Ent 28RnEANWAGEin bolh iRNRed2e
f ormed here by a video streaner which is abl

C SR R AP AP P 8t el araisre L0305 R f and
Zﬁ%moédgm) Ofﬁdﬂﬁgﬂrlej leare%dkad Vigth Iréspéchvesmaam dorivertérs Zaanbe
appl i ed parti.cul ar nt.a Slt at |
it 0 S DB mustoh orcped B BHbiabeoRaf I BEbE e an
pemscﬁﬁmerﬁt:ana;e lapptiad paaticuladlyivdian pllu&lxtyn:g l@;m:enmstﬁ’; muoitored

noved or r |
p ?’8%08%%‘1'@0]@}' PAR 5%&‘%3'3% %?Eg? glg‘éecc:bﬁtrvfef')’/ﬁlc er C?S P Cat es,
o survemaacﬁ ihynyreajevia the esdrmre powclpsines eadh of thellerstehs ¢y qospipd
T . .

B bR Bon D oPIBS Bily bUEAleu0he BIUES 4 4 ot
t conyertey Wiiish is inaseassible yo the/intemet piotopel] ess ¢ hance of a
data processing system bei ng hacked, wherein an
i nproved i mage quality or inmage transm ssion speed can
aFigarefdshansd feydopmbpdinientql thy PESSFTE fvARfioRaisFein 4 gpsond control

didoRC20 ¥s linRedNi®h @&}@ lpmedww&ﬁ\tcaer R0 thEbaththhichtioh fobork
third enmbodi ment

the pres i nyentiopn er.ei n
L A0 1 Pty BTt e Pl Tt o A0 deeabs B B,
dporosieet fafwatded S the sz:eaidu cGﬁtrol aﬁmﬂzofwmur ie lidkedvih sthird

first |ocati 0 e 2 are,linked via fhe.

+ plope PR ofs Emspipbfdreohbedd AieEE gty g afclivte o
cowmpubliccat i on net wor k 400 at | east partly accessible
to the public. Such an enbodi ment can be applied
particularly when a plurality of locations nust be
rrawptuwctem chrr brmasie sinpdanepely egtowith ®etcantrql adoms 300,33 A okhe

Wng(ﬁ&,%l éb%wfﬁmotéaﬁvéne (2 14hi3 265 {cRbramb to/RE lnltéﬁl';‘% smwaon

vVl a I nternet protocol, since each
| @(ygﬁepéﬁg 1% ag@g fate {25’ or control data 135", which are transmmed to the ﬁrst
control room 300. The third protocol converter 330 converts the data 405 according to

the internet protocol to video data 115", audio data 125" or control data 135", which are

transmitted to the second control room 320.

Such an embodiment provides the advantage that, in addition to multiple locations for

safeguarding, multiple control rooms are also present, wherein it is possible to reroute

data 136 to data 406 according toPéf)ﬁL2008/050274



to the communication network 400 at |east partly
accessible to the public via a protocol converter

WMO%‘%“% i naccessible to the internet protocoper/Kise6650274
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ows a fourth enbodi mrent of the present invention,
wherein a second control room 320 is linked via a
third protocol converter 33g,to the conmmunication
network 400 at | east partly accessible to the public
so that data 405 according to_the internet protoco
areexistngeqnefeihication %@%@E‘oﬁgﬂlﬂ & 61t sprolrammfoFmrcondiipRl | s
| ke Suckiar ebddthént A ToHineRlke SroRdSS bkupiptbvition tofthe first

comuni cation network 400 _at | east artLé %g"e55|ble
t epntrRlroRmf Fae alse be wsh when different onteol pams bave dffFerenh BOWFS:
hﬁfsﬁco%&lho&n‘i\léhn%ﬁtb& gii%dm 426, anﬁa&l wikh Ba:&gﬁtﬁﬁﬂes v(;hue a
pr ot oc onverter . onverts accor di ng
D topt SRAfLAan S B0 bemb oA s deal tpetage SEARAS
data 125" or control data 135", which are transn1tted
irst Coptro oom 0. The.thikr p

cg'ﬁ st é?wss’:? cg’ﬁvee'?bt(’d w%g"etp a 5%8 vg%né%ir |ér)flg';;;n?t%)gln[tl &

[ mmestthq:ﬁrmodmht af Gigure d ehichuis goubled 'to a sionarembadigent590.
0 ' t

O SuchATbltng PRV H aayapbble ke 5 b AVD Lighll LS

t peneratid &y claspd-cirpuit teleyisiomsyaiem; 180 andyeepined by p érqt ernrol repr
f %0, SRR WIARAESY » filtel LRl rS&ﬁ‘ 55 Phnke@AHE tpaﬁ&opdoaoener 510

present wherein it 1S possible to reroutean. exjsting
&

corhasommmicatipnawivoec 100 ghlerst Bl nacerssible te gPRBlic VBIEhISt o
ashoRn Mide A JrQJvmé £ e salé @l cladity el'ﬁ&@'ﬁ&t B8idol ﬁ)aﬂl 300 kan here

|nstance pr ov backu r oV, n f [
Bt BB 4 VA A GBS b R <o Y BBy 20 cam be
Cfhai Jf @h offieialbodh anch aslihé pelicerth zm.owtse ﬁxﬁctfdnali‘ij' of‘@ricmal

room.cgnh her ut hor. i det ect . and

DR P ey et iR sl i s Mo Ml i
|ﬂmmﬁﬁaanhed&ﬁummrlzed to deal with hostage
situations. Figure 5 shows yet another enbodi nent of
the present invention. This enbodi nent conprises the
elrzdditiomtotthashowh grabadingentsyihye plesensingentip bas many gthst veriptians
ewmﬁ?@%moéﬂz@ by B FHIcRifpQané Ng provides the advant age
that tor instance a video signal, which is generated
by closed-circuit television systen1100 and recei ved
by a first control room 300, can be forwarded to a
further control room 520 linked via a protoco
converter 510 to the conmmunication network 400 at

| east partly accessible to the public, which is shown
twice in the drawing for the sake of clarity. The
first control room 300 can here be a control roomof a
private security firm while the second control room
520 can be




that of an official body such as the police. In this
way the functionality of "external rerouting"” is

wPiRyifigd, and unintended data exchange via thiSyNi2008/050274
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I naccessi ble coupling is made even nore difficult.
addition to the shown enbodi ments, the present

i nvention has many ot her vaH' ations which are all
covered by the following clains.Cains 1.

Communi cation system for exchanging data, via a
cowmsi cati on network at | east partly accessible to
the public, between a first data processing system and
a second data processing system conprising: a E(i rlst

d &t Gonprupiratien sygiers s exehanging slatadvie 8 CUBRURAIFACR pRWOrK at least
2664y SHicDgibleQo fhe PRSTIRLER R b Rt @erﬂs@&@;mf shiein@hdia sdoend data
frrs .g{ata processing systemis linked via a first

C DWOpISFINgSYSIEM: $PEPERSrUNI cati on network at |east partly
access] fQlataPrdcbiSing Hﬁkeinﬁa’daptecﬁo %&idiﬁmﬂcaiaioaoxﬁmg t®sSi ng
system conprising at |east one data processing,. .
syst erfoMYRISRIY “é’bmﬁﬁn&ﬁp tf@%gfoﬁ?sﬁlé‘gf% et"h%lmk"'d viaa
CONMNUNGrs@bbpding B thé @ihunicafi@rreiwork itdeastgealycheckagible to the

pr ocessi Eg systemis linked via a second coupling to
the c i cation network at |east partly accessjble

t 0 1 hea tdaddidats pohesiag systemz eahprising hideastone|dats rocessag gystem,
t he coupl.inpgs conpr.i ._dat A i i Othe
o dat S tLErBRIRELS oinf By SRR LA SER SRR
pr ot ocstand 2ata onessing systeimonlinkpd via gsepond cophiggfoithe c| ai m
L. _ChalaGhlchdihebibnl i Hon iy SOTHN 3k paBiiget vor k at

| east partly accessible to tf‘;e public is a
conwharrcterizedin that wor k from t he group of: an | P-based

fixed £oument sahd &Bmﬂ%& wﬁ\)égis&mqﬁm&snﬁeb@ni ifdcedssible to data
i ntranet, extranet, LAN, N, VPN, ,HFC, cable or

X- DSL ; traffic gopording s thepqmumuncation il cat i on net wor k,
i ncluding GPRS, WLAN, WMAX, EDGE, UMIS or satellite;
) 2‘FJI(CZEOSIx'\l/lmun(i;csa’cl\{tt)jriJl gy%t’a;%sccﬁg’meg E]n Jlaslm’, characterized in that the
communication network at least partly accessible to the public is a communication
network from the group of:
- an IP-based fixed communication network such as the internet, intranet,
extranet, LAN, WAN, VPN, HFC, cable or X-DSL;
- an IP-based wireless communication network, including GPRS, W-LAN,
WIMAX, EDGE, UMTS or satellite;
- aGSM, GSMdata, HSCSD;
- anISDN;

- a PSTN.

3. Communication system as claimed in claim 2, characterized in that at least one of
the couplings comprises a protocol converter for converting data according to the used
communication protocol of the communication network to data suitable for transport via
any of the group of:

- a video connection;

- an audio connection,;



- a PSTN. 3. Communi cation systemas clained in claim
2, characterized in that at |east one of the couplings

woeWRhiges a protocol converter for converti ngptgﬁﬁﬁzoos/osozm
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according to the used comuni cation protocol

conmuni cation network to data suitable for transport
via any of the group of: a4ideo connection; an audio
connection;a data connection as according to an RS232,
RS485, RS422 or simlar interface. 4. Conmmunjcatjon
syst emdate caringditive @ depprdipgiorn RS23h RiS4%S, BSA22RY sinlap ppigrface
| east one of the couplings conprises a protocol
converter for converting data suitable for transport
\A. Sommyiniggtion|systeg 35 §jsimed in glaim 2 charagisrized;in that at) ﬁasg i%
CROERBlirigS Comptisebd fRotb N Evérted For a6nvefing dath sgrable faxnransport
RS232, RS485, RS422 or simlar interface; to data

e WAt &¥PPhe used cormmuni cation protocol . 5.
Commuaivided temiectiymt em as cl ai med in any of the

f or egoi n‘?i.bcl ai s .Characterized in that the coupling

i naccBL8TH ¥ Wata traffic according to the used

C ORMU Ridet@ komection a¢ weoing GranRS232 RH18ST. 83472 grsimilay ingerface;
connection fr : nal og data
ct8ﬁﬁt33fﬁ°f)r’1‘}gt98‘gugd%a§?§ ai gaél?gpré’gdrzlﬂgcti on. 6.

Communi cation systemas clained in any of the

f o1 AR AR afnRl d8n asAN&GH 8hy FQEE foRtgbi@ElaidSchiakdcbérized ina
processi nlg systemis coupled to recordi ng neans ft.or
pthat/the covnghipgineseesaible qodatn tpfficacpording 1q e Use SHMMYMHERUPY | st
A5 RcACORERES A eafi il @8 dofinRaDInA tHe@rdupansi t the
recorded data according to the used contmuni cati on

pr ot @B Enalee ARCOMBEMAY dat a processi ng systemvia the
CommMuNni dgal dafh dfedunk; the second data processing
systemis at | east adapted to reproduce the recorded
data to an observer at a second | ocati on.

6. Communication system as claimed in any of the foregoing claims, characterized in

that
- the first data processing system is coupled to recording means for providing
recorded data of a first location;
- the first data processing system is adapted to transmit the recorded data
according to the used communication protocol to the second data processing

system via the communication network;
- the second data processing system is at least adapted to reproduce the recorded

data to an observer at a second location.

7. Communication system as claimed in claim 6, characterized in that the recording
means for providing recorded data comprise means from the group of:
- avideo recording or reproducing system such as a camera, a DVS (digital video
streamer), a DVR (digital video recorder) or a CCTV system;
- an audio recording or reproducing system such as a microphone or a

loudspeaker;



7. Conmuni cation systemas clained in claim6®,
characterized in that the recording neans for

w¥hsksng recorded data conprise neans from t ber/Qf 8050274
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of : a video recording or reproduci ng systemsuch as a
canera, a DVS (digital video streaner), a DVR (digital
video recorder) or a CCTV gygstem an audio recording
or reproduci ng system such as a m crophone.or a

| oudspeaker;a data recording or_ reproduci ng system
such adatareserting ar ESProgysiEAYIieTs BT 87 2 ML 5 sensor.

det ech,Rhkap@dctddr G bwiteh, faifirdetlRioB Gllidénse Plateiof @ Rise repoghition
or a face recognition system or a video notion
det ecﬁWm’Bfan“r?rqu"EQT‘?‘é‘ﬁ systemas clainmed in claim
6 or 7, wherein the second data processing systemis
adaggt ed to recei ve dr?‘é’hé rrgt eemobserver t he
Wﬂ‘“ﬁ‘ﬁ?"é’“ﬁ)‘%e@bgs " d885'ed to convert
recei wede@ammﬂecdsmmnan isadapaedeto Fepeive cammayids fpindhe
accord{, §,to t he used communi cation protocol; - the
secon@*HEFY processing systemis adapted to transnit
CORMaMe seka:hd\dm:mocedsmg}ystgn fisadaptedetd conyeresRived ¢ogpnands to
Prot 0GR i da el ditdoic Bl BIRSEEN budicalTon frbBeol;

first a {%d processing systemis adapted to receive the
coRMatit sdeond data procesingsy St&atlsaadﬁ?‘%ﬂcté §§T’%‘F§‘ %"%’Eaégrfii‘

adapt %gcol'cf?ng{ DR buRieaTER REbtstal 1B tHeTird da@ proeessingi ch
is coupledto the first data processing system and

whi ch sysémidapt ed to execute the command data. 9.

Conmu meqﬁ&tldﬁa pRYEkIAFkREmG mameai tol cheNeallxemo&unawﬁl datgi n

t he command data are chosen nd
si gnalthe fistdaE pEAGesHIaE DGR 1S %dae‘ie‘gg]o & gnaTec a vgid(%m%)y

respo %ﬁcé%ﬁilﬂ%o@le@?ﬂﬁe fitssdagngrocessingsysterh and which isfadapted

gew cgo%{égﬂet eco hddag: a PTZ canera, a | ocking
evic

9. Communication system as claimed in claim 8, wherein the command data are chosen
from the group of:

- asound signal;

- aspoken message;

- avideo signal;

- avoice response system,

- aDTMF system,

- acontrol signal for a device such as lighting, a PTZ camera, a locking device or

a production machine.

10. Method for exchanging data, via a communication network at least partly accessible
to the public, between a first data processing system and a second data processing
system, comprising of:

- adapting a first data processing system to communicate according to a

communication protocol;

- coupling the first data processing system to the communication network at least

partly accessible to the public;



a production machi ne. 10. Method for exchangi ng dat a,
via a communi cati on network at |east partly accessible

wo Sobfissepubl i ¢, between a first data processi NgcxEiREN50274
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and a second data processing system conprising of:
adapting a first data processing systemto conmmunicate
according to a conmmuni cati ogg protocol; coupling the
first data processing systemto the comuni cati on
network at |east partly accessible to the ul

adapt PHRFUEE S¥ERH oA BEOSESHPe BXSEE) 1A GoBputieAts 1" i £ the
CconMMMuBbBmbndcaficE protdeslg t 0 t he cormunl cation protocol;

coupling..the seco dat a roc systemto the
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t he pidastipartly advassibbd tethezablidpy | i nki ng at | east the

f| rst %{ .th‘e| second data processing systemto the
PN network at | east partly accessible to

t h e p mbkmg:at\hcasthhqaﬁrstom fheisergnd dataprecsssing system taithe o

traffig 3 forat il [ I

Met hoa as cfyu H%w{;rga{:@%fm 10, G%s%g%;%g??%%; coﬂplmg

the pinareessibie tofdata trefligigrdordinedp thetremmiupisation protacgl. s o c o nd

data processing systemto the comunication network at

| east partly accessible to the public converting data

ablc Methpshgs dlaimedhia claimity sheraetet#rdd¥ot ocol to data

Sui.t al Me pddftioh b \SoRBlirlg o‘ftha fiost ¥r 8¢ secbrl c@t’aq#kﬁ:eﬁfng systéin to
vi deo connect. on;

e e epmEicn BNP koo s bt he Gbi camusring

Si m | dta kdtbinigas the communication protocol to data suitable for transport via

any of the group of:
- avideo connection;
- an audio connection;
- adata connection as according to an RS232, RS485, RS422 or similar interface.



