wo 20247185163 A1 |00 0 TR OO

) FEFBAFWICE DV T LRI -EREERE

(19) t R AR A > 0 0 0 SO0 O
EREHR R
sl = WO 2024/185163 AL
202459 F12H(12.09.2024) WIPO | PCT

D) EFFERFA%: (72) E3%E: A 5 Vi {2 (TAKATSU, Takeshi);
HO4L 12/66 (2006.01)  HO4L 41/06 (2022.01) T1008019 HRMTREAXAFH-_THIH1
HO4L 12/22 (2006.01)  HO4L 43/08 (2022.01) 2 TR -F4+-5F4+-032="H—23VZX
@1) ERHEES PCTIP2023/024529  MRAEHLA Tokyo (P). M 525A(HATADA,
Mitsuhiro); T1008019 R F#R T H X A FHT

(22) EFRHERE - 202346 H30H(30.06.2023) “TH3E12IX 54 -54-332

(25) EEEHMEDEE ; AAE Zh—v 3V AB%ASHA Tokyo JP).

(26) ER/ABADESE : Az (DREBEAABRTZANBAEBEREHEER

(SAKAI INTERNATIONAL PATENT OFFICE);
T1000013 REEBFREHXENFEITHEH 1
S E/FHY 1 EILAL—Z N Tokyo (JP).

@) FEEEGERTORWERY ., £TORECERR
EHTHEE) : AE, AG, AL, AM, AOQ, AT, AU, AZ,BA,
BB, BG, BH, BN, BR,BW,BY,BZ, CA, CH, CL, CN,
CO, CR, CU, CV,CZ,DE,DJ, DK, DM, DO, DZ, EC,
EE, EG, ES, FL, GB, GD, GE, GH, GM, GT, HN, HR,

(30) BiEtET— 4 -
F5RE 2023033210  2023F3H3H(03.03.2023)  JP
(D) HBEA:IX -FT4 T4 -3 2=45—
v 3 v AR & (NTT COMMUNICATIONS
CORPORATION) [JP/IP]; T 1008019 BRZ=#RT
REXAXFEH=ZTH3®& 15 Tokyo (JP).

(54) Title: INFORMATION PROCESSING SYSTEM, INFORMATION PROCESSING METHOD, AND INFOR-
MATION PROCESSING PROGRAM

(54) READ BT : HRWLIEY X7 L, HFRUVEFZS L OBERWIETOT S L

[E5]

pomE AA )

DD
FRINWEEE Cloud
Upper NW device
Unauthorized communication detected
FF 7712 Lower NW device
Assessed as false detection
=\ ——— Office

Threat information, etc.
Integrated security analysis platform

(57) Abstract: An information processing system (1) comprising an upper NW device (100) that constitutes an overlay
network and a lower NW device (200) that constitutes an underlay network, the upper NW device (100) detecting unau-
thorized communication and notifying the lower NW device (200) about the detected unauthorized communication, and
the lower NW device (200) acquiring information relating to the communication of a terminal connected to the lower NW
device (200), assessing the degree of dispersion between a plurality of flow data in the underlay network for which the
notified information about unauthorized communication and the destination addresses are the same, and shutting off the
notified information about unauthorized communication as unauthorized communication in accordance with the assessed
degree of dispersion.
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