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WD 2004/ 109616 PCT/ DE2004 /001111 1 METHOD AND DEVI CE
FOR SECURI NG OBJECTS Description 5 . J7. J7 Si CAl cn*
The invention relates to a nethod and to a device for
S j ects, preferably inside closed M
egggﬁygﬁ?gﬁfor securing obj ects; that belongb#%bﬁﬁﬂﬂﬁmnln
inven- tory of an office. 10 The invention al so

relates to a device for detecting and storing m , .
that are emtted by a transmtter |ocated on t“ﬁ, mmm""mm,”m
obj ect and that have a unique encoding for each v1car1con

obj ect . o) ved tools_or

eqU|pnent @tﬁﬁ%gnﬁNé éﬁ?ﬁéﬁnﬁﬁgu%§$V3§Nﬁn%%qE%%§200

11 952 Ul. Here, a transponder using 128-bit

i nformati on and containing data about the type of

tool, a consecutive seri Resqpipdioand 20 i nformation

about the nor nal wor kpl ace is attached to each item

of a set of tools. In this context, the nornma
wohkpliasercaivibereilbiies ad ol ke Hyd aaspeeiofl i£ device for

storage place, as long as this workplace has a

SPEFPGARGy OPREEETer %?f@xeh&brgm@ss%naql@wi hbuid dings,
teapspenders e Lhalpahg abhached dad BRido) o Hit inven-
receiver, inturn, is onn to a conputer that
atb@MBthenevﬁfua6|on of the signals recelved by the
receiver and emtted by the transponders attached in

the tool box or on the tools

The invention also relates to a device for detecting and

T1dFLIy

storing signals that are emitted by a transmitter located
on the object and that have a unique encoding for each

object.

A device for securing issued tools or equipment is known
from German utility model DE 200 11 952 Ul. Here, a
transponder using 128-bit information and containing data
about the type of tool, a consecutive serial number and
information about the normal workplace is attached to
each item of a set of tools. In this context, the normal
workplace can be either a toolbox or a specific storage
place, as 1long as this workplace has a stationary
receiver for exchanging signals with the transponders
that are attached to the tools. The receiver, in turn, is
connected to a computer that allows the evaluation of the
signals received by the receiver and emitted by the
transponders attached in the toolbox or on the tools
located at the workplace. Thus, at any point in time
during the internal work procedures, the current status
of the tools located in a specific toolbox or workplace

can be displayed. In another embodiment of the device, a
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| ocated at the workplace. Thus, at any point in tinme
30 during the internal work procedures, the current
status of the tools located in a specific tool box or

can be displayed. In another enbo
&@é‘@f@%’“ a 1~9d' VI 1 6N I 11 V~I.y~M ~ *oooooz‘gé%"“g 01111

2004/109616 PCT/ DE2004 001111 5 dedi cated transponder
is associated with each worker by neans of which the
t ool box bel onging to the worker can be opened. 5

Cdedacakeel ivHatasporidt | sbed sARRil=gald anitNg. 48K 4rker by
953 Al describes a device for automatically detecting

aﬁaanﬁdeﬁt PRy Chg tRendreidem delanaima yvq 48 warkasarzan be
@nchase station. The nerchandi se security | abe
Fached to the product to be secured conprises a
transponder having 10 an NF transm tting-receiving
a r_conmmunj cation

e Bate ‘et ibaty . b eRathres L Lq  HrapdAderl o7 45 953

ept erge 4 AHIQ Q:ﬁe@f&éorf&.f 5B€om§lt‘i%tarlqr§agtﬁ‘§ﬁé8tlng and
field generated by the base unit, the basé station

t tdasmlify inacont mercbagdalset tetcusitecéabed 1% byedhe of a
{ Ba0EPQRes ANC Al ned ThiNdTee OBERER L0 1 abERT RS e o

a response sigha

fUhéh@&oﬁﬁ@&eSﬁﬁdxbysé@@r@@séoﬁp@&béé an¢mdd%pdhﬁﬁi(ﬁav1ng
a successful checking, triggers a transmtting pulse

afPt NE b38BSBLALHHA Fﬁé?lel"lﬁgt WAt iof Addeiansd thatools used
t gyt EBRRARRESE 1 ohNS thi RSN éen%traecoﬁﬂ v, rigf S%ierlac)?ample,

can be used to integrate previously specif
checkrn@snﬂnd@rlaemhewm ithenotraabger ved, aeadomo todfe the

:%ggg %h% I%g&i% &Q Jéhggg{gge%%xkggb%ggg”%n1t the

base station transmits a control signal that is received
by the transponder and that, in turn, causes the
transponder to emit a response signal. This response
signal is further processed by the base station and, in
case of a successful checking, triggers a transmitting
pulse at the base station that, in turn, is received by
the transponder. This transmitting-receiving sequence can
be used to integrate previously specified checking
criteria which, if not observed, lead to the triggering
of an alarm. In a preferred embodiment, the alarm signals
of several transponders located in the range of action of
the electromagnetic field of the base station are
synchronized so as to ensure that the base station

reliably recognizes a received alarm signal.

Another electronic anti-theft device is known from German
Preliminary Published Application No. DE 38 07 936 Al.
This publication discloses an especially preferred

construction of a passive transponder that is combined
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of several transponders |located in the range of action
of 25 the electromagnetic field of the base station
are synchronized so as to ensure that the base

S ' reliably recogni zes a received al ar
Akg¥%@$"89§ctronlc anti-theft q§V|ce IS knomﬂ&ﬁbgﬂﬁymnlu
GCerman 30 Prelimnary Published Application No. DE 38

07 936 Al. This publication discloses an especially
preferred construction of a passive transponder that

| sieana med AL MK 109646 BGheRE2004 HQQ1LEKE redhaiyt hsmall,
a barcode and whose di nensions are extrenely snal

wWHB8E e tRFS/EYCT s 180sif ikt Rt 9fl t Witthe mbﬁeubﬂ-ansqﬁqnsmlt
f s:th n Is 0 ef t

o FOHEREEy AR et TS ctph TRASERELEE oD (ool d Aons o
sta9|deqﬁMEnU£msmavéing rEenst tsnsmpt eeent Fdecidterionary
in the form conventional transnittjing-receiving

B ARG SR G e AT 1o IRPgRIENSGTe Ry R hipl 68§ drorm of

'thb%nEQdeﬁ 6¥Jﬁ§hlﬁﬂﬁﬁﬁw¥@c§f@iﬁg'HgaﬁErEBbhn%he realm
technol ogy so that when the product identified by the

tpénslpwldefrpagges;yt hir@qghoﬁ.heylooel éot ronagrietine of array
ner at

¢ PRRSRRER ocdid M TP TR pangi oY Pondptaden the

| proaxeitt Qdidrﬁ::.&nﬂéd rwzll ahé OﬁrafHEﬁoha@kabla@@e%mttﬂﬁﬂlgh the
by the passive transponder can then be used to

t PLGGEr A angtmc sifgrdd 18epegariad oy i@ ngtationary
f 'tlrgﬁs'mﬁ.tkc 91["\34‘8 Jﬁ%%‘?gnh@ eltl%r gk%é’sﬂr‘@l 't§g?1gponder is

Appl i cation si gha
teansmﬁmtems emit heafioninioh. tﬂanspanﬂeaslameemattadhédr the
to the files anqﬁgpe encod gnals thg 3 20 1
t PARSH'Et & By H etrraﬁ?s‘bo GrBSgg: &6t &g 1gper an alarm

signal.

A device for finding files is known from German
Preliminary Published Application No. 100 33 557 Al.
Here, signal transmitters in the form of transponders are
attached to the files and the encoded signals that are
transmitted by the transponders are detected by
transmitting-receiving means that are preferably mounted
on the ceilings and subsequently made available to a
database for internal administration purposes. A central
computer makes it possible to process the existing data
records by means of an adapted administration routine in
such a way that the current location of any given file

from the stock of files can be ascertained at any time.

Various devices for the set-up and further refinement of
transponders (passive or active functional structure) can
be found, for example, in European patent EP 1 040 447 Bl
or in European patent EP 0 762 535 Bl.
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transm tting-receiving nmeans that are preferably
mounted on the ceilings and subsequently nade
avai l able to a database for internal adm nistration

pw&%gﬁ(Pﬁ& central conputer nakes it pOSSiEE'@Pkg(}Q“/OOH”

process € existing data 25 regords by nean

adapted adm nistration routine In such a way that the
current |location of any given file fromthe stock of

files can be ascertained at any tinme. Various devices

for the set-up and further refinenent of 30

transponders (passive or active functional structure)
c?a"glebectf%ﬁ%? 6P té& dipl Ehej Rur bpedheparemimEPL] sRpuring

444 Mol ; n 35 . .
2?)% /%ch&gsglee‘sé QP%TEJF%%%&/Q%%%EP% $ﬁ§’qé%§§r efn(tgsilsttgl\?e Gfplicit

t recagniitd onhe fr edignadf tseosmingembjectsclessend i@bigcts as
descri bes %evices fqr the explicit recognition of
sPQRA 26r SREREL PEPs 19CRAERe 1S IGhPesPECad 1o 8467 -as
these are located within a specified area. The

invention is based on the objective of refining a

méhigodi wYe R heogenesr i kasgpPe onn Buehokjway itfeatoft riefining a

p o] certain whether individual objects have. .
18‘%§ggr?erér9m\%}ue Wégﬁgﬁtlcpewﬁ)%sil&h FPSﬁ] a spPeei ftiké%c it 1s
apeasibdspeebaldscdrioma ehesad buihdiiRd dalf répyadts have

agea of a buiIdLng, wher eby the met hod shoul d be

CAPFTeF IR VER WitERUE RETThae1PRe fARhor | SBECAdHedlarea,

of spRICGHS f oy t he | egh 0

mﬁf%out anﬁfhind?a%céﬁﬁ%%&ﬁgggfg?%ggtg%tﬁg&%%vgﬁt?gﬁ? of a

t biug lobijrant | wveeksbacHitevetlethodt heltowl deblodcdoried out in
is.carri in such

CROCPecti Uk (HR W cRVENPROArodHIe S PhoonIcets from
| daat sbiceatl areabans. beheaeky elh®uebj@ehdut0aR® hindrance.
secured
According to the invention, this objective is achieved in
that a method for securing objects is carried out in such
a way that the receiving unit detects the presence of the
identification means, whereby the objects to be secured
are equipped with an identification means or connected to
the identification means, the identification means is
detected by a receiving unit during the transport of the
object to be secured and electronic data that verifies
the presence of the identification means is stored,
whereby the electronic data is configured in such a way
that it allows an unambiguous association of the signal
detected by the receiving unit with the identification
means, and that, independent of the detection of the
identification means, information is detected that allows
the identification of a person transporting an object

that is to be secured.
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20 are equipped with an identification neans or
connected to the identification nmeans, the
identification nmeans is detected by a receiving unit

durin he transport of the object to be secured and
elv‘éé%‘ﬁé{i(f%“data that verifies the presence BFT/PRENVOOII

identification neans is stored,”25 whereby the
el ectronic data is configured in such a way that it
al  ows an unanbi guous associ ati on of the signa

deheetrad Mardher Fecei vingodBib1w thatthe drdenddd i&?%é&% can
means, and that, independent of the detection of the

i @entiTanERq Ve drean’s, of nforlkwitlidimg swilkhegt etthehaeed for a
al 30.1he identifi.cation, of a person.transporting
asngtey 1 e 18 A A P el Sob ARt ooaguEe R these
PEBABIE2G04d 0D 1withoud lah hhh&rahBEehLf ithé SpEesshBl &ho are
t hat nunerous objects can be transported out of a

baRILHORd A0 bRt trRE smeed fbReae liigetsnoaf of the area

I denti fiscali pR TRANS Jhat secures these objects and
W t hout a hindrance of the persons who are 5

authorized to transport these objects out of the area

that .i.s t,0o be secured. A first preferred enbodi nent of ,
t o Frivédti & § eréﬁgraﬂ“i’ﬂd;é&g'ﬁ tRht ERE pépggmtion is
t caRgperleiMG ddhe rphiest dRet 9e?§8§e@i¥a%%ﬁo%tq§1tgec&?éj object

in that the authorization ID badge of the person is
checkal sacanedutiomedeteciedi incdtiatn shepauthottiization ID

Iteis.passihle to asgertain,n an 15
ggge %ﬂléfsiﬁgge §%$%%ﬂiab$e %ﬁﬁﬁéﬁ%wn%% p%?soﬁuﬁﬁgated
t aken fanaabjoacistep.be secured out of the secure area.

Furthernore, it is advantageous to carry out the
method in such a way that a video recording is nmade

offint hehis manner, 1t 1is possible to ascertain in an
especially simple and reliable manner which person has

taken an object to be secured out of the secure area.

Furthermore, it is advantageous to carry out the method
in such a way that a video recording is made of the

person transporting the object to be secured.

In this manner, it is likewise possible to obtain a
reliable identification of persons who have taken objects

to be secured out of the secure area.

An especially preferred embodiment of the invention 1is
characterized in that the identification data of the
objects to be secured and the identification data of the
persons transporting the objects to be secured are
detected separately from each other, whereby the

identification data of the objects and/or the
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20 person transporting the object to be secured. In
this manner, it is |likew se possible to obtain a
reliable identification of persons who have taken

ob ects to be secured out of the secure area. 25 An
£04/199916y of er r ed enbodi ment _of the i nvenPFHRERW4/001111

characterlzed in that the identffication data of the
objects to be secured and the identification data of
the persons transporting the objects to be secured

anged@ idateatier sepa atel Vhérﬁ@rgéﬁg QtRelse MRIEDM a data
the identification data of the objects and/or the

200£P1 09616 IPCEPREAEA4ANOProLETtefl iagerimisiti eatticomadaeacess.
of the persons are secured in a data area that is
specially protected agai nst external access. This

emhadi nenbodfinete | BYEHHON iny RG] akky M@bbciBlly well-
suited for use in_ applications in which nunerous

pEHdsRs ik Y3r the seebieahieaswioseyatsgnale prus aeyrsons
rh%Q&? rqakhéc%e?@?%e%&égc%ﬁggéngkJso%ggt %Eb%%mﬂﬁgghts

thi s enbodi ment inventi on poss
t caplefemt spetcianli pedtiecadspart procedures of objects
to be secured frombeing related in any way to the

persons transporting said objects. For exanple, in

t lths gl ddd, | POSShBLEihEAL B8Rl ¥nel3 MHR48 i on makes it
speci al prereqU|S|tes is stored identification data o

p§p§@mbkﬁm@@s@GeMﬂHUNamshohezedaﬁnéna&mrbnpdatadMies of
| BBIRBLICTS, L hRvSL A eALLL BRL AN H8LA Of ORI 88l uay o

e Secure
efhedpeesbnef ttrlaasp@\rerihkgoealmal@@g elct sROSSI bl eto

ascertain persons who, Ww thout
For example, in this manner, it is possible that only
under special prerequisites is stored identification data
of persons accessed and/or is the identification data of
the persons linked to identification data of objects to

be secured.

An especially advantageous embodiment of the invention
makes 1t possible to ascertain persons who, without
authorization, have transported objects out of the area
that 1is to be secured, but to prevent access to
identification data of the persons who have been
authorized to take objects out of the area that is to be

secured.

In order to prevent access to personal data that is to be
protected, it is especially advantageous to ascertain
which of the objects taken out of the secure area have

been brought back.
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aut hori zation, have transported objects out of the
area that is to be secured, but to prevent access to
identification data of the persons who have been 25

a [ o take objects out of the area that is to
b&‘g&g@%@gg In order to pr even{, access to pBfFLHEA{04/001111
data that is to be protected, it is especially

advant ageous to ascertain 30 which of the objects
taken out of the secure area have been brought back.

Wouz@04 rid6sl6 PCTA PE20R4ANARYddds to FERLRer mRie,tHd method
i s advantageous to carry out the nethod in such a way

t R& B1det? onipY $ARE SAAtRIEL edabal abputarhshjramoval of
f ,om e ' once ' o be .
BT ARAC L S A L S A AL % e Bt

Thiios bleas etclver eald harat &agenob rioadhel madkhd ndskhef sduse area.
of stored data and al so of reducing the storage space
needed for storing the data. 10 Moreover, it is

adhaR! 3GROUSHd 0 GPEcKaybeb BerQREERES tHRaUS ERF nisuse of

brought back into the area that is to be secured
wistlireda depseciandalsl les perfi atedfcingretlndst oragar spa@em needed

ayt gmat ed .processing routine in case one of the

o%f%c E% 6%€e gcgﬁg&’has not been brought back into
the 15 secure area within the specifiable period of
time. In this manner, the renoval of secured objects

cHRrEOVedot etted § nadiaategreed Way chiedouvhehher objects
CAUSINIpaenhi pd t i zed,tra rt .
procgauregnofgtﬁggﬁgoq%%c%rggh%%jggf%.ggggth%?%%réfsiFO be
| seadvant agadus farspeel fldlobat pdriod of time and to start
an automated processing routine in case one of the
objects to be secured has not been brought back into the

secure area within the specifiable period of time.

In this manner, the removal of secured objects can be
detected in an automated way without this causing a
hindrance of authorized transport procedures of the

secured objects.

Furthermore, 1t 1is advantageous for the automated
processing routine to comprise the generation of a

warning.

Another preferred embodiment of the invention 1is
characterized in that access to the secure data area can
only be gained after the input of at least one

authorization code.
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processing routine to conprise the generation of a
war ni ng. 25 Anot her preferred enbodi nent of the
invention is characterized in that access to the

S area can only be gained after the in
osﬁgﬁﬁﬁﬂgé one authorization gode 30 V[)ZB%WPE%@%T%IH
PCT/ DE2004/ 001 111 8 Moreover, it is advantageous for

access to a specially secure data area to only be
gai ned after the independent input of two different

ambiebiveat,i ot CogesddmltihPrWiNero2d\HHAPEOUS a specially
enbodi nent of the invention, a nethod for securin

oBpEsre idadicde tRavtler t @l r basoaingd wHiter tihe objdarendent
tgn@ﬁgsgguEﬁg H@g?g?eh%aQ%QBBEgzatﬁgﬁ ngggsnlt;er

provi des an enco nal resence of
receiving field t he encoded S|gnal is detected by a
10 recei Vi unlt and subsequent|y converted into

el 8cta i | §IBPREAISAMN S SheodBenht £F sthar ApEgnsden, a
'ﬁetﬁ%@hﬂ%ﬂW@ééﬁﬁin%h%bﬁ@%%é”fﬁbfﬁgt pOPLEEERS & s with

el ectronic data, that thé electronic data IS
twanshlﬁmajONOQEGa tnt@efaﬁxunﬁdimavetadamansmltter, the
ansm. s that 15 the gpcoded data i,s sto

| RARTRIEEY PG deanen dndtacd ST AP is i Sehee of

vad&@dw@ﬂgs ackivat ethavhencdfed @m@@dqd Uat @etk8cted by a
received, and that the video data is stored. 20

ARGV 5RB] ectn Fht t SN ENOSFWRADESY | scand@sted into
| BLecSERASLOR 00Rea aide SRR UL B R 1
tbech a way that the receiving unit amplifies the
electronic data, that the electronic data is transmitted
via an interface to a first data transmission line, that
the encoded data is stored in a data storage means, that
a recording unit for video data is activated when the

encoded data is received, and that the video data is

stored.

Another subject matter of the invention is a device for
securing objects inside closed buildings, whereby the
object to be secured has a transmitter that, in the
presence of a receiving field, supplies an encoded
signal, whereby the encoded signal is detected by a
receiving unit and subsequently converted into electroni-

cally processable encoded data.

This device is characterized in that the device comprises
a receiving unit, whereby the receiving unit amplifies
the electronic data, in that the device has an interface,
whereby the interface allows a connection between the

receiving unit and the first data transmission line, in
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presence of a receiving field, supplies an encoded

signal, whereby the encoded signal is detected by a 25
receiving unit and subsequently converted into

e roni.-. .cally processabl e encoded data. This device
igﬁgﬁggg%?@rized in that the deyice conprisegcrr'g;?m"o"/001111
receiving unit, whereby the receiving unit anplifies

30 the electronic data, in that the device has an
interface, whereby the interface allows a connection
behweenr Hehei nt €eeh¥é NgsURich AR ARe fd rstclabaway that the
transm ssion line, in W 2004/109616 PCT/ DE2004/ 001111
oepradecthedatm efpacdg steansngticed ite sucHagawdyrarnenission
th%tw%ﬂﬁgde%rgﬁtﬁrﬁa@hg% tE%gsnthgd %9 % %%%%ion network
transm ssion  network, “and i1 that °t he® dafa

t cansgicssi aheneinskfacontecasdahe amtcBrifvac&Edo pudses of
archi ve for purposes of 5 processing and storing data,

aRYCEGRSEGHe ALy StHoE 1k St Bt LA e Atohed e encoded
tBStﬁrQHd“%e“@%b@@ﬁtfﬁ_%ﬂéo%?%hﬂvgf‘%ﬁéggﬁg?§ﬁﬁ“ﬁncoded

sw tching operation, activates a Trecording u
i daltgcatteti gpetrhe bnmediidteh Vhgi nopgradficome receiiwiatges a

field _and that, serves to process vid 10 dat ga, C
wﬁSF86§lPﬁe“@H&é§ﬂH% a??aggﬂag§étﬁ8 ngbEQWWEﬁiﬁﬁ? Viglnity
teansiie hasbd Ovihe BLehbvanky tRANSsOfvasSeeod Rl video
transm ssion |line and then stored in the archive,

wHataby Wheredy tihe exiieat dahaotanedi by itheernggording unit
dugi an:ﬁp h r b\ curred as

rg%uﬁgaggqg'l sf%%a?ﬁgfgggpgvgﬁg)dﬁ%%?%% ?gailé}%ﬁjd data
of raimersitss Bandal Aneof ahte otheeact spoeeidudny heleonginuhive,

to,the encoding as, well ,as of the videop data is ,
t FPGHEPEd. A5t <, BRPeBFRIFG tHO8 &f et EMBBdiREAT VS during

tRBibAVeR! ither 2LddiBv{gFei¥iRNY YBELrERH BECEI WdMhit of a
and anplifying the
signal of said encoding, a reading out of the stored data
of the object previously belonging to the encoding as

well as of the video data is triggered.

In an especially preferred embodiment of the invention,
the receiving unit for receiving and amplifying the
encoded signal can process at least one of the following
types of signal: electromagnetic waves, acoustic waves or

infrared radiation.

Furthermore, it is advantageous for the receiving unit to

allow the transmission of signals.

It is also advantageous for the first and the second data
transmission lines to each be a means for the loss-free

transfer of data.
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encoded signal can process at |east one of the
followng types of signal: electronmagnetic waves,
acoustic waves or infrared radiation. 25 Furthernore,

itt\hhéd%cbro?/?o\éeﬂt ageous for the receiving unit toﬁ?%gg(ﬁlglooml

ansmssion of signals. It is also adva
for the first and the second data transm ssion |ines
to each be a neans for the |loss-free 30 transfer of
data. WD 2004/ 109616 PCT/ DE2004/ 001111 10 In an

edpeciral ¢ yppc £ Bl ¢ e@ refeedicte dmiedd iten t NYENhen, inddetion,
fi&st data transm ssion line i.s an RS 232 cabl e.
MbREoterSti fate LgeRsMAGE46E Adnet e 38cBSd 283t gable.

tpRRMAsEon [{neiLo ba,g Ct%aqg Lscaplg. n
especial ly pre%er%ed engogine t@%? tﬁéfingg%ti%%FO%quadata
i hrentadesiisonalgateway beFar thawxiale cabtl ei. s

advant ageous for the receiver as well 10 as the

interface to forma unit having a shared power

supplah d4padi £5PEChaklnk rReef edmiish ahdedi genthef tffention,
invention, the data transm ssion network consists of
athpeasteshiacrRS1s18 g85ebay.and at | east one data

transm ssion line. Furthernore, it is advantageous for

the data transmssion line to be an RS 485 cable. 20

| Fuanhespecieal lit prefodvy £ 2gdods NEdt dhet Receiver as well
invention, at |east one data archive is connected to
t A8 ddt% 1PFEREAFSsith hefRodk. UEhF t RéNidde, 2 | Ehpged power

adypptggeous for the data archive to 25 have at | east
one FBAS (BNC) video input and, at the

In an especially preferred embodiment of the invention,
the data transmission network consists of at least one RS

485 bus and at least one data transmission line.

Furthermore, it is advantageous for the data transmission

line to be an RS 485 cable.

In an especially preferred embodiment of the invention,
at least one data archive is connected to the data

transmission network.

Furthermore, it is advantageous for the data archive to
have at least one FBAS (BNC) video input and, at the

maximum, four FBAS (BNC) video inputs.

In an especially preferred embodiment of the invention,
the data archive is connected to a local network, as a
result of which data from the archive is supplied for

evaluation purposes to different places within the

network.
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maxi mum four FBAS (BNC) video inputs. In an
especially preferred enbodi nent of the invention, the
data archive is connected to a |ocal network, as a 30

rgay%@wﬂgﬁﬂpich data fromthe archive is SuDFhaﬁgg%g%MJH

eva i purposes to different places wth

net wor k. WD 2004/ 109616 PCT/ DE2004/001111 11

Furthernmore, it is advantageous for the |ocal network

to be an Ethernet. In an especially preferred

enbodi nent of the invention, 5 the data is eval uated

by a conputer having a neans for processing |nternet
stagdaedaorur tiferpradvant pgeadsadragsbes omal eetwork to
dat.a .ar ¢hi be a digital data archive. 10 In an
eggeéﬁa?33%§P% erred enbodi mrent of the invention, the

dilgi tzal elspachathiyvereses radhasmbedskenth 6fdehet Oinvention,
s% gg he dat a. Furthernore, it is advantageous for

t

1
ar thi featyatssd RV afalcoryder H2hine. 2| means for

epReckallivgPiaterhed eFRadiFeat of the invention, the
transmtter for supplying the encoded signals 20

supplies at |east one of the follow ng types of

si.gnal : el ectromagneti.c ves, acoustic waves or ,
ERP s am O LY on - RHVERbARGY (10T S hty rtagesshive to
fpe Bhaigiaasnuktar akehivé? supplying the encoded

signals to be a transponder. In an especially

preferred enbodi ment of the invention, the
t&ﬁ”%@té§5e6§afi§eﬁké%%EE€%téﬁﬁ%ﬁ%ﬁ%ﬁ%-of the invention,
the digital data archive uses a hard disk in order to

store the data.

Furthermore, it is advantageous for the data archive to

be an analog data archive.

In an especially preferred embodiment of the invention,
the transmitter for supplying the encoded signals
supplies at least one of the following types of signal:
electromagnetic waves, acoustic waves or infrared

radiation.

Furthermore, it is advantageous for the transmitter for

supplying the encoded signals to be a transponder.

In an especially preferred embodiment of the invention,

the transmitter is a semi-active transponder.

Furthermore, it 1is advantageous for the objects to

preferably belong to an office inventory such as fax
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30 Furthernore, it is advantageous for the objects to
preferably belong to an office inventory such as fax
WO 2004/ 109616 PCT/ DE2004/001 111 12 nachines, cel

p , er beaners, data nedia or files. The
p%@g‘ﬁé/é(l’%fﬁthe signal transnitter in the dePETLE4/0G11I
field or in the transmtting-receiving field, which is

preferably an el ectromagnetic field, is used either to
generate an alarmsignal or else to register and store

enceiethélaf a ddlt iphrl 2l nedd M bharddal data media or
transmtter. Numerous possible nodalities of use can
bé&iil@sl-emented. 10 In the case of devices or methods

that make use of the generation of an encoded signa

by neans of a signal transmtter attached to the

olfhectpidsa@icker of o toleorLidrhel fespbMedrencaded at@etection
separately in a nenory, whereby the [latter is _ _
cdifdct RF t dNa TR at pRBEBISIEAGIdRaeie/ing Hiebdyumhich is

t he-edala PIPCERSieN S A é@i&tEﬁgéﬁjffg LBEqy either to
foll ow ng sequence: once the signa a$ been defected,
agecercitssi om hdadmavwigrel herbadise ofot hegsbgaal and store

encaodi t ich object, optjonally at which

CPRECASH SREGt d= it TS TASDIB T of S Bhet BB tter
t Remleaerld o oéihhe RABddeteslisonf i ghbd BPBKeHeAMmplemented.
i ndirect conclusion about the current location of the
oBpedihe 1¢ass phudaizies heri meshoidsn et make use of the

f al ly _ be onhi with famliar _nmerchandi se .
sg’%%%ﬁ%?lﬁae‘i hggs aar?]dggggt%%gt %%\ﬁlnswarbynepgﬁgﬁdi%g a2~ signal
secanisyi tapst ens adred fundenenbblkeytbenmedideredd aftore the
t he execg%%gn of th invention, but the invention

AP E6R VA st e 3 § TR GReMREA [BRF DY the

latter is connected to a data processing routine, as a
rule, the data processing routine is utilized for the
following sequence: once the signal has been detected, a
conclusion is drawn on the basis of the signal encoding
as to which object, optionally at which time, interacted
with the detection field, whereby the location of the
detection field makes an indirect conclusion about the

current location of the object.

It is true that the invention can fundamentally be
combined with familiar merchandise security methods and
that familiar merchandise security systems can
fundamentally be modified for the execution of the
invention, but the invention allows a much more

comprehensive mode of functioning.

In particular, the invention makes it possible to operate
a merchandise security system in which objects to be

secured can be taken out of a secure area without there
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30 In particular, the invention nmakes it possible to

operate a nerchandi se security systemin which

objects to be secured can be taken out of a secure
ea_ W thout there WO 2004/109616 PCT/DE2004/001111

1§V%€q°ﬂé0931%eed to deactivate or renove secuPfTAPE2004/001111
| abels for this purpose. In péﬁtlcular the i nvention

makes it possible to 5 inplenent a nerchandise
security systemw th which the unauthorized renoval of

0BjeaGlyS d hdies SESUHEH-caPaeEf 8E- rleimbley g&@l@ﬁ%bels for

wi t hout the need for a deactivation of securit

| &bdlss purposer- pur poses of a nore conprehen5|ve
illustration of the achieved functionality, the
followi ng exanple is provided: the shared use, for

exanpbertafcd Bxr pachh8esinvealkli phoreke POrit@AblR ssible to
conmputers, | aser beanmers or data nedia within a

beFPdieME idond| B X Gheaidiissh| S @Wr bt Yi ¢St tbuvi thnghich the
Cﬂln %tfh% % Gl C{%ﬁ(d\%’]{ aéf ogbfefec@sd%gl %% thac‘:tur éi can effec-

fun anent al he  enpt oyées 'I'n Ul

ctipledy m@lﬁﬂbfﬂﬁh wiﬁh@@tesﬁarneedt&o&ewﬂﬁﬁatﬂﬂuhtion of
above-nenti q obj ects, but preferably so that, at
aﬁﬁchnﬁg gﬁ &n object is taken out of an area

within the 20 building or out of the building itself,

a procedure is initiated that allows a |link to be

mi@E PerReaes ef Ppergvdm whwphebenskse tild ustjredticendf the

t | f Th| kes Lt ,possible to dr

c%%c %gﬁ%%s gg% Eione figyﬁann ) a%8a?QWﬁV%ndeﬁﬁg 3
wbaokdsieldakethd hehabg@ctsen quastdoamphepueh tth& machines,
deti tigon area. On the other hand, it is not always

p684ilbIRNARET eaBPF aPdENtTIPYFRE S caddisar, kpapatpeper data
tH%d@%rwmkhfﬁoJ“@u??ﬁ%ﬁayéghﬁﬁeﬁbepreferably an office

building, calls for the configuration of a device that
fundamentally allows the employees in the building
complex to use and - if necessary - to relocate the
above-mentioned objects, but preferably so that, at any
time when an object is taken out of an area within the
building or out of the building itself, a procedure is
initiated that allows a link to be made between the

person who has taken the object and the object itself.

This link makes it possible to draw conclusions about the
manner, about how and about who has taken the object in
question through the detection area. On the other hand,
it 1is not always possible to readily identify the
carrier, or rather the person, who has possession of the
object to be secured in such a way that an unambiguous
link can be made between the object and the carrier of
the article in question. One possibility would be to

provide all of the people who have access to the objects
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object to be secured in such a way that an unanbi guous
30 link can be nade between the object and the carrier
of the article in question. One possibility mould be
Y £ all of the people who have access to
SY%@’PS’ 2004/ 109616 PCT/ DE20Q4/ 001111 14PW/PH2004/°°11"
their own additional signal trdfismitter that woul d
then forward person-specific data to a receiver as
soon as the signal transmtter enters the detection
fivekth thelihe bnMeRbdar iichaaspecd ] YrsHhted ther UsRit Nvould
cl osed buildings, for exanple, office buildings,
sithea £artried Persparspacipaci data dt‘e@taf iregeilyer fagr soon
e dge, coul ui_pped
aanaas: P3eEAT RbpeRedl st diears e ey i 4
det ecti on fleld 10 would allow a link with the carrier

of the card. /A conceivable device could be configured
i AhsuchhBeRAa}Ont hit | egaPesiddsh t SufiteofAgi ¢ In closed

aphi Y ali nfs, anﬂ§PCQQ§le§'g§?ffEé ITHEH%QSpggg%e a means

attached td an object and anot er encoded”si
fﬁOW1mhasnhh$p©mai1¢radsp@nd&caﬂidnxxﬁ@ﬂ enambée, a com-

any a storage procedure that, K records,, .

é’nc h ao‘g‘?%’ i scclurlr{;ggreedeﬂﬁéﬁpteﬁe HetBctddna dzﬂlé%\lonal
l3r§ﬁ%®bﬂ$efnmh8§ér%mdﬁéﬂg SHEELEE QT &&Caeﬁactlon field
obj ect security device, however, depends on the

WERNLEg adfowhea péﬂs‘dﬁ s'pédslu fthei deekiecatdbntieansard. A
I is 2 f. an ts de
goﬁg:% t\)aQﬁe ge'ill?.% gg Pe P?lltl ur{:ceodrré{:lt ﬁqchl'ksa way

enti I catl on neans cou resu
Anmaluer azspectestilanodbjeecio isveidénty sysienalaegorati ghcoded

invention lies in its conpljance with data

to
prP@@ﬁ 559?5WQﬁuﬁ?%ﬂ&ﬁﬁ%d%heﬂtBﬁfgégstSré”u§@weCt and of
ShAbkhare st yq 8y sﬁ!ﬂﬁﬁpuﬁréﬂtQQ&J4§§d9§§6ﬁalngyéﬁgbonder

t he objects should be
located on the company ID badge, a storage procedure that

records all encoded data is triggered when the detection
area 1s entered. The guarantee of success of such an
object security device, however, depends on the wearing
of the person-specific identification means. In addition,
the wearing of an outside identification means could

result in incorrect links.

Another aspect of an object security system according to
the invention lies in its compliance with data protection
requirements when objects are used simultaneously by
numerous authorized users, whereby the objects should be
registered at all times in a system that ascertains any
unauthorized removal of an object and that allows a
linking to the person removing the object while, at the

same time, complying with data protection requirements.
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registered at all tinmes in a systemthat ascertains
any unauthorized renoval of an object and that allows
a |linking to the person renoving the object while, at

the 30 sane time, conplying with data protection
r SYRAPEHEASs . WO 2004/ 109616 PCT/ DE2004/ 0011EGT/DE2P04/001111
Therefore, the invention providés an extrenely

effective, data-protected object security systemthat
is especially suited for use inside closed buildings.

STAdeelrioeRal tadvaHagaS .o R Alad Lalirese Ao 1y effective,
advant ageous enbodi nents of the invention can be

gegRc® roteqtease okidot dsaaneityaswstand thadmiseespecially
pr. ation qgiven hel ow, of a. preferred enbodi nment,
FEARG Y Per dite P tiRe CLaRsR kpd 1oy

maki ng r efér ence Fi'gure 1 shows a
schematic representation of the device according to
the invention. Preferably, the device according to the

i AddAtionallindmmrages, aseeabal efepsurgsocdstigdvantageous
r%ﬁl%ro‘?ﬁ%e\ﬂ oo%at?gs i‘@ﬁ}én Sor{ h%ta%nck?geg;l%aatngec?f ﬁtrgﬁ the
transmtter Tocated on~ an object 10 bé secured. The

t eubvorddmattteerd’l dniee asd n6romothe garstenterd ion aniwer?zbelow
restrictive_manner whatsgever. This can be any unit

{R3t P REPSBPESS EEPOFNRFin GUNpLRG! I KAESIPBFe to the
e¥aERliggsa work station, a personal conputer, a

m croconputer or <circuitry that is suited for

carrying out conputations and/or conparisons. 25 The

3 i i,al l di .
BB DS SRR B2 SHPEERL 1F e dovice

caapblk@ing to the invention.

Preferably, the device according to the invention
comprises a computer for processing recorded video data
as well as the encoded data of the transmitter located on

an object to be secured.

The term “computer” here is not to be construed in any
restrictive manner whatsoever. This can be any unit that
is capable of carrying out computations, for example, a
work station, a personal computer, a microcomputer or
circuitry that is suited for carrying out computations

and/or comparisons.

The term archive refers especially to a superordinated
computer-controlled memory that systematically compiles
and manages data and information. The content of this
archive is queried and output in a structured manner
using at least one suitable means for data processing.

The means for data processing can be based on a logical
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and manages data and information. The content of this
archive is queried and output in a structured nmanner
30 using at |east one suitable neans for data
process The neans for data processing can
H’9g' 6 ogi cal WD 2004/ 109616 PCT/ D52004P@b’!?ﬂ°94/001111
16 problen}orlented structure df the data for storing
on a mass storage device. A few famliar
synbol-oriented structures are known by 5 their
aBREEY AN BAY Gt PASLe Gt the B PErJIR¥RARY on a
ey serve for the devel opnent of conpl ex systens.
N@ﬁé@vétorégeudeuneg based on the Internet are al so
known. Here, the Internet is to be understood as an
open mass network of "gateway" conputers that are

SHAr Wl 8hh Y118 rc i pRsd o BYe Rt 88 s@rdtilidelre known by
protocol -address set-up as well as physically via

dabgiri r@@or%lW@%eBAﬁﬁCb he?Pc%iAIoe Gttol di RBOS tqre Java
' Q}[ﬁntﬂ g‘e& iggnpflgrertﬁg é‘at a p%me% Wor}:( ﬁég\%@%&“ hed stems

system o ocessi ng

tMer@b@tvaaﬂ J nesrddtajré:@nrtrm_ted herndatBepr oge8ghBG are also
ngans mhereb a network can differ by a certajn
C

HPVQur§@ﬁﬁ1quﬁn%ﬁﬁﬁ¥%ﬁt #et fer Re dpdergsoad #5% an open
NRLWAr ket GBYR! dlf d@ﬁ&fﬁeﬁﬂn@)m%ﬁg@tar@r&ructurally

connected to each other, “central menories and
pppnnelcé:edsdranner gplétocrm cTartealtrheibepshape@l Aldm:t@ss set-up
ot hers t he & 1@% m@r%s qr.e known: (1) severa
cSﬁpHF%}sastﬁ VSéFS nie€t 88 €o&8ERother in a

spatially limted 25 area: "Local Area Network (LAN)".

(2) Several conputers that are connected to each
ofReerpiaryes widlet BFedeny coneiizonding| ephshe linwention, a

Il%gl%u'%re%a&%ﬁlpéfléwwetwé@ is described by a complex

system of data-processing means and by the data lines
that connect the data-processing means, whereby a network
can differ by a certain configuration from another

network.

Thus, via a network, several data-processing means that
are connected to each other, central memories and data,
printers, scanners, etc. can all be shared. Among others,
the following networks are known: (1) several computers
that are connected to each other in a spatially limited

area: "“Local Area Network (LAN)”. (2) Several computers

that are connected to each other over a wide area by

means of telephone lines: “Wide Area Network (WAN)”. (3)

Network spanning the world: "“Global Area Network (GAN)”.

(4) Homogeneous network: network with similar computers
and software. (5) Heterogeneous network: network with

different types of computers and software.
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Net wor k spanni ng the world: "d obal Area Network

(GAN)". (4) Honpbgeneous network: network with simlar
conmputers 30 and software. (5) Heterogeneous network:
network with different types of conmputers and

s OYQ ¥M#2096180 2004/ 109616 PCT/ DE2004/ 001111 RGT/RERYAM001111
preferably refers to a data traddsni ssi on network

that, in a spatially Iimted manner, all ows

conmuni cation via a server and thus allows the
exchangep o8 rePhBN FRI O rs CRBVENth HNAl LYo nkh8 s8I network
"Client" and "Server" are used 5 for the conputers

t kaetar dn gcared lial ly Neitmidred manmey, allowschommwaication
t rver. i vail able for several, clients, The .
sgﬁée% %‘r%g&i%&e?%tdﬁg%ﬁ% SHOW S o@“eex%’ffﬂ?ae’?ge V\?’% hlngormatlon'
merRken td@mRulliy)g tHdet &fméi eg i e theWndyPide¥ver” are used
exanples of a LAN are the networked conputers of a 10
uAt¥ertdie CasPwie s coaphngreThecesrdedned gtettwarls, caamely,
shar e at n e t.of the.peripherals
(gag.s%%ntger%fnggéﬁs,gzgggw %%piaté’a l%_azi\}(?s%f)ﬁe several
" EflHentet." , Thdi el rweirk pasedddsN@hled dhitetlS, for example,
princi ple. An Ethernet currently functions with ,
n¥rrdl  BRUCESaxi QPTRELARY e51BE PLpddd St up tHevwo typical
MeRSimgIRGA Birt Sapefan S@GANULnelNRe BGWRked@88bmputers of a
Et hernet" allows transm ssion speeds of up to 100

Mopd vemsidoverr afl AN ¢empangt wiihe d¢dratectedbetations can

c cte o pther LANs:. a plurality of _virtual LA
f%?{%%ea e}ﬁgN.doaf(? T?Béca’fh%e%‘a&%% ¥ egfurtie ofpetrﬁ.g.%erals
|mbe@netpaﬁﬁte&@Qngmodbh%ESZeﬁé))iTQAnﬁgbﬂéHl|Qﬁﬂinﬁs the
p(\o%rams onto other conputers, (2) "FTP (File o
Bhranepyot gtiigh Werkehacaorghisiertof thel dast gorinciple.
OhReE GRIMHLEE! Surkdht IVO'E B Vi8R th normal and coaxial
cables at a speed of up to 10 Mbps (mega bits per
second). The newer "“Fast Ethernet” allows transmission
speeds of up to 100 Mbps. Moreover, a LAN is a network
that can be connected to other LANs; a plurality of

virtual LANs forms a VLAN.

Typical performance features of the Internet are, among
others: (1) "“Telnet” for loading programs onto other

computers, (2) “FIP (File Transfer Protocol)” for the

transfer of files to other computers, (3) “World Wide Web

(WWww)” or (4) "“Gopher” for the topic-specific access to
information systems all over the world. The Internet, as
a worldwide network GAN, is 1linked wvia TCP/IP (TCP/IP
stands for Transmission Control Protocol/Internet
Protocol) and it is a set of protocols. Since they both
complement each other (TCP is a control protocol for IP),

they are often mentioned together.
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25 (WWN " or (4) "CGopher" for the topic-specific
access to information systens all over the world. The
Internet, as a wor | dwi de network GAN, is Iinked Vi a

g@%g ﬁ %P stands for Transm ssion Contr
Prot s PP ernet  Protocol ) anlg it is a set PS?‘”’“““""’“""

protocols. Since they both 30 cOnpl enent each ot her
(TCP is a control protocol for IP), they are often
menti oned together. WO 2004/ 109616 PCT/ DE2004/001111

18 AchynRical St mgtdhecbagad R (e kMLr il dsndfe is the

" éIpertext Mar kup Language (HTM.) ", which determ nes
t Nélyperdieatigdiark iy pkangre gdo ARMEY S, i whtikeh \AWN@rm!lnes the

"AEh e REEH00 TEELI B LURSILEXE Bor ey 4oty cn 1

poasida | bhy TGIP/IPL gg@Bfpewt @gt Eonfey agkl ViedkBd documents,
speci,al |y marked words or synbols. Another structure

ba€®d HFS 1R | At eméinlps lrttrﬁerfm ewsFh| Ehpnpaasibility of
L £ t
F%E%%%%%E ctio peat 4y fl 85%%15?”§%rﬁgd words

| ows t y sinp on of
conpl spmibyper t enbth@crurmintvsctlmré headaida o r ahéi dnafernet is

h XNL,i tqQ be extensively used partjcularl

| 8o B A S S GAPEHRIY nURTHEL, WG fGeRat itutes
ahe ﬂ@ﬁdﬁérﬁb@ sspaghal.l yadvani 8gsovse L3RRI dBRb1ified
of the device according to the invention.” I nterfaces

C@ﬁ@talttllﬂré e eonBdel ohypetrrd exdt wdesugeints wane bhe data
s ens, eby ft re, |nterfac s.are
% 36? TR 2‘{&% X ?. F8m o%e p%’ o&f{arﬁrﬁﬁvely used

netho s or ‘transl ati ng da af

apathécupaediain ehg. oy cmars f” areaned shen Ieftcriet.
20 data. Moreover, the possibility exists to use
hardware interfaces. An especi al | y advant ageous

ebod el of §rehagg Jkpt%rfa%%§¥HT@f1§ advantageous

el ectronic and enco
embodiment of the dev1ce according to the invention.

Interfaces constitute the connection site between soft-
ware or hardware systems, whereby software interfaces are
methods for translating data from one program into
another program, e.g. by means of a conversion of the
data. Moreover, the possibility exists to use hardware
interfaces. An especially advantageous embodiment of a
hardware interface connects electronic and encoded data

to a data transmission network.

Another advantageous embodiment of a hardware interface
is a gateway computer that will be referred to below as
gateway. A gateway can be, for example, a node computer
between networks that connects compatible and
incompatible networks to each other, thus making it
possible to connect homogeneous and heterogeneous
networks to each other. A gateway makes it possible, for

example, to connect networks consisting of computers to a
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to a data transm ssion network. 25 Another

advant ageous enbodi nent of a hardware interface is a
gateway conputer that will be referred to bel ow as

gat eway. A gateway can be, for exanple, a node
cB‘f‘Fb’cP@X/FO%‘éetween networks that connects conPB@t/PB}0a4/001111
and inconpatible networks to dlch other, thus making

it 30 possible to connect honpbgeneous and

het er ogeneous networks to each other. A gateway nakes

| laRAFSae o Srffut £XATPLR, th%\l/l\gﬁggtg%sé]e %%’Eérﬁs do not use

consi sting of conputers to a 109
PENeDE2®04/ 000kl 1cond lewienf.r aie gedrgus er fevemridsooughl data

t hese syste do not us the sane rul e conpl exes. A
gREGUAT ForliaTs B FA5E a 2 PR ER R RO TFORORET wbPk @ network
aa@a&&%sc%@h@ﬂaﬂﬂkéti?@b MDAkrOQQths%aQQQ'Ha&ﬂg%ses an
gateway. A routing table addresses an addr essee t hat

caddggrveyg tthatdatan pacrugy thet Mata npackaest teattihen final
addr. , cej Ly_al so _anot her . gat.eway. eways
aggs%i%gt g0 5389e¥g{ f%ﬁn?elvablgnﬁ§f¥%l%nggbﬁaugateway.

used, or exanp WO I ncC

spatemmyisn arderused pe fald eekampr@hangereled r nicdmpatible
mai | and data wi th each other, or advantageously for ,
dSTR21{0SYSRRBES itdn OEGlex F& P& rdishi i vFE IR relectronic

DRka 1t 5ARSWa2dl @A thi ReSrRldiw, i tdier &%H%écﬁ!ﬁ for dat
between the conponents within'a netav\or or’ e se%heor ata
arennsetiibor tocendethi tmansmassébwonktapdkecan t hus
constitute a linking 15 conponent between externa

units and a network. In this context, the

abave- meRiseaied idH erfesaProveeienbe RHneRMIdhs between
advant ageous connection sites. Typical conponents

t RBE &CBPOHEHE Scotirfddine aretwerkeps, edbpeihe, are used for
BOBEESIPrts’ AUbBE RSt B SHLIER 4 HlAET Punicing
dabtaponent between external units and a network. In this
context, the above-mentioned interfaces prove to be
eXtremely advantageous connection sites. Typical
components that are to be connected are servers, clients,
interfaces or routers. Special preference is given to
connections between signal receivers, interfaces, data
archives or video means. Currently, a large number of
different data transmission lines exist, whereby it has

proven to be especially advantageous to use coaxial

lines, RS232 lines or RS485 lines.

In general, the RS232 standard describes the serial
connection between a data terminal and a data
transmission means with its electric and mechanical
properties. Moreover, the RS232 interface or the RS232
data transmission line in the device according to the
invention has proven to be especially advantageous for

serial data transmissions over short distances. The RS232
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archives or video neans. Currently, a |arge nunber of
different data transm ssion |ines exist, whereby it
has proven to be especially advantageous to use
c LAl i nhes, RS232 lines or RS485 lines. 25 In
ggﬁ§?@¥?m#h RS232 standard desgri bes the sePFEfPE2004/001111
connection between a data termTial and a data
transm ssion nmeans with its electric and mechanica
properties. Myreover, the RS232 interface or the RS232
3@ tdaida td aRsmi $2isOM | bBepbi et heusleni 68 RCCHS dkAg tHrandard
the invention has proven to be especially
a ARDUBCE 0PN - sér igM1dfatine r Gpsnitbsi orexiowm adlievable
di RS2:3 004/ 109616 PCT/ DE2004/
Z&S%frg%rgg?g-{%g}i %glsg%ygg-%poﬁg Sﬁ@%l%l u%%saphe%%% data
S ttarachasnd. s slowg 1devendct izomi sAagidedelfi N fty Ithendtrdsum
achi evabl e transm ssion distance by nmeans of an RS232
data transmssion line is a distance of 15 to 30

The B8Ry standay ' r of .l Lne).]
ggglg]ssé%sof@cthe RSZng st aiﬁad(éér g&gn%ﬁ?/\g)s %Ses%ugne}éb%rslggon of
bitdier R$2dDalstabdis rsly saman fres wiediogrB sabser ithatsrectional

Physi cal Iy speaki ng,, t t i nterfaces differ. onl )
nZ’é’ls’u g?ybﬁ'{?m sﬁ%rfcé'l He? 1%26%\2,1%’5’:%%%‘?@% dpwshﬁ%‘#’cyfﬁgeakmg'
| arge divet alywesrfiteBasdi PFOV¥ER A0, PReGIARGIAIY Y Since the

advant ageous to use RS485 data transnission I'ines for
t RS Aonneseinstes betfieeneant ifrer flaswandigtdaces, it has

a [ S [.al. adyvan f.t met hod
o St e T Ene ¥ pladii el o ee rsdes aata
i ipdaanemt asion ofl ikess daficr [lnd ecd dbNeteqWinLMydtSveen an

In this context, data protection
Qnterface and a data %rc ive.

A special advantage of the method according to the
invention is the unique implementation of the data
protection requirements. In this context, data protection
refers to the totality of measures for the protection of

electronic data during data transmission via data lines

as well as for the protection of stored electronic data.
The measures extend essentially to the following
segments: (1) hardware protection, (2) software
protection, (3) data media protection, (4) organization.
In the method according to the invention, the data
protection 1is achieved in such a way that the
identification data of the objects and/or the
identification data of the persons are protected in a
data area that is specially secured against external
access. Moreover, the electronic data about the removal
of an object from the secure area is deleted once the
object to be secured has been brought back into the

secure area.
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refers to the totality of measures for the protection

of electronic data during data transm ssion via data
lines 20 as well as for the protection of stored
electronic data. The neasures extend essentially to

t RO WM Gg segnents: (1) hardware prot ecPCHRE2Q04/01111
software protection, (3) dat a ¥edi a protection, (4)
organi zation. In the nmethod according to the

i nvention, the data 25 protection is achieved in such

a way that the identification data of the objects
and/or the identification data of the persons are
protdtedndnea flara meesonbatofs dpesi ghtytsetuped it is

agai _nst, er nal CCess. reover,. the el ectropic
QSR SR 1Y hBVARNAIEHS of Oart 5B¢ ket IS TIIRE haPdEEsSe have
apearn Sbdehghed vl the tipb) gekat Ot@eb%e%@@r@élswithin a

been brought back into the secure area. .
260£CLG PO DER2902£061rel arEl Fhathepnbyelff gme of the

;g@;%r&softgatbae p%%gf%%aét%%é b%%%fg%ta'é%ck within the

ntageous to c et her ] eCts have een

bispegfitf ilzddle tmetiwd as£atinebe asieuitethan idigrdcdssing rou-
sEecifiable geriod of tine and that, onI¥ i f one of
t hdNebiectsafbeBe SELHNEFMRES NACERBBgRP BAEK SAFHI% data

tR&eaSPEE! fdfh) € gREMHLRH QFtErMBn@N ;3 AMBLEC 4t Jeast one
processi ng rou- tine 1s started. urt nernore, access
t @ utthes sezat Bodat @odak edMdseomky ,gaanedsaf t € tde specially

atoeey Fhcepdiied | 5o Qo AN ars T8 bRy GTRsRdent

afihpuitt b itRdepETFRMent! RREH 03 ZAwWa ol fdRteant
aut hori zation codes. Fundanentally, different
identification nmeans are suited 15 for the

U@%%Wé%éﬁ%%ﬂf&?“éiff@%éﬁ@ 98e59§fggg%9%% %%J%% are suited

for the unambiguous identification of the objects to be

secured.

In order to achieve the most automated possible
monitoring method, in which persons who enter or leave
the secure area are hindered to the smallest extent

possible, it is advantageous to use transponders.

Fundamentally, any kind of transponder is suited for use

in the various embodiments of the invention.

Passive as well as semi-~active and active transponders
are suited for use in object security systems according
to the invention as well as in methods and devices for
implementing object security systems according to the

invention.
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secured. In order to achieve the nost autonated

possi ble nonitoring nethod, in which persons who

enter or |eave 20 the secure area are hindered to the
snal |l est extent possible, it is advantageous to use

t MNEPHEYEYs . Fundanental |y, any kind of traRSHokaW#001111
is suited for use in the varidus enbodi nents of the

i nvention. 25 Passive as well as semi-active and

active transponders are suited for use in object
SEGUridygsyst ep acoppdhay o the sBveRd N2 eebbssible
as in nmethods and devices for |np?enent|ng obj ect

sedenittiyf iopstioms oHfc ddradiaig dar s helt180a | migint deteci®n rate,
2004/ 109616 PCTAD% 004/001 111 22 In order to conhine .

t B¢ ndst rEIR&BLE éé%m WO AgROYS cdt9 ondF t figMI-active
objraekponidelrsa hi gh detection rate, it is especially
advant ageous to use sem -active transponders. 5

Sem -active transponders are excited by an outgoing

Si I .jnt ] Si . Pr rably, the ,
sgﬁﬁﬁaé%ﬁ%%&gréﬁé%%%ggbgngacgggat%ﬁcg%%dlogén an’-outgoing
elseghadmagnetinc tairgnaleriaviang ignfailr.st frequency. The

sem -active transponders are excited by the activation

to emt an el ectromagnetic signal having a second

f@%%%%@@blJﬁ”tﬁéaggﬁﬁha%%?Vé“%féﬁ?ﬁéﬁ@é?oqge%%ﬁﬁvgted by

used that are 15 activated by an el'ectromagnetic

f iael ¢ leeti rypagfiét ¢ Biggaéndyawiing far féxanplfeedi@mcy. The
Kz, .Especial |y advanta- gequs acthya Hgn fﬁequencies.
argmﬁhgg Ve ¢ gqﬁgﬁﬁgp HIRTEe €xcite y the activation to

emit an electromagnetic signal having a second frequency.

For example, semi-active transponders are used that are
activated by an electromagnetic field having a first
frequency of, for example, 125 KHz. Especially advanta-
geous activation frequencies are those in the range from
5 to 200 KHz. Moreover, semi-active transponders are used

that are activated by first frequencies in the MHz range.

In this manner, activation distances in the order of
magnitude of several meters, preferably in the order of

magnitude of 1 meter to 10 meters, can be achieved.

Through the activation with the electromagnetic field
having the first frequency, the semi-active transponders
are made, in turn, to emit a signal. Preferably, the
electromagnetic signal from the transponder 1is
transmitted in a different frequency range than the
electromagnetic fields used for the activation of the

semi-active transponders.
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5 to 200 KHz. Moreover, sem -active transponders are

used that are activated by first frequencies in the

MHz range. 20 In this manner, activation distances in

tﬁs grger of magnitude of several neters, preferabl%

i W RRYEPEH of nmgnitude of 1 .neter to 10 RETDE04001111
can be achi eved. 25 Through t he®activation with the

el ectromagnetic field having the first frequency, the

sem -active transponders are nmade, in turn, to emt a
sitgnadn Bepkesiallly phereeleat raimanshdsr 51 @Rl ddiflactive
the transponder is transmtted in a different

f FEGUSRONGANY e eMidn thea3 reqeenoymgreidec ¢f elsgyeral 100

u f h hyati.on of the_ sem:active,
G ko ExBRRLEG0 AT B o ResFotooh) 684101 ExsgaRey of
ad38speiei.al |y preferred enbodi nent, the sem -active

transponders emt in a frequency range of several 100
MHz, for exanple, in the range of a radio frequency of

433 £ Pclipapar tdcul ar e s eqt b &
tran's\%%%de(r:s a(E:(')nttl'a}I‘Péjnsfg{&ﬁ%1 Iz}ppﬁhgggkg {Bangggn eJ.Iran]sponders
ngobdr ige thlae, appl itdaksl erabnenspbhéetrr angpgeswdeso that, in

sg VesS as an iq$ﬂti ication, 6 neans for the objects to
b

dEc P& 0 The GEANSBRRAGE ERANSSoRFerd ptdfRthbigation

eaelneO0fbadl fhet RPIlec@EN tROWR! s2RUeR, for exanple, a
battery. The range of the signal emtted by the
transponders is 15 preferably selected to be

syhfd Cl Al r.ge 1o reliable detection of .
UL CLBRLR A, 1S B0 d, 8! LB SEREG! I ERA contan
their own power source, for example, a battery.

The range of the signal emitted by the transponders is
preferably selected to be sufficiently large to allow a
reliable detection of the transponders. It is preferably
several meters, preferably about 2 meters to 50 meters.
Transmission ranges in the order of magnitude of 20
meters to 30 meters are especially advantageous since
here, a reliable detection of all of the objects taken
from the area to be secured can be combined with a
greater distance from the detector and with the avoidance
of an erroneous detection of objects that have not been

taken out of the area to be secured.
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several neters, preferably about 2 neters to 50

nmeters. Transm ssion ranges in the order of nagnitude

of 20 meters to 30 neters are especially advant ageous
nce 20 here, a reliable detection of all of the

OBY%@{%”QS’SWen fromthe area to be secured cBRTHE2004/001111

conbined with a greater di starfée fromthe detector
and with the avoidance of an erroneous detection of
obj ects that have not been taken out of the area to
be,iseCWreGe £22 R MM LRAG616 PCT/ DE2004/ 001111 24
Li st of reference nunerals (1) receiving unit (2)
interface 5 (3) data transm ssion network (4) data
arghi v cal twork (6) computer (7) recording

nlp %GE%)VJ% §Hﬁiter (9) first data transm ssion
li(2¢ (hRerFeeend data transm ssion |ine WO
2004/109616 PCT/ DE2004/ 001111 25 Clains 1. A method

f d¥)sef@itian§ ramiSEdss Jiogc MW ATk secure areas, whereby
t %) ob?%%%sag%hq%.secured are 5 equi pped wth an

entification nmeans or connected to the
|dént|ﬂbcaﬂ|@@tmeaﬂs and whereby the identification
w%%qs is detected by a receiving unit

computer
(7) recording unit
(8) transmitter
(9) first data transmission line

(10) second data transmission line
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during the transport of the object to be secured,
characterized in that 10 the receiving unit detects

the presence of the identification nmeans, whereby

el ectronic data that verifies the presence of the

i AEHIOMEAL6 on neans is  stored, whereby thePCI/DE2004/001111
el ectronic data is configured i such a way that it
al l ows an unanbi guous associ ation 15 of the signha
detected by the receiving unit wth the

| dgntification neans, and in that information is
detected that allows the identification of a person
transporting an object that is to be secured. 20 2.

The met hod accqrding to Claim1l1, .characterized in

tﬁat teaT%FEBﬁt#%ﬁsﬁ&QQWﬁPQthGEQQﬁ tochseseclifefecure

I's deheded | RHdAbL3N aHEhOphZRLIKQN I} badge Qf d 8y are

person is checked in an automatéd verification step.

25 3. Fhaippesbdibtkordi ngend idniecari diot heshsCloanscdnnected
or 2, .characterized in.that. a video recordi,ng is de

of t he er & etr%é%%%i?ﬁﬁé%%Qﬂa(ﬂﬁ%%?’toaﬂg sgbﬁF )y the
30 WO 20441396146 iBaT 204 J QRlkkbte LG a ThecoBihogl unit
according to one or nore of the preceding clains,

char acB¥FiPEd the TranspPRet @éntihei ekdiees d& Peosechaed,
obj ect §hL2aRe386WEdn 2nRd the identification data

of the persons transporting the objects to be secured
are detéet edeceiving unit detects the presence of the

identification means, whereby electronic data that
verifies the presence of the identification means is
stored, whereby the electronic data is configured in
such a way that it allows an unambiguous association
of the signal detected by the receiving unit with
the identification means, and in that information is
detected that allows the identification of a person

transporting an object that is to be secured.

2. The method according to Claim 1,
characterized in that
the person transporting the object to be secured is
detected in that an authorization ID badge of the

person is checked in an automated verification step.

3. The method according to one or both of Clams 1 or 2,
characterized in that
a video recording is made of the person transporting

the object to be secured.
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separately from each other, whereby the
identification data of the objects and/or the
identification data of the persons are secured in a 10

data area that is specially protected agai nst
e BARUI86cess. 5. The method according to BREDE004/001111
nore of the preceding cl ai ns, 285 characterized in

that it is ascertained which of the objects taken out
of the secure area have been brought back. 6. The

nmat hodraecREdhBA HecOrdliMd to FhLh ¥ iFedid dhdleding
el ectroni c data about the renpval of an object from

t Béad®eure area is del eted once the object to be

secure n_brought ,back into the secure area. 25
7. Thegﬁg?ﬁgggg%%gsd#%gEPS%one or both of ainms 5 or

6, chatnet edened figathah idatias ofhetkedpithertPBLEScured
have been brought back into the area that is to be
secur e@ni t Hite a 1dendplekieprbblod pedad oPfti feh@andpagsons

aut oma [ ' | S, Start [ a 0
of tnotobrebPLERRephs NG o B i EBD Ty g peted
be secuegh haseldgt beeromr ougdthbacktihrim, t heviseeelsy the
area w,thin .the specifiable period of tjne. 8. The
nethod19@@5ﬂd¥HﬁF boé!aaﬁF?, o5 cﬁﬁ?ac?éﬂ@f@& i RHRQr the
the auf_egategieae%&,su&ar%Iﬂeecgngbﬁgsatrae secured in a
eneration of a warning.
J data area thaé; is specilally protected against

external access.

5. The method according to one or more of the preceding
claims,

characterized in that

it is ascertained which of the objects taken out of

the secure area have been brought back.

6. The method according to Claim 5,
characterized in that
electronic data about the removal of an object from
the secure area 1is deleted once the object to be

secured has been brought back into the secure area.
1. The method according to one or both of Claims 5 or

characterized in that

it is checked whether objects have been brought back
into the area that 1is to be secured within a
specifiable period of time and an automated process-

ing routine is started in case one of the objects to
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9. The nmethod according to one or nore of the Clains 4
10 to 8, characterized in that access to the secure
data area can only be gained after the input of at

I n ut hori zati on code. 15 10. The net hod
aggi%H%H§6ﬁb Claim9, characterized in that PGEDELQ4PYILL
a specially secure data area c only be gained after

t he i ndependent input of two different authorization
codes. 20 11. A nethod for securing objects inside

prot eched seaf@a% halrerRity ddigh abtacdst tvade Seedrede secure
have a transmtter, whereby the transmtter provides

an en- a&6ded ighdmalthien spiee ifriadbdsc peatiog odcéilweng
field, 25 whereby the encoded signal is detected by a
receiving unit and subsequently converted into

elgect r Thiec aklthopr acessaling ercadedrdadt a,

characterized in that the receiving unit anplifies the
el ect r GhRTagiexized iB0Ya%t the electronic data is

trans”&%k?ddﬂﬁ%MEEear“ﬁ%éé@ﬁgﬁggiogg3§trﬁ?t%om rises the

transm ssion line, in that t ata i s stored
in a dgeaesasiage ofeanyarWdnz004/ 109616

PCT/ DE2004/ 001111 28 in that a recording unit for
video data is activated when the encoded data is

recei vethe aRAHIY tddotdtng Vi deondaba hdret ¥retthed dfaims 4
A device for securing objects inside closed
bcl §irngs, whereby the object to be secured has a

characterized in that
access to the secure data area can only be gained

after the input of at least one authorization code.

10. The method according to Claim 9,
characterized in that
access to a specially secure data area can only be
gained after the independent input of two different

authorization codes.

11. A method for securing objects inside protected
areas, whereby the objects to be secured have a
transmitter, whereby the transmitter provides an en-
coded signal in the presence of a receiving field,
whereby the encoded signal is detected by a
receiving wunit and subsequently converted into
electronically processable encoded data,
characterized in that
the receiving unit amplifies the electronic data, in
that the electronic data is transmitted via an
interface to a first data transmission line, in that

the encoded data is stored in a data storage means,
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transmtter that, in the presence of a receiving
field, supplies an encoded signal, whereby the
encoded signal is detected by a receiving unit and 10

subsequent|ly converted into electronically
pﬁ%%%@égﬁﬁg encoded dat a, charﬁﬁterized i n t HG/DEA4/001111

devi ce conprises a receiving unft, whereby the
receiving unit anplifies the electronic data, in 15
that the device has an interface, whereby the inter

face i sncenaechedelordie g eeqitvifty UnidedWamanss afctBrated
first data transmssion line, in that the interface

i s conthRglr &S PReRIed dayat Agt rereiwrodenddapa that the

be trags 'Bt gtgo-g g B@ O transm ssion network, and
in that ?he gata %rangn1§a'sion networ k connects the
interface to a data archive for purposes of

prqocessi ng and storing data, , whereby the data archive
i $2confi giedd G stieh aSREPrinat ebassduentinsife closed

encoded,,data ngan %éfé’ﬁgdgm o fdiee aEghine, s¥BEEERY has a

the encoded data trigger sw tcthi ng operation,
act i vatesnsmidgdemdi bpabni tint hahe ipreéseated dfn éheeceiving

i mredi ate. vicinity.of the_ receivjng fi.eld and that
serves%flglér’ocsggb\%loeeso At gpc\ﬂdeercgbﬁltgﬁ]ea i deS gy the
taped bycbHedr ecayrdiingi $0deRkekted tyansNtetedviagt it and

archive by neans of a second data transm ssion |ine,
and théNs10BENt Y he carERInted wheiehg, Flectpenically

eXpiraEEBBFQ%aBlEig&gM@%%ogéé$096l6 PCT/ DE2004/ 001111

29 interva uring I'ch no other receiving event
occur r edazac&erdgetdt iaf thati gnal of said encoding, a

the device comprises a receiving unit, whereby the
receiving unit amplifies the electronic data, in
that the device has an interface, whereby the inter-
face is connected to the receiving unit by means of
a first data transmission 1line, 1in that the
interface 1s configured in such a way that the
encoded data <can be transmitted to a data
transmission network, and in that the data transmis-
sion network connects the interface to a data
archive for purposes of processing and storing data,
whereby the data archive is configured in such a way
that consequently the encoded data can be stored in
the archive, whereby the encoded data triggers a
switching operation, activates a recording unit that
is located in the immediate vicinity of the
receiving field and that serves to process video
data, whereby the video data taped by the recording
unit is transmitted to the archive by means of a
second data transmission line and then stored in the

archive, whereby, after the expiration of a time
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readi ng out of the stored data of the object
previously belonging to the encoding as well as of - 5
the video data is triggered. 13. The device according

t i , Characterized in that the recejying unit
f&o%@ﬂ@é%ng and anplifying t 10 encodedP‘éT’Bﬁ%Hld"m"“

can process at | east one of th follow ng types of
signal: el ectromagnetic waves, acoustic waves or
infrared radiation. 14. The device according to C aim

12, 13nekanract ediaeichd N viiadh t R r @&@lew NGedRiltlving event
allows the transm ssion of signals. 15. The device
accor dPR§UrEed gsme1zeswd Haractidade P rPaithtendrding, a

first a ; S d ta.tra 1.SSk O i he r a -
a rreans%%grlr}&e%ﬁqu;s-oﬁaeghte{ a%ic;ger?es%f Irzjld‘/latltepa. 501% eﬁﬂweg %I%j ect
devi cepaevdodisiy thel@dragind?2to 2hechaiamdiig zed well as of

that the first data transm.,ssion Jine is an RS 232
cabl e. t0¢. V¥AECJERtRe 18cESRGLIRESo O ai m 12,

characterized in that 30 the second data transmn ssion
line is a coaxi al cabl e. WD 2004/ 109616
PCB. DEZbe4He0itel acgorddngThe ddwiioe 1&ccording to

@ aim%%h achae;__act rLze% in that the interface is a
gat enay 1 2E2TES 1588 d E8%%ccording to daim 12,

the receiving unit for receiving and amplifying the
encoded signal can process at least one of the
following types of signal: electromagnetic waves,

acoustic waves or infrared radiation.

14. The device according to Claim 12,
characterized in that
the receiving unit allows the transmission of

signals.

15. The device according to Claim 12,
characterized in that
the first and the second data transmission lines are

each a means for the loss-free transfer of data.

16. The device according to Claim 12,
characterized in that

the first data transmission line is an RS 232 cable.

17. The device according to Claim 12,
characterized in that
the second data transmission line is a coaxial

cable.
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characterized in that the receiver as well as the
interface forma unit having a shared power supply.

10 20. The device according to Claim 12,

characterized in that the data transm ssion networ
cORANYWYS ot | east one RS 485 bus and at W%TAE?ZOBWE’"“
data transm ssion |ine. 15 21°"The devi ce accordi ng

to Claim?20, characterized in that the data

transm ssion line is an RS 485 cable. 20 22. The

degi ceTReCcQEding hectkaiAyl2o cthamagberized in that
at | east one data archive is connected to the data

t ransnfBaraatasigedkin2that. The device according to

Claim . ed LN h the data archive has
at IeagﬁeoﬁggggiéggBkébgvgatg g&hput and, at the
maxi mum four FBAS (BNC) video inputs. 30 WO

2004/ 109616 PCT/ DE2004/ 001111 31 24. The device
atlor dTRE F8VErsi Aroordipmatactépi®ed2in that the data

archi vephsa6e8pee589; Botﬁ ocal network, as a result
of which dgta ron1t e argﬁlve IS supplled 5 for

eval uathen rqagregoses 49 dieflflereent theadesemfistien fohre a unit
netmorg. .
aving a shared power supply.

20. The device according to Claim 12,
characterized in that
the data transmission network consists of at least
one RS 485 bus and at least one data transmission

line.

21. The device according to Claim 20,
characterized in that

the data transmission line is an RS 485 cable.

22. The device according to Claim 12,
characterized in that
at least one data archive is connected to the data

transmission network.

23. The device according to Claim 22,
characterized in that
the data archive has at least one FBAS (BNC) video
input and, at the maximum, four FBAS (BNC) video

inputs.
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25. The device according to Claim?24, characterized

in that 10 the local network is an Ethernet. 26. The
device according to Caim24, characterized in that

the data is evaluated by a conmputer having a neans 15

f YO WOHLIEYi ng | nternet standards. 27. The dB&GT/BE2004/001111
according to Claim12, charact®rized in that the data
archive is a digital data archive. 20 28. The device
according to Claim?27, characterized in that the

db@l.t alrndatdvaeehi g otaghqahard dislpo n order - Lo

store the data evi ce according to O aim

12, chkhaxeréeriged ant lthatt he dat a archlve |s an
analogtga a grch vg WD .,2004/ 109 6 PCT/ 001111

32 30. Uifre 98L%i @& RIS dith GBS ceal network, as

char ackerieged ti g h&hémed&fém%%ﬁlt %ef Al YRR ylé']%upplled
the encoded signals supplies at |east one of the

f ol | owifRg t%ﬁgﬂésliﬁlOYS BlgRrapeseltactdbhfgnent c phages, within
acoustE% m?%%%P infrared radiation. 31. The device

accor di'ng aim 12, characterized in that 10 the
transmtter for supplying the encoded signals is

25. The device according to Claim 24,
characterized in that

the local network is an Ethernet.

26. The device according to Claim 24,
characterized in that
the data is evaluated by a computer having a means

for processing Internet standards.

27. The device according to Claim 12,
characterized in that

the data archive is a digital data archive.

28. The device according to Claim 27,
characterized in that
the digital data archive uses a hard disk in order

to store the data.

29. The device according to Claim 12,
characterized in that

the data archive is an analog data archive.
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a transponder. 32. The device according to C aim 31,
characterized in that 15 the transmtter is a

sem -active transponder. 33. The device according to
Caim12, characterized in that the objects

pEP HO&BIN1G el ong to an of fice inventory 20PET®R2044/001111
fax machines, cell phones, |aseé® bearmers, data nedia

or files.

30.

31.

32.

33.

The device according to Claim 12,

characterized in that

the transmitter for supplying the encoded signals
supplies at least one of the following types of
signal: electromagnetic waves, acoustic waves or

infrared radiation.

The device according to Claim 12,
characterized in that
the transmitter for supplying the encoded signals is

a transponder.

The device according to Claim 31,
characterized in that

the transmitter is a semi-active transponder.

The device according to Claim 12,

characterized in that

the objects preferably belong to an office inventory
such as fax machines, cell phones, laser beamers,

data media or files.



