| NFORVATI ON ENCRYPTI NG TRANSM SSI ON AND RECEPTI ON METHOD TECHNI CAL FI ELD
The present invention relates to an information encrypting transm ssion and
reception method which is substantially a perfect nethod having no danger
that information is decrypted by a person other than a sender and a
receiver of the information in transm ssions and receptions of plaintext
information of various contents in use of conputers connected to a web

net wor k. BACKGROUND ART As conventional, an information encrypting

transm ssion _and reception nethod is inplenented by various %ro osed

o1 ypt osyst eREFORHATEON! ERABHR TaF G BYSHRRS 16N PHES BEFREEcoR MEyOens i s an
RSA (Rirest-Shamr-Adleman) . In the RSA, sender's information is encrypted
in use of receiver' s "public key" before transmtting, and al so, the
sender and the receiver transmt and receive their electronic signatures so
t hat the rBE8iNEIAL cefRLDies the identification of the sender and the
validity of the transmtted information. Such double processes are

required in the R&Aptésenedamenne,i oses apses anpat feimma taippl ¢cat ypusng

| ai d- open No. H11-353280 and No. 2001-052125). DI SCLOSURE OF THE | NVENTI ON

1 PROBLEM {FQ B SAMED 8Ya THE- NVENT | R The B esents | Svestdon: iiepy an obj ect
for providing an information encrypting transm ssion and reception method
In perfect method having no danger that information is decrypted

by a person other than a sender and a receiver of the information

in transmissions and receptions of plaintext information of

various contents in use of computers connected to a web network.

BACKGROUND ART

As conventional, an information encrypting transmission
and reception method is implemented by various proposed
cryptosystems. The best known cryptosystems of those proposed
systems is an RSA (Rirest-Shamir-Adleman). IntheRSA, sender’s
informationisencryptedinuseof receiver’ s “publickey” before
transmitting, and also, the sender and the receiver transmit
and receive their electronic signatures so that the receiver
certifies the identification of the sender and the validity of
the transmitted information. Such double processes are
required in the RSA (for example, see Japanese patent

applications laid-open No. H11-353280 and No. 2001-052125).

DISCLOSURE OF THE INVENTION



transm ssions and receptions for exchanging encrypted information between a
sender and a receiver. In the nethod of the present invention, it is not
necessary to transmt and receive electronic signatures separately fromthe
information to be exchanged as the above descri bed conventi onal
cryptosystem Accordingly, in the nmethod of the present invention, the
sender and the receiver are not required to disclose their key information
to each other, and further, it is very difficult or substantially

i npossi ble for a thireRgermonrd BE dErretst heyr keyvenf oonrat i on or t he
encrypted information while the information is 100% reproduci bl e by the

recei ver. MEANS @R QNG RRBUEM AN N1 i { it enss yptdpga txansin ssion
and reception nmethod according to the present 1 nvention has the follow ng

structure,; 5, anfd{eh Ghey by S Lns 'é‘sf&%ié‘rﬁé’fﬂ!@éé&" 34 ansthSgi pp and

receptionjhetmor conpose ofﬁ%.p#ur%W%ty of Senders and rece?%ers havi ng

conputers _ bej .coqg;cted and co nicatin qgch other via a b network
r S§1l g and rece i10ons for cnangirl .encr%ﬁ)te .

and a data center havihg a server conputer Tor ré%el%lng ectroni c key

data of bit data fornmedby the senders and receivers d personal data such
as addr ess USRI VFﬁ”b&cﬁeﬁg%¥é¥1 SnFﬁcﬁéVeHatgﬂf5ﬁfb§?§389 Phe serer

conputer and certifying the senders and the receivers with each persona
dat a, Coﬁﬂp?gpﬁagn invention, it isnot necessarytotransmit andreceive

electronic signatures separately from the information to be
exchanged as the above described conventional cryptosystem.
Accordingly, in the method of the present invention, the sender
and the receiver are not required to disclose their key
information to each other, and further, it is very difficult
or substantially impossible for a third person to interpret the
key information or the encrypted information while the

information is 100% reproducible by the receiver.

MEANS FOR SOLVING PROBLEM

An information encrypting transmission and reception
method according to the present invention has the following
structure, as a first characteristic,:

in an information transmission and reception network
composedof apluralityof senders and receivers having computers
being connected and communicating each other via a web network
and a data center having a server computer for receiving
electronickeydataofbit data formedbythe sendersandreceivers

and personal data such as address corresponding to each



by one of the senders, firstly decrypting bit data of original information
such as plaintext to be transmtted to one of the receivers by performng
an exclusive OR operation in use of the bit data of the registered

el ectronic key of the sender and transmtting the firstly encrypted data
attached with personal data of the sender and the receiver to the receiver;
by the server conputer of the data center, decrypting the bit data of the
el ectroni c key of the sender by perform ng an exclusive OR operation on the
transmtted firstly encrypted bit data in use of bit data of the key data
of the send@éectepnifikay dafa hottew isdredoae sdaey wmauie sendeertddydnd y
encrypting the decrypted data by perform ng an exclusive OR operation the
in use of thet sdataref ahHethegirsteriwdrel wecthonachkpyprebnahedraseei ver
certified with transmtted personal data of the receiver so as to form
secondl y encmpptiednbi:t data, and transmtting the secondly encrypted bit
data to the receiver; and by the receiver, receiving the secondly encrypted

bit data fromtphe datacgenher seandrdeCEypEtng tbergpeondl yienarypt ed bit
data in to the original information such as plaintext by performng an

exclusive OR;gRARA] O ik #86n QLR 45 §Ala e dtheo 18] eehhARLE ckaYt Olonlehe
receiver. According to the above encryption transm ssion and 3 reception

Lo o LRSS IR L eE L RENGET B obBRat G e o
of the bit data of the registered electronic key of the sender
and transmitting the firstly encrypted data attached with
personal data of the sender and the receiver to the receiver;

by the server computer of the data center, decrypting the
bit data of the electronic key of the sender by performing an
exclusive OR operation on the transmitted firstly encrypted bit
data in use of bit data of the key data of the sender certified
with the personal data of the sender, secondly encrypting the
decrypted data by performing an exclusive OR operation the in
use of bit data of the registered electronic key of the receiver
certified with transmitted personal data of the receiver so as
to form secondly encrypted bit data, and transmitting the
secondly encrypted bit data to the receiver; and

by the receiver, receiving the secondly encryptedbit data
from the data center, and decrypting the secondly encrypted bit
data in to the original information such as plaintext by
performing an exclusive OR operation in use of bit data of the

electronic key of the receiver.

According to the above encryption transmission and



formng a data center provided on the web network, a congestion of
information traffic maybe caused when encrypted transm ssions from senders
are concentrated. Accordingly, in order to cast aside such concern in
advance, the present invention is provided to include the follow ng
structure, as a second characteristic,: in an information transm ssion and
reception network conposed of a plurality of senders and receivers having
conputers being connected and communi cating each other via a web network
and a data center having a server conputer for receiving electronic key
data of biredeptieomaidind phcthepdessnininyecel vor $ingedtherssurigr dada such
as address corresponding to each electronic key data to register the serer
conput er abileprevetivag atheddacatopl gohneatpdr soa whe ssruert cbmpdtkirs or
her validity in use of the registered data as certification data,

conpri si ngfopmbdngd dAgta semter prerweled oAptHevebofiet wangmd tohgeatid on
recei ving data of the senders and a receiver server conputer for

transm tti9giald rieeeiow tith Rl Emey bbRA UREBINVET Snthpbt 88 € ratepnestieast 0 the
web network; firstly encrypting bit data of original information such as

pl ai ntext ¥p hestransy Lied-bronnepgrafj. the senders to one of the receivers
by performng an exclusive OR operation in use of bit data of electronic

key of the sendgr.apg; Bég?g@éﬁéf‘é‘& 8 dg J4188 bYcAAH: Rlbvdata,

attached with personaf

the present invention is provided to include the following
structure, as a second characteristic,:

in an information transmission and reception network
composed of apluralityof senders and receivers having computers
being connected and communicating each other via a web network
and a data center having a server computer for receiving
electronickeydataofbitdata formedbythe sendersandreceivers
and personal data such as address corresponding to each
electronic key data to register the serer computer and providing
the data only to a person who is certified his or her validity
in use of the registered data as certification data, comprising:

providing a sender server computer for transmitting and
receiving data of the senders and a receiver server computer
for transmitting and receiving data of the receivers that are
connected to the web network;

firstly encrypting bit data of original information such
as plaintext to be transmitted from one of the senders to one
of the receivers by performing an exclusive OR operation in use

of bit data of electronic key of the sender and transmitting



the receiver to the sender server conputer; by the sender server conputer,
receiving bit data of the electronic key of the receiver by submtting
personal data of the receiver to the data center, secondly encrypting the
firstly encrypted bit data by perform ng exclusive OR operation in use of
receive bit data of the electronic key of the receiver, and transmtting
the secondly encrypted bit data attached with personal data of the sender
and the receiver to the receiver server conputer; by the receiver server
conputer, receiving the secondl encrypted bit data, receiving bit data of
the el ect righe cfﬂééﬁltlbfeﬂqw@@wéﬂtb93§ab¢ﬁt@¢lmd pertdo pelr seaed dRtehefsender
to the data center, thirdly encrypting the secondly encrypted bit data by
perforningt@actﬂséﬂﬁeff¢op9hatSendén sgsevef cempuverbit data of the

el ectronic key of the sender, and inform ng the receiver about the
reception of theyhihadkgneerer yptedr bidnmater Orreceriansk bit dptdeft bhedl y
encrypted bit data to the receiver; and by the receiver, obtaining the

original i&feceBbhod BaEhE ahePkabat oxk ¢ osame: siang ex@bn@ar tara Bg an
exclusive OR operation on the thirdly encrypted bit data in use of the bit

data of the,eheekrRiCt kenetiatdechees, Vseercorl\@lrﬁeHE%EE%HBYthé pithe)present
i nvention, the server conputer of the data center uSes electronic key data
set Dby eachc?ypted bit data by performing exclusive OR operation in use

of receive bit data of the electronic key of the receiver, and

transmitting the secondly encrypted bit data attached with

personal data of the sender and the receiver to the receiver

server computer;

by the receiver server computer, receiving the secondly

encrypted bit data, receiving bit data of the electronic key

of the sender by submitting personal data of the sender to the

data center, thirdly encrypting the secondly encrypted bit data

by performing exclusive OR operation in use of receive bit data

of the electronic key of the sender, and informing the receiver

about the reception of the thirdly encrypted bit data or

transmitting the thirdly encrypted bit data to the receiver;

and

by the receiver, obtaining the original information such

as plaintext from the sender by performing an exclusive OR

operation on the thirdly encrypted bit data in use of the bit

data of the electronic key of the receiver.

More preferably, in the present invention, the server

computer of the data center uses electronic key data set by each



sender and receiver as electronic personal seal data for authentication and
as information hiding data for hiding data transmtted and received between
t he sender and the receiver. Further, chaos imge data or fractal inmge
data is used for the electronic personal seal data and/or the information
hiding data. It is further preferable that the inmage date is noving data.
The main reason of enploying such particular kind of image data is that the
data can be reproducible with 100% accuracy at a practical |evel of

i nformation security when chaos inmage data (still inmage or noving inage)
and fract adendmgeaddtee¢siver as nabecoromboviper somge)sark daed Sonce the
inventor of the present invention enploys an encode technique (invisible

pr ocessi ngaut leeriti cpue) omrthdecodeafbenhni queh {d g sidd e flmrobeésishngdaeehni que)
in order to be prepared for a case that a trouble happens and

re-cal cul atiHismstt €@gand ekjceGtievebeewbdantiee i Sendefdindedhienrébeifgture. In
t he encode technique and the decode technique, an analysis visible

processi ngpt £EROE JUe A PREGBtdaePRIY €3LELR1 M By &liag ot Rksud&LeHyrabBei S
going to be flledﬁ mai nt ai ni ng a cal cul ati on accuracy, sinply based on

mat hemat | gl oot ASOIL B8 rSBRYONA A SATRG PEAEHLAR dolbie R

8ata
engi neering and I VI Si proceSS|ng t echni que" reversely Fy|ng flow

of the progesses, @Jtﬁ{@ 89100 el U CBCOGEss Lask) 0 ngB' oyed as

a conpl enentati on sys |n ensi encryptlo accuracy

of evidence can e axirel) %mfgrx&doymg SSERGANE Ahve, 98aed bed

data is that the data can be reproducible with 100% accuracy
at a practical level of information security when chaos image
data (still image or moving image) and fractal image data (still
image or moving image) are used since the inventor of the present
invention employs an encode technique (invisible processing
technique) and decode technique (invisible processing
technique) in order to be prepared for a case that a trouble
happens and re-calculation as legal (objective) evidence is
required in the future. In the encode technique and the decode
technique, an analysis visible processing technique (a patent
application regarding this technique is going to be filed)
maintainingacalculationaccuracy, simplybasedonmathematical
theories, beyond a common practice in the computing engineering
and an “invisible processing technique” reversely applying flow
of the processes of the processing technique (process task) are
employed as a complementation system. Further, the intensity
of encryption and accuracy of evidence can be maximally improved

by using the above described nonlinear iterative calculation



6 i mage data based on a calculation logic (algorithn) which cannot be
easily generated by a third person. Further, according to the present
invention, the original information such as plaintext is prelimnary
encrypted by perform ng an exclusive OR operation on at |east each bite of
the original information in use of random nunber bit data in advance of
firstly encrypting of the original data in use of bit data of the

el ectronic key of the sender. After that, data may be firstly encrypted in

use of t helﬁéﬁétofa%@ 5a KEY o%aé %a@fculratﬂfio%eﬂ%?{ (30§ oRE Enfigteh Ofn Eﬂﬁm’b%”dom

nunber is registered wth authentication data of the sender to the server

conput er $é %%§19? gg ggéda?? Qrgxkggdg%?sgg aut henti cat ed person.

According I nven encry on may be preferably perforned

in the sane way he above describ relimnar nery tion_ i.n.an
encryption wi th %%E%h%lfeacrcgrﬁﬁng@oeﬁ%ﬁﬁ R ARECREL S S SRA N nary
el ectronic, kg% ﬁ Ed as gata of an el ectronic envelo EFEFECT OF THE
| NVENTI ON AREBFHF bOPoSPﬁ pPek AL FREENL P ORI CELBERPEN 8“E£§8t dach
sender and receiver are registered in a data center on a web netmork I n

the data cBREEPIMERENIMiSXe ot GhoPpsedd onpynt fk teavlereadh dd riown key

is decrypted with the sender's key and then encrypted in use of receiver's
key. Accor#@hfgpyiginal information in use of random number bit data in

advance of firstly encrypting of the original data in use of
bit data of the electronic key of the sender. After that, data
may be firstly encrypted in use of the electronic key data of
the sender. The bit data of the random number is registered
with authentication data of the sender to the server computer
of the data center and provided to an authenticated person.

According to the present invention, encryption may be
preferably performed in the same way as the above described
preliminary encryption in any encryption with each electronic
key.

Further, the data of the preliminary electronic key may

be used as data of an electronic envelop.

EFFECT OF THE INVENTION
According to the present invention, electronic keys of
each sender and receiver are registered in a data center on a
web network. 1In the data center, transmitted data encrypted
by the sender in use of own key is decrypted with the sender’s

key and then encrypted in use of receiver’s key. Accordingly,



7 authentication of the sender and the receiver and encryption of the
transmtted data addressed to the receiver are sinultaneously perforned.
Therefore, as a conventional public Kkey system the process of separately
transmtting the sender's electronic signature to the receiver in order to
authenticate the sender is not required so that high-speed processing in
transm ssions and receptions of encrypted docunent can be achieved.
Further, since transm ssion and reception of key information are not
perfornmed between the sender and the receiver, it is superior in security.
I n ot her vdttReNBaieat #PRECE cChinesPrdednd MhentrsslvedoabPeenprYEESSBs" of
el ectronic signature validation as shown in the conventional information
communi cat¢bntleant benanot ted. dThpsadiisepeedute, the tepvereroadt docunent
exchanges involving "notary office,” an objective |egal evidence

adm ssi bi | $ipyubsamedds jy trar fomtear.y Theireébramya sbaranymrociass Inguhilstory
(CRL --> CR2 --> CR3) of information conmunication simlar to the presence
of the rekeoydyeitenegthe eredtqmy sonalpaedle landraabhytt ipyedsd sandéobstai n as
a conmuni cation record) . Further, in the encrypted information having

l'egal aut henbteadbhod 4iedt@Fe (Okakl 2akboadrWi hofyeell ¥htteheyende

conventional arts, "disturbance process of information" |ike shuffling

playing cerdssyhich is REEessahyrbl SONYRALI RDgh-SPEEYPLORREQRESSni S
transmissions and receptions of encrypted document can be
achieved.

Further, since transmission and reception of key
information arenot performedbetween the sender and the receiver,
it is superior in security.

Inotherwords, accordingtothepresent invention, “double
processes” of electronic signature validation as shown in the
conventional information communication can be avoided. This
isbecause, as conventional document exchanges involving “notary
office,” anobjective legal evidence admissibilityasa “digital
notary office” may store processing history (CRl1 --> CR2 -->
CR3) of information communication similar to the presence of
the record of registered personal seal and tally impression
(obtain as a communication record). Further, in the encrypted
information having legal authentication function
(notarization) with objectivity beyond conventional arts,
“disturbance process of information” like shuffling playing
cards which is necessary in conventional encryption process is

replaced with hiding of information (exclusive OR operation of



replaced with hiding of information (exclusive OR operation of 8 particular
i mge data and information data, which has an electronic personal sea
(personal seal or registered personal seal) )by chaos imge (still imge or
novi ng i mage) and fractal inmage (still inmage or noving inmage) . Therefore,
according to the present invention, a information security network system
can be established, that is not requiring "double process"” while | egal

evi dence admi ssibility having an objectivity beyond that of public key
encryption within shorter period of tinme than the conventional comobn key
encrypt i orP2ERHCAI 35, 1Y ndpeh A aht BgenabioRt @fahogfRbRYy BASr §Pti on.

BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a block diagramshow ng a frane
format of @letrEPRhE PHrGPREIdSEateRs BFPAAs Beml i r'e JeneareoPerFanski tti ng
and receiving in a second structure according to the present invention;
FIG 2 is serkEXphardtasmrsy imabkee (shol nignage elrandvhsdiimadset weenfaactal
transm ssion source and a transm ssion destination in a transm ssion and
recepti on iredded sciclor dimagyet ort hevpngsiamge ) nvanisret,o rand aEkGrd3nigstan

expl anatory di agram showing a frame format of a part of each bit data in
order to expéapresene! atiansivm, =2MFPrdaplidinnkextridly akeabrankgskem, and

an encrypted text in the transm ssion and reception nethod according to the
present can be established, that is not requiring “double process” while

legal evidence admissibility having an objectivity beyond that

of public key encryption within shorter period of time than the

conventional common keyencryption, andalso, havinganadvantage

of steganography encryption.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing a frame format of a
transmission and reception system and a manner of transmitting
and receiving in a second structure according to the present
invention;

FIG. 2 is an explanatory table showing a relationship
between a transmission source and a transmission destination
in a transmission and reception method according to the present
invention; and

FIG. 3 is an explanatory diagram showing a frame format
of a part of each bit data in order to explain a relationship
among a plaintext, an electronic key, and an encrypted text in
the transmission and reception method according to the present

invention.



i nvention. 9 BEST MODE FOR CARRYI NG QUT THE | NVENTI ON There will be detail ed
bel ow an enbodi nent of the present invention with reference to the
acconpanying drawings. FIG 1 is a block diagram showing a frame fornmat of
a transm ssion and reception systemand a nanner of transmtting and
receiving in a second structure according to the present invention; FIG 2
is an explanatory table showing a relationship between a transm ssion
source and a transm ssion destination in a transnm ssion and reception

met hod according to the present invention; and FIG 3 is an expl anatory

di agram showing a frame format of a part of each bit data in order to
explain a relationship anong a plaintext, an electronic key, and an
encrypted text in GESTt MOPEMEOR CARRYINGe OFFt Tolk MRVRYA I&dcordi ng to the
present invention. In FIG 1, "1" represents a web network. To the web
network 1, a datlecentién Re idetlaidieapbal orian spbvedmeanpif ehe?présSent
connected. The main server conputer 2A is configured to register electronic

key or thejhd&er Dbn av SENdRIf Herfed BCEIIRY a cMB@RNiva ndsedafvahgsa tragsm ssion
and reception nmethod of the present invention, or authenticate the sender

or the receiMery pI3khNg1¥WERPaACEMON Kngla A MR AdN B SOPPLLERSsQioHSers as
senders and receivers aré also connected. In FIG 1, for the sake of

conveni encg, § gl PG B 80en APANRInAL DBY ik ARONPHL £ 12y 8001 91 RGOl ver

in a second structure according to the present invention; FIG.
2 is an explanatory table showing a relationship between a
transmission source and a transmission destination in a
transmission and reception method according to the present
invention; and FIG. 3 is an explanatory diagram showing a frame
format of apart of eachbitdatainorder toexplainarelationship
among a plaintext, an electronic key, and an encrypted text in
the transmission and reception method according to the present
invention.

InFIG. 1, “"1” represents awebnetwork. Tothewebnetwork
1,adatacenterZincludingamainservercomputerZAisconnected.
The main server computer 2A is configured to register electronic
key or the like of a sender or a receiver, which is used for
a transmission and reception method of the present invention,
or authenticate the sender or the receiver. To the web network
1, a plurality of computers of users as senders and receivers
are also connected. In FIG. 1, for the sake of convenience for
explaining, a sender 3 having a computer 3A and a receiver 4

having a computer 4A are shown. To the web network 1, a server

10



havi ng a conputer 4A are shown. To the web network 1, a server 10 conputer
5 (hereinafter, also referred to as a sender server 5) for communications
by the sender and a server conputer 6 (hereinafter, also referred to as a
receiver server 6) for comunications by the receiver are connected. The
sender 3 and the receiver 4 register electronic key data used for
encrypting and/or decrypting their transmtting or receiving docunents,
personal data such as their residence, and addresses of the sender server 5

and the res@ipiede 56 V@lerd daa tHdig SAlVLcFoIRlet 02As0h t8eddat geceater 2.
Necessary data is provided based on a request froma person who is

aut hent i cagjededly Chefiki N i ddks 6 heitlat fed gk St e ddvdde SeRYeEcr coMpUt er

2A. The registration of each data to the server conputer 2A of the data

center 2 ig A 3 d w i G+ After. regi i tgongc,. key data
and resi deﬁlcéefg)lrrgé%{e%?’i vggfi gy(pt]gé]ﬁfi(ajlal%zl(gtt;étéo\cg[e%taer}?%{:éj%‘ﬁéef Q%EI’IJS\%:‘%P 3é gn%% hey

recei ver é%ﬁﬁgugé%¥%_rec vetﬁnfgrgggéon encrggted as . descri bed bel ow vi a

I o1l e re er are nnected. .
t he sender server and t recei Ver  Server 6 respec?lvely. The encryption

will be describ bel o Ig thg foll ow n exappleh for ihe sake o%
conveni ence of tHE S St ABAPERS rfte WAt a 2 P8 9ERGPAI REGCEECPAS K8Yice data
(address), however, the personal dat? according to the present invention is
not |initePtd useskfagneRChEp bl nT RN Yigsle oF YRt Fheh&r YhRRSBYC hERgor ni ng
an excl usive

or receiving documents, personal data such as their residence,

and addresses of the sender server 5 and the receiver server
6 to the server computer 2A of the data center 2. Necessary
data is provided based on a request from a person who is
authenticatedbycheckingwitheachdataregistered inthe server
computer 2A. Theregistrationofeachdatatothe server computer
2A of the data center 2 is implemented with bit data.

After registering electronic key data and residence
respectively to the data center 2, the sender 3 and the receiver
4 send and receive information encrypted as described below via
the sender server 5 and the receiver server 6 respectively. The
encryption will be described below. In the following example,
for the sake of convenience of the sender, the personal data
is explained as residence data (address), however, the personal
data according to the present invention is not limited to
residence data.

The sender 3 firstly encrypts by performing an exclusive
OR operation on bit data FD of plaintext to be transmitted in

use of bit data BP of own electronic key. The sender 3 adds

11



OR operation on bit data FD of plaintext to be transmtted in wuse of bit
data BP of own electronic key. The sender 3 adds 11 residence data tag Sad
and receiver's residence data tag 4ad to the firstly encrypted data CRlL and
transmts the firstly encrypted data CR1 to the sender server 5. The sender
server 5 transmts the tag 3ad of the sender 3 and the tag 4ad of the
receiver 4 in the received data to the server conputer 2A of the data
center 2 for an authentication of validity of the sender 3 and the receiver
4 and obtains electronic key data and address data of the receiver server 6
whi ch ar e Feyidereedld? t4Rg riackiansy rgceiNersengesidenger dstasgaendpg
encrypts by perform ng an exclusive OR operation on the firstly encrypted
data CRLl rteeeihed framy henceypeed 3date CGRE afdttheansnidat bheStofsthe
receiver's electronic key obtained fromthe data center 2. The sender

recei ver Seracidgptdd danaleCR1 storelse desmwadedatartay 3ad and the receiver's
resi dence data tag 4ad to the secondly encrypted bit data CR2 and transmts

the data CR2 torhdediet wrveer BetrnsMhes tleceiad rsad e sieosdhiler
encrypted data CR2, the receiver server 6 transmts the tag 3ad of the

sender 3 andiddehet B8g4as off the reseiver 4 itothbersesesd (rutker tR4 of the
data center for and authentication of the validity and obtains electronic

e oot ek P SRR, e e MBLa et 1 el KuhChUELa: b
of validity of the sender 3 and the receiver 4 and obtains
electronic key data and address data of the receiver server 6
which are registered by the receiver 4. The sender server 5
secondly encrypts by performing an exclusive OR operation on
the firstly encrypted data CR1 received from the sender 3 in
use of the bit data CS of the receiver’s electronic key obtained
from the data center 2. The sender receiver 5 adds the sender’s
residence data tag 3ad and the receiver’s residence data tag
4ad to the secondly encrypted bit data CR2 and transmits the
data CR2 to the receiver server 6.

When receiving the secondly encrypted data CR2, the
receiver server 6 transmits the tag 3ad of the sender 3 and the
tag 4ad of the receiver 4 to the server computer 2A of the data
center for and authentication of the validity and obtains
electronic key data or the sender 3. The receiver server 6
thirdly encrypts by performing an exclusive OR operation on the
secondly encrypted data CR2 in use of the bit data BP and forms

thirdly encrypted bit data CR3. The receiver server 6 notifies

to the receiver 4 that the thirdly encrypted bit data CR3 1is
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secondly encrypted data CR2 in use of the bit data BP and forns thirdly
encrypted bit data CR3. The receiver server 6 notifies to the receiver 4
that the thirdly encrypted bit data CR3 is 12 received. This notification
may be inplenented by directly transmtting the thirdly encrypted data CR3
to the receiver 4. When the receiver 4 perforns an exclusive OR operation
on the transmtted data of the thirdly encrypted data CR3 in wuse of bit
data CS of own electronic key, the thirdly encrypted data CR3 becones the
ori gi nal plexaitwed. s@htilsanotthd ipghdiivnextay bef dmpdtinen tedabymditredttdy t he
sender 3 can be obtained. The above described process in which the plaintext

transm tt et droimim dthien g @meet hBridy esed pypstest by tbherseryv ehecoaputieer 2A, the
sender computer 5, and the receiver conputer 6, transmtted to the receiver

4, and changed iWHeh e AHdc@iiRRlr 4pbaifibext BY £RE168EeEVER Jpdthtibe _
explained with reference to a diagramshowing a frane format of bit data in

FIG 3. Eagh tHd t Qe dd Gatd b¥ %H@W@hﬁ@d§9ténéF9HEEdSHB£BC&§§FiBO
explain encryption and decryption according to the present invention. In

FIG 3, Ff?le%é odN exayml £ C%fofocﬁﬂ’{a %é%fgtlg'gﬁii@ 1?%‘%1 Rie tﬂlf‘t‘tE?i-rlg' é‘néPﬁ%tgé& dat a,

an uncol o bit represents ack-col or ed prese 1."

Uon a0, X6l o1 B35 ABST BLONc| 31 RET L0 TEE L LD herd by gt e 1
encrypted ; Bl S it for transnit Ced'by "SGR 15 o0 A%t ainea.
The above described process in which the plaintext
transmitted formthe sender 3 is encrypted by the server computer
2A, the sender computer 5, and the receiver computer 6,
transmitted to the receiver 4, and changed into the original
plaintext by the receiver 4 will be explained with reference
to a diagram showing a frame format of bit data in FIG. 3. Each
bit data in FIG. 3 is shown in data amount sufficient to explain
encryption and decryption according to the present invention.
In FIG. 3, FD is an example of a part of plaintext bit
data. In the bit data, an uncolored bit represents “0” and a
black-colored bit represents “1.” When an exclusive OR
operation is performed on the plaintext bit data in use of bit
data BP of the electronic key of the sender 3, a firstly encrypted
bit data CR1 shown blow the data BP is obtained.
When a further exclusive OR operation is performed on the
firstly encrypteddata CR1l inuse of bit data CS of the electronic

key of the receiver 4, a secondly encrypted bit data CR2 shown

below the data CS is obtained.
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When a further exclusive OR operation is performed on the firstly encrypted
data CR1 in use of bit data CS of the electronic Kkey of the receiver 4, a
secondly encrypted bit data CR2 shown below the data CS is obtained. 13
Next, an exclusive OR operation is performed on the secondly encrypted data
CR2 in use of bit data BP of the electronic key of the sender 3, a thirdly
encrypted bit data CR3 in which the sender's key data BP is decrypted is
obt ai ned. Here, an exclusive OR operation is performed on the thirdly
encrypted data CR3 in use of bit data CS of the electronic key of the
receiver 4, theNeedei st 'exdlecitveofiR Kradditen GS ise nfeyronvet] oranthd he
thirdly encrypted bit data CR3 is decrypted into a plaintext bit data FD.

I n the abewsmmqllyasatirppteddaeaVER?2 conpetet bi s daemmEBsed thefe 1det senver
computer 2A of the data center 2, the sender server conputer 5, and the

receiver s@ywelr epapségdes,3ardtBaeh1kotecristedased daed be3senviei gnput er
2A of the data center 2 and the server conputers 5 and 6. However, in the

i nformatiahe %&@Erl@gcéy T S Ofs addk FRoERT | 0D gt otk @ccording to the
present invention, the roles of the sender server conputer 5 and the

recei ver Sever t&ﬁ %g%%él% cﬁ%% 9093_{ Oé‘%foeﬁ%({ooncc%@ﬁ‘ﬁﬂ of the

data center escrl bove rmat i on ypting

transm ssi Onncraynp egcd%%tl 8&3”?%1h198de %ff E)l% gagge(% of the electronic key

of thereceiver 4, thereceiver’selectronickeydataCSisremoved
and the thirdly encrypted bit data CR3 is decrypted into a
plaintext bit data FD.

In the above explanation, a server computer is composed
of the server computer 2A of the data center 2, the sender server
computer 5, and the receiver server computer 6, and each role
is shared by the server computer 2A of the data center 2 and
the server computers 5 and 6. However, in the information
encrypting transmission and reception method according to the
present invention, the roles of the sender server computer 5
and the receiver sever computer 6 may be performed by the server
computer 2A of the data center 2.

As described above, according to the information
encrypting transmission and reception method of the present
invention, encryption of transmitted information and
authentication are performed simultaneously and inseparably by
implementing the following processes serially via the server
computer 2A as an authenticator in the dater center 2. The

processes are:
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i nvention, encryption of transmtted informati on and authentication are
performed simultaneously and inseparably by inplenmenting the follow ng
processes serially via the server conmputer 2A as an authenticator in the
dater center 2. The processes are: 14 the sender 3 transmts infornmation
which is firstly encrypted with the sender's electronic key data to the
sender server conputer 5 via the web network 1; the sender server conputer
5 is authenticated by the data center 2, secondly encrypts the firstly
encrypted information, and transmts the secondly encrypted information to
the receiver sdrheersedanm 3 Herammnitet worfomattimen rdcieilvers seknarls i s

aut henticated by the data center 2, thirdly encrypts the secondly encrypted
i nf or mat i anasitgtadhevitdender s8hdsrébeet ecnrenkeykalatdataand théosemsdéhe
receiver 4 about the reception of the thirdly encrypted information or
transm ts sdhet oyt encs ypiedchafwsbatiéomtlo 1he receiver 4; and the
receiver 4 receives the thirdly encrypted information and decrypts the

information intaHl abRb@¥t s ¢ iRGR ¥&ls aSth8hesEREBHD K@Yie ASt A
result, according to the transm ssion and reception nethod of the present

ecel ver 1% Rothant | eat e the N arEIY e T E R g B e e o B L 2
y of the sender"Is not requlired as
shown in tJEH%?QMEHE%QQﬁLEgg%bndlyencryptedinformation1x>thereceiver
server 6 via the web network 1;

the receiver server 6 is authenticated by the data center
2, thirdly encrypts the secondly encrypted information with the
sender 3’ s electronic key data, and informs the receiver 4 about
the reception of the thirdly encrypted information or transmits
the thirdly encrypted information to the receiver 4; and

the receiver 4 receives the thirdly encrypted information
and decrypts the information into plaintext with the receiver’s
electronic key.

As a result, according to the transmission and reception
method of the present invention, exchanging digital signatures
between the sender and the receiver to authenticate the validity
of the sender is not required as shown in the conventional RSA
system and such trouble can be avoided.

However, in the method of the present invention, when a
chaos image or a fractal image (still image or moving image)
is used as data of electronic key, the receiver cannot determine
whether the received information is correct information,

information with viruses, falsified information, spoofed
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system and such troubl e can be avoi ded. However, in the nethod of the
present invention, when a chaos inage or a fractal imge (still image or
noving image) is used as data of electronic key, the receiver cannot
determ ne whether the received information is correct information,
information with viruses, falsified information, spoofed 15 information, or
just a noise. Accordingly, in the present invention, the receiver 4 is
informed by so called an electronic envelop function fornmed of a stil
i mage or noving inmage wth sound that the receiver server conputer 6
recei ves manfofrmamionheosendet 3. NWhER -t RCCRAdERIBY ant t Hiee retesorE 4
register their encryption keys data to the server conputer 2A of the data
center 2, ibiventaba,usedrtorivee £hectminne@bys opafllrdtdne lies tregiist er ed
as one of the above described personal data (including address or the |ike)
The regi sheeeédpbtftindaiani Soat¢dched taidat amafe coOnmmunircatineydeduwtent and
transmtted to the receiver server conputer 6. Then the receiver server 6

transmits gBanbi thdat ehet fetdeveé £COIMREr Lo e £l @ GdNive LMl 10Frokhe data
used for the electronic envelop function nay be registered to the data

center 2 agsna c@pper key of particular sender 3 and receiver 4. |NDUSTRI AL
APPLI CABI LI TY As descri bed above, according to the encrypted

When the sender 3 and the receiver 4 register their
encryption keys data to the server computer 2A of the data center
2, bitdataused for theelectronicenvelop functionisregistered
as one of the above described personal data (including address
or the like). The registered bit data is attached to data of
communication document and transmitted to the receiver server
computer 6. Then the receiver server 6 transmits the bit data
to the receiver 4 as an electronic envelop. The data used for
the electronic envelop function may be registered to the data
center 2 as a common key of particular sender 3 and receiver

4.

INDUSTRIAL APPLICABILITY
As described above, according to the encrypted
transmission and reception method of the present invention,
processing speed is fast since the number of bits in the original
information such as plaintext and the number of bits in the
encrypted information do not change no matter how many times
the information is encrypted. Further, since the encryption

processes are performed inuse of aplurality of electronic keys,
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transm ssion and reception nethod of the present invention, processing
speed is fast since the nunber of bits in the original information such as
pl ai ntext and the nunber of bits in the encrypted information do not change
no matter how many tinmes the information is encrypted. Further, since the
encryption processes are perforned in use of a plurality of electronic
keys, 16 there is an advantage that security is nore robust in the present
invention. According to the nethod of the present invention, when a chaos

i mge data or a fractal inmge data of ngving image 1is used as key data, the
key data chrebe icnamgedaasamenyhat ﬁ§§ur&§yné%ﬂ‘€&en¥ﬁb%‘éﬁ9 mRu/SERE on but
every small period of time such as 1/100 second. Thus, it is virtually
|np053|blel$%¢n§i0®h|rd person to do sonet hi ng di shonest . Further, since the
receiver is infornmed in advance, by the electronic envelop function, that a
conmuni cat i on dokuoendin@ntoyphedménhudeoﬁfthhepabseetnbuVegtinage data as
key data is to be transmtted to the receiver, any problem such that the
recei ver conénseshile dabgevddtn etrherf ttadtoa Drindeesdaoh £ eeonine imkhe
reception of the comunication docunent will not occur even when the

comuni cat i gnusles WeKe vt HaRsN theddp ddie ageb¥etnasgedighimargnenpked data
by the decryption nethod of t he present invention. %

as needed not every communication but every small period of time
such as 1/100 second. Thus, it is virtually impossible for a
third person to do something dishonest.

Further, since the receiver is informed in advance, by
the electronic envelop function, that a communication document
encrypted in use of the above moving image data as key data is
to be transmitted to the receiver, any problem such that the
receiver confuses the data with other data or does not recognize
the reception of the communication document will not occur even
when the communication document transmitted to the receiver is
highly encrypted data by the decryption method of the present

invention.
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CLAIM5S 1. An information encrypting transm ssion and reception systemin an
information transm ssion and reception network conposed of a plurality of
senders and receivers having conmputers being connected and conmuni cati ng
each other via a web network and a data center having a server conputer for
receiving electronic key data of bit data fornmedby the senders and
receivers and personal data such as address corresponding to each

el ectronic key data to register the server conputer and providing the data
only to a<Héﬂ§%h who is certified his or her validity in use of the

regi stered data as certification data, conprising: providing a sender server
conputer for transmtting and receiving data of the senders and a receiver
server conputer for transmtting and receiving data of the receivers that
are connected tb. thie IngbrAétwerkeneryet Lpgeeaygini syl & rrghr&cePtarngi na
information such as plaintext to be transmtted fromone of the senders to
one of theyseeri versnbynperfhatidngtaanextbasbuea®R opeeption netusek of bit
data of electronic key of the sender and transmitting the firstly encrypted
bit data atémsheddwiftappersdbal cdadenddrs khe veeedinears hovihe coapder rser ver
conputer; by the sender server conputer, receiving bit data of the

el ectroni cpkeyg Hortde-f &€ /ineEohMui ibAL i hiyngh @erckonra vdata fp nkheorecei ver

to the data center, secondly encrypting the firstly 18
and a data center having a server computer for receiving
electronickeydataofbitdata formedbythe sendersandreceivers
and personal data such as address corresponding to each
electronickeydatatoregister the server computer and providing
the data only to a person who is certified his or her validity
inuse of the registered data as certification data, comprising:

providiﬁg a sender server computer for transmitting and

receiving data of the senders and a receiver server computer
for transmitting and receiving data of the receivers that are
connected to the web network;

firstly encrypting bit data of original information such

as plaintext to be transmitted from one of the senders to one

of the receivers by performing an exclusive OR operation in use
of bit data of electronic key of the sender and transmitting
the firstly encrypted bit data attached with personal data of
the receiver to the sender server computer;

by the sender server computer, receiving bit data of the
electronic key of the receiver by submitting personal data of

the receiver to the data center, secondly encrypting the firstly

18



encrypted bit data by perform ng exclusive OR operation in use of received
bit data of the electronic key of the receiver, and transmtting the
secondly encrypted bit data attached with personal data of the sender and
the receiver to the receiver server conputer; by the receiver server
conputer, receiving the secondly encrypted bit data, receiving bit data of

(he, eleckr il keda o LS o8eer R SRyl o et el OBt 504 g sender

to the data ¢ crypting the secon ta by
perform ng exclusive OR operation in use of received bjt data of the

B ectr ont ok L 15 BOdnlEr ¢ S g NP ORRF RGTL R bodi LB TS nand
reception of the thirdly encrypted bit data or transmtting the thirdly
encrypt ed Brangat AtLsgt }ﬁléer EBEPVELY enRyYByefhbitedataerttaphgrnivAght he
original information such as plaintext fromthe sender by perform ng an
excl usi ve BRrsopetatiba oh the séndel arhdrhptratdiitedtca the aseedfvetrthe bi t
data of the electronic key of the receiver, 2. The information encrypting
transm ssi seraad cemppteanm nethod according to Claim1, wherein the
original information such as plaintext is prelimnary encrypted by

perform ng an exglushy e SRR ioRES alirg r0BoRputeast re€aLH B thOfseldamaari gi nal
information in use of random nunber bit data in advance of firstly

teﬂgrggtn idg?-eﬁxf:rgzﬁgegrBQE“QEtQ?tﬁecéﬂvyﬁﬁ ©f ¢ bt data ofe the &lealironis key of
of the sender by submitting personal data of the sender to the
data center, thirdly encrypting the secondly encrypted bit data
by performing exclusive OR operation in use of received bit data
of the electronic key of the sender, and informing the receiver
about the reception of the thirdly encrypted bit data or
transmitting the thirdly encrypted bit data to the receiver;
and
by the receiver, obtaining the original information such
as plaintext from the sender by performing an exclusive OR

operation on the thirdly encrypted bit data in use of the bit

data of the electronic key of the receiver.

2. The information encrypting transmission and reception
method according to Claim 1, wherein
the original information such as plaintext is preliminary
encrypted by performing an exclusive OR operation on at least
each bite of the original information in use of random number
bit data in advance of firstly encrypting of the original data

in use of bit data of the electronic key of the sender.
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19 3. The information encrypting transm ssion and reception nethod
according to Claim2, wherein bit data of the random nunber and/or

el ectronic key is a password random nunber of the n bit including 6 to 10
digits of 64 bits, a pseudo random nunber based on the random nunber, a
chaos random nunber, or a fractal random nunber. 4. The information
encrypting transm sg}iesn and reception systemaccording to one of Clains 1

to 3, wherein the d8FVeRICERPLLER FCRIRT 10t BreraRéFS 4SBTl EECFBAILC key
data set by each sender and receiver as electronic personal seal data for
aut hent i cdi¢BCAnACGRTr A AP er Fat CoALRI di ngheaeanfor hiding data transmitted
and recei ved between the sender and the receiver. 5. The information
encrypti orPit dasa sSitdre nandorcepibieonand st edeatcondicnge Y o sGh pamsdorgher ei n
chaos image data or fractal inmage data is used for the electronic personal
seal data watdan rtuntoe nfod rhki 9o dned uwddhg. 6 6o Tedigiasnadf i bane,ypti ng
transm ssion and reception systemaccording to Caimb5, wherein the inmage

data in O apBewhdsr ABIbAGUMRRIEHE3EQ.on 2e Tantidé hihiod PR & 88 Gy RIcmNY
transm ssion and reception systemaccording to one of Clains 1 to 6,

wherein thg,h5Ce! VEE §CEYEELSO™RULEbN ALALES the receiver with an

4. The information encrypting transmission and reception
system according to one of Claims 1 to 3, wherein
the server computer of the data center uses electronic key data
set by each sender and receiver as electronic personal seal data
for authentication and as information hiding data for hiding
data transmitted and received between the sender and the

receiver.

5. The information encryption transmission and reception

system according to Claim 4, wherein
chaos image data or fractal image data is used for the electronic

personal seal data and/or the information hiding data.
6. The information encrypting transmission and reception

system according to Claim 5, wherein

the image data in Claim 5 is moving image data.
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el ectroni c envel op data that encrypted commrunication docunent s received.
8. An information encrypting transm ssion and reception nethod, conprising:
formng firstly encrypted data (C) by perform ng an exclusive OR operation
on bit data (A) of original information such as plaintext to be transmtted
in use of randombit data (B) known to a sender and a receiver; formng
secondl y encrypted ata Egn gerfornin an_ excl usive CRcﬁgeratlon on the
data (Q in use of TBE1HA? f%ﬁ N GNCHY PG FHAF &M k8L OBt hEG ERICY OBy t he
sender and receiver; formng thirdly encrypted data (G by perform ng an
excl usi ve %ﬁ@%ﬁ%ﬁ%ﬁ?%ﬁdb%gt%% ﬂ%?ao%E§l?hmﬁs% bP Bit"BAt&llF) of an

el ectronic envelop registered by the sender or the receiver; and

transm ttitRe thecehved §/e3éﬁ@ry@@l@ﬁuﬁaralp@rlaﬁdthﬁeregeavetF)Jl‘éh Bhe

el ectronic envelop to the receiver. 9. The information encrypting

t ransm ssiahe@ndon 2c eptvalop aatthothat canclr yygt ¢ d cCmeiumiz,a tuleer docuénbi t dat a
of the random nunber, bit data of the electronic key, and bit data of the
el ectroni ci envet®pvase regi stered to the data center or the server conputer
set as an authenticator so as to be readable only by an valid person. 10.
The information encrypting transm ssion and reception

8. An information encrypting transmission and reception
method, comprising:

forming firstly encrypted data (C) by performing an
exclusive OR operation on bit data (A) of original information
such as plaintext to be transmitted in use of random bit data
(B) known to a sender and a receiver;

forming ‘secondly encrypted data (E) by performing an
exclusive OR operation on the data (C) in use of bit data (D)
of an electronic key obtained only by the sender and receiver;

forming thirdly encrypted data (G) by performing an

exclusive OR operation on the data (E) in use of bit data (F)

of anelectronicenvelopregisteredbythe sender orthe receiver;
and
transmitting the thirdly encrypted data (G) and the data

(F) of the electronic envelop to the receiver.

9. The information encrypting transmission and reception

method according to Claim 7, wherein
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met hod according to one of Clains 8 and 9, wherein bit data of the random
nunber and/or electronic key is a password random nunber of the n bit

including 6 to 10 digits of 64 bits, a pseudo random nunmber based on the
random nunber, a chaos random nunber, or a fractal random nunber. 22

bit data of the random number, bit data of the electronic key,
and bit data of the electronic envelop are registered to the
data center or the server computer set as an authenticator so

as to be readable only by an valid person.

10. The informationencrypting transmissionand reception
method according to one of Claims 8 and 9, wherein
bit data of the random number and/or electronic key is a password
random number of the n bit including 6 to 10 digits of 64 bits,
a pseudo random number based on the random number, a chaos random

number, or a fractal random number.
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