1 SYSTEM AND METHOD FOR REMOTELY CONFI GURI NG A DESKTOP MAI LBOX The present
invention relates generally to the field of nobile-network data

comuni cations, and nore specifically to a system and nethod for enabling

the user of a handheld nobile device to renotely configure desktop rmail box
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rapi dly becane a popul ar f BACRKIGROUND OF THE IRVRINEION S an illustration
of a personal conputer (PC) 100 such as one 25 that nmay be used to send

and recei ve emai | libdewagi cpoaedeaxchaniesl in a variety of ways that were not

possible, or at least practicable, only a short time ago. Moreover, these news
forms of communication are becoming available to a majority of the world’s
10 population rather than only to a relative handful of scientists and engineers.
One popular form of modern communication is electronic mail.
Electronic mail, or email for short, began with the transmission of short text
messages back and forth between different users connected to a large
mainframe computer. As computers systems evolved, large mainframe
15  computers were replaced by smaller computers connected together to form a
network. Each user then had an actual computer rather than a display terminal,
Though most of these individual computers were far smaller than the
mainframe, the aggregate computing power actually increased with the
migration from centralized to distributed computing systems. The network
20 allowed its various component computers to share computing resources and
memory, and of course to exchange email. Email applications (programs) were
developed that were ‘user-friendly’ so as to allow their use with very little
training. Email rapidly became a popular form of communication.
Figure 1 is an illustration of a personal computer (PC) 100 such as one
25 that may be used to send and receive email messages. PC 100 includes
computer 105 and monitor 110. In this illustration, computer 105 is a housing

for all of the internal working components (not shown) of PC 100, and provides



conputer 105 and nonitor 110. In this illustration, conputer 105 is a
housing for all of the internal working conponents (not shown) of PC 100,
and provides 2 a plurality of connection ports (also not shown) for
hooki ng up various peripheral devices. One peripheral device of inportance
is nonitor 110, which includes a display 115 that provides a visual user
interface. The nonitor 110 al so houses the el ectronic conponents that are
necessary to produce a visual 5 inmage on display 115 frominformation
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receiving an email will be set out to provide an environmental context for
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the office or 20 cggp%{% environnent, Distributed conputi ngrb] ed to w der
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t echnol ogy, ahd test &f aegmbdyineotdpgasrdnd Keyboard 125 is connected to
computer 105 for this purpose by cable 135. As will be explained, PC 100 may
serve as a home node in connection with receiving email in a communication
15 network, desktop manager that may be remotely reconfigured in accordance
with an embodiment of the present invention. Initially, however, the general
process of sending and receiving an email will be set out to provide an
environmental context for the present invention.
As mentioned above, for a time email was limited to the office or
20 company environment. Distributed computing led to wider computer access,
but connections to others outside of the computer system were generally
limited. This changed with the introduction of widespread Internet access. The
Internet is a worldwide network of many computer networks that communicate
with each other using a common communications protocol. The Internet was
25 originally developed as a military technology, and as a way for colleges and
research institutions to share information and computing resources.
Eventually, however, use of the Internet by the general public was permitted.
Internet service providers (ISPs) eventually installed servers connected to the

Internet through which ordinary consumers could access Internet-available



research institutions to share information and conputing resources.
Eventual |y, however, use of the Internet by the general public was
permtted. Internet service providers (ISPs) eventually installed servers
connected to the Internet through which ordinary consumers could access
Internet-avail able 3 resources. The devel gpnent of the World Wde Wb nade
many of these resources easy to access, especially using new y-devel oped
Web- Browser applications. Email users were no longer |[imted to sending
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the user sinpbypgfaagses the "new mail" option, often by "clicking” on an
appropriate graphic user interface (GQUJ). The user is them presented with
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address, a brief subject, and the nmessage itself. The address is required,
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information is useful because whi ?e emails may be sinplfe text files, they
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simply chooses the “new mail” option, often by “clicking” on an appropriate
graphic user interface (GUI). The user is them presented with a template
15 including fields for entering the intended recipient’s address, a brief subject,
and the message itself. The address is required, of course, but may be filled in
with reference to an address book. The address book is a listing of names and
email addresses and possible other information such as telephone and fax
numbers. The address book may also include additional information such as
20 the capability of the user’s email device or a preferred or mandatory format for
recetved emails (which may or may not be visible to the address book owner).
This latter information is useful because while emails may be simple text files,
they may also include static or even animated graphics. Of course, such emails
need not be sent to a user who lacks a device on which they can be displayed.
25 Where the address of the recipient is not known, it may be found in a
directory accessible to the sender through the same network as is used for
sending the email itself. In many cases companies and other organizations may
a list of their employees or members available publicly or selectively on Web

site. An email address listed on a Web page may itself be a GUI that when



need not be sent to a user who | acks a device on which they can be

di spl ayed. 25 Were the address of the recipient is not known, it may be
found in a directory accessible to the sender through the sane network as
is used for sending the email itself. In many cases conpani es and ot her
organi zations may a list of their enployees or nenbers available publicly
or selectively on Web site. An enmail addréss |listed on a Wb page may
itself be a GU that when 4 selected brings up a new mail tenplate that
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t hough not necessarily a subject is sent by activating an appropriate GU .

This wi |l nor f#ldey’ srigkamitioniin indlgdingeamanprrtictlar nepipicah Matrhad caseediat el v,
assum ng networ k accesr is.avail able. The subscriber typically has other
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infornmed that the email cannot be sent at that time. Once an emall is sent
by a subscriber, iHoveveedsas veitiated, dre amnpleiat edail message including one or
more destination addresses, a body, and usually though not necessarily a
subject is sent by activating an appropriate GUI. This will normally result in
15 the email being transmitted immediately, assuming network access is available.
The subscriber typically has other options, including saving the email for
editing and sending later, or indicating that the email should be transmitted at a
specific time or on the occurrence of a specified event. If network access is not
available, an access attempt may be initiated automatically, or the user may be
20 informed that the email cannot be sent at that time.

Once an email is sent by a subscriber, it is received in an associated
server, which in turn routes it toward servers used by the intended recipients, as
indicated by their address. At the recipient’s server, it will typically be stored
until it is downloaded to the actual user device at which it may be read, or until

25 the occurrence of some other specified event. How quickly it will be
downloaded frequently depends on the type of Internet connection available to
the recipient.

Those recipients with dial-up connections, where communication with

the server takes place over a conventional phone line, the email cannot be



server, which in turn routes it toward servers used by the intended
recipients, as indicated by their address. At the recipient's server, it
will typically be stored wuntil it is downl oaded to the actual user device
at which it nmay be read, or until 25 the occurrence of sone other specified
event. How quickly it wll be downl oaded frequently depends on the type of
I nternet connection available to the recipient. Those recipients with

di al -up connections, where communication with the server takes place over

a conventi onaly, 8?(16'(:1'111&11 shE’l’?F%gﬁhé fo%nlg% cPe: I %egm\{mlggﬁqdogsl%nﬁ)ngmsg%ggg a

connection is na ncreasin SCI’I b

connect i on t hdbrnTey hih-Gedudi db‘ﬂlﬂbéﬁ’oﬂ ﬂlal@h?a‘j‘y%e édhtfn%ﬁ g!‘zfdegllﬁéiﬁfson erai |

downl oads are often performed automaticall'y on a pe asi s. However
it occurs, howenﬁgulaannemaail cio:wrﬁmaislearbloétehqmﬂo@ﬁﬂd&gt@haﬁcdll}%@ubscrI ber" s
device as soon as . it is downl oaded. Another new form of conmmunication,

usi ng radi o t BFERHGHESIS. #é%web@déﬁécm,pfmxa@veasammaﬂ inavaititde foil weptimgenti s

I - d h dard
el Ophone ey bt BT ER LV BRI HA0es S R¥Bldd oCEr ve cal 1 S through an
appr opr i at e radi ot sheRiigR PR HOBKeor BuEASIS! VO LI ERbYaLIGudes 2

network of fixed-location antennas conmunl ¢ ‘radi o

t el ephones. Thecant popalar ag @cHpreastid helepbhiaiis suTnFify @96%@51‘& 1aQMEr age area
so that the radiotel ephone is (wthin the area) always only a short
di st ance fromtesmieircsivent eqiinged Whthsa &tanémde:nbphoad: keypad, sdricunaichei on
over the air jnt ow power, which not 15 only

b | a |
reduces the nlésee(ﬁle Iﬁg& F%‘%/reg@:}%éiaﬁlﬁ ﬂ? yg Wé‘E}Pé’(ﬂ?ﬁlat%@d@@@)@w@éy%}hanneI
frequencijgs tppbgetssd t}rﬁ ﬂ}‘%lﬁ] diRk& é‘ﬁ%t orE egfﬁg;%{rﬁ'ﬁg%kons ﬁg%ﬁ)f’cgnas they

are not too close toge e area range of

? gl egﬂf) ﬁ 2 na i c(s)orrﬁgilulzr:pﬁﬂa;@'gfiﬁith t%aﬁgi\r?g@ 1Tl O THRGINRGRML Afe HATEA MrougRblul ar
the network coverage area so that the radiotelephone is (within the area) always
only a short distance from one or more antennas. This arrangement allows
communication over the air interface to be relatively low-power, which not

15 only reduces the needed battery capacity for the radio, but also enables channel
frequencies to be used for multiple network transmissions as long as they are
not too close together. The area defined by the communication range of an
antenna is called a cell, giving rise to the popular name of “cellular telephone™,
or simply “cell phone”.

20 Cell phones have become useful for receiving both voice and data
communications. Email fransmission did not immediately migrate to cellular
networks, however, for a number of reasons. For one thing, cell phones
became popular with the general public somewhat before email use became
prevalent outside closed office environments. More importantly, however,

25 cellular networks could not instantly be adapted to sending email messages to
mobile users. Somewhat difficult to transmit through a network more suited
for voice communication, there was also the factor that subscribers were
basically equipped with mobile telephones, some of which had LED or LCD

displays that would display at most a handful of telephone numbers at one time.



20 Cell phones have becone useful for receiving both voice and data

comuni cations. Email transmi ssion did not inmediately mgrate to cellular
net wor ks, however, for a nunber of reasons. For one thing, cell phones
becanme popular with the general public sonmewhat before email use becane
preval ent outside closed office environnents. Mre inportantly, however, 25
cel lular networks could not instantly be a@apted to sending emai | nessages
to nobile users. Sonmewhat difficult to transmt through a network nore
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key 225 is a fhunbwheel for manipulation of the inmage on display 105.
Functi on keyslwsé‘;‘éé’&ﬂ-eAd(W&ﬂﬁ@ 1 Ginchpdasaalplommimenteheysd hgawhcalhe state
i splay 206 ad SELE G0 ERRms PO F Rt e oedgad Baghaves 50 oBer
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240 and ni cr ojhameg2dh digsluy 104t Funetic kegsmBNekaditoR variety of operations,
depending on the state in which handheld device 200 is currently in. Words or
icons presented on display 205 adjacent to cach of the function keys 230 are
15  used to indicate the keys’ current function. The operation executed by
activating either of function keys 230 is usually displayed on display 205.
Speaker 240 and microphone 235 facilitate voice communication.
Handheld mobile device 200 may be capable of other functions as well,
In emulation of similar applications developed for PCs, small electronic
20 devices were provided with organizer programs that could be used for
managing and displaying appointment calendars, address books and similar
functions. Often called personal digital assistants (PDAs), such devices could
make use of display screens and keyboards present on handheld mobile devices
such as mobile device 200. Despite having all of these capabilities, however,
25 hmwhdddeﬁoe2M)&dnotmﬁﬁdyrqmmePC100.Tormnﬁnnxmﬂqim
display and keyboard must be limited in size and therefore not always as
convenient to use.

The two devices may be used in combination, however, to great

advantage. PC 100, for example, is installed in a fixed location such as the



Handhel d nobi |l e device 200 may be capable of other functions as well. In
emul ation of simlar applications devel oped for PCs, small electronic 20
devi ces were provided with organi zer prograns that could be used for
managi ng and di spl ayi ng appoi nt ment cal endars, address books and simlar
functions. Oten called personal digital assistants (PDAs), such devices
could nmake use of display screens and keyboards present on handhel d nobil e
devi ces such as nobil e device 200. Despite having all of these
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Because of the way the two devices work together, it is al so advantageous
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s occurs, the PC 100 may be thought of as a network
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forwarding it to handhel d nobil e device or sone other address). Before

As will be explained in more detail, PC 100 includes application
software for not only receiving email, but for managing it as well. Managing
email encompasses storing it in an organized fashion and selectively

15 forwarding it to handheld mobile device 200 (or some other address). Before
the user leaves the fixed location where PC 100 is installed, the user may set
certain parameters for performing these functions. At times, however, a user
may wish to alter desktop settings before returning to the PC100 itself. One
solution is disclosed in U.S. Patent No. 6,219,694 to Lazaridis, et.al., which

20 1ssued on 17 April 2001. Lazaridis teaches a system and method for pushing
information, such as email messages, from a host system to a mobile node upon
the occurrence of a triggering event. This feature specified, from either the host
or from the mobile communications device. A “preferred list” may be
established, such that the host system only pushes to the mobile emails from

25 certain senders. This preferred list may also be activated, deactivated, or
changed from the host system itself or by a command transmitted from the
mobile device.
International (PCT) Patent Application W097/33421, published on 12

September 1997 discloses a similarly-operating system in more detail. That



the user |eaves the fixed |location where PC 100 is installed, the user may
set certain paraneters for performng these functions. At tinmes, however,
a user my wish to alter desktop settings before returning to the PCL100
itself. One solution is disclosed in U S. Patent No. 6,219,694 to
Lazaridis, et. al., which 20 issued on 17 April 2001. Lazaridis teaches a
system and nethod for pushing informationy such as email nessages, froma
host systemto a nobil e node upon the occurrence of a triggering event.
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handheld device. The present invention provides just such a solution.

SUMMARY OF THE INVENTION

15 The present invention is directed to a manner of using mobile node, such
as a handheld device operable in a cellular communication network, to
remotely reconfigure the desktop settings of 2 home node. In one aspect, the
present invention is a system including a reconfiguration message generator for
generating a reconfiguration message that indicates those changes that a user of

20 the mobile node wishes to make to the home-node desktop configuration, and a
home-node reconfiguration message processor coupled to the desktop manager
and selectively coupled to the communication network for changing the
desktop configuration according to the reconfiguration message when it is
received from the mobile node. In one embodiment, the reconfiguration

25 message generator is resident in the mobile node and the reconfiguration
message is transmitted at the user’s request. Where the mobile node includes
an organizer database that may be synchronized with a home-node organizer
database over the communication network, the reconfiguration message may

also be transmitted with the organizer synchronization data.



15 The present invention is directed to a manner of using nobile node, such
as a handhel d device operable in a cellular conmmunication network, to
renotely reconfigure the desktop settings of a home node. |In one aspect,
the present invention is a systemincluding a reconfiguration nessage
generator for generating a reconfiguratio&ﬁnessage that indicates those
changes that a user of 20 the nobile node W shes to nake to the home-node
desktop configuration, and a hone-node reconfiguration nessage processor

coupl ed to the desk . i . CO ed to th

comuni cation net \Alg%l%?lfo ?)I?é} ?ﬁgé%itﬁgg%eﬁgﬂﬁggﬁt&%zs& pb%ﬂ%ﬁ%ﬁﬁ%@cor ding to
the reconfi gur@hfigurifgSSEGemMIRALibA-rctwoERGNY SRt REK lopen IR tnd1QdRe | N
one enbodi nent, the reconfiguration 25 nessage generatof 1s resident ign t he
nobi | e node arilic sieps o€ coalflingythatdesktopmassage fosrem@asaidiifdiration,he user's

request. Were t h%, mobi | e npode includes an organizer database that nmay be
synchroni zed W?HHSHS M dersglastiyely ongakls an shooemmimécatmmmatvedt,i on

t k, t i i | .be t 1t d with th
or gan ser Synceraaad Bk S TRRGA Yo B ot hudeche MRS atatin Mol on
i s a method ofo E}%T@érﬁlshoﬁe'ﬂﬁﬂoﬂgﬁ'tl’i‘@c&nﬁﬂfem&ﬁaﬁefhﬁ%ét%’rl'ﬂggé\%zo Fg“% node

deskt op manager including the“steps o the nanager for

renot e reconf pgureasingrhe reuodvigdiAibnamesaik én ARMEoSE ek MR HaRRBRARE S 1 N
the comuni cation network, 5 generating a reconfiguration nessage,
transnitting fHenfigesitaycendinmtiorosssgee te the mebfiempdnodefitmrtbaigthet he

conmuni cati on_net wor,k recef'ﬁ%vi rlg a essing. the reconfiguration

message in t hgeqygﬁrédﬁgaag,ge% % e&ﬁgﬁﬁ‘éﬁﬂﬁée gethed sy aen mclede bemstensmdt i on
rade. Thel et Ronrrayt STEET: BORG sER bl g FEBRR AR S 2R e " home
node gener at eswanthaly aRssivin@the WdhAgUFA{dnOfta®k L HinarSUATRE hotiRGRIQ REqt he
configuration status summary in the nobile node, an presenting it on a
di splay of theresemingitmode dsplayhstthe heolsldusetd fuethati giengibisbgber using the
mobile node is aware of the current configuration of the desktop manager
before requesting any changes. The configuration status summary may also be
15 automatically included in the reconfiguration confirmation message so that it
may be stored at the mobile node for future reference. The reconfiguration
message may be generated in the mobile node itself or may be generated by a
server in communication with the Internet after sending an interactive Web
page to the mobile device and receiving back a transmission mcluding an
20 indication of changes that the subscriber wishes to implement.
In yet another embodiment, the present invention is a handheld mobile
device operable to communicate with one or more home nodes though a
communication network, including a reconfiguration message generator for
generating a reconfiguration message to request that the home node reconfigure
25 the desktop manager settings according to instructions provided in the
reconfiguration message. The mobile handheld device may also include a
configuration status summary request generator for determining the current
configuration of the home-node desktop manager prior to generating the

reconfiguration message. The handheld mobile device may also include a Web



nobil e node is aware of the current configuration of the desktop manager
before requesting any changes. The configuration status sunmary nay al so be
15 automatically included in the reconfiguration confirnmation nessage so
that it may be stored at the nobile node for future reference. The
reconfiguration nessage may be generated in the nobile node itself or may
be generated by a server in comuni catiod%ith the Internet after sendi ng
an interactive Wb page to the nobile device and receiving back a

transm ssion i ifng:an. Lndi,cati-on_of . ch S ;L hat . t he ri ber

W shes to i np:bg&n‘g%.ga?%ﬁgleat%gggc% H@gué%f)?)@? %ﬁ’?&g?%getﬁ}%é enﬁn ?lﬁ\ggﬁﬁagen is a
handhel d nobi bﬁlb_o@ﬂﬁbﬁ@tm&ésﬁmﬁn?aﬁagé}fe&&ﬁgﬁ%ﬁonmws QNG Rhetips § home nodes
t hough a conmuni cation network, i1nclfuding™a reconfiguration nessage

gener at or f or reqypefieneadtiongmasgageonf i gur ati on nessage to request that the
hone node reconfigure 25 the desktop manager settings according to
instructions provided in the reconfiguration nessage. The nobil e handheld
device may al so include a configuration status summary request generator
for determning the current configuration of the hone-node desktop manager
prior to generating the reconfiguration nmessage. The handhel d nobile
device may also include a Wb 10 browser for interacting wwth a Wb site
in order to determne, in an alternate enbodi nent, the desktop nanager
configuration status and generate a reconfiguration nmessage. 11 BRIEF
DESCRI PTI ON OF THE DRAWNGS Figure 1 is an illustration of a personal
conputer (PC) such as one that nmay serve as a hone node and include a
deskt op manager that may be renotely reconfigured in accordance with an
enbodi nent of the present invention. 5 Figure 2 is an illustration of a
handhel d devi ce such as one that may



serve as a nobile node and be used to renpotely reconfigure the desktop
manager of a hone node such as the PCillustrated in Figure 1 in accordance
wi th an enbodi nent of the present invention. 10 Figure 3a is an
illustration of PC display shown in Figure 1, presenting an enmail screen
exenplary of one that m ght appear on that, . device. Figure 3b is an
illustration of the handhel d-device displé} shown in Figure 2, presenting
an emai|l screen exenplary of one that m ght appear on that device. 15

Figure 4 is a sinplifi edlﬁiwﬁggmﬁnﬁawﬁﬁ%ﬁﬁq}ﬁgﬁ% conponents  of
adapt e

a comuni cati on network or usé according to an enbodi nrent of the

t i tion. Fi 5 18 i pplified bl ock di illustrati
Celacted internal TaanbonbAs tabte it hER RO R b R Gibesh it

accordance wi %ﬁ&rv@ﬁ@@%bﬂ%ﬁod%farfﬁﬁcﬁ{o%sae@ésﬁ Vﬁl@h%ﬁé}ztgﬁ I%Hg%e%&gxtéa}yf ow
diagramillustrating a nethod of renotely configurin a me node
deskt op rmanageeccadpored igadcordance madd hreftbodimbieo e $e8dent if@fibhon. 12
Figure 7 is a flowdiagramillustrating a nethod of renpotely configuring a
home node dUeskt op manager according to an enbodi nent of the present

i nvention. 5 DETAI %ED SCRI P.'Iil ON Tr}@é{grgse t invention is directed at a
manner of renot el y IBEEH P GirilRgratipnaelsk handhed deviee suphgepne thatanay st em
and net hod i s rt.L i : i n Vi ronpent re a particular
SUbscri ber used 'S RamEHShoBEXATRERSC | Ry B LSRR Sk Brle enei
messages, andnfaaféd 6f 4 BoRBGhodeREHh b Y ﬁ_@r ﬁgﬁﬁgéég& PRl sl GRdREcEAAke | S

part of a desktop organi zer application.
with an embodiment of the present invention.

10
Figure 3a is an illustration of PC display shown in Figure 1, presenting
an email screen exemplary of one that might appear on that device. Figure 3b
is an illustration of the handheld-device display shown in Figure 2, presenting
an email screen exemplary of one that might appear on that device.
15
Figure 4 is a simplified block diagram illustrating selected components

of a communication network adapted for use according to an embodiment of

the present invention.

20 Figure 5 is a simplified block diagram illustrating selected internal
components of the handheld device of Figure 2 in accordance with an

embodiment of the present invention.

Figure 6 is a flow diagram illustrating a method of remotely configuring

25 ahome node desktop manager according to an embodiment of the present

invention.



node is typically a personal conputer (PC), and may actually be | ocated at
the wuser's hone, workplace, school, or other location. A nobile node is
used by the subscriber when in transit, or when at a |ocation away from
t he hone node. Mobile nodes are convenient for their portability, but for
this reason generally 15 possess user int grzf aces such as displays and
keyboards that are far snmaller then those“of a PC. The nobil e device of
Figure 1, for exanple, may have a keyboard that is less than a tenth the

si ze of PC keyboar @i%\ﬁ? A RNOME g ﬂégi;ﬂ@lstex%?i%lgﬁetgggg??érﬂo{é?g%!r)ﬁ%&ﬁ:r\ﬁjgrgi |

200 of Figure 2 is preferably als a ormng

and organi zer aflomgd hedsdediedp HahRGeraRRbidEAL 1O RS ehib%uim@ﬁ@oﬂ”@%garééém ed to
its smaller size. For exanple, disSplay 205 of nobile device 00 may

present nuner dienkiones of text, but is less than suitable for the
presentation of |arge anounts of information or ani mated graphic inmages. It
remai ns, however, very useful to the subscriber who wi shes to schedule an

25 activity, d and i : ially wh
Ny e
of display 115 of The prlsehPhveRAYA id Hirgﬁg%l'%?%g\lﬂnngf ngé}ﬁb@%g&iogﬁgghngcreen

exenpl ary of one that m ght appear on t ce. gure

i | lustration ateditsphagiltRBEmanagdre Thansredrd amalahéBod 3s ofpMitical20Qvakae in
Figure 2, presenting an enmi| screen exenplary of one that m ght appeéar on
that device. Mra¥héIigRIreent3shend Bhticelas hohdcdbbeusgspah@nt nothas af@imany e

sl | or i opl By CSGsT R EROGGR G AusbIEsFaes; 41! ool i €94 Congiihandnel d 5
dev, e 200, Syenmacan anga i HarbL IRt LT BoR, ST
the PC enabl esodde tysieall¥ @ peefRDESmPNE:r $ROY £iMhh$ aBRAFIIRTocated at the
Correspondingly, an email application on
user’s home, workplace, school, or other location. A mobile node is used by
the subscriber when in transit, or when at a location away from the home node.
Mobile nodes are convenient for their portability, but for this reason gencrally
15 possess user interfaces such as displays and keyboards that arc far smaller then
those of a PC. The mobile device of Figure 1, for example, may have a
keyboard that is less than a tenth the size of PC keyboard 125 (shown in Figure
1.
The handheld mobile device 200 of Figure 2 is preferably also capable
20 of performing certain email and organizer functions, but using applications that
are more suited to its smaller size. For example, display 205 of mobile device
200 may present numerous lines of text, but is less than suitable for the
presentation of large amounts of information or animated graphic images. It
remains, however, very useful to the subscriber who wishes to schedule an
25 activity, or read and respond to a short email message, especially when away
from the location of the home-node PC.
Figure 3a is an illustration of display 115 of the PC 100 shown in Figure
1, presenting an email screen exemplary of one that might appear on that

device. Figure 3b is an illustration of display 205 of the handheld mobile



a recipient's conputer enables the user to receive and read emai |l nessages.
10 Al nost universally, of course, such prograns enable both sending and
receiving. The sending and receiving applications need not, however,
operate identically as long as they use a protocol understandable to each.
When an email is received, an indication H? typically provided to the user
in sonme fashion. The user may then decide to review a list of received
emails 15 provided on a display screen in what is connDnIy referred to as
an inbox. A tyRi&al2000de% i A I each
recei ved nessageﬁﬁgﬁjthe Jfﬁgh 3?§§?%%%V§Q§W% h%%e§¥§ﬁgéﬁ?%?y of

t he sender, ardatsntgheappear 'Bmethaﬂ&@xoéll BRI ikt 39fah§r3b' i ghGAH DeVdpparenef

the |listed nmessaged have been opened for reading. her information may be
di spl ayed as Weatitar g@@chnyfgrraatz@l ptaydwa payasdﬂtalyonlth@}mgadﬁ’@ahﬂﬂmy whether a
reply to the ne as be Openi ng a nessage .usual ly invol ves
sel ecting, poi®H S‘ﬁﬁgméﬁel ‘@ISP I |*‘§Wﬂ?¥&j‘ valuablg fpnis stithily, ithe Bandheidishi on

that the er t: C i cking a_ no tton
prossing ant ert Reag0i? ] S?%ﬂké s e BB S ale R Sval S P o
t he i nbox, mee@n&mtéMIatg@wonessage is 25 displayed. When either the

i nbox Iisting or the nessage being read are too long for convenient

di splay, of courseWhan atejCH@0necesmirapplioatidhen tiseP(t chadldsahb ueér togo t o
successive windows. Note that an email application could automatically

open nessages AEPPHeI ?eéldrfééélll%@@ss&gﬁ@uéﬁ)l‘mﬁpqﬂﬂdlhglyqaamn‘c’tlkla}tﬁhcattan lonnost

"convent encel e P yOTRALS dbhiks 1BF 'ugﬁégfjrg?@txg%éa&ffﬁé%sﬁ%%gﬁgﬁ%ge t hat
it is diffg CUMmoEthﬁ?@x@althz\Dacﬁf}%g%Ese Isﬁcl?efﬁrgs 198 eﬂbl?l%%)gx %111 pg%ndnb ox, but

after a while the inbox 5 econe emails are of
the sane i nporecaiviieg.olhe katdingsind r&eiadh 1|catt1&@st nc@ecﬁﬁ&sﬁbw@%r WpBtage L O

save and refer back to later may be difficult to find. Sonme inboxes will
let the user $gnticalheaslonglasithey us¢ aprotocol understandable to each.
When an email is received, an indication is typically provided to the user
in some fashion. The user may then decide to review a list of received emails
15 provided on a display screen in what is commonly referred to as an inbox, A
typical inbox such as inbox 117 shown in Figure 3a lists each received message
by the time and date received, (purported) identity of the sender, and subject.
The inbox display will often indicate which of the listed messaged have been
opened for reading. Other information may be displayed as well, such as a
20 priority flag or an indication whether a reply to the message has been sent.
Opening a message usually involves selecting, pointing to, or
highlighting it and indicating in some fashion that the user wishes to read it,
such as by clicking a mouse button or pressing enter. A separate window is
then provided, either over or next to the inbox, where the full email message is
25 displayed. When either the inbox listing or the message being read are too long
for convenient display, of course, it may be necessary for the user to scroll or

g0 to successive windows. Note that an email application could automatically

open messages as they are received, though with the quantity of email most



exanpl e by sender. But all related emails may not be fromthe sane person,
so this is not always the best solution. One answer that has evolved is
for the 10 inbox to be divided into folders. A nmain folder may include all
incomng nmail, both read and unread. Sub-folders may be provided with the
application or created by the user, who 'ﬁght W sh to separate emails
related to work from those associated w th church or school activities, or
those fromfamly nenbers. An exenplary folder list 118 is shown in Figure

3a. The user TR SLOKHUIRY e8I s LEGM ANEEOLATLA0 anel et by using a

click-and-drag or sone simlar operation. ers not to
its physical lingaiveaiencef course, but rather to the list it wll be

di spl ayed on. Users may select a folder to viewthe listed emails that
have been noved t hédualiyy the emauehbfemaflastsios] masitef @ degsthmey ibdiffieutther
divided into ?%g-sub‘-folﬁgers, and so on. 20 In sone cases, emails may be
aut omat i cal | y PSeRITEsRT o oudy Be displayedrinamanbok thd adten aw hide the isbox

i ndi vi dual ¢y ggﬁi the user. For..one. exanpl,e, emails that have
been opene%l f or ri‘gggé(ﬁge%éiﬁ Eoélgselg?d PBP%H CRagly ar nﬂhe PP P OTHNCEO s ent
after they hawgerRires8a dnfhif it bR : & f or
anot her, emails nmay be sortéd upongggéiﬂqb%é‘%inﬁsg%o %wf%g‘llﬁlg%ﬁ%%gcf?cgrﬁ)gﬁéf?agr

urgent emai | sbpldiffedlito fone Sohdénband WM triser kbt (B&Bhlasl il @ged in
another. Emails may also be automatically placed in a specific fol der
based on the S&HHBIC byt sarkier.s Bt ald relafdecrnails vy act be fanhdhasicalpeysosnoss i ng

emails into di.fferent fol ders nmay, he based on criteria set within the

appl i cation agn%ls fb‘gfai\ﬁ’%’% ﬂ’t?rbe(i:rﬁs%’/lﬁ&@@- il that hagevgbead 1sAgr thene

aut omat i | agy fi,¢ j | hkferent f [S. A e .certain criteriais
St ot ol ot iR 18 bRl ded ihid 1act A hahPRREEm PRt gk Bl Rauffe 1R
manager. The lesthircadrandg@tedtRySite fNHeMadanbe dr&HiA6d S/ il A" AMRGNh 6 OF

may be divided between a nunber of different nodul es that operate to 5
performthe etraricdishthgarses,unle gkt wishriocopaatd enads hdaeidito whé fomi |
those associated with church or school activities, or those from family
members. An exemplary folder list 118 is shown in Figure 3a. The user may

15 then move emails from one folder to another by using a chick-and-drag or some
similar operation. Moving an email refers not to its physical location, of
course, but rather to the list it will be displayed on. Users may select a folder
to view the listed emails that have been moved there. In hierarchical fashion,
subfolders may be further divided into sub-sub-folders, and so on.

20 In some cases, emails may be automatically moved from one folder to
another without having to be individually designated by the user. For one
example, emails that have been opened for reading may be sent to a “read
mail” folder, or be sent after they have remained in the inbox for a selected
number of days. For another, emails may be sorted upon downloading, with

25 high priority or urgent emails placed in one folder and lower-priority emails
placed in another. Emails may also be automatically placed in a specific folder
based on the sender or the subject. The criteria for automatically sorting emails
into different folders may be based on criteria set within the application as a

default, or on those specified by the user.



manager will be viewed in each node as a single entity. The functions of
the email nmanager will now be described. Note, however, that this
description is exenplary and precise functions may vary from application
to application. As nentioned above, a subscriber may receive a trenendous
quantity of 10 email. In addition, email S 10w tend to contain a good deal
nore content, and may represent inportant “conmunications. Sone enails are
business related, and may constitute the only record of a transaction.

Qthers are for ent erfciuts®atic phitink 8EBIAHs LN BT SnPRYESL Rl eSS cardlfsi re of

the recipient. On the other hand,” some enai |l nessages are-unwanted for one
reason or anotchiéeria iskbiupetibapd v witidrteinrbenefdradtdoa thunkekiopi emdilof fers
to sell products in whjch the recipient has no interest. Sonme may even

i ncl ude har nf ANA8RHuT BF Cprsgranazer sady alviewodsissy sisglet pragtdm meddude,cus
intent. O her e sinmply routine and of. .Little value. The email| nmanager
hel ps sort an?%{%%@lgﬁﬁ%laetgﬁgp@éﬂ{lﬁbgﬂfé},&‘fp@t o3 BahprPEHSitPy keep
(and latersfipd)olhqge Bt i bl ' f e t hat
are not. V\hen@anoerrai I e%dsé?lrnqugl egg{lﬁ?tf&lﬁs %Qé’%“ﬁgfgeége ?ﬁéﬁgr@? %l%%gnager to

see of it manecinegeawyll bt vidweedl @ehatbderdstedihgle cHIRS.C TRE IFhREH GhsTBthOE
preset but are nore valuable when adjusted to the needs and tastes of the

subscri ber. Uil rageagenatilloww bhdesndidd. meoeghoweiti, thatehisdiesostids sn t he

emai | accordi ng to 25 instr uctms associated with the criteria. The email
may be sort edS*HEPIEE #R¢ BEeFIseEgEONY Mayary (g papkiedtisnde applicetigr por t s

to be froma specifhi t t subscri ber does not wsh to receive
emai| from Alter natsgﬂ‘f/ﬁ(g{neldy&?r{ﬁi %jgwsgﬁﬁ “hBR TP E aJ?ﬁ?gnvgr%lSd’éllang’r%é to
the emai |10 nbeaill fin dabitda, ¥niasls O &ANRLEABIN A gtd ée%&@fo%'rc nichE Aol |
manager may generate a nessage of reply to the s er, I n?or m’ng them
of the del i vempyfraplegers.imhorass agenimycalsg, iSonsoomatiaansbisnedrakiey for
presentation to,the user. Wien an emai |l manager is to decide whether an
email is to bAgmEyrepstitute the only record of a transaction. Others are for

entertainment, but keeping them is nevertheless a desire of the recipient. On

the other hand, some email messages are unwanted for one reason or another.

15 Perhaps they contain nothing but unsolicited offers to sell products in which the
recipient has no interest. Some may even include harmful computer programs
called viruses, sent with malicious intent, Others are simply routine and of
little value. The email manager helps sort and disposition emails to allow the
user to more easily keep (and later find) those that are more desirable and

20 discard those that are not.

When an email is received, it is examined by the email manager to see
of it matches any of the selected criteria. These criteria may be preset but are
more valuable when adjusted to the needs and tastes of the subscriber. Upon
examination, the email manager will then disposition the email according to

25 instructions associated with the criteria. The email may be sorted, as described
above. It may also be deleted if it purports to be from a specified user that the
subscriber does not wish to receive email from. Alternately, only email from

acceptable users is delivered to the email inbox. If delivery is for some reason

not to occur, the email manager may generate a message of reply to the sender,



at all, this function may be called filtering. Filters typically allow or
deny 5 delivery based upon the identity of the sender, the originating
emai | server, the subject, or some other characteristic of the email. The
filters do not detect viruses thenselves, but may attenpt to thwart their
acceptance by discarding mail from unkno sources. Note that the actions
of the desktop email nmanager may be perfdrmed upon recei pt of the email or
in sone instances at 10 some future tine; for exanple when read email is

Lransferred ton @ icPor I8l dfted) ot XAl Al o8l Stedpep0d of

time. In the context present’ 1 nventi on, enmal I manager

may al so be ds&fttd forget@ntie tothefs@mail s addressed to the user shoul d
al so be forwarded for delivery to the nobile node as well. Emails, of

course can be 15 f &Vhen alednmad matreer adidr dessdswhstheehh enei] tsdoerdelivhenl one

address. As rrenlltli ﬁne ahove, the sjze_ limtations of nobile handheld
devi ce 200 maf! alhdAfetnrtion gy haemled dtesme ntilesy typsadlyi alpvaor dege vol ume

f il ¢ ad at t h de device, f PC
Too. The deskpon anaer e AEMLHE SFuly 4idRe SOMTsT B TlERHY ila ST FTowR 1o
the nobile nogeiest ¥r domweliker BhAledi @R Re eﬂfagt. hﬂ?eef&t@sa&oegoll&t@cts' ngle
project, or those froma certain sender or senders. course, presently

t hese par anet erssastbembelvesttabmshatmmwhenhivhs thsiehct&taicd e dhesrtnode
| ocation and has access to the desktop manager of PC 100 (or other hone
node devi ce) . MBitiremaidmewinmiquieasei Metetthet theaoticrs of thieatasktagi ergaidar amet er s

(and ot her emui | manager settin my 25 c e before a traveling
subscri ber re?lapﬁ%eltlggl{ h% pﬁﬁﬁgﬂ%{iﬁgpné@m@qﬁh@tﬂgg%mr It 0BG MSEBRES at

i nventio r 0AH A L i L OR.: f > outlining.the

pr ocedur (ral %o?éqlﬂﬁ%tg% 2@8 h? %ur é pﬁ%ﬁ{ﬂe %é@,‘%@%& P %%ﬁlg{e&kﬁagﬁof@eﬂcgloﬁe
communi cat i ngfobédvefen dkbabione AR ctidriRl oPfinke node will be revi ened.

Figure 4 is a sinplified block diagramillustrating selected 17 conponents
of comuni cati on nkt therden#ow ofdapprederitdnvergmm toodaikigp emaiinmanager may
also be used to determine which emails addressed to the user should also be
forwarded for delivery to the mobile node as well. Emails, of course can be
IS5 forwarded to other addresses as well, or to more then one address. As
mentioned above, the size limitations of mobile handheld device 200 may
render it less than convenient for handling a large volume of email as might be
encountered at the home node device, for example PC 100. The desktop email
manager may, for example, be configured to send to the mobile node only
20 work-related emails, or those related to a single project, or those from a certain
sender or senders. Of course, presently these parameters must be established
when the user is at the home-node location and has access to the desktop
manager of PC100 (or other home node device). But factors influencing the
choice of forwarding parameters (and other email manager settings) may
25  change before a traveling subscriber returns to the home node. For this reason,
the present invention provides for a remote reconfiguration.
Before outlining the procedure for remote reconfiguration, the overall
network used for communicating between the home node and the mobile node

will be reviewed. Figure 4 is a simplified block diagram illustrating selected



enbodi mrent of the present invention. Note that Figure 4 is an exenplary
networ k, and ot her configurations are enpl oyable so |long as they are
conpatible with the system and method descri bed herein. In Figure 4, PC 100
5 fornms the home node and nobil e handhel d device 200 fornms the nobil e node.
Note that the terns home node and nobile node, however, describe the
respective functions of these devices in tlfe cont ext of t he present
invention and do not require the use of any specific device. In some

k h f
Que{ \rAlngﬁ t ther6eb§g)t? Ingybe no%ﬁgglggﬁfpriﬁ?ti%a 0 agcgﬁp&idl\%}éﬁlﬁﬁ aggocr%h%n
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server 410. This connection’is, ourse use enal | or “any

ot her I nt er nehetvebrdt eod Qdmmtmﬁgma@i@&s aﬁ@@ﬂpﬁ@a%‘ﬁbsoﬂéﬁl@la@gheﬁgﬂeng mobi | e,
handhel d devi ce 200 uses a wirel ess channel to communi cate with a wirel ess
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channel 470 using near enna ¥ 472.
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handed over to one of antennas 464 or 466, which operape in conjunction

wi th base st afd ont coptirectht ese of ady epec:ﬂ@@isvroesﬂ&@bnwai@twoﬂtst, lloxigio onl y
three antenna are shown in F| ure 4, there —my be, and typically are many
nmore. Thr ough! ]Iiéﬁﬂia levagsiqoa! QY@h%WHC}H@WCé@HEO@th@lgbﬁhéfqWoﬁb]nh’lmm cate
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in nore detail_below, reconfiguration
other Internet related communications, such as Web- surfing. Being mobile,
handheld device 200 uses a wireless channel to communicate with a wireless
15 network antenna. As mentioned previously, there are typically many such
antennas spread over a wide region so that one is always within communication
range of handheld device 200. In Figure 4, device 200 is communicating with
radio access network (RAN) 460 through air interface channel 470 using
nearby antenna 462 and base station controller 472. If mobile handheld device
20 200 relocates, communications with it may be handed over to one of antennas
464 or 466, which operate in conjunction with base station controllers 474 or
476, respectively. Although only three antennas are shown in Figure 4, there
may be, and typically are many more.
Through RAN 460, mobile handheld device 200 is able to communicate
25 with and through the Internet 450. Gateway 440 provides the interconnection
between the two networks and is responsible for effecting any necessary
changes in format or repackaging of transmitted data. Handheld device 200

may use this internet connection to send reconfiguration communications to

home node PC 100. As will be explained in more detail below, reconfiguration



18 nessages nmay be generated solely in the handhel d device 200 itself, or
in connection wth server 485, which includes a Wb site constructed for
facilitating this operation. In one enbodi ment, nobile comrunication device
200 includes an 5 organizer function for nanaging data stored in an
internal nmenory device. Figure 5is a sinplified block diagram
illustrating selected internal conponents 1%+t handhel d device 200 in
accordance with an enbodi nent of the present invention. Device 200 is a

w rel ess nobi | ' [ vipded w t ransmitter circuitry 510 and
receiver cir Cdﬁ%sgggéfgga%%g%gg'%@%cgsql?lgﬁg%? H%Chlc?‘%%‘ﬂélggﬁggf{s?&g% ively,
using ant enna chfectlUiewHAleAS 488! GO inERITONARES sRE coflQiGed 200 operat e
under the direction of controller 505. Note that although one controller
i s shown in Fifggilitatiyg thiseogeratign.be separate controllers for performng the

operations associated with the present invention. Oganizer 530, nentioned
above, organizes cépeapRERsliment nerhilcetcametnioation weyviosr? (6 inchdled Bni n

menory device 525. The stored organizer informatian may be entered by the
subscri ber5 at © é@l%gﬁp‘@%%ﬁ%ﬂ@fﬁgﬂ%’é@ﬁ@@ ssersd lBranrffBSP“é%‘ TREIETY €8V IERrer e
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cabl e connect ilcggn (nsgltg as%%ﬁ\}aﬁl)%g{j ob(léa(g] Qﬁgf’@ﬁg@u sgi'tagfg%bsgieﬁgcgdé%tergg]ggﬂpggfmggo,

i n associ ati oof handhdi@ @ericedeNiia@codBlantOwiTh MerdBodiSaiFehe falah@se.
There is preferably al so a corresponding organi zer data base (not shown)
on PC 100 t hatnvghgenkéipace 2aek ovislgamaste datiat,ed it pfevided wath f or t he

user. The two,_dat at%%ies_ ma}/ ?ia synchroni zed in order that informtion
added, del et eI SHGHE AP [ GART Fesgly e cBENL pHdoBerakie toHsanssrihend Mor e
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synchroni zing the two databases. (Again, a corresponding nessage
one controller is shown in Figure 5, there may be separate controllers for

performing the operations associated with the present invention. Organizer
530, mentioned above, organizes certain application-related information stored
15 inmemory device 525. The stored organizer information may be entered by
the subscriber at the mobile handheld device 200, or may be received there
through receive circuitry 520. (Other means of input, such as a temporary
cable connection (not shown) to PC 100, may also be used.)
Organizer 530, in association with memory device 525, forms an
20 organizer database. There is preferably also a corresponding organizer data
base (not shown) on PC 100 that also keeps track of organizer-related
information for the user. The two databases may be synchronized in order that
information added, deleted, or changed at one node may be updated at the
other. More than one mobile node and home node may be used for this
25 purpose, of course, but for simplicity only two are illustrated in Figure 4. A
sync message generator 545 is operable to for sync messages for the purposes
of synchronizing the two databases. (Again, a corresponding message

generator in PC 100 is not shown.)



generator in PC 100 is not shown.) 19 When a sync nessage is generated, it
may be conmuni cated through air interface 470 and RAN 460 to enterprise
server 480, which includes sync server 485 (shown in Figure 4). In the
illustrated enbodi nent, sync server 485 includes a nunber of functions
related to the synchroni zation operation, which 5 it performs with PC 100

t hrough server 410. (Again, the communi cati®on paths and the server
functions and | ocations may vary frominplenentation to inplenentation.)

| nstead of conmmuni ' | ver 41 hy ough_Lnternet 450,..the .
nandhel d devi ce. may " tend bt R FIR Bl dtgty b eRenBleity diien an
reconfi gurati gfterfass age a6 TEARI A0 BAh SRR BROUGAID) ineh.@%lg s%é h the
sync nessages being transmtted through enterprise server ) I's has
the advant ageeofer é861(shovat im§igure 4 win thenidlubeaied embatimeny, sbac pertpaged

automatically,on a periodic basis, or at the subscriber's direction. O
course, eit héclpggica nembeaat fnchions oelated torthe hynchremizetiomiopbistiont Waidt her
i f needed. . 15.Ret urni ng. igure 5, also incluyded, in handhel d device 200
isa confl gu}taﬁ’%lﬁ%%%‘gltﬁi’(f Ll Bt Sear 410534 erish Ta ppHYHegtion paihs
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bel ow. Finall f/i, a éju%%la%e ﬁgg% I <I§’2(?:‘?@%9?&15&‘%%2{%lﬁleor@;f%ﬁéé-%&lﬂ%h@%\%ce 200,
and can be i nahpliecertmi@ny of the transmitted nessages to authenticate
their origin. 20 Figure 6 is a flow diagramillustrating a nmethod of

remot el y confi guri haptead dbeenmodécadiegkith semreadéd taonghditegnétotdn the

enbodi nent of th(ﬁ p[)rgse.nt invention. _This nethod is viewed fromthe
per spect i ve of3RHId dp¥iceinay sengrecenfigaratipn messages gaIeTaBADYt he subscri ber
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advantage of coordinating the two functions, which may be performed
automatically on a perjodic basis, or at the subscriber’s direction. Of course,
either function can be performed in this manner without the other if needed.

15 Returning to Figure 5, also included in handheld device 200 is a
configuration status request generator 535 for generating configuration status
request messages, as will be explained in more detail below. Finally, a unique
identifier 565 is also installed in device 200, and can be included in any of the
transmitted messages to authenticate their origin.

20 Figure 6 is a flow diagram illustrating a method of remotely configuring
a home node desktop manager according to an embodiment of the present
invention. This method is viewed from the perspective of the subscriber. At
START, it is assumed that the subscriber is equipped with a home-node such as
the PC of Figure 1 and a mobile node such as a handheld communication

25 device of Figure 2. Of course, these are not the only such devices that may be
used in accordance with the method of the present invention. It is further

presumed that the two devices may communicate with each other through a

communication network when the mobile device is at a remote location,



presuned that the two devices may communi cate with each other through a
communi cati on network when the nobile device is at a renpte | ocation, 20
al t hough they nay be able to communi cate with each other at close range as

wel |, for exanple via a USB cable. The user in nost situations wll
configure a desktop nmanager resident on e hone node (step 605) while
working at the device itself because it be 5 the easiest way to do so.

As mentioned above, the user may al so accept whatever defaults have been
provided if tRaNo@MILIRYiIh 1. J nt to
set the confi gurogé us%pi;))?fﬂalr% tB %o%ﬂrﬂﬁ&catchﬂ%ﬁ‘éﬁéh OEh%g gal% %\gﬁ%n%ga
because at th&telkf@@eﬁaﬁlﬁalé@ﬁdh%E@ﬂal@e based on the imediate

circunstances. In sonme cases, renpte access or reconfiguration will 10 not
be required, at |edde Uﬁ@ltinunbstl situntonswill cenfipme. a a‘dm:tai;emhnhger regtdetieon
reconflguratl n often s arise, however, for a variet reasons. The
user may hav Wle Rege %%ﬁ%@r‘é'aﬂ%’vcgkmge@‘t|tbc é@%ﬁcﬁg@ﬁéheﬁéu@e%mwe

manager pr4 or Ci rcunsta ave changed, for

exanpl e, vaththa &S%(E gd ?0 Sg)f%s Wepﬁg{lecﬂ n%fése&r?aryeg]g ﬁi")d’rfier or a

| ower priori twhaﬂgqlgl Y m nd For
what ever reason rec%ﬁg&?gﬁﬁg{t}? Eﬁé} g@(’e%%%/ %é}r%r?esugtlsagrrége[g[a?l ?ftrﬁcs

conti nues by bswagert tie wsebivliB weadeo ket ﬁhe@uﬁﬁgu&tfdﬁ%lﬁﬁtqméma@@ﬁng the
configuration status check gstep 610). The request is sent via the
communi cat i onNYBEWSKR logatipn; €¢Eé1@é|at'§tﬁtblym¢ﬁ1@ﬂ¢ttmg crgdee biﬁh‘:ei dothe node
responds by returnin uration status sumrary %h IS recel ved

in the nobil elmﬁgaglafeg?léﬂu%ﬁt ‘?Cesaga SPPEEA L doe @Fé’/%%@‘f rqeoPEguEED. Wit
status check ganfd Ire irb@raty HéF{H%ttﬂht?lﬁ uséf lre%]rthssﬁt ]éi SfE)Eg rg %;( top

manager settings. on€ ‘e e status  chéc
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the current confi guration. In anot her embodi nent, status check 25 (step
610) is requi®edhaee jushtot teenambered de proyrlsi m@m énd dgskedangmagaeprior
to departure. Or circumstances may have changed, for example, with a
particular project that has become either a higher or a lower priority. The
15 subscriber may have simply changed their mind.

For what ever reason reconfiguration is required, the user in most cases
continues by using the mobile node to request a desktop manager configuration
status check (step 610). The request is sent via the communication network
and is received by the home node. The home node responds by returning a

20 configuration status summary, which is received in the mobile node (step 615)
and presented to the user (step 620). The status check confirms for the user the
current state of the desktop manager settings. In one embodiment, the status
check (step 610) is optional, for many times the user will be well aware of, or
not care about the current configuration. In another embodiment, status check

25 (step 610) is required so that the user does not inadvertently change the
configuration to an undesirable state. In yet another embodiment, the status
check (step 610) is required only when certain types of changes are being made

to the existing configuration.



configuration to an undesirable state. In yet another enbodi nent, the
status check (step 610) is required only when certain types of changes are
being made to the existing configuration. 21 Assunming that the subscriber
at this point wishes to continue with the reconfiguration, the subscriber
initiates a reconfiguration application rgzident on the nobile node (step
625). The purpose of this application is permt the wuser to generate a
message for transm ssion back to the hone node. The user 5 then indicates

t he changes that wiyl to. the.existin nfiguration. file. tep
630). For pur posesAc# u eﬁ}%n@lg gtrlhgys,utb{‘s&ﬂ?éé aﬁ}&fﬂ %P?“gd” ltsﬁ%ajst f%t (f'noéﬂlpggo"ﬁfd? gﬁer ation
nmessage bei ngrqieRgbakLibnl M é_iﬁ)@cﬁ@éﬂﬁnﬁﬁ@&gz??ecroﬁﬁ%ﬁ?at%séﬂgﬂ%affﬁﬁ‘?&s‘?«ﬂentr at her
than a conplete reconfiguration including instructions to change those
settings thaond#remabileaddei(step©26y.dThe phrpdse ofulis appliestien frtefpereicae (St ep
not shown). At 10 this POi nt, the user may review the changes that have
been i ndi cat e¥SCrapgeneraige grespags fpr slgnemissionalaskdnytha bouwseade. chamgws t o
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sends a confirmation nessage that, when ' received in the nobile node (step

640) noti fi estheh@ agsepletehatonhgumtoonfdlgdmatinsnudiasisiie ehangeiiet editings gur e
7 is a flowdiagram.illustrating a method 700 of renotely 20 configuring a
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prior to sending it. When the reconfiguration message is assembled to the
subscriber’s satisfaction, it is transmitted to the home node (step 635) via the
communication network.
15 In a preferred embodiment, when the home node actually reconfigures
the home-node desktop manager in response to the reconfiguration message it
sends a confirmation message that, when received in the mobile node (step
640) notifies the user that the reconfiguration has been completed.
Figure 7 is a flow diagram illustrating a method 700 of remotely
20 configuring a home node desktop manager according to an embodiment of the
present invention. The method of Figure 7 is viewed from the perspective of
the home node, but note that it is not necessarily fully correlated with the
methods of other embodiments presented herein. At START, however, it is
again presumed that the subscriber is equipped with a home-node such as the
25  PCof Figure 1 and a mobile node such as a handheld communication device of
Figure 2. At step 705, the home-node desktop manager is configured using the
home-node device itself. Next, mobile reconfiguration is enabled (step 710).

This security feature attempts to ensure that reconfigurations not approved by

the subscriber are not intentionally or inadvertently performed. It is of course



25 PC of Figure 1 and a nobile node such as a handhel d comuni cati on device
of Figure 2. At step 705, the hone-node desktop manager is configured
using the home-node device itself. Next, nobile reconfiguration is enabled
(step 710). This security feature attenpts to ensure that reconfigurations
not approved by the subscriber are not intentionally or inadvertently
performed. It is of course 22 not requiréd, and the desktop nay be
designed with default of secured or unsecured with respect to nobile

reconfigurati s rd iﬁeﬁ,eame%ﬁ by 'Bie%ﬁg%g avi?ns tﬁg%‘dh%%%ﬁ%ﬁ%ri S

presuned, and so the user esta hes” a pas at wll be
required for vesmtuecd adhnkbgtotad nwbileaeoeSEiFuration ONe ke anbodintEn bl Fgure
further reconfiguration of the desktop manager at all (using whatever
node) will be7pesasure daskiophoptessutedi ssd on thof uteh establislhds & paedwopdéstepr d.
O her securit evi ces y be used as well, such as specifying that only
reconfi gurati %h%%?i@]ég%rré‘&‘é]i’”?fzgorfrﬁ@}ﬂt%fwﬁ IENR et QBRI OBR Vi ce or
devi ces wid | e . . f .course the s rit
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process is t haMagRernolc) il be %efrﬁﬁé%ﬂfw_ﬂ%ﬁts‘uﬁﬂliéﬁéﬁ%%é Ssthindleyed  (step
720), when the password (or other security device) transmtted wth the
message i s chpeispwrds Cdhe7@5)rity detibes magbeiusyd abeod], isndh aatpscifyiag tlidie
nmessage is proper, the reconfiguration re?uested in the nessage is
conpar ed wi t hORlygeaeniaghratinp neasrgeguresiveh oo rakeaguidentifieb eet ed

h houl d,{.n fact ted 30). te that thi t
mmy be usef ul 5 arCobILbEr Palied fleS MOF e iEnt “haD ofaoliserRaoeRt BHcEyics ©
request ed(chapge %etcﬂ:@%ﬂ%ﬁ% |p%ﬂ‘nfras]oh¥et cHaér\%tgﬁ %h& tr@sji'ltict"sétﬁégrsc urrent but

unchanged settings, so that “inplenmentin reque reconfiguration

woul d lead to unprehe ptadekeiy stldogmakhingtinBdeconfiglisatidP hedsay MRIceiveaher e
certain changes are not enabled by request froma nobile device, and the
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is proper, the reconfiguration requested in the message is compared with the
15 current configuration to make sure the requested changes can or should in fact
be executed (step 730). Note that this step may be useful for several reasons.
The user may have inadvertently requested changes that are logically
inconsistent with current but unchanged settings, so that im;jlementing the
requested reconfiguration would lead to unpredictable results. This may occur,
20 for example, where certain changes are not enabled by request from a mobile
device, and the reconfiguration message contains both enabled and un-enabled
changes. In another scenario, the reconfiguration request may not ‘match up’
with the current configuration in some way. The requested changes may
attempt to change the settings to those already in place, which may or may not
25 have been the intent of the mobile user.
After comparing the reconfiguration message to the current
configuration (step 730) the home device may send an acknowledgement
message to the mobile device (step 735), indicating the comparison results,

This is naturally more important in the event that the changes cannot be made,



with the current configuration in sonme way. The requested changes nmay
attenpt to change the settings to those already in place, which may or nmay
not 25 have been the intent of the nobile user. After conparing the
reconfiguration nessage to the current configuration (step 730) the hone
devi ce may send an acknow edgenent nessa%$ to the nobile device (step
735), indicating the conparison results. his is naturally nore inportant
in the event that the changes cannot be nade, 23 or at |east sone reason

to request reconfirmation. ep. ho haown)..has. occurred t .t may be
sent to indi Céf%ﬂ[@ﬁ%ﬁso‘ celeégélbgorlfe@éﬁ&orgc%ﬁfgﬁjﬁﬁ (fcsget]i)n%ﬂe[ Sﬁlg%ggl%%errs. The
request ed 1 ecaBhiBH, Bt Aink$ bt BN TRERARTHEANE Toffhaf{Bh of sAR7INRMANACI Nt 2
confirmation nmessage is transmtted to the nobile device (stép 5 745). The
confirmation negsagens! Tiepqiddedryconfightidnas shemanylcafentdib(stdph®40)cur r ent
configuration that can be stored at the nobile node for reference |ater.
Two enbodi nenésd dient pranhe sealemaitommesgeiis frapamitiashtoghe mhebipy desder (step

i nvention w | 0 e described. In a f.irst odi.nent,, the nobile unit 10
ol udes & pef48hal P g SR HTCRErRaE of ist ANy IBES aSaTES Bbhni zer
function suchyas, dmldh 2bARBE A ThANIA e AIUEATHP ARl Rdiol b ferdd SO
forth that may be kept 1 n“sync w a correspondi ng 1 nformati on nanagenent
nodul e of thejdagire- node. For exanple the time of an event, a new

appoi ntment, or the phone nunber of a contact may be updated by the user at

15 only one of theTmadesbodiatcnts of the medsife comaeinmegtiorupontivat ofi the poereni nes

referred to as a PIM S‘ﬁ&f’ g process Wnerebg t he hone node and the nobil e
node can conpBENTAR SFHEITWAS deerbednndy first paboduncnty the e tintn updat e
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that may be kept in sync with a corresponding information management
module of the home-node. For example the time of an event, a new
appointment, or the phone number of a contact may be updated by the user at
15 only one of the nodes. Later, the mobile node may run what is sometimes
referred to as a PIM sync, a process whereby the home node and the mobile
node can compare information, note any differences, and conduct an update so
that both databases have the most current information. (The rules for updates
can themselves be adjusted in such a way that “most recent entry” is not the
20 only criterion for deciding which of the databases to update.) The PIM sync
may be run at the user’s request or automatically on a periodic basis, assuming
of course that the mobile node is within range of an appropriate base station
antenna.
In this environment, the subscriber operating a mobile node may simply
25 indicate any changes that need to be made to the home-node desktop manager,
assembling in the process a reconfiguration message that may be transmitted to
the home node along with the other PIM sync information. Of course, the

reconfiguration message may be the only new information that needs to be

transmitted. The reconfiguration message may be mandatory, or may be



may be run at the user's request or automatically on a periodic basis,
assum ng of course that the nobile node is within range of an appropriate
base station antenna. In this environnent, the subscriber operating a
nobi |l e node may sinply 25 indicate any changes that need to be nmade to the
hone- node desktop manager, assenbling in the process a reconfiguration
nmessage that may be transmtted to the hdfe node along with the other PIM
sync information. O course, the reconfiguration nmessage nay be the only
new i nformat i t:.ne nmt coRf i ti sage
?,‘?df‘*{é?rm %asﬁ ?lg} g%%?ounp%{a @gag‘ét (;fetge .PTle%P{n%f@P#ngalf{o%. l?lrbtﬂgrs

may be mandat inasim shi‘on as the rest of

the PI M sync ivdids itk ingdbild Rodd MEY retly @@,reé&ﬁ%ﬂ}mm@sa@%ﬁ@éfs dRh abRichhe
reconfiguration selections as data, which 1is then conpared to that stored

in the hone nadthenanodnpdred toiat storednt thediomohbds, wingehé awst eddrentnfoor mat i on
updated into both nodes. 5 _In_another environnent, reconfiguration nessages
can be sent vPHaWase faypesdianformatienpdatedisty bafhmoglssabl i shes a connection
t hr ough vvh%ch W)rl(il W}q][ee Vb, si test can l?e accessed, and rﬁguests ownl oad
of a Web page from a2 8iFE CPHAPRERL R ESHUPUDERREEY Fan RE SSTHUYIR 55%

(t hough perha 4 hi 1S€e) : : e,

whi ch may be %eﬁg%’eg{gégk%esgl%c??%} %6@ﬁgeﬁggppggl§g€ﬂ%@gﬁgﬁ%&ggcorres

an i nteracti v&ideyWebrsittheasbbactdsbed, dnd refipehdd €oWaRIaT ATARGRIge from a
preferences. The updated Wb page wi | rovide a link for sending the
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link for sending the reconfiguration message once it is complete. The Web
page in some instances The Web page in some instances can be kept up to date
with the home node’s current preferences so that the subscriber may view them
15 when the Web is accessed.
The methods above represent exemplary embodiments and others may
be formulated in accordance with the present invention. It is also noted that the
sequence of steps in any of these methods is not mandatory unless explicitly
stated or logically required to be so.
20 The previous descriptions are of preferred examples for implementing
the present invention, though the scope of the invention should not necessarily
be limited by this description. Rather, the scope of the invention is defined by

the following claims.



stated or logically required to be so. 20 The previous descriptions are of
preferred exanples for inplenenting the present invention, though the
scope of the invention should not neceSﬁgiily be limted by this
description. Rather, the scope of the i ntion is defined by the
following clains. 25 Cdains: 1. A systemfor a conmunication network
having at | east a nobile node and a hone node, the hone node having a
renot el y- confi gurabl e deskt op nanager, said system adapted to configure

t he hone-node desktop manager 5 fromthe nobile node, said system
characterized by: a reconfiguration nmessage generator selectively coupled
to the comflaimation network for generating a reconfiguration message; and
a home-node reconfiguration nessage processor coupled to the desktop
manager and sel ectively coupled to the comunicati on network for changi ng
10 the desktop confi gu‘)r/awtéw fiécw@ﬁnﬁgw@au%wtmhmwgamilwtﬁé@@%@ when
it is recei I i node; rein the hgme-nede r.econf,iguration
processor dent\égg r#‘ ﬁ%@%ﬁﬁgpﬁgg’ thg hé’{‘}ft ]ﬁ%dggﬁaevéﬂg iasreplé)(ﬁ@ché)(ﬁl llgg]rq}ﬁg%eskt%p
reconfi gur aty ARTS Mﬁ%ﬁﬂh j her
characterizedgg$%% %%ﬁgyﬂ%gigﬁﬁggggégoégﬁgggP%r or ggggéggggémnkgéﬁ

reconf i gfir atficon tleonfobileatodensaie sgagasciarnctetizadbyi tting to the nobil e node.
3. The system of claim2, wherein the honme-node reconfiguration 20

processor is opefdsfenligiguormgsnesy genarator sglgetively covpfadgertiei on changes
can be ma t he hone-node (,100) nessage

de, 4. The.system of. claim 3, wherei h ]
generator i SOBRVUETICY BEGANE fat 8oueThite SgEC B AR FRSEe®n 200 t he mobi | 6
25 station (200) 5 EALHE GedoiFHaul{MorF RROGRS FrEGLSSE E8LH18d tdthe desktop

reconfiguration
manager and selectively coupled to the communication network for changing

10 the desktop configuration according to the reconfiguration message when it is
received from the mobile node;
wherein the home-node reconfiguration processor determines whether a

status check is required before reconfiguration will be performed.

15 2. The system of claim 1, further characterized by a home-node
message generator for generating reconfiguration confirmation messages for

transmitting to the mobile node.

3. The system of claim 2, wherein the home-node reconfiguration
20 processor is operable to determine if the requested configuration changes can

be made.

4. The system of claim 3, wherein the home-node (100) message
generator is operable to generate a message for transmission to the mobile
25 station (200) indicating that the changes requested in the reconfiguration

message cannot be made.



nmessage cannot be made. 26 5. The systemof claim 2, wherein the
reconfiguration confirmation nmessages contain a configuration status
summary. 6 The system of any preceding claim further conprising a 5
configuration status sunmary generator (535) for generating a configuration
status summary. 7. The system of any preceding claim wherein the

conmuni cation network is a cellular cond®nication network. 10 8. The
system of any preceding claim wherein the desktop manager is password

protected and wherein t home-no 1Q00) .reconfigurat.i on . nessage ..
processor is operagle t ]Séygﬁﬂ}ﬂﬂaﬁgng’&gﬁﬁﬂpﬁ %ﬁfﬁhﬁuﬁﬁggﬁﬁgﬁﬁpﬁgpﬂdes
the password. nldasfres EOfthY §LBNRLrAM RAEESHRALG! ai m wherein the
reconfiguration rmessage generator 1s resident 1h the nobile node (200).
10. The systemof claim9, wherein the nobile node is characterized 20 by
an organi zer database that may be synchronized with a hone-node organi zer

dat abase over the Eomunihesystom efanyoprccedidg wheme furthérecanegosihggur at i on
nmessage %s transfm't_tfed V\%tth the organi zer zgigﬁhfroni zation data. H. The
system of any“YtHEHGHRAR SAYSSUENMALY gHaloR tieF BgReIape 4 copbiguration
reconfi gur atig)tguéeswf%a&oupl ed to the conmunication network, and wherein
reconfiguration nessage-generator is resident in the reconfiguration
server. 27 12. The systemof claim 11, wherein the nobile node (100) is
characterized by a Wb browser and wherein the reconfiguration server
includes at |east dne Vibe ppgenfaffartyr@nseditg chgmt evhehanrthbicbmnmadeation

network is a cellular communication network.
10
8. The system of any preceding claim, wherein the desktop manager
is password protected and wherein the home-node (100) reconfiguration
message processor is operable to determine if a reconfiguration message
mecludes the password.
15
9. The system of any preceding claim, wherein the reconfiguration

message generator 1s resident in the mobile node (200).

10.  The system of claim 9, wherein the mobile node is characterized
20 by an organizer database.that may be synchronized with a home-node organizer
database over the communication network and wherein the reconfiguration

message is transmitted with the organizer synchronization data.

11. The system of any of claims 1 to 8, further characterized by a
25 reconfiguration server coupled to the communication network, and wherein

reconfiguration message generator is resident in the reconfiguration server.



5 13. A nethod for renotely reconfiguring a honme-node desktop manager

t hrough a communi cati on network, said nethod characterized by the steps
of . providing a nobile node operable to communicate in the comunication
network; 10 generating a reconfiguration nmessage; transmtting the
reconfiguration nessage to the home node via the comunication network;
determ ning whether a status check is rea@ired prior to reconfiguration.
15 14. The nethod of claim 13, further characterized by receiving a

fi ti i i i t 1 t ed fi i h b
made. | 16, The met nad- of dicaPhesbERetly 1, SRR B uERadI0 A equest  ng
20 a desktop eRMab@ARlIM, Wes?stmw%eﬂm- Ay ggﬁe?ré Bﬁéﬁc@ggg%tgk &l-al,m 15,

further characterized by“receiving t con I'on status

summary, wher eicuddseatdpmst ahb OMclo hage fartadrisAditihg foahe Mol W dédOn nessage is
not performed until the desktop configuration status 25 summary is
received. 17. The nethod of any of clains 13 to 16, wherein the

reconfi ggrati on nmeggage S %%eqr%gat ed iq t he bil e node (200), 28 18. The
met hod of clai m 17°whef el HFBpmeEly seroniigusngrakeneineds dsgkian

i d ed with i ‘ _
Gaabase (5o5) oaget MRy R RIRCIMARERY SRR AgdE 2 B0 e

reconfiguratigmpsegsage is transmtted with the organi zer synchronization
data. 19. The nethod of any of clains 13 to 18, wherein the nobile node

(100) is characterpzpgqhy Amb6he ?1%8%5@1’21&)@% SRR ot O TP Ml R B § PS

of :
network;

10 generating a reconfiguration message;

transmitting the reconfiguration message to the home node via the

communication network;

determining whether a status check is required prior to reconfiguration.

15 14. The method of claim 13, further characterized by receiving a

confirmation message indicating that the requested reconfiguration has been

made.

15.  The method of claim 13 or 14, further characterized by requesting

20 a desktop configuration status summary.

16.  The method of claim 15, further characterized by receiving the
desktop configuration status summary, wherein the operation of generating a

reconfiguration message is not performed until the desktop configuration status

25 summary is received.

7. The method of any of claims 13 to 16, wherein the

reconfiguration message is generated in the mobile node (200).



10 requesting a Wb page froma Wb site on a server (485) via the

communi cation network (400); receiving the Wb page; displaying at |east a
portion of the Wb page; interacting with the displayed portion of the Wb
page to indicate 15 changes to the hone-node (100) desktop nanager; and
transmtting the indicated changes to th§ server (485). 20. The nmethod of
claim19, wherein the reconfiguration ne §age is generated in the server
(485). 20 21. A handhel d nobil e device (200) operable to renptely
reconfigure a honme-node desktop manager via a wreless conmmrunication
network (400), said handheld nobile device (200) characterized by: a
configuration status, requrshelBaIFYP.ifE e @hkird BRThobES B6LE Ye! Y 25 coupl ed
to the comuni cation network (400) for generating status requests for
transni ssi on thatbeerredbyrode goARe) dviabask that iag bai syateeninet withla KA8E) in
order to determ ne the current configuration of the desktop manager; and 29
a reconfi gur af'Pef orgszRy<lagrnee K1Y aver dut suwmpncatisinetbtwork hed wherein
conmmruni cationg network for. generating a reconfiguration nessage for .
transm s§i on I E@ﬁ@nﬁwtwﬁa@?%mw -wspwgeﬁdw@z s gaBirer @X}“rletf%lﬁa“on
processor detggi nes whether a 5 status check is required before the
reconfiguration will be perforned. 22. The handhel d nobil e device (200) of
claim 21, further characterized by an organi zer database (525) that nay be
synchroni zed with a hone-node organi zer database (525) over the

communi cati on net wbPk ( 406)mecthod ahdnwiod ciimst Betor G ovifarginr tht inoobifessdge i s

transmtted w(torb t.he, organi z(ﬁ) synchroni zati gn dat a. o
100) 1s characterized by a Web browser, and further comprising the steps of:

10 requesting a Web page from a Web site on a server (485) via the

communication network (400);
receiving the Web page;
displaying at least a portion of the Web page;

interacting with the displayed portion of the Web page to indicate

15 changes to the home-node (100) desktop manager; and

transmitting the indicated changes to the server (485).

20.  The method of claim 19, wherein the reconfiguration message is

generated in the server (485).

20
21. A handheld mobile device (200) operable to remotely reconfigure
a home-node desktop manager via a wireless communication network (400),
said handheld mobile device (200) characterized by:
a configuration status request message generator (525) selectively
25 coupled to the communication network (400) for generating status requests for

transmission to the home node (100) via with the wireless network (400) in

order to determine the current configuration of the desktop manager; and



23. The handhel d nobil e device (200) of claim21 or 22, further
characterized by a Wb browser. 15 24. The handhel d nobil e device (200) of
claim?21l, 22 or 23, wherein the reconfiguration nessage is characterized
by a pre-sel ected password. 25. The handhel d nobil e device (200) of any of
clainms 21 to 24, 20 wherein the reconfiguration nessage is characterized by
identification indicia that uniquely idétifies the nobile node (200).
a reconfiguration message generator selectively coupled to the
communication network for generating a reconfiguration message for

transmission to the home node;

wherein the home-node configuration processor determines whether a

5 status check is required before the reconfiguration will be performed.

22.  The handheld mobile device (200) of claim 21, further
characterized by an organizer database (525) that may be synchronized with a
home-node organizer database (525) over the communication network (400),
10 and wherein the reconfiguration message is transmitted with the organizer

synchronization data.

23.  The handheld mobile device (200) of claim 21 or 22, further

characterized by a Web browser.

15
24, The handheld mobile device (200) of claim 21, 22 or 23, wherein
the reconfiguration message is characterized by a pre-selected password.
25.  The handheld mobile device (200) of any of claims 21 to 24,
20 wherein the reconfiguration message is characterized by identification indicia

that uniquely identifies the mobile node (200).



