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APPLI CATI ONS [ 0001] This application is a con

of United Staies Patent Application No. 11/ oﬁiﬂﬂﬂﬁﬁﬂ\ﬂmﬂ\ﬂll\ﬂﬂl\
filed on March 21, 2005. This application i

~to United States Patent Application No. 11/039, 288°'¢5*

filed on January 19, 2005. The disclosures of the
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[0002] The present invention relates to networks, and
nore particularly to network systems that allow
secure distribution of protected content. BACKGROUND
OF THE | WANSSEREFETRENCEORSUREL S TEHD éviP RLICATBEONSI deo
content on digital versatile discs (DvDs). A DvVD

pl ayeoonpy Dhisusgplitationtipuia tdoptimuEsen C@ﬂt@mte@ OSf"ates Patent
television (TV) or other video nmonitor. Some

Apﬂih@ﬁﬁéﬁ N@SBMHGB%JV ?ﬁ?e urgfé}%ﬁ'mf %B\gg's' %%gng!aﬁ&% | lated to

and play of one o ty of

Id C V. DvD
Urdiod Sl B0l t-‘?@@wrﬁ%nﬁ%&%ﬁs H1E80 JeRanel 2005, The
: qrre Whenf the DVD player is |located and connected to : '
d'%P QRUEACITRE ﬁbSH%t@fé?“CﬁB% a8 iAcpwipted heseiDvby reference in
pl ayer needs to be disconnected fromthe second TV,
thep@adrety. the roomwith the first TV and 1 |
FEErrrrrrrrerrrrrrret~eerrrrreeerrrrrrrt 000002
reconnected to the first TV. Alternately, if the
consuner has a second DVD player, the consunmer noves

the DVD to the ot heEPbAYLITHE INVENTION

[0002] The present invention relates to networks, and more particularly

to network systems that allow secure distribution of prote(:ted content. g

BACKGROUND OF THE INVENTION

[0003] Consumers often purchase video content on digital versatile
discs (DVDs). A DVD player may be used to output the video content to a
televisioﬁ (TV) or other video monitor. Some DVD players may inclu.dle a
carousel for allowing selection and play of one of a plurality of DVDs. In some
situations, a consumer may want to- view the DVD content on a first TV iﬁ one
room of the consumer’s home when the DVD player is located and connected to
a second TV in anotherv room. As a result, the DVD player needs to be

disconnected from the second TV, moved to the room with the first TV and
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[ 0004] One possible solution to this probleminvol ves

copying the DVD content onto another DVD. DVD pl ayers

typically include only one DVD player, which nmakes '

copying DVDs difficult. To copy the DVD, the user nust

copy the DVD contents to a hard drive system

Typically, copy protection schemes such as digital

ri ghts managenent (DRM prevent such copying despite
reqof@ettast te Hhe firsdieV .copiiematemy ibthaldomsachamdes 4 Recond DVD

copyright laws. This is due, in part, to the fact

playkattht wndateer modes th® TRM & Heobtriaqaaes: by the DVD
player and is .therefore in an unprotected form when

it t pu 0 “her Lces.. - Thi utign _also.
rqu??(gg anbg d??%’ﬁ% S%@@'ﬁ?@_\}@gmréBﬁ?ﬁ&r-‘z@V‘@)ﬁesrﬁepymg the DVD
ON . [,000. emfor distributing content in
coy b kot PYEE BXERGTRY 4 VP Beby d8Cuaaany ong DVD player,
provi der network device conmuni cates with the nenory.

which §tEAPYIRE oY RS dlifficels. reyaepy sha RYPy thefusehenust copy the
content. the  provider network device determ nes a

DV eahfardsioo @ baad dsivefsyistemr cTysisaky, cost WERRAKCHRY s68emes such
and. selectively sends a copy of the content to the

as raigiiE sigtts: rﬁ@h&é’géheﬂﬁﬁ\(m)"’@%\/érﬂ%l{&qeﬁﬁgitﬁgtdl%dﬁr_h‘le fact that

devi ce requests content and has a oca

soR08&vik h r v'.g net wor k devyi ce,
TReT a8 10ar He, S Mgl e BOBYHER 5y S e n part 1o
ester, ne rk device includes.a hard disk drive
thd FRAPES a8 a8 S BBt Hetoioroagen & five M@spayer and is
| ocal network 2 determ ning nodule that determ nes
therRioredg ary vemstectsddeus wihen ids cedpieisiperthendevioek. This solution
- device. The provider network device determ nes the
~ alqooieguiree ot dditiabesDVilaplaglenn a response time of the
request er network devi ce. :
SUMMARY OF THE INVENTION
'[0005] A system for distributing content in a network comprises
memory that stores content. A provider network device communicates with the
memory. A réquester network device requests a copy. of the content. the
provider network device determines a local/remote status of the requester |
- network device and. selectively sends a copy of the content to the requester
network device when the requester network device requests content and has a
local status.
[0006] In other features, the provider network device includes a.digital

versatile disc (DVD) system. The requester network device includes a hard disk

drive (HDD) system. The provider network device includes a local network



[0007] In other features, a server conmunicates with

the provider network device and. stores identification

data of |ocal network devices. The provider network

devi ce determ nes the |ocal/renote status based on the
identification data. The identification data conprises

medi um access control. (MAC) addresses of the |ocal

net wor k devices. [0008] In other features, the HDD

system conpri ses nonvolatile HDD nenory that stores
de@@irining oy ahat 'de@erﬁﬁﬂ@;@rt@%éﬂﬁ‘ém‘&&k&%@%%&@%r requester

accessi bl e section and a hi dden secti on.

rd r ( [ nmuni cates with the HDD
neﬂ%%%gqéft?ﬁ'eqhg r y?dese%gvé/? [‘%@gy'% gupezhe Iperldiepeate status
content fromt vi der networ k devi ce and stores

bapd Of ey [fSpOsge @BE[O@H?G eAueRiehpaaTksieyiGean of the

nonvol atil e HDD nenory. [0009] In other features,
af t £90%&ndi ly ather rfegluses, vo senerprowimiemicatest wittk the provider
~device, the HOD control nodul e receives a key request

netwarkt davisei asd astokey identifioatiphouame bf NEENORKVASK 88vicBs. The
response to the key request. The requested content

préeder irawbyk tdeyitPDisisifRd ree qé&l%@‘é%tgﬁﬁsﬁ ‘rl%{sked on the

device is encrypted using.the key.

iddPRb RN I PL g e Ry BAUERS ot DL R Dlised TR b Sacss control

content includes usage

t i dden tion of the nonvol atile HDD nenory and
(M\ﬁ]l@r%ﬁm{e?%%s %e lO5Rt ROk S@YIGESrakes the request ed

content unavail abl e when the usage data indi cates

al | d0ABBE uYe offerolpatureshéhebiDBysytstemdedrapeses monvolatile HDD
requested content fromthe 3 nonvolatile HDD nenory.

merhenudagle sttiea dpteciif | @ nanvolatilet arhae it ibeY iWfludes a user
al | owabl e uses. The usage data specifies a duration o?

o o o S8 NI Bl (100)
communicates with the HDD nonvolatile memory, selectively requests and
| receives content- from the provider _netWork device ana stores the requested
content in the hidden section of the nonvolatile HDD memory.
.[0009] In. other features, after sending the réqUest to thé provider
.network device, the HDD control module receives a key request and transmits a
key to the provider network device in response to the key request. The
requested content .received by the HDD system from the provider network devicle
is-encrypted using the key. The. HDD control module decrypts t.he requested
~content. Thé requested content includes usage data that is also written to the
hidden portion .of the Honvolatiie HDD memory and wherein the HDD control

module makes the requested content unavailable when the usage data indicates

allowable use is over. The HDD system deletes the requested content from the



conmuni cates with the network over a wired nedi um
[0010] . In other features, the DVD system conpri ses
nonvol atile nmenory that stores content. A DVD control
nodul e communi cates with the nonvolatile nenory and
sel ectively receives requests for content -fromthe
requester network device. The DVD control nodul e
-requests a key fromthe requester network device
bef ore sending the requested content and detern nes
noaMokdisu DR Memesy.t fhe usagedata epetifies eceiodetdienkEyumber of
”froranthe HDD system after sending the key request to
allowe seystEm ushge DiMdasyisdsifies andsrstiBg d
content to the HDDgsystemSIFiSéf the key is r%fr:gliq@g%&l% usage. The
HODt bydtemn do L e ' ithN T m ped i
peri%d i's aggﬁgi‘?ﬁg@t%ﬁ@r@g%g&dwgﬁa%&’ﬁeg%ﬂ%r ?ﬁBELPpD system
' . ncrypts the requested content
coREpLAEaT i AL G PdBReS The rop
syst The DVD, control nodul-e i ncl udes usage data in
t he [ﬁ@l{%stgﬂ Qme%ﬁatwﬁéﬁx itie t PYh& nfysted termpesesHDRonvolatile
system The usage data specifies a nunber of allowable
mMefses) thate stpsagecordanta sheBVO esntobumadilonc@hmunicates with the
al | owabl e usage. [0011] A system for distributing _
nooyntadie mamryeaner oleolisly S fsoel VEYTREYLEBAM o Uontent from  the
storing content. -Provider network nmeans for provi cﬁng

reGOESTENINA & Welite!l NGHEEPRIDY JFRADE 'ﬂg%f?ﬂ&?%tgﬁ%rs&?%\géy from the

nmeans requests a copy of, the cont
_ : S F I nes. . [renote status of the
T e M T B b Bl siediiaiuet Bbgyiiermines
o) .content to the, requester network neans when
an %@5955 BﬁHF’&ﬁ‘ﬁéﬂW%'ﬁ’@a[ﬁ% geqeé\tﬁjtﬁq key- fore the dHeDreystem after
- Iocaﬂp(est atus. [0012] In other features, the provider
seﬁgt%rx MenEeqYRIt Udedha DG sxtem. The DVD system sends the

requested content to the HDD system if the key is received within a _
predetermined period. The predetermined period is approximately equél to a
_single or two-h'op period. The DVD System encrypts the requested contentl
before sending the requested content to the HDD system. The DVD control
module includes usage data in the requeéfed cont.ent that is ﬁénsfnitted .to the
.H.DD system. The usage data specifies a number of allowable uses. The usage
data specifies a duration of allowable usage.

| [0011] A_sysfem for distributing content “in é network comprises
m_emory means for storing content. Provider ﬁetwork méans for providing
.communicates‘ with the memory meang. Requester network means requests a
copy of the content. The provider nétwérk means determi.nes a local/remote

status of the requester network means and selectively sends a copy of the

4



versatile disc (DVD) system The requester network

nmeans includes a hard disk drive (HDD) system The

provi der network means includes |ocal network

determining neans for determining the |ocal/renote

status of the requester network nmeans. The provider

networ k nmeans determ nes the |ocal/renote status

based on a response tine of the requester network

nmeans. Server neans for serving conmunicates with the
Copianti Wethmeeauektensatwoadndnetos eshédehi fé@eddton nell@b® means

of local network neans. The provi der network neans

reqledss wonesht e haoegabddien®iye. st atus based on the
identification data. The identification data

ooh O heF work i ERRTBaL IR PROVIINn B FRERS g digia

0 es_.nonv nmeans for
ve € BTRLOT BT R0 SR et I nlivognindana incheleads bard disk
. acceSS|bIe section and a bi dden section. Hard
dr 'M?szﬁéﬂ JveYLBHt-r ol TheHDI)Viea metwoskmmeaoat exlvddsh lode network
- HOD nonvol atil e nenory neans, selectively requests
detgianinsgeimeans dot efetefmioing hbepro@ml/dﬁﬁofeetst\@tﬁs BB requester
and stores the requested content in the hidden

nedectk meank. the ﬁﬁbﬂ)&’dﬁr&iét{/\@rm%ﬁ@étﬁrr‘?ﬁa’g{’itheﬁ&gvre{r}]ote status

sendi ng the request to the provider

bakbB &Rt e oﬁ%@”ﬁnercﬁ%‘e"r%ﬁ%et%eryn%t%ﬁgsrhggﬁg i$erver means for |

transmts keytot e provi
- uest. Th quest ed content
sehviig %Z@“ER'C{% S&t%é %’P(Xtﬁef' ire MGG aed strreaddantification
a e ted usi ng_t he key. The HDD control -
daﬁ ‘ﬂsl Ef?gw)é K%e@%uegh@dptqytd%nﬂetwwfé( mezprss tetbrmines the
content includes 5 usage data that is also witten to

logayee micirlerialyer bsad opn tthe idemtitication elat@D TMmenifantification data
means and wherein the HOD control means makes the

coryisestreddiucvateass ooatvali (VAT patbiRR sbh®f Ysads 4 ﬁEﬁvork means.
i ndi cates all owabl e use i s over.

[0013] In other features, the HDD system comprises nonvolatile HDD
memory means for storing data in a nonvolatile manner and that includes a user
accessible section and a_hidden section. Hard disk drive eontrol (HDD) means
communicates with the HDD nonvolatile memory means selectlvely requests
and receives content from the provider network means and stores the requested
content in the hidden section of the nonvolatile HDD memory means. After
sending the request to the provider network ‘means, the HDD control means
receives a key request and transmits a key to the provider network means in
response'.to'the key request. The requested content received by the HDD

system from the provider network means is encrypted using the key. The HDD

control means decrypts the requested content. The requested content includes



[0014] In other features, the HDD system del etes the
requested content fromthe nonvol atile HOD nenory
nmeans. The usage data specifies a predeterm ned
nunber of allowabl e uses. The usage data specifies a
duration of allowable usage. The HDD system
communi cates wirelessly wwth the network. The HCD
system comuni cates with the network over a wired
medi um [0015] In other features, the DVD system

usegrep ditredhatoev alsat iWrdternedhy nieiaipa portiodt of ithd nonvolatile HDD
content. DVD control neans conmunicates with the -

maotorgl michhe Hﬁmhemnmeaﬂmﬁebﬁﬁﬁbwﬁ{ééﬁse?ﬁéwg' the requested
requests for content fromthe  requester networ

cdﬂ‘ﬁéﬁﬁunér\}é%a%ﬁ@ﬂttﬁé’lusgﬁgg%té W@%ttess a?lpgv?éllegagénéé Eger.

requester net wor kK nmeans re sending

cont nd de i pe an anou of time that is
r equ@gﬁt 0 lge&)gﬁ}]e??eﬁgr%eyﬂﬁ oﬁbﬂwe’sﬁﬁﬁjﬂsﬁﬁ%ﬁﬁ atfteerrequested
cggndigg the key request to the HDD system The DVD
CQIBAR T BPMhin 808 ¥pIatlet HPD mamest stparsnt €he usagehdatdOBbecifies a
systemif the key is received within a predetermn ned
pregetesminatheuprteatetf adlovabte pees.oThiesusopr dath l¥es a duration of
equal to a single or two-hop period. The DVD contr ol :

alivweatsie aragept TheheDDegpaskedonamieste Rl
t he requested contentgﬁ t he HDDuslyst g%ﬁﬁ%?gsge\)ﬁ%qg'e neftwork.

TREMID oy SRRSO MLHUER S UARAR AL IR AP o SRS H Sllum.

content "that is transmtted _

usa a ecifie nunb 0 | owabl e uses. The
usag@oggﬁa zﬁeéﬂg%reze%u&%‘?’a%%nbﬁ aPYY®REDI €@BEges nonvolatile
The DVD s%\:&em 6 ti communicates wirelessly with the

MEERAY RE2RT LOTTRIBBY K08k oAV corisel Means domemuoatoatek with the
over a wired nmedium [0016] A nethod for distributing -

NABIRIRNE Mamernmetamssiasbag etiesly seosives requests for content from the

réqueSter network means. The DVD control means reqﬁests a key from the
-requestér network means before sending the requested content and determines
an amount of time that is required to receive the key from the HDD system after
sending fthe key requesf o the HDD system. The DVD control means sends the
_'reques_ted_ c_ontvent.to the HDD sys_terﬁ_ if -the key is received within a
~ predetermined period. The predetermined period ié approximately equal to a
sihgle ér two-hop period. The DVD control means encrypts the requested
content before Sendihg the requested content to the HDD system. The DVD
'-co'ntrol means includes usage data in the requested content that is trans'mitted to
the HDD system. The usage 'd_ata specifies a number of allowable useé. The

usage data specifies a duration of allowable usage. The DVD system



content in nenory; providing a provider network device

that comunicates with the nenory; providing a

requester network device that requests a copy of the

-content; determning a |local/renote status of the

requester network device; and selectively sending a

copy of the content to the requester network device

when the requester net wor k devi ce requests content
c and has a | oc tatus [0017] I n other features, the :
ORMBY N Fatehintn yd\é’UthelﬂﬁiW@dles TanedDYDt aifstemecoratidrecates with.

disc (DVD) system The requester network device
the petwadsoverrawiedi sledigmi ve (HDD) system The met hod
i ncludes determning the local/renpte status of the

reqUest e} net muthodlev gistriblitmg e Med: grnél %‘Rﬁérk comprises storing

determ ning the | ocal/renote status ase

coh@SRAASAchidR?; Slovidifg ' egttﬁﬁa&f q‘;eqv(?(ge\é#tga%qorpmicates with

met hod |ncludes storin |dent|

wherein the vrder net wor k  devi ce
th%ghber d‘% éy (ﬂﬁgo%é?w sﬁﬁf e‘es‘f"ﬁf geykgeinadrieguests a copy of the
F?g t|f at| on data., The nethod includes storing
co uﬁlre EB@'QQC%rlﬁ’craéﬂreW)Sfafdlér@’s@;@sreqfuestdtmétmk device; and
net work devi ces. The nethod includes storing data in a

selpsitivelyasendngrmenpy of thesemtant &s HetayantePn Bl NMevice when
sections of the HDD system selectively requesting

thanequester netveprkafeivivet rddiemd Bsntérn@\éhéﬁﬁas”ﬂo‘%’%r F atus.
device; and storing the requested content h

hi ddep1gpct i@t n 8
I'n gt herPf eat urigésr Fet%ﬁJer@rQré\ﬂﬂé g%\ﬂc?ﬁgg@v?rgociqv\’v?ét é %{%@a digital
tting a key to the provider
Veﬁ%\}/{gr Scd@/\?[gi S?Et%?}é's;r SERESIHNRBpTk feyigesnclariesra hard disk
' th. req st to the provider network device.
drﬁ‘%%% lﬁﬁ‘ﬁé’”‘ﬁa@g iBplepeptdater nineg ibguesalée@mote status of
content recei ved by the HDD system fromthe provider
the, EpgidpHetiegiverk isving. t Flae kegthoﬁheclmdebqetemﬂhmé;eﬁre Iocal/remote

decrypting the
status based on a response time of the requester network device. The method

includes storing identification data of local network devices, wherein the provrder
network device determines the local/remote status based on the identification
deta. The methodi includes storing medium access control (MAC) addresses of
the looal network devices. The method includes storihg data in e nonvolatile
manner in user accessible and a hidden sections of the HDD system; selectively
requesting and receiving content from the provrder network device; and storrng
the requested content in the hidden section of the nonvolatrle HDD memory

- [0018] In other features, the method includes receiving a key request
and transmitting a key to the provider network. device in response to the key

request after sending the request to the provider network device. The method



requested content. The nethod includes witing the
requested content includes usage data to the hidden
portion of the nonvolatile HDD nenory; and maki ng.the
requested content unavail abl e when the usage data
indicates allowable use is over. [0019] In -yet other
_features, the nethod includes deleting the requested
- content fromthe nonvolatile HDD nmenory. The mnethod
’includes -specifying a predeterm ned nunber of = o
- inelufienebiceypiingsthesiengester! osaget dedeived by theBybodsystem from the
i ncl udes specifying a duration of allowable usage :
rugideg rdw@oks ageicdatiaing Tt  hoghd S; [N ,
g content; and selecti vé% ymreec [ violﬂjgé ?@%ﬁggt lsr,ﬁgl%j;és glecrypt_mg the
t t r r twor.k device. The nethod .
O SR IR o o nh O B MR Rlilad il iBavertBatiampnt includes
: [ efore.sending th equested content; and
“Sg@ée@fﬁﬁg? Al BiddEnoerioprotthad amalatie HRIY memeny; @nd making the
recei ve the key fromthe HDD system after sending the
regegsiegoeryent snavailaibe wiyen dhe Jse@eofiatanindtidetes allowable use is
features, the method includes sending the requested
oveontent to the HDD systemif the key is received '
within a predeterm ned period. The predeterm ned

peri[0d10% appr 9xi nBfely {6Audds t Ahd $H&ELA %clbé\%%?fd%beting the -

- period. The nmethod includes encrypting the re
re§QBS1RAL cHRERL §rotR NN ' e%‘[?t drggaptent Lo e inciuc
_ EKD system Théﬁm%ogobg@ﬁﬂr@fes aﬁngWi nd NFs§pinod includes

i e, requested content to the HOD system The

Sp%?ﬁé'é‘%@ﬁ%%@ PR TR FhRIOWADIA I USGRAIA0 the ysaghelata. The

usage. data specifjies a duration of allowable usage. 8 :
mf%@% 1inc desrapesifying @ﬂw@thmgbﬁllowybteemagmmang the usage data.

.communi cates wth a . provider network device over a
Theetmethedc fiatudese storngasirdent; earkDR etertiveyy trb8éiving requests for
content from the requester network device. The method ihclﬁdes requesting a
key from the requester network device before sending the requested content;
and determining-an amount of time that is required to receive the key from the
HDD system after sending the key request to the HDD system.

[0020] In other features, the method includes sending the requested
content to the HDD system if the key is received within a predetermined perfod..
The predetermined period is approximately equal to a single or two-hop period.
The method includes encrypting the requestéd content before sending the
requested content to the HDD system. The method includes transmitting usage

data in the requested content to the HDD system. The usage data specifies a

number of allowable uses. The usage data specifies a duration of. allowable

usage.



stores data in a nonvol atile manner in user accessible
and hi dden sections. A hard disk drive control (HDD)
nodul e conmuni cates with the HDD nonvol atile nenory,
sel ectively requests and receives content fromthe
provi der network device and stores the requested
content in the hidden section of the nonvolatile .HDD
menory. [0022] In other features, after sending the
request to the provider network device, the HOD

confaoa1jmodul iearceerivesive KEDD)eqysshn apgt I ith a
key to the provider net vv'o'rllg deD\>i Cg.i n re%po%cgﬂﬁ{ﬂgﬁﬁéels'wﬁh a

profRrTRANEAL deTRE VAANRShANGATERLod BBl Y by o

HOD system from the provi der

usj e key. The HDD control nodule -
stofRE U BF T Nbyal8, K& nenft aier srrestBisuasidcdentsestions. A
h_inal gdgs usage data that is also witten to the
aigh Qg8 EPBHOLIHDRY Mesuls apmmreuriDBtase mothythenBIDD nonvolatile
wherein the HDD control nodul e makes the requested '

megwTy eselantiseli redlastarem roesives agnteat &ormdh& aA8Sider network .
al | owabl e use is over. The HDD system del etes the

devieejaest Stdrap tie Reqddsast opteMAAUAL A iBER, .
The usage data. s?oeci fies a pr edeterl%jﬁréggrelﬂgrﬁe%? t%? nonvolatite

e uses. The usage data specifies a duration of
al | omabl’e usage. The HOD system comuni cates

Wi r [y wi th et wor The HDD system _
con‘mjcﬁ%éat e'gl 3?4“??{ f%ag“F?e% vx%fr‘%r §¢BHING tRei ipauepbdesthe mrovider
ot her features, the provider network device includes a
netd\fogrﬁtdcﬂv'cevérﬂ%}ﬂ@pe‘xmt% ey regsivema heyeeapesteshd transmits a
DVD/ HDD system conprises the HDD system and further
key: dRpihies dyovider Dvaiveykt deviaadint nesperissorts. tH [@QZQ%@sL The
a

har d disk drive _( HDD) system that communi cates wit
requiestiacieonteat vecdiveld by tiee ¢4ED s@sl‘m‘h\mﬂﬁ tREOPPEVIBES network device

~ nonvolatile nemory neans for
Is encrypted using the key. The HDD control module decrypts the requested
content. The requested content includes usage data that is also written to the
' hidden portiqn of the nonvolatile HDD memory and wherein the HDD control
module makes the requested coﬁtent unavailable when the usage data indicates
_allowable use is over. ’The HDD system deletes the requested content from the
nonvolaﬁle HDD memory. The usage data specifies é predetermined ﬁumber of
“allowable uses. The usage data specifies a duration of allowable usage. The
- HDD system communicates wirelessly- with the network. The HDD system
communicates with the network over a medium.

[0023]_ In other features, the provider network device includes a digital

vers.atile disc (DVD) systém. A networked DVD/HDD system compriées the HDD

system and further comprises the DVD system and the network, .



storing data in a nonvol atile manner in user
accessi bl e and hi dden sections. Control neans

communi cates with the nonvol atile nenory neans,
selectively requests and receives content fromthe °
provi der network device and stores the -requested
content in the hidden section of the nonvolatile
menory neans. [0025] After sending the request to the
provi der network device, the control mnmeans receives a

key [0@Rlest Aahdrd rdisisniive gH®D) taystdre fravis®municates with a
network device in response to the -key request. The

provederesstec k del et overee hefbiRYcARBrisSy ﬁbﬁ%laﬁl%emn%@ory- means for

provi der network device is encrypted using th

stobing aaty iela n'é%@ef%\tiﬁj&%%rﬁ’r‘iér W%sﬁa‘?gé‘aaec?sgﬁag oa{r]‘tgieﬁ%qalah%éctions.

request ed content 1 ncludes usage

i§t t idden portion of the nonvolatile
Covn{éﬂr?ﬁarrﬁgﬁéiﬁé’%gﬂa%ﬁ%% S {he nanyalaile BRI eResNs heelectively -
r%¥est ed content unavail able when the usage data
reqURRIE ANElsregel RiasPiens &rom tae drrovided28itwbrk deviee and stores the
features, the system del etes the requested content

requasied chetandiiv theabidde nrestioyn ofebehonlbRtkS AEFNE3t Reans.
speci fies a predeterm ned  nunber -of allowable. "uses.

The[0828fe dattar seeeifd #% 2eguUssat OO bi'd@]“@@\}m\?/%k tdlagice, the

usage. The HDD system conmuni cates w reless
i j s Wit h. the network
o e TP e 5 3] oS A Ui el W B motwork
r ' i.ncludes a digital versatile disc
dePBery EsBBlRE o R AR Techiebit T regdesinn compntceseivest by the

DD system and. further conprises the DVD system and
Sy%_tlﬁg‘ ﬁé{n\,\g]%m%/d}je[rd@?zmoﬂy\dﬁmq@da anorypipdrusingitheakéar The control

di sk drive (HDD) systemthat communicates with a

MERABV Faed Piethio Fkaursied eontent. aThet eouksiednEsntsas includes usage
, -storing data in a nonvolatile manner in user
datec et b llso avridtem tidthe SefdenopsitiocsebeHd M8hYolatile memory means
and wherein the control means makes the requested content unavailable when
the usage data indicates allowable use is over.

[0026] In other features, the system deletes the requested content from
the nonvolatila memory means. The usage data specifié's a predetermined
number of allowable uses. The usage data specifies a duration of alIoWable

usage. The HDDV system communicates wirelessly with the network. The HDD

system communicates with the network over a medium.

[0027] In other features, the provider network device includes a digital
versatile disc (DVD) system.. A networked DVD/HDD system corhprises the

" HDD system and further cdmprisés the DVD syaftem and the 'nétwor'k..' .

10



requesting and receiving content fromthe provider

network device; and storing the requested content in

t he hi dden section. [0029] In other features, the

nmet hod i ncl udes receiving a key request and

transmtting a key to the provider network device in
response to the key request after sending the request

to the provider network device. The method includes
encrypting the requested content received by the HDD
syst[eor8} omA heethpd Ofor dgseraghyod hadleviise dfjengHb system that
key. The nethod includes decrypting the requeste :

T t

CoF AR Eliate TORLTE HhAAOLR BEARE EER RISk SHERITE RS storing
d t ent when t he

d%%‘i%%g QA B ES: M POEEbrr e i re hpensalectively
ncl udes deleting the requested content fromthe

feﬂtiaafgtg 8Bel re@ﬁ'v'%éoﬂtﬁ’ﬁéﬂ)mﬁbﬁﬁésld%p‘@é\r\/ﬁw Agvige; and storing

predet erm ned nunber of allowabl e uses using the usage
thedequestad coméeridal thenbldgessespieci f yi ng a duration. of
al l.onabl e usage using the usage data. [0030] A digital

ver §80eBe dils othéMBatigns! efie thatho8 dRBMAEE akesivii egLE Rey request
requester network device over a network conprls

aﬁ@%ﬂ%ﬁﬂtﬂh@ m o m@?roﬁﬁgF FRnfOt ?E}nt:eﬁn rssponse to the key

nmodul e conmu es w nonvol a

f t ent t he
S ARl A A
tus, sends %ﬁe requested content if the requester
mﬁaﬁ%n@cw}r atsqaeﬁt?&atorst?at tpoehiedl bide H¥3 system from the

send the requested content if the requester network
Pra¥ifies naiworta dayinst usingaths keyl [Tbe@3dethod dtdlaties decrypting the
features, the control nodule requests a key fromthe

requestees tentemét wWond rdetrioce ingiidyse vaRindi Rgyuesh®y content including
requested content. The control nodul e determ nes an

usf@%umm{tﬁgb therfddéapottfor!; e MR%iNgOIHeSRLLEtdd EokiBYt unavailable
- when the usage data indicates allowable use is over. -The method includes
deleting the requested content from the hidden-section The method includes
- specifying a predetermined number of allowable uses using the usage data. The
method includes specifying a duration. of allowable usage usrng the usage data.
[0030] A digital versatile disc (DVD) system that communicates with a
requester network device over a network comprises nonvolatile memory that
stores content A control module communrcates with the nonvolatile memory,
selectwely receives requests for content from the requester network device,
determrnes a Iocal/remote status, sends the requested content if the requester

- network devroe has a local status and that does not send the requested content if

the requester network device has a remote status.
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requester network device after sending the key

request. The control nodule sends the requested

content to the requester network device if the key is
received within a predeterm ned period. The

predeterm ned period is approximtely equal to a

single or two-hop period. The control nodul e encrypts

the requested -content before sending the requested

content to the requester network device. The contro
modP@31]ncl idetharstegéuresat dhé reartieo] rmeqdelkst esjuatistaeRey from-the
that is transmtted to the requester network device.

redisstos ageveik! devispebéforessendingine @fg u@s&éﬂ\%n@erﬁ’tseﬁ’ he control
The usage data specifies a duration. of . wabl e

mé’cﬁﬂ@%etgﬁfrﬁ[}% Qﬁ%ﬂbﬁm SPAMHGRIER lrre%l !th{é v\%&yefrom the

net wor k system conmuni cat

over, a dium, [0032] In other feat ur es the equest er
reflef eRRbIR HobRe: atet SaR NGkl iups HEby Contiol module
system A networked DVD/ HDD system conprises the DVD
Se§9§t@m aparesiptneeniehppi Yis reREeHBD Ry @in dadcené the key is
network. [0033] A digital versatile disc (DVD) system
recéiged c ovithimi eat mredetdrmined haedodequeltieer predsterrkined period is
devi ce over- a network conprises nonvol atile nenory

appeoximdibigte fi0nes SipQleot tw@@i@pﬁ@éndﬂ?aﬂ‘hecm'rﬁ@&ﬁl% encrypts
with the nonvolatile nenory nmeans, selectively

thé SeRjLLER:C QSH%?P( diBfe %%HEP?? thd Q%lﬁgﬁeﬁeggﬁ%ﬁfﬁo the requester

net wor k devi ce, et erm nes renote status

' re cqnt en e requester net

B0 e 2 HBRLFour b8y 'as'aﬁeﬁoaa g e requested
? d content i f the requester netmork devi ce has

coRTE R 5t BAUATINES (O3] oA SRR Wievise. HEne usage data

control neans requests a key fromthe requester _
spestfigsr R MsUPee ob@llowebleenaeng The usageedatadspasitiens. duration of 5

The control neans determ nes an anpunt of tine that
allsvateguisagd. t TheeD¥Dvsydstbm kemnfurioateBewirelessly with the network.
The DVD system communicates with the network. over a medium.

[0032] In -other features, the requéster network device inbludes a hard

disk drive (HDD) -system. A networkea DVD/HDD system comprises the DVD
system and further comprises the HDD.sYstem and the network.

-[0033] A digital versatile disc (DVD) systém that communicates with a
hard requester network device over a network comprises nonvolatile memory
means that stores content. Control means communicates with the .nonvolatile
memory means, selectively receives requests for content from the requester

“network devjce_, d_etermines a [ocal/remote status, sends the requested content if

the requester network device has a local status and does not se.nds the

requeste'd content if the requester network device has a remote status.
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requester network device after sending the key

request. The control nodule sends the requested

content to the requester network device if the key is
received within a predeterm ned period. The

predeterm ned period is approximately equal to a

two- hop period. The predeterm ned period is

approximately equal to a single-hop period. The

control nodul e encrypts the requested content before
sendPAg4} heln ebes feaiucamtibet controhmaguasfestaet KeY krom the
devi ce. The control neans includes usage data in the

reqeestes tretwordntdenicet batoresseridingstiiet FsidsPed 'E%_ntlent. -The control
requester network device. The usage data specifles a

m E&ED ; S€5m - dat 1 fies a

dur a??%aﬁﬁﬁ?@éalbﬁom%ﬁ?gpusagg?qh%}eés?eg%ﬁ%?otﬁ f%gg&,eetheiey from the
[ i relessly with the network. The DVD

oGRSl e cRR ehnbihe Te5iHERa FRRlicgmrol module
[noos%el n other features, the requester network device

SeNFE| ifedeaueRied cantekt dei the (TeoDpSieysneworh detiverikatie key is
DVDY HDD system conpri ses the DVD system and further '

regampdi yétin he HDBdsiestenedngetibe. net T kprdd88@1indd  period s
met hod for operating a digital versatile disc (DVD)

appystismatéliatequadmeur Caleiop briddnar TheePedimined period is
network device over a network conprises 'storing

o eOkeso 80010 314188 S5 Kbl ORI B

- 1,CA; ar.nj |l ocal /renote status; sending :
R E RV e S -
dehas aﬁbocal siat us; .. and not 13 sending the requested
¢St enPCiRNIRL MRk CEidase SRk data, inc theneesiugstashoomtent that is
status. [0037] In other features, the nethod includes
ransfided ith §ha reeyesteone sk deyipsesTbe usageatdta dpetities a number
bef ore sending the requested content. The nethod
of allowable uses. The usage data specifies a duration of allowable usage. The
control module communicates wirelessly with the network. The DVD system-
communicates with the network over a medium.
[0035] In other features, the re'quester network device includés a hard
disk drive (HDD) system. A networked DVD/HDD system comprises the DVD
‘system and further compriées the HDD system and the network.'
[0036] A method for operating a digital versatile disc (DVD) system that
communicates with a hard requester network device over a network comprises
storing content in nonvolatile memory; selectively receivihg requests for content

from the requester network device; determining a local/remote status; sending

‘the requested content if the requester network device has a local status; and not
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i ncl udes determ ning an anount of tine that is
required to receive the key from the requester.:
network device after sending the key request. The
met hod includes sending the requested content to the
requester network device if the key is received
W thin a predeterm ned period. The method. includes
setting the .predeternined period approximately equa
- to a two-hop period. The nmethod includes setting the
sepdiadetier maqeestedr cotteap i the maebstee RO dvice has a remote
singl e-hop period. The nethod includes encrypting the
stateguest ed content before sending the requested
content to the requester network device. The nethod

i ncl I | ata,in th equest ed ‘
conl[gﬁi?ﬂt ha[}?lbﬁ{%r?g%@ﬁﬁgg rp%tf}qgemf: ég'tegl‘*’esw& @dey from the
vi.ce. The usage data specifies a nunber of allowable
’eqﬂjseeesé?r ‘Fﬁé”oﬁh%gsg'caa?%{%f‘pé@inﬂi”& the daruesied egntent. The method
.. allowabl e usage. [0038] A system for distributing
n eReterminingeameMowWBrrtirsesthamsrequitduato sicei@s the key from .
content -and a provi der network device that

the oemuestEat eetwaorkt bevitbeaftenyanding AnBeRb e
communi cates with the provider network ge’%ﬁ@e. ‘A The .method

inoledBEES 4 8din qhé@éau@lﬁ%%%nﬁ@rg%%é.réggé’ég)éf REtv{z&geq%@cee if the key

content. The nedia server determn oca
is $&&d; wbhe . r - network deyjce and _
'S <8 égté?\?&&\ﬂ?/lﬂeﬁa &e%?(%rmn%?o%%q nibW@ﬂ'&&/i'QFéU@%s setting the
. CO of ,the content to the requester network - .
P ’%‘g‘%/}uggg'%’gﬁef‘ﬂg ?%Q{Qé@ﬂ%"te}yn@ﬂ%f kO creWedharegesiotls The method
. c?ontent and has a |ocal status. 14 [0039] In other 3
INqudisiseling Hee predetesningst peried capprorimiatelyudgsalato a single-hop
digital versatile disc (DVD) system The requester

Pefigewof ke daethesl incildedesnarypting the skequésiedecdttBR) before sending |
system The nedi a server includes a | ocal network

e o T o LS T ROl ARG s
including usage data in the requested content that is transmitted to the requester
network device. The usage data specifies a number of allowable ulses.- 'The

- usage data specifies a duratibn of allowable usage. |

[0038] A system for distributing’ content in a network -éomprises
memory that stores content and a provider network device that cémmunicates.
With_the memory. A media server communicates wit.h the provider network
device. A requester network device requests a copy of the content. The media
server determines a local/remote status of the requester neMork device and

selectively enables the provider network device to send a copy of the content to’

the requester network device when the req—uéster network device'reql‘Jests

content and has a local status.
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The medi a server deternm nes the |ocal/renote status
based on a response tine of the requester network
devi ce. [0040] In other features, a server

communi cates with the nedia server and stores
identification data of |ocal network devices. The
medi a server determ nes the |ocal/renote status based
on the identification data. Alternately, the nedia
server stores identification data of |ocal network

devi{®e39] wher sitertibgturs®dire SRIWES AL RIdeRd l‘r@ludes a digital
| ocal /renpte status based on the identification data.

' i\ (We) ' ' access ' .
e o TG S PrE S B PRk e Ml B AE R PG ashard ik
L E i A P R A S —

' i d that includ er -
it dodtie S sBaTa o edAarem deewiab ol e oksater étsiork device.
drive control (HDD) nodule conmunicates with the HOD

Thaonedieaséiver weteynes ¢he docalebinate gtetat et 6Ata rddpiMse time
the nmedia server and receives content from at | east

of threerenfucister t@vriklgeviceet wor k devi ce and/_or t he magli a
- server and stores the requested content in the hidden

secioe4oe! st ﬁ,'§s§%r%@§hﬁé§§&xﬁﬁf@g Media server.

the request to the nmedi'a server, 't _
ansmts a__key to

anfPS{bLEs TRERINEN ), S8 (T TE Bl dovieas pid: Jesca senve
[ [ to the key request. e
defIiiReT UiF Josalanmold: Serue Basg o R eriBostien datd  difernately

at | east one of the provider network device and/or the
therificdia servasrstores idetifipatioh datangf tdvel keyworkh@e Vi, wherein the
control nodul e decrypts the requested content. The

mactiy sestediateniziet the hotaltemats aausabact g td Eieﬂh%ion— data.
witten to the hidden portion of the nonvolatile -

Therdefificalibd ddR cefiBrsel rﬁ@gh‘_}n? aBBEES control (MAC) addresses of the
local network devices. | |
| [0041] In other features, the HDD system comprises nonvolatile HDD
memory that stores data in a honvolatile manner and that inclludes a user
‘accessible section and a hidden section. A hard disk drive control (HDD) module
cbmmuni_cates with the HDD nonvolatile memory, sel‘ecti\)ely requests content
from the media server and receives content from at least one of the provider
network device and/or the media server and stores the requested content in the
hidden section of the nonvolatile HDD memory. After sending the request to the
media server, the HDD control fnodule receives a key reqﬁest and transmits a
Key to at least one of the.media server and/or the provider network device in

response to the key request. The requested content received by the HDD
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.the requested content unavail abl e when the usage data
i ndi cates all owabl e use is over. The -HDD system

del etes the requested content fromthe nonvolatile
HDD nenory . The usage data specifies a predeterm ned
nunber of allowable uses. The usage data specifies a
~duration of allowable usage. The HDD system

conmuni cates wirelessly with the network. The HDD
system communi cates with the network over a wred

systedi (rom pOB42] ofibeoiOMB [EY9ldemneondri §e%ico AMPbatd Media server
menory that stores content. A DVD control nodule

is ePBRIHIEE Ashy thé kelyhe TRRNMEIRIOhE BABAY e @é@wts the requested

- selectively Teceivés requests for content

- t t twork de e .and/ or

cohfAR, AL LA NE G, FoweDS! Uik, B8 PR AR5 it 10 e
uest net wo e before_sending the ¢« -

h“ﬁedh ol e dinvaliie g@@r’”ﬂ?'ﬁ@ﬂ anh érthﬁﬁ?C@ttrQhrﬁedule makes

that is required to receive the key fromthe HDD
the yaguested ceptaidnimavgilahle wbgnrtbguessiget datehieddaies allowable use
system The nedia server enables the DVD systemto

is oyad tTee HidDeststeimcdolets th® ragubsiagt comentirohhene "r'PRvolatlle
system and/ or the nedia server if the key is received

HDDthiemary. PrRdetssaies priired. aE?@d@t'e?r‘Ftﬁte?f HhHu%%a of allotfvable

period is approxi mately equal

ol S BB M2 B oyt

of the stem and/or the nedia server .
Cogﬁﬁlaﬂ)‘ﬁ?gest‘ﬁ'ée'reéab!e‘@ﬁéﬁ%Bﬁ{‘r’]té?f bte HOR eMsteny comenunicates with
ues content to the HDD system At |east one of
th?ﬁ‘ oY %’@rﬁtar\dtfe@rﬁ@%ﬂ“erfhnd/or the nedia server
incl udes usage data in the' request. ed content that is

trarl8f#2l edThe DM sysrsyso@prisFhenomagetidat@mory that stores
specifies a nunber of allowable uses. The _

content. A DVD control module communicates with the nonvolatile memory, and
selectively' receives requests for content from at least one of the reqdester
network device and/or the media server. The media server requests a key from
the requester ‘network device before sending the requested eontent artd
determines an amount of time that is required to receive the key from the HDD
system after sending the key request to the HDD system The media server
enables the DVD system to send the requested content to at least one of the
HDD system and/or the media server if the key is received within a
predetermined period. The predetermined period is approximately equal to a

two-hop period. The predetermined period is epproximately equal te a single-

hop period.
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usage data specifies a duration of allowabl e usage.
The DVD system comrunicates wirelessly with the
networ k. The DVD system communi cates with the network
over a wired medium [0044] A systemfor distributing
content in a network conprises nenory neans for
storing content. Provider network nmeans for providing
communi cates with the nmenory neans. Media serving
means for serving conmunicates with the provider

net Yoo &3TTeans otfEOHERL RS, AL WAEK oMeaBs thé GNBSLfstBm and/or the

copy of the content. The media serving means

m&t§h SEENBESs & é itrkéﬂ% Egt %tgﬁrz%nqege?e regpal\sptggg?e requested

net wor k nean nd seIe |ve

oot a? DS oA At °faépneee§ﬁf2ét%3hrtﬁﬁme and/or the

neans requests content and has a |ocal status. [0045] '
megia senegr iNehtdascdsagendais ivingerequestad kontsam shatis! teatesmitted to
a digital versatile disc (DVD) system The requester '

tHerdt O &y sterans Theclismtes datehepdcitieska ndiibee dHBRwable uses. The .
system The nedia serving nmeans incl udes | ocal network

usdgbeBtai 8 dmadIsal alrdrerdn RiBgabhe Log /T eﬂgi °DVD system

status of the requester net wor k -rreans
v c
cop Fh eI AIRISEN DI i olie The BB shutsrrmunicates wih
erver ags for 17 serving comrunl cates with

th?ﬁg?\'ﬁ?%\/‘?\’fera KUEGoMEN ¥ Ans and stores identification

data of local network neans. The nedi a servi ng neans
det dPRHbs Phesysterpaller edistribusingt gontentedn om hbevork comprrses
identification data. Alternately, the nmedia serving

memans rseenesfdrdsteringi caniemn datraviobr | es@lorkemnsank for providing

means. The identification data conprises nmedi um

coanenatEniwith th¥AReradyr ess@ss. Of Mdifa serving means for serving
eommunicates with the provider network means. Requester network: means
requests a copy of the content. The media serving means determines a
local/remote status of the requester network means and selectively ertables the
provider network means to send a copy of the content to the requester network
means when the. requester netwerk means. requests con_tent and has a local
status.

[0045] - In other features, the provider: network means includes a digital
versatile disc (DVD) system. The requester network means includes a hard disk
drive (HDD) system. The media serving means includes local network
determlnlng means for determining the local/remote status of the requester

network means.  The media serving means determines the Iocal/remote status

based on a response time of the requester network means. Server ‘means for
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1 ocal network neans. [0046] In other features, the HDD
system conpri ses nonvolatile HDD nenory neans for

storing data in a nonvolatile manner and that includes

a user accessible section and a hidden section. Hard

di sk drive control (HDD) neans comrunicates with the

HDD nonvol atil e nmenory neans, selectively requests

and receives content fromthe nedia serving neans and

stores the requested content in the hidden section of

serMagremoiuaiddies MDD trenprovideanstwodktraeans emdi s8@rédentification

request to the nedia serving neans, the HDD contro

dateank locaiceictesria kedns.equasd mBdid '<ArsiRht y :
at l-east one of the provider network neﬂgnin%'?t%éetgrmmes the

' Iy : [ 1o th ey uest . .
e B ey TRATR o TSRO0 s ohn=iE) ey, the media
st, one of the provider et wor k neans
Sér(ﬁ@‘g]o%?hggn@mrgssé‘i?ﬂ“ﬂﬁaﬁ%%ngaf% ghcPgpk ctrtugrkg merns.  The

. key, The HDD control neans decrypts the requested :
'deeﬁﬁ@%m Fata compsesdMesienaccesscrades! (MAGR) ddteesses of the
that is also witten to the hidden portion of the
loganetmark IneeanddD menory neans and the HDD contr ol
means nmekes the requested content wunavail able when

the [00B dahaothedifeamiunss ahboMpl) 8ysis Ir?t§ des ﬁgﬁvolatile HDD

HDD system del etes the requested conte romt

meeir9! Abhhe fé”@gﬁﬁ ; afa W%nﬁonvo-ll-gfﬁ? qﬁ%{ﬁrg%g%rﬁ@ thatipcludes a user

specifies a predete&rm ned nunber 0

o8 HB%%c0 18 SR) 3 BRGEISRD, S G20 PLebhuah o) means

t he network. . Th% HDD system communi cates with the _
CIEMM IRt WIth JAhgi HEXP memvalatile goamiory imeansr selectively requests

features, the DVD system conprises nonvolatile nmenory
an@ARSEIVBP canteninfjoroiittemedivBarvngrmeanearsl sheres the requested

comuni cates with : '
content in the hidden section of the nonvolatile HDD memory means. After
sending the request to the media serving means, t_hé HDD control means
recejves a key request and transmits a key to at least one of the provider network
means and the media serving means in response to the key request. The
-requested content received by the HDD system from _ét least one of the provider
network means and/or the media serving means is encrypted using the key. The
- HDD control means decrypts the requested content. The redueste’d content
includes usage data that is also written to the hidden portion of the nonvolatile
HDD memory means and the HDD control means makes the requested content
-unavailable when the usage data indicateé allowable use is over. The HDD

system dele_t.es the requested content from the nonvolatile HDD-memory means..

--'The'usage data specifies a predet'erm_ined number of allowable uses, The usage
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-the nonvol atile nenory neans, for selectively
receiving requests for content from the media serving
nmeans. The nedi a serving nmeans requests a key fromthe
requester network neans before sending the requested
content and determnes an anount of tine that is
required to receive the key fromthe HOD system after
sendi ng the key request to the HDD system At | east
one of the DVD control nmeans and/or the nedia serving
dat@apechiends dungtidre @nesiahtonisant. tenthap st%}ﬁ?}cgg%municates

if the key is received within a predeterm ned per

i ' eri.od, § i el y.equal 1o a
e B e T e LD S BB Wi e networ
' roxi mat el. qual to a single-hop period. At |east
ov%ﬁ_% ‘%llreq Hee%'cont.r ol nmeans and the nedia serving

means _encrypts the requested content before sending
t he [PBAGEst &8 ebier efealtises,hdheioD\EY sspstem Atormnpases onenvolatile
of the DVD control neans and/or the nedia serving

memans newisuttesstosagecaaeat DVD bentrokaesisethat YdneRbnicates with
that is transmtted to the HDD system The usage data

the peeiblatite metbianeths Adr @ealtiveSeeeivitly r#ﬁﬁ%@t&ntent from

specifies a duration of allowabl'e usage:

thEYREER SO HRAL 1.8 i e network. The .
DVD systgem }cgom’rurﬁamgse m%t%% t%ﬁg}”&gtrt\g?ﬂs 69%‘rje§svﬁ }QM from the
' 0048] A nmethod for distributing content in a
B PR R RO T R W—
r{/)\%ovi ding a provider network device that conmuni cates
AMRMPUM 9T HME thatds yeawren tn dgeceive the kegrfiamdhe d¥DDesystem after
that comunicates with the provider network device;

sending thadey requeestethediDDr systemi cAt tibadt 6961WBIhe BVD control
copy of the content; determining a |ocal/renote

mears andddr thbenediguasvieg rﬂ@hﬂ@@bn_ﬁ@‘ﬂﬁé?e%@éé{@d dofent to the HDD
medi a serving device; and sel ectively sending. a copy _

SRlerIEUEORAET 1RGNS B PRIABE e, o Eetomines
period is appreximately equal to a two-hop period. ‘The predetermfned period is
approximately equal to a single-hop period. At le.as't one of the DVD control
meane and the media serving means encfypts the requested content before
sending the requested content to the HDD system. At least one of the DVD
control means and/or the media serving _means includes usage data in the-
requested content that is transmitted to the HDD system. The usage data
specifies a. .number of allowable uses. The usage data specifies a duration of .
allowable usage. The DVD system communicates: wirelessly wiih the network.
The DVD System cemm(unicates with the hetwork over a wired medium.
[00,48] - A method for d;str'ibuting content in a network comprises storing

content in memory; providing a provider network devioe that communicates with
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and has a local status. [0049] In other features, t he
~ provider network device includes a digital versatile
di sc (DVD) system The requester network device
includes a hard disk drive (HDD) system The nethod
i ncludes determning the local/renpote status of the
requester network device. The nethod incl udes
determning the local/renpte status based on a
response tine of the requester network device. The

theTRidmashyt eIV s BEald Senirfeablits 48kt O8mAAlAcEshAfiftlhe provider

networ k devi ces. The nedi'a serving device determ nes

I . .identification '
el BaRd: RS h 3R TR, URuar irhinck Bt dbopy of the
|, ( MAC dd s, of the. |ocal network . _
CO@@%@@?‘T Ewﬁ%]aalf)ﬁgﬁquﬁg?fef %téglﬂﬁ e5thg FRAuRsteoaetwaek dewipe using
storing data in a nonvolatile manner in user
theygeediai winenandevireidand sdectivedy sentiing By st #mg content to the
sel ectively requesting and receiving content fromthe

requesied eetwarkwdekcdevhere thé aequbstorashtyvoseidevite FaUIC®s content
and storing the requested content in the hidden

angetdd @Mbcapktdthe. nonvol atile HOD menory. [0051] In
other features, the nethod includes receiving a key

LL 1 .10 the dj a.serving -
523?@23%""?E"s%ﬁﬁ%ﬁf@?@f%ﬁ%*ﬁeeé%r%%%reg?twoé'ﬁtdﬁerwgeemghﬁs a digital
. t ' [ devi ce. The netho ' .
V#%?i'%?@%e@\béﬁﬁx%m?ﬂbgt %Eh\élé{]?%é&%”& gRYiERtIN¢luges webard disk
by the HDD systemfromat |east one of the provider:
dﬂﬁét(w}f&) VEPEe BheiNeethpddncladea determinggdibe loealireime status of
the key. The method includes decrypting the requested

the orequasterTheetmsrk odevvicel udesThar inhéthgdt hﬂcluﬁésl?@lb@minihg the
content includes usage data to the hidden portion of

 lodetieemute wtrtas idzsedDbh e repGnsentmEBsi e FRIdSBIUSSIeTk device.
cont ent unavai |l abl e when | _ | N
The method includes storing identification data of local network devices. The
media serving dex)ice determines the local/remote status based on the
ide'.ntifica.tioh data. The method includes storing medium accesé control (MAC)
addressés of the local network devices.

—[..0050] "In other features, the | method includes storing .data in a
nonvolatile manner in user accessible and hfdden sections of the HDD system;
selectively requesting and receiving content from the provider network device via
the media serving _devicé; and storing the requested content in the hidden section -
of the nonvolatile HDD memory.

[0051]  In other featﬁres, the method includes receiving a key request

and transmitting a key to the media serving device in response to the key request

after sending the request to the media serving device. The method includes
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t he usage data indicates all owable use is over. [0052]
in other features, the nethod includes deleting the

- requested content fromthe nonvolatile HDD nenory.
The met hod i ncl udes-specifying- a predeterm ned
nunber of allowabl e uses using the usage data. The
met hod includes specifying a duration of allowable
usage using the usage data. [0053] The nethod i ncl udes
storing content in the provider network device; and

enselpgicg thel equesidEdBiehe @St Sd Wth@%b@“&}{%}%%@&ﬂgat least one

requester network device via't nmedi-a se

of dRY ipﬁ@vid@h%é’fﬁb?ﬁﬁgbﬁ%l Hrq@gafr tfd %gﬁ&nga%gﬁ%p&&%gggit@gethe key.

requester netwo evi ce Ooré s
is

0 , .and et erm. ni ng an anmount, of tinme _that

Th%eg‘heﬁﬁgé% 'ﬁtgupggeég%ymﬁkg E%?/ PHYRP RNt s yidiee methodr includes
ﬁend' ng the key request to the HDD system The nethod

wiitig) hige EPquRsiad ifgniand inelydest espgatiatmtio ttbe thiedé®Rortion of the

systemif the key is received within a predeterm ned

nopeplesite HM meeueyeand madkiper ihedrdciicapit @shfk &lhavailable when
equal to a two-hop period. The predeterm ned perio

- thé ssagpdaxd iradichtss eABMabloude 4 Bgde- hop period. The
nmet hod i ncl udes encrypting the requested content

bef engli e d tent to the, HDD
sys?ggnszﬁ'he'rrergtﬂﬂ%ﬂ%gﬁ[g udfeﬂs18 ?‘%ﬁﬂ% "?cil‘i“gpgs %&d@gdm%-requested
[ eguest ed cont to the HDD system The usage
COE%",&SQ?% %*s@‘&ﬁ%’%%‘a@'enﬁmrm%m%r-| oebimetheddnclydes. specifying a
u%%ge df%fﬁf spebci fies a duration of allowable usage.
PrEeRIBATINGS (HEI] fagligvabispHseanising yhefusage gatasemhe method
invention will becone apparent fromthe detail ed

- Incledes ppecibing aciurdtion béalowableensadd usihguhel ubgge data.
understood that the detail ed description and specific

exarfP88] wineeniatibe dhtlngest dtering eé@itbad ir?ﬁf@?dﬂ)r%‘%mer network -
of the invention, are intended for purposes o
device; and selectively receiving requests for content from the requestér network .
device via the media serving_ device. The method includes requesting a key from
the requester network device before sending the requested co-ntent; and .
determining an amount of time that is reqﬁired to receive the key from the HDD
system after sending the key request to the HDD system. The method includes
sending the requested content.to the HDD system if the key is réceive.d vx?ithin a
_prédetermined: period. The predetermined __perio_d is approximately equal to a _
two-hop period. The predetermined period is apbroximater equal to é single-
hop period. The method includes encrypting the requested content beforé

‘sending the requested content to the. HDD system. The hﬁethod includes

transmi_tting usage data in the requested content to the HDD system. The usage
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illustration only and are not intended to limt the
scope of the invention. BRIEF DESCRI PTION OF THE

DRAW NGS [0055] The present invention will become nore
fully understood from the detailed description and
the acconpanying draw ngs, wherein: [0056] FIG 1 is a
functional bl ock diagram of a provider network device
that provides protected digital content to one or nore
requester network devices in a local network; [0057]

daf €pedifies aanfitihet iopagbwabee kisgs agramighga dbid %Pecmes a duration
exenplary networked DVD and HDD syst em accord

f bhewBphRS é nvention that ‘communicates with a m)dem
° [O%\gS]b F‘?% 3 is a functional block diagram of a

2ccaDa R T Rk o Bl RoBICRE: Ry e chreRRn doeention wil

i 0059] FIG 4 is a functional block
beya“PtaBer %ﬂﬁ’n%g%gqf fto[m 3&3 ]@&@Heﬂaiqscr!ﬁéowawde@mraMftamn should be
system according to the present invention that
Un@@fﬁf@ﬁd db@b@@vﬂetﬁll&drﬁdﬂﬂnﬂpt@ﬁ @m&@bc‘ﬁb&x&np@sawh”e lnd[Cat[ng-
functional. bl ock diagramof a fourth exenplary

theeprdeired BNDcdeHORTS Yisé evaptendidlg 'ir‘?tehF i(frsﬁ&&foses of
i nvention that conmmuni cates with a nodem 6 :

illU&tria%ion cfrH')WéhH‘H?élnko%g%dgﬁ fical dtI‘P\% @;p%d%qg%g{%eﬂﬁon.

requester” networ vice inc |
[0062] FIG 7Ais a functional block diagramof an
exenpl ary provider network devi ce including a DVD

systemw th gt o0 S BB AONGF THE DRAWINGS

[0055] The present. invention will become more fully understood from
the detailed description and the accompanying dfawihgs, wherein: |

[0056] FIG. 1 is a functional block diagram of a previder netWork device
that provides protected digital content to one or more requester network devices
-ina local network;

[0057] FIG. 2 is a functional block dlagram of a first exemplary |
networked DVD and HDD system according to the present invention that'.
communlcates with a modem

[0058] FIG. 3 is a functional block diagram ofra secend exemplary
rjetworked DVD and HDD syétem according to the present invention ‘that
communicates with a modem:;

[0059] FIG. 4 is a functional block diagram of a third exemplary

networked DVD ‘and HDD system according to the present invention that

communicates with a modem;
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[0063] FIG 7B is a functional block diagramof an
exenpl ary provider network device.including a DVD
systemwi th read-wite operation; [0064] FIG 7Cis a
functional bl ock diagramof a provider or requester
net wor k devi ce that includes a conbi ned DvD/ HDD
system [0065] FIG 8 illustrates user accessible and
-hi dden sections of nonvolatile nenory of the HDD of
FIG 6; [0066] FIGs. 9A-9D are flowcharts illustrating

secyoo6o] st BRs. PEiid of Medctibyalt BRGR' QM d.o
requestg]r net wor k. devi ces; [a0067] Fi }égq%g] ?js? é fourth exemplary

Meay ! t AN s, Qf od for allow ng,.
nefg{vgybacl?\{) g@o%@%r%@%ﬁga&l C%Olr@ngfg% ‘%ﬁe Wga%@sf%vﬁ%t'on that
device N tines; [0068] FIG 11 is a flowchart
COﬂﬁ\ﬁ@{CE&%\%h&rgﬁgeg}, a nethod for limting the anount
of tinme that a copy protected file stored on the
requB86tl nElGQoPKS al&inctionahhlask @PRgyeed; of| @0 &SkniEl&y requester
12A is a functional block diagram of a network
neitwetkudivice includidga HeIveystbhat serves protect ed
content froma provider to a requester; .23 [0070]

FI G[0088] i sSF&Gf IZACI"si@ﬂ%ct@n@?bldﬂka@iggﬁrﬂfofaaﬁl%gw&ary provider

including a nedia server that serv protecte

nekfBHedbiibe A FIRYD BYH b kb S SRR

- 13 1llustrafes the ia serv

1 ovBReP G2 R findlEne! Plidkiningtarn, o e swemptary provider

' eE;jgrver according to the present. invention. DETAI LED
NeFRpRIPTPOINatyiTgR PREFSHED WBOERAENIES operation:

_[0064] FIG. 7C is a functional block diagram of a provider or requester

network device that includes a combined DVD/HDD system;

[0065]: FIG. 8 illustrat_es' user accessible and hidden sections of
nonvolatile memory of the HDD of FIG. 6:

[0066] FIGs. 9A-9D are flowcharts iIIusfrating security steps performed
by the provider and/or requester nétwork devices;' | |

[0067] FIG. 10 is a flowchart illuStratinglsteps_of a method for allowing
playback of a copy protected file from the requester network device N times;

[0068] FIG. 11 is a flowchart iIlu.str.ating s't.eps of a me'thod.for limiting
| the amount of time that a copy protected file stored on the requester network
device can be played;

[0069] FIG. 12A is a functional block diagram of a netwérk inclluding a

media server that serves protected content from a provider to a requester;
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[0073] The follow ng description of the preferred
enbodi nent(s) is nerely exenplary in nature and is in
no way intended to limt the invention, its
application, or uses. As used herein, the term nodul e
or device refers to an application specific
integrated circuit (ASIC), an electronic circuit, a
processor (shared, dedicated, or group) and nenory

t hat execute one or nore software or firmare

progioame] a Ficnbiomtd Qnahcticiel biskk @&Hg&ranﬁmjég{gt%ﬂﬂncluding a

sui tabl e conponents that provide the “descri

Clai Iy p rj t sa
T ees oK, P esr PR ERS, Shnfart kb iR 8iEem to a HoD
s;j tify simlar elenments. [0074] Referring now to
P "1, a local network 2 includes a router 3, a
nodem 4, and_a provi der network device 5, which
sel dOIEI y FiFeviHdbistiades dheanedinsenteraint an anenaplary network
more | ocal requester network devices as will be
cdigeratised andel ow. The provi der network device 5 is a
network conpati bl e device that includes a |ocal

t iz t . i 3 [
net W@k 2flet &F| . niang ﬂ‘ﬂngdha?t |.Il%lﬁ%t‘?ﬁ8q %@@J{)W&?W the media

network devices 8-1, ve

sé@éﬁéé@dﬁ@ ﬁsthrgg%}ggéﬁ@hgéﬁ%o&el ectively 24 request

copies of the p ecte ent 6. As can be
appreciated, while the router 3 and wire line
connections are shown, other network configurations

wil | to_skilled artisans including but
not PE%%B%E%@PJQNA@%%EF%‘REFERF(EID)EMBG)MMENTS
net work connecti on configurations, and/or wrel ess :

net w0 3] c onfhegy febewings dewwiipior hef Hie\irefratetaMibédiment(s) is
device 5 is shown:to include nenory such as

‘Mmacely ehanplannémoeiureand teirpnhet way asteraBHABiIGit thdSnvention its
protected content 6 may be stored internally. and/or ’

fnally
aplicationl by Useam b@euﬁd)‘ﬁieﬁj&ﬁ,.@ﬁé‘w:rrﬁ nqgéﬂ.ll‘éeori’S QSLQ:%?P ers to an

The nmodem 4 is connected to a broadband serVi Ct
SBBIRMETre SR A SR, SRS S E Mot B, processor
(shared, dedicated,- or group) and memory that execute one or more software or
firmware 'pr'ograms, a combinational lo.gic circuit, and/or other suitable
Componen.ts that provide the described functionality. ' For purposes of clarity, the
same reference numbers Will be used in the drawings to identify similar elements,

[0074]  Referring now to FIG. 1, a local network 2 includes a router 3, a.
modem 4, and a provider network device 5, which selectively provides protected
content 6 to one or more local requester network devices as will be described
below.- The provider network device 5 ié a network compatible device that

includes a local network determining module 7. One or more requeste-r network

devices 8-1, 8-2, ... and 8-N (collectively referred to as requesters. 8) selectively
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di stributed comunications system (DCS) 10, and/or
ot her network services. The service provider 9 may
provi de broadband. access using wired or wreless.
connections, coaxial cable, digital subscriber |ine
(DSL), satellite and/or any other connection system
or nmethod. [0076] The DCS 10 is connected by one or
nmore servers 11-1, 11-2, and 11-Mto network devices
12-11, 12-12, ..., 12-1 P, -12-21, 12-22, ..., 12- 2P,
request eorled DiMhe piotblted. contelR-OP Asdrebbi ¥ehréciated. while the
referred to as network devices 12). The | ocal network

routet & ahdi wige NPEUESh TectiBh8CA ey §hywHEbRTdF ' i i
the requester net vvoer kI devi ((:ae havglplébOé;f‘arf@gvag%ﬁﬁéuranons will

; regues: : rk, devi reguests a ,
e R S AL S b e AR P e GERIESS AcEess Points
bhcre security b reventing access.to the
(Ag?’ot%dgﬁgg @&E‘i”‘é% y(w?/r}egﬁﬁf‘e CQTE'[QH@W%VE@@@F MOOH@Es  network
Cbggere are many different ways for the [ ocal network

gerticAsngVhite dive erqvider detweori devicdhs ik stawrr empicRide memory
status of a requester network device. .25 For exanple

surh asonenvatptileneetradry dosthd peotetwt d@rﬁteﬂ?%}"ﬂ{é‘pﬂﬁ%&@% Sontent 6
determines |ocal/renpte status by determ ning the

mayTbentored ihigfBatyhahd/cs e&%’rH'leg.@rotn?tl'f&fﬁﬁch?er r?et\gvﬁgigggxs/i%e 5.

fromthe request'er network device. e resp

ti mopps] esy hbhrﬁﬂdgﬁl Er.igdc%tn"ar{c?gté;cf gg? pﬁgtérioo@%bﬁtgggs%rgigg provider 9,

requester network device i1's

: u | f not, .the requester network device has
WHallaﬁgﬂrrrgté Fea%tsst [dgo &ﬁag%fﬁe ﬁ%'i?gyCQ?teﬂheamea@@@@d eonneation to a
d.is dteni ed. The anount of tine that is required to

Bueiey eQnBO%%m%ﬂm &y§iean t (RCSerid, canddonithier n8twEESservices.

10 and servers 11 to the renote network devices 12 is

Thej gRviGec AFRViIgergP enarprovige. btdestamduatceast ts$ingrwired or wireless
required by a |ocal requester network device to : _

consseidenk, coaxiat baeblenaighsl stibgcriber line (DSL), satellite and/or any other
connection system or method.

[0076] The DCS 10 is connected by one or more servers 11-1, 11-2,
..., and 11-M to network devices 12-11, 1212, ..., 12-1P, 12-21, 12-22, .., 12
2P, ..., and '12-M1,'12—M2, ..+, 12-MP (collectively referredﬁ to és nétwork devices
12). The local networkvdetermi.ning module 7 selectively deferminés whether the
requester network device has a local or remote status when the requester
‘network device requests a copy of the protected content 8. .This abproach
‘increases security by preventing access to the protected content by remote
network devices.

[0077] There are many different ways for the lobal network determining

module 7 to determine the local/remote status of a requester network device.
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predeterm ned period is set greater than the response
time required by | ocal requester network devices and
| ess than the response tinme required by renote
requester network devices. [0078] In other
I mpl ement ations, the provider network device checks a
dynam ¢ host configuration protocol (DHCP) table in a
DHCP server to determ ne nedium access control (MAC)
addresses of |ocal network devices. If the requester
Foetxamkdievs e impldasntions athdhe ! ' ming
table,bthen t he ?equester néyhork dev”ﬁiﬁﬁggdgbﬁgé%pekﬂnnnes
. r ontent . can .be _
R el QR erinB i, B GER R Eq O B8, PERLIRSH to receive
r status and the c of, the protected content
a 8RB LAt tegerstestar iitork geiise. | liphe resrensetime is less than
the provider network device 5 nay send a nessage to
apredeisrmEieBrerd, dhpathae reguestec keyarkrdeaicepiar dsteahined to have
the router 3 or nodem4 to the service provider 9
a(aerl Sbe®s10f nosftherrebliostarmptivbek esvieenals aRekidie s and the
provi der network device 5 detern nes whether. the

copyl o shebrotetiser kontdfit fedbRRd. STHL] | & §; o
conmuni cate (which will be true if e{rﬁ%&:&e(gfué@teetpat 's required to

sEed %Hkreggﬁl)é_i &8ahAs 1he lshdte 3398\%8??19 Hg_‘é nggrré@é:e(g\ggrs 11 to the

net wor k devi ce can comuni cate

rk.device,. the provider. network device sends the
régﬁ%%;/éo ng%?rl(cﬁ@ﬂm@%nlgd?.S'ﬁg'f'EQH”%egrSBWe@a@téfdfe wmount of timer
ski.ll ed arti sans, one or nore of these approaches nmay
FYRITEGHBY fePcahdPaHe e s1etwpr davicestorespomdus énl dther words, the
determ ne the |ocal/renote status of the requester '
Predalimringdvperind [0680]gretidrethpor theo res poinsthBmieoFd QN RD by local
description enploy a DVD system and/or a conbi ned

Frpiy e it o LTS
reR)Eiseeh Ao daviEew |

[0078] In other implementations, the provider network device checks a
dynamic host configuration protocol (DHCP) table in a DHCP server to determine
medium_ access control (MAC) addr.esses of local network devices. |f thé
requester nejwork device matches a local M.AC address in fhe table, then the
requester network device has a _Iocal Statu_s and the copy of the p‘rotected confent
can be sent. If not, the requester network device has a remdte status and the
cop.yl of the protected conteﬁt is not sent.

[0079] In still other implementations, the provider network device 5 may
send a message to the rout_er 3 to temporarily block external ports of the router 3.

or modem 4 to the service provider 9 (and DCS 10). After blocking the external

ports, the provider network device 5 determines whether the requester network
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systém as the requester network device, skilled

artisans wll appreciate that other provider and/or
requester network devices may be used. Skilled
artisans will also appreciate that all of the

i npl enentations that are described below in
conjunction wth DVD and HDD systens can be

i mpl enented with any other suitable network devices.
[0081] Referring nowto FIG 2, a functional block

: of i ry. networked DVP and HDD
SR S BRI BB, B Aok e ntwon

t cQ ni cates gver nmedium 16 with a service
deé’ﬁc?vﬁ%%ra logg}.JSt )sef ¥i® 8rQEeT Bewars ge\ice @as communicate with
connection to a distributed conmunications system
the Deg)esting Leetwesk « Brvicet dreaarovidan, natirk odeditbesends the copy
di stri buted network and/ or provides other network

prelecied esntarth As cardée apprickitbd thelskRRANSRARYI
and the |ike. The nodem p€4 can beseconnect ed to gﬁé'or more o

th ' ' ' |
Sor pPPLGRheMNITzy BOTaRbmel adqBl Silel WBbIARES Ty be used to

hi . e of the ne rKk
e EEdne P Berie SRR el e G S e Koatoeve
(H tem,34, which may be connected to a ' :
tel Pépin %ﬁ%nf??w”%s?yﬁﬁ@ f@llawingi erseriptiamiemplags a DVD
> n? al so be connected to the nmedium 16 either _
SYg %@c?t”ld?/oro? CORMbIRM DY /EIDD systeon asribe prokiden neandrk device and
recei ve content fromthe service provider 18. [0082]

anpieen bewlorkelawded inSudiag & normisiee@DADASD BRBM GAR)or a HDD
40 that comunicates with the router 28 and one or

sysieme a4l thelregsesteatictsrkddaice ,Aéf(‘ll%g gﬂ&%{wééﬁiwﬁgpﬁgiﬁg that other

(col'lectively wireless stations

prowideh A/ GO PEtR fd 88k h%%é}g ?%\Hé@é Srﬁ%’élbtehglgégcg-gﬂillreguér%rsans will

functions may be co e

t.€ : ined AP/ router may be directl
alsﬁ)nﬁfggt@éﬁl{%’ghgt %ﬁ’ln%* Rt zmplemen?a’uon that are deso¥ibed below in

conjunction with DVD and HDD systems can be implemented with any other
suitablé network devices. |

[0081]  Referring now to FIG. _2,' a functional block diagram of a first
éXempfary--networked DVD and HDD system is shown. A local.network -13
includes a modem 14 that communicates over medium 16 wfth a service provider
18. The service provider 18 provides a connection to a distributed
communicaﬁon_s system (DCS) 22 such as the Internet, LAN',.\.N-AN, or other
distributed network and/or provides other network services such ‘as video
content, telephone services and the like. The modem 14 can be conﬁected to a
router 28, 'which connects multiple network devices 30-1, 30-2, ..., and 30-N

(Colleotively network devices 30) to the modem 14. One of the network devices
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the nodem 14. Still other types of network
configurations and connections will be apparent to
skilled artisans. [0083] The network device 30-2
conmuni cates with the router 28 and wth a DVD pl ayer
or a conbi ned DVD/ HDD pl ayer 44 (both referred to
herei nafter as "DVD player 44"). such as the one shown
and described in U S. Patent Application Serial No.
11/ 039, 288, filed January 19, 2005, which is hereby

30- FfC{-E %hﬁ%@feob%r gf ﬁé?dqc(ﬁsk Nalite @—[ﬁb@ft%t% gf"ev‘ivgicb’n may be

pl ayer 44, turn, conmuni c

r vvhchma be _conpected tqQ the nmedium
Coﬂr@%g% %%a ! Eée\flS'PBpor §67 SPhe e riglavesion svirperitarg38 may also
grow des broadband access to the DCS 22, video
GRNBREtegNE dhe dPREiUMR eh6y ieitber direstigrombireughherset top box (not
servers 54-1 and 54-2, (collectively servers 54)
shyvov)i ated eaceive eoifitacefrbar theesewide prabeidaress. 60,
conmputers 62, personal digital assistants (PDAs), etc.

to tjoesRdES 2fhe [&@%]at%]rksmﬁnémc%@é‘%té s ﬁe&ﬁt (AP) 40 that

user of the tel evision or nonitor

d ththe DVD |.ayer
O e Y PR ke 2R B et edfe 2o e 421, 422
av t from DV pI ayer. . The DVD sends
5 BRR LR Tkel Opless, ScBsr#R 2 aMduadbearP 40 is shown
SS é’f to the DVD player 44 via the net wor k
’B‘tﬁ?Z iPdha redisy 4% thermBrand epwter ddndtians miag bd icstbined in a
The DVD system det erm nes whet her the HOD system has a '

singleafieveat uilternately he ddbibisesit ARTroutent ey U@@H@@ﬂ)ﬁbonnected to
networ k devi ce has | ocal status, the content file is

theemiodehf 14heStiDBtiserstypBk Qif rﬁétb\%frk rc%ﬁﬂgﬁﬁaﬁlbnge&éﬁé&&bél&nectlons WI||

device has a renpte status, request is

bé—@@pbf&i’ﬁ'térsﬁmgﬁ%rﬁéﬁéls determ natl on can be nude
based upon response tine, MAC addresses in the DHCP

fjiag: g)gue, t efgj*éor ot(hrg 8'%@ g&g}egtéﬁrﬂga%a eosr {A/ﬁﬁgtggdroﬁger 28 and
with a DVD play__er or a combined DV.D/HDD player 44 (both referred to
hereinafter as “DVD player 44”). such as the one shown and described in U.S.
Patent Apphoatlon Serial No. 11/039, 288 filed January 19, 2005, which is hereby
incorporated by reference in its entirety. The DVD player 44, in turn, may
communicate with a television or monitor 46, which may .be connected to the
medium 16 or to a eet top boX 50. The service provider 18 provides broadband
access to the DCS 22, video content and/or other services. One or more other
servers 54-1 and 54-2, (collectively servers 54) provide an interface for network
devices 60, computers 62, personal digital assistants (PDAs), efc. to the DCS 22.
[0084] In some implementaﬁons‘, the user of the television or monitor

38 may desire access to DVD content associated with the DVD player 44,
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[0085] In sone inplenentations, the DVD 44 responds by
requesting a key fromthe HDD 34. The DVD 44 begins a
timer that determnes the amount of tinme that is
required by the HOD 34 to respond. The HDD 34 sends
the requested key to the DVD 44. The. DVD 44

determ nes whether the HDD 34 responded within a
predet erm ned anount of time. [0086] I|f the HDD 34
responds within the predeterm ned anount of tinme, the

IniDelly 4hesdDBNBA esay hequsaltecisitocantinmle Whiint E%{ﬁﬂé/%ﬁn\ﬁj player

sends the scranbled content over the networ

TH@\@seﬂ'@@aH@Pdﬁﬁvgﬁﬁﬂ tERt. ? %t@@tif@%er\fm%% g\mgeeﬁge to the

key and al |l ows repl ay o e con
DY r be a eci ated, the key

e?c%lggg}ehga\ﬂgg s'gﬁ%t@%r? FSQFEE g &Rk Pﬁ@oﬂtﬁﬁlt selected from the
lis gé a[I)\f-ﬁ %5%%?5 the list of available content.

to 9 [REDINgswhethesithe HJ%lagaefstmndnafsra)mddhetatus If
DVD gl ayer that constrains use. For exanple, the

thgddige Buatemmeyoiier saqtestepirepsodndédite Haepbay| sty the content
pr edet erm ned period. After the allowed usage perio

file és oept. Hsthe29DEpsyitbiredr thdhe a5 bk H%Ic’é'q%%é remote

makes the vi deo content unavail abl e. For exa

st&ld, MRy rdeLiske id 'bt%rn\éédjeW@@WESQVre&wétgogﬁ£%sr Yetermination can be

[ nmpl enment ations, I nC

I n ection. The. video

m%%%?%?teef r'om ?#e&%{;% gwe B’l’g‘& "c?sﬁﬁst“ﬁéhﬁi%@rﬁ’ table, external
_ qﬁ_’f)@ts'con of.. t he cg[))VD 44, The key that is provided by the
P AngdiPryEn ﬁPEfeaPO%d'ﬂeﬁilal@fgyel aadier kHerauitapid imethods.

syst Sm and/ or ot her suitable data encryption.

t dPA8PEI y Ibeame implamentatiens, blas &/ [8 eaebpbnds ®8ﬁe8@est|ng a

performed [0089] If the DVD player is a single DVD

kep!lféf?/@rthetfﬁéD[MD $bad¥Via 44 &gk a timer that determmes the amount of

time that is required by the HDD 34 to respond The HDD 34 sends the
‘requested key to the DVD 44. -The_DVD_ 44 determines whether the HDD 34
responded within a predetermined_amo'unt of time.

[0086] If the HDD 34 responds within the predetermined amount of
time, the DVD 44 scrambles the selected content with the key and send.sl the
scrambled content over the network to the HDD 34. The HDD 34.descrarnbles
the content with the key and allows replay of the content at the television or -
monitor 38. As can be appreciated, the key exchange can also occur earlier
“when the HDD initially requests the list of available content.

[0087] The HDD 34 may also receive usage data from the DVD player
that constrains use. For example, the usage data may allow N replays and/or

replay for a predetermined period. After the allowed usage period is over as
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content available. on the DVD in the DVD player. If

the DVD pl ayer includes a carousel, the DvD pl ayer

sends a list of DVD content available fromDVDs in the

carousel. If the DVD player is a conbi ned DvD/ HDD

pl ayer, the DVD/HDD player sends a list of DVD

content available on the DVD or DVDs in the player

along with DVD content stored on the associ ated HDD.

[0090] Referring nowto FIGs. 3-5, various exenplary
speotiieidgior el 0ssg@Tdaté NhePHEIB N4 et {rgngg{?eo gg&%t Jhvailable

t hese inpl enentations, the provider networ evi ce S

Forsdapsias, &eW@EﬁMﬁJﬁﬂ%l@@ﬁh@viﬂeB%&i}%ﬁd DV HOD system. -

and the requester "network device 'l udes a HOD

syst d/ onbi ned DVD) HDD system In FIG 3,

t he [EIE%§E4 ?@ ggﬁ}?e_c'f%@emr}%téo%t \X%‘?k Dt W sinatides a user
42-1 which wirelessly comunicates with the AP 40. ,
ACrRESB agtiofhant & BiAdsnosect®n. af be sitemcostbrtyrdrhehe DVD 44 is

tnetvyozﬂ% dh?é(ijce 30-2 and nedium 16 to the router 28. In
stgmed, in4het eoBeGion of tenD®E ¢d. Ifhda rettvie ko WeyH
30-1 and nedium 16 to the router 28l.®yl'he DV[F)%%4 is%?'the HDD
34corayebe guhrt of theubkd/PaUAteDNe| e o r ot
P /PR ey -Cﬁﬁﬁbn Qy%gﬂ‘ganpf;b(?ﬁt&er suitable

whi ch wirel essly conmuni cates w the A

s Ehey N34 ALER, 840 By RMPCLSH RG0S T RS cor b

stations 42-1 an

.setwork configurations will be apparent to
péi{(dl?ﬁeéjg artisans. [0091] Referring nowto FIG 6, an

exe r ester network device includes a HDD
sysﬁ@hﬁéio Wﬁﬁ%ﬁax@gmamgﬁ bV playet ghetDVBssends a list of

read, wite and/or volatile control data that is
copdycavaiebla re HenbVal irothe BY PR Eyst Bithe 130D Figer includes a
buffer 118 usually enploys volatile nmenory having | ow -

caratseicihe BYD plyanpbads SDRA DV dopteri AR a8le Ol DVDs in the

| at ency nmenory may be used. Nonvolatile nenory

casviedelas Iff {ras DVIBTRIAYeRY aAksRted BVHARID! 81a5L0" fie DVD/HDD
player sends a list of DVD content available on the DVD oﬂr DVDs in the player
along with.DVD content stored on the associated HDD.

[0090] Referring now to FIGs. 3-5, various exempla;ry configUrations of
thelpre.sent invention are shown. In these implementations, the provider network
device ‘includes a DVD syétem and/or a cémbined DVD/HDD system and the

| requester network device includes a HDD system and/or a combin_éd DVD/HDD
syétem. In FIG. 3, the HDD 34 is connected to the network by the station 42-1;
which wirelessly communicates with the AP 40. The DVD 44 and television 46
are connected by the network deyice 30-2 and medium 16 to the router 28. In
FIG. 4, the HDD 34 is connected by the network device 30-1 and medium 16 to

the router 28. The DVD 44 is connected to the network by the station 42-2
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critical data such as nonvol atile control code. -

[ 0092] A processor 122 arranged on the HDD PCB 114

perfornms data and/or control processing that is

related to the operation of the HDD system 110. A

hard di sk control nodule (HDC) 126 conmuni cates with

an input/output interface 124 and with a

spi ndl e/ voice coil notor (VCM driver or nodule 130

and/or a read/wite channel nodule 134. The HDC 126
Whishbrwireiasely aconmuoicasés withehephRde/ MCMEr 5vele 4D 34 and DVD
the read/wite channel nodule 134 and the processor

44 22eapshroated i By wheout PRbrewstdlionshgsty L3pyy) QZIi‘ﬁo the network.
e

interface 124. [0093] During wite operations, t

vapadk s eahenel gt oS gl IS el

witten onto a rea ite device _
chan d 34 proce he wite signal for )
rel igﬁglﬁ?y%%gﬁ%ﬁ Wij'ﬁ%fs-éﬁ ANSXRFPPRTY dpqugster network device
. correcti codi n ECC), run length Iimted coding
ln(:&_dlLe)s’aé-ﬁth ‘Fﬁ@te'% 5@@ Vit ien DR ATCBpEtt i dreiffer Hel8 stores read,
read/wite channel nodule 134 converts an analog read -

welegaad/opelalile obntrdledateddatisi dssodated thd 59ntrdl &f the HDD systern
digital read signal. 31 The converted signal is then

1tet eldteetutiad 1deaadedy BmpRYWN 2B YHEHRSY tiPvi |
the data that was vvrlytteﬁmgn the HDD. [0 9%\“%5 E&aﬁgﬁency. For

 efdmfsledr BY#R@I@IS‘%ﬂbloYhe(rH%satlcﬁPrI]&\Pclcljée{gﬁ%g&%rﬁ&ygg{@e%gge used.

hard drive platters 152t clu na
0 netic fields. , The platters 152 are

ORI OB Lo o THE B gt S it store

at %54. ner al I¥ t he spindle notor 154 rotates the
ciuGal daid SHCthRs neByolagle e@nteol cogt r ol | ed speed duri ng

the read/wite operations. One or nore read/ wite arns

158 HRARRIr el Atbroeesser tiRe piranged snlsz HOD PaB and/mgyrforms data
- wite data to/fromthe hard drive platters 152. The -

asglondbaabicessing 1BA isoetatedi 3o the opBtaHreoMloy Db5é‘ystem 110.
A hard disk control module (HDC) 126 communicates with an input/output
interface 124 and with a spindle/voice coil motor (VCM) driver or module 130
and/or a read/write channel module 134, - The HDC 126 coordinates control of
- the spindle/VCM driver 130, the read/write channel module 134 .and the
processor 122 and data input/output with a host 135 via the interface 124.

[0093] During write operations, the read/write channel module 134
encodes the data to be written onto a read/write device 159. The read/write
channel module 134 processes the write signal for reliability and may apply, for
example, error correction coding (ECC), run length limited coding (RLL), and the .

like. During read operations, the read/write channel module 134 converts an

analog read signal output of the read/write device 159'10 a digital read signal.
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which rotates the platter 152. The spi ndl eNCM dri ver
130 al'so generates control signals that position the
read/ wite arm 158, for exanple using a voice coi
actuator, a stepper notor or any other suitable
~actuator. [0095] The read/wite device 159 is | ocated
near a distal end of the read/wite arm 158. The
read/ wite device 159 includes a wite el enent such as
an inductor that generates a magnetic field. The

Theeadhveitee signalCls ash aletdctedNBhyd@ScRidLRY BAGIBYechniques to
(such as a magneto-resistive (MR) el enent) "that senses :

reb & MRENRIL Ghid WA Wtenhén %%grctﬁga 152. The HDDA 150

i ncludes a preanp circuit t anplifies the
I d/ W i ' | s._ WA ' , th
o cd3898E 7 elinet§ sBHEHRYS rasse oty TR IBhmapidBe e or more
tﬂe rez{ﬁ el enent and outputs the anplified signal to :
-harg driveipliers é58HEﬁh@C“+¢§dme@nf®@.CQMung@ thei storey nurgrestic fields.

awite current is generated that flows through the
Thar plastess eifgharefiotaied byaal/spindle mietdrcihat 159chdmeativaili @hown at
current is switched to produce a magnetic field having

- 15 pdenéradly B2 epindruaidiye 18al asthtas thENBaRPSHrt/EY atﬂtbr 152 at a
. atter |

negative polarity is stored by the hard drive - p

cohedilafts eésdlégﬂn%mé ?%@Wi‘i‘é ogo%tr iond OBk (C??Zéw%rr%ié?a%ywte arms

now to Fl an exenplary provi

A8, BN e BRVE Pho R 62 288 et e

d dat a _and/ 3r vojrﬁti le control code that is associated

MPeP@GREF dP20f ThRES Medivero! 3G igentsalst e spisdieasnotor 154,
e_nRI O{@ vol atil e mam)r%/ such as SDRAM or. other types

wiiehrgiatea the platies id2y . TheopinolleViaM drieepi 0 215 gussraass control
flash nmenory can al so be used for critical data such

sigmaldatret r pbsitiomgheordadbwritd teenf ABBRLSr @x@htle 0idIRG a voice coil
nonvol atil e control code. - A processor 222 arranged on

adthetoPVP sEEhe? HoRR o ahiiotHal Sutdtsll Ycn kst T o

[0095] 'The read/write deVice’ 159 is located near a .distal end. of the
read/write arm 158. The read/write device 159 includes a write element such as
an inductor that generates a magnetic field. The read/write device '1.59 also
includes a read elemeht (such as a magneto-resistive (MR) element) that.senses
the magnétio field on the platter 152.”Thé'HDDA 150 includes a preamp circuit
160 that ampilifies the analdg read/write sigﬁals._ When .reading data, the preamb
circuit 160 amplifies low level signals from the read element and outputs the
amplified signal to the read/write channel module 134. While writing data, a write

current is generated that flows through the write element of the read/write device

158. The write current is switched to produce a magrietic field having a positive
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.processing that is related to the operation of the DVD
‘system 210. The .processor 222 also perforns decoding
of copy protection and/or conpression/deconpression
as needed. A DVD control nodule 226 conmmunicates with
an input/output interface 224 and with. a spindle/feed
motor (FM driver 230 and/or a read/wite channe
nodul e 234. The DVD control nodul e 226 coordi nates
control of the spindle/FMdriver, the read/wite

R IR e the. - 22 and data _
Oinput/od?ggﬁﬂkigﬁg ggﬁﬁfégfggégégiﬁgkﬁééﬁjg%ﬁ?&iythehanjdnve
j [ +.the read/wite channel nodul e 234 _
méﬁ%%ggggﬁﬁgg&gggt?ée%gsﬁFFF? by an optica
reac ite (ORW or optical read only (OR) device. 259
to tiR8°BD ﬁ%f?ffé]g nPe tPefdGer it achrfil anoexemplsd provider
processes the signals for reliability and nay apply,

netypriedamisedncioes (RDV,D agstert 18810, | KeDVBUPTEI2 N £afcludes a buffer
operations, the read/wite channel nodul e 234 converts

2Hh thahadtogesoutadt dafa, t WetORYM@ar 268/ ice 25 a _
digital signal. The converted 33 scﬂg\rg/g&qﬁlé ?%@ﬁ)l code that is

asfé%b%‘ié@C{h@né’or%‘(ﬂO&eﬁwe.bb\hﬁ'o%t%rﬁggg@gg?ﬁggggfe%; \E/)%Bnay employ

the data that was witten

VI 250 | s a-DVD platter 252 that
V@?Q@%&é& ?@Cchﬁ §W@e&ra[cﬁ;ﬁr 2¥res Ofr ivat ledemsy anemory.
'Ns i(ﬂd{.le notor that is schematically shown at 254. The '

%’SY Alle MBMerY 238 swhaae dashenevbrprantadso BEArseat for critical data
control |l ed and/'or variable speed during the read/wite

. SUsheraflntnelating toRWD writeforeaiscan@6 offiey eforivelafid ¥8ntrol code.
to the DVD platter 252 to read and/or wite data

A tmptessort 222 Bviangldt dreith@ 3V DTPe HOBWM 05 e @RnIe ViaEL 20%: control

typically includes a |aser and an optical sensor.

erE?@iﬂﬂ;ggﬁfﬁtggDrélﬁw Wit pdidR roqaﬂweorB\YDS¥§§t%rrrns"21O. The
processor. - 222. also performs decoding of copy - protection and/or
compression/decompression as needed. A DVD control module 226
communicates with an input/output interface 224. and with a spinéle/feed motor
(FM) driVef 230 and/or a fead/write' channel module 234, The DVD cbntrol
module 226 coordinates control 6f the spindle/.FM driver, the read/write channel
module 234 and the processor 222 and data input/oufput vié the interface 22.4..
[0097]  During write operations, the read/write channel ﬁodu_le 234
encodes the data to be written by an optical read/write (ORW) or optical read
~only (OR) device_259 to the DVD platter. The read/write channel module 234
processes the signals for reliability and may apply, for example, ECC, RLL, and

the like. During read operations, the read/write channel module 234 converts an

analog output of the ORW or OR device 259 to a digital signal. The converted
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directed at tracks on the DVD that contain |ands and
pits during read operations. The optical sensor
senses reflections caused by the lands/pits. In sone
DVWD read/wite (RWN applications, a |laser may al so be
used to heat a die layer on the DVD platter during
wite operations. If the die is heated to one
tenperature, the die is transparent and represents
one binary digital value. If the die is heated to
sigmadtineghenh edggecmidinad dduddice biy kreRaf techrigdes @cprrééﬁ%rsthe data
the other binary digital value. Qher techniques fo

that whi veritlevien iy Dvep enpl oyed. [0100] The spi ndl e/ FM
driver 230 controls the spindle notor 254, mhich

Cpi PSP & DT S3ghity HYEAER AT 0 Rke A PV phatter 252 that

at siti.on,the_feed notor_ 258, for exanple using a
Sté% g%gao iAPligElY;at ELG RlalleER% Ingptatedr b kénni}B spinie r%otor that is

sui tabl e actuator. The feed notor 258 typically noves
scheeatioally sShorndel2s4 T5@ spioik inptore25d rotatétHehbY DOYRtter 252
platter 252. A laser driver 261 generates a | aser

atdr cowirelighahd/basedable seedduang B redd/inits bEaMAENS!
channel nodul e 234. The DVDA ZM% i ncl udes a gr ea%b The ORW

orad Redetice? 689 trhdle A4 tid f?ﬁtlf%"@\/@ﬂplfg%g 2%'2%&}!9% al%\gi&gr write data

readi ng data, the preanp circui

00 e T B AR s

Y 234 10 The DVD system 210 further includes
Iag&%ﬁ%g &ﬁl[ﬂg 'that encodes and/or decodes video

such as any of the MPEG formats. Audi o and/or video
di gi 093 giar BYbL eeatiwsitarant DM debdsomg Xyatem@athe laser is
respect ively, performaudio and/or video, signal '

digpctee s itnagks pastheddVehpt cpathR]andis anmd bits QEJFIH@Dead operations.
system 110, portions of the DVD system 210 may be

Tk;e;}rr»ﬁ?ealg%fﬁtdnysmsomfl@@f@né 'Ua%géétlt%ﬂtr% W;?r#ast/&ts(' t ¥me DVD
- read/write (RW) applications, a laser may also be used to heat a die layer on the
DVD platter during write operations. If the die is heated to one temperature, the
die is transparent and reeresents one bihary digital value. If the die is heated to.
another temperatur_e; the die is opaque and represents the other binary digital
value. Other techniqpes for writing DVDs may be employed.

[0100] The spindle/FM driver 230 controls the spindle motor 254, which
controllably rotates the DVD platter 252. The spindle/FM driv.e.r 230 also
generates control signals that position the feed motor 258, for example using a
yoice- coil actuator, a stepper metor or any other suitable actuator. The feed

motor 258 typically moves the ORW or OR device 259 radially relative to the

DVD platter 252. A laser driver 261 generates a laser drive signal based on an
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exanpl e, the processor 222 and the DVD control nodule
226 may be inplemented by a. single chip. The

spi ndl e/ FM driver 230 and/or the read/wite channe
nodul e 234 nmay al so be inplenmented by the sane chip as
the processor 222, the DVD control nodule 226 and/ or
by additional chips. Mst of the DVD system 210 ot her
than the DVDA 250 may al so be inplenmented as a SOC
[0103] Referring nowto FIG 7C, a sinplified

oufbéhricéf'tﬂg%ag}vﬁﬁgg | R 25 fiea%bfx‘i"ii@' 5;%2) Cgﬁgnr?:z?ﬁi e§,8 preamp

DD system accor SOITe

sent . nventjon is sh
C"%%é?@oﬁi esAnBlot A Sngls, liiiﬁaerreaﬂlwgeaa@st@@ preamp
et wor k deV| ce The conbi ned DvVD/ HDD s w/stem 280
C”PHBl%ﬁ@eé”@‘l&@ﬁﬂ@\%‘@vsi@@@ﬁi%tf@m dhe RBW er 1334 devage and outputs
communi cates with nonvol atile nmenory 290 and vol atil e
theremaplifiegicstignalibdhe readiverite ddtzanrfod mduhilé dBVIdea@BH. HDD
operation. The system control nodule 284 35

comenoept e he BV si/stees fzagefu%ér\ihéibdé@ al éBcﬁch .%%iuie 240 that
296 of a host 298. In sonme inplenentations,

S R Sl i‘"ﬁ%“f&%ﬁ%& g
B IBLSEHD F LP e S, rspe

troI both DVD and HDD systens. The DVD/ HDD system
per (itay @\/%'?CgPT V@?@t%ﬁ?%‘ﬁpcﬁﬁ%nﬁr erREReEEVely npr oved
functionality and performance. Cost is reduced through _
the [9982pf s withglhe BRAMsusten [1a<h pretioms of tie DOt system 210;
the DVD and HDD data storage. A single power supply :

magdba imgdemedtadimyeonel ofxherdahteepateactirats %IC‘? or chips. For |
required, which further reduces cost.
example, the processor 222 and the DVD control module 226 may be
implemented by a single chip. The spindle/FM driver 230 and/or the read/write
channel module 234 may also be implemenied by the same chip as ti_ie
processor 222, the DVD control module 226 end/or by addiiional Chips. Most of
the DVD system 210 other than the DVDA 250 may also be implemented as a
- soc. |
[0163]_ : —Referring now to FIG. 7C, a Simplified functional block
diagram of an exemplary combined DVD/HDD system 280 according to some
implementations of the present invention is shown. The combined DVD/HDD
- system cCan be used as a provider or requester network device. The combined
DVD/HDD system 280 includes a combined system control module 284 that

communicates with nonvolatile memory 290 and volatile memory 292, which

stored data for both DVD and HDD operation. The system control module 284
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[0105] In addition, the unified DVD/ HDD system al | ows
copy .protected content to be copied bit-by-bit to
directly to the HDD. In other words, the copy
protected content can be copied w thout decrypting the
copy protection schene or digital rights nmanagenent
(DRM and without requiring significant operating
system i nvol venent. Conventional separate DVD and HDD
systens require the DVD to decode/ decrypt the DRM or

carhhRNICRHY VR ah §§tetaBe BIdOithGan Wéﬁé’é Fjégeof%‘;{gég{%%@ In some

ot her copy protection may or may not oW Su

i ' t c i nin e systens _ -

ettt e ToraRee, 272 A ietaed dse o Thdntertaces, Fiber
L ecurity of the copy protection or DRM schene

CE%HQ%IS (Fﬁi ?ﬁl\ﬁlﬁta&gw Sé?%'f@@fﬁ%ﬁerr eyriemsinterfacss. (348), or other

- exanple, single DVD drive copy operations are

sWighmtedae®s.nout removal of the copy protection or

DRM Additionally, the HDD can operate as a virtual

DVD H&dder . SiThkl combeted 3BVDIHEBN kabticdN cfirdide
conbi ned DVDY HDD system are shown ang descri bed inOth DVD an.d

HOSsystBaise Mt hApp/) i [ , fi.led .
on %Snuar'y 19, 20%@??8%@%?% r?gé(nacoh\?v&%g%l@ﬁ@,”d provides

i LbisQRi volatile nory 300, of the HDD
TRADLE SRR T SR RIsen CaPLs riinigug the Use of a
S@g%e [ Ienel_%kjatigons is shown. The nonvol atil e nmenory
B e mhiHast memasy 4PEPqthtthe aDVDr endpdPD clateGlorage. A
1 hlat IS user accessible and a second portion 308 that
SingienRWeis BYPRIK @8sls3 Frduqest nhintée 0f exErrakemvwttibhddes required,
ortion 308 is used in one or nore of the following

w sudbeorativngstanssome i npl ement ati ons of the
i nvention. The hidden portion 308 is used to store the

oo L o, YOSl e VERIQNT SARLY) oy cony
protected content to be copied bit-by-bit to directly to the HDD. In other words,
the copy protected content can be copied without decrypting the copy protection
scheme or digital rights managemenf (DRM) and without. requiring significant
operating ;ystem involvement. Conventional 'sebarate DVD and HDD systems
require the DVD to decode/decrypt the DRM or other éopy protectién prior to
output.. The DRM or other copy prot.ection may or may not allow subsequent
copyir_lg to the HDD. By combining the systems, additional functionality is
provided due to the built-in security of the cop.y protection or DRM scheme since
the DRM or copy protection rémains intact. For example, single DVD drive'copy

operations are supported without removal of the copy protection or DRM.

Additionally, the HDD can operate as a_v'ir’tu'al DVD changer.  Still other
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virtual DVD carousel. In other words, multiple DVDs
may .be copied to the HDD and played back at a | ater
date. [0107] Referring nowto FIG 9A steps perforned
by the network devices are shown. Control begins in
step 350. In step 352, control determ nes whether the
provi der network device receives a request for a copy
of protected content. If not, control returns to step
352. If step 352 is true, control determ nes whether

- varisionsoofeteecombivert IDWBHDE swstbRcatedneint 85 'o%%@hbed in 1 US.

network in step 354. - I f step 354 is fal se, contr

-Pd@mt@@pmbends&%eﬁr Neng 7@9%8 ﬁlgdzatn Parfingry 1o, zgfogo-p.y -~

is true, the provr net wor vice s

SLVT [ 0101 66 %ﬁgﬂﬁiﬁ °uq 8 BIES Eén@%i rﬁarmmame
whet he e re ter network device is on the | ocal
mﬁé’?%réoérp 2R E‘E?eﬁdﬂioe UBgE IcsASSibler andxbideles, aseas according to

response tinme of ‘the requester network device can be
S%Qp'm@@me@t@@r@?ls shpwedeflélerhordblaticesizphory 800 Wfhle HDD is
i mpl enent ati ons, the provider network device can

alicoape mtola/fmse@u)eth Bbatthahes @adreldeaksipRy taﬁdOJ sé&ﬁwd portion 308
router or nodem be bl ocked so that the provid

thag isaoKuskvi e ss e @rnﬁrgiew ih?gle%%%%pqﬂ&??n t us38%,r]s used in

the requester net | I efore AR querled
A a | oca er c
o éiﬂé’??rrlcﬁgﬁ? ”meﬁ’ RiSERoHING (@somag iMplemeatations of the
Hp | ocal /renote status may be
'”gge df %&&A&Sﬂeﬁqﬂ i@ stom tha epsteints of a DVD that is
eternlnlng Iocal/renDte status by tenporarily
BERPIRG. J addibepmahediddenporito®ns otms HIDDEgsBE to provide a

wth step 360. In step 362, control determ nes
viiiHat R¥D Ph@%ﬁbvﬂrd@rtherewwég roelipleeDVDs may be copied to the HDD

and played back at a later date.

[0107] Referring now to FIG. 9A, steps 'pen_‘ormed by the network
devices are shown. Contro! begins in ster) 850. In step 352, control determines
whether the provider network device receives a request for a copy of proteeted
content. If. not control returns to step 352. If step 352 Is true, control determlnes
whether the requester network device is located on the local network in step 354
If step 354 is false, control denies the request and returns to step 352. If step
354 is true, the provider network device sends a copy of the protected content to
the requester network device.

[0108] The provider network device determines whether the
requester network device is on the local network in any suitable fashion. For

example, a respbnse time of the requester network device can be compared to a
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receives a request for a. copy protected file. If step
362 is false, control returns to step 362. If step
362 is true, control continues with step 364 where the
provi der network device requests the external ports
of the router or nodemto.be blocked. |In step 368,
the provider network device determ nes whether the
requester network device has a | ocal status. For
exanpl e, the provider network device may send a

predét%a@\metdotrir@ﬁtcﬂ@quﬂsétﬂer ﬂﬁbl@rﬁé‘ntﬁ%hgetr%nﬁrd%ér Aok device
response. step 368 is fal se, the provi der networ 'R

Ca@g‘%hﬁﬁrg@? é a%%gemg?ﬁéﬁgheﬁ% pr ovr d 'ﬁ@ﬁ%&ﬁmﬁr@@%%g bIOCkEd L

of .th e to the reques net wor k
%@?3@%%82@35 @erwow@vr:@oe@aeqorwét’\rﬁw?oc@rw@@te status of the
unbl ocks the external connection or port of the router
regyesisn OfWorksdeyice periore thellile satter In oipenompiemEnt@tions, a local
9C, steps for consulting a |ocal server (such as a
seDHaPcaar ber jueredebe determindethleotaddir eemicksHaliBEs ar &till other
shown. Control begins with step 380. In step 382,

methdedbr defeemifing Soodledete Elus A%PHEYIsER! network
devi ce receives a request for a co protected file.

¢ Josbo g% Reldiing noW{HF c:on?it L?E% p%sergqlgr&ggggfal/remote

If step is true,”contro
r network device queries the server
S8 etipBleRi PEtpiEH SR ErPr L st Rehiougs . Oomeol begins with
i dﬁ%tpi fhgatl on_can include MAC addresses al t hough
step ;

_ RtEPf PE2t FMIelyGrisrrameshehathed . the rprevieler 386work device
the provider network device determ nes whether the

'rep@@{ggg i@quast tnoekcelrw praetiad fie.| testbp 362t igSalskf céhﬁ‘@l returns to

386 is false, the provider network device deni es t he
step@@@st|f atep 86tis tluer ebatroSctinLEERItR%Ee B%4%r%’re3tf\@ provider

is true, the provi.der network device sends a copy
ndtherk tedce r@qlidits tRE S RAI ﬁ&tté’"ef theR)tEF o} Hto%te?rptosgg'blocked
In step 368, the provrder network device determines whether the requester
network devrce has a local status. For example, the provider network device

may send a message to the requester network device and wait for aresponse. If

step 368 is false, the provider network device denies the request and control -

‘returns to step 362. If step 368 is true, the provider network device sends a copy

of the file to the requester network device in step 370.  The provider network -
device unblocks the external connection or port of the router or modem in step
374.

[0110] - Referring now to FIG. 9C, steps for consulting a local server
(such as a DHCP server).to determine the local/remote status are shown,

Control begins with step 380. In step 382, control determines whether the
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[0111] Referring nowto FIG 9D, steps perfornmed by
the network system are shown generally. at 400. In
step 402, control begins. In step 404, the provider
net wor k devi ce determ nes whether a requester network
device requests a copy of the content. If not,
control returns to step 404. Otherwise contro
continues with step 408 and the provider network
device requests a key fromthe requester network

prg\tﬁg?fgegw%ksn%(?ﬁc%%ﬁ%eﬁp@%‘gg%ﬁ ”S{q‘@’@@ﬁq%\%’c{gé& file. If step 382

s 3§1§§?{9§BHSQ"fe°tﬁHgseL‘g%é‘gﬁg}mﬁ%&é@f éﬁgreu)é Ir'qj%g_@mb continues with

n‘g!@errent ations) the predeternined period has not ,
4eXBete PrEaYideNetmTki drMee wiushiest thp geiber for identification
O herwi se, control continues with step 420 and the

of peealingdworedawicks ddheddestifqesiont dwen tridiede MAC SdBPe 2% although
‘control determ nes whether the tiner is less than a

- otpeeidienficatid typrssi @h b8 UdRL1R] s{eg) §8§eth§; provider network device

i mpl enent ati ons, the predeterm ned perio s Iess

qdal [ hat acket  woul d

e A PSP Bt e PR e Pad 36t SRt vk step a8s
o 0 (N addi tional. security is provided. The
IS a{fgrrﬁgghﬂ?eeﬁ O{IT'E% Weg‘%{?rKABEY'Be b@%'@ﬁdh?e@%@ﬁt andobgnitareturns to
-or éh§¥ device outside of the home network to
St‘?%§§ nd" §iaP 3@& éebbet e provitiararativodd dpeice adndsm ebpebt the file

words, a packet containing a key froma conputer such
todhe comyrater netvark denviverinrép@8. devi ce such as

network device. 60 that is connected outside of the

home0retyor Refvirg exeead PIE. @D L ¥RAOBS1oTALS bo H¥Cnotwork

to the time required to pass throug

'.sytsf&n%f?é\éih%rpéé’r’{ér@ﬁ{/ at h@%éjlw s}t%p I8P cﬁ%%ol: @egi%.s i step..404, the

control returns to step st ép

provider network device determines whether a requester network device

requests a copy of the content. If not, control returns to step 404. Otherwise

.cohtrol_ continues with step 408 and the provider network device réqUests a key.

from the requester network device. In Ste_p 412, the provider network device
starts a tir_ner._

[0112]  In step 416, the provider network device determines whether the
key is received.' If the key is not received énd (in sbme implementations) the
predetermined period has not been .exceeded, control continues with step 416.
Otherwise, contro! continues with step 420 and the provider netWo_rk device stops

the timer. In step 422, control determines Whéther the timer is less than a

predetermined period.
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true, the provider network device encrypts or

scranbles the content wwth the key and sends the

encrypted or scranbl'ed content over the network to the
requesting device in step 426 and control continues

with step 404. [0115] Referring nowto FIG 10, steps

of a nethod for allowing playback of a copy protected

file fromthe requester network device Ntinmes are

shown. Control begins with step 600. In step 602,

cont[ogh 3ylet g Hopes .r\ﬁfB@rﬁ@rﬁtat.BHQyth@ 3&2% Bb{jgaserf&%"g less than

been stored on the requester netmor

orcé’cﬂ{é'lq tég:%hﬁéﬁf{ gf ?h}eq?ghqq eglaltchggy\fébx?g iUIrq io Erlaé(ﬁl one or two

"~ ... 606, det er mi nes_whet her -t he copy . protected : B
'h%sl %? @ ?%&%ﬁi@@t%ﬁenéﬁmpnabéwwém%@rm@ad “The amount_
yed. |f step 606 is false, control returns to step
ofé@@e that weelg B Equired fios a @@mputdr drrthengavise Nutsids tof phe home

610. In step 614, control determ nes whether N = Nmax

ndtivost ép 1Bpond Wil erceadnhe Oprelietatfed paiRP lﬁoﬁthe'rfwords a
step 614 is true, control deletes or otherw se

pddket @@am;@mgtf% GrorftQ Eb@%?gg%%gand DU | oI Cor other network

request er netmor devi ce
déﬁeejéig?he a'é% ggrcg[egﬁlﬁ%t .%%{;ﬁhé'c” 0 L?twig{eu(p]ftthgfhome network
' ted file stored on the

W"eeﬁﬁsspe?n%af &E%’ Bh8y S 1T aHe e the Hinedrestuiredriowmss through the

Oantrol begins with step 640. In step 644, control
Mdedy AN e apetgrepravidercopy protected file has been
“stored on the requester network device. |If step 644

i s flN3d] cdhstay 4eBtinrfaket @ositiep rédns & Respyia9g, If step 422 is
control continues with step 646 and sets a tiner.

tnsd, ethe GABYidermiatRbridabAEg sy ptanit 185 mblss {He@gy}fgﬁt With the key

IfT step 648 is false, control returns to ste

ar‘fﬁ:f F@;n?fg'% %ﬁg&?ﬁdugf;?@%hﬁ%eg%oﬁeerﬁ NV SRS RS Eh e S requesting
device in step 426 and control continues with step 404.

[0115] Refefring now to FIG. 10, steps of a method for alldwing
playback of a copy protected file from the reeuester network device N times a.re
shown. Control begms with step 600. In step 602, control determines whether
copy protected files have been stored on the requester network device. If not,
control returns to step 602. It step 602 is true, control sets N=1 for the file in step
604. In step 606, control determihes whether the copy protected file stored on

requester network device has been played. li step 606 is false, control returns to

step 606. If step 606 is true, control increments N in step 610. In step 614,

control determines whether N = Nyay.  If step 614 is false, control returns to step

606. If step 614 is true, control deletes or otherwise makes the copy protected
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device in step 652 and control continues with step

644. Wile a tinmer is described, any usage

nmeasur enent and/ or conpari son may be perfornmed. For

exanple, a date and/or tine stanp may be used and

conpared to current data and/or time. Still other

usage data types will be apparent to skilled artisans.

[0117] Referring nowto FIG 12A, a nedia server 700

can be used to serve protected content from a
filenmdvdgabiédrorhana re§abest REtiOk daWikd PELET nd S nirc

shown connecti ng thg msdlya ser@(edréﬁéf‘)%?h ?heré) gflg\ﬂnai'eqontrol returns
to7§%P%,th_e requester 704, other network _
configurations and connections nmay be used such as but

not id.ted ta ad-hoc network npdes, peer to peer. o
modcO RIS et hioatnce Fitn T bartenb il @ methagifonsmiing the
‘the nmedi a server includes a |ocal/renote status -
ageuat pf Hmegtheb éutepyrprotectedfilewiaresl gn tes cad beste pRENEK device
The medi a server 700 provides a list of available -
cawieeplayed drbesti@anestetitrd0degihbenitie uss teeio. 774

requests content. The nedi a -gserver 7‘3?00nfi rrrsSt?%aStM’ control

déteemirel QFcier ﬁwé’@ogg?rofehté@?ﬁé H4 Hg{aéré.trr}bc%? i)é@o&‘ﬁ: requester

t he ways. descri bed above. t he reques
s | @Sake N s dia server 700 requests the ,
nc‘gﬁ)trlént freo'mqt \#gé%r%\ﬂi %efg?%zc?orﬁﬁ‘ﬂere&%\?i e stepBiden§herwise,
content di.rectly to the requester 704 or to the
C{”ﬂ ol 'i”H%é‘F&b?‘e?(ﬁ#ﬁ Apd eRtss@ ket He YentteaR, cootrohaetermines
' W{pgt uester 704. [0118] Referring nowto FIGs. 12B and

QrHEe R rais s v & Step (B48sisr false, montret retiraon @fép 648, If step
froma DVD system 710 to a HDD system 712. The DVD :

64§ 58 drmey Iprdmd defietebDBesyse MrotdeteeRMlebfoh MR & FE
as described in the .errbodi'yre}g:]ts set forth above&ﬁﬂf‘sﬁer network

| déViGe ib3stdchesredna 8ERNET caRthAN Wit St AP Bhit" Btimer i

network as shown. Qther network configurations suc
'd%iﬁf&%ﬂm 1 ﬁgér@%gﬁé‘e%%gh%}g@n%ﬁ %ﬁé/g_r %ﬁnﬁﬁvtahr%%nn%tawé( performed. For
example, a date and/or time stamp may be used and compared to current data
énd/or time. Still other usage data types will be apparent to skilled artisans.
[0117] Referring now to FIG. 12A, a media server 700 can be used
to serve protected content from a provider 702 to a requester 704. While a router
is shown connecting the medié server 706, the provider 762 and the requester
704, other network configﬁraﬁons and connections may be used such as but not
limited to ad-hoc network modes, peer to peer modes, and other approaches. In
some implementations, the media server includes a local/remote status
determining module 701, as previously described above. The media server 700

provides a list of available content to the requester 704, The requester 704

requests content. The media server 700 confirms that the requester is on the
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. “requester. Alfernate

medi a server. can be connected to the network in a

wired or wireless manner. [0119] Referring now to FIG

14, a flowchart illustrating steps .performed by the

medi a server according to the present invention are

shown. Control begins in step 720. In step 722,

control determ nes whether the server receives a.

request for a copy of a protected file fromthe

requester. If false, control returns to step 722. If .
logaluestwichie imedy fdbe weaysdeescribateabobet hethd kyuester 704 is on the

requester has a local status. The |ocal status of the

locaiquesiozk, theymeeiia dehel MOTEFedUb s ¥hO Teohbnt WY the provider 702.
descri bed above. If true, the server requests the

THé IRobifem7o es&ﬁ@é’it ;c/;oﬁt SRyt {betﬁéﬁlgéq@é;%%ﬁ?% or to the the

, - the. provrder

file. dire 0. the requester.. [0120].Those skilled -

el BENEE Tob sl s B St bt aUsait Ring
description that the broad teachings of the present _

Cinveli1&d can hieferringl BawnteeFiGA. 42Barndt 18, ahef media server 700
Therefore, while this invention has been 42 described -

sarves grintastédrconitemt fpamt acDVar spxiem| &9 ther BOD syem 712. The
true scope of the invention should not be so linmted

D¥Dnegstetrh®n 0 i fHeCADIPBGste 71DeCH B aRPAERBhAted & WaScribed in
the

skilled practitioner upon a study of the'draw ngs,

ifimati i i . LOYD
thﬁ%@ﬁd@%l&g S%f“#%rtﬁhga?o&vfg%kﬂ‘g:l:@ f ag%ﬁ rgé%géﬂqryﬁégoo can be

rirve

. ' e Lth,a ovi der . network devi ce over a :

mﬁ@% Wor L‘fé@i”oérﬁ}\gﬁ‘e@%?s ﬁbﬂwr arines OReRRREUralens such as those
ta in a nonvolatile manner, ]

dg’éc%rb%sd ggre?n Ias well as other network configurations are contemplated. The

media server can be connected to the network in a wired or wireless manner.

[0119] Referring now to FIG. 14, a flowchart illustrating steps

-performed by the media server according to the present invention are shown.

Controi begins in step 720. _ln' step 722, control determines whether the sérver
receives a request for a copy of a protected file from the requester. If false,
control rleturns_to step 722. If true, the media servef determines whether the
requeste.r has a local status. The local status of the requester may be
detérmined in any of the ways described ébove. If true, the server requests the
file from the provider and sendé the file to the requester. .Alternately, the provider
may send the file directly to thé requester.

[0120] Those skilled in the art can now appreciate from the
foregoing descriptfon that the ‘broad teabhings of the present invention can be

implemented in a variety of forms. Therefore, while this invention has been
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5 in user accessible and hidden sections; anda hard

di sk drive control (HDD) nodule - that communi cates

with said HDD nonvol atile nenory, that selectively

requests and receives content fromthe provider

network device and that stores said requested content

in said hidden section of said nonvolatile HDD

menory; 10 wherein after sending said request to the

provi der network device, said HDD control nodule
deeerdhedin goregclianwitbt paritutarasssarmplesathesyoft the tthes scope of the
provi der network device in response to said key

inveqtiestsholld AbEDEER IpyiEdEBInee Sthat MddiMbardis Wi |
requested content 15 received by said HDD gys&g%% pgﬁeppwent

| tdk fife BKiAXY %éctﬁ%ﬁé‘?rdpoﬂeé( 'fs‘ﬁ%% I%Fn ﬁglé:\%ﬂiﬁ s, fShZe: gpgf?_%%i:éjtion__ and the

_ ey. 3. The HDD systemo ere
Lol ule decrypts said requested content. 20 4.

f(ﬁi‘@g\}'ﬁ@g%@gt em of Claim1l wherein requested content :
i ncludes wusage data that is also witten to said
hi'dden portion of said nonvolatile HDD nenory and
wherei n said HDD control nodul e nakes sai d requested
content 44 LLOYD WSE wunavail abl e when said usage
data i ndicates allowable use is over. 5. The HDD
systemof Caim4 wherein said HDD system del et es
said requested content from said nonvolatile HDD
menory. 5 6. The HDD systemof Claim 4 wherein said
usage data specifies a _
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predeterm ned nunber of allowable uses. 7. The H_DD
systemof Caim4 wherein said usage data specifies.a

10 duration of allowable usage. 8. The HDD syst em of LLOYD WISE

Claim1 wherein said HDD system comuni cates
wirelessly wwth the network. 15 9. The HDD syst em of

.Claiml wherein said HDD system comunicates with the

network over a nmedium 10. The HDD system of Caim.l
WHekIdB: t he provider network device includes a
digital versatile disc (DVD) system 20 11. A

net won ked @vmalrlDDdsysaa%cgmpu)swgerﬁaltl%tH@@nﬁﬂﬁl@mle with a
Claim 10 and further conprising said DVD system and
pAdvddEreh ok ddDice over a network, comprising:

nohvolatile HDD memory that stores data in a nonvolatile manner
in user accessible and hidden sections; an.da hard disk drive control (HDD)
module - that communicates with said HDD nonvolatile memory, that
selectively requests and receives content from the provider network device
and that stores said requested content in said hidden section of said
nonvolatile HDD memory;

wherein after sending said request to the provider network

device, said HDD control module receives a key request and transmits a key to

the provider network device in response to said key request.
2. The HDD system of Claim | wherein said requested content
received by said HDD system from the provider network device is encrypted

using said key.

3. The HDD system of Claim 2 wherein said HDD control module

decrypts said requested content.

4. The HDD system of Claim | wherein requested content includes

‘usage data that is also written to said hidden portion of said nonvolatile HDD _

memory and wherein said HDD control module makes said requested content.
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unavailable when said usage data indicates allowable use is over.

S. The HDD system of Claim 4 wherein said HDD system deletes

said requested content from said nonvolatile HDD memory.

6. The HDD system of Claim 4 wherein said usage data specifies a

predetermined number of allowable uses.

7. The HDD system of Claim 4 wherein said usage data specifies a

duration of allowable usage.

8. The HDD system of Claim 1 wherein said HDD system

communicates wirelessly with the network.

9. The HDD system of Claim 1 wherein said HDD system

communicates with the network over a medium.

10. The HDD system of Claim | wherein the provider network

device includes a digital versatile disc (DVD) system.

11. A networked DVD/HDD system comprising said HDD system of

Claim 10 and further comprising said DVD system and said network.
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