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-1- METHOD AND SYSTEM FOR GENERATING INDIVIDUAL
ELECTRONIC MEDICAL RECORD RELATED APPLICATIONS 5 This
application claims priority to U.S. Provisional Application Serial No.
60/704,309 entitled "Method and System for Generating Individual
Electronic Medical Record," filed August 1, 2005, the entire disclosure of
which is hereby incorporated by reference. 10 FIELD OF THE
INVENTION This invention relates generally to computer methods and

Sy SMRTEEH AN ISYRTTH0 Brk, GENERATRY (BIRI Y A0 d s yBtEMEROMNIC
generating personal/individugiiegithrregardsshar individuals by accessing
and compiling data from diverse sources. In one embodiment, a
system/method extracts and compiles 15 data from, among other sources,

PRyenstaingdatatngengtate a personal/individual health record for an
individual. BACKGROUND AND SUMMARYan{ THE INVENTION Ther

is a substantial HSHRIRSH BEHBRHP R Z & e HeaR e 0BPGoSP™ Serial
(TERMRYansha petdedaMwalthargcoystdiPRROewhithg ixﬂlmdum}rﬁﬁﬁamdmi

d indi uj I alth c "11%$"),.The terms " "IHR" are
cﬁleidé %ngegg y LIllﬁ(?se hera eﬁ 2\6%14:‘!&)[3 ?stbrFo%eJlS er-cen r%l_(!,%lh%} 55 élyi
patienpeceatriy. AfeEMR is not a complete health record of a patient, but

is limited in scope to a specific health 25 care provider. Notably, the
electronic medical record does not contain any information from any other

heB cafe BHeIIEERNHE Wes not have access or share the same

specific EMR. BleGkosie snesliaal B@ﬁ@f@l@%@:hﬂ@\af@r TpicalynthafiR isd,
established by hospitals or a g yS|C|an or less commonly by a
PRSI RAHCWE h & BRI HETHHE ?éoé‘é %%ﬂ%@r Be&REER e patient and

t@erpasﬁm@&m@a@aﬁba&plmdei@foﬂ nessitteatas; hycheisp erificopraiictedata

(ho S|C|ans or otherc ver?)) Although the EMR| the .
common (f<e8 o as?ﬁ%er%g iCO gé‘l ecord o?‘%tﬁét pa\rf‘lté’uasc‘ir':eoﬁnlle 65’3

ofléfin ésmamdqrg wiapagpemen iy dodsinstiséntaigeasypicr pefornadiishvikbral
apy,gtherproyider whg. daes not have access or share the same specific
EMR.

BACKGROUND AND SUMMARY OF THE INVENTION

There 1s a substantial distinction between an electronic medical record
(“EMR’) and a personal heaith record (“PHR™), which is alsc commonly called an
individual health record (“IHR”™). The terms “PHR” and “THR” are interchangeably
used herein.

An EMR is provider-centric while a PHR is patient-centric. An EMR
is not a complete health record of a patient, but is Hmited m scope to a specific healih
care provider. Notably, the electronic medical record does not contain any
information from any other health care provider who does not have access or share the
same specific EMR.

Electronic medical records are known. Typically, the EMR is
established by hospitals or a group of physicians or less commoniy by a physician.
The EMR details each encounter between the patient and the provider for each
episode of illness treaied by the specific provider (hospital, physicians, or other care
givers). Although the EMR is the commonly looked to as the medico legal record of

that particular episode of iliness and its management, it does not contain any
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- plans, pharmacy

A patient has no control over his/her EMR. For example, patients have no
direct online access to their EMR and cannot make any entries in the
record. 5 Patients have no control over the access to their EMR and
anyone who has access to the EMR of the specific hospital or physician
group could access their health records. There is no complete global
unified record of a patient in an EMIR unless and until the entire
healthcare is being delivered by the one provider group who is using the
spetifiodEn Rooraaly ptitie mtendaunberspEhe EMR systenusiasdihissused
b%ﬁeéﬁ@cjiﬁl@q number of users (providers). U.S. patents and published
patent applications which relate to the topic of electronic medical records

include: U.S. PAfesteiigs B geriep over 684herEMB, 7F8:6Ramaric, batnts have

PateaikAppiraian Ry RieationsMNesd 2084/00782 24, 08 R0 HO 142307
This .Iistir’%g of U.S. patent publications is not offered or intended to be 15

takBITES SRR DUt FAIREAE TS AtE VR ateROHiRG &/ Bn trstspie o
TanthEMEX tfr&imgﬁeml dpia @ognpflieialu@sﬂﬁqﬁd t@ﬁd}%&églﬁ@aﬁa@sﬁﬁ%a&d&
relating. to known_electronic medical records and relat stems, the
dii@:]leorsﬁsrgg S these %%’Eﬁga 1ons "are néré 8‘%&&?@@%&5&?&%&% il the
thigiagepieibicnedy bising didience thdretonshirepdesentimvéntiomimpdic
m r ' OH ing medical
bl G e AT T R
SO P aEERth RS (@IS idFgknerating a personal health record
("PHR"), also descsihadas apdnstividuakdie alRecord ol EesuRNIChe wpic
He Lt]h Record (&gﬁ?ﬂer "11%{ "ERR"). In contrast to an EMR, the .
PR GBI BIGHR HEFETH THHRACH X iAo TCTeVaRt Hehhatiated
infoTiifeditrafdria patieat; repdidiossfaftthadspesifitobealthare prgvider.
T pical jpformation. re ing the individual patient e collecte
o e o O SRR e be
th?@@gmh@lh@@m,mmtmmp@m@ HeiagnigBthfrom tifensint To the
proMidiers RLeMding £asmigelb %@éﬁ&ﬂmﬁ&%%%@?&g@éﬁ%ﬂ% kmown

n from labs an

pharmacy benéfit managers ("PBMs"), informatio maging

cEMETeIS ARt HiFER Rty i sutieme tahsrdoriesremiidpse publications
perseiaiineiyrualhealthqeearthiche BHR-May sontaindealibrecprds of

millions of patients with online access to thase millions of %??tti[ent.s._, In one
embodiment, tH8 TRETRIOH LFBURICE BOSTRTERN AseStrdtFc festuggucally storing
genératingiagrersonalindididbat hbathiecongihalis compileg-iIomihods,

CIEIRe SPURGR EN AR RANRN, Festiopnalies oL Aerh IRk Aea Mere -,
also described as an Individual Health Record or Electronic Health Record (hereafter
“IHR” or “EHR”). In contrast to an EMR, the PHR contemplated herein is intended
to include all relevant health-related information for a patient, regardless of the
specific health care provider. The clinical information regarding the individual
patient may be collected from diverse sources including, but not limited to
nformation from claims through the health plans, multiple EMR s being used from
different providers providing care to that patient, medication records from the
pharmacy benefit managers (“PBMSs”), mformation from labs and Imaging centers,
and direct nput by the patient to provide 2 unified personal/individual health record.
The PHR may contain health records of millions of patients with online access to

those millions of patients,

In one embodiment, the mvention provides a system and method for
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managers ("PBMs"), labs, imaging centers, freestanding outpatient
facilities, hospitals and physicians. The data collected from the diverse
sources is organized into an 5 individual health record for a patient. The
individual health record maybe integrated with SNOMED codes to allow
that data to be encoded under specific medical diagnostic concepts.
SNOMED is a division of the College of American Pathologists ("CAP").

SNOMED Clinical Terms.("SNOMED CT:\.is.a scientifically-vali
N L b i S

captbiredatiens Havsiibandragor dgatetiing m&mﬁ,mmmm
SMQL @Bﬁ%ﬂ%@%g E%ﬁ%ﬂ?ﬂ%g¥t%ﬁ?§ Hﬂtﬁ&m@t‘ AR QM¥fEE, hospitals

350,000 hierarchically specified health care concépts, each with unique

nfadmAgEciaRg. | g dataserdl laand Hemstia JHEERAN tRe ST RERRE dgjpan
concepts: havendistingt #8latienships thahsuppentialiabiityand-canrsisiensid

for data retrieval. 15 In some em odim‘%lts, secgr‘%%/ and medical privacy

cSiiia B PoTRy s SRR RN BE AP AUTARATL T LBRRE 16 BEHHT the
ediigmindividuadhealiN0ddBnl ida bersiewetihy Udsignafethpersofatoartsts
permit.select f the record. | 0y the authori -
e e O o, e e
anininfdimatiorere kstininedogyroicoteehtiasy ¢e Yeakietat dradittapored,
r%%@é’&l&ﬁ%%ééﬁﬁh@ﬁ@%@?ﬁéﬂzm{g@'sfmﬁﬁegmo@ﬂldé%{umg%mathe

area (e.g., ifiness/condition list, procedure Tist, medicatiog/grofile, etc.).

AbERRLBS YIS FERET SORMRRRY B TASOBFOIEErsERiALY ssarBr bR Tb A
arga&udeha loskedapeheantiny gl toderidtamatisaliy.blockedodatl ahese

change is made by the patient, According to another aspect,.the invention
LS RBTP TSGR A Ao SepaT ey
The methedienay include the act of receiving a data element indicative of

a health related parameter atient.: t_of determini o
SNOMED codgn csbﬂrlgléaseﬁicl)%o mggt%%ft?eg%%ltﬁé?n%rﬁcr%%}g gikﬁg%%?e%e }ljrﬁo%lged
mettiothapmperitry pealdhevin e eilintdoa pergchamdiviadal dvebhbalécergrd

asgecialed with fe patienthased,0pdhe,deterninadsSHNQMER.¢ed%d30be

In some illustrative embodiments, the data element may include payor
r%‘&ﬁ’é?h%rea

clXiRTEd Rtathe sRBRERSS BCHHEY dR SRS DR iR
claimeaotenidoppendingpmihicrexigenciay afecparticuar applicationsahe

DTG AR AE) BRI rS A (PR eAI L g A tare &

frebstasichngi outatient fadiitiés:, mospitaisanciphysiciads: sErab odimenterd

are glso coptermplated dnbighie-dala SleMENt MY be biocked and continued
1o be automatically blocked until a change 1s made by the patient.

According to another aspect, the invention provides a method for
generating a personal/individual health record. The method may include the act of
recetving a data siement indicative of a health related parameter for 2 patient. The act
of determining & SNOMED code comresponding to the data element may be included
in the method. An entry may be inserted info a personal/individual health record
associated with the patient based on the determined SNOMED code,

In some iliustrative embodiments, the data element may include payor
claims data. For example, the data element may be a health insurance claim code.
Depending on the exigencies of a particular application, the data element may include

patient questionnaires or direct input, heaith plans, pharmacy benefits managers
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include an ICD code, a CPT code, a NDC code, LOINC code, or a code
from a proprietary coding system, such as Lapcorps' lab and order codes.
5 The method may include the act of transmitting a description of the
entry to a client system in some embodiments. In some cases, a first
description and a second descriptipn may be associated with the entry. In
such embodiments, the first description could be synonymous with the
Semqﬁgqﬁﬂ@tmgﬁ%c%m%ﬁ%&@g AesariRtienimay usrpnadiaal
terminglogy whereas the second description could use 10 layman's terms.
PREYEIIBN, tRERLrad ARt Icow HrHRER R AT may
apgocistadigithedbealthCaiaiprowiber wiieleasiNE ariepotdeseriiion is
transmi%ted if the client st%/s em % not assf)%iate V\C/%ith a&wealth care
p%?ﬁalé?r?%csgo e Tustrative’ém %’(ﬁ?nr%%tsa, themethod rﬁsay include the
act of determifiicgrwiiethmeatheddivitie abheditinseotinokinderdestamyor the
entri I t 15 . rabl tries. i o
e e Tt O 5 he ot e e atappondac

OFPERBE R LRSI CAMESD- Eei WRE B ARG o B sBthentsaserihche st
INKERHPRRTONIEIES A HRIA RERERSSHG S IR Wil BRe SEaoRa-fad e first

configured to receive a data element indicative of a health related
parsFHRRS Y Fadertiorhs Sy oRing abeiserbe St deortmpaeilisse
canfigireddendetesningia GhOMERaosaarespandiddicthgieateystem is
element. A PHR ulation engine.may be operahly associated with the . .
et e et R e
in%emltwgh@t@ated@%wa@@ﬁ?@t@dimthhermm (__:ode into a
personal/indivigygl healih secerd assasiaiad withhe Latient ARAHR0mE s

embodiments, the system may include an access manageément module
coRtrmaE g EsHm i ceds Wil eelidresystarpiugrs amyerase selgied to the

aGERsSHAAPRASRANT MPdrie-couid e onfigy oo Hanamhaire related to
description of the health related data to the client system. For example,
tHEPHRY Gop ARSI %@‘eﬁgﬁﬁﬁfgﬁmm YKE synonymous
description withatherbieglth sedated-catar, 3@ krbndimentsiase data processing
contemplated in which some. of the descriptions use. medical _terminolo
e e R e
inlselierdmbsbpimeats: [Typicsityt thdfikesieg madinduiay burctnifiguredule

tocgﬁ‘f?_;R'EP&B%M@%%é@esﬁt?ﬂfa@w%%%&&é%ﬁ%‘&%%%é’%%xg%%ﬁhC?J?}m

providér. The description transmitted to the client system may differ

d SPERBHIRY GRENSCRIEDMEPETRAY S5t e’ HEE dkiAralpiigmmodule, such that

the PHR population engine is configured to insert health related data associated with

the SNOMED code into a personal/individual health record associated with the
patient.

In some embodiments, the svsier may include an access management
module configured to communicate with a client system. It some cases, the access
management module could be configured to transmit a description of the health
related data to the client system. For example, the PHR population engine may
associate more than one synonymous description with the health rejated data.
Embodiments are contemplated in which some of the descriptions use medical
terminology and others use layman’s terms,

The system may include a fltering module in some embodiments.

Typically, the filtering module may be configured to determine whether the client
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healthcare provider. In some embodiments, the filtering module may be
configured to change the description of the health related data based on

a description of a SNOMED 5 code up a SNOMED hierarchy to adjust the
resolution of data. In some embodiments, the system may include a PHR
database configured to store a plurality of individual health records. The
system may also include a data aﬁ%ﬂysis module configured to identify
PalietnseripIAangias. JmARg. e Bl AL Rdidusl el eaydan
thé PHR database based on related 10 SNOMED codes. For example,
thelieritayairmyas fEedenmidinsororiribrethes v sytieadfestnrinriedaish 2

healicare fisatmeniased.anautsomesassaciated with they Blualibetfed to
individual health records havm% related SNOMED codes. In some cases,

the e B SRS HSRAE TGP IS AT SEBERriIBhAstIHALED
basee g SNOMHEDhReges indthe pliaditgsohindividdathealth records. 15
Embodiments are also contemplated in which the data an i dule
oy e confi TS R e i A P e R e
costifureérasnple; therdatacamalysisup ddelid meyrgrofite bgstitin carealso

Providers hased.ang %HSMO&&Q@&&%@&%&%@% lﬁg&ﬁg}ﬁ &ﬁ%&ﬁr%tﬁégmarsng?g

providers. Likewise, the health care providers t

coBE ISt thd B selchraeistsydsdathe d3R8 datpenridersfor veldisds
procedures.ddealthearenpmyidersLouitiushsranked bassds anduality

of care and_cost. This information could allow various payers, such as

iSRS EorS SR O MGUEATET AR B S £ LTSRS Rirtgpd with the
prefesieed daatividaicpsbyicesdasethorcafal BNENIED includ el ebjectves,
measyres far quality of care, and cost, as well.as possibly other. factors
e 5 Al AL BE R P oA DT LA R NG g on
geRErRingG aopajémﬁal/mfia&i‘lﬂmaf hatidwedeaditTheomiethod may include

the act of recejying a.6laims dafa %@mﬁ%ﬁé%%%&hﬁé‘&&%ﬂ@%{ﬁ%ﬁﬁm
claim associated with a patient. The SNOMED code corresponding to the

clImLasea I Amalbee bk oTHE N SIS I Ay BB hedsd dor

ingexting:the: INOMER ceaeuinta 3E-parsaRatindMiIgHAL AR AR Hatient
associated with the patient. In some embqdiments, the method may
RS 575 SRS Rl CTs Aa SCt BET ARV ER an

answatdes goqhbmipmﬁﬁceibyeﬂn@ patient, sAcbBOMEDCSItesed by health care

o O AR H S LG s AL ot e S R

Embodiifients areaatsoosbntém pidteddnavhishidhBawethood:nelydesstid act

Ofinsuxance companies or governmental entities, to establish a Hst of preferred health
care providers based on 2 formula that includes objective measures for quality of care
and cost, as well as possibly other factors.

According to a further aspect, the invention provides a method of
generafing a personal/individual health record. The method may include the act of
receiving a claims data element indicative of a health insurance claim associated with
a patient. The SNOMED code corresponding to the claims data element may be

- determined. The method may also include inserting the SNOMED code into &
personal/individual health record associated with the patient.

In some embodiments, the method may include the act of receiving a
questionnaire data element indicative of an answer to a questionnaire by the patient.

A SNOMED code corresponding to the questionnaire data element may be
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receiving a clinical data element indicative of clinical data associated with
the patient. In such embodiments, a SNOMED code corresponding to the
clinical data element 5 may be determined and inserted into the individual
health record associated with the patient. According to another aspect,
the invention provides a method for. generating a personal/individual
health record. The method may include the act of receiving a data
e&mﬁh&aﬁiﬁaﬂﬂﬁeﬂé@mﬁ&ﬁh miaﬁadm@mﬁarot@raassaﬁmtm%gﬁ%

t that d to the le identified,
A R R I AR R e
areesigeme niothicddith cletasdcircopts Ainmal éntrgsmayatrd inkentagatient.
inipsiie iadividnalhealiienigsrecord o U%ﬁe%b%é%&ﬁ&%@% L%caﬂ&‘ia element

identified health related concept. Also try maybe associate
WRRAItHRETHIRGE MWW%W@%@M&MM% @qwammatdmth the
relatignship to the new entry. In some embodiments, the hierarchical
arrangement includes nodes representative of medical diagnoses or
medical proceGirEE RS LARAMSTESRRS" FRSrRPERAE BFPAHiFSmarthagyor
incheeriat leasts3R/Q0vivmdeE-auchas@ mhéaﬂtamﬁ SNOMER-Glnigabs
T1eecr§‘ns; 2% Actcordlngltfo ifg&rtggr aspe gt th entlong %)ldes a,

comp S S SR Rvantich "having a rucﬁﬁif%n% YRS The
dh@d@r@@t@d@mwtlﬁcﬁU@mTasgm@n@s@@mfwﬁnhéntmwrbrgx@ephfrahtyuoﬁ
dfearagé@gﬁ{%%@é@@Qﬁﬁefsmfga@a%sn% disa adnossspciaiat,

with a atient. For example, at least one. diagnosis data ent may

RIBRBRRPE pdyBFY ﬁg‘-ﬁb@%@:%féw@q@a@weﬁﬁ HoBENOMEBEbderyxecord
pﬂmembgﬁéaa&eaﬂewom@tamadmgéﬁhtye%w96@69;5%6 dada tﬁ!:ewgﬁtr?f
SO

entative of medical procedures associated with the patient may a

DB SR h e AR SikaCh SRR REa s b e it e dahica!
ei'e}at&m;]lsp detivacfremra. payer procedure code based on a SNOMED

code. In some,cases, é[h%ogjmen EI}e{]’n c\éub manua entere 301
some embodimen {n D(‘}lagnoss data eFemen amayaB%e eﬁvgﬁc Fﬁ ngéés

| ChrevaEt ErmifodidicntdiagaaisoromdnplateddmeshBbr &propedtire data
elppentidnay. e dedved fromaGRT 1&%9?@(95@@58&8?%@%@ fality of

contemplated in which other health-related information cou

TP %‘Bé%ab?@’éﬂ%s such as _j LOINC codes or proprietary codes,

such as LapCQ&Bﬁoi@&aWa%Q&feﬁﬁﬂ%‘ét Benerding:ORdhRRALtiCH3ker-

alpnpdacgltlon ata stru ture may include
eme mm aving a ata structure stored thereon. The data siructure may

include a diagnosis data field for storing a plurality of diagnosis data elements
representative of medical diagnoses associated with a patient. For exarple, at least
one diagnosis data element may be derived from a payor diagnosis code based on a
SNOMED code. A procedure data field for storing a plurality of procedure dé.ta
elements representative of medical procedures associated with the patient may also be
mncluded in the data structure. Preferably, at least one procedure data element is
derived from a payor procedure code based on a SNOMED code. In some cases, the
daia element may be manualiy entered.

In some embodiments, a diagnosis data element may be derived from
an ICD code. Embodiments are aiso contemplated in which a procedure data element
may be derived from a CPT code, Other embodiments are contemplated in which

other health-related information could be derived from other types of codes, such as
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a medication data field for storing a plurality of medication data elements
representative of medications associated with the patient. For example, a
medication 5 data element may be derived from a health insurance
medication code based on a SNOMED code. In some cases, a

medication data element may be derived from a NDC code. In some
embodiments, the procedure data element may be derived from a
qyestignnaire answered by, the-pafient hased,ap 2,5NOMED code
agsomatézg ve\sztﬁrgrr]o%l(%s erc to ﬁie _q%egﬁ%%ngf?e% 10 A stlléﬁurt er aspect of
the invention iSsehidirgionyhs Bemig esreppiaetacimiidansavrtEre srp ielude
reatlakie inRinelions sipretinerennIareXerition, @ ArocaRses to

perform a method. In some cases, the method includes the act of

rSERTGRTG ARt A ORTASICIAR AR (Y RARER H RTSAIRIE Agnviication
agseckMatwilih e patettd ASNOMER sedesernspondingdodbesetadms

d lement may be 15 determined and inserted into a .
R aRAE 41 IRt h e SLCBh I A IR, SRR P
niep (hchate Theoact ahbgdehdmg,alnqmstiﬂimﬁaajamm menbéndivetivEom a
ol A0 ADSNEL RS AHESHORRAA LY he RS TRSNAMER AU with
corresponding to the questionnaire data element may be determined and
insefte intoe dreshevditiml health record associated with the patient. The .
method may inglude Hhe0.RetQtiareMnhaLlinicaldala lemenivuter-usable
indicative of clinical data associated with the patient. The SNOMED code
COREEBHIG S S WE RN EAT ARSI RE AR Ry O D ererer T fEsgeaign By @
ingesteckénte therinaividualdieatinseeotsbassaciatachvithithie patient.of
According to anoth}fg a%gect,tth .ingenti n rol\{,tiid.es a method for . tod with
SETECHER T EGIIEtNG " cEss t%a‘“&e?“s%%aavﬁr? vidial Reaith Tecord, The |
me sk ag 290N ecds souiengdansdedbs siistfolabadhussmeapable

of i iy it . ) " ot
S s U
reBtiiersd Sey sriwhrewsishacdhe sh OhEEEs St SEEBI IR AT AL
regiiestnayrle reesived framaouasi-fanafatasglementndheimdideal
health record. The method may include the act of 30 determining whether
th&USER VISR a5 AYFRE R E U S BB b RS DY T S0 T ™o
acpessdisiassaciniettwithahedised Whithendatai eleMbptittitothe arestrictedhe
set of data elements, access to the data element will be denied. However
T TR 2 R e oD LGP Sl b e R R e
bepatiowed'to SYAEEEsad therdgtendleterihd nisuraedeinbodinentsy e
predelgrmined gk DRI E&%ﬁi%@k@ﬁ&?ré@@é& BEPIESRNIGH B patient.

patient. The access list may be created . ‘ B i
According to another aspect, the invention provides a method for

selectively restricting access to a personal/individual health record. The method may
include associating an access list for each user capable of accessing a
personal/individual health record associated with a patient, such that the access list
categorizes the individual health record mnto a restricted set of daia elements and an
accessible set of data elements. A request may be received from a user for a data
element in the individual health record. The method may include the act of
determining whether the data element 15 in the restricted set of data clements by
reviewing an access list associated with the user. If the data element is in the
resiricted set of data elements, access o the data element will be denied. However, if

the data element is in the accessibie set of data elements, the user will be aliowed fo
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responsive to selections by the patient. According to a further aspect, the
invention provides a method for 5 generating a individual health record, in
which the desired information from each source is pre-selected so as to
collect information which is important and necessary for the continuing
care of a patient and thus avoid massive accumulation of data in the
patient's individual health record, which has none or little relevance to

CORUAING CRLE: fLIRAI WSS HRSHANIRSRERELENEEANGABPHNSAE

time scrolling through 10 lots of data to find actionable information. For
ST FFARBEYESRFSEHED foiARATtonDE RpTeallyt cemeBiedshicsh
EMR-talening:-rot bpabieatcadimigsion, such as extensive nursing reports,
voluminous lah results, information regarding the .scheduling of tests and
procedures duﬁﬁ‘@o{ %%’s%ﬁg%%%ﬁ%ﬁ g%r%é"%%%@s?’i%\@dﬁg%?ﬂ?%@n%r
mgdmhdéﬂgmﬁ)hr&éddnalhed?thi Rawaly iheriesh thaxids‘mqb'&rfcmmmi_)mmﬁb}%
and. ipclude only pIes eA?%%‘JﬁX&%ﬁfBL%‘i%n%ﬁﬂ@ &%@@E@iﬁ@ RLRIQRY
and physical exam, discharge summary and discharge plans, an o
stmjibarrapopiehenps el saleeeatiane Sive uisi Sueias IaRIE o8 cad8 adRdhe
aﬁ&i@ﬂf@@ﬁ%{ﬁﬁﬂ]tﬁgﬁtﬁ%&%%ﬁ%ﬁt}%%W%@Qé&@&&@%e&%%g
method for generating a personal/individual health record. The method
nP&SFinERIBIATMESIRE BFeDBOFSRSRARG Treso W AmmRIa A dsen sratdenation et
patiebt.daface unie b etasained icgdivesoban rRcaunisk hetveatnthe patient
and a health care providgr may be derjyed from the payor claims data. A
BRIy B ST TR e AN B REARAE o, s
assertgneid*mitinsihg mﬁgnmasethm ﬂab eecihy m@vrdatmnl p@@rﬁx@g the
GEAB&HHE %t&@%ﬁ&?ﬁé@&i&%&%ﬁ%ﬁ}’ ipgl ".:‘LQSP%MHQ& %r DAY BRLE the
gtpatlen d

physician &ncounter history, an 250 encounter history and a

hodpiaprbemdsidns mmswrcioaRElBayey bralas teaenmceidingths EMR
anpihgr1agpsaly the-RuenioRREavides amethod Ol HlIeRNOHEIataIRR physica:

personal/individual health record. The method may include recelving a

TSRS OGRS VIR AT AR FERADRRE F AR LD RIS ARG FREHTR -FElESef

3eassedetedndinapatietcAspacialiyiaasotiatedwith the health care

provider may be .identified. The data elements in the,individual health
record that relégeﬂ%gfﬁléas Bcétcolg%eé?‘trﬁlé%ﬁgalﬁﬁccaer‘ée%rggviacfélfjtr%n%gf e
detenmnitnegl: rerespbnsivicuttiaceuestyréhd he altthodrmyprovitide thapde!

Presanicd Witk anydata.clements dnihe Individuat ;9 heal ﬁ‘a{z?ﬁ%ﬁga% of an

were determined to relate to the specialty. Additional features an
aGUePialFE 8 BYVasS RRRHIFGH Wi Deedimears provider may be derived from the

payor claims data. A new enfry may be inserted into a personal/individual health
record associated with the patient based on the encounter data. In some embodiments,
the deriving‘ step may include deriving a primary care physician encounter history, an
outpatient encounter history and a hospital admissions history from the payor claims
data.

According to another aspect, the invention provides a method of
filtering data in 2 personal/individual health record, The method may include
receiving a request from a health care provider for a personal/individual health record
associated with a patient. A specialty associated with the health care provider may be
identified. The data elements in the individual health record that relate to the
specialty of the health care provider may be determined. In response to the request,

the health care provider may be presented with any data elements i the individual
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apparent to those skilled in the art upon consideration of the following
detailed description of the illustrated embodiment exemplifying the best
mode of carrying out 5 the invention as presently perceived. BRIEF
DESCRIPTION OF THE DRAWINGS Figure 1 shows a diagrammatic
representation of a health care datg, system according to an embodiment
of the present invention; 10 Figure 2 shows a block diagram of an

exaimpiRRRRBY e @rserding:dspn-apWediment:f the present
invention; Figufg%g'jﬁhc%f%an example table using a MPI identifier
according to a BB AN S frattasge fORY B oresy Regpne
skpyward stahaseskingtantibustialive-ohadeeition aftene1bsambedipent

0 m and method accqrding tq the present invention; Figure 5 |
o e, S i oo s hacamy i o
inbermicriPpreresshidwsearsissdmple window in which access control for
the individual health record may be established; 20 Figure 7 shows an
example window den in% ermission to access a portion of the individual

hERHRE ST RAGURTBQ RSB window in which a user may
override a restigiien thavies senalindividval Realth e cord HEIBUE.R data

shows an ex%m le audit reﬁ)ort that may be generated by the 25 system

2 SESTAIRG TS RS B STREHITATHRY e Bk YIS and Figure 10

shows a flow dhgnrwhidtrittuspsitnembodimentoi aPEYSIOMAN  cording
”18%09&96 ing_a personal/individual health record with data.
DEFATER e é%%?(‘%ﬁl%ﬂﬁﬁ“ifﬁRAWlNGs 30 While the concepts

of the present Higetosurieonres gserplibiebto nweinpadRodificationscarihg to an

aliemativedasma. shaclic,exsmplary embodiments thereof have been
shown by way of exagld%e in the drawings and will herein be described in

detail. It shouldBESifderiotyMiolieihes: thagtmardlishgitens uotiinit dione

cembepinaf b Hearesenheistlosssriirothepapicuar forms isclosed,
but on the corégr%g%, ?e intention is_to cover all modifications, equivalents,
and alternativesFaifing Wi feck shaesiiy oS aaEor tiniswierdiresmasf the

shastdthevampeeciated by one of skill in the art, the present
. Figure 6 shows an example window in which access control for the
individual health record may be established;
Figure 7 shows an example window denying permission to access a
portion of the individual health record;
Figure 8 shows an example window in which a user may override a
restriction to a personal/individual health record;
Figure 9 shows an example audit report that may be generated by the
system according to an embodiment of the present invention; and
Figure 10 shows 2 flow chart which illustrates an embodiment of a

system and method for populating a personal/individual health record with datz,

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various
modifications and alternative forms, specific exemplary embodiments thereof have -
been shown by way of example in the drawings and will herein be described in detail,

It should be understood, however, that there is no intent to limit the concepts of the
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5 invention may be embodied in many different forms, such as one or
more devices, methods, data processing systems or program products.
Accordingly, embodiments of the invention may take the form of an
entirely software embodiment or an embodiment combining hardware and
software aspects. Furthermore, embodiments of the invention may take
the form of a computer program p 8duct on a computer 10 readable

}&%@%9&{9&9&'&{9 having.sompuistzreadahle Pgramicods, eheriadinhbe

torage medium. Any Suitable storage medium may be utilized including
6401 Oy AFhEREFTTRTMPYRAMISDRA MEesBiARf2HEeg idke fhe spuitand
g@ﬂg% BNRREMs, any optical storage device, and any magnetic '
storage device. Figurgll shows. a g%alth ca%Te§ ta :c,%lstem 00 in
th

accordance with GRBYE ARRSHEAWS BB Figy B TS0
huilehtrecess baralypdicdnd omupdiffeat Rensgrabhealths Revorddalsss,

described as an Electronic Health Recor ndivi 1ealt ord.
herea eY e terme "PHRTand "EFR ar%%%%”%%éaﬁ!ﬁntgﬁ é%ﬁfggcon%lei/
thitsaimesniioamingy)iaks thhdwm, ahaneant tsaEvRiacsye maueiseludes

apeisanal bealihrecardipystent 08k RHR exstemnHhatds.canfigurrchio

provide 20 access to individual health records via a network 104 to one or

rabrescRERttisystetSakE Wedpam 062 PRPPIFPRERPIOBTAAY tH0E
f?éfﬁa@fé’@é?é’%@ﬁﬁeh&@hﬁv\lﬁﬁﬂngEéﬁ@ﬁt&@mm&ﬁﬁgﬁm%gamfﬁiﬁmwe
software. Although the PER system 102 is represented by.a single
bkt Al TR e R S e S e
thefRbHR (SRSIR ) 1R M dythehd) STiButhd ambdigka, SITFROA, CopiNg 25
devices. For example, it should be appreci arious subsystems
s e B A orate on
different complitineg detices 2 ireabibrers séth sirFibadiAfeliteceREigRasotsh one
syhsystens of hie, BHR s8I HA2MaYGOMPBLRIGAIR pekihe Nauark

104. The network 104 may be any type of communication scheme that 30
SRR ORI CREGi Ao P ERHI. A7 QTIPS RErHD BoP eh0h Bie viffae!
NEbARIR LA May-teude et opHR i d EAY enwire@ssare intended to
communication capability in any of urality of protocols, sych.a

TR RO B 11 By B i 00 udes
Epabodinteats: aceocd a};empla@éd‘iﬁ}m]@gtme’ PHR systehyde npspbde

- Aceessiile 1ruoih,a shated PG NARIUE YIS SUSHAGHER syetems o

Internet. In such embodiments, any data transmitted over the shared

putsic Ifradire CldFedsimeitianhpy sHeryinderrs eE Ras I uSHE@BublEay

keynfastycture-G R wacqHiicate a00/0k saeH e Soakelsdaver ¢23SL").

In some exemplary embodiments, a virtual private
represented by a single computing device  Figure 1 for purposes of example, the
operation of the PHR system 102 may be distributed among a plurality of computing
devices. For example, it should be appreciated that Various subsystems (ar portions of
subsystems) of the PHR system 102 may operéte on different computing devices. In
some such embodiments, the various subsystems of the PEHR system 102 may
commmumnicate over the network 104,

The network 104 may be any type of communication scheme that

allows computing devices 1o share and/or transfer data. For example, the network 104
may include fiber optic, wired, and/or wireiess communication capability in any of a
plurality of protocols, such as TCP/IP, Ethernet, WAP, IEEE 802.11, or any other
protocol. Embodiments are contemplated in which the PHR system 102 may be
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5 network ("VPN") may be used. Those skilled in the art should appreciate
that various other security measures could be employed in relation to
transmitting data over the network 104. The client systems (or users) 106
may be any form of computing devices that can receive and send digital
signals. By way of example, the client 10 systems 106 may include
personal computers ("PCs"), table%omputers, notebook computers,

. | digital Ista p N bl
o R B e MR i

U Gtk PHRNSSTenT HI RS igies Serbisimfeaseg afge 1s proferably
conemplatedinyhickipatients:. hespitals mployensrhvsigians.ailing
offices, healthcare providers and/or 15 healthcare practices may access
tEPI RO IO 25 MowePei e TRSMIS) P8 TS SFBA M fure
1k proyvicesrsalely ferpiposes-ckaramptae: bitsaseinabprdcmdabatorarious
limjt the type of users or require particylar users to connect.to the PHR
oSBT ETH O G A0S h SN Bt ot T PR e
18&wiork2¢he embodiment shown, the PHR system 102 includes a PHR

database 2oo,ﬁlg5|i%:c%9&%§ig& ﬁ&%ﬁ(?é)%a @g%i%ﬂ%l&%%%n

security database 206, a correlation niodule 208, a correlation table 210,
adataca iy eis rrediviand serchdiBisg METreilBY w1y chrrgapdadhe client
masagementmedlie 2 16-@nd adiltsring meduls, didEmnRadinentsme:

also contemplated in which one or more of these subsystems of the PHR
SYSTERYSES 157 Sife RSHHRSRa B A Iy b nlct (P Hae P ogisandifty
ugREnthe Lxigereinswi ia Patieulansitdativel Fodiexarapleryifiealiaters of the
analysis mod 2 may he optjonal in . some embodiments..By way o
S e, S TG RGPS o o ortetls,
emnbpitirhentnifsshoisicihesFHRigysitms 1 0o Hesaonessitspayor

claj astfa s badi )
e nt he Facit el e 50 oy oyl
adelesisifievs hEIBHR! SY3IRY ETE IO TRHPEFRS 00 £ 1A th e FER Tt

syatemslQGilie:PHR database 200imawhetiruaiitad torslorayatiqusr
data relating to the health care of patients, including individual health

reB6HEE. Preferably, the PER -12- database 200 includes a plurality of ‘
PHRs for a pluflity«0f pratienis. ckypisklymtdnRtRoddiabie 2OGmEL. n

e e g B S st

orpanplint@dityeutivatiBasesswirmotinhizbimasedisiof dagbesritd. gfcorrelation

d%%%ﬁ?eem& a correlation table 210, a data analysis module 212, messaging facility
214, an access management module 216, and a filtering module 218. Embodiments
are also contemplated in which one or more of these subsystems of the PHR system
102 are optional, but may merely be “nice to have” depending upon the exigencies of
a particular situation. For example, the data analysis module 212 may be optional in
some embodimenis. By way of another e‘xr;lmple, the fiitering moduie 218 may be
optional in some embodiments. As shown, the PHR system 102 has access to payor
claims data 220 and health related data 222, In some embodiments, the payor claims
data 220 and the health related data 222 may be aceessible to the PHR systern 102 via
the network 104 from the client systems 106.

The PHR database 200 may be structured to store various data relating

to the health care of patients, including individual health records. Preferably, the PHR
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5 formats or languages. It should be appreciated that the PHR database
200 may be a logical dataset that may physically reside on a single
storage medium or multiple storage media. hi some cases, for example,
the PER database 200 may be a logical dataset that physically resides in
multiple geographic locations. In sgme embodiments, the PHR database
200 may include a master 10 patiént index ("MPr") field. The MPI field

allewsdforoiheassignprpiial an rimaue - idgnilier thas ARMAe SRSy the
such as a patient. Due tcﬁége mcﬁlssive amount of_PHRs contS% lated in
PR SR ATH B GBS TR %@ﬂﬁ%ﬁ%ﬁ%ﬂ&}frﬁwm Fsatie name.
GonsiderciarexampepaltHR hidbaser ZQ0dhab decidas dweatysmglon
PHRs. In this.ex le,.there may be thausands of patients with I
By A o IR BRSBTS SRR WAl (el
Adtnoigybr theguseesf thehaviP bwibplitkaeertitins theRidisdrighabre248sigreat
gig&%@%ﬁ@ﬂﬁgmcm velgsother srieriadhat may:Re Upidueie.a
[

ent. In some embodiments, for example, various other criteria, other

fiamgraReimay PEasettoeierEimme WRSHBaR O hapupeadgeical
gg@&aﬁﬁg?ggiaﬂlmgéa&@@rﬁ@%&@e@m 'mgaatﬁﬁl@.examplei th% PHR
system ma eter ne w t aliouys element rea
e e P SR R e S A PR & ot
hntiterd dadteo TRISHIdbElatés YEhdeid at drasky die. afstpenantityfisn unigue
otorminad 1 ot e i e ; 8L -
SRR S i T AT BRRPIRCHaan Sapilng 05

ESE couldbplusé dth s BB daiehasestore patie At isadtiensettinysavaneyor
%&&é%myc%ﬂﬁae{‘?ﬁﬂ%%%@?@ﬁmmﬁ@ﬂ@@ed%ﬁmﬁ& dhaiMBiion

could also create a cross reference to identifiers already being used

AiBss HferentmrsyRstomn ) REdhe Bnganb nERES R G BN #RS. For
exaimplesfiospiialsud pkrssysiemsipromeetieficesiphamaexfenefitss of the

, Ith pl d/or other 30 syst [ b -ref
R Gl G i P SRR GD S Ay A pe ey e
Wﬂ;&ﬁr&ﬂﬁﬂtﬁ&t&ﬂ&ﬂi@ mm hdRIaliows mcser_ﬁeadrpm&qteme,aﬁem’r?ﬁaaiple,

il arts A0 0al aln SE8PR TR IESRIS, ABRISH Bl

health related orgahizations without réquiring a national ID number. In

dumerchgdy begankasdsndiaxaripraaidrd massisacdatdco s fHmrn, MRk
to sty milion-patisndsyrERe Ussiohihe Ml alsesaliows data eoliectedk

from various sources to be aggregated into a single record (i.e., a single

SrFRDTH b Con st Hph ity Bp S RO mIted o taxx IDs, birthdates,

gender, address, etc. If the enfity 1s determined to already exist, the information is
applied to an existing PHR. Otherwise, a new PHR is created and a new MPIis
assigned.

The MPI could be used to secure data, store patient specific setiings,
and/or act as a key when requesting health record data, for exampie. The MPI could
also create a cross reference to identifiers already being used across different
information systems of various health organizations. For exampls, hospitals, lab
systems, provider offices, pharmacy benefits managers, ﬁealth plans and/or other
systems may be cross-referenced to the MPL, thereby tying all relevant data to an
appropriate patient. By way of another example, the MPI allows a central patient
search that would allow users to find patients across multiple, massive and discrete

health related organizations without requiring 2 national ID number. In some
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5 Figure 3 is an example use of the MPI with respect to a patient
identified as "Ann Smith." In this example, Ms. Smith has been treated by
or visited the six listed healthcare organizations. Each of these
organizations has assigned their own identifier for Ms. Smith shown by
the system identifier column, while the MPI identifier remains a single
unique tracking mechanism. In sorhe embodiments, the 10 MPI could not

only generate.a_unigue, identifier for Ms, Smith, but could also cross.,..
B RARERL B LLACR E b MB bt S B0 B ¥ R
opgletitatitrsudn ofhils AM&hnbse Aiews duith wltksinitibatiorecouls e qsic ek

upWben-AnpIheT essageq fom Mg SABEIRYMAIIS ERIMeH -ﬁ%ﬂﬁ?i&%w

thé matching of information originatirig from a wide range of medica
sbLTREE%hd from multiple payors to a single 15 comprehensive display

ﬁbolu:] a ?atiemigarﬁf?mte%@mm@'mm%mﬁ Wfﬁﬂﬁ:ﬁ%@}i@& Eﬁa ys@shio tie
ealth jnformation_related to g patient and their. family members. For .
CSERIE: e BPRS B PP oM R R BT fiaiited
faimaibyxCionitd HeeldrvatablestiAaicnat Seuit dskistbotatiretivealbihscargened their
provider and the patient.in improving their health care, 20 Figures 4A-
el Bt IE R B s
asitheRHRata Bawes 00 AvsdrAiigstedizaiombbuinren e o dmentel e
appregiaieddhatihe-daiabase Sk cikAe SHAWVR NGHIE GulsfRfPLERTES

of example only, but that a multiplicity of database structures could be

UEEEF TR R PRRI AR s SUSHO0 1935 S PRRbS e 1y PRsirigE: &
PﬁB:ﬁ%ﬁl@MﬂSﬂm \ ﬁ@ﬁtmomaiéa&mequw@wﬁé}ﬁaﬁﬂl%s zié!lib&b@ge
PER database 200. The PHR pqpulation engine 202 may collect data

O S RS RIS BERUEE, AR A PO IS ST lairms,
outiigisaging fiesu Wssfidmmalaorftoeyi sy stemss adhissiomsuipipsiess top single
report a. Ischa ari 0] to ng- st d ita
e L e RO S A e NI e
ausukiniienes Whdndirautiontriatd Soniaitasandiieiuany ienmsrabetatéior
mayhe inRLEiEA YR PatERtEHgmse e 3L (Ryssen@ive fromhealifig

plans, provider offices, hospitals, etc. By populating the PHRs from a

VAR SRS R i PERE S B e thd ifits P ToViRe dathlR atame
- dngkvidualipraetices and hospitals. The table below shows a

one embodme E oG Wit S AT Ao L ey Y g eanet

fromd draciuigdureesdSO UR CERMEEMHGQD OrGht HOIH@Ne embodiments. It
should be appreciated that the database structure shown in Figure 4 is for purposes of
example only, but that a multiplicity of database structures could be used for the PHR
database 2G0.

The PHR system 102 may include ;a PHR population engine 202 to
populate and/or update the PHRs in the PHR database 200. The PHR population
engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results from laboratory systems, admission supumaries,
op report and discharge summaries from custom and standard hospital intsrfaces, and

manually entered information from surveys, health risk assessments and direct entry.

~ In some cases, manually entered data may be inputted by the patients themselves or

representative from health plans, provider offices, hospitals, etc. By populating the
PHRs from a variety of sources, the PHRs would not be limited to the data available



h

1. Patients Answers to questionnaires and surveys. Regular entries
pertaining to management of their conditions, such as home blood
glucose levels, airway test results, etc., to track the progress of the
disease condition. Patients } may also directly enter information, such as
over the counter drugs, immunizations and allergies, into their PHR
directly by connecting to the PHR@y‘stem 2. Health Plans Directly
collecting the claims data fomt rocessing systems.o

p U HRE [}Ol%’étla tim Bé@i?cﬁ PVing %ﬁs YAt Cobtamn
clinicak it fbrinabeir. fﬁlaysberﬁopniah@,mma;daigmobme maredintingctlyrigtwith
SRR BRSO, ARPCIRIAL Wl el RlanR el 2o case and
didéade managers ene ts Manager "PBM") Electronic tape
or direct access to _obtain data relating to prescriptions. 4. | abs Erom the

lab s$§IEIMEEising Universal interfaces ( =Wﬁﬂ@sﬁ3 (siggiFed TON

interfad&sietsimaging Centers From the Iﬁﬂ’é“@’l’ﬁ@ SEnCle @f ysing

Universal (HL7) or customized interfaces8" &fe gti

Facilities From the EMR of the facility us éf% (%? mns Sue
Heose EVB

—r

inteffaces. 7. Hospitals Information mporl% ?n%?gg%%gg& Liye §So
the hospital using Universal Interfaces (SUER,as; His LalaHston)i

interfaces. may aiso directly enter mfonnauon,
such as over the counter drugs,
immunizations and aliergies, into
their PHR directly by connecting to
the PHR system.

. Health Plans Directly collecting the claims data
from the claim processing systems on
a periodic {e.g., daily basis) or real
fime basis. Deriving the data to
obtain clinical information. This
nformation may also be entered
directly into PHRSs by persons
associated with the health plans, such
as case and disease managers.

. Pharmacy Benefits Manager (“PBM”) | Electronic tape or direct access to
obtain data relating to prescripiions.
4, Labs From the lab systems using Universal
interfaces (e.g. HL7) or customized
interfaces.

. Imaging Centers From the Imaging Center Systems

i using Universal (FIL7) or customized
interfaces.

. Preestanding Ourpatient Facilities From the EMR of the facility using
Universal or customized interfaces.

. Hospitals ‘ Information imported from the
respective EMR’s of the hospital
using Universal Interfaces (such as
HI17} or customized interfaces.

. Physicians a. From the claims submnitied ic the
pavers

b. direct online notes or input to the
PHR

o]

L

Lh

[aaN

~3

[se]

Embodiments are contemnplated in which the PHR population engine
202 may “pull” data from various sources. In some embodiments, for example, a

“flag” or other notification could be sent to the PHR population engine 202 that health
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8. Physicians a. From the claims submitted to the payers b. direct online
notes or input to the PHR 5 Embodiments are contemplated in which the
PHR population engine 202 may "pull" data from various sources. In
some embodiments, for example, a "flag" or other notification could be
sent to the PHR population engine 202 that health -15- related data is
ready to be updated. It should alsd be appreciated that various health

elated gg%anlzagons coulgatgétSR (?a‘g?dt dhe PHF%hci%%lgﬁ ystem 53

OI’ examp ent ystems 1 may acce

upstiate theammaomt fa)\ddtléﬂﬂi!n tlatn W&Mm}z@m mgtset02. For
&1 gt@mtﬁhtaesﬁmp?wtatyQcéegyaigez%ﬁ%%emeﬂqgWam

om various sources. For éxample, the PHR population engine 202

mﬁy HeeRiadp BB} eraRScRIG (B Siermbaimandie RiSHRRtga oD
fra@@zmwangatsm@yo@w&laarmwa%heaétad@goweeémﬁpae dadly,

Weekly or other periodic basis. Em%?éments are contem ated.in h|c

e UP PR AN B TR 69 8\?&/‘?%8‘&1{5&916‘% e RSallp sl
heatthoelateddi0 satasond reatiime | dasisr bagctarnhéaiialttnvetedoms ot

ne messarll lmeanhlnstant gstfg Eut?rétnel% mean Ahatt %:d Hh%hlch the
ate

populatio eynglne wou upd ta ase 2 new
irﬂﬁﬁ%mmﬁaaeﬁm@heﬁmmamm@envé@dﬁedmwoa pibeithealibgolated

PEMAET . FREEXAMRIR, cORSIderA Ralienhinal s iefrnieekia:ay sheglalist

based on a visit with his/her primary care physician. in this example, the

1B IRISOPE BB SRG MO St PR R HERS RSP dSfemiAR update
patientis RHR Q8 200 teal HmembasistibineRIrtRs iﬂﬁﬁﬁi@t@oﬂ/%uld be needed

information from the visi Wlth the llé)nmary care SI ian prlfr to the visit

mhmﬁs%%@érgemﬂta &F tREBPpoTRHRER: avt
sebadatﬁedbﬁaedsmraerﬂawaﬁ Hm;efhasprtmshﬁqamwmmxe ﬂmﬂsus:mmphe the

week Iater n sQme. dlm the P
R e R DA e
ptimalatm dnging e 2TRhandfirginadsagesnbinn drecrdbeived frohnihe
VAHQUS SOHL mt}%aptte@wa% 1065 18-s0meqases- itheppointment

messaging facility 214 may also generate response messages for client

systaris i@t’%ﬁ%ﬂ%&?ﬁ%‘@?&ﬁ%ﬁ%‘&ﬂt}aﬁéaﬁ% AR B GRIE B RAIRAES clan,

P@Qngﬁ@ggt{wg@@r@ 25 contemplated in which programmicai. requests

for portions of the
P 1 so?nl_e':Fém 5 n%%n(Ese %G%HR system 102 may include a messaging

facility 214 to interact with the PHR population engine 202 in handling messages that
are received from various sounrces, such as client gystems 106. In some cases, the
messaging facility 214 may aiso generate response messages for client systerns 106
that can prograrmmically request an electronic copy of the PHR. Embodiments are
contemplated in which programmical requests for portions o}% the PHR may be denied
based on permissions associated with the PHR, as described below with respect to the
security module 204.

Preferably, the messaging facility 214 is configured to handie
messages in a variety of different formats, both standardized formats, and custom
formats. The message formats described herein are provided merely for purposes of
example; however, it should be appreciated that the messaging facility 214 is not
limited to the formats specifically described herein. By way of example, the

messaging facility 214 may be capable of handling messages in HL7v2.4 and
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based on permissions associated with the PER, as described below with
respect to the security module 204. Preferably, the messaging facility 214
is configured to handle messages in a variety of different formats, both
standardized formats, and custom 30 formats. The message formats
described herein are provided merely for purposes of example; however,
it should be appreciated that the rRiéssaging facility 214 is not limited to
the formats specifically described herein. By way of example, the
eSSt Aty D35 ma%%@cfaaaﬁﬁewhgmw%@ggﬁa@%ﬁ%%{ﬁé?ﬁed
anbridati B, fveh afonxEtsl abhasedmessageHarraatsrneiticle |shppiit for
various health related information,.such as hqspital admission and
R R A S B R Bl
| aesergtts fRYAR bizmnotvdrdsxampsio, fthél s dagig facility 214 may

include suppogt far kil 2,¥3 farmate Fmhqd %@ﬁﬁ%@%ﬁ%@%@m

which the messaging faclility 214 includes support for ANSI-XI2 837. This
MRSEAYSTBPRTAES et by e BHianeHaeNETBRal Stelrpsrgy the American
Amm’ap%fﬁ@iﬁpemmp% the ﬁt@@l&h leewfamﬁm ; '!iﬁmmimdf bility and
ccountability Act (" \,) as.the currently required standard for
R Aol A A B S B ERE he gl
fesmafidncluiies wwvealthrofdd thobnicdl indanmationianatt ding diagmasisarnid
procedure.codes, provider specialty data, treatment.dates )
B R B G, R e
SteaforeniaiaThindtantardfss. passing prescription and medication
information befyeen .enities,was delingd, %Hﬁdﬂﬁé@@@b&@mﬂég@y 5.1

Prescription Drug Programs 15 organization, and has been adopted by
Hirma: a5 5 TRACHSETTAZH A OVITRS HHidifAdeR Ayerastiongetveen
s%sﬁgegmrabm%ayotoﬁm ﬂﬁaﬂamﬁgcmﬁﬁtﬁﬂé@&yip@o%eﬁwﬁebgfm?
Pharmacy Benefjts Manager (" " e PBM ma within a he :
PR S SETAT SRt R S A 0P S BT A gy i
ethbbadkimsert spthé messagihdaciity: 2t anray: receorad 20snbssadesicveared
a.secuyr nnection [V 3 Seme imel !
e o B Ve bt
tHagerracoRanPaeinds elgibledisiSubmtian dregiasihformation from the

PHR system 102, 5oLgxampliseash particinating:entiy maw becigstied a
Public Key Infrastructure ("PKI") certificate that will allow verification that

OFISEREFEHE AriSSLsRONE PR LA 9% X TS PE SR St Tt ae
Messases May e seplanmiiealtirat basisderrisaine: © ensure that the

organization is eligible to submit and request information from the PHR system 102.

For example, each parficipating entity may be issued a Public Key Infrastructure
{“PKI™) certificate that will aliow verification that only authentic messages are passed
to the PHR system 102. The messages may be sent on a real-time basis from some
prganizations, typically hospitals and laboratories, but may be sent on a periodic basis
from other orgamizations, such as health insurance plans and PBMs.

In some embodiments, the PHR population engine 202 may have
access to payor claims data 220. The term “payor claims data” is intended to be
broadiy mierpreted to include any patient related data associated with the payment of
health related services. Typically, payor claims data 220 may be available from (or
sent to) health msurance plans and/or governmental bodies or other entities that pay

for health related services. For example, the payor claims data 220 may include, but
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organizations, typically hospitals and laboratories, but may be sent on a
periodic basis from other organizations, such as health insurance plans
and PBMs. In some embodiments, the PHR population engine 202 may
have access to payor claims data 220. The term "payor claims data" is
intended to be 30 broadly interpreted to include any patient related data
associated with the payment of héaith related services. Typically, payor
claims data 220 may be available from (or_sent to) health insurance plans

AR GevEhin SHEPReRaL GrstRertiomAfdLitRates 4y Fhr heHRR fetat
SPRYiceS Fosaxasple, Htrpayarielaimscalaridg Gl 1lDde) bodes] Freating

e el et

(‘\NES/ pEadesn tteatingy phybivians itreaginéatrdstes; arman daily2 ehtered

data, or.other data for . ide vari ' 10NRRY; j
tﬁrgusltrg u¥ﬁ§ }Eaén EF Cgﬁgﬁugg&%’é‘ﬂ% f&%ﬁg %%%}g%é@e%ample o??r%gﬁr%%ﬁ
tivtime drichE e ollptrsiitd baPHR from the payor claims data 220 is
provided below:, Generahipfgsmation Age. Sex, 10 Outpatient Encounter
History Vaccination history. Mammography in women; retinal
examinations f%%ediabetics; colonoscopy for adults; PSA tests for males;
etc. Visits to paggary care doctor. Dates, duration, frequency, main. 15

diagnosis at e%ch visit rEedicagio {escribed following each visit, tests
. Itpatient couner%#)ore"y. . ..
ordered with each Visit,"changes of medication as a result of each visit,

changes in thé/regnemmyoftorisits to the PCP, changing diagnoses

following visit%&g]&g ardersdorlab tests and imagingtestawith the

diagnosis justifying the tests. Subsequent visit history to specialists,
furekeroresps &crPOadimASRIERIEs HyspitEls. Referrals and visits to
specialists. Diagrpseshspecialigizudrbtasts andimaaingiasisesdered
by specialists and,diagnq,ses_justifyi#%}éests. Medicat'on,s,ﬁﬁtrescribgd lay h
SHEEBIRESRATR AiSG oS A2 PR BE O O R REatS 7255 Whilfgre ordsred Wi
samBe-gendiian:speriatistsstpnphysieiansfesdheisimianges in the frequency of

visits o the PCP, changing diagnoses following visits.

Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, forther tests and
admissions to hospitals.

Referrals and visiis to specialists. Diagnoses by specialists, iab tests
and imaging tests ordered by specialists and diagnoses justifying tests.

Medications prescribed by specialists, with diagnoses. Duration of
medication,

Multiple same-condition specialists, or physicians for the same
diagnoses.

Medication to medication alerts generated. Medication-clinical
condition adverse reaction alerts generated.

Psychotherapy/Psychiairic Therapy — dates, name of caregiver,
diagnoses, medication.

Hospital Outpatient Encounter History

Tests done at the out patient facility - dates, tests and diagnoses. Any

repeats?
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diagnoses. Medication to medication alerts generated. Medication-clinical
condition adverse reaction alerts generated. Psychotherapy/Psychiatric
Therapy - dates, name of caregiver, 30 diagnoses, medication. Hospital
Outpatient Encounter History Tests done at the out patient facility - dates,
tests and diagnoses. Any repeats? -1s- Out-patient surgery - date of
surgery, type of surgery, diagnosesggor surgery, name of surgeon, name of
anesthesiologist, complications. Hospitalizations following out-patient

surgeries. PhySiEAatetyecBarcistelaf e reramief srgsiciafiagigses for
diagnesis-RfsRaken! Qi PrRiiRphetud /ahabiitaticadseatment - dates,
treating physicians, dia noszg and follow u%visits. Medication associated
or linked with Iﬁ?é&@a?ﬂ@?h%% 9PgBR B PAHEE SHER Yates, duration,

names of phySiiains) temes otifas)|tiesttestsaningand didgnasediadosis.
Admissions to haspitals ar physician,referrals.resulting from urgent .
careleR visits MEEHCR T S A SR B Al weaivg
Avhitiasrse Siagedica kndiind ot ta otsitsd déssiipriiom essotirné soatlewd imith
spaRahimg.diagnoses, treatment rendered by EMT. Hospital

Admissions 15 Name of hospital. Date of admission. Date of discharge.
Admitting diaéff@%% Q?ﬁ?@%c‘ﬁé}ﬁé é@éﬁmé’%’i’é@ﬁ%%@é&ﬁfﬁ??&%ﬁ%% names of
L #2811 By okiems: lighd Themaees/times seen by specialists, their

lalist iagn them. Ti t h iCj
cvery visit, The-TASHBRSE B ESARIEREOR N IETGy e Su e
patierfiR20sTe sidediakitest prdsojisié ans proisahsgesinfemexam, imaging

tests and othg&ﬁgﬁ%&@&%%@@%%@0182»{%?, %Q&lﬁ?@?ﬁn%s caljed in a

referring physicians and reporting physicians. Treatment days in regular
U AP TrEsten SuEnRaps, incktaeivendened bp&8YiFospitalization
Management: EC&;«NH aRPysigal therapy, at- 25 home nurse visits, and

infusion therap%.ame o Fhosn: . ; .
pital. Date of admission. Date of discharge. Admitiing
diagnosis and discharge diagnosis. List of complications., 1.O.S.

Problems list. The names/times seen by spe\cialists, their specialists
and diagnoses by them. Time spent by each physician on e%rery visit. The diagnoses
or conditions for which they were sesing the patient.

Tests — lab tests, biopsies, surgical specimen exam, imaging tests and
other tests with the dates and diagnoses and names of referring physictans and
reporting physicians.

Treatment days in regular units. Treatment days in intensive care.

Post Hospitalization Management: ECF, NH, physical therapy, at-
home nurse visits, and imfusion therapy.

Medication following discharge.

Ongoing comphications, if any,

Readmission and readmission diagnoses and dates, dates of admission
and discharge, treating physicians and their specialists and the time they spent with
the patients in the hospital.

It should be appreciated that the above list is provided for purposes of
exampie only, but that additional mformation may be obtained from the payor claims
data 220.
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Medication following discharge. Ongoing complications, if any.
Readmission and readmission diagnoses and dates, dates of admission
and discharge, treating physicians and their specialists and the time they
spent with 30 the patients in the hospital. It should be appreciated that the
above list is provided for purposes of example only, but that additional
information may be obtained fromithe payor claims data 220. -19- It might
at first appear implausible that transactional information, such as payor

claims data 2 BGRBAH b SRS TSSO A R P LR H PR SHER
fay pactisiamin @tk bR, Weweyeryidayatalaigis daidical Oraiadtebiattypatain
virtual. medical rd. Every claim which is pragessed typically includes,
sl i e e e ool
anclitidgnostic TodesiaPaydndianpscdatse® 2isade neraifigsnioraddition to

: -&{@Q&H&Q{gﬁ%@ﬂ@ﬁ%@ﬁ, CRGUAIES, betweendhgnatiens@Rbdes.

ifferent as well as diverse providers than the electronic medical records
IRayPb g AR ftrd 4t by RSB Ealin BT KEBTRRChIABLT6 M S HHBE paifles FRgrmters

qractalylecaiva claimariom all armestptibesigniticambeae Nrewiders
for an 10 individual, Using the electronic medical records of the individual

PRt SR S A B A W o5 & 20 RGO iRt Tama
wenkehlikahesaaulima ireeaitdhais efakingdniAchul] fistofrevidetsrfters;
especially nroviders whose. access .was not provided for whatever reason.
ARG Ve S eecenic piecicy nebil PR Sl R B
resatively prétiseanid orderlybwhoricormyradidttdiotnd maatd fkekoandsime

t%&ﬁ%ﬁg Gale ., S ﬁtﬁyfuﬁhﬁtg%yéﬁﬁg{ﬁrj{&?, @Qﬁ@c@:ﬁﬂr %Qiﬂéﬁvfﬂ%%@aﬁcess

structure which is tseful in methodically organizing and populating the
PR DR ErOHisE BTG AR APRRERIn VIRTERF SXTRrEasE Gatang Hispripe g ains

agglition thepayeli#laime dala 2R weulds pRipreshenerinatiandiamiig:
creators/keepers of the data. For example, the use ofﬁ%yTor clai,gs data

SouS SR RSAHARSH HE0GT the RBGANET S8 BbRIaoNn TIRPRANER tould
natresd theceaotdifatianmefiibé hdispiatPretesab lyythiatpayibe dainad
data 220 is ‘normalized” or placed jnto.a_standard format by a separate
kR M B e e S R
agsignaoHevprddent applicaticinalion ivorssisatustbpe ! thedata.

W&M@%@%e%? gl Ny HYS8L 158 entiiechIYSIER Iour the hospital

Communication 25 of Héalth Care Data" filed on March 21, 2003 and
c?gi‘ﬁ#ﬁﬁ@)fﬁét BaEAEsAt giopld ot need the coordination of the hospital,

Preferably, the payor claims data 220 is “normalized” or placed into a
standar& format by a separate process. One such process is the connect™ process
available from the assignee of the present application. This process is described in
U.S. Patent Apphication Serial No, 10/381,158 entitled “System for Communication
of Health Care Data” filed on March 21, 2003 and claiming the bensfit of PCT
International Application No. PCT/US01/42618 filed on October 11, 2001. Both U.S.
and PCT applications are hereby expressly incorporated into this application by this
reference thereto. Although specific to the payor from whom the payor claims data is
obtained, the payor claims data 220 may be more readily utilized by the remainder of
the PHR system 102 than “raw” data available from various health related
organizations.

In the embodiment shown, the PHR population engine 202 has access
to other health related data 222, which could be used to supplement and/or enhance



10

20

2
in

30

International Application No. PCTIUS01/42618 filed on October 11, 2001.
Both U.S. and PCT applications are hereby expressly incorporated into

this application by this reference thereto. Although specific to the payor

from whom the payor claims data is obtained, the payor claims data 220
may be more readily utilized by the remainder of 30 the PHR system 102
than "raw" data available from vafious health related organizations. In the
embodiment shown, the PHR population eggine 202 has access to other

Hesapay Peritdasdig 222, TRiceBindtheivall 1o deh pibniedtamupscollected
;ﬁm@gggaﬁﬁ dﬁfgﬂﬁb&@ﬁ” GHaHR 1f§s d &ﬁﬁ@@o%@f@@%ﬂ@ﬁﬂ{@ﬁéﬁﬂéﬁ&@% f
ata may be collecte ro atients usin uestionnaires. way 0
R B e A G (R R AR AT I, TR e Bt
odiiginesbingroeuatious entitisstsuctaschnspitals addbmnniagieg benters]

or outpatient.surgery centers. In addition, the health.related 5.information

R B o e

embodimentslfepagampréimedivideras saycb e diskét komep hpieksd to
QUERNGERAUER Al 4hEs UNEAf RN LRENHBLO A b aalth pl 3t 0L ALSmME Iater

time when a PHR is being developed. The following is an illustrative

SrahTETor RIS ARABR LRt o PN gty g (EKTBHv 8 rEamRl of
GeneiakbnfesmationfoRareR WeightucSianges Weight. Height, 15 Blood
Pressure. His&grgﬂof1 [ betefc,, asthma, stroke, heart attack and other
conditions. Higt Ko CEideRt: automobile, motorcycle, bicycle and work-
related. HistoBroé.potentially dangerous hobbies. 20 Family history of
overweight, hi@ﬂ%{gpd pressure, diabetes, heart disease, cancer.
Lifestyle factors: Smoking, alcohol, drugs, exercise and sports. Visits to
various countfi@gngh &t #igiease could be contracted. Any other history
information thﬁ%@ﬁ be obtained by changing the 25 questions and

adding further (%uestions.
Blood Pressure.

History of diabetes, asthma, stroke, heart aftack and other conditions.

History of Accideni: automobile, motorcycle, bicyele and work-
related.

History of potentially dangerous hobbies.

Family history of overweight, high blood pressurs, diabetes, heart
disease, cancer.

Lifestyle factors: smoking, alcohol, drugs, exercise and sports,

Visits to various countries where a disease could be contracted.

Any other history information that can be obtained by changing the
questions and adding further questions.

Outpatient History

Vaccination history.

- Mammography in women,; retinal examinations for diabetics

colonoscopy for adults; PSA tests for males; ete.

Medications prescribed by specialists, with diagnoses. Duration of
medication.

1t should be appreciated that the above list is provided for purposes of

example only, but that additional information may be obtained from patient
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Outpatient History Vaccination history. Mammography in women; retinal
examinations for diabetics colonoscopy for adults; PSA tests for males;
etc. 30 Medications prescribed by specialists, with diagnoses. Duration of
medication. It should be appreciated that the above list is provided for
purposes of example only, but that additional information may be
obtained from patient -21- questi@hnaires. In some embodiments, the
health related data 222 may include clinical data from hospitals, labs,
HesTEETters, outpatient surgery centers, and)or similar entities. In
some cases Ima)mmm@tﬁmmy&m@mmm@sm@:famamm@u@maﬁ@
nforma ion | ener;

X 0
egaﬁlﬁevésp iéiesvé%ﬂ? At ‘Format én kg ee |C|en Igt%e%d%lgtfé%gﬂﬂﬂar
thitiegh ihevuseefontbd sbesatidsigmes forcatnnrtining witands frmat.

R 7 s Anonsrrafibvoluntesr grganizafioniieadaianedifiun AsBRE 1 evel

Michigan that is an American National Standards Institute

BRI Tthécrdemet Stantiaras BEvBIShTTRSIEhRZARSC SBG i aces

epesatinginthafiglsef mlmﬁ&&m{hlmmmaﬂpprﬁewma
specifications that enable %lﬁlﬁgé te h}:\gcar |IC ations to chan e
RESFUEEU M LRRHGHPRRE AR M §be appreua?'ea%at

amﬂmﬁmﬁtm@/ (ba}ﬁ&meheck-wimﬁmﬁm@mm@mzmm GBEDO™)
format, 0'%%@ ';;%k %%zgﬂehcaé‘»@ mation that may, be
CBiiec ate ata

rom e hea 15 Inpatie tadm|SS|on history
an@b@av@eﬂteicawhmmﬁppirﬁéaﬁ@?r]m§§h§r§%k§ﬁrﬁﬁﬁa?§ﬁ®é?&:ﬁéé lab

resiitsdang during thehaspitahstanisoms of thelest rasultsraae o

irrelevant for contlnum% care and may just add to the clutter). Im:igmg test

S (20 R EBY, PR IHE TR reporRlISFHiS i8S Mdif Tl s
agdninisteres dedhe:patient AbYiwtbe Fisdomaatiaiivbiskdsioansitlered

relevant for c ntlnum care. It h Ould b§| a}%p céated }h t the above list is
provided for p?ﬂpﬁgg examﬁ 9 StAdditional clinical
information miapdechiamec: fromvarious

Selected lab results done during the hospital stay (some of the test
results may be Irrelevant for continuing care and may just add to the clutter).

Imaging test results.

Pathology reports, including reporis of biopsies.

Medications administered to the patient.

Any other information which is considered relevant for continuing
care.

It should be appreciated that the sbove list is provided for purposes of
example only, but that additional clinical information may be obtained from various
entifies.

The manner in which such clinical information may be accessed will
depend on the state of record keeping in each individual entity. In hospitals having
relatively modern electronic medical record systems that use the HL7 format, for
example, it should be relatively easy to gather the desired clinical information from
the electronic medical record (“EMR”) of each patient for each encounter. In
hospitals without comprehensive EMR systems, or in those using different data

formats, the information gathering may still take place, albeit through mdividualiy
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entities. The manner in which such clinical information may be accessed
will depend on the state of record keeping in each individual entity. In
hospitals having relatively modern electronic medical record systems that
use the HL7 format, for 30 example, it should be relatively easy to gather
the desired clinical information from the electronic medical record
("EMR") of each patient for each é3eounter. In hospitals without
comprehensive EMR systems, or in those using different data formats
tHETHRFORHTRRGR GA BTG T REi tare %B@tﬂﬁmaﬁtﬁﬂ%ﬁg% ﬁ?&f\fm%u}‘ o
-22mGiRiRg, ipieibanssrofethesdinags gpacifiedditheddiicuacsadites or
atatypes. For example, lab, patholo orts and.imaging tests. results
e b h e e Bl D S el
skt Aivsphis Cetao Thd fachdozt fonanshisospitedsand endivid s NaeRsrioRy

SKEN Sevicesand anindividualiNeRder By RN RANRRSP IR WHlrs.

allow an interface to be used across a number oH;rovidlers. Similar
}

SorHanEo BB se et Bp rsarithvath efiteR Srimis kg Aatien. Relevant

Relgyaninfermalion mRYaieaheuetaessed dhughpRatmacthsystems,
such as those maintained by hospitals or third parties. Adgﬁ%gn history.
(0]

AEPHSILAY SEATHHIA O BhRP T ISE A B S PRHISHEE PR IS g amination

€
agehsisathipr qugihtianseriptiimn dbeatersséinis-dfrapproachtimayehenssdthis
with labs, imagin nters..outpatient surgery. cen , [en ities.
Gttt bbb il S ST e S

vithieh catéiibsl Meom il endsiciifdtg enbtizatheinpodere RiveFgnic systems,

infarmation: As dississe e anons nowevs L ather tachpiohes-raHidh ba s

used to gather the information if not in'HL7 format. 15 The health related |
oRiEEUE ARy InBATRY Thie MRt RR e BR T SEhyR RS HsdpSprmation if
phvsiclanoffiegs. There are thousands of physician-run clinical software

systems in existence, with more varjety and less standardization in record
keeping than i&th8% ggé%ﬂ??ﬁtﬁ@%h%&%ﬁzg%i@g 85 a\t/%?rér%éom
afiproaehstendbtainyegimfoffhatioMirverphsiians istiohretignize wWieadal
nformaten et 29 avalable dlom paverclasdala. uestianale A3t
and ciinrcal c?ata, and then “focusing on obtaining that information.

Thgricalihend dnboreastioiivihicriimisomeridess s atiosry Rraarapyrh to
CORSINIA AN Al IE S Al RRMmRLESS 1‘3&?&9@ RRYSIGIR/ROHEE S not
rdlac

Examples of such tests include EKG's, ca stress tests
eBFEERIABETARTIRE RS 4. BRI 47h Aot EHBI iR &d fm
ubsaspunentesisRadeneifophysiiar ofices: Grerpassibieamtnatt: to

faciljtate and.incentivize : : . .
amc{u es 1as relatwepy timitfed and consists mainly of results of some tests done in

physician offices. Examples of such tests include BKG’s, cardiac stress tests,
echocardiogram tests, EEG’s, EMG’s, nerve conduction studies, and uvltrasound tests
done in physician offices. One possible approach to facilitate and incentivize
physicians to provide this information to assist in building a patient’s PHR is to ask or
require providers to supply the information to 2 PHR portal. In some cases, for
example, the supply of such information could be a condition for payment in
connection with the subject tests.

in some embodiments, the PHR population engine 202 may interact
with the correlation module 208 to correlate health related data 222 and/or payor
claims data 220 with a health care concept in an arrangement of health care concepts.

Preferably, the correlation module 208 encodes the health related data 222 and/or
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physicians to provide this information to assist in building a patient's PHR
is to ask or require providers to supply the information to a PHR portal. In
some cases, for example, the supply of such information could be a
condition for payment in connection with the subject tests. 30 In some
embodiments, the PER population engine 202 may interact with the
correlation module 208 to correlatgzhealth related data 222 and/or payor
claims data 220 with a health care concept in an arrangement of health

@awToktapistsBReEraTN GRS Sasiemaio Ao eubier s EMe tidsehlth
related daiaddR ansliQus23r RAVE! Clatersidals 220 IR0 SKYOMED codes may

("Systematic Nomenclature of Medicine") codes. The SNOMED caodes or

HSARECFEAIBH ARASEEE DR SRBR A RGP A BYHEL FIEHTH G the
thgrpatipaLs BHR.INGHED eﬂﬁﬂ@@dﬁ[&ﬁﬂé&séﬁhﬁdﬁaﬁlmemSdgathEsPcbflﬂle

ti tth SNOMED cod ld.b d PER
T o e T LT i o R R e 16 R, g0 aIeSe
usities SNDER, didtes grithe PERRdifendly &yﬁ@@?@nﬁqegﬂ‘smmﬁéwes
"L@? {g&nq Bb%%ﬁu%%ﬁﬁ%rﬁ%dﬁ%&%r?{ﬂ@ﬁiebéﬂﬁ‘ﬁﬁ&%%%k@&é}cf%@%!&@t'on

pro and results, could be tied together for better decision maki

daer BBy shetiap Ao SIRG R R VaISd RiHiFaRER QT RIS ARk

10, SNQMER 48 @udivision of the College of American Pathologists
("CAP"). SNO_MED Clinical Terms SNOMED CTMisa

scientifically-vaNHREER BimHgisiey ﬂ&‘é@ﬂﬁgﬁ FPsAn AP ure.
Healtipdatsrvanbe caﬂﬂaamama(r@@\fmdﬁg gregatedsiieattinsigtesitdated,

ne e SNOMED CT te The o 0 urr

iaclﬁ{shga\}tterffébt%%ler%fgﬁlca y spechfred E)t %:areg coc%gg%%g
eamewmmgwgméanmﬁdﬂbg@b%@edtﬂ@ﬁhi%@ﬂﬁﬂm@néiﬁ}()mes"%le
healt s, %(aﬂ%ﬁﬁf cDauG distinciseirtionshipg that syeperJ lighilityand

consistency for data retrieval. In some embodiments, the correlation

TROHEAR IR OBCH B b BISES FRTARERER M A TRATO ACEIODL 0P Ry these

mMaphealibislaied data Aadandian-pavps slainpsatadalintoadealitency
care concept, such as a SNOMED code. 20 Fi re 5 prog\ﬁnéies an xample

ith SFBRARRSF s EAE RERRATERFES, O SR ESiAu™ Hogh %mﬁf the
PiiR ¢hebddeisnan Mﬂ?ﬂeialdzz \mbiem bontains theyMizp lastiboiteet with A2inand/or

Smlth s dIS 3 e example PER cludglg 05|
ica on [

3.1Il'lS odi€ ¢ B
edure an sinw cch odes 3er|ved

from ICD code&g@t@t pw@@eaﬁu wm&wé@ gBEPefivenptinraybatindes

'ng%ﬂguo%%%%am'&ﬁ@\ﬁﬂpfh%@m Glaims dator2PRels el Rsherdedd vpr
e
associated with Ann Smith, as discussed above. The example PHR includes

diagnosis, procedure, and medication fields in which the SNOMED codes denived
from ICD codes, CPT codes and NDC codes, respectively, may be stored. In the
example shown, the payor claims data 220 is the ICD9 code of 250,00, The
correlation module 208 could correlate this ICD9 code info the diabetes concept. The
PHR population engine 202 may include the SNOMED code assoctated with the
diabetes concept into the diagnoesis field of the PHR for Ann Smith. Other health
entries in the PHR relating to diabetes could be associated with this entry in the PHR,
regardless of the format or mechanism from which the information is derived,
whether from an ICD code, 2 CPT code, a NDC numtber or manually entered data.
Physicians, patients and others could then categorize information related to specific

health concepts using the SNOMED codes, including visits, illness/conditions,
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correlation module 208 could correlate this ICD9 code into the diabetes
concept. The PHR population engine 202 may include the SNOMED
code associated with the diabetes concept into the diagnosis field of the
PHR for Ann Smith. Other health entries in the PHR relating to diabetes
could be associated with this entry in the PER, 30 regardless of the format
or mechanism from which the infepsation is derived, whether from an ICD
code, a CPT code, a NDC number or manually entered data. Physicians,

ARSI o RN A ORI A koresy BEDKDIRTE AR RIS eRteIVS SoiEfic
fﬁ@@{%/agﬁge;lmé &b%'gf ﬂ&%@ﬂd@&mﬁ@@%dﬁ clding ’ﬂé@ TR systﬁm Z|[02.
illness/conditions rocedures, immunizations, medications
R BN A SO P DR BN T
coulefy rmﬁermmth@z PR oyite nm&@?eseﬁmmdﬂ’se ddt2 hide Rtiftethdhesn
atient and th SNOME e desi ealt P
%/s?egnnﬁ?ﬁl ma)r/egb lec ah%n prrélélérﬁ% rse et{a?slric Epéﬁ%g?ﬁaﬁ%ﬁl\ 5?!_Il 553
Orgesaizede stored, viewed, and managed by all interested parties in health
care transactigspiReRER SyStRm, L2 M GIUAE,AR ACEESS module 216.

management module 216. The access management module may provide

aThﬁﬂé?ﬁa&él@a%&wmmg%%ﬁ%aIM#%W@%?@ﬁ?sf%%%% G for

andierssupplennenidsmassessimovigeimie:l R massagingifagtity 214.
In some embodiments, for examgle the ac ess maTﬁngB ment module 216%

TR BRRAECH Web-ba e P i AT 5 HEEREs B R B tabAgaen
20064k Someembodiinentsh fossek amplboapatie RtRaynabe @ histhimse
P via the web-based portal (or through another connection to the PER
system 102). 15 This would allow the patient to supplement his/her PER
with additionabirdommstitedicks dstoverpis. copmter metieseniis/her PHR
ALrGHES, TR ZRHAN Gl ol NERAUENE GO1UG: RISO MEBHNSNGLR ),

using the access management module 216. For example, the patient
cHuERRG é@iﬁdﬁ%gﬁlq%@i%?V%%@ﬁH%W#ﬁ&%ﬁ%l i RrAEPD
PHE virothe w@&ﬁﬁ@e%m&%r@m&b@eg@@mm@moﬁﬁ $N&he patient could
cwcumstanc S, ? Otlml atlent access to ce falﬂge%ords in the ..
Britr élamFE r%spﬁ%mﬁ%eﬁ%/snggn May ot Want a patent
t(pa;tuew theldhh mﬂmmimemkWsmmnhasrrcé\zthwedfﬂmaabnreshm&ez
dnalv.nseme smhodinenis. theacaess Meoagemenmakle 210

may econflgure to termlnew ether reco s In the PER have been

"1isldaged pidepaisatdecsseinfraetdhia %B%@maﬁég&mi%m 216
2o worid nataliow ihe PatieRbio ¥iew-any Hekelrased-ankies byt ghician

allow access to o
has reviewed the lab results. Accordingly, in some embodiments, the access

managerment module 216 may be configured to determine whether records inthe PHR
have been “released” for patient access. If not, the access management module 216
would not allow the patient to view any “unreleased” entries, but only allow access to
“released” records.

In some embodiments, the access management module 216 may
mteract with a security module 204 that restricts access to PHRs in the PHR database
200. For example, some providers may not be granted access to portions of the
patient’s PHR that may be considered sensitive. Whenever a user accesses a patient’s
PHR, the security module 204 may evaluate whether permission has been granted 1o
that user so that only the information contained i the PHR to which that user has

been granted permission will be displayed. The use of the security module 204 in this
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"released" records. In some embodiments, the access management
module 216 may interact with a security module 204 that restricts access

- to PERs in the PHR database 200. For example, some providers may not

be granted access to portions of the 30 patienf's PHR that maybe
considered sensitive. Whenever a user accesses a patient's PER, the
security module 204 may evaluatexghether permission has been granted
to that user so that only the information contained in the PER to which

tHRANTSE RIS haslicgtanfeapiiehissiprohatsasdispiaberPiiRe Herestmiae,
seRUHYemashieRRimHhie fRR TOANSEEA WS A ARICRLLQ COMRLE N fuding

control access to his/her PER. For example, the patient may specify the

HERLRRT BRATS R STOMY THISHRT L S EY G B RBYRISI AR IFRAEN i SMER $FBuse,
fameilyderenier sy ifhsdlcane physiettins madiedhembeatdriBagenstrued to

i . The t “health. ider" is int dtobeb
R B I S s e e e =
themmmnsﬁb_i%gaﬁm@mmamﬁﬁﬁﬁmmmmh@mﬁvﬁiwmaymnify
theadisanpdMichalado Whom ferminsians IaYbe aiAvied Theise,

0 pg—:-rmlssm_ns addresses prlvacy concerns of patlents, Ich may a_ ow
aPafes: EhiehonusabeY AdNgBIF B Pletlaisesteeratelititfigpiigim caroresulting from

Palientashaingdalasleckonicallywitiineii healtheaw prevdes viadbemn
PER. 10 In some embodiments, portions of the PHRs mayg%)e protected

by the security iSOt DOF BAEEAPGHAENS fpRs DrRe Y PRarRiation thdes
aspatientinaylsinshdescsangitvepds of Bxathpigornpabe M May-gletttay
allow.the desi nﬁed)%gp%?icia?e to ggé/&%[l access g?lthe' Vv riousd .
iliness/condition lis , W |ng1Pes’trlgtlng actess to edlecte %lseésb%lgs,pgﬁ/(% flan
aty Sexedil) arapsrhittbdnivstasesinespopotivioyics distrdersidfddaacpertion

of theRHR Jelates 1o m@gﬁmmmc?ﬁg&ﬁ'ggé@egﬂsj%%g&%\{saﬂ&@ordas. It

security module 204 may consider that area of the to be a protected
dabpeianSf Hy PEFRISIES infariiatdirimaPERYeeRsactoersphon tetivecurity
healitiementakhesifiad Ma: aepetietestingalortion.sexualy daRsmited

diseases, alcohol abuse, drug abuse, AIDS, contraceptive issues, abuse
o G SR A R AR B B BE N BB eI s Fra B
ceasideresipgotpotedataicins sessinmbpdinastsacehaonemplaie e,
winieha pedelned Istel seneiive healih ssues coyld pe condered.
protecte Atarclasses. course. itshould be Apprediated tharadaiional
dbalélasses ool besideied smtfosdéisietifrom theblisinbmotected data
c ] th HOMQ I ta .
e Tt S SN O e e SR Monsigerc
nﬁ%@tﬁé%&@%ﬁt@"’ééﬁ%g Sl rawse PRy de appreciated that additional data classes

could be added and/or deleted from the list of protected data classes. In some

embodiments, the correlation of payor claims data and/or health related data into
SNOMED codes, as described herein, may be used io categorize the PHR into
protected classes for restricting access fo the PHR. For example, each SNOMED
code related to HIV could be associated with the HIV protected class.

Embodiments are also contemplated m which the security module 204
may resirict access based on funclional areas of a PHR. By way of example, function
areas of a PHR may include summary, health risk assessment, health calendar,
medical history, medication profile, visit summary, health event record,. iliness and -
cenditions, my plan for health, account summary, benefits and eligibility, change

PCP, claims, member information, referrals and authorizations, permissions.
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protected classes for restricting access to the PER. For example, each
SNOMED code related to HIV could be associated with the HIV protected
class. Embodiments are also contemplated in which the security module
204 may restrict access based on functional areas of a PER. By way of
example, function 30 areas of a PHR may include summary, health risk
assessment, health calendar, medfeal history, medication profile, visit
summary, health event record, illness and conditions, my. plan for health,
account summary BERERRS é%a e(?iggmﬁ?fﬁﬂeﬁ"aﬁagleﬁ%,s *g? %fﬁ% %‘c’r%gte}rmy
infossa atigngitdféntaldand athodizations, peon isSioriser- PERT Hexsectmitpis
madule 204 may all ient to select entities that-may aceess .
B B e e L N Y B B8
Etebodinesitsvareidostemiptite diemidcmbosanenis rapfevbRECBIRE L,
which would provsial: slesiramic e ticyal alRisiier FER. Ha0mepe

embodiments, a patient may restrict 5 access to certain protected data

dBRsEREA ST RmeaeNE e JEURERETEEHRS K5 5reRiate erFeslRbRECESUR
qlﬁoae%e@%tf&%@@%%a/ﬁ?rm@am LiedeIictAsepss ipjpkatostatndatant
classes and/or, unctional areas. For exam e, atient. may not want
R, SR (BT AATE R BT i POrE G ah iy By vy
rpbuearibaotispdarsds arcother) famibpmedibeptonfiew aneslicatiame

i%fﬂ%ﬂ ti%rrxlt's.l Qh%%re% ' 1%0_ ?Qﬂ@?ﬂ"}g}f SV%%: &5‘9&5‘}%&1& f’f%é‘é@s toa

pI’OVI. e an error message IT acCess to restricted area is a tempted. In
suatectElsus? ihetisropsdedndameatastie S1aReeciidritio Alirste YAt have

begRissirciad makRebRedisRiRY&OmaIR Ytidiprey st &Nl prevent

being restricted from realizing that a restriction is in place. If a spouse of a
RO ST R PERIGIGE B SHE I ttolptatd taBgRs of ¢
froamenthishathel 1o siROPER \Was destiicietheay: eatbeasibiedo thensphube)e
accordingly, the spouse would .not know that a restriction to accessing th
R T P b D i Bl Tl B Ao ot
patidainte testrictstactes otacperting sre fHhlS! vers BHRackn this example, the
patient has selg cess, Ji . I royi g
"Doctor AIIbett%? g?ggt E%Ooav%n‘%t%%%éqﬁi%?gs%%gé%&%%%{ﬁﬁlﬁttg r's

aesess topaltgrstetierbga B adsdbisekeamlon bt hes| BeEa RS HeRtarss
hgaith «4n A6dition. he-patENtIRa renkadaRbAlDetRE$1RR6E SHIGaBlnt has

functional areas. In some embodiments, default access rights to a PHR
MEYPISE BSRBiSHBEITE oY ASRET & P FATBP P SEHES YRt teragron
r@_{ﬁ&mb eash0h#8t25 Im@ciﬂbﬁﬁﬁ. tphcdimenteeareedantempeted dnccess to
Walﬂ%ﬂnt&% gﬁf%%gsgccess rights could be
In some embodiments, default access rights to a PHR may be
established. For example, 2 payor may define default access rights for each of its
members, Em‘bodiments are contemplated in which the default access rights could be
based on various factors, such as relationship, gender, age and location of the patient.
In this manner, a reasonable level of access rights based on the patient could be
established, even before the patient customizes the access rights as discussed above.
Embodiments are contemplated in which the security module 204 may
include role-based security. In such embodiments, the users may be assigned a role to
define the portions of the PHRs to which the user has access. This eliminates the
need o establish security access levels separately for each user. For example, each

role may include a security profile defined by the organization that the data that would
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based on various factors, such as relationship, gender, age and location
of the patient. In this manner, a reasonable level of access rights based
on the patient could be established, even before the patient customizes
the access rights as discussed above. Embodiments are contemplated in
which the security module 204 may 30 include role-based security. In
such embodiments, the users maytie assigned a role to define the
portions of the PHRs to which the user has access. This eliminates the

et t6setablish St A BT et Risels 4b pira fay Bre T RTGREI R BY e
exanpieleachioitn@fineladeair saausitierobipsdsiinethiyihebe protected
olgganiz}ation the data that wquld _27_ be accessed. By way of
Aot RARI SRR BT d384 may be protected by the role that the
health plan definesfoettedisenwyhite shefigspitélid 2t may beprotected

%%r&%%é@@%&%&%@ﬂ%@&ﬂﬁ?&?&ﬂﬂ@%@& %@%&%ﬂ%ﬁﬁ@eﬁ%m

lle 204 may permit a 5 restriction to be overridden in certain "~
clrevmsism HoBis MRS ENSA IR0 TS ATAPATIR VP CHRESIRAAIT 45 Vi Ao Wing

reSHICeERATIAN P AR E RN SMIGRN S G318 1-BYeaONIB8 a8 Brivacy
restrictions to be overridden in certain circumstances, this balances,

OF RPSETRTBHR SRR @ Uitk e b s TR BB Y SRR AER SR WiTETBiFst e
datenissieguireck gugerio the state of the patient. 10 As shown in Figure 7,
for example, auser ma)[blg. resented with a window s owine% thta!1 ha
pormission halh B Bab EIEHS f (o aamble & et e b pritentd i
avtedssyisisovgbthbibthatsteiestrictibeemayisel ovdhr gdem v il PHR for
eXAR IS s ordy herenin the window,is a-hypgrlinkhat allgys theuser

to override the restriction. It shoul%j be appreciated that Figure 7 is

pHes/ierd fdersl ipdBe svatdpy ésampie it irhein ek usd e BRI s of
usatiipr{ases.ceildbe peemia alawauresticien iR beoveriddenr In
some embodiments, the user may be required to provide a reason for
owmgbméfﬂ@ﬁ%ﬁ%ﬁh&i%%ﬁ@eﬁ&%ﬁ%ﬁ‘iﬁ%ﬁ|ﬁ9§ﬂﬂah%gsed w allow &
ershadivent i dvigticid, the user may be allowed to select from a list of
possible reasops {01 20 ouerriding the festiction andior manualy enies, o,
reason. This reas%n, a%lng With Sther Information r%gardmé“i%e override,
naypbdisiedshictive. sEeurityrmbid ales 2041 1aslyaeSontbeity herehodupthnt in
respgct doAuditing of the RERs Thesseckiily mpdyle,204,max csaate.an

audit trail regarding access to a patient's PHR. For example, the audit
NP EINE BRI B BhINARE Bra AiEd 253%T0 WS Biaste@long with
PefRRissiRmwe: resaides thergrantngnal thespREmiSsing Rpe-Whabdule 204,

as described herein with respect to auditing of the PHR.

The security module 204 may create an andif trail regarding access fo a
patient’s PHR. For example, the audit may include when permission was granted,
who was granted permission, who recorded the granting of the permission and what
permissions were granted. In some embodiments, the security module 204 may audit
whenever a user accesses a patient’s PHR. For example, the audit may include when
a patient’s PHR is accessed, who accessed a patient’s PHR and what portions of the
PHR were accessed. In some embodiments, the andit and permission data may be
stored in the security database 206 and/or in the PHR database and/or other storage
location.

Figure 9 shows an examnple audit report based on information gathered

by the security module 204. In this example report, the user “Doctor Allbetter” has
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permissions were granted. In some embodiments, the security module
204 may audit whenever a user accesses a patient's PER. For example,
the audit may include when a patient's PHR is accessed, who accessed a
patient's PHR and what portions of the PHR were accessed. In some
embodiments, the audit and permission data may be 30 stored in the
security database 206 and/or in tHé-PER database and/or other storage

'Ocats's% d;ﬁg%’gé oéﬁoﬁéﬁ#g?gé?m%eﬁ%“d g e@&f&&afc%gs%é.” LEARHR0 thas

ere SecC In this example report, the user

M@Mﬂb@mw@a@dmﬁﬁ% trepedit a?mﬁ apitce Alle datappd time
Rt PRIONL 06CASIARS FEARRGIME; thal, BesinRAIRGIE! AecassetAnd

Smith's PER, the audit report notes the date and time that the PER was
ROESSSRY, TrSrTHIBRHTRBRT AP PER RETRIRRATBR 0 CABR B A&AImD

&ﬁ;ﬁ@% mﬁlﬁmmeeme ?&M@i@ﬁeﬁﬁhﬁh%@dﬁﬁle rtiiyﬁﬁs‘&@ﬂﬂma@ﬂ a
column 5 with the re n fo essin e PER. In._this exam t rs
BT R BB TR e AR L LB g e PEe
tbmbpﬁ%mﬁ%thhré&&ﬂoﬂomammﬁmmbﬂmm ﬂwwdeﬁasmm@gnwp access
er t Ssi [ S
L By B AT (L MR iR S
Galﬁ‘éoﬁ@"ﬂﬁfgmﬁté@mbodlments the PER system 102 may include a data
analysis modyles2l2. eﬁ%ﬂ%ﬁnﬁymkﬂ%%@ Y |&&§&%@Mred

to identify patterns or relationships in data contained in the PH

FREIETHE T3 A sihgIEpamehEis Pty hnaapie %%f&}ﬁ?ﬂf@é#ﬁ identify
Wﬁr@a@i@m@@iyﬂam@ﬂwaeﬁg teutipetiomasqiiuliationistiichag ent
aCross man care ents such onditian rogre
s s e e e RS 68 SR RChEReah LBuid perior
aroulmedicatidias a@uﬁ maﬂ}élpdultiamy ofPER strhthecPERidatabases200,

the,data.enalveie, odui cerld analyee datarelatina tn.adaiaaunber o

patients ata analysis module 212 could provide an‘outcomes

rEdiERe NP RGe @s@mﬁ@tm BHRsdnandiSindriehasp 20 G dadisdrerysis
themedicatipns: that yerethe. mast ﬁygcﬁﬁgw@fj%&aﬂyoﬂmg@@ﬁ&%s

By way of another example, the data analysis module 212 could compare
tﬁé’%&tﬁ%zd’roé%ﬁé’é?;‘ﬂ@e P} TFRIBTE AN FASKITARAY- BY WP B4R GGt anatysis
aﬁaﬂﬂmezllhﬁ)ﬂatﬂaﬁﬁyyﬁs dthaerad theoutdamalyzetsueveysiinithe PER

dat e 200.re ar the |veness fggea ments dru EZJ
g an 2 could
em o e salfntv@hlcﬁ% I§ﬁ§5 eeﬁt% 5';*5 uséétaas %%Séi(%r éil 1 cou

, mmmmmmmesm@mwwm@m@ obdesslas example,

%C%Q %@iyﬁlodule 212 could analyze surveys in the PHR database 200
regarding the effectiveness of treatments, drugs, etc.

In embodiments n which SNOMED encoding is used, as described
herein, the data analysis module 212 could use SNOMED codes as 2 mechanism to tie
events together, to identify patterns or relationships. For example, the use of
SNOMED codes in the PHR database 200 aids in outcomes measurements because
healtheare events, such as conditions, procedures, medications, and survey
information, could be tied to related SNOMED codes. By way of example, survey
results covering the effectiveness of chiropractic care for back pam could be
measured, as well as the effectiveness of weliness programs. The use of an MPI
could also aid in data analysis. For example, the use of an MPI ensures that ail

episodes of care, as well as each clinical event from the various data sources, are
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events together, to identify patterns or relationships. For example, the use
of SNOMED codes in the PER database 200 aids in outcomes
measurements because healthcare events, such as conditions, -
procedures, medications, and survey information, could be tied to related
SNOMED codes. By way of example, survey 30 results covering the
effectiveness of chiropractic care’ 8¢ back pain could be measured, as

W l'ec%%é{'%ﬁ %g%gg&eaﬁspo&m}nmpg@ﬂ%@gggtg e Hse afanMBl r‘éf%%‘lii;t

also al md;a analysis. For example, the u an MPI ensures that all
epitiboas brfeanelion ven paieucirBlimelIEVETEIYI mBapasbuscaarered to
SQHIEES BHrenellIREIschand APRraRriatehy storedwith dhe SaH @blerent

patient. By collecting all relevant healthcare information for a_patient, data

SREISIRArS BAYCSMERE SIS fo RAGRBTRE S R ARE Y Rost
peItinet s dhe abiityitme avparedata dronidifierentirgvepisituat maication

h f diff t ces. F le, the dat lysis. 5
BB B Tt SPh e Pt AT T o0 L ep APt

mediphtitne dare suiisequantiyctté dtedidreeparitotareonditiom fdpat have
‘ lysj Id
gﬁﬁg % g}ex‘?%nBs\G}%i%\ﬁ;ﬂr@&%% L AIPLe, N6 AAlG.AN3lYSIS madyie 2he-cou

ow many patients that have had a given surgical ggl)cedure had

been given a follomeLpErbeBRaEsy BroCaBUTSIcH soniBayisouintciis Hise

- BARRYSTeMER2man Nl I eriRt QAR Bldhat Beribeing vary

module 218 r&a}gbe configured to change modes to vary, the resolution of

ABRAEHRMEHET RAABE AP LT 58\ VR BB iR TR HBYht THACTRE FERAY
mnekitg 2b&unay filtestittpatie pittaiadttepropide ditbigrea higher levell viewor
or, a lower level vi%/- of datg in a PHR. For ex%mgée %%nsideﬁgﬁt%igt & o
l?’Acﬁv%llgf/é?dvtlgwa% 06 fc'tBndition. Tt ?ﬁ%n?ﬁ’tlgi‘iﬁgnmo%u e DPd were
configreshtitioroviféia higher 16 deirel Vievsrthenbtierebhditiovidnayigber

dEssrRed m%x%ﬁaﬁ}i%ﬁ%%@gmﬂgﬁ Ahe.fitgring, M%&aﬂé&w e

conflzured to provide a lower level view, the opti€ condition may be

dezSlisenm el Byises cerf Byad ipasnsife MSBRmERmMBEHiIntEHt8tihe
g&gﬂ&mﬁy& %ﬁ&ﬂ%ﬁd&%%ﬁﬁﬁw@%$@a1té§}¥a%$@:;ﬂﬁzaﬂd ggwn theOI .
NOMED hierarchy to adjyst the resolution of data that is view

e 5er. For TSR ASHITE ZEoton LB e rar R o
lewesideyeindewihe o SSIONEBDViewsectle scrfittantas saoiated wWitkethéhat is
SNOMED. . .code. If the filtering module 218 were.configured for.a higher
BRI Ao oy el & S o eI R e
dewernlizetivotethelatednetiewSNESMED eoasstated WntiHbpaieED
RER. TORSHHBRIG, &ﬁ&@aéiﬂ?ﬁi%Mﬂg@é&%ﬂ%ﬁ%&gwﬁg AL Ber

high level view, and the SNOMED concept related to the
may view a description associated with a more generalized code related o the

SNOMED code stored in the patient’s PHR. For example, if the filtering module 218
were configured for a high level view, and the SNOMED concept related to the
SNOMED cods in the PHR were “kidney disease,” the nuser may view the more
generalized SNOMED concept described as “disorder of the urinary system.”

In some embodiments, the filtering module 218 may be configured to
filter patient data based on the type of user accessing the information. For example,
the filtering module 218 may filter patient data unrelated to the specialty of the
physician accessing the PHR database 200, In such an embodiment, physicians may
be associated with a specialty code, such as an X12 code, based on the specialty of the

physician. A cross-reference table (or other lookup function} may be provided to
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SNOMED code in the PHR were "kidney disease," the user may view the
more generalized SNOMED concept described as "disorder of the urinary
system." In some embodiments, the filtering module 218 may be
configured to filter patient data based on the type of user accessing the
information. For example, 30 the filtering module 218 may filter patient
data unrelated to the specialty of the physician accessing the PHR

9&%@%%@%@%&%&@&@@ hosimentRhySICans may. g g‘é&%‘ﬁﬁﬁfém

with a specialty code, such as an X12 code, based on the specialtyof the
propssinanbovensssdasterbnides mpraqostny s fhinetibhprrdyaged with
PravidecLia A0 dBlerBlNG s sleMR SNA WEcasashaser @milige:
specialty code of the physician accessm%;%ﬁﬁeﬁﬁatlent data. In this manner,
BRECHIY s A FCAT N DE Y SR AR B AR VBRI s AR LA BRI
heiplesepiedwihpaiientgaie relevanidedisiiidistpeciadtyaiOf course, the
physician may instruct the filterin le 218 to reveal 5 additional
patient data?%gib%%?%nc% B gg%toc%%%%vﬁtﬁl%@h‘gpgﬁég@?ﬁyms may be
Estbodichertseack cedterhplatedtim WisiChlRarfonssympley rasihnbaiRbe the

aesogiated ity each medic Lin e BERs Gel expmne,sagh:

PHR in the PHR database 200 may include Synonyms or synonymous

gose aptits sorredHERohah e is st e EER! (s SHPR dhe coamion,

psdiealConcantnsHeRAS eandiliel, 10 rcedurRcaile USRGYARYHNG the
terminology. The filtering module 218 may display the synonym that is
FEMTSTRER & Rt E%%m@&ﬁ&%%%%&%%%&%%ﬁiﬁ%&?&lﬁ%@m are
conianmbaiet niwdi chresntaigesorpiniaueayadse medicalitesnihitogy
whie another dessriptions, may s layman's lerms. Forexamale. 8.
p%%?leﬁ acce: sw%lgs Aid/Rer may view an enaf:fl)})eféaﬁear?,& agﬁm\?‘vhile
hibbatthtRrenpy ovider SnapcesSing thdtsadm vty pad{boieawtowdeardial

faugion:, This 'Sats 40 uenste RER dsmargansiimentiendly,
terms whereas health care providers, such as physicians and nurses, can

ViEw BetBiEusies RoasERE ST IFRgli de DS & BRat REANIS RERR PHg b AtEsHIfaEh as
maxibe.perennedby.the R HRSysteanitdZemsome embodiments, the

PHR system 102 may access or be 20 provided with payor_claims data
220. In some-eRbbHEH ?%ﬁﬁ%f&%’?%%?ﬁ%%&&‘%&é%%ﬁf&%d%y the
uirpsekensivelyiceded asingitherSINOMER codes. 10Sing:theqayer be
claims data. 220, the PH 102 may determine, for a selected ...
R D R s i e RS AT e
R8f eswith ptecothpr G Ov{¥riefedtiona Gl aS¥Mdaivpod DI Stsirphicqtiyor

ReuiRion:) sade maypedetermned. 26 LS RPRIAIONJS e RIeReIedbY
process block 1004. Following this step, the PHR :
PHR, the diagnosis code associated with a particular claim. For example, the ICD 9

{“International Classification of Diseasss, 9th Revision™) code may be determined.
This operation is represented by process block 1004, Following this step, the PHR
system 102 may retrieve the SNOMED code associated with the diagnosis code. This
operation is represented by process block 1006,

Next, as illostrated by process block 1008, & health 1ssue record
associated with the SNOMED code may be retrieved, The PHR syster 102 may then
determine, in decision operation 1010, whether the subject information is alrsady
described in an existing user record. If so, the PHR system 102 updates the data, as
shown in operation 1012. Ifnot, the PR system 102 adds this information to the
user’s PHR, as illustrated by process block 1014, I not, the PHR system 162
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system 102 may retrieve the SNOMED code associated with the
diagnosis code. This operation is represented by process block 1006.
Next, as illustrated by process block 1008, a health issue record
associated with the SNOMED code may be retrieved, The PHR system
102 may then 30 determine, in decision operation 1010, whether the
subject information is already des@ribed in an existing user record. If so,

the PHR system 102 updates the data, as _shown in operation 1012. If
ﬁﬁ?ﬂﬁ@sﬁ%ﬁsﬂgtﬁer??%‘f%ﬁ%g %gfggr%)dﬁln%aégﬁst%l?he user's PER, as
illustrated by jpredigsiiobkitiling ditgodstheo@idRsyste A D0 c@ips, the PHR
Ropulates the users record with the i ifi ol lp.gddition to
B o R B o B O e O L e DAl
dlewniteieonyiiheogroctereacd BUS FHE S T (IOUFBRIIP Rouat AR 220

IPIRoIRgY; ) 896ess Iram.eaeh Hﬁ/&&iﬁsegéadm&re@ﬁ}&ﬂfé BIEROANCIBIMS.ay
ata 220, 5 (Process Block 1016). As illustrated by process bloc 10#%

HeEiPHr ey IO E B oGS IANEETHE SREMEHOEOHEISSOGH e Suittr the
subisCrpRcedLiE caded (egihGRbnaede) Helowinywiis htepbiettealth

IQn record associated with the subject . SNOMED, co
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tic}amﬂeltel_ manethin demsromopaedamll 022 wyinet A2 tivbaiserthagshisas Gus
heatih aclion.as ab axiang eniec. h0eihe BHE:SYREMANZ updatesihe

ata in process 024! If not, the PHR System 102 adds this ,
inforeratibneltd the Useps ﬂ@éﬁ?‘:’aéym@@tﬂéi%édé\g? s delaBEeR 106 Ui S

same embedimanspibe-RR @ystem 102 may be configured to populate
a PHR with prescription related information in the (i)ayor laims _data 220.
r

15 Process b0 S8 PaprESEsthe Bpevatioh Ui ddtersfsmy iieRiSc
(pdiatieral BIRGvGogdes)minbesi asd ipfestiiptiom thupapofolanedigatiiis
identified. in. t ayor claims data. After this information is.identifie
SRS S L8 Bt e G on e AP G e
L@e&eﬁpsmhksmadip:asimﬁptim_p@mmﬁgpmsimﬁexwmgtwyﬁa@@d@méd
s proNAel dlvenelilpiomation spoaied, as2Q MUGRIRREY i
process block 1032, as necessary. If no, the PHR system 102 recognizes
thEsiFeorpratRsataOBRIMGHER thtorraatiehiaR B aHdaTPRPIHESI B Bha"

Profile, incihs, £4éaa@édhﬁt§uﬁﬂﬁﬁ£&§@éf. ag {pdicater Ry Rieces sORIfek, as

1034. In some embodimentg, the PER system 1%2&@ be co Q%urepd to
pEpisEIES BRATBTEH ORI d PRRURTHE HekitH-Rtse et 22T hrom o= 2o
enidy@:ghaiayer bab ondatiaratony; ongaidizadion yothe rtbdnapay prafiddnmsthe

20%%1&'? srl%%eezgsuspe!g%lé %1%%%1:@6 by processor block 1034,

In some embodiments, the PHR system 102 may be configured to
populate and/or update a PHR using health-related data 222 from an entity (e.g., payor
or laboratory organization) other than payor claims data 220, Process block 1038
represents the operation of determining the lab order and/or result code from the
health related data 222. As illustrated by process block 1040, the PHR system 102
may retrieve the SNOMED code(s) associated with the code(s). Following this step, a
health action record associated with the subject SNOMED code(s) may be retrieved,
as illustrated by process block 1042, The PHR system 102 may then determine, in
decision operation 1022, whether the user has this health action as an existing entry.
If so, the PHR system 102 updates the data in process block 1024, I not, the PHR
systlem 102 adds this information to the user’s PHR, as illustrated by process block
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represents the operation of determining the lab order and/or result code
from the health related data 222. As illustrated by process block 1040, the
PHR system 102 may retrieve the SNOMED code(s) associated with the
code(s). Following this step, a health action record associated with the
subject SNOMED code(s) may be retrieved, 30 as illustrated by process
block 1042. The PHR system 102Zmay then determine, in decision

operation 1022, whether the yser_.has this healt, ion.as an.existin
]éﬁéy.hﬁgﬁetﬁgqgﬁﬁl%tgﬁgf&zf{?ﬁa §}}|$Ee ata }Lréﬂjpg?o‘%:oes&s1 %&‘(’ 24.
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the information from which the SNOMED was derived. It should be
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devived bamidbe datasaceireddiiornine AR SYsiRel 1% Ferexanplens
the location, type of service, service dates rvicsitréglq?vider, requesting
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as the connectTM application marketed by the assignee of the present .
BTIRCATORD IS RE A BET & R U5 PRSI STRTOHIRT BT tARPHEE Oth e 8
system R2iRseitsre05resReNdingdb Merlthdssueluriackonisiadhending

user's PER, as illustrated by pr S block 1044.. Similarl e care
B?ﬁ%@?%%?ﬁ%?%ﬁﬁ?ﬁ%‘%ﬁ%ﬁggg inafsolrlﬁﬁl% TSI eﬁ{&?}gﬁf zfd s%l'ected
user, as indicatedidiyprteess dogkd048: (Thighmfortimtioay iensdso
E{Cﬁ{z‘%ﬁ% %E%%e{ﬁgﬁéﬁaﬁ? Interface, like the connectTM SOftWaI& 1048, This

owing entry, a ISsue or action Is inserted into the provider's
PERTay RO Risreeiarby proissed B aratH OB HoRGRIFGERtiP BT ATE
healihissues PnLaclions:hx heRidRisysiamdRe |s sseassed@hoxe, the

subject iSsues and actions are stored and tracked in the PHR database

IeUERe SUEFPEROBSEESE bYdVided as part of the connectTM application
referenced ab@yevAncappticatiahkspeeifisucentdieomdyy s BESRymetkto 102,

%gﬁglsg?lsesrch s%m%g gt?l%] gc(% er!s%gg%vcli SN Eee stored and tracked in the PHR
database 200. One such data base is provided as part of the comnect™ application
referenced above, An application-specific identifier may be assigned to each member
by the connect™ software,

Process block 1052 illustrates the processing of an access request by a
member or user (i.e., one of the individuals for whom a PHR is stored and maintained
by the PHR system). A properly logged on and identified user can access the
information stored in a PHR stored in PHR database 200. As discussed herein, the
PHR system 102 may verify permission of the user as to the requested portion of the
PHR, as indicated by process block 1054 and the security database 206. The subject

information can be displayed in a varisty of formats and using a variety of display

technologies, as illustrated by block 1056.
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Process block 1052 illustrates the processing of an access request by a
member or user (i.e., one of the individuals for whom a PHR is stored and
maintained by the PHR system). A properly logged on and identified user
can access the information stored in a PHR stored in PHR database 200.
As discussed herein, the 30 PHR system 102 may verify permission of
the user as to the requested portid#H-of the PER, as indicated by process
block 1054 and the security database 206. The subject info%gti n can

be displayed MR BRSNS QT LA PEH AR B didptagrerencs to
teshnolegirsnasiliustatest kynblotk 4056re88HhA e pgh dhesprasent one
disclosure has been described with reference to particular. means, ..
SR AR LB G HB R S ToLt STHs s B ot Sh o ST
theient cameasiydasodifaitithe resgbrtinhdharadtetilticeaubtsasavendion
g varons shandesand modlicalibnsmarbe-made i adapkie various
uses and 5 characteristics without departing from the spirit and scope of
the invention. -34- CLAIMS: 1. A method for selectively restricting access
to a personal/individual health record, said method comprising a
computer performing the steps: (a) making a personal health record
("PHR") system with a personal/individual health record of a patient
accessible at least to said patient and a health care provider of said
patient via the Internet, wherein the personal/individual health record
includes a plurality of entries that are associated with at least one
universal health care concept code; (b) inserting to the PHR system an
entry into said personal/individual health record based on input received
by the personal health record system from said patient via the Internet;
(c) inserting to the PHR system an entry into said personal/individual
health record based on input received by the personal health record
system from said health care provider via the Internet; (d) associating at
the PHR system an access list with each user capable of accessing said
personal/individual health record of said patient, wherein said access list
categorizes said personal/individual health record into a restricted set of
entries and an accessible set of entries based on the universal health care
concept codes associated with entries in said personal/individual health
record,;




(e) denying access at the PHR system to a user requesting an entry in
the personal/individual health record if the requested entry is in the
restricted set of entries; (f) allowing access at the PHR system to a user
requesting an entry in the personal/individual health record if the
requested entry is in the accessible sétof entries; and (g) adjusting
access rights at the PHR system in said access list based on input
receners by the personal health record system from said patient via the
Internet. 2. The method of claim 1, further comprising presenting a
predetermined list of possible restricted areas to said patien
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{e} denying access at the PHR system to a user requesting an entry
in the personal/individual health record if the requested entry is in the restricted set of
entries;

{f) allowing access at the PHR system to a user requesting an entry in
the personal/individual health record if the requested entry is in the accessibie set of
entries; and

{g) adjusting access rights af the PHR system in said access list
based on inpuf received by the personal health record system from said patient via
the Internet.

2. The method of claim 1, further comprising presenting a predetermined
list of possible restricted areas to said patient by the personal health record system
via the Internet and creating at least one access iist responsive to selsctions by said
patient of said predetermined list of possibie restricted areas.

3. The method of claim 1, further comprising overriding denial of access
to said requested entry based on a positive identification by the personal health
record system of said user as a health care provider and a reason received by the

personal health record system from said user for accessing said dats element,



to support the cost of the encounters with the patient; (b) initially
establishing a communication link between a personal health record
("PHR") system and the payor, wherein there is no communication
between PHR system and the health care providers and between the PHR
system and the patient; (c) receiving‘?é‘the PHR system server payor
claims data regarding the patient from payor via the communication link;
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comprising at least one of a diagnosis, a treatment, a medication, and a
provie dRFeesedfaatient; (e) translating said encounter data in the PHR
system setver iitte oeodoie@ie Unfvinsattteattingare concept codes; (f)
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A YSRISLOgRING: 8N EUMANIARN care providers and between the PHR system
and the patient;

{c) receiving to the PHR system server payor claims data regarding
the patient from pavor via the communication link;

{d) analyzing at the PHR sysiem server said payor claims data to
determine which pottion of said payor claims data is encounter data comprising at
least one of a diagnosis, a treatment, a medication, and a procedure of said patient;

{e} transiating said encounter data in the PHR system server info one
or more universal health care concept codes;

(fy creating in the PHR system server a personal/individual health
record of the patient by storing one or more entries into the personal/individual health
record based on said encounter data and said universal health care concept codes,
wherein the heaith care providers and the patient are not capable of establishing a
cammunication link with the PHR sysiem until completion of sieps (a), (b), {c}, (d},
(e), and (7); |

{g) presenting from the PHR system server a webpage to said patient
with a predetermined iist of possible restricted areas for said personal/individual

health record via the internet;



personal/individual health record if the requested entry is in the accessible
set of entries. 6. The method of claim 5, wherein the predetermined list of
possible restricted areas is at least one of reproductive health, genetic
testing, abortion, sexually transmitted diseases, alcohol abuse, drug
abuse, AIDS, contraceptive issues, abfrse, neglect, and sexual assault. 7.
The method of claim 5, further comprising the step of preventing a user
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location of said patient.
wherein said access list categorizes said personalfindividual health record info a

restricied set of entries and an accessible set of entries based on universal health
care concept codes associated with entries in said personalfindividua! heatth record;
denying access at the PHR system server {o a user requesting an entry in the
personal/individual health record if the requested entry is in the restricted seti of
entries;

allowing access at the PHR system server {0 a user requesting an eniry in the
personal/individual health record if the requested entry is in the accessibie set of
entries.

8. The method of claim 5, wherein the predetermined list of possible
restricted areas is at least one of reproductive health, genetic testing, abortion,
sexually transmitted diseases, alcohol abuse, drug abuse, AIDS, contraceplive
issues, abuse, neglect, and sexual assaull.

7. The method of ciaim 5, further comprising the step of preventing a
user from requesting at least one entry in said restricied sef of entries so that a user
cannot request the data element.

8. The method of claim 7, wherein the user is prevented from requesting the
entry by preventing information relating to the entry from being displayed so that the
user does not realize that a restriction is in place.

8. The method of claim 1, wherein said default access list is based on at

least one of relationship, gender, age and location of said patient.



