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WD 2004/ 025910 PCT/ US2003/ 028254 W RELESS RESOURCE °

O o ¥ I EM FI ELD OFT HE | NVENTI ON [00011 The pruis2003/028254
present invention relates to network provisioning anolS -
managenent; nore particularly, the present invention

relates to COWMIREILESY RESSOUREISCONERUI SYSTEM

envi ronment. BACKGROUND [0002] In our information

age, achieving the highest network service quality is

BA%L dﬂﬁﬁﬁ?ﬁ]ﬂﬁ@d opi ng best class of networking

products. e wred networking environnent,

vari wor k nagement roache net.wor k

or ot 00y e R R AR T ABH0 B R pep e Bt ardmgagoment;
at_inproving,the nefwork, man gemant efficiency apd |
RS e s BaSor SRR 16 B Ro et pRrespeet I a wircloss
particular, in the area of quality of service (QoS),
WREPHRFYEns have been proposed to provide the necessary

| evel of service to 15 applications and to maintain an
expected quality level- Some of these nechanisns, for
exanple, classify applications into different |evels
BACK&GROUNDased on certain criteria or policies ,
priority) and treat each |level of service according to

t he ¢06E4ilH iconinfamatiBasgd, hiclng thohights sictwirkfseresd quality is as
ki nds of flows can be QoS enabl ed and network

inPeritt ae devdpih 1 Best RRisabl RGRb RGO QLS. NTh e WikRl networking
speci fied QS and the associ ated policies. 20 [0003]

ehiPYeinent, ﬁaﬂioﬁ@ﬁet‘#ﬁoﬁl@ hﬁ§§%&ﬁl%ﬁit Eﬁ?ﬂﬁﬂbs,_ﬂeﬁ?&ﬂk%r%@@l@,eﬁﬁl standards

has been made in the QoS area.” The wirel ess

AR 58 SSRL S Sth Bla Bncy
: c : PDA s . . ‘
w1 AORR O lr S M TR BRI BEUE oo
i hi. ghl bi.l it hi I I .

GRSt TR St B B RER TR R hSrie
B B Rl R o SRSl 5 2 Sanis, o
condi tions channel traffjc load) affecting all nobile
YA perdasity RPPIqeHens Wk ditiin loxels of servineigped eaprertain criteria or

2004/ 025910 PCT/ US2003/ 028254 (RAN) or wireless |ocal
raliaes & wsioty\andngeat eachrigvel af servige peroading emthietdlassification.

Based on QoS policies, different kinds of flows can be QoS enabled and network
resources can then be allocated according to the specified QoS and the associated policies.
[0003] However, in the wireless environment, little progress has been made in the
QoS area. The wireless environment is usually associated with multiple fluctuating
effects. For example, when a user of a personal digital assistant (PDA) participates in a
real-time, multimedia videoconferencing session while being highly mobile within a local
campus ot dense city limits, the videoconferencing application may be affected by various
limitations of the wireless environment. These limitations may relate to conditions (e.g.,
channel traffic load) affecting all mobile devices within the same radio access network
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-fading, overlapped cells, etc) occurring in the

vicinity of the PDA, and conditions specific t |
PP h flow (e.g., flow latency). [0004] o?"#@ﬁ?z"“?”“m“

mechani snms have not been able to of fset the above
BARSEH005 f”ﬁe%%' (FPART LIS 200 CHBERS e,
fa@é%%&@eﬂ@% qgfl]? 83”9&3%%5 ‘D&AV\{RF ﬁég%%f @’ﬁ] X uagltrdeugo‘ﬁd{twns specific
togh SPHIB b RE SRy SEFGRTGRYen bel ow andl fromthe

B et et S SR e o

‘limt the invention to the specific__enbodi nents,

the vereiess epvipimanat hahtyafngliy ﬂu%i&rth@ gabHiy oh Flsslwerl@ace]l able services
Figure 1 illustrates one enbodi nent of a wrel ess

ovenain effmentmanagedmiictess orfmstntioti. nent of a wirel ess
resource control systemoperates. 15 [0007] Figure 2
is a flow di agram of one enbodi nent of a process for
providing a nulti-tiered control of resources in a

BRIEE DESCRIPITONGFTHE PH08WINGSre 3 is a bl ock
di agram of one enbodi ment of a distributed wreless

r eSOYpHs) TR BEnt ﬁWéhﬁéB will 99 H8derbtb8 iR rd il feorRtRE Betailed
di agramof one enbodi nent of a wirel ess resource 20

eq@rgﬁgﬁg% clow %?4@ gmm the 1@t &ﬁ%ﬂ{rﬁ@ﬁg@ o %ﬁ@ﬂlsoimﬁodunents of

ment process tor “c I ng
th'e_. mrv%lrf Jh?&o ﬂgﬁgv %lﬂ)lu?d Rotde! tglke%stg h?rgg it g@ hv&{n(?%g)]tl) the specific

I am of
associ at ed

r re O rce
r«?%#m Q%rﬂr@ bf i gm?%&[“%‘fis HPESRY"7 (s a f 1 ow
di a one odi nent o rocess.for controllin
Iocg{ooﬁ]@s%‘& %elﬁggraf&ﬁ ap%aﬂ&pﬁlw? 3 wirgless gRKquEnent, i which
\'V' O 200-1i 025910 PCT/ US2003/ 028254 [0013] Figure 8
one|qmhodined of a pareless gesoBrceLopirel Yl Geraitat e nachi ne.

[0007] Figure 2 is a flow diagram of one embodiment of a process for providing a
multi-tiered control of resources in a wireless environment.

[0008] Figure 3 is a block diagram of one embodiment of a distributed wireless
resource control system. |

f0009] Figure 4 is a block diagram of one embodiment of 2 wireless resource
manager (WRM).

| [0010] Figure 5 is flow diagram of a one embodiment of a process for controlling

global wireless resources within a wireless netwoik,

[0011] Figure 6 is a block diagram of one embodiment of a system for controlling
local resources associated with a wireless device.

[0012] Figure 7 is a flow diagram of one embodiment of a process for controlling

local resources associated with a wireless device.
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+[0014] Figure 9 is a block diagram of an exenplary
CPORbHR5s05y St €m DETAILED DESCRI PTI ON [0015] A "E?(Fﬂﬁgzoosmzszm
and apparatus for controlling resources in a wreless
environment. In the follow ng description, numerous

det ajobs3jaFiguses i@this opéravibh bf REistMRRST R mAPHRVET ,

to one skilled in the art, that the present invention

MY {9814 PigukE9t YbibBOHTacthR 38 a5 BRGNS &gﬁlﬂt&ﬁys&ﬁl_

ot her instances, well-known structures and ‘devi Ces are
shoe-n in block diagramform rather than in detail,

in order to avoid obscuring the present 10 Invention.

' of the detail ed descriptions that
D#@gﬁ@k#gﬁg£%ﬁ§@@ﬁ?@§ in terns of algorithns and
sy ' epresentations of operations on data bits
Wi mﬁhié Aé‘gﬂ‘ﬁ‘ﬂf REABHYF. go#ﬁ‘gg@%%ﬁsf“ﬂfﬁ?ﬁ In a wireless
descri ptions arld representations are the nmeans used bY
enypgRigely iIp fhedfol pwingelegerintion sumpsus details aropsst sy It will be
effectively convey the substance of 15 their work to
appRIgEY BOWRY 4] tepnierskilled imthe, ariytha Ihe presenhinventionsmeg be practiced
and general ly, conceived to be a self-consistent
wighemt Srese sppcifetdepails| dadiheyinstineesd gsildladvwnedmicturesTane devices are
steps are those requiring physical manipulations of
shpy $i blakck qisgrtn fores rathlatthin in detdih) ug brdeeto Hei@sbrutihy the present
these quantities take the formof electrical or
mveagoatl i ¢ signal s capabl e of being stored,
transferred, conbined, conpared, and ot herw se

Mani[pgd Gt Rine pdriibRSo MAOUSR 16MERHE s thit o iaf@ﬁese%nted in

principally for reasons of conmon. usage, to refer

o

t rH&Qﬁ'%l%%rﬂlﬂﬁéél loliie : rﬂ%gal its withi

¢ characters, terirs, nlugr%%?%%ﬁ?agrrontg hggﬁ}&%@s%lo 1I§lfzst"ml’1mal

b ol ] r all ..ol'these
cof it hchfory."Phit® steok i e UK il Pl PpaeBhs 2 Hmeans used
r QP4 _at hysical guantities a re nmere

by ER BRI UL BlesHE Bl b R e Bl P e eppgange of
speci.fically stafed otherw se apparent fign tile .

B N EL B e, APtalsuliiat DeieaPite Ry, conceived o be
tﬁroughout the descriptiqn, discussions utilizing

2 SpRECARSIEfRFoguenep, pgﬁ}@gsslp%ng & 2 destisgesilfy Thesteps are those
"cal culating"” or "determnij n? 3 W/() 2004/02010 . .

requamyg RIYStrebmenignitions of phyysigel qigntives. tWaally boughsfiasmeeassarily,
the action andjgrocesses_of a conputer system or

thes¢ gnangities take therformof elsatsical synaignetic signalianpabdndpling stered,
and transforns data represented as physical

transferred, combined, compared, and otherwise manipulated. It has proven convenient at

times, principally for reasons of common usage, to refer to these signals as bits, values,
elements, symbols, characters, terms, numbers, or the like.

00171 It shonld be borne in mind, however, that all of these and similar terms are
10 be associated with the appropriate physical quantities and are merely convenient labels
applied to these quantities. Unless specifically stated otherwise as apparent from the

following discussion, it is appreciated that throughout the description, discussions utilizing

terms such as “processing” or “computing” or “calculating” or “determining” or
3
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‘(electronic) quantities within the conputer systenis °
r\gg%}’ﬁb 0f nd nenories into other data simlarl ¥CT/USZ()03/0282'M
repr esented as physi cal quantities within the conpute
system nmenories or 5 registers or other such

“d11 194iHE bothe keI REL ito IHeBRAHH §§d ﬁ%cegsegbﬁm;@m A8V é8sn, or similar

0181 The present invention also rel ates to appdr at us

elE@c[-mg@ Eéﬁéﬁll%g?%b%@?@ﬁhgﬂ% tﬁ&n@forﬁqg 'dﬁtaj’@ﬁ@ﬁcﬁﬁ&f as physical

e sp e re

(eP%ﬁI%ﬁf zau%né[ﬁlreg lv}l‘{}%n'?a%e cg['};‘%blgell g&s nr?gl%tﬁ; $ a}ﬂ? 1@18m8§;les into other data

ut er am. stored in.the conputer. Such a

sigafe e g el ARG it AR e SOmBRR Disls memories or
“readabl e storage_ nedium such as, but is not |limted
r%terﬁﬁyomyb@%ﬂn@pgﬂtm ST e drARgIASSHRHY disPdaEdevdiss; cal

d| sks CD- ROVB, and magnetic-optical disks, r ead- on

048] Thoprgsent ipvantionrlseelstss e Apnarates fRmvEprming the

EPR(]VS EEPROVE, magnetic or optical cards, or any
Oney@tbm@fﬂermdi Ahis lat'ppabﬂue nfayrbesspecieliy castmtied focthe required purposes,

i nstructions, and each coupled to a conmputer system
orbtimay tbmppitd 8 kefddral alrpse icbhipated Belectivady sgiivatpdes eedoadigured by a

herein are not inherently related to any particular

con@itier o mam stbhdlin 8RIdRRutS. Sk h eUEpURA Pfdtrak lﬂlﬁeﬁﬂﬁfﬁstored ina
systens may be used w th prograns in accordance with

colnifutéraBsdibIOSoARE Rleliunsublt adlBYt RRY BnkRAVSE %9@%61 & disk
construct nore Specialized apparatus to perform'the

1n51%9*ﬂ§r fﬁﬂ)g?%ﬂ& fe8Pgisks! t) 2 ][2] 1 ﬁpgg P%’l%%&ﬁﬁ@al tif¥ks Fead-only

vari syst ens
| n.2 d| t e
R PR Bl 0D A lpgovs, i

ot et Phany h@? SR gttéb“%? Siiorind sibtiaric Satstipgs, and each

ment the teachings of the

coPRas p SRt SR BEE her of n 100205 A
machi ne-r eadabl e medi um i ncl udes an%iemechanl sm for

st or i08}loFhg algpthmsiand gisplays preventsd hereimar syohinhersably ralated to

by a machine (e.g., a conputer). For exanple, a
any@ariqyar compals o1 pididl rparates. u&i@@ousme@hpwwsﬁms may be used

("ROM'); random access nenory ("RAM'); nagnetic disk
with pr%g:&mfmoﬁcaordemd wish thetteachieps eckimor fif mashproweeoyvehient to

WD 2004/ 02, 910 PCT/ US2003/ 028254
construct more specialized apparatus to perform the required method steps. The required
structure for a variety of these systems will appear from the description below. In
addition, the present invention is not described with reference to any particular
programming language. It will be appreciated that a variety of programming languages
the invention as described herein.

[0020] A machine-readable medium includes any mechanism for storing or

transmitting information in a form readable by a machine (e.g., a computer). For example,

a machine-readable medium includes read only memory (“ROM”); random access

memory (“RAM?”); magnetic disk storage media; optical storage media; flash memory
4
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~devices; electrical, optical, acoustical or other

b BosRhsopg OPagat ed signals c.-., carrier waves, » <
infrared si gnals, digital signals, etc.); etc. [oco“ﬁﬁ 0037028254
Figure 1 illustrates one enbodi nent of a wireless

degives;raderteed], ditidal, iatousiibil oh oL f@TDOropatat&f signals (e.g., carrier
W rel ess resource control system operates. Referring

wiwes, ihirgtedesignaldfdiditaplignaM, egl)esi. devi ces 104 are
coupled to a wrel ess network 102, such as a radio

acc ; i - ; ;
: megn@&g%k 1GTRehted Bn%ﬁsbcgg%% e?ggvl%ﬁ%%’gﬁﬁcy@?&t 100, in

A wreless device 1 y I ent

' L et or, .
WA B ohBodiment of FirHlcBl RN corfedT A Epbiater Referrige to
L Ot er o One, or re softwar,e applications 6
il Ty Bpfebirgiiclice R £ BaimdlBh Fo A WResaciS ot 102 Such s o
plications jnitiate data flows that are 10 to_be .
raif Rt 58 ho R R AN SE Wil fofa Tse Peipiort (A AN oA PGS dovice
10%re sent t ,thg wirel ess network 102, they generate
SRRoP9@ Proile chentdghise (e aoprsliban Rhenges BDA, 6lke) caraevireless
subject to several limtations of the wireless
coprQiler skientc-2o @ bagesteficde a seer, alsol ddne dravered softwret rplisations
may relate to conditions affecting all nobile devices
106 @re instaHedhon eechswirelessi dewice d §4.n dippdiciidh® 2 06 Suicihte data flows that are
conditions (e.g., 15 channel traffic |load) are
to befet tethetvairélessaietwak 1021 Wiick the dadadhals G0 86ictd GRSvireless
The Iimtations of the wireless environment 100 may

ne@h 102 thte gbierite Wetwodlt ythfiig. condi tions (e.g., fading,
over |l apped cells, etc.) occurring in the vicinity of

t he [0022¢] sificdBdn §8a A1Os areKBRAL 1o é@éﬁéﬁﬁbﬁ}itﬁﬂons of the wireless
conditions are referred to herein as | ocal conditions.

enVittnh@k 108.0 Qs didcTib@EHRRSHREe lth?ﬁa%l{sﬁjn =1 S0Yd SRR affecting
100 may relate to application ow conditions, 1.¢e€.,
- i 4] - LA | Lcati,.on 106
all SRR kOO Wi (BF SardPERLICL iR oh foA PRI By 8nd .

generating dat oW efic

' [ At 0 have. di f f i f
cndBBP P 1308 ol bR TR BudsneP O ri oo

. For. ex le. the data flo enerated by a wireless .
tinfigfipri ot i fivelcky eRfiropmsnt 10 makalp rrateia Gineriaryinegandisions
an idnsi gni Fi cant grmu t of bapdwidth if 25 compared to
(e-§-nfadmg dveriapred sellsy eif- @oBYring 1 theyianiny of Gaavirrless device 104.
application during a live WO 2004/ 025910
TheseHMgsyHuI0PEIEWns giedelsred i kereincas loed spuditionee Fuather, the
. Wde area wireless Internet connection. The video
limgatensradiles wirethas envitoomenteldOreauialee dguapEichbedlandonditions, i.c.,
uni nterrupted hi gh bandw dt h.
conditions that are specific to the application 106 generating data flows (e.g., flow

latency).

[0023] Applications 106 may have different requirements for network resources
with respect to their data flows. For example, the data flow generated by a wireless mailer
application from an email message may require an insignificant amount of bandwidth if

compared to the data flow generated by a video conferencing application during a live
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[ 0024] One enbodi nent of the present invention °

' ..&, System that addresses the above <
Ievlr(?nyqog[tﬁ?ﬂgﬁos of the wireless environnnent 100 anP(fTIUSZO(BmszM
manages W rel ess resources 5 based on the conditions

Vi@GL e Alesd @ bPMS: W RY i%{esd vﬁ?el&ﬁﬁnﬂrﬁ&l(:@ﬁﬁefctipﬁ.e The video

envi ronnment 100 and ~utility requirements o
r 3 -
ocBRu i AR Hob S g B efackyterd ¥ LARER BRI B lig.
syst [Q025] ,. The lti-tiered Wrel ess .resource
cont PEAILO8E BhbpdePliat e plShSn b B TR pFST Hsfgn that addresses
between the tiers while allow n ta conmuni catj ons
0 Shavey el of Bhe Yokt B HAB P ORh | R RSV elsparosoutces
~In particular, each tier of the system perforns
bageshon theicogdibions eerINEND Alvagert levpls @ die wheless dyvigpppent 100 and
then uses the results of nmonitoring to contro
utiligg reghiyements o6 dicappdiceiions 1064 Figured. ilipsiragesea conceptual model 110
enbodi nent, the control is also acconplished using
ofcahualtirteared wididss cesootch eonttal eysem| 0026] | n one
enbodi ment, the resources are controlled by each tier
of t[pe23jyEhemultiibedey vixshdss tdsot@ecbatrdl wrtem pronitiel sepagation of
and adj usting a corresponding set of policies
opRfitiehsib&tdech thd RS hale AfoWIn@ HatddtRimdahidati@EYL.e Polit P Bhd state
other tiers. The set of policies defines the criteria

info?ﬁlaﬂi@ra%f@@enatﬁg Eess. %gﬂ%@gﬁ cat QST tﬁ?@j%@é_ Qltfonﬁﬁﬁlhnitoﬂng
tier enforces the policies at a specific ti scal e.
w, . |
of Kl odbuFE: hd B AN B bl m e oR of ol
| ower tier f .1 he licies of a higher ti.er, becone..
ress G pbpRlat il it i, R oo fianche ol s fip B prishea
re st a reconfi gur ation of one or nore conponents of
usig c?ll"’%‘f.m QBPIERf i guration may include a
nodi fication of fupctionpality of the conponents of e
| owdP034] e, ong e Mo FEsafross USRS %%P%t“ﬁé o the system
conponents of the |ower tier, and/or a modification of .
bypvplyatme thertiests qopditigasipshastiustingfa coprespandingossé pf poligies according
WO 2004/ 025910 _ PCT/ US 2003/ 028254 [ 00251
to fhesopendsiidisdindealats recéivediipmiothdrdiced Thersst ebpoliaiesalefipes the
control system contains a network (or global) tier
crifetd fancbsaute ucaws gmd udage.aln) ortei carbatilmentTbahdlen lbaforddsahe policies
112 nonitors conditions that affect all wreless
at gepdcifixstid@4calel Mhit ibhelower Gérassy agowerits st0@ pdlieied at a fasier time
bandwi dth. within the wreless network 102) and
sc416 08 Infhrove 66:RH B0 tSIB@er ©dr before the policies of a higher tier become

active.

10027] In one embodiment, a higher tier can request a reconfiguration of one or
more componeits of a lower tier. The reconfiguration may include a modification of
functionality of the components of the lower tier, a modification of a policy used by the
components of the lower tier, and/or a modification of a parameter of the components of

the lower tier.
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‘W rel ess network resources by data flows origi nated

WomAlhsoh ' el ess devices 104 within the wrel eﬁ?rtuszousmzsz
net wor k 102. The control performed by the gl obal 4

112 may be based on. external requirenents (e.g., QoS
pol i [0028] Inngreseathddjméentyihe i tidrdded Meless I‘éhélﬁce%kbrﬁfbltsiﬁﬁem
W rel ess network 102 conmuni cates) or an internally

coiBdink ShARErS@r effbabAlek €1 28nd 4 ﬂevﬁéj@r %d?:l} 1idrN9 4C e Rdbal tier 112
maybe al so in accordance with the gl obal” conditions

m?ﬂ%g)ﬁ ?%1(%({15%&% :ﬂ%%ia zﬁpxtv:frg}r%% d’e%?ce%g g%{rhgn PQ-: elbbSletwork 102

(e%g%%&dv@ 5w AR vAreTRE gﬂet{v\%o?k \f\bis)%xﬁsc%ntr?E ?,]%ss Jaﬁg usage of

me- varylng con ons
DR S s S AL o

ta flows r ated b i catjons 106 runnjng
thG glees G mero Ll Bk Crrpbacrhnmel my ke Elopaniars 12aue boghsed on
fromthe global tier 112. [00301 In another
EXEH AP MentS&. 8 P99 Pelicsesdemparaddtyes widesareupetey orlo mtifovhich the
system also contains a third tier, i.e., a flowtier
witaless mptieork |16 comarumicat®) avar intarsalbondintdinebset oppolidies In
to an application 106 running on a wrel ess device 104
adgioy, the tbmtvoll ragebe sisaindacopriehet witl te) glald conditions snd the
resources at the flow |l evel (e.g., flow transm ssion
infoahaiorf lecsivaDiroel thalickl figt)11Based on t hese conditions,
data flow requirenments of the application 106 and

i nf qomq I'TQie 16642 Gie¥ €LY b Ao fRal QAtidds Brouktta splegﬁﬁ;]wﬁeless

Figure 2 is a flow di agram of one enbodi nment of

de%@@@@ﬁa 208mbVarying RN bR s06h & HH anH'o%’éﬁ rgeil and makes
resources | n a W rel ess envi ron The proces

lodﬁi%‘phclﬂredeg thQ QGESHAN Bk Or%% %{H@g‘-f HPX]fgata flows

rrse vvare g., CITCUItry,

{eﬁ’bé(qﬁga li c%ﬁgﬁsmﬁfﬁugﬁlﬂ g‘% ggl[egs d‘%’ﬁ%gﬂf %5(1 mgogmgtlon

er syst em or

i-nat ProceSS| ng Iogl c operates at
re"&"f%ﬁr?r"érh 1‘(%3?”4 Flrﬁ N the WO 2004/ 025910

PCT/ 3/ 02 254 w rel ess enyi.roment one
enb&@ i?g angifier "trﬁﬂé‘}démFWcﬁ’ﬁ&Bl %—tﬁr%lb‘ﬁﬁelﬁﬁ%m%g%ewatoéaystem

also contams a third tier, i.e., a flow tier 116. The flow tier 116 monitors conditions
specific to an application 106 running on a wireless device 104 (e.g., flow latency and
packet loss) and controls resources at the flow level (e.g., flow transmission rate, flow
reliability) based on these conditions, data flow requirements of the application 106 and
information received from the local tier 114.

[0031] Figure 2 is a flow diagr ram of one embodiment of 2 process 200 for
providing a multi-tiered control of resources in a wireless environment. The process may
be performed by processing logic that may comprise hardware (e.g., circuitry, dedicated
logic, etc.), software (such as run on a general purpose computer system or a dedicated

machine), or a combination of both. Processing logic operates at different tiers within the
7
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all wireless devices within the sane wrel ess network®
ang a local tier associated wth a specific wrel /SSS

20 n the wirel ess network. In another FCT/US2003/628254
enbodi nent, the tiers also include a third tier

wﬁr@fe@é %Mo&ﬁeﬁts i) ofn% %ﬂﬂbtodﬁ‘ﬁel{t h@% élelzs niﬁczlﬁgwg? fo%gl dlt eﬂ‘.s@clated with

cation 1 nstal ess

alyww?eés qr?rbe\'é\ﬁor g‘glg?hsf et V\D}rr%lsess{l\ﬁletg\ﬁ 21]&36@ eﬁ?@?%qgﬁr 8ssog1ated with a

‘ tori,n at eagh er, conditions occurrin a
SH?B&%‘%‘,S f"ﬁ% dﬁgleF e O‘E{gg]gﬁ{get‘ﬁp%c appBeT Crp| 03 ment, the tiers

processi ng bl ock 204, processing |ogic at each tier

alpe fslyde tglﬁ‘i Hemisfaresd tors m [ Herthayis F%@Plateﬁh‘f@h a specific
“information may include, for exanple, policies

appdicatier inetelled on havirslese devige within the awtaless networbni t or i n g
performed at the other tier, or a request froma
hi gh§fl032) Refetring toddighye Z,Lprotéss Bad begins pahipcgcessing dogc
paraneters of one or nore conponents of this tier.

mofitoi apdaeh tieh@ohditiahs be@tringyt a @edspending geUPsdcebsingblock
the global tier to add a specific service (e.g., to

200N At @FocaSkimdisioblk 204 prb&ssing %Efﬁéj bt 420 Yiet AcOiNEs Hfotnhion from
| ocal 'tier's conponents y a policy (e.qg.,

otﬁw&? 2Thi 'irﬁ%ﬂﬁ!at%rﬁha%’%cﬁﬁﬁﬁﬁﬁ'e&%b@ g@lflmé’s lhﬁﬁ'ﬁ‘aluné@at the other

condi on I s conducted) used by the tier’

tl&ofggglghecfgfr{xoﬂ{ %ef%nﬁe@ Qﬁﬁ%gh%f 1e ofar qu‘éﬂ%ﬂ%ﬁ ttpgher tier to

pérlo nDnltorlng 6 ne o
delg{é ﬁ.ggﬁorg}f )gglré ey P£ gf%g%}J? af eréé\i é (%126' og'gm?r%%gﬁlponents of this tier.
FhiNGhis: I AL et 28 miociih ¢ wavon A e el Bradai g

thi s eval uation, processing |ogic controls resources
segYicR et (PiTeANIEY ap diditiens) Iacpl spriRoniig one o thyrjgeal tier's
enmbodi nment,  _processing logic controls resources by
CoRRaneRtE RO Bl # BPLey (e chaage adwesheld alywhigh mengigring of a local
resource access and usage at corresponding tiers and
camdftomds eepdubted hujed Stydtp dvdattierds eempdmenic or medifyradiangmeter (e.g.
tiers. In one enbodiment the policies are enforced at
clangé the patiodicine obthamesnitaring) of ¢reeofiih¢ lochletser 5t campanests.
tier are enforced at a faster tine scale than at a
hi gh@0331i At pro¥€steMod2206, Pidtesdiny IBRON 4B aluates the
[00341 The nulti-tiered wirel ess resource system

cahdftfons 6 EhrAkON Udriel@'g_drﬁflﬁ& g8CAd thOidfbgiHiRn reddyYedRom@ the other
di stributed system Figure 3 is a block diagram of

t:éi’ E%%Q%rfﬁi@teval%uﬁq gkéée‘ém Wt ER St 6RO 6 tier
atrol system 300 0351 Referring to Figure 3,

@?&c%wg 5108 261! 4H65e %%&ﬂe%ﬁ%r6&§£Hé foeid WIS resources by

adjusting policies that define the criteria for resource access and usage at corresponding
tiers and enforcing the adjusted policies ai the corresponding tiers. In one embodiment,
the policies are enforced at different time scales, i.e., the policies at a lower tier are

enforced at a faster time scale than at a higher tier.
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‘0 5 (WM 302 and Multiple WRM agents 304 coupl ed

YRV, 302. The NVRM 30-9 may reside any
ng%&ﬁ/o W rel ess network such as a RAN or I\Fé’|E-USZOO3MST’4

exanple, the WRIVI 302 may reside on a rad| 0 network
acCe@B3MPTY muBL6628 vARIEE réPflce spﬁ&% cﬁﬁc%%ééﬂnabovy%ﬁ Wference

router, server, etc. Alternatively, the

|0 0 AT e
Ig 0@&%@@% &Rkl doRAHAS SR Y, egeﬁgbﬁﬁg' ces

W re €ss eV ce
i OB By tfff"?ﬂg“&aiﬁ9@?{1193@0@1101“%@%@%%%%E%ch spanager
gDy aeém’l’zl'ﬁ?%m e '\él\galg ite nqd%%%\%rwv\:qm PR 302

interface such as a connnn obj ect request broker

magy rsideagywhee withip eoresigss naprork podesr RAN eRMIag9¥. For exanple,
responsi bl e for nonitoring global conditions (i.e.,

the 3 @rmayvresidie ot dradig negivedsacnesswoitit {(Yccasmpqinic306); ege station,
resource control and nmanagenment wthin the wreless

WhétNwomiter, fEareedeion Alfemativellyathe S6RM BODnmy fGhaival as a distributed
conditions may identify current reliability,

sygtetnf aperming @acAssimudtiije nodestwichin \the wlreless Mk K. | n

~addition, 20 the WRM 302 receives information fromthe

VRM [eas6]t WRBR4gdits 304 ARRleionavikélBssdeeietd 363, At\birélte% device 308
bandw dt h speC|f| cations.). set by an external system

% &k a mBKi18Blidn? H@\tﬁe«? te. 95. ¥elhﬁeﬁ' ﬂﬂ'gﬁé—! |86 A éﬂcﬁt o rﬁ]#&l:ss controller

| ternatively n'use an I

Sta%n@gg ?lbgbse Qﬁ%ﬂnn?goﬁ&cg{ |a to a Particular standard

erenti at’ed services (DiffSierv) per

h
r ggér@éﬁl on w ocof’ﬂ(z Wat < 38‘&%‘?@?‘%@%‘0“@ using an

2003/ 0282- 0040
aplgiki pEogp SO G B AGPPTSRORAC. fest b ok @ g bitecture
(CB%I_B\C\Q)rKPI.t he WWRM 302

[0038] The WRM 302 is responsible for monitoring global conditions (i.e.,

conditions within the wireless network) and providing resource control and management
within the wireless network based on the global conditions. Global conditions may
identify current reliability, performance and usage of the wireless network. In addition,
the WRM 302 receives information from the WRM agents 304 (e.g., application-specific
uiility bandwidth specifications).

[0039] In one embodiment, the WRM 302 acts as a gateway to provision policies
set by an external system (e.g.. by an Internet Service Provider (ISP) 310). Alternatively,
the WRM 302 can use an internal set of policies defined according to a particular standard

(e.g., differentiated services (DiffServ) per hop behavior (PHB) specification, resource

reservation protocol (RSVP) QoS specification, etc.).
9
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adjusts the current set of policies and uses the

@\%ﬁﬁ) qu $6t of policies to optimze resource agSeE$2003/028254
and usage within the wirel ess network, In one

enbodi nent, the adjustnment is also based on the

i nf aboFd]| Wheh @HRINE By IOMBdRRHNBIIROSREISssTH Wb, the WRM 302
appli catl on-specific'5 utility bandw dth

ad_@tgg;c’thé b!%:?édt%@ﬁ)f oli8R¢ Hd | hibs%he V@ﬁﬁ@(ﬂb&f‘%@ ohél@@’tové@ﬁnnze resource

sen certaln data to the Magents® 304. This

accge%% gm?'ﬁyarge %klﬁlg &et\pﬁeh@@ ﬁé%gﬂ( qﬂl #18 'cﬁﬁ)o%lﬁ]léﬁp ghe a%]ustment is also

ormati on or recon |gura|on request

con uratlon r egues re
vagigon (e RoREt b Gsr Ry o %Pmofhs O SR Rt B ABRbalspecitic
ew, service or nodify or delete 10 an
Ui\‘%f@ g‘?‘éf’@?g%ﬁ}ﬂ“&n ded by any W\RM agent 304) a
pol i used by one or nore WRM agents 30
par d ﬂé‘ﬂdrmdﬁle@ﬁé’oéml%rtbe VERMa 3 seads pertain ﬁaté ﬁ‘é the WRM agents
enbodi ment, the reconfiguration request causes the
304 o ihissdatmuiap gnolwde the gdinsted palieiss, igbobad penshilieintadermation or a
real tinme. [0042] Each WRM agent 304 operates as a
requmdigyration réguetRIBG2c canfiguteinirequestmay tontaintamequgst tormedify
VWRM agent 304 accepts gl obal policies delivered by the
fulR¥naBHiang or RS WRMeagerrS94de.y., kdd aheentoiceormbddify or delete
decisions. In particular, the RRIvlI agent 304

an@KEGHS @a-vtééqn&waaﬁby aiwwmcageﬂﬂ 3049 BpddicyuRed By one or more WRM
correspondi ng wirel ess device 308 an manages t hese

ag&itl ﬁb& bpagaﬁﬂﬁ;&%‘f ohd8r MBALVTATRRES s 804.t RfodddHibsment, the

applicati ows and gl obal Conditions. In one

rec%%ggéaggﬂ fe lfegtecaﬁo?glt?@ ety 5?!911461{}% ket z?gehﬂé(ﬂ! {38 &Ero%?mnmed in

var I'ng tron ., signal
??Jé%Te pl us- |nterferencerat|on(SINR) V|aadata ['ink
B? a access control (MAC)) layer entity, as will be

s 0t B R o 204 A 1 ¢ pwito e R AR ol s s own
pORANP M, Besb a0 Scisnin Hlo gl BopgiehdcveratLhyy t9e JBRM 302 and
degraded | ocal conditions on one or 25 nore flows)

makige the nssegsapydpral icsreraeatidegsions elngrgtcy! ﬁeﬂlﬂm%%gem 304

i nproves the | ocal
assesses the time-varying conditions around a corresponding wireless device 308 and

manages these conditions against the requirements of the running applications’ flows and
global conditions. In one embodiment, the RRM agent 304 collects information on time-
varying local conditions (e.g., signal to noise-plus-interference ration (SINR) via a data
link (media access control (MAC)) layer entity, as will be described in more detail below.

10043] In one embodiment, local policies maintained by the WRM agent 304
preempt (using a faster time scale) the global policies in order to address problems created
by time-varying local conditions (e.g., a fading or degraded local conditions on one or

more flows). The global policies become active once the WRM 304 improves the local

conditions.
10
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Condi tions. 10 WO 2004/02591} PCT/US2003/ 028254 [ 00441
m?zdof?ffé?%su@o' | cies maintained by the WM agent %%41‘/89{103/0282\4
be"unrtorm across all flows ruming on the wirelé
devi ce 308 or weighted (prioritized) according to

spe ({06448 TRJosA %Ellélbscﬁﬁin@ﬂﬁed bPedIREN ﬁ%&ﬁ Bo4 LAebY Y form

agent 4 is responsible for providing application

acrok M ﬂg‘gi asseé Rt ot g@&%@fe\fﬁ@ 30BREHe oéh?é}i (11])%‘1011 19&%)%%1‘&@ to

agent ses f ow conditions an

e bility based on the flow conditions. In
Spéciﬁcg% Sge?‘rtﬁ%mn?he WRM agent 304 collects

f.l ow | tenc

| 0o SOERINERRT ghs PSR LS bt Sy BeshEiion now
coplgd nidisn lﬁgﬁ@%éﬂ@@ﬁy e, ByRY s n&ﬂb&%@ss%sqﬂgmxv\kbpdﬁwns and

agent 304 and protocol stack |layer entities may
CO@miﬁﬂanrateeandashabglltAwgedsqmﬂieszmsmw én op@@nb?dmwnt the
one enbodi nent, the WRM agent 304 is al so responsible
WRBF agend¥04icolipctsnformiativit érofloweonditionp (g, offow latemrkand losses and
| ayer entities by exchanging current policy and state
flowntasnmdsi anrabe) teeetraiishert fryet ontitly and acletwayddyee ehiity, @swill be
In addition, in one enbodi nent, the 15 WRM agent 304

dede@ibed hemakd ddthiyb&béwr econfi guring the protocol stack
~layer entities, as will be described in nore detail

bel pya46] Q@é&lfRﬁ! %Hn%(ﬂ hiid Frofdcefadk lﬁgéxaéﬁhﬁ%s ﬁl‘ﬁ commumcate
enbodi ment of a wreless resource nmanhager (WRI1-1)

umﬁggfp;;r%@h\/ggcéﬂgg Apg! udes a communi cation uni .t 402,

eval uator 404, a policy updator 406, a nonitor

408 q fﬁ{_@ gf]g gﬁﬂédlglléﬁﬁhgw %ﬁ!ﬂf“t 1H4s 2160 résgglgs?l%lewlgproviding

'S responsi nonirtorin
el es

°°°&8W& igh %ﬁ%*jeen?ﬁ%ocgﬂl 58 P Rifien b e?%&?%@&ﬁﬁﬂ&ﬁwoémy and state
infifSG oot RiotesP otk v SLien o a9 gq%ggr',eemodlmm the
BB et Bl 35 ki a it

provides the nonitoring results to the eval uator 404
despgbechinanges detail below.

[0048] Figure 4 is a block diagram of one embodiment of a wireless resource
manager (WRM) 400. The WRM 400 includes a communication unit 402, an evaluator
404, a policy updator 406, a monitor 408, and a reconfiguration module 410.

[0049] The monitor 408 is responsibie for monitoring conditions within the

wireless network (i.e., global conditions). The global conditions represent current usage,

the monitoring results in the statistics database to support feedback mechanisms of the
WRM 400 and provides the monitoring results to the evaluator 404 for analysis.
[0050] The communication unit 402 receives information from multiple WRM

agents. This information may pertain to local conditions, i.e., conditions affecting each
11
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* [00501 The conrnuriication unit 402 receives
WHQ(E}%%%?J] frommltiple WRM agents. This inforgmti00os028254
nay - pertain to |l ocal conditions, i.e., conditions
affecting each 11 88"0 2904/025910 PCT/ US2003/ 028254
witdlds8 ldewise 981‘1‘;516@ t- D HiRksk etttk WndaltBH rdd@ire@klits of ﬁﬁﬁlications
utility requirenents of applications 1nstalled on the
inaflifeR)! ' i i SEINERIERLSHIRKE forhillof
e S g B LY [ AR PRt Sorblo
Nt : , 7 DT L _
baﬁ%\g@ﬁ ﬂlﬁ&fong or Qﬁ)&@(ﬂ@l{ %ﬁaﬁﬂa‘ﬁ% gg ggélithﬁ“?eu SBFications.

eval uat or celves rom vari ous
sour i.t hin, the M 400. These .sour ces .
2oy T e Bt A0Ree ki G5 VorRg ol This Fre pyRM 400
unit 402, the statistics t abase 429, .and a palic )
Thesg SAvELSS My s anycomiypatiop C%zhf‘awa Or@» Secosanbygpid anit 402,

policies pertaining to control of wreless resources
thesstatisties driabsserd2eans npalifydatabasarblife T palicydatpgpse 418 stores
include multiple thresholds for the wirel ess channel
varowssyiciascpertairiing tostontypl ofspiselessi resapssssarithin drd wirelgaynetwork.
vari ous other data. The policies my he requested 10
Thestt polibéesahay melwiemaiitpls threshuddddof ehegwirelegdNhaoneldetéssedd
internally based on certain standards (e.qg.,

utiBAtidnSesecifid¥IBS cakpets anBSWRo@PSh&Ndta., Thé poljcied mapbe requested
enbodi ment, the WR 4 400 supports an existing

ouRfld MO RER L TREBGBIRIY,, BUSUPSR dofinb@ itadnali$ biXsedidn de@tain
exi sting policy-based managenent systemis in place,
5 ' el )Peh b §@thent, th
s RS rAS, R BENP LR EPr BED T b B8 ithent, the

R 260 seﬂp' %Fxs m%ﬁﬁtiﬁ%ﬁé}l@%sgﬁl %‘e&m %n‘?icsjﬁft?."‘%gﬁtelﬂgt/ively, if no

e curr policie ate

update.is, required, the l.uat 4 A :
exiiiRE bt ieEl e emar Sy TR o Bllhne b WM ROThichlfet s am
.cﬁegl i(g%/l updat or 306 then  adj.usts the current policies
indepghdegt PAlGHRaSSE MAREaTL ALY 418, I n one enbodi nent,

t he ol.icy updator 406 al so sends the upd set, of '

pol 1082 Hased Ra ecthiiRTL AT SH o e snstubton (i fetmyiggn whether

conmuni cates the updated set of policies to the WVRM
thexgyareng policienmied) ta be gadaterh od PRERY UPdateisaoguitpds Hie eyelator 404

stores sonme of the information 1 )
informs the policy updator 406 about the required update. The policy updator 406 then

adjusts the current policies stored in the policy database 418. In one embodiment, the
policy updator 406 also sends the updated set of policies to the communication unit 402
which then communicates the updated set of policies to the WRM agents.

[0053] In one embodiment, the evaluator 404 stores some of the information
recetved from the WRM
In addition, in one embodiment, the evaluator 404 may determine that the WRM agents

need to be informed about certain global conditions (i.e., the current state of global

resources) based on data received from the monitor 408. Once this determination is mads,

12
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‘I'n addition, in one enbodi nent, the eval uator 404 nay
Q%)%,m(ﬁa)]hhat the WVRM agents need to be infor US2003/02825.4
about certain global conditions (i.e., the curren :
state of global 25 resources) based on data received

thd &amatdrel0aarinkRfs thSnfdanatod W the dehafmidagibh QRiti492 RERH then
12 \ VO 2004/ 02-5910 PCT/ US2003/ 028254 t he eval uat or

ﬂl%nﬁda?é&ﬁif&)rtﬁem ARhRrmation to the communication
unit 40?, which them communicates it to the 1WRM

age%@s [IB %ﬁéla b3k ?ﬁ?@ﬁﬁﬁﬁ‘?&pmtﬂaﬁﬁﬁl)@g? hlé%to?armedﬂo%formatlon to

anal yZ€4 he O al ne ormation

th fi t t
S T L E AN *}%\ﬁ@”&?@%@ﬁ? o% he reconfigareion
maiSel la sy SoRG I HgEPLoTRRG Py fbe PO gt ﬁ§5§%?£- gy e WRM

par anet ers of services perforned by the WR
agggsswbgn pexfornpag SRt GuPRATERCELS of éali)’il?eé @erfﬁwéed by the WRM
eval uator 404 transfers control to the
agerds ol theyrecenfigiratiastisrequired, the 08 ByomHM Frarsders couireltty dre
nodul e 410 includes a functionality nodifier 412, a
recoOfigwiatioy nrooldlef 41k 414 and a paraneter nodifier 416.
The functionality nodifier 412 is responsible for
Cr ef@035) Thereshidipuration acduée 4lévinsladsy € Aulctiomity afodifiard 12, a
WRM agents or nodify or delete an existing service

poR&! hedifRe 40¥ a6d & pSiam¥e enddfiMrag 6N The fMtioneNig b fedd]2 is
new service to be added nmay be a service for

reshbRSIE Q&ﬂ'@reﬁlﬁgas[ TeQisst foPddiBa I%N sétPiek k& 8hd SNmYEd WIRN agents or
speci fications obtai ned by the WRM agents into a

-
exzﬁ* %eﬁvlli% t%(\gyaé(ga% rh@r 4%%9{40 }t‘&zt? sf‘o%ﬁlr]lﬁé)gano%g(}onns of

|on SSUG a

apqlacﬁﬁ ﬁﬁl?v%wpswﬁﬁ%t”ew BlgaE BRSSEE ey Findfirs farm which
wifa@r r&;pmstfrr@? o BaFREE D e P S5 EnEovRIY Hgedtedo the

request. to neasure new 20 paranmeter in
age&Mlﬂ g WM 400 iparcsptlized faégmga%w é’\a@qtvnmﬁ?@ﬁﬂ 412 will
when a certain threshold is reached). The paraneter
isspgprianestidentiying this new service and spemfymg other relevant information.

[0056] The policy modifier 414 is responsible for creating a request to change a
policy used by a particular service of the WRM agents (e.g., a request to measure a new

parameter in addition to the parameters being currently measured when a certain threshold

is reached).

parameter of a particular service of the WRM agents (e.g., a request to change a threshold

at which measurement of a certain parameter).

13
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‘paraneter of a particular service of the WRM agents is
reoRoGi ke of of or creating a request to change a pekirkYoos/m2s254
used by a particul ar e.g., a request to change a

threshol d at whi ch neasurenent of a certain

par a%sg}mncé[@le\é@lﬁ%g%ﬁ&gﬁ%ﬂ@st RCekE4fed, SPRAQBMREAeatdd to the

1005 ce the configuration request is created, it

cdriespIREIEaISE AR vid e 6RMIERRABL LAT 4&%@9&@3%&{‘5@@@

the conmuni cati'on unit 402, causing a request

= K J e
IOl B YRR s T real LN
P RSP RS BOE RO g PSR R8s 50 o
R A N % A ——

software (such as run on a neral purpose conputer
bypreesessinglogic Haad mayt oannmise har%@))a,re $rg-eCrcaiiRy dedicaisd legic, etc.),
both. [00591 Referring to Figure 5, process 500 begins
sofiniare (spelcassminmeg 4 gagicral porposoeempyiterigysigiopad dediealed mapkine), or a
(processi ng bl ock 502). Next, processing |ogic
codtigativnvgbothhet her an  update of a current set of
policies is required based on the result of nonitoring
( declio959rR efbrri g0 Pigufed, prducss SEL eaginsnaith processing logic momnitoring
processing |logic may al so use infornmation received
gl BRI EMspEReNifd BRcE0D| @8t JRYEEEAE 104 ek rhet WMBether an
wirel ess network, and/or existing stafistical

upd e ARutrERk sel of pAREQis Fquirb@ bsleh %ﬁ"fh@fﬁshﬁ B¢ ERARofAhg (decision
deci sion box 504 is positive, processing |loglic
f.or F e Si Aa.: . .
R0 g ok GRS RS ARL g0t Becied
. = ' | ogi .
o 888 B R LIRS WAGASR iy, g
tagﬂf .tq?e%face%ts is required (decision box 510). As
SSUH JURANA e the reconfiguration 20 may relate to
as jfi¢c service perforped by the agents, a, policy, . .
us eﬁsﬁéﬂlﬁﬁ E;e&&é%mn _ é‘rP’iﬁgfraF SP%EH% g??ésé é%mst&té‘c@ procgssing logic
pelrofglr'n?snﬁle%;)dgte (gro?:gsrs}lllgcbeloﬁcesroég ranng send>s/ the lfpd?a. e%nsefbf policies to the

agents (processing block 508).

[0061] Further, processing logi_c determines whether a reconfiguration of one or
more of the agents is required (decision box 510). As discussed above, the reconfiguration
may relate to a sp.eciﬁc.service performed by the agents, a policy used by the agents when
performing the service, or a parameter of a service performed by the agents.

[10062] If 2 reconfiguration is required, processing logic creates a reconfiguration
request (processing block 512) and communicates the reconfiguration request to one or
more agents (processing block 514).

[0063] Figure 6 is a block diagram of one embodiment of a system 600 for

controlling resources associated with a wireless device. The system 600 includes a WRM
14
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4" L.LLLV.) u 14'1 Sf$1l1~. LLI LLLIVAI. request
W6 96RR94AY Pl ock 512) and cornrnnunicates the pericsn03/028254
reconfiguration request to one or nore agents i
(processing block 514). 25 f0063] Figure 6 is a block
agéyt 892 ifa{n ﬂ?cc%%@ﬁtﬁbﬂ%{ Bto%oﬁéfmﬁyé%uﬁe aw1reless device

contr Fesources ass |ated wth Wre

605 A 8‘5%‘5 ?ﬁ %%?F%@gg@s%%ﬁ%@ay@%*ﬂ‘gﬁf the wircless
chwnpﬁc’ﬂ% o et R g Cap LT L) 8%“@539@ a
nefeyva &%mgﬁé&ﬁog AL yeLd) ST ve ude a

trans ort (L4) entity 606, a network | ayer (L3)
ent [Q4pdbake é%ﬂ%agmtﬁl?aasépsp@@)ﬂeefm mapaging locgl yegpgags and flow
The WRM agent 612 is responsi ble for managi ng | ocal

conizd end edapiating. {TheWRdAgens 012 msluivaptlosal data cPrenunication unit
agent 612 includes a |ocal data conmunication unit

614 glolaal dhtalvamnakatication mmitrfil6adn onaluaneit 61816 locahresource manager
eval uator 618, a local resource nmanager 634, a flow

63 4RSS mafidztr 632 Sy HEBhRiZE 626 26d agechndiguetion fidgisifiat 620
identifier 624. [0065] The |ocal data conmunication

uni FO(@& The T&:ialf&zﬁa dahmniicaibh 0giab 1 Mdcelves data ¥dm local wireless

. applications ( application utility
ti &0E!
PRI et BRSTEL U S e, v

s LR, P81 A0 il
RGO S A SR g o
R B e SR 65 B AR B e o

AP| 00661 The evyal uat or f t
crmbodiicnh 014 GBS oM G (A VIS gont 013 id eXletmal Shtitics s

achieved via CORBA APlIs.

[0066] The evaluaior 618 receives information from the local data communication
unit 614 and the global data communication unit 614, analyzes this information, and
invokes different processes operating in the WRM agent 612 based on the analysis. These
processes are mainly performed by the local resource manager 634, the flow manager 632,
the synchronizer 626, and the reconfiguration identifier 624,

{0067] In particular, the evaluator 618 receives information pertaining to current

=3
1
3
3
-
J

-
3
d
3

g conditions p"“ vided by the WRM and inform ation
conditions in the vicinity of the wireless device 602. In one embodiment, the information
pertaining to time-varying local conditions is provided by the MAC layer 610.

Specifically, the MAC layer 610 monitors local channel conditions and communicates the

results of monitoring (i.e., channel state and metrics) to the WRM agent 612. In one
15
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unit 614 and the gl obal data conmunication unit 614,

analNg&sdgi s information, and invokes differen -
processe§ ]operatl ng in the WRM agent 612 based ohc?/rl]jgzoosmzszm

anal ysis. These processes are mainly perfornmed by the

emlgg(?]ﬁLen{ ?ﬁeoMA“% %’%Pé‘ﬁ?ﬁseg %%H\]m%?fnlt%aé{%gﬁ@%gﬁctqn iBubiMy fast

chraoni zer and the reconfigurati I er
m 62$. fhhg%e?lafl n acr,aaicCHAiﬁ{)l’lS the evaluator 61 S receives
TPH F R PRB AT NIPRG o current conditions in the

\e”n‘gg@dﬁ:% FF?‘E e{/ gatl\{)mhggé g@?%ﬁsvtih% g %g};w:gxg ct%(rr;ﬁitions, the current global
condion BoPPRIGRaRIY TP RO RO Ty Iy TRk 6HE

| ocal channel conditions and communicates the results .
detetmimpnivhethemlgedliadistmenia persl todeanadedn dheyeurpené st af glehpd policies.
VWRM agent 612. In one 15 WD 2004/025910
If IpGl/2djBsDODEY B2 3a@nbred, deisualuaton6] 8 infermgibelegad resgurye manager
uses a SINR nonitoring function to continuously fast

634rabit tie ddpstrheme- varyi ng | ocal conditions. [0068] The
eval uator 618 evaluates the tinme-varying conditions,

t he (6069} gNE cGhloMB} 618 alagialdoavaluaeduaept amblocarvontitions Yo
specifications (e.g., SINR wutility functions), and 5

detdBhRE WHagSr MaslppBEatl PGl it e S daEBA ScanRhccomBRdaRAe Based on
to the current set of global policies. |If |ocal

thi?ﬁéth‘ﬁ?ﬁiﬂ?t S g &alafbtidi8 ‘i*nal;} R84 2L MAL 1BthS wifd1dse BSF iEtion 604.
e OoCa

f esource manage 634 about the adjusthents.
006 he.. [ .
1 R85 Y81 43 e A0 Ml SRR Uk e lain
wilfy oo RBEE e b Brreotind tROATGEF BRERHRY iy HRE AT erwork tha
s BB IOEFRIOB AT SENTHER! Y SRR ROMAFTR et EReryy or
accomodat e the application util chgi/l speci fi iati Qns
glopally, theyjecless apphieation 904MeaN RAcA I 9APFLASFPdmely asqiRg the current

gl obal network that is caused by congestion or
netpionis fasipmts ossy or fadi ng conditions detected |ocally
or globally), the wire less application 604 nay need
t o H705in abbvedithegbyaleayern MStreedieesdinw metricsiandséatoutrmation
constraints.
and communicates this information with relevant thresholds included in the current local
policies to the flow manager 632. In one embodiment, the flow metrics and state
information includes flow latency and packet loss parameters provided by the network
layer 608 and flow transmission rate parameters provided by the network layer 608.
[0071] Further, the evaluator 618 selects current state and policy information from
the obtained information and communicates this information {6 the sync
[0072] In one embodiment, the evalnator 618 analyzes the obtained information to
determine whether a reconfiguration of any protocol stack layer entity is needed. This

determination can be made based on current requirements within the global or local

policies, global or local conditions, or any other pertinent information. The
16
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.[0070] In addition, the evaluator 618 receives flow °

i state informati on and conmmuni cat es o
fxﬁ#%‘r"%@%@ﬁﬂ with rel evant threshol ds i ncluded i nII F@szoosmzszu

current local policies to the flow manager 632. In
one enbodi nment, .the fl.ow nmetrj n [ [ ;
recqRGRERIGE oFF U 4R Baesr B a Bletre Pod et Al RLARALFY palicy
provjded by, the network | ayer, 608, a . .
(e S s TOBORSR Bt L r RS FE Rl a B Tlet S gy service
. layer 608. 0071] Further, the eyaluator 618 selects
performe@ hy aBy Bt staplo PRIAY. s reRopig 0D i AT {08 Rpator
i nformation and communi cates this information fromthe
infootns dbewedonfigupativat idontifza @24 gheitit-cat es this i nfomati on
~to synchronizer 626... 't Ill UL1ILL1 V:.. J. [0072]
| n (9083 chhoicnntdimentethe\cahluatoo 61 $ 2180 delgipines vitagh local data
obtained information to determ ne whether a
(e.¢,e9pNEdtidn hahdwhitiofitiAsyysppeifitatins, btdckndigye infennatign)iis to be
needed. This 25 determ nation can be nade based on
trarS ErFe@Nd tHeEA6h] AERNHomniniibationt gt @ledbasubsequenc adbmmunication to
policies, global or l|ocal conditions, or any other
the fnent information. The 16 WO 2004/ 025910
S2003/ 028254 reconfiguration can relate to a
S peﬁiﬂtﬂlf Reafo%ﬁ%%uréelemg?a R 6 TR BRUREE Mcal pSMMLHSMYor 620 and a
cy- ’{e, g., arule & moni t

pol oring) associated with
ny..protocol stac. y AT ) diustment
ool By Rt e saf ey RshLighioyBbaofEitiniRes tocal adjustmen
econfiguration is requir .h val uat.or. |
to thi oo aRgep B Pl s el s PR Sitpe IR
in one_enbqdi ment,. the eval yator 6 al .
congrappicatinn kel 4 fpp thaframstey to g&tfﬁt‘”?fg@(e? %Q%-pi[‘f @u; prgRodiment, the
‘bandwi dth utility specifications, ]ocal conditi og o]
adjusiébpohcigsanyvide uniomaity adsfsunessie all flgws prnyng gy theyprgless
conmuni cation unit 616 for subsequent conunication t%
devidess0RRM lterhG/Ely, tRhaddjnsedipolicaesquipide prpAggEFatiamong the local
i ncludes a local policy updator 620 and a 10 | ocal
flowohéoydiag tospeerferolimquiré®OntsThe | ocal policy updator
620 makes | ocal adjustnment to the global policies and
CONTONTSE &t aRlitidie indheishbodipehi, dhesdscdl politreupdater 62atomtrols
mapping of the global QoS policies into MAC layer QoS policies (e.g., via pre-configured
class of service (CoS)/QoS header field mapping) based on the instructions received from
the evaluator 618. In one embodiment, the local policy updator 620 may also updgte the
MAC layer Qo$ policies directly based on the instructions received from the evaluator

618.
[0076] The local policy enforcemeni unit 630 conirols enforcement o
layer policies and global policies. The MAC layer policies are applied to application

flows at a faster time scale to address issues caused by fading or other degraded local

conditions on one or more flows. The use of a faster time scale for the MAC layer policies
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comuni cation unit 614 for the transfer to the network
lvegebofmRs1e!l N one embodi nent, the adjusted polig&e&is2003/028254
provide uniformty and fairness to all flows running
on the wireless device 602. Alternatively, the

(whijhuste dr ey noli ;ceaflpt evifhdihe glgbal polidiss atlows thedddd” tdyer to improve
| ocal 15 flows according to specific QoS requirenents.

thd RRZbEchahReizdaditibybefbrd the globabgdici@tecotbactiasal
policy updator 620 controls nmapping on the global QoS

pol i @R, T MovWhfanh @ e 2 @2 PR M a%gm(@-zqnana\glegﬂow control and
pre-configured class of service (CoS)/ QS header

ad{a%t%!i&'n gqim Q&Elg&aa};‘fﬂcéﬂbﬂ' #%ﬂglgﬁﬁfé%%ﬁé}ﬁ%{oﬁﬁﬁh\b%h{s ePdator 618

e evaluator 618. In one e i ment ocal “policy

e e O
.1. 61 0076j T X [ .y e
AT AT M RGN —
e A b st S s S o

time scale to address issues caused by fading or other
meghanigas @f thedeanspost layerdQo andnedmolaysd©08ore f1 ows. The
use of a faster tinme scale for the ill AC |ayer
pol i[80EY Tie syarlzeniz¢06289r0 vidpOTaudizeier betezsed thewrotdeol stack
may or may not conflict with the gl obal policies)
layek eotisest [The Mahreniser 626 makes etate aitdywlicy dmbrmoitiematailable between
condi tions before the gl obal policies becone active.
the 8¥@¥thl dihek lay@wnidea@anaiatizn ofnchimizalvh cagenhciyddization induced
manages flow control and adaptation. for the wreless
by3iétal palidyodhahS4, M%hl%lﬂc?fcﬁéﬁ%,l SYIdW 8YApRRIbnD YT He®ordination

eval uator 618 e., the flow netrics and state

betweR HHBbloRR o P Jiﬁxtﬂé?ﬁﬁ?réﬂéﬂfﬁ ls?ﬁd?ﬁ‘ﬁ{iﬂeﬁ%ni Rokb& transggrt (per

current local policies). Th ow nanager 632 manag

1o WL RLibALoriddi ¥nd! i AGiLfi Eﬂagéﬁbﬁ%‘ff”é{}f‘gg% Qs pIRABSM P B

transport 1ayer on usl ng

ro RO AR by B S ol AR G e,
Bl R0 RSB 05 2P 8500 el

policy information avail able between the protocol

PaSMEIIT NASIRE entities to maintain synchronization or
resynchroni zati on i nduced . by gﬂgpbal pal i cy changes, )
| oc39079d(The yeconfawation ientifisho s sesponsihle fynissuing reconfiguration
coordi nati on

requests. The reconfiguration identifier 624 includes a parameter modifier 646 to create

reconfiguration requests to modify parameters (e.g., a measurement frequency), a policy
modifier 644 to create reconfiguration requests to modify policies (e.g., a rule for
monitoring) associated with protocol stack layer entities, and a functionality modifier 642
to create reconfiguration requests to modify or remove existing services or add new
services to be performed by any protocol stack entity. In particular, alternative transport
layer control schemes can be configured in real time to provide greater flexibility to the

multiple, varying conditions exhibited by the wireless channel. In one embodiment, if a
18 '



10

16

20

25

"between the protocol stack entities may enable ®

SYBGsAPsAAL | on between transport (per flow)  perysagesmzsess
congestion control and reliability states, netvvori
| ayer QoS policies and flow 15 policing state, gl obal

real ﬁﬁg:ere@&ﬁ"gﬁgaw&i o ﬁ{eetrangﬁ ﬁ% BRL{ORalR Yyt doftfiection

appe usi ng ormation, I nter-layer
mcléglsia né?yn&p% i %aseogf a}’tt%.?gfxrt gﬁlgqe'ézgéé%ﬁ = gsg\?%r AN/WAN networks
f.or

: f 62 bl.e
cop S f&&ﬁﬂawéwe ﬂfl@éﬁl@@?%'@ﬁfém&éwﬁ%ﬁaa?@aﬁs st gnated service
meeﬂ%ﬁ%r'eflé ;@v%é ot e AT GHA T BSB89 fﬁow nevork nodes

‘paraneters a nmeasurenent frequency), pol i.cy

to rRsERfigwe Mnanﬁzeprblaéralt dynagrehi tgsyBehrenize é@ﬂf@@f@eﬂféces during
nodi fy policies (e.g., a rule for Monitonrig)

comxtion a¢tupl Wth protocol stack |laver entities- and a
fimetionality nodifier 64? to create reconfiguration
r eqedso] Tthe nemdirk Jayer 60% omvie exosiigured woymplop end binsldaternative
new services to be perfornmed by any protocol stack

QoSndlgdrithmis And sdrticed) | Similaallyl theMAVRyéral0spn bt rdoniigyssd to
control schemes can be configured in real tinme to

emplVAridehifd Sied@itivk NeX el it Qod MegbhidimsialitsbRics. varyi ng
condl tions exhibited by the wireless channel. In one

?@gggé%mjeﬁ i8a How'a; agljangop&fe/ AR6chEnt of a process IZOO for

02825-t rea time reconfiguration of

coﬁt['ﬁﬁﬁg P({c%ll Jeeaﬁ?% %&%%%&ﬁﬁ alybi gaésg%hcs °‘T°H§ﬁfdc@§!s may be

enc In case O ransport connect

per?cn;néei everrg%gm V\F ?Vélc glgalt1 SO fllynﬁg Rk %}e ClI‘C dcdlcated

desi mschanl smis I‘OVI de

logt PR ANEEHE GPAS Pt B F aghsts cgmpa%r ﬁ%ﬁ%& a dedicated
nodes 5 to reconfigure the transport | ayer dynam cal ly

maching), 9F g campiiation § rt services during connection

set u&? 0080] The _network | aver 608 can_he

recd 825; Rredaring tockignes 7 apgeess 180 Brgias withipyecesgpglogic receiving a
al gorithns and services. Sinilar the MAC | ayer 610

setodigldbal pelicdestiiape p SHRM (preegsbiog blmgt B2hdAbproeessing kleck 704,
MAC | evel QoS algorithnms and services. 10 [0081]

prdeespingelogid evalmatel bwabcaglitaonsdé. g fiadingrivodilapped cells)associated with
process 700 for controlling |ocal resources

a spEs e iviveRds ddvide. dn\whe elnbadingke,iloeal cfiditipisare sdentifiyd besed on

SINR monitoring performed by a MAC layer entity. Next, processing logic adjusts the set
of global policies based on the local conditions and utility specifications of applications

running on the wireless device (processing block 706) and then controls enforcement of

1 Azvretand smnliadan ae dotn FAoora At otmadod Geaee 4la walane Aoerians fmranoacina khlanls
L: U.J UoLou _lJUllbleb 1 UdlLa v WS ViLsILIgLoLl Livill Ui Win CL35 (iSVICe LA W eI DL, LU

708). In one embodiment, MAC layer QoS policies mapped from the adjusted policies are
enforced at a faster time scale to improve local channel conditions before the adjusted

global policies become active.
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‘per fornmed by processing logi c that may conprise

mb%@jjﬁ,glg 9., circuitry, dedicated 1logic, et CP):T/USZOO.'}/OZSZ-»I
sof tware (such as run on a general purpose comput

system or a dedicated nachine), or a conbination of

bot pgoghp Fflpcﬁ@lzgr()%@&ﬁ{gr liogﬂ: dsSesEdsHWVE condifsRaR8&d 319 Pow state and

begins w th processing Fogic recel ving a set of

meﬂjicggﬁgwﬂgd b Eéﬂygth?'er ﬁ&ﬁﬁgl{‘%ygvé?ﬁﬁy g@:@ppll@ﬁtlon flow

eSS|ng pro eSS|ng 0

(prg%egg&g ;?cécg ’%0? éneg %ggﬁznil dhélmwg cgﬁtécgl;elng ea@%gtaﬁgxlr i):?s)ed on the flow
odi | oca ditions are identified based on '

coré]b @?Pf%‘?gﬁﬁdbzfﬁbr med by a MAC | ayer enti t y
Next rocessing | ogic adjusts the set ,20 of
pol i 10983 Higure P | aﬂ@s wm%ﬂoncqf@cﬁlftngﬁ@déww ipg 350 The
speci fications of applications running on the wireles

dlsuémt@bstqtp mashingi S0 sBpRgTs Ee)2utnRgmote V@Brﬁfrfmdback-based control
enf orcenment of 708). In one enbodi nent, MAC | ayer

~ a@bdhad ddviel; iadscahippband a Howtlbecladhibtcadh pbiticdhees leweds is directed at
enforced at a Faster tine scale to inprove |ocal

a diffsaemealet clutgedtivené. heglobal ushe: afficient s dob aglesdmiaximization and
policies becone active. WD 2004/025910

faifdedd, Wi BRB{ P dw [cBRBSI] antuidihtefion)Pihe cR:2s la@ld £#4g beerlapped on

assesses fl ow conditi ons based on flow state and

me{ﬁhﬂh&fce RhaNd AadlhycinhtiaesheEd. Makple Rblahtds GFBe ftate machine
network |ayer entity per application flow (processing

pm%la&&tE gitl;’k %n,gggje%ﬁsttgﬁ(gﬁ %reflcjésQWeﬁeé‘ Eﬁc%rzéiﬂlgtance for each flow

ondi tions (processing

block 71 41 Fl gu 8 illustrates operation of a
mn&msﬁwﬂﬂi'ut edwért%ia%?eénrr‘gc i e%tSOO The distributed state

f eem@gk %H egtgl:]% ?tgfsfg}ra%% 3yt ggﬁﬁ? %)ggtsvv% iR F%E)gf:rational state
beipg %tﬁr@gdbégﬂ%%% it @sfo fo akﬁft%tcﬁe%ﬂtéﬂr QP fach I6val, a

gl obal usage efficiency, |ocal acce m zati on ?
mopﬁpm%g@ce&ﬁa Chorls £ BB SRy RGPS &PPEHylity of
the three | evel s are overl apped on 10 thelr i nfl uenc
instabilitiiendihearesd o enfeiningg 2 eansenl state, ipvekingHliematiye a}%’é’éhms that
of the state machi ne
manage the particular level of concem.

..-

[0086] At the global level, channel bandwidth monitoring 808 detects an unstable
state 810 of the global wireless channel, at which the global control state (i.e., global QoS)
802 is entered into. Global QoS 802 evaluates global conditions using global conditions

feedback mechanism 812 and performs update 814 of QoS policies in accordance with the

but may also cause the state machine 800 to go into an unstable local channel state 818.

The unstable local channel state 818 also occurs when SINR monitoring 816 determines

that a SINR . threshold has been exceeded.
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‘procedure will run, with one instance per wreless °

bRadeone i nstance for each flow running WthiBe3i028251
?ﬁ(g w rel ess environment. [00851 At each |evel, a FHEsEs

stabl e and unstable state exists, with an operational
st i.ng. cent t t :
ol ARG EpRA R LG Rt A B QT arivn by
noni t or.j.n r,oC re ecks aj i) 4 -
charlfs oRH B8 ROt e e o aP B ST ot Yol b T 0p pyticies
—.and the need t nter in optrpl. state, . | Ki
and eIl B G Peies AT G apfeies el AR AC Qos
level. of concern. [0086] At the_ gl abal  lLevel,. .channel
poligtead Rnrpernerriof SEAG &@wlw&"é@g? gﬁPﬁP@%‘%l (8 digfprgnd tite scales)
810 of the global wreless channel, at which the
willgesitin updetet 836! of thst chrnnglistase andjenfiaw spisvhidpmgp gaysg the state
entered into. dobal QoS 802 eval uates gl obal
mactomed$ad orstarshin gtaledbed] chamm statrii4 de dirawkantizathdhe spdate of

812 and perforns update 814 of QoS policies in.

locaA§oHEdaRRe rédultin tah @nstablb dlownstyted3do Thausstabledlost state 834 may
machi ne 800 to go into an unstable |ocal channel state

alsoPd&ur asl s oF AbhRofiRERlocER B3P evhentibd@eritiifesathatofl o datescy and
when SINR nonitoring 81 6 determnes 25 that a SINR

I A6 NoRimesktnds. 20 wO 2004/ 025910
pa°%%1°?%%gjt‘)o§%o§esezs4 ([30087] I ns response to the unstable

SRR B, 00 e St Byl s

con rm updaf e 824 of Ret wor

i
confRPeaf S o R o SRR o

result in update 830 of the channel state and/or flow
stabde Hpw staipBth nay cause the state machine 800 to enter
into stable local channel state 844. in the nean

> ti

t hel0Q8Figuse 9 iy wblark gisieram o5 amaycraRian] Gonypteg gystern U0 that

unstable flow state 834. The unstable flow state 834
mayrbg useall to pedformonasr moreafithe opdranens deseribeg heree e bsalapative

when it determ nes that flow | atency and
embodiments, the machine may comprise a network server, a network gateway, a network
router, a network switch, a network bridge, Personal Digital Assistant (PDA), a cellular
telephone, a web appliance or any machine capable of executing a sequence of instructions
that specify actions to be taken by that machine.

[0090} The computer system 900 includes a processor 902, a main memory 304
and a static memory 906, which communicate with each other via a bus 908. The
compuier system 900 may further include a video display unit 910.(s.g., a
display (LCD) or a cathode ray tube (CRT)). The computer system 900 also includes an
alpha-numeric input device 912 (e.g., a keyboard), a cursor control device 914 (e.g., a

mouse), a disk drive unit 916, a signal generation device 920 (e.g., a speaker) and a .

network interface device 922.
21
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‘packet drops have exceeded flow thresholds. 10 [00881

Anstable flow state 834 occurs, flow ma <
}@pgg&é@ﬁé%@ uses feedback 836 of application Si Eﬁgﬁ]szoosmzszm
state and bandw dth availability and perforns flow

rat OOSs:lqtnlﬁ] odlslg&gvealﬂﬁlhéllMCﬁlﬁEé Qpﬂ)ﬂl hibr £QALEIQ Inbe%'illgn 924 on

causi ng e state machine to enter nto a sta Tl ow

Whéél‘?ts%FogFg a g%tgpgggsél;u':ggr;&tr(g m9 5@%2%?@ %@gh@aﬁg i}lﬁ En@ rbtr 5111, of the
meﬁwf Th e Shed e ot MEnORE Ao 53 B sapplcily o

nprlse a network server, a net

at k%stmrtka yawﬂl@rtheaﬂ%twygaﬁﬁe or &’“?%&\%6&’!20%?%382 The

Personal Digital Assistant (PDA), a cellular
sofrwprsfi?éraay pbe ks Hed opfecaivgd ﬁﬁ*cth? netwesk drerdagsrdevice 922,
executing a sequence ol instructions that specify

Foathtei romgoses obthis speeifichtjort, bt term ¢ wiomputegeadbiomnedingm” shall be
comput er system 900 i ncludes a processor 902, a plain

takeR e incldanyanetiamshatis capablearf\st@iiE, orwhioding o semuEncabé
with each other via a bus 908. The comput er system

inRLtiGRYTot Bxddugbn b eletd@dhutot 26 ahatdasdd thy chaPutepro gerform any one
cat hode ray tube (CRT)), The conputer system 900 al so

of Hﬁ%é‘tﬂ@&ol@@w@ b PR PRAEEY 1h Ger IR TTHRQY NS eco?ll;ﬁltérereﬂdabl@medmm"
keyboard), "a cursor control device 914 (e.g., 25

sh?%%)d@g%ﬁ%ﬁ(eﬂrtb i1kt blﬁgn%t be 1i1iRaab, &gﬁ SEARL hR ones, optical

twork 1 nterface device a speaker)

% gge%(i(glalfgl\g%dga ?(g%%g&% eﬁscT/ US2003/ 028251 [ 0091]

’ve uni udes a coni puter-read able
et. of struct

(r - SO eSS sy an i aieds obRigrisehl fBpion win

no doubt become apparent to a person of ordinary skill in the art after having read the
foregoing description, it is to be understood that any particular embodiment shown and
described by way of illustration is in no way intended to be considered limiting.
Therefore, references to details of various embodiments are not intended to limit the scope
of the claims which in themselves recite only those features regarded as essential to the

invention.
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met hodol ogi es descri bed above, The software 926 is *

to reside, conpletely or at |east -
32???“3‘( %é/\g,]ﬂthhi n the main nenory 904 and/or w tﬁ(ﬁ}'}/USZ(l(}SI{)ZSZM
the processor 902. The 5 software 926 may further be
citApagm tted or received via the network interface
device 922. For the purposes of this specification,
the term" conputer-readabl e medi unt shall be taken
to include any nediumthat is capable of storing or
Wen%cl:)rgj ng a sequence of instructions for execution by
i conputer and that cause the conputer to perform
any .one n‘lgf t he nmet hodol ogi es of the present
i nvent i on™® SYFERCOPRISB8 Ut er - r eadabl e medi unt 10
‘shall accordingly be taken to_included, but not be .
| i miggRiuraligy O%erpl'\és%eatcgs peurded 2 WHleppagtwogky gach of the plurality
magneti c disks, and carrier wave signals. [0092]
of wieslasa deviges/indiatiog ane onsormdptarflaive iserittd dimswisélessyeetwork; and
present invention will no doubt beconme apparent to a
per sanulif-ticed wmiziegs sdsolrce conitdiseande, edupded todhe marelesadetwork, to
the foregoing description, it is to be understood
mdri@t, zaeychpel huktipleatiers gbaditiornpersdting tadtdata flbvs degpdrdatdbfiom the
by way of illustration is in no way intended to be
phEamyi ofeFitdledsideiickd) gnd T @m@bPfRourced Ars@1iICRSH b niddtik tidrs based
of various enbodiments are not intended to limt the
on$EORSnitSHind, e ﬁhﬁiéﬂ@tié‘i’s"' b&hpﬁﬂn% Q?Eﬁﬁ'avfﬁ%tt tgleg%éo%ie@éﬁ With the

those features regarded as esséential to

A e 10y 200 2 SRR PO v
wirel ess devices coupled to a wirel ess network, each
of the plurality of wireless devices initiating one

or re ta flo ent, tp the,wirel.ess. ne rk: and )

O Bt Pty TR ¥ Bt ot miRlE Do B fron it a third
. coupl.ed,ta.the wireless network, to njtaor, at .each .
tierFsSeifed BT 41 GPLCaaE, FHMPIRG A8 (oSSR BRIt of Yirdlm devicss.

originated fromthe plurality of wreless devices,

and to control resources at said each of nmultiple

tiers based 10 on the nonitoring, the multiple tiers

conpr i si ndieasystemadclazmfli wheret the nudis-dieregtveigelodstrasauisee control

wi rel ess network and a second tier associated with one
sergfcetihte quintrohidsoyrees at wiidehels of weltipdeticrs at a time scale specific to said

each of multiple tiers.

4, The system of claim 3 wherein the multi-tiered wireless resource control

service is further to provide exchange of data between the multiple tiers, the data

T

Tra s o farmine raonn e aﬁr‘ arecu ot
i1 1 % Hilkoy LANL ol

AvAf U

L
3
oy
Faa)
(41
8
£
c
7]

to reconfigure a component of the multi-tiered wireless resource control service that

operates at a Jower tier within the multiple tiers.
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'The system of claim1 wherein the nultiple tiers v
fWhLIET8APri ses a third tier associated W th ap-rusie03/028254
application running on the one of the plurality o? .
wirel ess devices. 15 3. The systemof claiml|l wherein
the.multiztiered wrel [ : rud i
o Eont r 61 PELGHoE e g A R Rrirci ARG otrol
a tine scale specific to said each of nultiple tiers.

Servige GOMRESsyst em of claim 3 wherein the nulti-tiered

- Wireless resource contr service is, further to
or o¥ ME1es% ESRaRIGE eI e ﬁta,{h%ﬁffﬁetbﬁl‘éo Pragpge global
the data to reconfjgure a conponent of the

resourbes assoaiated wikhythe sdrsleseBYWOEE ®Ent rol servi ce t hat
‘operates at a lower tier wwthin the nultiple tiers. 25
0 WOphogity/of IERIDageaF Lisharshopisraity of Wik agestsoperting at the
clai n? wherein the nmulti-tiered wireless resource

secomhiiench manpy larl menpeéssasociatedivitl eagraspeuling ene of the plurality
manager (WRM) operating at the first tier to nmanage

of Wireled devis BHcesh 1064 eonditiets mid hsett b€ pulicied msaived from the
network; and 5 a plurality of WRM agents, each of the

WRNAUER dh O IRV, BEWHN 22886 Flrtig opkrating at SreabiRdl td facilitate

to manage l'ocal Tesources associated with a

adagelrtfoﬁ%? Q)EQ Bp%og% ﬁTtQﬁova %sd%giéﬁé@ Witlf an 9ppMaliSh ?lf%ﬁn'ng on the

evi ces Dpase ocal conditions and a set o

olitj.cs recei U}g ..each of the plurality
corgerSpW gﬁ%ﬁﬁgggﬂjrr@ﬁg?foperleas |%%C§s? the third to
facilitate adaptation of one or nore data flows

associated with an application namng on the 10
o o g St S R A AL ALV e
plurality of WRM agents e . .

operates in cooperation with a set of protocol stack layer entities including:

a programmable transport layer entity to employ altemative transport layer control
schemes in real time for adaptation of the one or more data flows associated with the
application;

a programmable network layer entity to bind alternative network layer QoS
algorithms and services in real time for enforcement of network layer QoS policies on the
one or more data flows associated with the application; and

a programmable media access control (MAC) layer protocol entity to map the

network layer QoS policies to MAC layer QoS policies and to bind alternative MAC layer

QoS algorithms and services in real time for enforcement of MAC layer QoS policies on
the one or more data flows associated with the application, the enforcement of the MAC

layer QoS policies occurring at a faster time scale than the enforcement of the network

layer QoS policies.
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-operates in cooperation with a set of protocol stack ’
'\93%04%9%{}' es including: a programmabl e transpofdy sa00328254
l'ayer entity to enploy alternative transport |ayer

control 15 schenes in real tinme for adaptation of the

one,, or e data fl | \ oents is to
ap p?'i c a?? %?] ?ysgerlg of al%i’r\ﬁ 6 2Gh %L@ﬂjﬂf’ﬂlﬁ glﬁrgﬁtg of WRM ag

rogramabl’e” hetwor yer entity to

bi n lternative network |ayer | .goni .
progut e Shieeatl rmRip bR e SRl i T fhepepwork
QS _?ol icies on the qne or nore data fl ows associ at ed
laygy antity #nd e MALALYS# M Snd 20 a programmabl e medi a
access control (M AC) |layer protocol entity to nmap the
network |ayer QoS policies to MAC | ayer QoS policies
~and to bind alternative MAC | aver QoS al gorithnms and
ser §i cesAimethedicomprising60. 1 enforcenent t OF MAC | ayer
QoS policies on the one or nore data flows associated
Wi t mohheriappt backtdfomltipledicen tonditomperpiniogto daetlows originated
| ayer QoS policies occurring at a faster tinme scale
frofnhBplutliey 8NRERET@Niced otpled red wirsles2betivayle thmsliiple tiers
policies. WD 200411125910 PCT/ US2003/ 028254 7. The

inchiatee&fst £ gt MePb¥he hbbiarAGHiHIPThetWitslgdswetbdrkyndla SYERMA tier
agents is to -provide data exchange and coordi nation

: ' P& work | ayer
el BEHIR] ERRENE R Lr oy gt 1R

eR{Tty”and the NAC |
con T Bl e ofthe FARGIEKMNSHPVE teRolorine,

plurality c) f wireless devices coupled to a wrel ess
network, the nultiple tiers including at |east a

first ti bei n ociated wth t W, I el ess _net wor .

an dga seggﬁ 5ue[tliugi,0 %@F’n@wgg@@cﬁ f‘é‘ﬂg%ettwrsoﬁlgﬁg? “q \Ag‘.lslés a third
_plurality of wireless devices; .and 10, control i ni; Jarality of
tierrassqsiated Withrong o¢ 3 Phirakityof appliGagions pynajng qunibe gng AT thgplurality o

‘monitoring. 9. The nethod of claim8 wherein the
winglebs dpliesst i ers further conprises a third tier

associated with one of a plurality of applications

running on the one of the plurality of wreless

devices. 15 10. The nethod of claim@8 further

conp@. si Ahe method of claim 8 further comprising:

exchanging data between the multiple tiers, the exchanged data comprising at least

one of the adjusted set of policies, the monitoring results, and a request to reconfigure a
component of the multi-tiered wireless resource control service that operates at a lower tier

within the multiple tiers.

i1l. A meihod comprising:

monitoring global conditions in a wireless network, the global conditions
pertaining to operation of a plurality of wireless devices coupled to the wireless network;

determining that a reconfiguration of one or more of a plurality of agents

associated with the plurality of wireless devices is required based on the monitoring; and
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-exchangi ng data between the nmultiple tiers, the ’
axghangeshigat a conprising at least one of the perwsa003/028254
adj usted set of policies, the nonitoring results, an
a request to reconfigure a conponent of the
MUl Edmiru@{c@dn b ﬁ-@éo%ﬁgufa%ﬂ %qt'i@w%@ e Gile GRS thdplurality of
operates at a lower tier wthin the nultiple tiers.
ag&ﬂit_y_l r i. A nethod conprising: nonitoring gl obal
conditions in a wirel ess network, the globa
- conditions pertaining to operation of a plurality of
W rel ess devices coupled to the wirel ess network;
det exr m nj t hat . a.rreconfigquration of .one .or nore, of a.
o una | 1y e e L ufeteh b8 fong BiuBhE) Rmetises a
"of wireless devices i.s required, based on the
leaphsH OB ATPRIESHIAMOGEY (NACHRILNSEYS Grper s Bty 2aest to
conmuni cating a reconfiguration request to the one or
mogdify @ peficy neefglmﬂv&lqnwr ploraagsniss and g requgsl trwpefy pparameter of
claim 1l wherein the reconfiguration request conprises
theaine loge asire agaitdHf a request to nodify functionality of
the one or nore agents, a request to nodify a policy
used by the one or nore agents, and a request to
nodi fy a paraneter of the one or nore agents. 1.3. The
met hed offhe ndthodldf dlaifd Hefurthergumsidigg: 10 recei vi ng
information fromthe plurality of agents, the
i nf QUcERL O fbRteE ifRe Ble phb8RSTof \Wighek S8 BHWMdh including at
utility requirenments of applications installed on the

leag gﬁ%%ésg%rv%ﬁk\éﬂstﬁﬁ% geggu'glﬁ}éﬁtg 6B ap RS iRbiaied alﬁ S Jiffdlity of

on the nitoring and the

wir %@g%ﬁééso&d received fromthe plurality of agents. 15
T4 apparatus conprising a nonitor to nonitor

0! OBl oG AN Sor It pB14leS 6588 3 U Bhoride EnPAr8 B¥ormation

received from the plurality of agents.

14.  An apparatus comprising:

a monitor to monitor global conditions in a wireless network, the global conditions
pertaining to operation of a plurality of wireless devices coupled to the wireless network;

an evaluator to determine that a reconfiguration of one or more of a plurality of
agents associated with the plurality of wireless devices is required based on the

monitoring; and
of the plurality of agents in real time.

15.  The apparatus of claim 14 further comprising a reconfiguration module to

create the reconfiguration request, the reconfiguration module comprising:
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‘pertaining to operation of a plurality of wreless °
c@gi &ﬁﬁn‘ﬁﬂh’pl ed to the wireless network; an eV%H’ﬁfi}%E()os/ozs;Zﬂ
to ée efmne that a reconfiguration of one or nore o i
a plurality of 20 agents associated with the plurality

of w.rel.ess. devices is require d . :
rorf FOEPRAL PR to gt iR o) AR S Tpb Sty of goid one of the
tine. 25 15. The apparatus of claim 14 further

Pluglithod 28Rt a reconfiguration nodule to create the

reconfiguration request, the reconfiguration nodul e

conpPPlpngodifigr {orednesi owguigt ? EJB%@%P%PE@%S-%&J gue of the

functionality nodifier to request nodification of
plufaliticef zgeats; ayd of sai d one of the plurality of agents;

a policy nodifier to request a nodification of a

pol & pyranseat ninydifer td requestof modidicatnield pargmeter gf e3id one of the

and a paraneter nodifier to request a nodification of
plutalippopa@hesr of said one of the plurality of agents.

1.6. The apparatus of claim 14 wherein the eval uator

is to further utilize information received fromthe

plurality of agents when determ ning whet her 10

recodf i gypabhoRaths oPEGHE M wherkin theRhhatbr GO futtBengilize
receiving a set of global policies froma wreless

infQlia¥Bh lfef'r{gg\%@mlffcﬁﬁ i ?%ﬁgﬁsosf SUR YAleh MR tdr R Ahg GRREIeE T ONS

assocl a evice coupled to a

" CV\%{ el 5SS 15 (ge%twor k; adjusting the set of gl obal

eB FETE BASET on the eval uation of Iocal conditions;
and controlling enforcenent of the adjusted set of
gl obal policies on one or nore data flows originated

fromthe wireless device. 20 |IS. The nmethod of claim
17 Fr t né&rmeBag cOapRging:

receiving a set of global policies from a wireless network resource manager;
evaluating local conditions associated with a wireless device coupled to a wireless

network;

adjusting the set of global policies based on the evaluation of local conditions; and
controlling enforcement of the adjusted set of global policies on one or more data

flows originated from the wireless device.

18. The method of claim 17 further comprising:
collecting information pertaining to the local conditions from a media access

conirol (MAC) Iayer entity.

19. The method of claim 17 further comprising:
assessing flow conditions based on monitoring performed by any one of a transport

layer entity, a network layer entity and a media access control (MAC) layer entity; and
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.collecting informati on pertaining to the | ocal 9
conditions froma nedia access control (MAC) | ayer _
éﬁ?i:"[’@/{’mi@p The nethod of claim 17 further corrpr?égpﬁjéfwm’msz“
25 assessing flow conditions based on nonitoring
per f or ned any one of a transport .layer entity, a
et HEFREING JIow SRy gndFabigtin %ﬁgeda%fé@?%ﬁ?‘}ffdﬁw‘{smq
| ayer entity; and 27 WO 2004/02, 5910
PCT/ US2003/ 02825- 1 managi ng fl ow control and
~adaptation based on the flow conditions. The nethod of
cl ai2th 17 Thamedtbed ebetpim 57 fgther epgpasingg a
reconfiguration of any one of a transport |ayer
ent tiggeriag natemrfiguraiparof aenoine ¢f atrdnsponddyer catibe saictwork layer
~control (MAC) layer entity based on the information
entit9ahdlaMhétla atdes@eont@l (MAC) lpwaleniiyridised omhe iffomation pertaining
conditions and the set of global policies 21. The
to A4 d1QHe RWfcallctidmions, flew chRditi6RyaHd tBE BEE oftlgl6has pelitieny
policy and state data between a transport |ayer
entity, a network layer 10 entity and a nedi a access
control (MAC) |ayer entity. 22. An apparatus

co i Si Rg. ﬁfr&gpy cation unit to

reggli've g%ge et%#"?gf@%g‘?iﬁo I Cl e‘?ﬁpir]%?ng'a Wi rel ess

network_.resourge n I \, I

[ ocdrensGane pofiey SRCEHF dredenfin RRPLP kP o eRbRork ayer

coupled fro a wrel %i B@hﬁm K, {50 determ ne, based on
entity and g meshia PERTSS GRTLY EM 2YELEDUY- g1 obal  pol i ci es

needs to be adjusted; a |ocal policy manager to adj ust

the set of gl obal policies when needed; and a | ocal

policy enforcenent unit to control enforcenent of the

adj @48t ed Ageprafatys eBeTISIE) pol i ci es on one or nore

data flows originated fromthe wrel ess device.  23. .

The aaiyini detasoufmwlication 2ait t6 raceivera ssbapglobilmylicigs from a wireless

gl obal data conmunication unit to collect infornmation
netp@ilt edsoureg nhamaghe | ocal conditions froma nedi a

access control (MAC) layer entity. 25 '

an evaluator to evaluate local conditions associated with a wireless device coupled

to a wireless network, to determine, based on the evaluation, whether the set of global

policies needs to be adjusted;
a local policy manager to adjust the set of global policies when needed; and
a local policy enforcement unit to control enforcement of the adjusted set of global

policies on one or more data flows originated from the wireless device.

23.  The apparatus of claim 22 further comprising:
a global data communication unit to collect information pertaining to the local

conditions from a media access control (MAC) layer entity.

24.  The apparatus of claim 22 further comprising:
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.The apparatus of claim22 further conprising: 28 %?C

4/ U25910 PCT/ US2003/ 028254 a fl ow nanager to e _
f%?(g\%/o‘gg“ﬁf”r‘& and adaptati on based on nonitoring Ped850s 028254
performed by any one of a transport |ayer entity, a

oy Ertst ragger Shimaniec B Sl o ARGERn 5 GRmerlothe
pmiftgmg%lg?yr :gf:y?tg}%[ﬂl{fsa: tgagisggrr %S{glggtljéﬁypr%%%g@q llagee}tn qtnlg&%{ﬂ. % fhedia access

u

| ayer entity, a network |layer entity and a nedi a
coatrd dBEAChlaverointityagyl te.ayer entity based on the

i nformati on pertaining to any of the | ocal conditions,

now condi tions and the set of global policies. 10 The
“apparatus of claim22 further conprising: a

syn@lsr oniTderapparatusaisiann 22dhither cangbrisingt e dat a bet ween

a transport |ayer entity, a network layer entity and

a madbébrfiguRdion desitTet td ridger 4 Ryeifignhtidiyof diy ddié.of A transport

conput er software product conprising one or nore
layeERiabPh&wER ager &iﬁfﬂ/ Rgll £xRaH RBES coRgbl WEATPRS/er entity based

stored thereon which,” when executed by a processing

on ‘{il?evliﬁﬁgpa‘fnigp ?Igrg{iie tgf}B Qh§oP {H%gogﬁ WbESitibRs, AARNdn@ition8tnd the set of

eac ers; conditions pertaining to data
Iflev\a.cogsi ginated from a plurality of wreless
go(?'él PLEd toupled to a wireless net' A ork, the multiple
tiers 20 including at least a first tier being
associated with the wireless network and a second tier
bei ng assqciated with one o he plurality of wreless
devi“Ces; &PEW&&P&?&H{! IO 0f  the nul tiple
tiers based_on the noriiioring. 28. The conputer ;
sof t avdmehynnizsn & rapsierpaiigy ond %ﬁ@rdér%bﬁttwse% TRspeg layer enfity, a
tiers further conprises a third tier associated wth
netwoek dfyen eptitpiantl jatnyedid acgpps donirel QA G daer BBt 25 t he
one of the plurality of wreless devices. WO
2004/ 025910

27. A computer software product comprising one or more recordable media
having executable instructions stored thereon which, when executed by a processing
device, cause the processing device to:

monitor, at each of multiple tiers, conditions pertaining to data flows originated
from a plurality of wireless devices coupled to a wireless network, the multiple tiers
including at least a first tier being associated with the wireless network and a second tier
bemg associated with one of the plurality of wireless devices; and

control resources at each of the muiiipie tiers based on the moniioring.

28.  The computer software product of claim 27 wherein the multiple tiers
further comprises a third ter associated with one of a plurality of applications running on

the one of the plurality of wireless devices.
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‘A conmputer software product conprising one or nore °

MR 260dAdogo Medi a havi ng executabl e instructions s&Epygshosin2s2sy
t hereon whi ch, when executed by a processing device,
cause the processing device to: nonitor global
conditions in a wreless network, the gl obal :
conditions pertaining to operation of a plurality of
Wi I eh ess adey] PPk ' &% ' :
det g?m né %ﬁ% %econ??rggggtt%ag}?ﬂ ggrfglone g ?ﬁ%?g&égabz}le media
hav%g‘ E@chia%}]e%st%%%ﬁ st%?édotﬁél%éﬁ GricH, Giheh %ﬁe&lt&[ 9}'( h&ﬁ{oc%sing
W T el €ss devices 1S required based on thé nonitofing;
d and corﬁguni cate a reco[n_fi guration request to the one
evaFe GRS G PIOESSTIEINISe)" of 10 agents. The conputer
"software product .of claim29 wherein the . ..
¢ ecnitgnelRbrlsendtins a » Wulss SRY oMk theglopaludisions pertaining to
request to npdify functionality of the one or nore
opesgfian of a pluradigvies wirelssheryigsy caupled tetheyearlessynetwarkpne
or nore agents, and a request to 15 nodify a i
par detetraine thiat phrecamfigumationof enagempss of3pplurality of agents associated

with the plurality of wireless devices is required based on the monitoring; and
communicate a reconfiguration request to the one or more of the plurality of

agents.

30.  The computer software product of claim 29 wherein the reconfiguration
request comprises at least one of a request to modify functionality of the one or more
agents, a request to modify a policy used by the one or more agénts, and a request to

modify a parameter of the one or more agents.
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