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invention relates to a nethod and system of encrypting
highly correlated data streans. Background of the
Invention 10 Data conpression is of vital inportance
“and has
APl | cop Hiskion EodR) EhnBESoh Br FANpRAEBiohyXorelated ate
conpression. Applications such as video-on- 15 demand,
pay- per - vieM/and nmedi cal i nmagery require data
proﬁg&h&&i Fﬂiaddltlon to conpression. For exanpl e,
in a nedical 1 mging application, nodem heal t hcare
&tandards |ike HL7 and DI COM nake it conpul sory to
St OffRe Prabdr MerliBh AditSs 1004 mbfod shd dybt@ of BAdrepting highty correlated
nec % %g to conpress images to save storage space.
4 necessary to ensure that the transnission

and storage of these images are secure to 20 maintain

theaga@q.mmﬁhmgwtﬁmof the patient details.

(Encryptl on is a secure and trusted nethod for storing
ighly sensitive information privately. Encryption is

a r Betarcsimpiessipy io ©f sitat yporiaincerantd ihtis grebt sigrifiRamedn many practical

mat bl |y scranbl ed and unscranbl ed using a
password key. Encryption transforns the data so 25
that it is unreadable and unintelligible until it is

decBaoptitg ds a bgaiicanh tssyeini image condprassien. Applidations suel ao video-on-
152N Ay ATH, Eé} Pl %Gv' ér)ﬂ h@&&i—jﬁm%] rﬂ%w@?fi SFfi‘&chL.‘i‘%{ Lddition to

routlngt roug I'S 1 NvOo retaln
L T Bl o e RedEL gpRicstgR et healthcare
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coSressary e engyg W?thg tl‘ﬁﬁ@“ﬁ?ﬁ?gﬁpé giorage ehthesggrages are secure to

20e nhegietain thesav@barchBdtire ofthe patieArdeglislal data. PGP is an
open source encryption -standard that generates a key

pair: public key and a%frl vat e key PGP requires
ad cﬁ“FWBﬁ'P&I is t& ﬁﬁ?ﬂfﬁ 8% tustest meihpd ifer Ws héﬂhlyn@ﬂwl‘lehﬂfpwﬂm
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network. This involves retaining small packages of information in secure form during

fransmission and remote access.

30  Some encryption techniques include digital watermarking, RSA, Pretty Good Privacy
{(PGP) and DES. Digital watermarking consists of modifying the original data, and
embedding a WQtermark in the original data. PGP is an open source encryption
standard that generates a key pair: a public key and a private key. PGP requires

_ additional transmission of public keys along with the encrypted data. However, this

35  additional transmission results in added data overhead. These prior art encryption

techniques involve complex algorithms which require additional computational -
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151 f image data is encrypted, each el enent may be a
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30  being used for each direction.

The bit-planes for the horizontal and vertical directions may be combined by binary
addition to form a repefition coded compression bit-plane. Combining may be by
binary addition, only the second values being stored for lossless reconstruction of the
35 image. The result of the combining may be repetition coded compression data values.
All other image data values may be able to be reconsfructed using the repetition
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data val ues, and the bit planes for the horizontal and
vertical directions. Storagesin bit planes may be in

a matrix. A single nmathematical operation may be 5
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The method may further include storing and archiving the repefition coded
compression data values along with the horizontal and vertical bit-planes.
30 '

- The method may be used for an application selected from: medical image archiving,
medical image transmission, database system, information fechnology, entertainment,
communications applications, and wireless application, satellite imaging, remote
sensing, and military applications. |

35



sensing, and mlitary applications. 35 23/10/2006 WO 23/10/2006
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Aiternatively, a third party encryption layer may be added to increase data security.

10

" When data is encoded and encrypted, a corresponding decryption methodology is
- generated. This makes each decoder unique to the encrypted data. A Public Key
_30 Infrastructure (PKI) approach may be utilised to enable distribution and sharing of
encrypted dafa. The use of security keys such as USB dongles can further be
deployed to minimise the issue of piracy and enable data such as music and video to

be portable and shared by legitimate consumers.



encrypted data. The use of security keys such as USB

dongl es can further be deployed to mnimse the issue 23/10/2006
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be portable and shared by legitimate consuners.
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Appl i cations RCC can be used in applications for

medj calqbhmging, digital entertainment and docunent

ma Each of these verticals requires RCC to be
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foll ow n Io s foE3 ciorrTerci lisati,on: 1) ASIC or
FPGR'CERI %%{‘*“’65?5" pot BRI cOJ B8R 3) st andal one

Shar dwar e boxes 10 4) Licensable software (as DLLs or
OCRCC n baQhivak & HE I MRR PRI oRbhflerddistibn:Pt | on of

t he Wi 18_ I'n order that the invention nay be
fu|1|>8(3@%%{3%§ﬁ& W and readily put into practical

ef 2 DBP or bmiemddedsdysieins now be descri bed by way of

nory klaMhdideniRwarsdgRise only a preferred enbodi nent of

the present 1 nvention, the description being with
10, eﬁéﬁ@%@b’??f?”ﬁ'@(asa‘e%ﬁbgﬁiﬂ ng illustrative draw ngs

i n S\Bofedzre @flivdrakgpar e 1 il lustrates the entire image

conpressi on system based on repetition coded

conpressi on on a hardware inplenentation; Figure 2 is

a SaspPescipignefihaDiawiigs of a human brain, which is

captured by magnetic resonance inmaging ("MRl) to

5SRO DA RTRL S  B Ros LB o

enthered) shell feug be éﬁsca'b%gi ﬁva;) ngﬁ%ﬁrlimiiﬁm FEP(@U%% oply g-prgfiereed
4 shbydiméhaly thdpresdiR gfvesitfonFhe Uecriptiort bRy Qith! Pefeend@Bery the
b Bl INERR Gyt AUhRE, 200 "2 Fgure 6 0
shows the ASCI| val ue equival ent of the inmge data
R byttt do s oy v
: hgorﬁ%%sg%%{n éﬁgrd\%are implementation; al 9
Figure 2 is a sample grayscale image of a human brain, which is captured by
magnetic resonance imaging {("MRI”) to demonsirate the compression able fo be
achieved by repetition coded compression system;
25  Figure 3 is an enlarged image of a small region from Figure 2;
Figure 4 shows that the image of Figure 2 is made up of many pixels in grayscale;
Figure 5 shows a 36-pixel region within the sample MRI image of Figure 2;
Figure 6 shows the ASCH value equivalent of the image data values for the image of
 Figure 2;
30  Figure 7 shows the application of repetition coded compression along the horizontal
direction; in the image matrix;
Figure 8 shows the application of repefition coded compression aiong the vertical
direction in the image matrix;
Figure 9 shows the combination of horizontal and vertical bit-planes by a binary
35 addition operation;
Figure 10 shows the total memory required for the 36-pixel region before and after
appiying repetition coded compression; B '



direction in the inmage matrix; Figure 8 shows the
application of repetition coded conpression along the
wierobs/erebsy direction in the image matrix; Fi gupeTSG2005/000037
shows the conbination of horizontal and verti cal
bit-planes by a binary 35 addition operation; Figure
10 shows the total nenory required for the 36-pixel
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the i mage
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enesmbréggionet hod;, Figure 23 is a process flow di agram

of El%(%P ecodi n meth Fiqure 24.is a
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Figure 26 |s a process flow diagram of the RCCA decoding method;
Figure 27 is a process flow diagram of a first RCC encryption method; and

Figure 28 is a process flow diagram of a first RCC encryption method;

.25
Detailed Description of Preferred Embodiments

Image data is highly correlated. This means that more often than not, adjacent data
values in an image are repefitive in nature. Therefore, it is possible to achieve
30 ‘compression from this repstitive property of the image and then 'apply Huffman coding
or other source ching schemes. High compression ratios can be achieved by

- combining existing data transforms and source encoders.

After compression, a software encryption module (not shown} adds an encryption
35 layer to the compressed data, which mathematically manipulates the compressed

data into an encrypted form.

23/10/2006



Figure 28 is a process flow diagramof a first RCC
encryption nethod; 25 Detailed Description of
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This means that nore often than not, adjacent data
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use is dependent on the application or final product.

Bit plane indexing creates two arrays of codes. One array represents the index of the
rearranged and soried image. The second array is a set of zeroes and ones that form
35  the bit plane.



Bit plane indexing creates a redundant array of only
zeros and ones. This inproves the conpression ratio
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step is critical to obtain a high conpression ratio
to respond to speed. 25 In the bit plane indexing
process, the raw original inmage data is deconposed to
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bot #ong; With g indgx effhe image.THe gepsiiygion isperfampsddossipssiyaisipg the

zeriadexand ten@plane obt ai ned al ong with the index of

the i mage. The original image can be reconstructed 30
erfectly losslessly with the index and the bit plane.
heln G?R?ﬂé@ cotled gormpressien (RO rrack glemgnlds camprsesewitidhg previous

t hegigigit.i 1§ BbthOdY tRdm fatd) BhuaP HRAUS tvalBe tor P12 Estdrétl @Xh NHit-plane.
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T cBhSReb Atae HOKSs el Wi, B0V MR dBRS Bl e
ar rampalrlx ingtegd of sidring elt the separtitgyalves.t hat form 35 the

bit plane. 23/10/2006 W) 2005/078989

PCT/ SG2005/ 000037 Thus, the or,jginal . e data.is
e N e e LR e P e e L
wi tthe eepeitionl RC® horizhisali tramgfermalibre RQSE vertital Gartsioomatips and RCC
pefﬂr&ﬁﬁ%s&‘éﬁﬁﬁdaﬁ%&'dﬁs&iﬁé&% ﬁéﬁﬁn oh&@fisndd the bit

plane. 5 In repetition coded conmpression (RCC), each
el enment is conpared with the previous elenent If both
of It héwmo-dimensimaiglerfoivancesoiviad methad, tWdlbit-planes berused torcode the
bi tz 0k P (AN il [
1551 (oS in ot B8 P el Mol it E1e3% e cfiokana
natHVe% 2 DRI FUBRIeSN &8y i ng al | the repeating val ues.
10 I'n a one-dinensi onal performance of the method,
onl iz0lgky Pl ane is used to code the repetition.
al transformation, RCC verti cal

Or1Z0 [ . \ »
t r ¥hBEGREFInishransferation oply epe Bif-planey j§sed focops the gpretition of
20c| asieed. Tha i) sheREGIan. isOif ehechianiediial @itectibm okly. In the RCC horizontal
t wo-. di [.0 e :
T L
boffrnpekingRstar seigk Epm daide fight agdihes e topite Betiomy Hdothrpdjagent
| s da@arefen@dnts &1k @qlialaen aOial@Sof21 DRt diged GOMBIRAB 611bit plane.
" AR ol b, oVlReCes AR 6B Al ik R NRH O RiTBh! Gy
onl’y“one bit” plrane rs'used t0 code the rege rtron of
25 ZQﬂ"Jﬁaq"ﬁ_f%g?t vatugals stosed ip Ke h!ﬁipﬂanslﬂﬁé‘ ingeqd pf & @ngrﬁﬂrﬂnez@wang
di v4i6dsl TranSoiming 8 idphE dats intd @r BiZ Bl provilléstd Sle@leMBinb@R of
ad#eag@nﬁ dat.a oeﬁl ieé'[eng Se’datfaor exanple, pixels in the
cas . .‘*\?ﬁ gs,ggrgng ) :
The RCC horizontal transformation only requires a logical mathematical comparison
30 andno other mathematical calculation. The transformation falls within the integer-to-
integer domain so as o maintain the lossless nature of the_process. This process is
ideal for images because a pixel is represented by 8 bits. When a logical
transformation performed maps the pixe! to another number, only 8 bits are required
to be represented. This process preserves the lossless nature of the {ransform.
35
A horizontal variant is one dimensional by nature. Only one bit-plane is used to code

-the repetition of values. That is, the bit-plane is in the horizontal direction only. in the



scanned in raster order (fromleft to right and then

fromtop to bottom. If both adjacent data elenents 23/10/2006
Ve 20061018289 then a value of "1" is stored in tIFECTREE205000037

or bit plane. OQherwise if they are not equal, a

value of "0" is stored in thebit plane matrix. Only

25 this different value is stored in the bit plane
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Valpl“é%&’vestﬁ@fosélésn&tnl%dﬂﬁet Q .i s in the horizontal
direction only. In the 23/10/2006 WD 2005/078989

PCT/ S&G2005/ 000037 9 horizontal variant, adjacent data
el énverticsl, vafiant isesimifgp lte theftioxiedrsal varidnh@arshasatioh dosoibesexcept
Sarg, s
a ?r%gm Qg b&oﬁ@%ﬁe@ in é’r;-ngr? afs{eL{)rﬂE? il J{r%rtsg)rﬁufnétg:n stiffiserves
eI lessfjaliira of ihg trangleEh 4 val ue of "1" is stored in
the matrix or b|t pI ane. Oherwse if they are not

eqhgb Mt na‘Pf "0" is stored in the bit plane
hi s dlfferent value is stored in the
b 6 “Bi"glﬁ'@“ﬁ'ﬁ'ﬂﬁ bik Plang; pestormH cambipatian obthe herizantalandegttipa) it
20 vaplores. inlTsodiesdaeeg)iitrig) ablb @o iabiiele |ﬁh§fo&gd d_Sanpre%sfeh tratir?bm just
r e .ha e .

grl?éfﬂ er% I'Q!F:%Ef?% veﬁl@ﬂblaﬂ% IJ ,t&%kh%%o{}%n%] {&ﬂsformatlon

t r'aﬁgff%mﬁ%@ﬂ ressthe peperafed lerbvlweasrad)@rimtai bitykangt Next, a RCC

t resfREQraRsibinRilorie perdrined anie §Bterdtdtbit memagaest&@& as hYertical

d
S QU dbichy 030 1 AHHRAORE e} st 307 S01TEs s e
25 A spawressed myltidimensional ditplane| AFNQT operetignds berfonmed between the
vaﬁm;wmeﬁsroamfmmtane el Bi5dial ?ﬁabeeff&mpbom Xhe tORL ardd" RO
colmar rast e
g%ra %"rsrra q@? lnpqg‘?ﬂg ggléer {ege dta%eaq%dsé@ P'&%’Vﬁsafhﬁr'%ssl‘ifs
tH@fwﬁr%frﬂﬁftﬁﬂﬁfmeCC Mul ti di nensi onal

30 = Thus, the original image data Is decomposed to one or more bit planes and stored
along with an index of the image. The reconstruction is performed losslessly using the
index and the bit plane.

The compression system is based on a mathematical comparison of adjacent image
35 data values. The comparison is performed between adjacent image data values in
both the horizontal as well as vertical directions. The bit-planes formed as a resuit of
the comparison in the harizontal and vertical directions are respectively combined by a



A mul tidinmensional bit plane perforns a conbi nation of
the horizontal and vertical bit 20 planes. In sone
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ratios than just using either a horizontal or
vertical bit plane. Firstly, g he RCC horizontal
transformation is perfornmed and stores the generated

bi tme@aaPQ:h@?m@t 5@ A2 PRl ahe Qkﬁfta | A8y ez@ﬁﬁons%ré ¥efted as RCC
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200 2005 PCT/ SG2005/ 000037 10
b| nary addition nethod. After this the resultant
bi Figyrk 2nie pseaniile ieyeauf dhec Burhancbrais WRIZE is loapturpt dp esmagitetc
ze t-pl r
Yol n\éﬁéeuﬁ'?a H WC% 9& o]pQ %Qrﬁp!@ ﬁussgef?ﬁpﬁéj 1rrl£;'é IS used o

| 0S3]1 658 166 f1on | MRge.
| gdemapstsats e er?wnlaﬁweveg ReFCGr B se7 i a@ﬁyﬁFé‘Le image

20 stored. The stored values correspond to the sane

t RO o s Pl A e TR T o, e iy b e
v 0gmed region isaihe herueed for Referestaied e FEC RS Ban be

reconstructed by using the RCC data val ues, and the

Pﬂfl%ugr-? r?oe Ss tl?aﬂgle\{rﬁ%é iS ﬁ‘ladéo\!l of RJaﬁ)E@ dls |ﬁ 8&9&%@
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25 on RCC for a 10 hardware |an enent ati on. Anal og i nage

35

SiFifure § shbds AMB-pBANeHIbR Witlhdy thd s&rapIENIRI lan aftle hehRdmedid. e d
into corresponding digital data 16 by an analog to

digital converter 14. This digital data 16 is _
r dagureafi gbaws HeoASClinyelie seqyfalanteagfethel dmageydata ealugs which are
I nbiRdy NBed (9CHata Shraghh Eabie fA1aP %ﬁuirééagghtr@fsr(ﬂ Xoyte§ of data
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c omprons $hat dRECowid bacarapresssd QR stanet! with only 112 bits after RCC.

Figure 7 shows RCC being applied along the horizontal direction in the image matrix.
This resulis in the horizontal bit-plane and also the horizontal values stored.

_ Figure 8 shows RCC being applied along the vertical direction in the image matrix.
~ This result in the vertical bit-plane, and also the vertical values stored.



15 also the bit-planes of data 24 for storage,
archival and future retrieval 26. Figure 2 is a sanple
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magneti ¢ resonance i maging (MRl) scan. As one
exanpl e, this sanple i mage i gjused to denobnstrate the
conpression achieved by RCC. The MRl scan is a
grayscale image. 20 Figure 3 zoons a small region
fronlthe sanple MRl scan of the human brain. This

zoofgde Setflown e cembjoptipn: of barirontgl agf MesHest bipiRRs Bha binary

RCGadayisi eperatioh JTHiEre4ults Oovly fivdaderd Vifick WREH cbifesPBiéitto W2 final

a6 TR Bl R R R ol o V&1 Scan of the

Shuman brain. Figure 6 shows the ASCII val ue

eqltmgu?é g0 Roviaf thé lﬂﬁai'n@ﬂﬁr %taﬁgrég\fgl ﬂH@E gg%\%ﬁ@%@ﬁ rﬁzforelapcé Safter
o (PBY RECH TR o R e VR M 258 il ATRT PPMIBHECC.
36 -the ernony ezgjuived wasdd bitss Thibis wtsighBiBarib atneurd bf Bfplegdies of

data nenory. That data coul d be conpressed and stored
112 bits after gure 7_shows RCC

i onl
1°¥ameit$ﬂj’9egbﬁ?ﬂ°&a RGPS EH’E"%’&P .%ﬂ*tﬂga image-lbeisiA i§ ePmprRssed to
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pl ane and al so the horizontal values stored. 35 Figure
8 shows RCC bei ng applied along_the vertical direction
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After applying RCC, the menory required was 112 bits.

This is a si ?mfl cant armount of conpression. 10 Figure
11 Tehenggdedaiatareanrhy futhsr perepressed hy Huffman eodingreis compeession
Si 3fthd n=y0 WBaaS aaﬁbvbcpusuﬁlma@@dos;k&nf rmsmsyd?@n Rt 'aQ #ldoes
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30

35

di friagéd. ARty BEdpdiB®also to colour images.

The RCC system may be applied to fields such as, for example, medical image
archiving and transmission, database systems, information technology, entertainment,
communications and wireless applications, sateliite imaging, remote sensing, military

appfications,

The preferred embodiment of the present invention is based on a single mathematical

operation and requires no mulfiplication for its implementation. This results in memory -

efficiency, power efficiency, and speed, in performing the compression. Because of
the single mathematical operation involved, the systern is reversible and lossless. This
may be important for applications which demand zero loss. The compression ratios



15 respective bit-planes 1205, 1206 are derived.
Further conpression is achieved by conbining the
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binary addition operation. This results in the RCC
bit-plane 1207, which is logggally inverted 1208 and
conpared 1209 with the original image matrix 1201 to
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23 Jength pogder. WO 2005/ 078989 PCT/ S&005/ 000037 12 may
20be significantly higher than existing |ossless
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25 pi xel -to-pi xel lossless giving zero nean square error.
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of images. For infernet applications, such as streammg media and telephony
applications, it is ideal for digital media developers to be able to define quality of the
resultant compressed image by selecting the compression ratio. '

35 Selected areas of an image rather than the entire image can be optimised for
compression. For example, a selected region of the image can be compressed in a
lossless manner, with the other regions of the image compressed in a lossy manner,



tolerated (nore lossy). If these pixels differ below a
certain level they are considered to be identical. A
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| ess lossy and visually |ossless. The pre-coding
bl ock of the process is divided into two | ogica
stages 15 52, 53. The first stage is transformation
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| ossy manner. 23/10/2006 WO 2005/078989
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compression, thereby resulting in higher compression ratios. This lossy compression
system would find great applications in entertainment and telecommunication

systems.

35 In case of a 'Iossy system of implementation, the adjacent pixels are not only
compared for repefition, but also for the difference value. if the difference vaiue
-between adjacent pixels is less than a given arbitrary threshold value, then the two



correl ation between adj acent pixels by artificially
creating repetition. Using the nethod, a | ower Mean
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JPEG2000. In JPEG the MSE is higher due to the
quanti zation process. Al so, the nethod is visually
| ossl ess where the pixel-to-pixel |osses are smaller
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transform.

In a two-dimensional performance of the method, two bit-planes are used to code the

35 repefifions in both the horizontal and the vertical directions. This is more efficient and

- gives a better compression ratio. RCC multidimensional transformation is classified as
RCC in two dimensions. -
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the quality of the reconstructed inage. Figures 15 to 23/10/2006
wail200$/b788dor at e one exanpl e of RCC conpressi on. pEFSG2005/000037
image in Figure 15 is split intoits Red, Geen, and
Bl ue conponents. The probabiisity distribution of the
10 occurrence of a synbol for the image is illustrated
in Figure 16, 18 and 20. A synbol is a 8 bit data with
val ues ranging fromO to 255. 'This shows that before
cofmgfering ftogrigure 2 ¢herRCQE, methecifp daskiessless sl tansfernation
di &temtob Wricﬁ)@nh ah&ae%u.aﬁresmlwa@wah géth s&tﬁFgggeanﬂplqm i klier
rmt. e Ss g an uneven
G S Tns Hefeeg iy Bo Bael e Ruetor? C e 6d 1
SFlgure 17, 19 and 21. RCC conpression causes the 15
0 CFHbéfih %nc%mg %%yl%éltfd;r%’é e Vélué#ﬁuét Be id@ﬁtﬁﬁ@é‘ﬁﬁ‘d 5&&6&:! :n

L g lvef Bata 20 Aoy Syrapokirfiios OGRS LTy ftte ShES"
o n Bcgwelup isahitableabynaimlshsdariingdroa hogardp 28are elterbpleddp be used
0CGUf %ﬁ@ q:;re@pfha egma{; 8 15Rehdked Bh uﬁahm\uayg pfared in the

neg |g| l'e pro occurrence

10 o G AR5 e Bt fovEs et srb Ooah g Lsaasdit RO dilue.

hl thefvr@qmmom i Eifterqutt] unt @6 Of uKitibg Syrhis! Isda.me whish has rob
Qo8 the T#}%% t{atées efi stribution obtained by RCC

pre ents an scenario for conpression. RCCP
met hod 25 RCC predict transformation conpares two
adTIRCRTCP véthotEsrodtadsdsafl HR syMbole In.thd divdnidata seERACRNie given

15 Va&é@ée&é{h%névgﬁa %ﬂr‘ﬁ%l is {‘olﬂﬁé]totbla% Mé’fltcpi% Edrédeﬁés%%% r‘athgi t

AR AR NN R G ST
angétiphbdiRtive ghenntaset is pocesktd 22508t hod is suitable for
medi cal i nmages where different val ues repeat

t hensel ves, and these repetitions are replaced by the
RACG ¥#luR0and 30 the actual value is stored in the
deGrRePbaaq 151 @l 35tran370r a’n only perforns
I@a—ﬁaé—t-z' _ s%if—fw datla—and still
preseFBY tthe gl e‘gs ﬁatﬁre of 7t h&

transform |In a

20 t wo- di nensi onal performance of the nethod, two

bi 1l BHRB B, HR %?mﬁ&s raeéi@d étfe,ssmo%é 2l 8Pk bitd PAS fduﬂd fo be
both t h%%‘hor i zont a

tical directio
R P B R SRS B PUUPS 28 T L Ple CC
r aalue, thaRBCsymblot @.di mensi onal transfornmation i s
classified as RCC in two di nensions. 23/10/2006 WO
2005/ 078989 PCT/ SG2005/ 000037 15 Referring to Figure

25 HRCQYAleHbCP nethod is a fast | ossl ess data

30

tfirknosdedmat @} 5 |0 ol ol 7j0j01} 5
Positionn 0 1 2 3 4 5 6 7 8

In the encoded daia, the frequen'cy of occurrence of one symbol is increased. This
increase in data redundancy enhances data compression.

Referring to Figure 23, to decode the encoded data, the encoded data set and the
RCC value (the one that was used during encoding) are obtained 230. The RCCP
method processes all the symbols in the given data set 231. During decoding,

- whenever the RCC value is found in the data set 232, the RCC value is replaced with



wicmohesodong RCC predict transformation.

nmet hod whi ch enhances conpressibility of a given data
set significantly. This is earlier described under

encodi ng, a synbol for the RCC val ue nust be
identified and selected in tjge given data set 220.
Any syrrbol that has not appeared in the given data set
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has appeared in the 10 given data set. If 0 is not
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o hFGids
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| 2, 3, 4, 6 d 7
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encodi ng, these val ues are replaced by the RCC val ue,

tha:tcc@uesynbol 0. 25 RCC value: O Encoded Data: 6 5 |
0 Position 0.1 23 45§ In the

ercoded Pﬁ‘féa G he §re d’elh& of &(Lﬂrefh e of one
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20

25

SY Rl 3 rtht he given data set 231. During decodi ng,
v\,hpnmLer t value is found in the data set 232,

the RCC Pakip 6| “5re}§l h&e tth| 23] fof 206 WO
2 —PgT/ $&2@U5B00G03E 16 7 8

Similarly, the rest of the data set is decoded. Finally, the resulting decoded data set is
as follows:

RCC value: 0
DecodedData: | 6 | 6| 581 6| 517171715
Position. ¢ 1 2 3 4 5 6 7

This data set is same as the original input data set. This illustrates the RCC encoding
and decoding process on a given set of data.

RCCA method
. The RCC Adaptive (RCCA) method is a variation of the RCCP method described. One
. limitation of the RCCP method is that it cannot be applied to a data set that has one or
more appearance of alf the 256 symbols. This is because in the RCCP method, a

23/10/2006
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its predecessor's value 233. The RCCP net hod conti nues
234 until the last synbol in the given data set is

23/10/2006

wir mosemesh 235. RCC val ue: 0 | Encoded Data: 6 PICTiSE:2005M00037

07005 Positionn 012345678 51nthis data
set, the RCC value is found a the foll ow ng
positions: 2, 3, 4, 6 and 7. At the first step during
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15met hod, a 23/10/ 2006

20

25

30

For example, if the symbol 0 is selected as the RCC value to encode the given set of
dat2 9,5,5,8,0,0,0,6,0,6.

RCC value: 0

Givendata: | © 5 5 8 0 0 0 6 0 6

Position: 1 2 3 4 5 6 T 8 8 10

The value at Position 3 is equal fo its predecessor, and it is replaced with the RCC
value. This produces the following data set:

RCC vailue: 0

Data:{ 9 5 [ 8 0 0 0 5 0 8

Position: 1 2 3 4 5 6 7 8 9 10

At position 5, the symbol is equal to RCGC value, buf, not equal fo Its predecessor. So,
that symbol is replaced by its predecessor. The symbois at position 6 and 7 remain
unchanged because they are equal to their respeclive predecessors. After encoding
until position 7, the data set is as follows:

RCC value: 0

Data: | © 5 0 8 8 0 0 6 -0 6

- Position. 1 2 3. 4 5 6 7 8 8 10
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made an appearance in the input data set cannot be
WEDHe5/a8p89d as an RCC value. This |imtation PET/SG2005/000037
elimnated by the RCCA nethod. The RCCA nethod nakes

it possible to use any synboligas the RCC val ue
irrespective of whether it appears in the given data

set. 5 Referring to Figure 24, initially, a syrrbol

urred in the given data set
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val ue. 10 Referring to Figure 5 simlarly to the RCCP
metthecfors)lit wusicd datd MdIRCOAShak aompletedis Jafoliedsial to its
predecessor 250, it is replaced by the RCC val ue 251.
Whenever a synbol is found not equal to its

&T&@%P but equal to the RCC val ue 252, that

décﬁDét@FI@CQﬂ Do/ ls @Te@ c@s @T 8336 15 For

h

xapple ~f tlhelgy tle RCC val ue
to encgaooé'“%eg ven - %et ofg’ aﬁa 9, g %5’1 , 0, 0, O,
6, 0, 6. RCC val ue: | Gven data: 91 | 558J0J
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15predecessor. The synbols at position 6 and 7 remain

unﬁgéqgﬁg decause they are equal to their respective
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The value at position 3 is equal to RCC value, so it is replaced by its predecessor
which is 5. The resulting data set is as follows:
20
RCC value: 0
Data: | 8 ;1 5 5}8({8|0}|0|6]6]| 6
Positonn 1 2 3 4 5 6 7 8 9 10

. The value at position 4 remains unaffected because it is neither equal to RCC value
nor equal to its predecessor. The value at position 5 is equal to its predecessor. So, it
25  is replaced by the RCC value. The resulting data set is as follows:

RCCvalue: 0 ,
Data:| 8151656181000 )6]6 6
Positionn. 1 2 3 4 5 6 7 8 9 10




30 RCC value: 0 Data: 953 0J880J06 101 6
Position: 1 2 3456 7 8 9 10 23/10/2006 WO

23/10/2006

WORH50788B9 PCT/ SG2005/ 000037 18 The val ue atPCT/SG2005/000037

Position 9 is not equal to its predecessor, but equal
to RCC value, so it is replaged by its predecessor.
At the sane tine, the Synbol at Position 10 wil|

re m%*h@ valkghanaes aﬁlg 9%‘rl§@c{uhltto E%g& \féﬂfer sé, g@ﬁré l%Pllaée% by
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66 34567 89 10 10 Referring to
ré)lacg%ﬁ;}tbéﬂggr I(l)“%mthe decodi ng process, the

éncoded data set and the RCC value are required.

Dur iThgred@itiadicbstied dbtads sMolo@s: | s equal to RCC val ue
260, then it is replaced by its predecessor 261. |f

the synbol is not equal to RCC value, but equal to

i t sRefeglvedssor 262, then it is replaced by RCC val ue
26§ Dédodéd’@at§ g |5| S5 gT lb\ B¢ 6‘ Ot fres RCC val ue
not to ilts r ddedesdo then fit eft

unchang o°s't'°'15 hC@va‘?ue‘* O5J Encédel Dﬂtamg 5J0J
8J8001 666 Positionn 1234567 89 10 The
al
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data set is as follows: 20 RCC value: 0| Data: 9 5 5

8 8ArfblihtibnsO 6 _Position:_l 234567 89 10 The
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The resulting data set is as foll ows:

RCC can be deployed in the following forms for commercialisation:
1) ASIC or FPGA chips
2) DSP or embedded systems
20  3) Standalone hardware boxes
4) Licensable software (as DLLs or OCX)
5) Software deliverables

Although the bit-plane transformation is necessary in order for re-arrangement, other
25  pre-processing or post-processing transformation is optional and not mandatory.

Although a specific sequence for compressing an image is described, the present
invention is not limited or restricted to any particular order. In one embodiment,
transformafion is performed before re-arrangement. In another embodiment,
'39. transformation is performed twice, one before re-arrangement and one after re-
arrangement. In a further embodiment, re-arrangement is performed twice.

 RCC Encryption



RCC value: O | Data: 95581 00066 6 Position: ‘
123456789 10 23/10/2006 WO 2005/ 078989 23/10/2006
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are equal to the RCC value. So, they are replaced by
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15 parthe eupurof BEGegontaing wmatdens sematy Melues Blogsdsedemedtte anRCC

I s spRéd SHARSE befeay T EpRiE AT Mot the AbNRAFREEmM is integer to

d| nent cg'htra eﬁ{eo rﬁorrred t
e e P2 iy Tevet. 15 pBFD LRt E e R
a Pigre aret Bitolee matnsm aremeade pyailpkje frethe récongiuetion migedthm. RCC
t WagHleves encryption by maodifying the contents of RCC store in a manner which the
20 reconstruction algorithm also knows the decryption algorithm to proceed with the

reconstruction.

RCC Encryption Method 1
Turning to Figure 27, the first encryption method comprises pre-pracessing and post-

25  processing steps that are added before and afier RCC, respectively. The pre—
processing step includes a Diff Code module and the post-processing step uses a
scrambling methed that maodifies the spatlal properties of the data.

. Pre—processing
30 The Diff Code module estimates the rate of change of the intensity and/or color in the

image. This separates the image into areas of high intensity changes and low intensity
¢hanges. In an image there are several small regions whose rate(s) of change of
intensity are the same, and the Diff Code module ensures that such regions are
identified and classified into the same group. The probability distribution of the data is
35  modified the Diff Code module in a manner to augment compression. This process is
“an integer-to-integer process and does not affect the lossless property of the method.
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_ Where A € Z is a small positive value chose based on the probability distribution of the
30 data. Zis the set of integers.

Post-processing
‘The three output matrices of the RCC stage are further scrambled fo enhance the

encryption process.
35
 This data is then finally compressed using a source encoder such as Huffman or
Arithmetic Coders. '
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PCT/ S&G005/ 000037 21 The Diff Code process is

expl ai ned. An i xel (p) can be indexed using the

f ol REGE f £on p(i, j). This convention applies

si nbenitgie Flriupecds, thp secﬁaﬂﬂlerhﬁypilmm&hdadhdiﬂ@ﬂéés'pffé—prob@wng&dd
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anopr?es&wg %ﬂ%{ es pym de,fodklg ead the-postmosssng BEep Tiwludes a
I OVécRIblingthéthat tﬁ&ﬂﬁbﬁffés fAE SpdtiBidPorRAlicd 8hd\ g W th V.
RCC is then applied to the Diff Cod(ed) data. A small
novelty is introduced into the GCeneric RCC which

f urBrerprochsdings t o encrypt the data. Generic RCC
pr oghd mﬁcadé@nodmtesﬁnea@& e of cr%%e of e ﬁteaéiﬁ aﬁafspéoiy? frthe

Th d d h

10, PR LS YoRs B M CLUO, e BEnaes adowiniensiy
St ehariges.dmah inape thptecanesevemt smatl regidmns WREXE refe(s) ef dhvatgel of

( R@@eréﬁﬁér@ @)e samB! éHcI '?I'E lf'flﬁ bH@eSmgd' ﬁsnl@s {R‘alf Juclf@gﬁﬂs are

thaé e Wt artlc ues.

Th| "t;(fﬁﬂ ge plassiiigg 1"8’&“‘?3?%"?9 e 'P%ﬁ’f@%”b“' istrigutign|of ths glata is
¢ hosdifiedths &Uf Guie niveulp irobmbirer toyaugmerit compresston. THis progess is
D|

15 ) TS T P g b ol ot b RueRP bty R b
20 The bi t pl ane matri x assunmes the sane significance
as TheDifftGad&proedss s dXplainst: (AN dixeldpan be inbkaded agifiPHe following

RS o I Rl AR P it
re |1vé’P'§:'m"d refRge o Rys defingéns elawst hi s, a pi vot
20va| ue (P) is chosen fromthe Diff Coded data (D) based
i IJj bution of the data. The
¢ ﬁ%ﬁR%qéﬁ%fﬂ >\’er| %ldned as DR=P- A<D<P+A Where
A aW s a small p05|t|ve val ue chose based on the

pr e 8o+ b, i) Yorcil 5% 0 kdlf=an of the 30 data. Z is the set
of integers. Post-processing The three output
matri ces of the RCC stage are further scranbled to

25 enHwRifcoderkDate isdhsngeralianadias @ogs dimensional data sequence instead of

an image matrix. This linearized Diffcoded Data forms the input for the RCC modules.

o

The row and column numbers are indexed beginning with ‘0'.

30 RCC Modules
- The Diff Cod(ed) data is then coded using generic RCC. This produces two matrices
namely RCC Store and one Bitplane mafrix (this is because only the horizontal
bitplane is required since the data has been finearized into a one — dimensional data
_ sequence). The RCC store is then applied to the Diff Cod(ed) data aé described

35  earlier. This further produces another bitplane matrix and two RCC Store matrices.

These three matrices in addition to the biplane matrix of the generic RCC forms the
~ input to the Post Processing stage.



35 This data is then finally conpressed using a source
encoder such as Huffman or Arithmetic Coders. 23/10/2006
WB2009P789%96 WO 2005/ 078989 PCT/ SG2005/ 000037 ZET/S2@5/000037
Encryption Method 2 Turning to Figure 28, the second
encryption nmethod conpri ses pge-processi ng and

post - processi ng steps that are added before and after

RCC, respectively. The pre 5 processing step includes

a Dff Code nodule and the post-processing step

i ndlosiREacessiNGs cr anbl i ng met hod that nodifies the

S p aThb fur purEUP ﬁfatﬂcaﬁof(ﬂ‘ie RO@pieiat are filiher soraseieskio gghant e

e rgq% %s Frufdth Weﬁ ﬁnilg @ozﬁﬁé&e@ﬁsﬁ&‘@&ﬁﬁce@nc&déﬁsuch

|nt3n y PERaror " co I mage. This

5s e paHytiean @ﬂfé‘thmﬁaggmﬂw o ar eas of hi gh i nt ensity

changes and IOM/lntenS|ty changes. In an inage there

| f [
R 6078 i Bt ek Gl A YRR ing P <pliion &' pr&ramRiiment
engfi thepreskalt imention, ity bmundgrstood by Hese gkilleg laﬁla! technology that

cl Q’ﬁa?lklfvhl%qoﬁsrﬁr%ﬁd‘fﬁat&ﬂm dbt:M8 B deblan, @nethatibdsi dryoperation may
di stri but|on nghIhed the D ff Code

IOWD&BW@dFngmﬁgﬁﬁgng@“356W§ﬁW conpression. This
process is 15 an integer-to-integer process and does
not affect the | ossless property of the nethod. The
D ff Code process is explained. Any pixel (p) can be
i ndexed using the following convention p(i, j) . This
convention applies since the pixel '"p' can be found in

~the "i't" row and P colum. Therefore any pixel 'p'
is defined as follows: 20 p(i, j) =p(i, j) - p(i-1,
j) for all i >0 and j>=0 and p(i, j) = p(i, j) for
all i =0 and j >= 0 25 The Diffcoded Data is then

re-aligned as a one di nensional data sequence instead
of an image matrix. This linearized D ffcoded Data
fornms the input for the RCC nodules. The row and

col um nunbers are indexed beginning with '0". 30 RCC
Modul es The Diff Cod(ed) data is then coded using
generic RCC. This produces two nmatrices nanely RCC
Store and one Bitplane matrix (this is because only
the horizontal bitplane is required since the data
has been |inearized into a one - dinensional data



sequence). The RCC store is then applied to the D ff
Cod(ed) data as described 35 earlier. This further
produces another bitplane matrix and two RCC Store
matrices. These three matriges in addition to the
bi pl ane matrix of the generic RCC fornms the input to
t he Post Processing stage. 23/10/2006 WD 2005/078989
PCT/ S&G005/ 000037 23 Post-processi ng The four out put
" matrices of the RCC phase are further scranbled to
enhalé&=ime encryption process. This data is then
~finally conpressed using a source encoder such 5 as
Huf fqman ' tic Coders. VWilst there has been
descr i begﬁ‘f’tﬁgd;fé{%n%’&%%”% 8 T Separgseibity pf bighiyrcatelated dafa wherein
enbodi meRED elegientis rampsred witvapraviouselateroand: it wi | | be .

23/10/2006

under st d&d  bijtheyrrosseth sdtial, 4 R vl isﬁ&&dWMxQ%f ésS%Fecf
many vargat i pR bfLCALLonS, i n detalls ofj‘ esi'gn, .
(byat %a@noﬁ&qbé Ly ﬁeéoﬁ@ va!tvf)ls 5989’{‘?3(5’&3\)(?3{"?‘6@&‘{

~construghiong or operation e
departing from tRe SRR Ryer fsigded ta oprvet th higtty OARGIG6t after
The C ai-ns 1e st a9dsprontl Yabiws emoecypéd 21Q raRRBliohs R 'RAS 1 are
conpr essi bi lentogedadio dHitghheindeRr r €l -at ed dat a wherein
each elenment is conmpared with a previous elenent . and:
(a), if are poth equal, a first value is recorded

ina rmfhrgi?@éth% as\?g'f"ﬁ‘@%"' P brbeyein th defa is imageldaly. ar e not

_ bogh equal , a second value is-recorded in-the matrix;
and ( c)Thownethed a8 clafediMadin BlvingiBin The | dto .
enprodinglaEpddiplaboind Q' ol A1 €4 g@%ﬁ [hgk" %@ggﬁﬁécﬁp?sﬁam‘
angesnrong: Yalu S recor ded: antfeh Efieatho s refn of chinoe ¢fdhe
matrix are encoadges i gepamling theimageint areof high intahsey changes
metH &Y oSty chapgrsigng the robtaironesding o edriiblihg &8 ool @i Baties,

i mage data. 3. The nethod as clainmed in claim 2,

-wher el Theadghh ption | ayer conprises a pre-
" processi ng aﬂ% c%%%?ﬁg%%%éwshgﬁe'ﬁﬁac@%wm'i el :
pre-processing step estimating a rate of change of the
i At ensifeyreliptpssiinedh orimifnwtiekib tHomBORIe BBY, HERRLR Wue is
the imlge into areas of high intensity changes - and
| ow.i ntensity changes, and the post-processing step
sgrangling, the recorded values. 4. The nethod as
~clainmed I'n CPRFTeS In it wherpindbewetrisisabiepianei s a pi xel .
57. The nmethod as clainmed in claim1, wherein the first.
vl ue Thegnethod as adibdli\Rirs € GRS ¥Ad M€ 4S80, 6. The
et hosk pffie & Ll Rl Gl i M %n b Aérggi:m?i"s{oﬁag“’r%feﬁ“’ﬂ' g

Les,

bit plane.
8. T . . . . . ‘ . ) .
5. . The method as ' claimed in claim 6, wherein for a' two-dimensional compression,

comparison is'in both horizontal &

: ind vertical directions, a separate bit plane 'being used -
- for sach direction. - : g : '

._The method as c!afmed in plaim 8, wherein the bit-planes for the horizéwﬁtar and vertical
directions are combined by bi : .

, hary addition to form a repetition coded compression bit-
plana. - '

10 - The method as ‘claimed in claim 9, whgrein the combining is by binary addition, only the’

second v_al_ues being stored fmj lossless reconstruction of the data,

; Amended Sheet. -
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7. The method as clained in claim®6, wherein for a
one-di nensi onal conpression, a single bit plane is
used to store the values. 8. The nethod as clained in
claim6, wherein for a two-dj-nensional conpression,
conparison is in both horizontal and vertica
directions, a separate bit plane being used for each
direction. 9. .The nethod as clainmed In claimS8,
wherein the bit-planes for the horizontal and vertica
directions are conbined by binary addition to forma
repgjition cthd cggyression bi-t- plane. 10. The o
met hod ag® TFETIAEFamRY 1) ol 00 whesgte the resulttdf e comtiving iisngpdtiton
by bi narcsledauiptession date mhlyes, t i @theS@EORMesViRhy! 8% Bk Monstrucied

stored fuskg theogRhiiBE&ddde LTl ks O b6 L8155, zontal
¥ I
Amended g el g it AU gLy ;%/ s b5 il T g
as clainmed in-clarm 10, wherein the result of the
conbining is repetition coded conpression data val ues,

- al | 2ot h&te mthvdasviainedis cli@ it NgheRB laQinfIOmARmMERA ORSHEHE L Rbhmed
usi ng tiaeatheRrbdit i on coded conpressi on data. val ues,
and the bit planes for the horizontal and vertical
di Iy ctions. 12. The nethod as clainmed in claiml,
wherei e EYPHRY storpirraprmticcant inomsing orgressitaitype Ry diRekted
for eachte etingmpettion cddd co?d’[)re@ftﬁﬁyﬁy&{%ﬁli{rﬁﬁgm for ‘

encryptdng amrécaﬁeﬁﬁﬂédemgcﬁg@gmgg—ss' bility of highly
correl ghed . data EISI 9 EPE I t1on coded conpression,

~ the sy?’iem conpr f"‘ﬁg". repraing the-digital datautp gaatriofata values;
recei vithg diRfcesar fon anceding (rappiitions iretbi@smiinvg dded valods ki@ bit-plans -
r ear r aingixrgd ttived delia gdldeso iR bapeBde@adl; AL T i X Of data -

val uesg) (Ch n@mmgp&%@g)gffq&%ﬁg&%g le repetitions in
Imto a

t he ma(g,fi xalpfendagoa vaJ ‘Léeé i |t-PI ane index, and
stored data valties PEURolmaddgp i cacsmtion dlevsr tq aathamatically
menor y Bl he foagessert datatinte amenqypeded dat a; (e) -an
encr y ptheren eavh dar \elué 1 onpaled WG aPRvIBII Gkt vk QR | ayer to
et hemat | clrbity TRl itk 3h LS GOUBL esped data into an.
encrypted @%h@karvm?g?l A each data vl ffe is conpar ed
with a preVious™ait BPRAIIeE seqer valug is yecqrdedt hey are bot h
equal, a first -value is recorded; and (ii) if they are
nbt bétisthetforahcypingsmeangrong! ue is recorded. 14. A
met hog) f orreceiifg digith bpp data conprising: (a) receiving
di gi t-(zaj data. . . - : '
- shdping the digital data into a digital data matrix;
' (@) . eerOFifng" repetitions in the digital data matrix into a bit-plane index, and stored
data values fo form compressed data; and
() storing the compressed date; '
{e} encrypting the compressed data; -
- Wherein each data value is compared with a previous data value and:
(i} if they are both equal, a first value is recorded; and |
(i) if they are not both equal, a second valus is recorded.

23/10/2006

15. . The metﬁod as claimed in- claim 14, wherein at least one bit plane contains the repetitions -
' along'hon'zontal_ and vertical directions. - |
Amended Sheet -

IPEA/AU



(b) reshaping the digital data into a digital data
matri x; (c) encoding repetitions in the digital data
matrix into a bit-plane index, and stored data val ues
to form conpressed data; an (d) storing the :
conpressed data; (e) encryp |ng t he conpressed ‘dat a; 23/10/2006
wherein each data value is conpared with a previous o
data value and: (i) .if they are both equal, a first

val ue is recorded and (ii) if they are not both

equal , 'ﬁ c'%l ue is recorded, 15. The nethod as :

cl ai med i n e yned i, glpiig; 15, lygivey inglecing Gpppingsp hefjorzqptal and

cont ai ns’ef@qafé't-ﬁlepebsf 3 bingrysedditiph opriptibrde iveoTyemelition emied compression

verti cabitgdineect i ons. Anended Sheet . | PEA/ AU 26

2.3/ 10/ 2006 16. The method as clainmed in claiml15,

fur{per T}] nclthug %_cor[bi nj n?ﬁnt he horizontal and .

ver t'7 cal " oTT0p PR AESeGY) o515, tter Reluing icesmpatng diedenedign cesled

gi ve a feEpetsion i isnlansowithdthe clivjtel asts i neiix toiobtaip [figeh @epettigh coded

The net bagrefn gdtala®md i n claim 16, further including

conparing the repetition coded conpression bit-plane
Ethﬁ' ital data matrix to obtain final .

r ep titl6e @&é&'a'mé%'ﬁﬁ'ﬁ'@s% feyfherdngtudin pigringeasd arghiying g gepetition

met hod- @aded cdnmprensicel datm valelong bilh the hadzbma endivertdalbiplag:s.

storing and arch|V|ng t he repetltlon coded

- t h t "
\(;grqf)lr g?ls‘ﬁé &Qtth i saclaYrr% q’iaﬁ!m'ljh nvghe\ll\e/k htge dmgﬁod (_ﬁo ésleérgog aﬁl ﬁpp‘?cagon :

clai m % %@F’eﬁlﬂ Five esHesa of dnegieh imap rarchiying, medical image
appl i céeisuisionsditabast eybtefnl Divtntatie tghmolagy, edensihmdnt, @nnaihications
medi Calappliddgs Ad Micét Bepiicalidad bfdite i Crembté A, Salﬁd antary
dat abaggysysi em  information technol ogy,

entertalrnnment, communications applications, and

W reless application, satellite inmaging; renote
sensing, and military applications. Anmended Sheet
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