"A Vendi ng Machi ne and Systent | NTRODUCTI ON Fi el d of
the I nvention The invention relates to autonmatic
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provi de a vendi ng machi ne for vending printed
docunents for products such as nobile phone top-up and
train tickets. However such machi nes |ack versatility
in the range of products sold, and nmany require

consi derable staff tine. U 2oqgo 104802 describes a
vendi ng machi ne havéﬁ@mgﬁﬂiéghﬂgéﬂgﬁgﬁgm%nd a wirel ess
interface to control servers. The invention is
therefore directed towards providing a vendi ng nmachi ne
aniNIREDEGTHON nore versatile vending or products,
particularly products which can be represented or take
the form of data or codes having a val ue such as a
pq&@&ﬁgﬂ%ﬂﬂﬂﬁn&y a nmobi | e phone top-up. SUMVARY OF
THE TNVENTTON According to the invention there is

prOV|ded a vendi ng machi ne systen1conpr|3|ng a

ralit i.ncl udi ng a

R longelgffg? o?‘r‘g?m? ﬁcpﬂ?n%’mrgtlgg? arclzeg a receiver for
rece|V|ng paynments, a display screen, and at |east one
printer,a central controller for communicating via a
wi Riior AT Discassion k with the vendi ng machine to transmit
products in the formof product data to the nachi nes
for vendi ng; wherein each vendi ng machi ne conprises a
dalt abdsewaf teappivideah i tepding nibéfins dot véndies pohtedr detuatests for

gggrggﬁqet% it ; gs;){nggﬁ% pgcgryec‘}o%[uepsagdo {rairrrlet?clll(_e{js.r ﬁ{)%fréver such machines

lack versatility in the range of products sold, and many require considerable staff

time.

US20030104802 describes a vending machine having a local database and a

wireless interface to control servers.

The invention is therefore directed towards providing a vending machine and
system for more versatile vending or products, particularly products which can be
represented or take the form of data or codes having a value such as a parking

permit or a mobile phone top-up.

SUMMARY OF THE INVENTION

According to the invention there is provided a vending machine system comprising:

a plurality of vending machines, each including a processor, a customer
input interface, a receiver for receiving payments, a display screen, and at

least one printer,



each vendi ng machi ne conprises a touch screen and the
processor of each vending machine is programed to use

W0 b@ensasigat i on structure commands of the dat aPeBEE20e5/000129
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drive user interfacing limted to selection of

di spl ayed options; and wherein each vendi ng machi ne
processor dynamcally maintaifs a | og of events and

upl oads the log to the central controller, and the

central controller dynam cally downl oads products

accor diancentrel demtroller foncanaurichiing wWana widh eregenstyverk with the
control |l er. conprise n interface .f r.ecei vin

pr oductvgmﬁ5 %rﬂq%hﬂ)rfeu Oaﬁ?l%%?l%P rogldf)tf)ll{l gﬁ% ,foré%iog PIoHUSt fiafago the
recei Vighgthidee frwedimgs in encrypted format according

to an encryption schene of the supplier and

reencrypting the products according to an internal

encr ypt | .SC o) e ' ot I
cont 1 o APeil e verfife“RERED BOPRR o | AEHEETLE R
suppl i eliffedenis sypepofi predeispandofisgpriottuiacs strpaprek dbe mehhelriven
object attributes wth products, and decrypts the

pr oducts§legdemef BRLYGict i ons of obj ect methods. In one
enbodi ment, the central controller initially validates

the received products by automatically conparing the

st r uct waeh eénding imaehine lcdinpgsasheetopcl dereers and the processor of each

reference.tenplate.. In one enpbodi npnt, the cepntra

contr Opchiimgg@}%e Stpﬁ%gr?)‘%‘ﬁgg‘? 5% ediaﬁfgﬁ"g?? Sgigcommands
W t houtorany ddfBhsed 0t @iveaRr iRbdadify SRGitaPbSselRtibNef displayed
i nternal encryption protocol.Iln another enbodi nent,

t he bi mptipn$;endat is maintained for | ess than 10

seconds. In one enbodi nent, each vendi ng machi ne

processor is programmed to establish contact with the

cent r al wigeihr @kch 8fendiBptmiddirenpripcgest Gymaniicalyy sathitaigs a log of

operations according to instructions dynam cally
downl oyentspgnd w&lwgﬁtth%ulos dit thst ceptral | gpngiller, and the central

nbodi |
enbodl %ﬂ{rolléﬂ@fngl?lﬁaﬁ do%ﬁ%&%%sg;%ﬂoﬁﬁctggé%kﬁgg%ndﬁnhagd.

instructions r t u I ons store
vendi ng nmachi ne dat abase, and the vendi ng machi ne

r r [ id function I r j . .
gfI%f q?%s g@g&i&gﬁttﬁg qség%% i:ql%l)ér% llero cgmgplség grP ?n erfaecceefogtrecewmg

products from a plurality of suppliers, said interface receiving the products in

P%ugality of

encrypted format according to an encryption scheme of the supplier and re-

encrypting the products according to an internal encryption scheme.

In one embodiment, the central controller dynamically instantiates an object from a
supplier class upon receipt of products, populates the object attributes with

products, and decrypts the products using instructions of object methods.

In one embodiment, the central controller initially validates the received products
by automatically comparing the structure of a file holding the products with a

reference template.

In one embodiment, the central controller decrypts the products to a binary format

without any user interface, and re-encrypts to the internal encryption protocol.



central controller. In one enbodi nent, the centra
control |l er downl oads a mark-up | anguage security file

W@Raok/o5¥s$g r uct i ons and products to each vendi NBCT/IE2005/000129
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machi ne, and each vendi ng nmachi ne processor parses the
mar k- up | anguage file to extract instructions for
processi ng the products. In ede enbodi nent, said

extracted instructions refer to stored functions in a
l'ibrary of functions for processing products in

r elengigr eabediment, thekinary forgebisepiaigined fer lesythan 0 seconds.
instructions are SQ. database functions for witing of

the encrypted products to a database table. In one
enhoslienamioditha, badhvendingamdcline proadsboisd pﬂ’ogrammed to establish

conmmuni ca e wirelessly, via a | ess. net wor k.

C oEBoh et e ensRb Aot allen it 451 dily GRTIO R e g dndiry gborations
C OfBbdR e qnsfuruemsqunqﬁmuy AoRhRANS byekicBhidl @Bntrélier.

| east one supplier, "and at" | east one ‘product for each

suppller In one enbodlnent each machi ne further

ri ses tlc [ ade uch as a, bar. caod

fs 0ty B eshulel Yoot Pladsy Mrufiflths sefppne o
Ofﬁlﬁﬁldﬂé egtored ese the dreBfling h@aeiisd QAaRbade) dndli @@eVerding machine
transaction in part or in full.ln one enbodinent, the

pr Feeessdr actinalsy srid cimetinns oy agomyeeknt of fthe dagiustions from the

re&gﬁg co‘ﬂﬂglléfses the codes to direct input of a
% upl oad of the paynent to an externa

systen1 In one enbodi nent, the controller controls the

range of productsg for each chjine so that i s
sunteds SRPIKPETC e seBleelsoBHoByT e e kv ggpage sceurity

e'ﬁ?@%ﬁmﬁs A6k ﬁﬁf?f&&ct@% ek QeHink YmMHiY, &hdf QEh vending

printing a rable and/ or a secure ticket as a
primachite ptacessoe parses dhermmrk-upalehguage hiilaetoi extlagtl essstictions for

| east ane dedi 8at ed advertising screen.
processing the products.

In one embodiment, said extracted instructions refer to stored functions in a library

of functions for processing products in a received security file.

In one embodiment, said instructions are SQL database functions for writing of the

encrypted products to a database table.

In one embodiment, the machines and the controller communicate wirelessly, via a

wireless network.

In one embodiment, the products are arranged in a structure comprising, from top
down, a product definition, at least one supplier, and at least one product for each

supplier.

In one embodiment, each machine further comprises an automatic reader such as a
bar code scanner or an RFID reader, and the reader reads a code of an item

presented by the customer to trigger a transaction in part or in full.



In one enbodi ment, the controller controls advertising
content for each machine according to its location. In

woep@eestsosli ment, each vendi ng machi ne conpri seBCHIE2005/000129
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housi ng havi ng nmeans for wall-nounting and a renovabl e
nodul ar pedestal. DETAI LED DESCRI PTI ON OF THE

| NVENTI ON Bri ef Description oft-the Draw ngs The

invention will be nore clearly understood fromthe

fall owi ng description of sone enbodi nents thereof,
giIOé)r‘iletﬁ‘ing%QVn‘H’F S RPICESBAPSPERISEH Cpdes dFash by tieomitpigati reader,
a o . | _—

hoh e e ek RAREE i Of oCamnell g apiodd BT MEREAT o an
Fiegrter@alisgstembl ock di agram of the architecture of a
vendi ng machi ne of the system Fig. 3 is a perspective
view of a vendi ng machi ne; andFigs. 4 and 5 are

di 18 Gnd ol fndnt, GRS canfblRk dontviie R r‘éﬂ%&%ﬂﬁoaﬁt@s toteBEIN Alachine
parts of the machine Description of the Enbodi nents
Resodhatiihig seigedrp physical deratiog ohelmasdinel are | ocated at
various retail prem ses such as a shop, a forecourt,

or a hotel. The machines 1 comunicate via a nobile
nghVéHekemdbodiinbnta eae weickine ek ad sansityt grihtee foNOENIE a durable
havi ng dat abases 4. The NOC 3 in turn conmmuni cates via

t rradeg pvipruee Bckgt aha Praduglus product supplier systens

10. Al'so, the NOC 3 comunicates via a firewall 11 and
the Internet with renote systens for reporting and

arloahond rpbpdingeos esch Thechiwrmirerdwdeal atblesst soref dahentadt iadvertising
of the machines 1 is that they convert cash to credit,

r €8 ng noney in cash or card form from custoners

and providing products in the formof data or codes

havi ng a value. The data or codes are in this
erboatienembodimenit g ¢rofwoller controls adyeyiising) eentetiafor ehgdy machine

naayccc?rld}n%rtg 1 ts Ilé’c%lign. be

In one embodiment, each vending machine comprises a housing having means for

wall-mounting and a removable modular pedestal.

DETAILED DESCRIPTION OF THE INVENTION

Brief Description of the Drawings

The invention will be more clearly understood from the following description of
some embodiments thereof, given by way of example only with reference to the
accompanying drawings in which:-

Fig. 1 is a diagram showing a vending machine system of the invention;

Fig. 2 is a block diagram of the architecture of a vending machine of the

system,;

Fig. 3 is a perspective view of a vending machine; and



outputted electronically such as via Bluetooth to a
nobi | e device. The range of products is extrenely

wovae/osEml | ncl udes nobi |l e phone top-up, i nterPEr/iE20eN/000129
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call credit, nobile phone content (logos, ring tones,
ganes, or text alerts), parking discs, refuse tags,
redeemabl e vouchers, coupons;5e¢i nema or concert
tickets, travel (bus or train) tickets, and
advertising content, anong others. They nmay
alternatively be referred to as eIectronic or

e- vendl f err o_.Fi
machi n %%‘f saes alrr][%c%écs’%toaf‘%( Sld SO%}PB@I the internal

connect@ﬁsbptheanadm@h screen 32, a note reader 33, a
coi n mechani sm 34, a barcode scanner 35, a
conventional printer 36, a security printer 37, audio

Sﬁfgbﬁéﬁon?’&’thgﬁgﬁog%&%ase 40. Physically, each
v es a housing 20 which may be
wal | nount ed by screMIfastenlng to awall W and/or may

rest. on a pedest al he machi ne addi tional |y
[ r&qfﬁa@ga{o Eé%'nlemndgg, ag e arealﬂaqt%f X‘ra VayloNs &Sl Bremlses such

adyef & rbgf&‘é&ﬁﬁf‘ or P Udtel OThed 8la@hiABY 11 BsihiUAich® Via a mobile
I nput t machine 1 has both the touch screen 32 and

t hetvoak QCWIﬂe ametwlek op&atidisecehtre (llsIOCaBI mmgaiatmm 4pfThe NOC

\6 3 ef ul %I”PF%‘HSC{/% gllen ¢ lg\?/ di :lfrégwﬁﬁ ggréeﬁs rg(%fct ﬁ‘@ﬁpher systems 10.

Nakjié, GRLNOT B Qone@nGiAGviathEréare! 38 the aferdep avilafemote
code, and if necessary extracts the details using data

eisysiems fenrepesiiag and archivingmdReseS1 in real time or
previ ously downl oaded offline and stored locally in
t he dat abase 40, then nmakes the paynent.
The commercial basis of operation of the machines 1 is that they convert cash to

credit, receiving money in cash or card form from customers and providing
products in the form of data or codes having a value. The data or codes are in this
embodiment printed however it is envisaged that they may alternatively be
outputted electronically such as via Bluetooth to a mobile device. The range of
products is extremely wide, and includes mobile phone top-up, international call
credit, mobile phone content (logos, ring tones, games, or text alerts), parking discs,
refuse tags, redeemable vouchers, coupons, cinema or concert tickets, travel (bus or
train) tickets, and advertising content, among others. They may alternatively be

referred to as electronic or e-vending objects.

Referring to Figs. 2 to 5, each machine 1 comprises a PC processor (motherboard)
30 connected to:

a touch screen 32,

a note reader 33,

a coin mechanism 34,

a barcode scanner 35,

a conventional printer 36,

a security printer 37,

audio speakers 38, and



The devices 33, 34 and 35 allow versatility in how
nmoney i s paid. For output of a tangi ble docket for

WG apployisng) products, the first printer 36 i s UBEHIE2005/000129
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However, the security printer 37 prints on paper with

hol ograns for products such as gift vouchers. The

printer 37 may print a range-éf' different security

itenms with hol ogram or other anti-counterfeit

nmeasur es stgdn Har dwar e The Network Operations

Centre ¥ 5§¢%-a fully redundant system It conprises
two servers. Storage is RAID 5, with current storage

at 1A a Terabyte. This can be easily expanded if

nelthysically . catlo tvhnding weachingaly eompiiises 2GusORZE whinhdmay 68 wall-
of RA oth servers are on freqguent backu

ScRaatres BY R4 Bhbeorh SR aRIPEBay dRf e ppdesigh - The
3 Hadhie sRGUAEItRSNIFRRRRIde ADDayfésty 0&r RAOS dAdirt Aldedicated
Subscriber Line) link. Comrunication to the vendi ng
neadhpibiegissteeRr enal | ed. This firewal | includes full
packet-level firewall facilities, in addition to the

i nherent NAT (Network Address Transl ation) security
arthysdot ddta ?m&imguafoxﬁhb@tzthe ﬁmblfeins ];1 Hak battsthe poehisdesn 32 and
protection from Dos/ DDos nial o ) )
séﬁ% i‘eaereszqﬂmadeba?eﬁﬁwﬁﬁra@l%‘rs ange OF yeryrysgfk prodygts ipeluding
a - . .
e SRS e AmishE RUEtn Y ARRimirdrkitn o e caion fo
cacamtiiag, thbeeddeC3dircadst thy tmandodgnadnifcetessmy edracts the details

conti nue. . .Praduct, Processin en a produc

o BHe A sifiep ettt et g ied] Bropgh Preg Ut dapgfoaded
al daaatind gtoRddNotalfyom thd 8atABEE B0 aRen mhREMhEPSImAR.

communi cated in a’secure manner to avoid theft. Al so,

they nmust be distributed in an efficient manner across

| h hi in the.network with d
2 b S o R e i O AR e Rl Sh 30

mai nt ai ns the database 40 as a rel ational database, in
whi ch there are tables for the various products. The

t dreutnugrds tanaibly dogkes ot wwppieg piodbets e digstaringes ris used.
AT ,ethg sty Bt §7PHER dnPhpEP Rith HoldMFAHE forPlodddf such

touch screen
as gift vouchers. The printer 37 may print a range of different security items with

hologram or other anti-counterfeit measures.

System Hardware

The Network Operations Centre (NOC) is a fully redundant system. It comprises
two servers. Storage is RAID 5, with current storage at % a Terabyte. This can be
easily expanded if necessary. Both servers have twin 2GHz CPU’s, and 2 GB of
RAM. Both servers are on a frequent backup schedule, which uses a high speed
tape drive. The NOC 3 has a secure, permanent ADSL (Asynchronous Digital
Subscriber Line) link. Communication to the vending machines is firewalled. This
firewall includes full packet-level firewall facilities, in addition to the inherent NAT
(Network Address Translation) security and port-blocking of other routers. It also
provides protection from Dos/DDos (Denial of Service/Distributed Denial of

Service) attacks and IP anti-spoofing. In the event of ADSL failure, the NOC has



Because there is no' keyboard or any other type of
i nput device, the user is only permtted to sel ect

W@pitsosS1HN t he touch screen in a particul ar rEGI/IE2005800129
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manner. Because the user can only navi gate through
speci fic navigation nmenus there is no opportunity to
gai n unaut hori zed access to tAe dat abase. The product s
are routed to the NOC 3 as follows: An encrypted emai

adifloBERBP bk SR SoN s T B et o g PRC direcly
Vahid deiinamictiotd@nfcohénmy checking the structure of

the file. If the validation fails the NOC 3 sends
al ert nmessages to configured addresses. - The NOC 3

[ iof 4 t Jyrce of the supplier according to the
e 3151%8“0&?0 ng%%_ The NOC 3 then verifies the IP

address associated with the email as a known and valid
address, as a security check. The NOC 3 uses one of
t hWhemppragust supplier &H@WO@@W (éwh 2\ aemabilepesaipr allocating

OPTRE} £ tlﬁe'erﬁgﬁﬁggeg si?%ﬁ@% gﬂt"ﬁt c%ﬁuﬁlﬂﬁca”[%ib ‘é‘?é%& h él% avoid

It uses t late an Ject or
f itheft. Adyo,plogyuhest ibadistilmrted torantedfificientaharneeacdssdl ofithd

SPERIICL o LS, M, Begge sl e

decrypt the product data. The decryption is to an

internal format. This format is in binary code with

meldtei mece@mrﬁoalwet@ms thendatababedhes arelaiivanl databasd, rwhich there
t he %L%feg g'?rd[hg %r?%us r?rci émgsngﬁe aple f(ieéri(?: (r)sess %[tﬁ' thg1 Rrogessor 3 30to

p rdiiv@@ﬁblpflﬁi sdifttiosyomlyemavidtiod mdnu@awhm thbeoudsciBen 32.
dynam cal l y determ nes appropriate tinmes for

d dRsrwedher isupraybesrdior gry ater pe of fnput @Fé/m thedisqr is only
2GH A% sed SPBRME FAhL BRR scrlBin O dr@Mif G edtScBd manner.

Because the user can only navigate through specific navigation menus there is no

opportunity to gain unauthorized access to the database.

The products are routed to the NOC 3 as follows:

- An encrypted email is transmitted by the product supplier to an email
address of the NOC 3.

- The NOC 3 pérforms an initial validation of the file by checking the
structure of the file. If the validation fails the NOC 3 sends alert messages to
configured addresses.

- The NOC 3 identifies the source of the supplier according to the email
source address.

- The NOC 3 then verifies the IP address associated with the email as a
known and valid address, as a security check.

- The NOC 3 uses one of the tables in its database to retrieve an object
oriented class associated with the relevant supplier.

- It uses the class to instantiate an object for the file, by populating the
attributes of the class with the product data in the file.



sequence for a downl oad. Each vendi ng machine 1
recei ves a batch of products for vending by the

wee@eessos 30 hosting web services which are PCT/IE2005/000129
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addressable by the NOC 3 via the nobile network. - The
machi ne 1 establishes communi cation with the NOC 3 by
dialling via GSM the machine®- rejects the call. The
machine initiates a GPRS cornectiozi and opens a

secure HITP cgnnection with the 3., The 3, the
gener at £8° MR Cenetogeseihsppses é&%fﬂ% meé{} Thgedt sraethods to
i ncl ud eéea:}%lﬁ o G Batal Thd &:c?yﬁfmqgtd@ﬁhaeﬂb? format. This

encrypte N codes. This file also includes
execut aformacis diebinagt qode wiithrsadhineadpilpwcdess there being o uSY

of the chin t,0 process,the cts in the file.
Upon r e’gg‘?rg’f‘e g‘? &’Fﬁlgcﬁleggfﬁat Lsop‘ﬁhgi\g(gd; <§‘rpr%c(?s%)5|n§g]§d]taﬁeéy g
file angitimercddis, daharydtsapdasta ts 9prdib] Kylthd §stem.
retrieve functions conprising detailed instructions

froma library for processing the products in the

segur,i t i These instructions are mainly SQ
st odugt 5 gad use in addressing the database 40.

These instructions save the products to the database

Sl e g ST Shcht el e putesietr B,
t Eﬁrroggﬁs & e rﬁe{&ﬁin@?i,eacéﬁfd& 16 GelnRhd ?gttetrﬂse TRE e8iURtiSe isa

I t1me, e processor 30 recefves requests and
pasceerdce fhos dpwoldatt s and it dynamically decrypts the

pr oduct ne at a tinme to provide data for printj.n

Sueh asEatiBRng TRRGHS 4 GEtE L one of HopfinRE sHuigby the
downl 0agr,eedEr 3PkosBnP dek isbi@idel Wredh A alt@tisaBle by the NOC 3 via
intervals the processor 30 uploads | og data tracking

oper at i the mébilenstwierkhi ne 1 to the NOC 3. This is

IF\)/:{ L? re giﬁ% gllsaf}fblg% g%‘é@bﬁs%gsn ct:c{rrallrlnim‘?i%gtio%o Deh %e I@J)C 3 by dialling via
GSM, the machine 1 rejects the call. The machine initiates a GPRS
connection and opens a secure HT'TP connection with the NOC 3.

- The NOC 3 then generates an encrypted XML security file. This file
includes the products, in this embodiment the encrypted PIN codes. This file
also includes executable code instructions to allow the processor 30 of the
machine 1 to process the products in the file.

- Upon receipt of the file, the processor 30 parses the file and uses the data
gleaned from the XML to retrieve functions comprising detailed instructions
from a library for processing the products in the security file. These
instructions are mainly SQL statements for use in addressing the database
40. These instructions save the products to the database 40, while they are
still encrypted.

- The processor 30 transmits, using an XML file, an acknowledgement to the
NOC 3 to indicate safe receipt of the products.

- In real time, the processor 30 receives requests and payments for products
and it dynamically decrypts the products one at a time to provide data for
printing, such as a mobile phone top-up code , a ring-tone download code,

or a parking ticket.



The machines 1 are nmaintained at a data and software
l evel by the NOC 3 in a nmanner controlled by the NOC

w@2008ls1582quence is as foll ows: The NOC 3 det ePei/IE2805/000129
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froma configured schedule that a particular nmachine 1
is due for nmai ntenance/upgragpg. It establishes a

di al -up connection with the machine 1. The nmachine 1
det ects that it has been dialled by the NOCs number
and br ks t

by t he éé ?he‘,ﬁﬁ%es%qr g§ él}?ioé‘g L |art1ae é[%@ cﬁ)% Ldtion of

proc esﬁférm&@ldeﬂet@ tRONIOET 8 STHiOistpaefonk¥d & foYlotkRS and
activates a web service hosted by the NOC3. During

this session the NOC 3 downl oads the nai ntenance

[ Eigrtntrc ga egﬁtmngmg G823 2@&) uses these instructions
top Tt e Trar 1t enance Uperatl ons. These

[ nstructl ons can be for a W de variety of operations

such as, software u es.to oyc reen
ndb¢ gueraRs L fieuptinig <55 B ‘iﬁ%f%afﬁ Webf’%ﬂl?g@& 3ina
D&Hakd@& ctoﬁiréuﬁqé%%h%m @Wﬁ@&ﬁé&@%&%nﬂ% al so upl oad

event € contents to the NOC 3, so that the NOC
3-may ﬁ"haNlO(éBlde'@umms frpm armnﬁgumd\sehqdulmqb@m payticylgrmachine

comer c¢i.al ansacti ons nachj C
send afdf e {06 mapienaaee! %P%}F“g %I\?é%mfﬁ}feg dé‘rﬂ'u? X %{-}e&mﬁ%nh
COMUNieah St t.0fireS@dchined dupdtel thhOinBadtrel dtaﬂ)leﬂ b tRNQTOC’s
3 such as printers out of paper and note reade

j amedn @randézreak@tthwonawt@mefhlsm@f qqtively avmqlh by the NOC to

distribute the mail to any users subscri bed

to tha? gc'ﬁeé?tmal afn,@@& initiate conmunications

Wit h maadipreessando tHa:ﬁl’cbomEH&tsttO ItthOé]’tSbly 6PRISadndactivates a web

machi ne does conmuni cate. Iﬁéhl ne
éﬂnﬁ

comunBeyicsdosied Ry r’ﬁheaN@gﬁr SGgEPR gﬁsﬁﬂé Eeipads the
agai n '11%15%@11%%%&3“ ons and again nonitor for a

response er a set nunber of retries the NOC will
send o(The arocabser B0 tiges these instructions to perform the maintenance

operations. These instructions can be for a wide variety of operations such
as software upgrade, updates to the touch screen navigation structure to
incorporate new products.

- During this GPRS session the Processor may also upload event log table

contents to the NOC 3, so that the NOC 3 may track all activity. This is very

important for commercial transactions.

The client machines can also send alerts to the NOC 3 via SMS. This is used to
communicate out-of-service conditions back to the NOC 3 such as printers out of
paper and note reader jammed. Upon receipt of an alert the NOC 3 will distribute

the alert via email to any users subscribed to that alet.

The NOC will initiate communications with machines and then monitor to ensure
that a machine does communicate. If a machine hasn’t communicated within a
defined time period the NOC will again initiate communications and again monitor
for a response. After a set number of retries the NOC will send out an alert to

indicate that a machine is not responding.
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conti nuously nonitors for incom ng SM5 nessages. \Wen
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nmessage according to application request. Once the
request has been dealt with the NOC will send back a
response to the originator ofldhe SMS. The NOC wil |
nonitor for delivery reports for any SM5 nessages it
sends and upon receipt of a delivery report or failed
delivery report will update the original SMS status to

r I hE: [ :
Qe RBF; onkifhd R} mbli s FRRAARrE NS HishdeB RG] d Hessage i
datadiasie the NQYe mdll aattgbiisectheumedsagd agoeling ttcs application request.

t hat d ahel t he chln ata hel d
orPRdgeh Reesigieart ot i NPT SHE aed FakSh fropaire to the
t Cbrﬁgu{utadéme WM hendNROC tif MEXitoM ot dalikie@PREPRR! foY any SMS
create a queued work itemin the schedull s stem
Theesaeges it seads aWnpahneceiiof ndchvasn F@POﬂ'trﬁrtfﬁ aivetygreport will
updat he £ el dat a nthe C s..1. The
i 4P atg e periginy %IUII% ata{ s 1O,4 miréga |1§F %ylfoar meiss%%e feached its
t i ifRndéd ddRendtioh Wi @ot. al | owi ng the systemto nanage the
update of product data in a highly controlled manner.
Encryption/ Data Integrity Communi cati ons between the
e?’N@'(‘fju&@%&&ﬁ&n&ué of ﬁﬁt%%sgecﬂg% 394 ¥4 érli’drﬁtoﬁ # events to
encryption en a nac I's C ssioned, a unrque
X5eﬁh§meethat| dditx held o18 thesmaeldnesolmatch&hihs dater helfli @athe NOC. For

used securi t oken i.n,all nlc
& 25 n shingcots AP Pt PPOBF i dhe: (UGt the NOC wil

”Béﬁlfﬂrﬂﬁlcﬁﬁﬁ cREteVE Elﬁécu'eg Q)vorléllﬂenpﬁ&rﬂly @éﬁéﬁﬁlu‘ﬁ%" SysBnS OTHES Kok item
user security tokén which nmust match a vali'd user on

t eonidG the necageary ﬁniiormatmml wralatecths relovant de@eth thfheachlnes L.

use corrb natj technl to e sur
R R U S o S g L
k eMfowang tHendydidd tonehaNageOms tupahttcF bductg8d o BIpHLY Eontrolled
that data duplication 1s avoided. These constraints

f gpaweanpl e are used to

Encryption/ Data Integrity

Communications between the NOC 3 and machines 1 is performed using 128 bit
SSL encryption. When a machine 1 is commissioned, a unique X509 certificate is
issued to it. This certificate is used as a security token in all communications with
the NOC 3 so that the authenticity of the client machine can be verified. All
communications also use a user security token which must match a valid user on

the NOC in order for communications to proceed.

The NOC uses a combination of techniques to ensure data integrity within its
systems. Foreign keys, primary keys and unique index constraints are used to
ensure that data duplication is avoided. These constraints for example are used to
ensure that the same PIN cannot be created twice or the same PIN assigned to more

than one machine 1.



ensure that the sane PIN cannot be created tw ce or
the sane PIN assigned to nore than one machi ne 1. The
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di sal | ow del etion of critical data. AU data

nodi fications performed on the NOC are fully audit
trailed ensuring full traceabllity. The NOC has an
alerting subsystemthat it utilises to comunicate
information tQ subscribed users. The

., uses this ..
sykheehPCousses Adegst and FoaR1ER Y&ﬁ@%@%@i&pé@% gelstipw of critical
tour , . .
B 1 R RO e O SN GE ite cnin
s din draeedbiiity. The NOEC msonedstue subsastemabdtdt vtilssk toseopimunicate

as_gener.ating .i nuoi ces. e rting .subsystemall o .
o e SRS b SRt SOE bied R Sy SR e Otations
I 8GIRdnY Gnéipettel NGehtiadccdl 8F titheR! BeSROIC’S %ufo%a@é@@flrstems cannot
users. The NOC 3 has a fixed Internet Protocol (1P
addsades an assu¢ gnaden yhe NOU neads e aleSesomesae phaj\it basr processed a
(1.SP). Ast he 1germé eraztrl%c%iwrg)eceisl addresses are
d u&il ?%(Sgg ?Sg%éla, VP AT ORE GPRS network, the NOC 3
cannot connect to them because they don't have a
fixed I P address. Instead they nust connect_back to

C

t hehendertigetubsyrderGRa ™R iSRS R, chpRes, Whigh aptififetions they wish to
! %giﬁ& gnshﬂgg a{%l%&ﬂeﬁg‘mfe’\%@fgs kBt fiseds, 1T they run |ow
on or the

st ock; can trigger themto connect
back if it needs to push updates to them This works

S T L I i e
nddriidb eskobied TESTHE ML ﬁleﬂg&ﬁﬁtg emdchidd1q LEIRILs BE MyA8mically

[
1 can then login in tot NOC, and communi cati on
beagbigsed, Fid thedFRRS attivons theN@(E8 cprnal sanedct taothano hegatise they

machi ne nunber, -i,S kno o trigger, a cal | bac om. .
R e & e rddES Trdbe B Rr DT g BRAOC O e
C OBPR S inefvdrRMBhdyedane@hertifiialdQhe 38diontBerh sdidsCe. BBIE gy erun low
1 is via encrypted XM, with different encryption keys

usayPIY) staskst or &p MNHRE i 3oerm trigger them to connect back if it needs to push
updates to them. This works as follows:

If the remote machine 1 is dialed by anyone, the call is rejected and a HTTP
session is initiated by the remote machine 1. The remote machine 1 can then
login in to the NOC, and communication begins. This also allows service
personnel to whom the machine number is known to trigger a NOC callback

from the remote machine 1.

Link management and content communications between the NOC and the remote
machine 1 is via encrypted XML, with different encryption keys used for both

directions.

The NOC 3 is also capable of giving a full topology view of the network. This can

be both nationally and internationally.



The NOC 3 is also capable of giving a full topol ogy
view of the network. This can be both nationally and
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Real | ocation A "PIN handl er” software function assigns
PIN nunbers to electronic products that suppliers
cannot provide PIN nunbers fol2-This identifies the
product the customer has chosen and al so manages the
product from a vendrng oersoecﬁrve The PI' N handl er

f A Handle L €2 ) Boducts such as

ri ngtones, mallpapers , alerts, and inmages. It could

al so apply for other cash collection products. Taking
t he “Eﬁ\éhmdéerﬁfSOﬁwgmfen«/tmndssingﬁJ pumblers to eledeomdé products that

1000, . Th , g
P RBss SR pRoSMe TRy RPT® R TSt B cystomer
béhas AhdsenSRdELIRS nE’atdbtgémt@e;rrde(cl&r&hgi terrart@gé @fi®e. The PIN

generated and assigned to this particular p uct .
THesdlepfunctoniscissd dpeotheranokitaprogdirts h‘@hr%rfmg@%c rwalﬂ@apels

e {155 QRS oR0R0RE St e SR RuPERGHS

available PIN for this product and accordrngly prrnts
this.on_ the vended ticket, The custonmer_then s

t htaking e sxampler e s whighihag 2 muqﬁ@rmlgo@mg@ identifies
O chlt SnLERRY sdbiuiieky \IREN ARd Pl RpARkEbde are 1o

and 1 ni a domn onrt e gamnes
s Updolde Seveéifil PR nombers r(es dtgemtlﬂnbm am\geherdted ntd @psigned to this

dovvnlo rqced is.tlnitiated. |f the pafticul ar Pl N

il oodicte dhisenBRN HbFH5 hemortad beceiel saghine 1
PI‘thl§ tHR HBioRER cROUERE theAfheGRitn ctRRAI600 ftHé réinote machine
si ngl e downl oad process. Thereafter, it is di scar ded

anldlooks notheaneat pveblpblePIN forihisthradect ase aeepadinglywhints this on the
nurrbg P%S been used, it is quarantined for a defined
perln'%f1 ki me and can be reallocated to a particular
product. PIN nunbers stored in the 'PIN pool' in the

NOC 3 are assigned a status. This indicates whet

t hEhepusformer Ao Seady Bismimbea o heNPRG vsinsSMse b NOQ Bknows
al tﬁﬁatﬁ% rRtﬁ’?ber is uniquely associated with product 1000 and initiates a download

procedure from the games supplier. If the customer texts an invalid number, no

download procedure is initiated. If the particular PIN number has already been
used, no download occurs. The PIN is a unique number and can only be used for a
single download process. Thereafter, it is discarded and is not available for

immediate use again.

When a number has been used, it is quarantined for a defined period of time and

can be reallocated to a particular product.

PIN numbers stored in the ‘PIN pool’ in the NOC 3 are assigned a status. This
indicates whether the PIN is available for (a) sending to a machine, (b) already has
been sent to a machine, (c) has been pulled back from a machine or (d) has been
sold. As part of security measures to prevent fraudulent attempts to download
games by customers guessing PIN numbers, only PIN numbers sent to machines are

checked. This allows a large pool of numbers to be available for download.



been sent to a machine, (c) has been pulled back from
a machine or (d) has been sold. As part of security
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ganmes by custoners guessing PIN nunbers, only PIN
nunbers sent to machines are ﬁgecked. This allows a

| arge pool of nunbers to be avail able for downl oad. PI N
nunbers have tangi bl e conmerci al val ue. For exanple
for nobil e/ phone topups the PIN nunbers are worth
their top up value. Once this data is visible, there

| SPIN siinSterd hate thiigiBRYcoRENSFCRAPHILE IFdrakeiple o€ heobakhone top-
several stages at which the PIN nunber may

. be . | ,
c s ity Deaumbyg pregeorthydieirdor pp valye; Gngebisnata i3 visiplpy there is
bei . ; . . '
o ke 38 i Be FRE R rltedy THY & S Hag @ deffhich the PIN
enmmhet edy becompromis¢d)quddGR: PGP uses two keys, one
public, .qpe private. T NCC 3 public key is used by
stpIiéﬁggsgg“iﬁﬂ%§ﬁgxgﬁe PINs they send to the NOC 3.
Once engidiiehid schiYos HAlBLAR-ONl Y be decrypted with
the private key. This ensures that if the email is

i ncor r edtilesterddimeths ethcbineilnt er cept ed by some neans,
t he uni ntended reci pi ent cannot view the data. Once
the PINs are required by the NOC 3, they are inported

| NPIN BuhBAE Sl pPlidy1odhENDERD &8 BficriptoE ForPBt, ulidg@ PGP. PGP uses
Pi nManager takes the PGP enc&égted file and decrypts

i ttwigdieg aneepublipvenceprikae. ThedeOCHePablicekqysisdsed Ppsuppliers, to

t he indivi I €4l iat t [
oSy YE ERE b ot TS ok SREPIA Rl RS’ iy only be
N(?c@fpféld_l\l\xﬁthﬁﬁﬁi pvate kege ”Id;ix:re?ﬁ{niréw that I i€ - the Céry4il iiorncorrectly
and storin appens automatically, with no user )

i rddresesd: qrgﬂtercgcgteﬁ&ys%oa&emsén% m%mmt%@éésre%ip@nﬁ prampy xigw the
vigibl e to any staff managing the NOC 3. The need may
arise to verify if a PINis valid. For instance a

custoner may call and state that their PIN doesn't

WO(Srlfc'e ti[g ﬁfﬁs ellrg réc{]u?rned%yncﬁg g!d(? 3Yt?1|e3if glraet i?nptorr]tga irtltg %i rrepoF;&tlc}lry by a
PinManager function. The PinManager takes the PGP encrypted file and decrypts it
using the private key. Once the file is decrypted, the individual PINs are
immediately encrypted again, using 128 bit encryption and are then transferred to
NOC 3 PIN repository. The decryption, re-encryption and storing happens
automatically, with no user intervention. At no stage of this process are the PINs

visible to any staff managing the NOC 3.

The need may arise to verify if a PIN is valid. For instance a customer may call and
state that their PIN doesn’t work. There is then a need to validate that their PIN
belongs to a NOC 3 pool. A function PINValidator allows help desk operators to
validate PIN numbers. The PINValidator asks the helpdesk operator to enter the
customers serial number, associated with the PIN, and then returns either a valid, or

invalid response.



bel ongs to a NOC 3 pool. A function PINvalidator
al l ows hel p desk operators to validate PIN nunbers.
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the custoners serial nunber, associated with the PIN

and then returns either a valid, or invalid

response. Filter Handling (Thwbttling) - Logical Drill

Down Products are defined as various |levels in the

renote machine 1. They are presented via a plasm

t diilier Handbing (Throtiling < deigkoabBrillddewn f or each product. A
main menu lists the type of products available, i.e.
top-up, call card, ganes, tones and parking. These are
atPrbfgetpare defihedif vamiots tvelsan ehe rebedmatigde ¢! They are presented
definition has suppliers. Each supplier can have |, .
suBe 8§ H%?ﬁmﬁé?@,h SgliyEn M’Ilqﬂiaﬁ%&t";ﬁi g 0% 9?5154 Rrequch A mgg menu lists

o P RLo VR By . STRET b O Bl (OHE) AT purking

Priicse trdDef hei prodwst dEGpitide. lefel. PadtpoidusupefiniGers has suppliers.

rator A rator B; erator. .C L3: Products: .
B STRPATEr s RP S K LBl et uPEIG or guf gupplir
Q%%.? Qrpréduk®, Which § WhRARS aiiorh& pudeitiséd. Yot T8p AW lierarchy
so that the correct product is ordered. If a gane is
orbyinypé:t t en for nmake/ nodel of handset, the custoner
cannot bealla t.0 order. it .for a different type of
handse#ﬁ'?ﬁﬁhﬁﬁg Pﬁgoﬁ thgpgﬁg%e enabl es the custoner
to sel gc: Prdtkict supphiérke tyOperinst A;N@peraehBnOptdasn C
di spl ays the ganes avail able for this particular
nobi | e Tty BE0duttsi s i s wher OPeREOIAppl | €7 - sub- suppl i er
rel ationship is used. For A e Aigis supplier, B
Is a supplier. Each handset 1s al so de}lned as a sub
supplier to the manufact uiOperasatdpl i er €5Thi s supplier -

b
s Operator B €10
Operator C €10

3
A

It is important to identify the handset so that the correct product is ordered. If a
game is only written for make/model of handset, the customer cannot be allowed to
order it for a different type of handset. The machine 1 therefore enables the
customer to select their mobile type and the machine then displays the games
available for this particular mobile type. This is where the supplier- sub-supplier
relationship is used. For example A is a supplier, B is a supplier. Each handset is
also defined as a sub supplier to the manufacturer supplier. This supplier — sub
supplier relationship can have many loops, for example:
L1: Product definition: Mobile gaming
L2: Product suppliers: Manufacturer A
Manufacturer B
Manufacturer C
L2b: Sub suppliers: Mobile (i)
Mobile (ii)
Mobile (iii)



supplier relationship can have many | oops, for
exanple: LlI: Product definition: Mbile gamng L2:
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Manuf acturer C L2b: Sub suppliers: Mbile Mbile (ii)
Mobile (i1i)L3: Products: Soljtaire for Mbile (i)
(product code 1000) Solitai rel¥or Mobile (ii) (product
code 1001) Solitaire for Mobile (iii) (product code

1002) ch _product’'s PI N nunber. will. then be used
the NoE35 PERBn: i 1y t nsoPoat el Bubat e 10¥0)
initiate the downl oad prgeggi €or NEkil: @Q}Blbﬂ@ct%o&@ﬁml)
the ability to accept paynent for and facilitate

content delivery to nobi BelifpitefredViohlefiin) (peodveitodatl 002)
manager (MCM of the NOC 3 breaks this process down
into several steps. |Inport supplier product

| THa0h pEdduons PIN ngmlms\m'llrtih?gbé ﬁﬁtﬁgody the (NGBC 3&6 ecllemi'ﬁt the product
intQ an repository Define products and, sa itens,. .
A§§3@ ﬁengléﬁ Hgﬁatputw ﬂ%%e%%mtose@%s%a%r%mesl has the ability to
Di | e, Pr : :
ik B reb 6 Cart BRURLS BBl Wbliverf b oL PN A mobile
Plchinfiest panageeMEM)tdféha WOKet breaksThis mrosisodewn s sevetdh steps.

1 g A AR 5 B s i
cust onMgitoanMNOAY&iosfté:§m t he rel evant supplier. The NOC
3 then pushes the URL, along with sone marketing text,
t 0 t he Define products and sale items.
- Assign internal PIN numbers to these products.
- Distribute these products and PINs to the relevant machines 1. When the
customer buys the product, the PIN is printed on the ticket.
- The customer texts the PIN back to NOC 3, which verifies that the PIN is
valid.
- The NOC 3 then requests a download URL for the customer’s product from
the relevant supplier.
- The NOC 3 then pushes the URL, along with some marketing text, to the
customer’s mobile phone as a service message.

- The user then clicks on the link contained in this message and the product

then downloads to the phone.

The product information is imported from the supplier’s content management
system. This information can be in various forms such as excel, html, xml etc. A
download may include: Supplier product ID; Product Name; Product images /

animations / audio; and Product descriptions.

There is an import template for each supplier, so that the import of their data is
seamless and maps directly into the NOC database. As part of the import process,
the template generates alerts to any new products or updates. It can disable or
enable entire product ranges at this stage, so that the NOC 3 may have the product

data in the database, but it may not be for sale.



custoner's nobil e phone as a service nessage. The user
then clicks on the link contained in this nessage and
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information is inported fromthe supplier's content
managenent system This information can be in various
forns such as excel, htnl, xmO=etc. A downl oad nay
i nclude: Supplier product 1D, Product Nane; Product
i mges / animations / audio; and Product descriptions.
There is an inport tenplate for each supplier, so that

t el PROMbm®br LBRirhtidRbAd | RsifRABMCES RUMTPARIatls" @6tdate and
into the NOC dat abase. As part of the inport process,

t ronsegnpibt dloyensaleaols peddect & any paieg. Hdovnpt tediristes] torthe fixed

updates.. 1t,.can di sapl e.or_enabl nt i rLodpct .
TR of b€ T BRI s YenRRYHS BLPIY BOSAS o gt tom.
Pro@se bred@bdorhly gdneratal, albame,cobiel. It theAByncHiPts tesd Mimbers and
sal e. For PIN nunber generation and assignnent the MCM

v atorgsihed intedhe NOC rRasitBlisequent |y al l ows sal e of a
product at any price. It is not restricted to the

fixed pricing of nobile short codes. It generates 15
dilgependhl aoitesvidel madine &l enifigeratiod ths eappropriatengtodhots and
geper at.ed, ique codes, |t then encrypts thes

P HBE Fe iy TLNS P GERRAT e Soriee topashiigs i The customer
Depgdhle REmmI8 dﬁngdowﬂaa)iga%ﬁﬁ@w@mko Geffd Y ;pﬁig uRPth Svant, view

appropriate products and their relevant are ~
t rthagroducteditailsrandypaledhe approhgataweliinaets Ohce Phgnent is made, the

ey Uus the sinple. drill down.navigation, system ..
P g PR oGl pR A Gt ST kY s B B R B e
defr@ dbtailenthsideRnt Bfectfdd foodikir HafdR80IERSw tOrsiRealetE Ptoduct.
is made, the PINis decrypted and printed on the i .
c uBiey e ' iBstructeleto. SIS thepP it paerbeinta B obile: pubeyy dhis mobile

dq{@': ' 'gﬂsp |f1.c to their handset, on
hom;l%$g3%§§ﬁ##£%ﬁr progu%#ﬁ&ﬁhey.are instructed to
SMS the PIN nunmber to a nobile nunber. This nobile
nunber i s_npnitored bﬁ’ our PIN Hand| er g]c

. e the S .
ar(Pl?lG@.é:ge MY paives R/t 1}]43 aNeEfI%lnc]ilqr, Jtds elpﬁgg% er@hdlty. Tt checks if it
Vel fnhe bdpoSi§ K it {5 d Yalid number) and if it has been sent to a machine

1. If both checks pass, then it looks up the sale item and formats a message to send

to the supplier to request the download URL.

Once the download request message is formatted, according to the supplier’s
protocol, it issues a http post / get. If all is in order, the supplier replies with a
download URL. This URL is used by the end customer to download their product.
This URL points to a page on the supplier’s web server. Once it receives the URL
from the supplier, it formats a message to be sent to the customer. This message
thanks them for their purchase, and instructs them to go to the URL to download
their product. This message is sent as a service SMS, so it can include the URL and
it can be easily accessed by the user. Also included on the ticket are instructions on
how to download the product. Once the user goes to the link, they enter the
supplier’s content supply interface, and follow whatever instructions are supplied to

download their product.
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if it has been sent to a machine 1. If both checks
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nmessage to send to the supplier to request the
downl oad URL. Once the downl gad request nessage is
formatted, according to the‘é@pplier's protocol, it
issues a http post / get. If all is in order, the

pller re h a downl oad URL. i RL is used
e SRLLER M £ 2 ol 9ad . £T0T 5 M | 2eliB50 i
U&Wﬁf&l&] fifik [t8eR S ReQIhds,MRpSHERR bShetSolleRafsig! Ver -

Once it receives the URL fromthe supplier, it formats
a nmessage to be sent to the custonmer. This nessage
t hanks .t hel their purchase, and instructs themto
g%&é@%@efﬁﬁ 50 downl oad their product. This nessage
is sent as a service SM5 so it can include the URL
and it can be easily accessed by the user. Also
i Abisudredisesh te heathar cladermptieni fewy the ictiemen akothey oundertake a

dgr\ﬁﬂgagfi‘?n tThe nﬁ)z{cﬁﬂxléclt allo%ctﬁe g 1t 3[3 Ena%g %3) ﬁr eﬁt:]%gcﬂgf]g product

he su ler s con
a(\gbofdﬁ) lok awyvideptfew EXampist Tovadt autmmtﬁ lstanémg p:lha@ds tla this example
I h The wh
govvn oa%ltg é?%h F@c{ 8%2:5 tpftwleerft 6e1§1l ﬁ'n@si\s;’:ﬁu 4 %[a.?éhfhls reminder

d Qi headad é&g untndl®er ﬁ)rftﬁé’\h&ﬁ@l‘ilﬂ&’ér TH® ﬁ@éb%f‘ﬂmﬁﬁer will also be

network traf Bar Code Reader 35 This is used to
gélhbmnb@f@nnaxlon fromthe custoner as they undertake
a transaction. The machine 1 allows the facility to
nmake a payment against a product (goods or service),

f qhe @¥aHRECwishi QJ) M B Paia¥ntth@B i BrifiahB 98mindBr fdtice with
exanpl e the aut orlty mnl send out a paynent rem nder

t thenhelHepukidhdnvaeto tiehhaker payinreat sorgsn for Kb apreapaaie euprity /
n nbdeurst f1 (e)r L atfg'?org %k{?(/) lcgulgctﬂ J;.Hjandﬁqc C@%?n% - IT'H@ ﬁfe '[}%4 %rompted

alpso arco or ma WS

MR €cam m&m& hr tddr ©f destifyrthagselvdy] and @mnndket et iaeunt they
with them They drill down to the nmake paynent  screen
f 8¥ish WePRppRopipet BeAPPHRIriate AU gBd; 8 foceiptds printed, indicating

Vﬂaﬁggﬁ%&t OF Y GRYRS! beenHhARYS BbothE B%or Jd8Yctaze then
pronpte

This payment is then logged as a sale, except there is no PIN number required for it.
Notification is then sent to the supplier (local authority) that the payment of X was
made to account ‘Y’ for product ‘Z’. Payment in this manner may be a part

payment or payment in full against an account.

By using the bar code scanner to read in customer details and make a payment the

machine 1 is used as a cash collection device.

The touch screen can display has a virtual keyboard under processor 30
instructions to also take in certain data in a similar fashion to that described above.

This will also include the ability to select part or full payments.



to scan in their bar code to identify thensel ves, and
then sel ect the anobunt they wish to pay. They insert
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period of time. When it reaches the last advert, it goes back to the start again and

20  continues displaying the relevant adverts / files.

To stop showing an advert, the NOC 3 can simply disable the advert in the machine
1. By toggling the enable field in the advert table, the advert can be turned on and
off dynamically. There is no need to visit the machine to manually change the
25 adverts. New adverts are downloaded as and when required. There is also the

facility to remotely delete adverts no longer in use to conserve hard disk storage.

Product Call Down / Draw Down Procedure

30  The machines 1 can operate with a PIN stock stored locally or in the NOC 3. The
PIN stock is normally stored in the machine 1. This allows the machine to print
tickets or receipts quickly using its own allocated local stock. This method results

in each machine having stock, which may have an associated cost. An alternative is
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and controlled by the NOC 3. These levels are

configurable on the NOC 3 per machi ne,
The NOC 3 performs efficient remote management of the network of machines 1. It

monitors, detects, modifies, fixes and logs any changes to the network. Some tasks
include Topology view, Alarm mapping, Command trace facility, transaction
logging, Communication active/live/failure/retrieval test, and Connectivity pulse

testing.

Configurable GUI (Dynamic ICON allocation)

Each display on the touch screen 32 is built dynamically by the processor 30. Each
button, for example, has a picture and text. The filename for the picture is stored in
a database and the text to display is stored also. This allows the NOC to change the
screens dynamically according to configurations. This allows different products for
display in different areas, for instance local authority parking discs. One can define
parking for Waterford @ €1 per hour as a product and parking for Dublin @ €2 per

hour as a product.
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Vouchers and Gifts

One printer uses plain paper stock and is used for printing dockets. This paper is
very thin and only intended to be used once, for example to use a PIN number and
discard. The second printer is used for printing tickets. Tickets are printed on
different media to the receipt printer. It uses much more durable thicker paper /
plastic (weather proof) and is designed for more manual handling. They also
incorporate anti counterfeit measures, in this embodiment holograms, a logo, and a
barcode. For example, a parking disc needs to be verified visually by a parking
attendant, so there must be some way of inspecting the ticket with the naked eye to

ensure that it is not a counterfeit.

The invention is not limited to the embodiments described but may be varied in

construction and detail.
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nati onal |evel or at the overall NOC | evel. Vouchers

and Gfts One printer uses plain paper stock and is

used for printing dockets. Thek- paper is very thin and
only intended to be used once, for exanple to use a

PIN nunmber and di scard. The second printer is used for
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nmedia to the receipt printer. It uses nuch nore

durabl e thicker paper / plastic (weather proof) and is
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in construction and deta|I Cains 1. A vending machi ne
system conprisi ng: lurality of vendi ng nachi nes,

each i ricferdich gonirq% @%g‘a}mnuawéw Hiet vw%% grea network with the
| 0t erf agfaind hRGFIR! whilinif BREAYSNE REXTRNLE priliuct data to the
di spl ay scrgéen, and a east one printer, &8
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with the vending machine to transmt products in the
form of product data to the nachi nes for vendi ng;

wher ei %ﬁaap LERC O} it &E&Iﬂﬁe %Gmgh‘séseé ArdatabasepRtaly of
plurality o IfTferen types of products and user

i nt er f atiffersttr typesiof préductaveml uskri mtenfase serettinss fof menu-driven

product ssélection of products;

each vending machine comprises a touch screen and the processor of each
vending machine is programmed to use the navigation structure commands
of the database to drive user interfacing limited to selection of displayed

options; and

wherein each vending machine processor dynamically maintains a log of
events and uploads the log to the central controller, and the central

controller dynamically downloads products according to demand.

2. A vending machine system as claimed in claim 1, wherein the central
controller comprises an interface for receiving products from a plurality of
suppliers, said interface receiving the products in encrypted format
according to an encryption scheme of the supplier and re-encrypting the

products according to an internal encryption scheme.

3. A vending machine system as claimed in claim 2, wherein the central

controller dynamically instantiates an object from a supplier class upon



each vendi ng machi ne conprises a touch screen and the
processor of each vending machine is programed to use
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drive user interfacing limted to selection of
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processor dynam cally maintai4fs"a | og of events and
upl oads the log to the central controller, and the
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5. A vending machine systemas clained in clains 3 or

4, wherein the central controller decrypts the

préoductss vémlisg inaciany syfsemtrad clainidddu tcladm)s, wéerein the binary format

interface, . and -encrypts to the internal encryption
pr ot ocdf ma@ta1¥\ec{;‘§ﬁj§s,§él¥eﬁhﬁ(}ﬁe‘q@1 stemas claimed in
claimb5, wherein the binary format is naintained for

| ess than 10 seconds. 7. A vendi ng nmachi ne system as
cl7ai med vendimg/mpehénesfistegn ed elaimedvih @nge precediog claim, wherein each

vending machine processor is programmed to establish contact with the
central controller, but to only perform non-vending operations according to

instructions dynamically downloaded by the central controller.

8. A vending machine system as claimed in claim 7, wherein the central
controller downloads instructions referring to functions stored on the
vending machine database, and the vending machine processor activates
said functions only upon receipt of the instructions from the central

controller.

9. A vending machine system as claimed in any preceding claim, wherein the
central controller downloads a mark-up language security file with
instructions and products to each vending machine, and each vending
machine processor parses the mark-up language file to extract instructions

for processing the products.
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14. A vending machine system as claimed in any preceding claim, wherein each
machine further comprises an automatic reader such as a bar code scanner or
an RFID reader, and the reader reads a code of an item presented by the

20 customer to trigger a transaction in part or in full.

15. A vending machine system as claimed in claim 14, wherein the processor
recognises codes read by the automatic reader, and uses the codes to direct
input of a payment and upload of the payment to an external system.

25

16. A vending machine system as claimed in any preceding claim, wherein the

controller controls the range of products for each machine so that it is suited

to physical location of the machine.

30 17. A vending machine system as claimed in any preceding claim, wherein each
machine has a security printer for printing a durable and/or a secure ticket as

a product.
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