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storing a partial link key in a first apparatus

A 4

receiving, by the first apparatus, a first secret key from a first source

\ 4

generating a link key for establishing a secure wireless connection with a
second apparatus, wherein if the first apparatus receives a second
secret key from a second source then the link key has a first link key
value generated using the stored partial link key, the first secret key and
the second secret key, else if no second secret key is received from a
second source then the link key has a second link key value generated
using the stored partial link key and the first secret key
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storing the generated link in the first apparatus

Y

establishing a secure wireless connection between the first apparatus
and the second apparatus using the link key

A 4

granting, to the first apparatus by the second apparatus, a first level of
access to the second apparatus if the link key has the first link key value,
and granting a second level of access if the link key has the second link
key value, the second level of access having less access than the first
level of access
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Figure 3



