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the receiver to decode the encoded message. Common cipher systems use either a
single key, one to code and decode a rﬁessage, or two keys, one to encode the
message and the other to decode the message.

The keys used to encode and decode messages are basically binary data
patterns against which a message is processed or filtered. Effective cipher systems
require the use of keys that have a suffidently high number of bits to make
replication of a key nearly impossible. Furthermore, the data patterns comprising
the keys must be sufficiently random so that their pattern or the patterns in the
message encoded by the key cannot be predicted. Effective cryptographic systems
thus require the use of high quality random number generators to ensure that the
binary data within a message is transformed in a totally unpredictable manner. In
general, any lack of randomness in an encryption scheme produces some degree of
correlation between the coded and uncoded data. This correlation can then be used
crack the code through techniques such as iterative trial and error predictions of

possible output patterns based on a coded message.
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unequal duty cycle is that the latches comprising the random number generator

typically favor one of the two states if.data is latched during a forbidden

setup/hold time. A common present method of decreasing duty cycle variations in
random number generators involves the use of a Lir;.ear Feedback Shift Register
(LFSR) at the output stage of a random bit source.

Figure 1 illustrates an example of a prior art random number generator that
uses a Linear Feedback Shift Register 104 coupled to the output of a random bit
source 102. LFSR 104 comprises a number of latches 105 and gates 106 through
which the output bits from random bit source 102 are propagated. The states of the

output bits are randomly inverted by gates 106, and the order of the bits is further
mixed up through feed-back of the bits through latches 105.

In general, Linear Feedback Shift Registers, such as that illustrated in Figure
1 possess certain disadvantages and do not fully correct non-level duty cycle
characteristics exhibited by typical random bit sources. As illustrated by LFSR 104,

a typical LFSR itself comprises a number of latches and gates. These latches and

gates will tend to exhibit the same propensity to latch a zero or one in certain
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output bits are discarded. If both bits in a pair of bits are different, one bit of the

pair of bits is taken as the output bit.
Other features and advantages of the present invention will be apparent

from the accompanying drawings and from the detailed description that follows.
BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and not limitation in
the figures of the accompanying drawings, in which like references indicate similar
elements, and in which:

Figure 1 is a conventional random number generator using a Linear
Feedback Shift Register;

Figure 2 is a block diagram of a random bit source and one embodiment of a
duty cycle corrector;

Figure 3 is a logic diagram of one embodiment of the duty cycle corrector of
Figure 2;

Figure 4 is flow chart illustrating the operation of the duty cycle corrector of
Figure 2;



duty cycle corrector; Figure 3 is a |ogic diagramof one enbodi nent qf é&@
duty cycle corrector of Figure 2; Figure 4 is flow chart iIIustratigigS 03
oper at i onved ot/beasdluty cycle corrector of Figure 2; -3 5 SkRA2608691%\0

00/ 59153 PCT/ US00/ 06916 Figure 5 illustrates an exanple of the corrected
bit pattern generated by the duty cycle corrector of Figure 3; Figure 6 is
a |l ogic diagram of another enbodi nent of the duty cycle corrector of
Figure 2; Figigu 5 8listotechaetapleist thatdongectdiehiopariain gen@btddy, tit v
cycle corrector, of Figure 6; Figure 8 illustrates an exanple of the

cor rect edUBY €VPOETEStFeRidiigneaid by the duty cycle corrector of Figure 6:
corrector

Figure 9 is ad.0gic.di agram,of one enbodi nen f the duty cycl

of Figure 2; }:'l'—'g]glluer6eglzgg)lgégnﬁagﬁ?@h%%nq?ﬁ?%%‘f‘Eaa’ir?l‘ﬁ“toriéh%Sé‘ﬂéﬁi’ B COreEtRE
duty cycbéFgaieector of Figure 10; Figure 11 illustrates an exanple of the
corrected bit pattern generated by the duty cycle corrector of Figure 9;
Figure 12 is &igug Tisdiagrhartaflustretingiiedbpentioafof theddut yydy ebRe@sF bECt Or
of Figupe 2; Figure 13 is flow chart illustrating the dperation of the
duty cyc BWsS ector of Fi gure 12; Figure 14 illustrates an exanple of the

;g{jr ected bit ppaf ey ﬂ!&%?é’s%tne&a@{pfeho% th8Ubre St el ;gzgtrterrgcgtecr)mrergt];d Fbingreg 12

duty cycle corrector of Figure 6;

Figure 9 is a logic diagram of one embodiment of the duty cycle corrector of
Figure 2;

Figure 10 is flow chart illustrating the operation of the duty cycle corrector of
Figure 10;

Figure 11 illustrates an example of the corrected bit pattern generated by the
duty cycle corrector of Figure 9; ~

Figure 12 is a logic diagram of one embodiment of the duty cycle corrector of
Figure 2;

Figure 13 is flow chart illustrating the operation of the duty cycle corrector of
Figure 12;

Figure 14 illustrates an example of the corrected bit pattern generated by the
duty cycle corrector of Figure 12; and

Figure 15 is a block diagram of a computer network that uses a bit pairing
system for data encryption/decryption according to an embodiment of the present
invention.
DETAILED DESCRIPTION

A duty cycle corrector for use in a random number generator is described. In
one embodiment, sequential pairs of bits output from the random bit source are

processed by the duty cycle corrector. If both bits in a pair of bits are identical, the
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However, most random bit sources exhibit some variation in duty cycle due to a
tendency of latches and gates within random bit source to latch to a particular logic
level when data is latched during a forbidden hold or setup time.

The probability that a given bit will be output at a particular time by a
random bit source can be expressed by certain mathematical relationships. For
example, if the probability that the output will be a zero (P(0)) is p, then the
probability that the output will be a one (P(1)) is I-p. That is,

Probability of generating a zero: P(0) =p
Probability of generating a one:  P(1) = 1-p

For an ideal random bit source p is 50 percent. For non-ideal random bit source, p
may be substantially greater than or less than 50 percent.
If sequential output bits of the random bit sgurce are considered in pairs, the

probabilities become:
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L source will produce a zero-one output pair is equal to the probability that it will
produce a one-zero output pair. In one embodiment of the present invention, this
principle is used to correct the output of a random bit source that exhibits a non-
uniform duty cycle and generates an unequal distribution of zeros and ones in a
given output bit stream.

In one method of the present invention, a duty cycle corrector processes bit
pairs output from a random bit source to determine a corrected, substantialty
uniform bit stream. In one embodiment, if both bits in a pair of bits are identical,
then that pair is discarded and not output by the duty cycle corrector as part of the
corrected bit stream. Thus, if both bits in a pair of output bits are zero, this pair is
discarded. Likewise, if both bits in a pair of output bits are one, this pair is
discarded. If, however, the bits in a pair of output bits are different, the duty cycle
corrector outputs one of the bits in the pair as a bit in the corrected bit stream. In
one embodiment, the duty cycle corrector outputs the first bit in a dissimilar pair of
bits as the corrected bit. Thus, for this embodiment, if the output pair is zero-one,

the corrected bit is set to zero; and if the output pair is one-zero, the corrected bit is
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a bit inthe corrected bit stream In one enbodi nent, the ty cycle
corrector outputs the first bit in a dissimlar pair of bits as the
corrected bit. Thus, for this enbodinent, if the output pair is zero-one,
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Case P(01) =P(0)P(1) = p(1-p)Logical 0 output P(10) =P(1)P(0) = ,
(1-p)pLogical | output P(11) .=P(1)P(1) = (1-p)2Rejected Case In an
alternative ent®8) Adi@)P®epduty cycl e Rejectedt@useout put's the second bit in
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=P(1) P(0) = (1-p)pLogical O output P(11l) =P(1)P(1) = (1-p)2Rejected Case
Figure 2 showi-one enbodi ment of a duty cycle corrector 200 that

i npl ements th “@Fﬂtﬁdtﬂrﬁéht’éembs)dlmb@@ thebduly tywipeardeder auitpuits thandecand it
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output pair is zero-one, the corrected bit is set to one; and if the outpul pair is one-

zero, the corrected bit is set to zero. The corrected bit values corresponding to the

various paired cases for this alternative embodiment can be represented by the

following relationships:

P(00) = P(0)P(0) = p2 Rejected Case

P(01) = P(O)P(1) = p(1-p) Logical 1 output
P(10) = P(1)P(0) = (1-p)p Logical 0 output
P(11) = P(1)P(1) = (1-p)2 Rejected Case

Figure 2 shows one embodiment of a duty cycle corrector 200 that
implements the embodiments described above to produce a substantially uniform
bit stream from a random bit source 202 while using fewer gates than previous
LFSR circuits. Random bit source 202 may be any random bit source that outputs a
random stream of bits to signal line 222. In one embodiment of the present
invention, random bit source 202 is implemented as a latch circuit that uses a
randomly varying low speed clock signal to periodically latch a high speed

oscillating signal. The value of the output bit from the random bit source latch

-



LFSR circuits. Random bit source 202 nmay be any random bit source tha% h
outputs a randomstreamof bits to signal line 222. In one enbodi nen ng 2003
t he presenvoob®sygnti on, random bit source 202 is inplenent edcassendsaisch
circuit that uses a randomy varying | ow speed clock signal to
periodically latch a high speed oscillating signal. The value of the
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pair of bits is stored in storage circuit "204. In a later  clock cycle, the
first bi 20§ stose paird dfsustassivgebits inche ra@@6mvibit bgedreutput froim randdgenbitf r om
random bit_sou 202 is stored in storage circuit 204. Storage circuits

204 and 28805t OBdORRIMPREEORPY COBPHEE R ek Al dniafiistidosk Cyele dEdK, the

regi stersg At r - Il . cell and the |jke.  The bits
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208. Conphitds siorediith s@}8gevit cie 268 Wikt eQlext BMNAIBUE Eb&UEdnd iR bl digcan
XOR gate or a conparator. |If both bits are equal, conpare circuit 208

asserts tR& isAtoERTinsitgrage arrusi YHabtdrage ciz20its 304armd 306 hragi loe atyatyepe dff

both bits_are not equal however, conpare circuit 208 deagserts the ACCEPT
signal t os%r?%?/\f%ﬂfl:ﬁ%s gichpding lgfrhes, r@%%@c@?hﬁ% %rn%cP“'i"Hlﬁt’i%Fé‘é“Weﬁ%lér t he
pair of bakgiQaliRet fromthe random bit source will generate a corrected

‘bit in the bit streamoutput by duty cycle corrector 200. The ACCEPT
signal is proviltedbitsatoadiidatéagelchgiits 209 ahdPO6bhes covnphred By compare

circuit 208. Compare circuit 208 may be any type of compare circuit including an
XOR gate or a comparator. If both bits are equal, compare circuit 208 asserts the
ACCEPT signal on signal line 220 to a high logic state. If both bits are not equal,
however, compare circuit 208 deasserts the ACCEPT signal to a low logic state.
Thus, the ACCEPT signal indicates whether the pair of bits output from the random
bit source will generate a corrected bit in the bit stream output by duty cycle
corrector 200.

The ACCEPT signal is provided to validation logic 210 together with CLK.
Compare circuit 208 will assert ACCEPT when any two successive bits in storage
circuits 204 and 206 are different bits. 1t is advantageous, however, to compare non-
overlapping pairs of bits output from random bit source 202 in order to produce a
uniform duty cycle output stream from duty cycle corrector 200. Validation logic
210 performs this function. Validation logic 210 asserts the strobe signal STB to a
high logic state on signal line 218 when ACCEPT is asserted and the desired bit pair

s stored in storage circuits 204 and 206. When STB is asserted, output circuit 212
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|
Conpare circuit 208 will assert ACCEPT when any two successive bits i?SEr’ZUDH
storage circuits 204 and 206 are different bits. It is advantageous, !
however, twac@®aile non- overl apping pairs of bits output fromusandnm bit
source 202 in order to produce a uniformduty cycle output streamfrom
duty cycle corrector 200. Validation logic 210 perforns this function.
Val idation | ogic 210 asserts the strobe signal STBto a high logic state

on si gnalstbieseth2 18t Whesr ACCERT i ®ea ir&ng 20 ' ' bfnent S
stored in storage circui t°s Z&Itaﬁ]g g%%ﬁjhs\%éﬁﬂgTE &sagjgiésgelﬁgse@ﬁ%egegﬁenk
circuit 2pgluding aSERis2E03 |MEh OfH SO B rPCHIHRIO A6t leatemdrh@ldihénts
storage circuit 206. Qutput circuit 212 may be any storage el ement

i ncl udi ngarhﬁ‘r%@igﬁ%r?f Oéhﬂg‘psw,- Thecbipstosed By weltpul diecudt 21208 woltpul tosigmsator y

el enent s,j; other logic. The bit stored out put .circuit
215 e oung LS recRiq B (e’ B ding teihe ks HaRE In SEHER ST o ¢ ne
bits storadi Pd6.storage circuits 204 and 206. For an alternative

enbodi ment, the output storage circuit 204 may be provided to output
circuit 212 i nsereaalidrnative entbpdimehit, shevageitatorage tir206 20Fonay bé S

enbodi nment , \é\%ﬂ] STB is asserted, output circuit 212 stores the bit in
storage RV toputPul s CH2painstead of Bieowdput pkstergesircadt M6 For this -
corresponry 3 h i , d, J t gr age. c.cui t s, 204. and, 206. Figure 3
Shows Gy Dot fBhSTE AR ed, BB BRBiEhG A o5 B B 5 ok

cor r ect orci2Q& 208y id Oyieh s CRIs HRES Pthe30Pr doftel M@@érrbs?cﬁﬂﬁﬁ 2 habids $8fed hat
are one _enbodi nent of storage circuits 204 and 206, res%ectl vely; XOR gate

310 t hat IN$teyage carudePpeand @@6.conpare circuit 210; transparent latch 308
and AND 03t e 12, LD LogELher CompELseagpe erbod neqt ot el dali on, 0o
Compar i son oy Ko pat 7 S5 HREERA il A LA B0E A b AISRRE S i
| at ch 304mindigidat obstdrige deoditscl0acindi206s eespbctfidly; XDRsgAte B3O tittis bee
| at ched iexr']ngoacli(r:rr]en?t’%? ’cor?m?agret ?i?cuit 210; transparent latch 308 and AND gate 312 that
together comprise one embodiment of validation logic 210; and latch 312 that is one
embodiment of output circuit 212.
Latches 304 and 306 latch pairs of successive bits from random bit source 202
for comparison by XOR gate 310. The first bit in a pair of bits is latched in latch 304
by CLK. On the next clock pulse of CLK, this first bit is latched in latch 306, and the
next bit output from random bit source 202 is latched in latch 304. If both bitsina
bit pair are equal, XOR gate 310 deasserts ACCEPT to a zero; if both bits in a bit pair
are not equal, XOR gate 310 asserts ACCEPT to a one.
Transparent latch 308 latches CLK from random bit source 302 for clocking
the AND gate 309 such that STB will be asserted only when ACCEPT is asserted
and a non-overlapping bit pair is stored in latches 304 and 306. When STB is
asserted, latch 312 latches the bit output from latch 306 as the corrected bit output
on signal line 214. In an alternative embodiment, the output of latch 304 may be

provided to latch 312. This bit may be latched by latch 312 in response to STB.
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next bit output fromrandombit source 202 is latched in |atch 304. Ié ll?_gtlﬁh
bits in a bit pair are equal, XOR gate 310 deasserts ACCEPT to a zer ;5 P fU03
both bits w@bifs pair are not equal, XOR gate 310 assert $cACSkHMEsi© a
one. Transparent |atch 308 | atches CLK fromrandombit source 302 for
clocking the AND gate 309 such that STB will be asserted only when ACCEPT
Is asserted and a non-overlapping bit pair is stored in | atches 304 and

206, hen STO EiugP RSBk W Er L5068 0, o ol P ke 200

embodi mer3go. tAestepupnt a Gst sHie b @Qéffr’WrQ?dorﬂgﬁﬁ’é fe b0 LAt GRhddantoThi S DI t

may be | atched by latch 312 in response to STB. -9 5 SEP 2003 WO 00/59153

PCT/ USOQ) le g6 3Pt gode306 withaht Ifopwchiastoredat latth B84 aad eise tdrendier sibieaninof
duty cyclclgtcggﬁ ector 300. At step 400, a first pair of bits fromrandom

bit sour darfet $18PAYaX (O gate| HOdriermaings iHrthe oo kit of thaPainarseqpak

stored i gl . .and_the secand.pit i | at c 4. At step 402,
XOR gater!éi]g’Et gg{rgbg%lﬁggeieﬁuﬁ ﬁaet ﬁqﬁB zﬁétééggpﬁﬁ'é C%ﬁfsrer eszgdﬁp?assﬂfte(?’he pair
of bits airii efusit palr istERc#8%r ACCEFREI At %Emragqqer%mslla‘tcﬂ@aﬁgsmﬁd,
and the bit pair is rejected or discarded. At step 204, neither bit iIs
| at ched B2 atcoutBt2oanghad lingitldt i, sogeatr, thaov@ bits aré deteomenat to behe two
bits are c&j?ft erm.ned to be different fromone another at step 402, the
first bitAfErendifepmaang snpother plistepid02athedirebbit ippkenps the puling bit Heterext
over | appigyg pair of bits fromrandombit source 202 are collected, and the
process repeats fromstep 402. This process repeats until all output bit

pairs from theAt stegarmBbite SOURRIRBYMPEER of bOS BTR Fandbih KIHERitke PO Sre from
t he random nunber source that are unpaired cannot be processed and are

t hus rej eotlegted) and hbepdotsss meperds froan swptdd8udhnis preocess spebisturdfl ailhe pai r
f as the corrected Ri in an al ternative, nethod,

,__t--Lgmsleif)(ﬁPglf%g? bB}Psaé'fs?g@Bfla{ ﬁ‘% BRERT alttéﬁuaf@zbas@b%%mrf)@%fss - PRY REPRERIERd
SLE)MAi ‘;]Lff'érlﬁ%eirhhaéﬁf Rldr®ar Qéu}éa%glpﬂe%}ﬁrilregf catibY bEYEb&esc beghy 300 is
thus rejected. It should be noted that although the first bit of the pair from latch 306
is supplied as the corrected bit, in an alternative method, the second bit of the pair
from latch 304 is supplied as the corrected bit.

A further illustration of the operation of duty cycle corrector 300 is shown in
Figure 5. Figure 5 shows that the second bit pair (bits 2 and 3) and the third bit
pairs (bits 4 and 5) generate corrected bits, while the first bit pair (bits 0 and 1) and
the fourth bit pair (bits 6 and 7) do not.

Random bit source 202 may output bits that have a first order
autocorrelation between successively generated bits due to the nature of latches,
logic gates, and other circuit elements. Thus, even though a duty cycle corrector,
such as those shown above in Figures 2 and 3, may be able to output substantially a
random bit pattern having a substantially uniform duty cycle, the likelihood that

the output of the duty cycle corrector is closer to a uniform duty cycle increases if

the autocorrelation between bits output by the random bit source is lower. That is,



Figure 5. Figure 5 shows that the second bit pair (bits 2 and 3) and ﬁhg
third bit pairs (bits 4 and 5) generate corrécted bits, while the fi §PZUUB

bit pair (Bid@0and 1) and the fourth bit pair (bits 6 angersifsh@t -
Random bit source 202 nmay output bits that have a first order

autocorrel ati on between successively generated bits due to the nature of
| atches, logic gates, and other circuit elenents. Thus, even though a duty

cycl e cor teeliRelihosdiehatasie LROSE: m@%u@fi’@yaeicaﬂx@c%ﬁ?aogﬂaﬁ% 1§niif§ﬁ( )(/:ll& abl e

to output substantially a randombit pattern having a Substant

uni f or m dayslecdycieasest ihéhd bkelr theadntibat bit theaguirneuinrefztdde eichbtiyc! e
corrector is closer to.a_uniformduty cycle increases if the

autocorrel ati orf‘sogl%%l‘ln bigweutlph cisje corseetandobrobFigusedmay bsaffested byThat

i's, -10 55SER. 59153 PCTI USOXY 06916 the |ikelihood that th
Lﬁt put of TRS ég?gua%lrge?%%% 'Ertwoerenltgeg%élé?%ﬂ)g %:bl'tcef‘ﬁ“lfﬂag‘bof’ygplﬁ&’tiflt ee
i ncr easesrarddheibsdurck 202 BE dUAPERTE Phdre Sl gggbg?%g&%ﬂ&&&ﬁ%%@ﬁ%&? her .

As shown in Figure 5, duty cycl’e corrector I gure écted

by firstFigutes 6shbosanuthat emhodiensveers atdietyhiyicke dodrdctsr g0BnHenedicesHeeam
out put by rar&{c} mbit source 202 as duty cycle corrector 300 operates on
consecut | ¥deHi &t peder antegprealation hetweambitnprireawiguit ymandpmebitiseyrceycl e

t t fect. of first.ord t | ation .
ot neon p2PR DLEAL,UE BRI BE0 LR Sl ordet 3l el S7 Sl b kit or
600 r educksni tarsdoasieodus 00PHAE! @bitgigtixbi)é &8l HdtGefetlitts a Eér@@&té&%ﬂom

bit source 202 once a bit pair is det ed that generates a corrected Dbit.
Duty cycl e corPadyeycle@oriestaiaiDlinsinitardotdutgygtie conrecee 360, SQept e ept

e o B L 0P oS b Pl SR cpol S ™
i1 lustrat ' ' . | rst N Lts. fe bi t
oLt vt ooy T gt 0 BB g e ©

nmodul o- 2 Bepiid8ra 602 patt ofbiefrdRvrandorh BRtseuseR02deE &itBhaLmtd fatkhe 3040 bits
of the pair %55 equal . If the pair of bits are equal at ste 704, ACCEPT
i s deassettbiVo ermopstsfiand dof spodulad evntet 60 okt step 702 XOR@# @310

determines if the two bits of the pair are equal. If the pair of bits are equal at step
704, ACCEPT is deasserted, STB is deasserted, and the bit pair is rejected or
discarded. At step 704, neither bit is latched by latch 312 and output to signal line
214. If the bits do not match at step 702, at step 704 ACCEPT is asserted on count 1,
STB is asserted, and the first bit (or, alterna tively, the second bit) is output by
output by latch 312. 5TB is also fed back to modulo-2 counter 602 such that when
STB is asserted modulo-2 counter 602 skips a count and holds the next two clock
cycles low (i.e., both count 0). This will cause, at step 807, duty cycle corrector 600
to discard the next bit in the random bit stream from random bit source 202. This
occurs because even though the next bit is loaded into latch 304, it will be clocked
through latch 306 before the next time that modulo-2 counter 602 will output count
1to AND gate 309. At step 708, the next overlapping pair of bits from random bit
source 202 are collected, and the process repeats from step 702. This process repeats

until all output bit pairs from the random bit source have been processed.

-11-



di scarded. At step 704, neither bit is latched by latch 312 and out pﬁ Eé,p 0
signal line 214. |If the bits do not match at step 702, at step 704 leg
i's assertedo@psHeint 1, STB is asserted, and the first bit, 00/06916
alternatively, the second bit) is output by output by latch % gTB IS

al so fed back to nodul o-2 counter 602 such that when STB is asserted

nodul 0-2 counter 602 skips a count and holds the next two clock cycles |ow

(i.e., both counirtRer ilTBHS W df tRRUHerat ogf})cﬁPryBcS/Zle éé:?}é’a&é’&d(ﬁ SAbLEGROT

600 to discard the next bit in the'randombit “streamfromran

sour ce 2&2gurpf. sWheochedirbelsiapae @vwe drnidolghe thaalexd bidd hrd Sistaadgdidnt o
latch 304, it w lCLS be clocked through latch 306 before the next tinme that
modul o- 2"OSERTEEIed Ingeneratadhinr thisunt pait. sl ANDnaky. S TH®Ill Aot beepseT@8l t he
next ove ' i f _bits from random bit . source 202 are collected,
and t he. proaRoBcB Louller R ST S Shkal Pt eRd sieand Cigngpnda

out put bhte R8I édual bAMd YRR thé SEP
2003 WD 00159153 PCT/ S e e Sy ug??%??gﬁ%?‘q?ﬁgg%ﬁg?ééfgn of
duty cycbh#, bisrd erbeodisssfiddsbaduuse madulbigiia t8: 60Meind Aeofiht, SThdtHirdBiLr

(bits 0 and Fl)? are fﬁ%ual, the bits are discarded an no corrected bit is
gener at eBaFdP!E Riabddiarg also notrgual deraly ayclesTaregtel 600nutpatas opetead  and

R e A e R N O G T M
causes t&sumexthe IRt bit Phlr (ﬁitstsoarﬂﬁ)deiré%g&ﬂ%&@f‘@d&%&rﬂgép' 0-2 counter 602
skips a count. The third bit pair (b_lt 5 and 6) are also not equal- Duty
cycl e correct dhe @dgaodinguifdits dard Irwlill redusethd ist oeddr Mitbcotrelatidn t o be

di ;scardeg1 because nodu B,—Z coynter 602 skips a. count, The last bit pair
(bits 8 SHYEN Fé“-“é‘hﬂé R Gk aanrd &) nchtherihardibid parrdibrg Semdobk and and 7

1St o e g BRSBLAbeld 0 L ASERA oSSR P
third bistreanrwidrise inflieheed by Diets fighifichRi {etoBddtdeRdutolbettdrEdt@@eRi t
streamw .|| be influenced by a |less significant second order
aut ocor rideaierend betRaieand the third bit pair, and between the third bit pair and the
fourth bit pair output by random bit source 202.
| Duty cycle corrector 600 reduces the first order autocorrelation between bits
generated by the random bit source. It may, however, tend to introduce a non-
uniformity in the duty cycle of the corrected bit stream as the singular discarded
bits (e.g., bits 4 and 7 of Figure 8) may not be evenly distributed in the random bit
streamn.
Figures 9 shows another embodiment of a duty cycle corrector 900 that
reduces the affect of first order autocorrelation between bits pairs output by
random bit source 202. Duty cycle corrector 900 reduces first order autocorrelation
by discarding bits from random bit source 202 that are shifted in on particular
counts of a modulo-5 counter.
Duty cycle corrector 900 is similar to duty cycle corrector 300, except that
transparent latch 308 of the validation logic has been replaced with modulo-5

counter 902, inverters 904, 906, and 908, AND gates 910 and 912, and NOR gate 914.
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the second bit pair and the third bit pair, and between the third bi t5 E’ﬁifaaa
and the fourth bit pair output by random bit source 202. Duty cycle ¥ 9~
corrector ®Qfojsefkdces the first order autocorrelation betwegprBbkisocors
generated by the randombit source. It may, however, tend to |ntroéuce a
non- uniformty in the duty cycle of the corrected bit streamas the

singul ar discarded bits (e.g., bits 4 and 7 of Figure 8) may not be evenly

di st i but RebdulotdieokARAID Rat 3L bty Kl s t BR¥y g Thadiment
of a duty cycle corrector 90% l.tu%%ltb r c#:dctgg{?ﬁsé%gf ?g)é\%n%pafgﬁq) gg& 15

aut ocor r eh dlviesrinpet VYD dite shpehdss Bt Pbudbupled doiRidvesaitopg, 2020nBut ¥
cycle corrector 900 reduces first order ‘autocorrelation by discarding bits

from r andBRWBicCuRss kC20and Rahirdriapyhidupldditn Crvipantérterd 308, AlNDrgseof a
nodul o-5 ter. Duty ¢ corrector 900 is simlar tg duty cycle
correct or§§"6g,a %‘%%%’b?g?%éﬂﬁtgf“fn%é%@%? rgh iORUS RURIRdtR &2 AISEERIG BPUtogi ¢
has been fARdiaged W 1A ; ' rters, 904, 906 d 908,
AND gat es 910 andoglzlfa lgﬁgﬂh’g&ggﬁg%ﬁ{d -8'%3’%5@%%‘1&%5%‘%"68%%@3
PCT/ US00/ DEWR ga teblidl recives ting o2 oh ANDh 68 Dionaid/o BUbAYdrids SreThp Gl
and C2. AﬁD@%e 910 is a three-input AND gate that has a first mp%t

coupl ed BAtee?%r 904, a second I nput coupled to d, and a third
i nput coupl ed vi.a inverter 908. AND e.,912 ig. a_three-input AND
gate that has ﬁéﬁ? ggg{at}%?ﬁlgldgﬂcgeucqrsec@{ 9@} ’éé@ﬁ?\t&atf”—ab’&t}: 12WEUS: ddt step C1
via i nverigmo 5bg ' d I : | A b ._NOR
gate 914 recei vesOL?ﬂgJ egfu%’%gﬁlgo g?ﬂ%}&lb&gg)?égﬁé%%@%&%% ﬁgﬁé‘%t r?@éggr}gﬁe

i nput  of biAmii] et dis@Oded Heeaugethatsigial oh dgitial 16¥E 16 VIR Bedss S0 fov
il{ustrated in Fi aure 10. At steE 1000 and count 0 of nodul o-5 counter
902, a fiF¥tpPenpsl | Ahater 100L0? fettarinolbitsiipm rapidonwbitisobecedd0@éar ded

becaise gauanel o805 AR DAL o), PR B0l S3E4R,
discarded from corrector 1000. At step 1004 and count 2, XOR gate 310 determines
if the two bits of the pair are equal. If the pair of bits are equal, then at step 1006
ACCEPT is deasserted, STB is deasserted, and the bit pair is rejected or discarded.
At step 1006, neither bit is latched by latch 312 and output to signal line 214. If the
bits do not match at step 1004 and count 2, then at step 1008 ACCEPT is asserted,
STB is asserted, and the first bit (or, alternatively, the second bit) is output by latch
312.

At step 1010, a second pair of bits from random bit source 202 is latched into
latches 304 and 306 on counts 3 and 4. At step 1012 and count 4, XOR gate 310
determines if the two bits of the pair are equal. If the pair of bits are equal, then at
step 1014 ACCEPT is deasserted, STB is deasserted, and the bit pair is rejected or
discarded. If the bits do not match at step 1012 and count 4, then at step 1016
ACCEPT is asserted, STB is asserted, and the first bit {or, alternatively, the second
bit) is output by output by latch 312. This process repeats until all output bit pairs

from the random bit source have been processed.
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| at ched into | atches 304 and 306 on counts 1 dnd 2. This will cause Ef.??FDZUDH
first bit to be discarded fromcorrector 1000. At step 1004 and cou

XOR gate 3w@wepe=snines if the two bits of the pair are equelushndhe pair
of bits are equal, then at step 1006 ACCEPT is deasserted, -STBis
deasserted, and the bit pair is rejected or discarded. At step 1006,
neither bit is latched by latch 312 and output to signal line 214. |f the

bits do not manclurdterstiaprdfod ot 694t3ti03, ftd!ﬁ-g Ll ?9?{
asserted, _ STB is asserted, and the f| rsltD bol C? gl%%)gr rﬁgc%?g\?gﬁ

second bi Et)gqrgléuirbatﬁrbybutabw 1530:2ded°¢ntsterreﬂ;@l@ﬂo,abﬁtequﬁe @@cﬁrdﬁd b| ts

from randgm bi t gg 202 'S ci;: dintg |atches 304 and 306 on counts 3
and 4 At “SEBSNE BT BIhBadadea egdhe fizgtcbit gair dbits hesdid) armequalpthei t s

of the paj; f. bits are ual.,, then e 014

ACCEPT | o i meciistiRed did 00 EgRILEANILS ¢SEH Ao ¢ Bl d ecpeatieR or

di scar dedpaif {bithahilt4y aﬂ@naﬂb quAt @&,P,S(ta}%[é gcﬁ}gthgg%(pgﬁl%uts a(z tLhen at step
it (or

1016 ACCEPT i s asserted, STB i s asser e first
al t er nat i Medp! O‘Pﬁéuﬁé%ro?ﬁi thentretiires batiptd coyntdyrit thay bitat whll 3déntudlty Be

process r il.all, out it pairs fromthe random bit source have
been proc(g'g‘g3 g%d [11%' th:llFb‘!?é’G %6@@95@ﬁ33b@ﬁqg$@l0ﬁb@9\ﬂ6dwtﬁwimer :

i Il ustratéRpecd [ 900 i,s s i

Figure 11. The rf?drﬂé\? E tést??\? glfheq%% Pﬁgaﬁ? gbyg{: SAUY Eﬁﬁt WI II be
di scar deddisgdrdedt he first bit pair is | oaded. Wien the first bit pair (bits

1 and 2) are equal, the bits are discarded and no corrected bit is
generated for disgaydipgof bitsieanch prld reduce thaifirs{ trides adtacudrdption e not

Then 1ot ek e e 1R B i S ad: Bt Sefie icm Jais § 28 it bear ded.
The t hi r deobidctdepbit strebirowél] B@Cilnfm rited B 2 R8O A sy Gty cycle
.corrector 900 outputs a one. ?ast it pal fgnfig& and Igi are equal and
are di s@aﬁmrelm@ndneswaermm@smnauam{ tﬁnail'tﬁit paitk| The eBusledntsitd dfrcdliner der
autocorr % (acounPS count 10, etc.) are evenly distributed in the random bit stream and their
exclusion may, thus, result in an approximately uniform duty cycle for the
corrected bit stream.
Figures 12 shows another embodiment of a duty cycle corrector 1200 that
reduces the affect of first order autocorrelation between bits pairs output by
random bit source 202. Duty cycle corrector 1200 reduces first order autocorrelation
by discarding bits from random bit source 202 that are between pairs of bits that are
compared.
Duty cycle corrector 1200 is similar to duty cycle corrector 300, except that
transparent latch 308 of the validation logic has been replaced with modulo-3
counter 1202 that has outputs a high logic signal on signal line 1204 only on count 2.
The operation of duty cycle corrector 1200 is illustrated in Figure 13. At step
1300 and count 0 of modulo-3 counter 902, a first bit is loaded into latch 304. This
bit will be discarded because the signal on signal line 1204 will not be asserted for

counts O and 1. At step 1302, a first pair of bits from random bit source 202 is
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bet ween the second bit pair (bits 3 and 4) and the third bit pair (biigr_.@
and 7). The <corrected bit streamw || be influenced by a | ess signif inf003
second or defo oomgipcorrel ati on between the second and third bt Rfdsse The

di scarded bits of count O (count 5, count 10, etc.) are evenly distributed
in the random bit stream and their exclusion may, thus, result in an
approximately uniformduty cycle for the corrected bit stream Figures 12

shows ano [ ; y. C arrector. 1200 t ha e s, the
af fect of q%l%{.lg(t%ﬁ@ g@%?@ég?g g*bgastolno%&%‘g vvea@ﬁ{e‘)cbi > e r@”fﬁ:%mrsggﬁ?‘? BRdom
bi t SourCe{i%&iem@m@Mﬁﬂe@tcﬁQQO@.ChQrstelbzﬁbilra‘%gﬂ@cﬁﬁﬂf?.', KSR gé@eﬁ determines

o

autocorrel ation by discarding bits fromrandom bit source 202 that are
bet ween pai the oo bits of theapainpee eqoatpf thet. pAiibbity aleeequat, then at st2gQ004 s

simlar t cycl e corrector 300, except that transparent |atch 308 of
the vali dzt(ﬁgﬁ}éirdépga?ﬁééteﬁlegﬁgﬁ% pasededi Jg‘l‘fi Hisckit B2 is éﬁl?ﬁm?‘épr dxgardedat has
out puts aah | | . ' | i 204 only, on.count T,

opePat [ onAng u?‘gﬁé&g@gggh@c&tt?ﬁ&iﬂ%&tldls?%#Fﬂétoﬁlﬁ?%tdtoishgxﬁqgﬁ}eélfﬁ?m step
1300 and bitsiao fbtaha bkt seep3 1 SRUUH @ EoD22, tRed bf stbp 1868 AT ORARN LAY | at ch

304. This__bit will be discarded because the signal on signal 1ine 1204
wi |l not B&Bdsaesereedl pod the fustthst (oranlerhatifklys tiepsetdAa bit i bustutpgi r of

bits from.randam bi t rce 202 is -14 5 SEP 7003 WD 00/59133

PCT/ US00/ 883’1‘3‘%%@6%3%% PEERREePsats untdl Abeuipmt Semais fromniesandoms

wi | I causpittdBeréd hste Bbdn di scarded fromcorrector 1200. At step 1304
and count 12,5 XéR gatee 310}5%&?%9% nes if the two bits of the pair are

equal . |If the pafurtiedr ilubsanoe ot eudbperabioR citduty epcld 30FecETERT isl shown
deasserted, STB is deasserted, and the bit pair is rejected or discarded.

At step 18bBiguigilgnhdhetfirst big, hinfokderdad inde corragier 470, but putl bealisiagded | i ne

214. If t i t.s. do, not . h 304 ount 2, t t 1308
21 1 ety 0L BN N GASR AS08, 00 SO 2, L e, 1308
the seconbitbhid distarléidPatd RY coReLiRutbiP¥ Oéoe?ahfe&heé Yor thldbit pRIOTRE Foll BRBAL S

until all output bit pairs fromthe ran
bit 3, is loaded into corrector 1200, but will be discarded when the second bit pair is

loaded. The second bit pair (bits 4 and 5) are not equal and duty cycle corrector
1200 outputs a zero. The seventh bit, bit 6, is loaded into corrector 1200, but will be
discarded when the third bit pair is loaded. The third bit pair (bits 7 and 8) are not
equal and duty cycle corrector 1200 outputs a one. The tenth bit, bit 9, is loaded into
corrector 1200, but will be discarded when the fourth bit pair is loaded. The fourth
bit pair (bits 10 and 11) are equal and are discarded.

The discarding of bits 0, 3, 6, 9, etc. will reduce the first order autocorrelation
between the compared bit pairs. The corrected bit stream will be influenced by a
less significant second order autocorrelation between the compared bit pairs. The
discarded bits of counts 0, 3, 6, 9, etc. of modulo-3 counter 1202 are evenly
distributed in the random bit stream and their exclusion may, thus, resultinan
approximately uniform duty cycle for the corrected bit stream.

While the duty cycle correctors illustrated above have been described as

comparing two consecutive bits in the random bit stream of a random bit source,
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«circuit 212 has been shown to receive either t

bit source have been processed. A further illustration of the operati£§F9@33
duty cycle corrector 1200 is shown in Figure 14. The first bit, bit 07 :
| oaded i nt w@owssesx or 1200, but will be discarded when the plirfsdobdédiepair
is |loaded. When the first bit pair (bits 1 and 2) are equal, the bits are
di scarded and no corrected bit is generated for this bit pair. The fourth
bit, bit 3, is |oaded into corrector 1200, but w |l be discarded when the

second bi hopabnsésutiveositetay B 5€e0mMBabid iPatdmbRid i not
equal and duty cycle corrector 1200 out pults arger o.gqﬁg%g&g\??nsf ?Ogit, bi t

6, is | oafednply addpionsd smrag@opcubisitnayi e inberted beavetedstohale diftitsiiogd bit
pair is Ioa@qg The Bhi rd bit pair (%its 7 and 8_% are not ‘“equal and duty
cycl e cor?aRelP TSGENGIRpEE STslymaay Prslackad Rywsitferasiticlaks os diffextad clatko

correct oregg&p, but will be discarded when the fourth bit pair is |oaded.

The fourth “bit pair (bits 10 and 11) are equal and are discarded. The

di scarding of AiddstiOnalBs, ofitp 9t ciediGt 218 his BRAUES W B fdcbite [
autocorrel ati on bet V\Bgn trﬁpe conpared bit pairs. The gorreég{k%g tkt1)'|3?ugpturteam

wi || be i¥fitBEAgecarayt 204 aredld. diognirfaltanstiseembddimeer, camipacoidgat ags on
bet ween trlﬂg cqugl%rgd biﬁ éi%rs..The dj scardeéi bits of counts 0, 3, 6, 9,
etc. of roddl'BEYIEIDGFdPadysrminesdhediaa prvaded tuewputisiacke 412ridom bi t
stream an@dshhRid totrel disA . [ approxi mately uniform
duty cycle ?or t he corregﬂt%églaigri,l %Eog%lg%g?n%%ﬂilqz;eaqpﬁjebéduty cycle correctors

i1lustrated abbvedhayeydeesrraases ibesibed foﬁpfmﬂfdm%a%\A@s@ﬁngny%ii%?mbi ts in
the random bi.t stream of a random bit source, -15 SEP 2003 “ WD 00/ 59153

PCT/ US00/ YEG ¥R tRIho conpseisic 7ares Biars amandamsit beursompay belused al temjnattiore
between ot dpanget AT sAREIP BT cotllE BU asabPuRestrenient Rist b
cl ocked prapifeerienvorl dukaro15 14 bRIRUiaEb Atk o %?Eﬁ%%k?@@agé’ _out put
204 or 20ERNRitting eartyptedhniessagashoihgreny of trenpabedinogits d2d@ibed above.
Network 1500 includes a sending host computer 1502 coupled to a receiving host
computer 1504 over a network. Both the sending host computer and the receiving
host computer contain network interface devices that provide the physical and
logical connections between host computer systems and the network medium. Both
host computers also contain encryptor/decryptor circuits that perform various
cryptographic functions for secure data communication. Sending host 1502
includes encryptor/decryptor drcuit 1506, and receiving host 1504 includes
encryptor/decryptor circuit 1507. The encryptor/decryptor dircuits 1506 and 1507
both include random number generators 1508 and 1509, respectively, that employ
any of the embodiments of Figure 2,3, 6,9, or 12. The random number generators
are used to generate the public/private key pairs in public/private key systems.
Various methods of data encryption may be used in network 1500 to ensure
secure communications between sending host 1502 and receiving host 1504. In one

embodiment, network 1500 uses a public key (asymmetric) cryptographic system.
In a public key system, two different keys are used. One key is used by the sender
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may include |logic that determ nes the data provided to output circui %Oﬁ%ﬂm
in response to the data stored in storage circuits 204 and 206. The “diit
“cycl e corraatonmigescri bed for producing a substantially uniptomusn/essis

di stribution of ones and zeros froma randombit source may be used in
conjunction wth a random nunber generator for coding and decodi ng
nmessages sent over a conputer network. Figure 15 is a block diagramof a

conput er teeworde 4 oressigamsdrithé dtigrdee iy pieth yress ageiv ed s decatyhefcotibg
enbodi nent s descrj bed above. Network 1500 includes a sending host conputer
1502 coupl&Fs2 & aly WeetXaterg. Husencryphpu{eeblic deyaveyr be widelyopiblisBed hbtuthe
sendi ng h r r._and, the receivin host ¢ uter contain petwork

int erfacea’zée(\j/?%gg H?ﬁa{f) ?'F){(rggn\)lnﬁé’ P! %@téﬁge ﬁ‘a?]q%:)tc?gﬁi?lﬁgl‘e E’Bﬁ%‘&‘{]’fe&ﬁ%’ er

bet ween hes deesHRUfHRI meysbe Ny L ers
al so contain encrypt OT/ de?rypth%%cql?%&@%ﬁ?ﬂgtﬁ%g?%ﬁ (\'C/)ataltgl %%?Jd t%%m

cr ypt ogr affieine vegnler ge psirier arse eartdord atuantne STTRUE Atffeefive Semdbmcuiisdr 1502

i ncl udes encryptor/decryptor circuit 1506, and receiving host 1504 includes
encr ypt or PERTAVIEGF e E§¢WiRd taporduceHeulyTendprokeydpirypt or circuits 1506 and

1507 both inc unber, generat.ors 1508 and 1509, respectively,
that enpl oy awg‘gf* Q?%%?M%&aﬁ%gggsrf% Uping Frieulic key system, dixgg Ig‘effr'F<al%loéndom
nunber geamhpbedsSa n@gghgés;qck [ invat el S.okN
public/pri va?e key systens. O&/S?%tﬁggﬁn%f%g?e@%ggﬁgpg?gi meh?r? }?g)f? L%gaused
in networfofltbemrimén'ésféumeommrthemmﬂlsqmﬁlﬁn&yd@umnaﬁ@Itidsin.@eilireﬁ‘ﬁ 1502
and receiving host 1504. In one enbodi nent, network 1500 uses a public key
(asynmet rPEYaterkan FgKRihiThegperiven typically selests @ pkblic kg from atpublidiyf f er ent
keys are use%@ One . key Lﬁ used by the sender -16 5 SEP 2003 WO 00/ 59153
PCT/ US00/ DF9'EH'% tredHenatkey sraadalpsiven dhe pavateday ke the pisidic key thraugh a

(publ 1 ) B BEIERNHEQERS Khonfir SREAD ot Peleblel- SR e ot phos B HRey

must be kibetputsirialy &od phiahtordyistdietdlt 4 2n@ACRENR USAB tHeEabE: k&

message. The public and privaté keys aré typically derived together
the sending host 1505) encodes the message through encryptor/decryptor circuit
1506 to create an encoded message M'. Once encoded, only the appropriate private
key can decode the message. Upon receiving the message, receiving host 1504
decodes the message M’ with the private key to recover the original message M.

In one embodiment, encryptor/decryptor circuit 1507 in receiving host 1504

includes random number generator 1509 that employs any of the embodiments of
Figures 2,3, 6,9, or 12. This technique ensures that the bit distribution from
random number generator 1509 is sufficiently uniform and random so that there is
no consistent correlation between private and public keys produced by receiving
host 1504. As shown in network 1500, encryptor/decryptor circuit 1506 in sending
host 1502 also includes random number generator 1508 that employs any of the
embodiments of Figures 2, 3, 6, 9, or 12. This allows sending host 1502 to generate
secure private keys and public keys when it employs public key transmission. A
high degree of randomness is required in generating the key pair so as to make a

non-exhaustive search of private keys exceedingly difficult.
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fromvery large primes and random nunbers. Thus, effective random nunbgr? 7)1
‘generators are required to produce truly randomkey pairs. In an exanple of
a data traWoréreissi ng a public key system sending host 1502CTABIKNGEESs a
message M for transm ssion to receiving host 1504. The two keys used for
the. transm ssion conprise the receiver's public key (PuKR), and the
receiver's private key (PrkKR). The receiver typically selects a public key
from a publ i cli ars@égTrasive erelpdiment gfetiveyks 158D dseer sngle kédye(symmetric) key
fromthe pupli hr ough a ransformatjon process known only to the
recei ver SQ#%[TEFO Egéog&? Q%ISHF‘E?P%@%?I“STW Haple-kek eystame ope kenteuses) i s
gener al | yyysleghahe 888d IH3%m i Vo mn S |.n ost, 1502
encodes tﬁi message tﬁf%rﬁcrgh?rypt %ﬁ&ggglﬂp@oﬁéﬁ%ﬁ?fm q%gpﬁgl ccroéja?tde an
encoded meesage This Ystemealiedeadthesdcyecy e tApRepPThatdord, h\sabere fr¥e&as
decode the nessage.. Upon receiving the nessage, receiving host 1504

decodes fﬁ‘é“’ﬁ%@g ISQ%SWQ af thedeyronixtbetwesn the seaclev endtirhesiver afichab nessage

M |In on e rvupt pr/decr.yptor .circuit 1507 in recejyi ng host
Is0a" | notiaeet Enhen R RBUR Bicer PR 8y Rik vation by st o et

enbodi memissofe trkhgaltRins2 This, BencdatiOh ol the FAliSuL EGN { hat the
bit distri but%on from random g%nnbgrl ggnereator1 1150 |§%g§r1?$?§?é§§?y uni form
and rand@aPess theansutecthat akeynsed dososd messaper trahsatiion chetyEendgei matel and
public k yS pro uced by. receivjng host 1504. As shown in network 1500,

\ . )
encr ypt of YR EFY PESeC fonany e MessagR drangactieist Farsits syssemithe Fanré@mr andom

nunber gensk : f odi .ment f, Figyres 2, 3,
6, 9, or 12.@#%8? ég%)(lgg%/vsmihéﬁgil? én‘g‘;(%éé@@} fgﬁi%oobgl%urlgﬁlg ea§§€31uée lb%{vat e keys
and publ compeyarswiferetiviore 1@y el thGekeyatk ﬁﬁ@ﬁdﬁcﬁ:ﬁﬁq{@y p%ttepxingbrdegr ee of
randommess is required in generating the key pair so as"to make a

non- ex haﬁgﬁq’%@g%&iﬂéﬁo@iﬂn$ﬁ ne/Eeesdgsdnta aaenii gl ety édni thelfost edmp&tGsE 2003
e L Tt T e R
si ngl e- kKbyers ¥ 5te8BeddnS ko & siiﬁ@@ key and public/private key encryption systems,

embodiments of the present invention may be used for random number generation

in other types of cryptographic systems for secure computer networking.

Moreover, the encryptor/decryptor circuits illustrated in Figure 15 may be used in
a secure data transmission systems to perform various cryptographic functions such
as coding and decoding of messages, authentication of transmitted messages,
verification of digital signatures, and other such functions.

In the foregoing, a circuit has been described for produding a uniform duty
cycle random number generator. Although the present invention has been
described with reference to specific exemplary embodiments, it will be evident that
various modifications and changes may be made to these embodiments without
departing from the broader spirit and scope of the invention as set forth in the
claims. Accordingly, the specification and drawings are to be regarded in an

illustrative rather than a restrictive sense.




by both the sender to encrypt the nessage and by the receiver to decrypt
the coded nessage. This systemrelies on the secrecy of the key. SEP 2009
Therefore, a secure process is required for disclosure of the key only

bet ween the sender and receiver and no other party. For this enbodi nent,
different keys are typically used for different nessage transactions.

Thus, generation of the various keys requires a random process to ensure
that a keshatgethifed i@ne nessage transacti on cannot be deternined from any
key used for any other nessage transaction. For this systemthe random

ot comput o o reepd b b OiR0F Lo BTN i Err i ARG’ '

patterns rI':ggr en%(é)di ng and dec¢odi ng the nessage data transmitted between
t he hostOORBAR®B /L SOpFces SRIPEFIE not ed that, al though embodi nents of the
present invention have been discussed in relation to single key and
publ i c/ pri vatparkegya pncofiptsiio thesysdenbit strembodhroratsothér; t he present

i nvention may be. used for random nunber generation in other types of

Crypt ogr apBiscar@ig!tRePait Of LisGE HeSahUTRIS B iAGHHERF ki ng. Moreover, the
encryptor/decryptor circuits illustrated in Figure 15 nmay be used in a

secure data. transpi ssi o ns_.t o r f or.m vari ous cryptographic- -functions
such as C%‘Zﬁcﬂtén {r% pggggg%gfttﬁ?p%ggg%&?dlg%{eﬁ ntication of transmtted .
nmessages, verifjcation_of di%ital_si natures, and other such functions. In
the for egofNERIAMEIEIPEEiYe HELThsoprinrichensichiF drsedranancrdry of thadifferens dut y
cycl e random nunber generator. Al though the present invention has been

descri belitiwi th reference to specific exenplary enbodiments, it will be
evident that various nodifications and changes may be nmade to these

enbodi ment sutphttinguion-diepated bt ilieosnirt dFdite whas Sle it Jfibits ardliffeeRgard the
invention as set forth in the <clainms. Accordingly, the specification and

drawi ngs a ; j ' {xf t r rictive
sense. - 10 B ABERSYERRACRoctnfila 0 HIMORN {hind B BlfcclbaReRL "

corrected pbit streamfroma random bit stream out put
%e eengls

2. The method of claim 1 wherein the discarding of the Xth bit occurs after every
pair of bits.

3. The method of claim 1 wherein said outputting the non-discarded bit of the pair
of different bits includes outputting the first bit of the pair of bits,

4. The method of claim 1 wherein said outputting the non-discarded bit of the pair
of different bits includes outputting the second bit of the pair of bits.

5. The method of claim 1 further comprising latching the pair of bits in the
random bit stream in a pair of serially arranged latches,

6. The method of claim 1 wherein, outputting the non-discarded bit of the pair of
different bits produces a uniform duty cycle output from the random bit source to use in

random number generator of a cryptographic system.

-19-




of a random bit source, conprising: conparing a pair of bits in the random
bit streamw th one another; discarding the pair of bits if the pair 5EP 2003
bits are identical; accepting the pair of bits if the pair of bits are
different; discarding respective one of the pair of different bits based on
an order of the different bit; outputting non-discarded bit of the pair of
bits when the _pair of bits are different; and discarding every Xth bit

det er mi ned by 7eAmdduryslocarstar cireuit ogenerata s emseled biitsiroam fioet aveadorhi ts. 2.
The nethod of claim1 wherein the discarding of the Xth bit occurs after

every  phitrstredm burtpsit ofia rafidemrtitt soarteOthe Ahgioyelt cohedier dircRicompHiingt ti ng t he
non-di scarded bit of the pair of different bits includes outpuiting the

first bit QfﬁrEtQ?orQ@ Eirdit B ir%i:égfie?mg }_Qﬁ]ﬁrﬁl;slf'gﬁ ofl ?Eﬁjalg# %ﬂbmee%ﬁ{lé}ﬂ ,gﬁ | d

out putting the non=di scarde e palr 0 cl udes
outputtiqg t he second bit of the pair of bits. 5. The nethod of claim1l
further & ’ising latching the pair of bits in the randombit streamin a
pair of serially arranged |atches, 6. The nethod of claim 1l wherein,

out put t i ng 2AONAStRragesuEnuitedupled seofally e thedirst stiragediicfid tereceibe txd poreduces a
uniformduty cycle output fromthe randombit source to use in.a random
nunber gexercat bit adfthep=r yfHiggr aphi c system -19 5 S E P 1333 7. A duty
cycle corrector circuit to generate a corrected bit streamfroma random

bi t St 1 eama@uipiile Houft chRAEPID hE hirct AUFGE cirbllEarfithy sdifil Gofik AL CF T Cul t

conpri si ng: irst storage circulit torecelive and store a~fir it of a

pair of i t random.bit . strean. secon torage circuit coupled
serial ypéréa%rgféhef&%s? s}{gg?g gy E{Lﬂ?‘f lr’ql{)&rlﬂﬁé‘?‘?/g‘f%%{’store a second bit of
the pair of bijts; a,conpare circuit coupled to the first storage circuit
and t he Seg@lﬁf{,}tlgpéquﬁgr@w%pledtt@thc first and second storage circuits and the compare

circuit, the validation logic circuit to discard the pair of bits if the bits are the same, but to
select respective one of the pair of bits based on the order of the bits, if the bits are
different; and

a timing circuit coupled to the validatioﬁ logic circuit to discard every Xth bit from the
random bit stream determined by a modulo-X counter to reduce autocomrelation between

bits,

8. The duty cycle corrector circuit of claim 7 wherein the first and second storage
circuits include latches.

9. The duty cycle corrector circuit of claim 7 wherein the compare circuit includes
an XOR gate to determine if the pair of bits are different.

10. The duty cycle corrector circuit of claim 7 further comprising an output cireuit
coupled to receive the bit stored in the first or second storage circuit as a corrected bit

when the pair of bits are different.
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conpare the pair of bits to determne if the pair of bits are different;
validation logic circuit coupled to the first and second storage circufEx2003
and the conpare circuit, the validation logic circuit to discard the pair
of bits if the bits are the same, but to select respective one of the pair
of bits based on the order of the bits, if the bits are different; and a
timng circuit coupled to the validation logic circuit to discard every Xth

bit from the 11anEoduDiciclscheaibdatal ¥t Bt DY, whdld WooXmaiBlier to reduce
auto correl ation between bits. 8 The duty cycle corrector circuit of

claim?7 it i [:St - n ge circuits include | atches. 9.
The dut y%@ﬁ%éago%gé% élf&éﬁﬁgﬂﬂ??&gfcgg?%?@g wherein the conpare circuit

i ncl udes an Xg%gt?a%e to determine if the pair of bits are different. 10.
The duty cycl éZchs QY 6¥CIR comester Giyout pEelainy 7 mheraie the vglidatiosilegie sicwut put
circuit coupled to receive the bit stored in the first or second storage
circuit eperalessrdessoatolmfithe timéng ditveit padiscard evdiry Xtlab. di fferent. -20 5 SEP
2003 11. The duty cycle corrector circuit of claim 10, wherein the output
circuit conpiljs&gompsiePE@grihg.cuit to store the corrected bit. 12. The
duty cycle corrector circuit of claim7 wherein the validation |ogic

circuit operRi&si r etimng.circuit to discard every Xth

"bit. 13. A conput élﬁg%g‘%p#?&ter?g?L'ragfer}ép%ir?q:r?#évreflg%séagfé\?f’é’éw%bﬁabI e to send
and receij vg. messages on a network medium and an encryption/decryption
circuit 8‘5 Mih128% 0 encode and decode nmessages transferred on the network
medi um said encryption/decryption circuit having a random nunber
gener at or 8P ERGERPROY dechiign Ecuit pperddathirntcods ansbdecodmindssagasdons forreber
generator conprising: (a) a first storage circuit to receive and store a
first bion dfe tpadkrmefivhj $28d edcripton/decryption circuit having a random number

generator operable to produce a random bit stream, said random number generator

comprising;

(a) a first storage circuit to receive and store a first bit of a pair of bits of the
random bit stream;

(b) a second storage circuit coupled serially to the first storage circuit to receive
and store a second bit of the pair of bits;

(c) g compare cireuit coupled to the first storage circuit and the second storage
circuit to compare the pair of bits to determine if the pair of bits are different;

(d) validation logic circuit coupled to the first and second storage circuits and the
compare circuit, the validation logic circuit to discard the pair of bits if the bits are the

same, but to select respective one of the pair of bits based on the order of the bits, if the

bits are different; and
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stream (b) a second storage circuit coupled serially to the
age circuit to receive and store a second bit of the pair 5$EpP 2003
a conpare circuit coupled to the first storage circuit and the
rage circuit to conpare the pair of bits to determine if the
ts are different; (d) validation logic circuit coupled to the
second storage circuits and the conpare circuit, the validation
uit ' od. j i 4.3 ol B ok Bt , but to
pece o MEEAsTBuREN o B Bhoplod el P ARERIEN JSIRE 7L,
ts.,are difterent; and 5 P 2003. (g) a timng circuit coupled to

he val i IR BIF RBUTTE CEISHEND CErBnied 64A Ui § CRRHETPIeteE PR dom bi |
stream determ ned by a nodul o- X counter to reduce autocorrelation between
bits. 14betpreenddisput er of claim 13 wherein said encryption/decryption,

random bi
first sto
bits; (c)
second st
pair of b
first and
logic cir
select re
if the

circuit is further operable to encode and decode nessages transmtted and
recei ved pn t hiet. Tat eohiputeBof@alinim whértig saidenpiyetioDdaeghtion it woisdintia
techni que, 15. The conputer of claim 14 wherein said cipher-based

Crypt ogr 3pbia6id B ERBs YR deh%dﬁnésismg ﬁ‘a}fﬁy tted/ ﬁtﬁ@;eié&l‘ on'fién ter of claim

14 wherei h said cipher-based cryptograp Hc technique 1s a public
key/ priva

€ illfn%yusﬁm}ésat cqul"ler-bascd cryptographic technique.

15. The computer of claim 14 wherein said cipher-based cryptographic technique

e

$ a single key system.

16. The computer of claim 14 wherein said cipher-based cryptographic technique

e

3 a public key/private key system.
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