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to like elements throughout the specification.

The present invention will now be described more fully with reference to the ac-



i nvention nmay be enbodied i ngmany different fornms and
shoul d not be construed as being limted to the

wex@apr®ey enbodi ments set forth herein. Rat hePCT/KR2®e/000148
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[45]

[46]
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exenpl ary enbodi nents are provided so that this
di scl osure will be thorough and conplete and w |

f ubdripang Mgaitaw h@s,d0 MEedt exempldte enbBy@iRien@roftie nR@&®N are shown.

onty Esorided et o iigh SEseh B PSS B stfctcation witl be
nudescabasl br_'feﬁb/r Thod¢sckiptia @?‘temllSSlS phovidegltogonteye better un-
S p&é}ktg%(ﬁgé hg{llle skéﬁwa—ﬂaﬁ t HJVl nég&%ﬂfab?ﬂqwﬂ he ARV hRfierms that

descri ere eto

aceigmphesplisylydichingdberein age Wﬁ iptgndscetopingif thedwmensidisheds os the

of inyBRidnNvention are shomn. [37] Before the detailed
terns used in this

descri I S, set fo

speci flﬁ%L\? %&H %Ptl"grﬁlg Hescr i bed briefly. The

d esc rHubhd:—(kBy ofyptogtaphy iisrefdrandi td sl ait @symﬁefcﬁy ciphbeintveltictua key used
%)? tq ld?f{feg&%}efroshﬁ)g?(ey use ?tfltop decrygth ozie uﬁf‘g b }galgorithm is

I far: ' he ar r'e hot '
exp}bqndo ttlllwpldlélfu e dk ik enpdssibly @ didtcultibe émﬂmi arigifal perttent with only

th ti.QN
QC%R%%F@::OO&F%&HH& %ﬁ" gndr %01&9 pztlnéigc?}gﬂered t:ggtb :E'é%rgﬁ@y of a public-

to ea/scrapioa@yhﬁﬁéwtfz@ ipglydely %llﬁ Hvﬁrl@n Cayp&@vst@@éd Rigst-
gnSEatﬁEJAQiﬂeﬂléh ms‘At)&frya;nbsﬁsfeﬁm El(%@@ﬂal ugqb@osfygéms elhptlc curve cryp-

ecr 1 on orl
ot e g ofhe P plonssiSts G B ks TG Rl ha Eppseraphy i
or alg]un A00-¢ 0011 eunts slotwvbr thah yyrameurmkeg@r)qusgrap}g/l apdris tHususually
oL TR RO s Sl 6L BURRGE nbEE cn B Eeflepf
crypt @ym@ﬁ%KeRuQmBﬁograshiam r- Adl eman ( RSA)

Cr yptQensdifRey @yﬁﬁ@dph? iy QEﬁﬁﬂﬁE&i‘é'@phe? bdrbipdd © o8 'éééf@t key
p tosystens, or ot hef cryptosystens known in th

ar%/rYPtPﬁéaPBM Hping thasainedey ﬁp%fgp%%m decripbign- fiéetafaefdpﬂon

t i sveisdasd AVES) ik b&kﬁbssymiynmﬁetkle)élpﬁléy ReogttBp yplRAGorsusing an

t hus us aI I sed f chan and digital

51 el EinaeipE iy S SEs BRI IEREn. © Paof -
SymTetDlgxtaI}Seg/naﬁrrypt ography [41] Symmetri c-key

crypt | r

cecr eé? g{gey c ﬂa%ur@ 1§%éﬂﬁﬁte{jislﬁfnacélg£§ to frﬁiﬁcea& e@gtegn %ocﬁrchent has been

anyriger r%mp&m of A d@&taémém;twmrﬁ: %R§ﬁa‘h@é&1dlg€1m8) an ﬁlﬁamal

NDGilyithSsieHat Y, 'H”'Iﬁ%‘ithp&ghzﬂbﬁgontﬁﬁp@gﬁl)ym e @ig‘nﬁt@?é QI%2hnorr digital
usi.ng an adv tion standard

i N ERALIE jor ([t g1t %/tﬁ{e @Oévﬁldp eearf @gltal signature is
Si gJed} m@deﬁe@e}qﬂr zatnedsa@g/ wahshegsreedertsqmvatél k(e&taed sl tiee

dogncg)(p%d rn%g’sag 3 Wr&fp Oen nJihe reca}EE yé)tsathg % taﬁted [message. In this

ure are
di gaseat 1sszrgwdtth|ate§he laile@lagfr has| besi gmar}/ptﬁdi gm thetsendqrDSA)

di gi t@ Shgpature, a Schnorr digital signature, or

ot her i.tal nature known in the art. \Wen the RSA

di gi tAaFergfl%lé’PL?P oridy erskities uscrset ddiublin ke, yith respagide agublic-key

W EiBhdrhR Rardarc is a pidsyat Qoﬂtﬁﬁmfgw wRdey hhe a BRby PiRMtity in-
i e B e iRl S S TS
messdgelh s ibeerityerfehy @iréficdny caniee aeildesnsidered by applying the
public key of the certification authority to the certificate, and therefore, attackers are
prevented from modulating a user's public key.
- Random Number

A random number is a sequence of numbers or characters with random properties.



[44] - Certificate [45] A ceptification authority
certifies users of a public key with respect to a

w@ewbiozsshey ci pher. A certificate is a messagePCI/KR2006/000148

[48]
[49]

[50]

[51]

[52]

[53]

[54]

[55]
[56]

[57]

[58]

[59]

containing a public key and a person's identity in
formati on which are signed by the certification

ausimes itiyexpehiige o g@htiadd €cdidletcAendot flifiBdrya pddi@o-random number

|nte ity of the certificate can be easily considered
g% %’( g the public key of the certification

aut herﬂottyblsztcbrhgeBewte:flcate and therefore, attackers

[azrg] N ﬁéggbg@go %}%EEH&?%?EIZ% EP? dééflnﬁ%m tfbﬂtfhélﬁdéﬁedynon volatile

sefigerBesush apaiagh meaiore whm&@ﬂ@r@n\hﬁwntteaﬁ@dﬁad from, and deleted

pr ﬁ@ﬁrainﬂ%léﬂd%%d Jr%lhéct&?(ﬂé%rlfe'vidé@ E)@a E‘seéf%‘il@h Portable storage
ete ranaom nu er seuao- r

us@%’w@[ ggpmart gyidia, glegosy 8 @2@}@) %fg% F‘ﬁsa ‘{?F%

st mnagﬁewzewards otisg@dr pcﬂtaﬂoh&st@’ﬁg&éﬂ%cds viewhiiotheianc| udes

a non ﬁightg’d (menory such as a flash nenmory which

data ca |ttento read from and deleted from

and whiights ohjectis adarheldicense ohichdeslides.a rizbd hphsesangicry pted

sugdh R ok @Msﬁaﬁﬁsotﬁ"ﬂg@n VTIQ@teﬂﬁ @ché hik B%gﬂ ﬂsed%fﬂy esent

st1cks, conpact | ash card di a

ar
camergnthw%kws‘a&efla% p@r%fl%alégvéthd%ﬁ?re@é% t(kw in the
art. 80} isa (Eibgtlahslllﬁhfa@ﬁg thDblmét dﬂa@ﬂ‘%}t‘i s SHE@CRO) Scddrding to an

kind of lic i ncludes a ri to use an

Ry R ST e 8 e geErTeeBnn Phe tighe. The

t er mRdféreing t@hlG 30 Hjedt® indsded aiversidrefigid 86@run assey €inkd 320, and a
d | n nore detail with reference to

Fl}&émg&q{;@%é is adiagramillustrating the

for wéliheo’ﬁrswrrﬁ@m%QO objteins V(RO naf@troatmmgf at[QR{hsystem. The asset

exgamlzan Yofahe %fﬂﬁﬂﬁtw@i&eéeﬂ@m@ rc@ﬁ’t@ﬂﬁ dakd) mdn@tﬂnpdi&ﬁ]f which is
Referrin I'ncl udes a version

300anaged gwéft RP. Eh@P@?@SSI%%dQ 3@ Fertaigs romatiog r@mdmg usage
[ Sdd abhien vieit aicqierihit@ldthy 3Qihe aRtiEi wish #efc@t @the content protected

' n&l?r réﬁt?]]%g]r of a DRM system The asset field 320

contat ormati on regardi ng content data, the

cons Uietinformafonvgtorcth in the meseafeld 329 wilaoRMe dekeibed in detail.

per m-gsi grﬁn{”drﬁfago@ﬁl%&%taﬁ'l(lﬂs%tlhglf Q%H% i(ﬁﬂtlfyetﬁé‘[{@ Fﬁle u1d' in-

usage an are

wi fopmagerpisaised (9 idepdify &rﬂ@ﬁtenbﬂ@t%@ﬁeedy wln%@gil@nwmwd by the RO

[ Sald it RemiBf FEBhice Mdeatie R of béh@f A8ia I a@h VIR tent format
%'%(F]%aw be described in detail. [56] The "id'
in

tion indicates an identifier used to identify
t he RQe 'Kh_}é\/ alug' thfofmatfoarconataimsn hisary ke viloe ugkelnd iehgrypihie

cony i, |5y R la AR TG SO P PRy
of Vdumwict@ deaypt ehorypted comER) to He33gd ihe de{es: Weherethe device
gﬂ{:er%&'i?@é ﬂhg CERORbA e NINRT Y KBXisY HciBniéied to
MIP he permission field 340 is a right to use content permitted by the right issuer.
Types of permission include 'Play’, 'Display’, 'Execute’, 'Print’, 'Export’, or other known
permissions in the art.

'Playback’ is a right to display DRM content in an audio/video format. For
example, if the encrypted content is a movie or music file, the Play permission may
optionally have a constraint. If a specified constraint is present, the DRM agent grants
a right to Play according to the specified constraint. If no specified constraints are

present, the DRM agent grants unlimited Play rights.



content, which is referred tg as a content encryption
key (CEK). The CEK is a key value used to decrypt

wepwoppsesl content to be used by a device. VhePCT/K&2006/000148

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]
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[69]

device receives the CEK froma secure MMC, it can use

the content. [58] The perm ssion field 340 is a right

L0 USEheCDRpRIpep@istioh ikdicdwys 4 Ih@trtd') gisplay SBMroonfE)dpﬂhﬁodgh a visual
per M. SSi

pNiee ABRh Pt Focs of oy aedtiiiion PRI fesperg o content

ar guch[a5@jf or fppezyimagés thatscaanetibghlis played ittsphigtythBRMualodetveset Here, the
' NpRi Qgegft ﬂ{a 'bgecl()coEQBfﬁﬁBdulg Qlhi€K @vﬁ%@ d?scflbéd]ﬁﬁer 11H1eta11 with
encry I'S a novie of music
pelfeiﬁ@f%qedﬁFﬁ@W opt| onal |y have a constraint. If a
spec 'Tﬁie@wﬁ@?%hﬁis@ﬁm li §diOA&SLAENt b Bﬁpﬁ?’ﬁm%hteﬁf @ARluEh a visual
a right to Play according to the specified constraint.
| f “nNd°%speci fi ed constraints are present, the DRM agent
gr antTheUiitdctiet gamBsay 1ﬁd11gitt:§a figki]to 'Eklﬁutd]DRM éotitent such as JAVA
per.m ssi Al n t to display DRM content
th %rﬁ%sha ao\tll?%u%ﬁ%%&?gn?()gr%%RM agent does not allow
ac c eshebRrsecheomispiog phdigates ¢ hightds gemﬂratt: @ hausheopptof SRV content
asgqhfas Me Jlﬁxlg Jd mages that cannot be displayed through

he VIS a Ice. Here, the DRM agent nmy be a
cont rige’ ﬂme@nlswail dhe Wisnlay gerapistion. Was Exeaues permission, and the
detpainl' pudntibsibieh Al Ré6idaticr dol1&atively Hebdeherill® refB¥ré@loa playback
perni ssion indicates a right to di spl ay M cont ent
t hPOUGH' D" vi sual device. [62] The ' Execute' pernission
i ndi dakdBxmrt pghtissian iedieatat e righiMocomt BRM sotbntasnd @ sponding
9 aﬁ@ﬁ (&R %lfﬁl Iggé’terﬁwelr ?I?atnl a%th{l LA RN P?@Jgﬂﬁﬁﬁ glfl\pllsggtem ora

erm ssion I ndicates genera
fcmmt@tﬁmcéwn asiidthctyre. J peg | rrages [64] The ' Pl ay'

per m'l‘-h%"]@ibortt ﬁ&nn&o?ﬂhﬁéf haB®4 BhREL R0 THer&%nst%rﬁ%Héc@ﬁes a DRM
perm sSi on, d the Print' erm sSsi.on

he¥sfcnph %?Onéw P&?qt\?&afﬂ%da@ﬁ@ r“él}l?}yDRM é?%ra apg itg RO can be

pl anl alke H)@bft’lp‘éﬁh@ﬂon [sﬁcﬁ]ndé[;dgﬁlto Exve imode@hiagsp P hode. When an
cat es cont e
cof Pa pSafgHen cbod TS ebaRB0E SRLsyetcmn o s e
m)antivateelIftqnaﬁxc@u(r@M)RmMstwsmehe oovanmdabenis not deactivated from

pr&%%Ehéﬁ%mﬁ'stteﬁlcﬁl%@cq#ﬁ%d elhe ' Export’ perm ssion

ave a co nstraint specifies a DRM

syst dtifiot isa loglk diagragt ot adavicsfonmening & PLbeween dervicep according
DR o @iplar@ BibbdifcRQ A p%é@erﬁ eﬁmenu&h e Export

perm ssion i's Vi edlnto y L
node. ﬁ?@fé‘ﬁg 5911:%04’ %Géi‘?wnet‘ 8r‘h°8tr JP? ?E%hl?fgék}@?‘éﬁlﬁauon

t Omadmlte a0, a[RMnStysfbmiratlohhﬁom #20, deraasdeiwiag maddiile dB0f heontent
I’{tus mé)dsl)és448mnl lQOtmanan?m%ﬁkle d(ﬁll bZth a cor{ﬁ%}lt/RO sg/orage module

dea glva fromtfe curfe System it
mo#l), apd ) inkgrace madgllead Bl ock di agram of a device for

movi ng (RGRAL WREBIIGH C&%bo%?rﬁé&{tg aNHodife ARafX BHML A6Mimited to, a
enbodi e of the pres I hvention.
software or hardware cornponent such as a Field Programmable Gate Array (FPGA)

or Application Specific Integrated Circuit (ASIC), which performs certain tasks. A
module may advantageously be configured to reside on the addressable storage
medium and configured to execute on one or more processors. Thus, a module may
include, by way of example, components, such as software components, object-
oriented software components, class components and task components, processes,
functions, attributes, procedures, subroutines, segments of program code, drivers,

firmware, microcode, circuitry, data, databases, data structures, tables, arrays,



[68] Referring to FIG 4, thg device includes a
control nodul e 400, an authentication nodule 410, a

W@ e@a7I8y3 f or mat i on nodul e 420, a transcei vi ngPODERR@6/000148
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430, a content object use nodul e 440, an RO managenent
nodul e 450, a content/RO storage nodul e 460, and an
| Ny &fdbs orBklitisEn et Qomlp68dntd Kndvheinih€ 8@ MtheAflctionality provided for

fol l t
| PR s Eabies T PR Bl aer il ggd modules
a @i ferticRepgnediebladdiGand cAmpayen(FR@hodulesippl i cat i on

SpecifieGyf H%&&&Elg\h %go(glg?er £l &aﬁﬁﬁﬁentﬁgﬂl&dﬁbﬁﬁééﬁﬁé@ces that

certaln tas vanta eous

cotiflisguyeacivean BE) @dram e@qh@th@d%%@smﬂe/ th‘f@%tHngem@@dﬁ? th#f forms
angkcGARficaMé@dhé BevgXRCUt € On one or nDre processors.

Igﬁ;%ﬁ%ggc%é\ggg]nég{ﬂgg%ﬁ ﬁﬁ?@g ﬁ@%&ﬁg%iogt)r(a% t?recelve an RO to/from
obg:zehtodrdr & egtusodtitedr @ comammlﬁemt and &l R&scot@sumdangtts the content

c' cgsalfe 1%82@8(9 R f{s—:fenp (rievwee% Sagé t}}e t%’arr]lgéen%n% rno%{lfer &B% fiRluded in
pro ares, routines, ram co
dr theelegice fhiat mmSéhe gringand obldet; theitrapsrei viyg mgdlg,430 may issue a
dafeggﬁﬁ ot théjﬁbatoﬁltlé HEAW G R st&r@sbdh@ RO,3hf ?é’c%w\é%é ﬁbl f&in the device
er simlar conponents known | n the art

f uthat steisathetROpr ovi ded for in the conponents and
nmodule ceRknishje@ i Medule B40 ufQWRioneANBIIB& REdFe@ihtthe device or in
nodul es or. further separated into additional

coMPOMEHEY End nodul es. [70] The aut hentication nodul e
410 dhabbeentabjdeettticostd by tHeatewse and er Re€kesortdsponding to the content
tr e §

&ﬂ?ﬂ&é {oggtrg%%/ dl?fgreﬁpdé\% ﬁgﬂh%?ﬁ(g nggxellégé’m%n-m‘godule 450 is included
t hia tb@dﬁz\aeestha{ stares theecontcanelyedtithe @deuﬂg@n%omgdml@\ﬂéo searches

t Ny FRVAGERSR thA sldr&NRERJ.r ecei ve an RO to/ from each
other_in a secure state. If a content object and an RO

cor r 8155RRICAYR Pstarpge madile AP0 ginyes conigplerbierisgnddesnective cor-
di fkgorRinig REvi ces and the transceiving nodule 430 is

i ncl uged i the Vi t stores,.t content obj ect .
the (s qutce gt A7 etehG asgics Suld®e Byl &b RBhtent object
t handRQl¢vicet wikickl posscsses hath tist cmnwlt phjectROd aaRD recespurding to the

th@onRéBt o O%BE t%'&%m%ﬁ}{ﬁ&‘? fvﬁﬁ‘gﬁ%‘t&ﬁés the RO [72] The

uses a content object

st or élaleucn@nfmén@rbw 6@0 %ﬂntmhs thp autheticgdon medulp#30, the segurity
Cof&ﬁﬁﬁorpﬁlbﬁﬁlt:téﬁgttﬁ@ trH§s%Q1vmg Ihlgdhléi t@?/@ .Gl @Ul h@en?@ bR use module
cor 0 e co obj ec e locate

di ?’4 lgegﬁgd%%ﬂa&%@e‘& W@ﬂ%‘%@‘%&@& SIQZLME '2118 369@1‘1 the
i nidkarthed niadulchy 0daw iscacidydbr the dedse dimnod@ntevite fubjaeohtent

t hglpRQ managenent nodul e 450 searches for the device

Stores the RO, [ 74] The content/ RO storage nodul e
460 st oectwded trapsmitioly @cRQ bahwkenalspiset dogerdamgy to an exemplary

I eSHOGH RSk &%e dedk inVRBHN BT ARE Be TRLHbED thftENRh ?éference to

a devi ce which I()joes not possess a content object and
delii@&e- whi ch possesses both the content object and an

RO cqIGes M@hb@@rrt Bluéth@ing Qrédtiduiah &dic ROS @iV &ainfong a
w tlﬁra‘f%y of (?evwes according to an exemplary embodiment of the present invention,
and FIG. 8 is a flowchart illustrating a method of moving the ROs among the plurality
of devices according to an exemplary embodiment of the present invention, illustrating
movement of the ROs sequentially over time.

Referring to FIG. 5, devices 1 through n can freely transmit/receive ROs to/from

one another. A method of transmitting an RO between two devices without the aid of a



[76] The control nodule 400 gpntrols the
aut henti cation nodul e 410, the security fornmation

wore@alzssd20, the transcei vi ng nodul e 430, the PCHK&2006/000148

[80]

[81]

[82]

[83]

[84]

obj ect use nodul e 440, the RO managenent nodul e 450,
the content/ RO storage nodul e 460, and the interface
MoEbH D] AstGragd de\ﬁ&aWﬂhlﬁﬁv botedchbedli@Mictsl With Bdl@th&s to FIG. 8.

d f

rrandfitotina B ER TN BRER) b Slacd i Rear dheleags deviee 1 810
exanpdearog 22880 ilmepdratadn $$16, gewss itandrvamtidnooatecddh atloaxr. Here,
beg@%@&%h@&ﬁgh 'Be%%ﬁld}: wés lhar{dej ﬁgﬂg @allﬂg %{1&&% v\h}?b]al au-

ram i ustratlng proce ure i
Rdéleﬁtﬁ@tlﬁﬁmoélnong a plurality of devices according

t 0 arIn @ &aﬁ?&@swcﬁ H@@&irﬁ@fﬁrnﬁﬁoﬁ hdrese 'M)rnhsrh\é@tﬁity BBtween

m) vrlﬁfs tlﬁléldlgdn %EV\Q% % 1{1({)}{ %ﬁs s{e{:lgstg?gv&il\{ﬁrsm(gtggeoratmgf a security key
acEperiing SBM)mdaKewpigafeyloegrb add oed thand tHeh,quij gRentvith each

;2;3121{1 (lt Eel’a 1§)/n ove AIPE%UF@\QQ%@@ téa?n];slcetﬁgl ranllu&:l (ngt shown) of one of
deddveess 1lantiy mhgﬂn storesan ROeedrymunigatssivithrdreseceviROmodule (not
t OMWO@HE (ﬁ’l‘ﬂa‘i’t \bfﬁrch n@e(ﬂ'% P&glv@fthet R@n ehttlllé"ﬁOqgl tr8Rmitted

bet ween two eVI ces Wt hout ald o apor ab
st Betwgen drigesd apri2 cwsRat Efétedég%mﬁ'é@usﬂeﬁlfﬂég a|0pnwntmlon state of

r eﬁlermmmayua@ tfah$mit@d bb&kn Qefiess 1 ﬂﬁi 1 @)gEdh@c with tHRO. An RO

arbitr es. are respectivel as devi ce
(oo B g 6 oS8 BT S ea g Ry BEghd wit the
anRO2 Irnothbrewdids af ﬂleER{d proidee Moul-&hle: totaﬂiew only a limited number of

a“{@%@%&ﬁ%&?ﬂl @@k]‘ﬁ? eﬂﬁé&i ?@C%r(fl %‘ tﬂﬁgts *??gﬁf?hg HRRO, the

usi n nti ca
opBOalrpwdersamdecad@@GWSmy theopureent gate nmfeun@tlmnzogfrtmrrmth the RO.

SepHihd é(thgeﬁa\ﬁﬁ & (V0 (f)?&/léer%k?hké > Ahalll of héd ﬁghts contained in
formation of Securl ty | nvol ves genera ating a securit

kelpe RSHE b v resapdlyss oh dhegonsiipiplg regiqipg BeR@rge 8G Pfowder may
S h@éo&idr’f& (s egisiit the keireistaic BEsthatbh &ge(hep@iBitth®@RO. This decision

dul t
SnBith e R R B SRy TR RO a5 ol h st or 65 an RO
c om%mcdtod&f whinp agontcansyeit viongl inndielh ec fepirdlstsmirwhedfer an RO
th Eorfls &{d’m%’\@ Jﬁgc&ﬁv\%ﬁ% hagt is %&)%&’ fa tflé1 862\%3 orV\H %Hoth@redesge

is t ra t Vi ces
i NdGSPrARg OransgFepayy ﬁ@badlwﬁg@ﬁfb@ P@ﬁe@ﬂlﬁt‘?@tl@}f Wﬂlhéowz@% described
@%hdé@alt wamﬁfé&h&%tm@segan&evi ces 1dan\?\h2t Loge: her
W rovi der ci.de whether to
tr anthBt 6 H}aedlé%ﬁal:"e‘#gs%ﬁ“&gé‘ W‘%ﬁ%‘? ﬂﬁ‘ﬁl%c‘ln&‘éléPWS?tS f#nq fonsuming
t hROR@ccdrd‘mngtdﬂeli e)vm_ipjﬂ,y enfbotihﬁenIR@f mreqmsdﬁtrmvmmlod l'i ke
t o al Yo (}/ Fﬁ ﬁ])r c%gv nlIIenJ% ev1ce \91?121’? t&o gt ob]ect will
76 Be ding
e use 3 S ng

>accor Constrarnt's 1eg a
t heo\R@: refhmediO ggreenter Obmgt sthsagedisvice, ztndar@nqe wfheh only stores

i d RO} wﬁltrﬁ)twlebé f&ffé?{é@% Pl ﬁ@gﬁltyl'k%r?g@ (ié'\‘fictehﬁeﬁ% I%EIH?IS a

pr ovi der “wou a OW al
of cqqﬁ@t ebisht %Oré%%@ed’l‘f?e 831 setafoniRel pRjcH stajedip device 11 by

r e@@fsdlhﬁﬁg%dﬂﬁ aft R® 46138 i advidcS] I @@AMAR O Yok dtBinRGvick &, Which is a
P RULS5T e O e B Oh 1EL956 n
rradkematr Hii. Omathe btheblyaridnde v i, ewhicheis also a content object storage device,
does not have an RO and can thus use a content object stored in device 12 by
consuming a plurality of ROs respectively stored in devices 21, 22, 23, ..., 2n. In other
words, a content object can be used by consuming a plurality of ROs respectively

stored in a plurality of devices, and an RO can be consumed for a plurality of content



[82] A method of using a con{ent object stored in a
devi ce regardl ess of whether an RO corresponding to

WO b@oOTI8YENt Obj ect is stored in the device orPCTKR2006/000148

[85]

[86]

[87]

[88]

[89]

[90]

anot her devi ce according to an exenpl ary enbodi nent of
the present invention will now be described in detail
wi blf]edt@fe@ @m&elytsﬂ)r&lﬁﬁplﬁramdoﬁdevio%] FIG 6 is a

di t t bj .
and-COSUH B ReLeleh BRRE el L RSER E RGa it o s«
of ﬂbhdlqnlrlﬁsﬁtrﬂtmg raveethodof usfrgdd cdRednt objepigactordiFgGo a6 exemplary
f Oém&?cﬁkﬁ%ﬂ mﬁﬁorggeng ﬁ}‘UeﬁﬁoﬁMﬁde‘P&nﬁé R E%, 3, fiff %Ig\%lence a device

bj ec e referred contént o
st Wh@@ét%@ﬂ\/ﬂ eanterd et \Mlélvli%‘eb@\mf@”l’ﬁddﬂ lagy aiwrdéglcaﬂl(h@nd a device

V[\)ﬂe{vhwﬁf(’)\ﬂl ofe€h RUE‘QHI fovABe fefEEOB Y aSEQnATRVIEVDO.E.
Vi

content obj ect devi ce
can EQP%FaE%‘h%m ‘E‘Fn%%eHPEHmPﬁlﬁa é@{) BQ&%%ITWGVICG 910
C oditeximing \oladtheran FRDcsrtr@pemﬂmgl tokevontent dbjeandorad ilRBe first device

St O ¢t % s{or (P % ?II‘S% %évigélz1 éﬁp Iril é@erath% %Zylf‘%ﬁeoﬁé%o esponding to the
device % sane trne or cohsum ng F]T %

st emeeht DhJedta&tmcé i the (1@t dekige 81O @rddmmneddswm@tmz S910, not to be
Whét&téd'lﬁ' (! ﬁ@t @R 6Ny &ﬁ%at%n%&ﬂﬁe deyble fﬂst @8vice 910 au-

have an RO and can t hus use content obje

st @P@@faﬁq& thetacerd dovign 9200 ﬁ@h%ﬁ %healtlﬁatmnamp@tgle 610 e second

I eghaed 920eluyhentiodi@ctht firdd avivic€91® The %atheﬁﬁcatlon bet,weaﬁl the first
ect can

I th d tent
coith 19 B e s 0o G ahiche SR DGR B atbeicptpupentication
pl nethlotlt i apfratien iSOe4,,a saoutita HoRtioa mdaimlc4tdsafteafifsodevace 910

| vy :
S' fd)rr&% %éﬁr@; beﬁ%\@/énﬁ@% ?ﬁ’i g%%l%fi'?% Q&f{h:e\égé&ﬁd%w g g%d) n a
in f Jihelfelimed@naaf seanrithbeteter da diestidgvice &10 gnd the @3009d|d§vwe 920
a ﬁﬂa?Wet ge'néﬂaHﬁ% h EduRigy ?e)nﬁl'dl'lﬁﬁq th'ésﬂrﬁgie@wf@ @?@) &R the second

obj ect accor in 0 .an exenpl ary odi ne he
pr $2EsH g hosrourpr sy ﬁ@scf@efﬂcﬁ@vegwﬂf fference 0 FIG. §.
convdn lopél@&on 89Tie viteasshiighmstivle @30 af ﬂﬁfﬂrﬁrﬂevﬁbj%() kends request

|| f d.t fi dev
de B AR Bar Bk PHE i Eel i Betsb iR an M e 910 to he
asscaoskdond: WV Iicepcd@®n §930] the mec@pé datico A2G&LCivesthe RQuest in-
Wmﬁﬁ&{‘éen\fl\'ﬁg%@ tﬂé %rs%ge%@ceﬂ(b 5t %rgﬁtg 'tl‘?egpe?lzln%s1on to use the content

det er m nes correspon

obplieqt starest @dhe st Hevigeq 9 K3 todbe [ies d%cfs L0, §@<bﬂ1@cflrstniemé 910
f i fegbivekemt @6e Sekfhissloh FTRRS @nkkai oFBaiZstorkd irt fhe fiRPdevice 910. In

corres to the, content t ed.int

fi PR atgogikdd 4@ YNt ohIsCLYSS %ﬁm 4?4?9 %tf}é? gHF 5t E}ﬁ"l%gg usgy the

t OCdIﬁeIﬁbbfeeChtd)md iheheffirstslevide 9il €Tt hns@ission of the request in-

t hen A cl:% est frﬁréﬂgg c%:ﬁl(r)sﬁ (:cjle\&g% ?LO 5@8@ Illgesnéfbl’gl?SSIO f %%eoco%yent object
au&th@dtthec@m devieeotlW) reaythicagficd pret is @ soqvde sletgi ce 920

aut h%'fﬁﬁt(ﬁ?w% ) flé ﬂlﬁgtrﬂ&i’l'nqﬁGgégs ofﬁ?%tcﬁ‘ g@%ﬁ&?&l@@& The

bet ween th irst device econ devi ce
maljrshaevies ¢ il Boneeryamn @tor& Wpa E%terﬁlﬂbﬁ@h@qd&ﬁ R@ygorresponding to

Methl @dntchibbjgeaad t@i3usml 1tk RO as @6sbribty alﬁ&rermth féﬂermltb FIG 6.
vice 910 forns secg{rj %th et ween th

42 f .t t
£ 2P el et O ihef Ren ey Taoe 9N o may use
f oa plaraloyn obHéomse@n vbjetty byebnammng hairgia RO adelvsombe@ dlovarvdth

th vice 920 may invol ve generating a
se%tﬁe?rl I?C%qg(lezgéaénd maki ng the first device 910 and the

secony n@é\@d@é cgatping alerioe hdugedaes inpyhdyey castegeajedtigad an RO to
abys MWintdht bEEETERER I BoftcBdefee according to an exemplary embodiment of

the present invention will now be described in detail with reference to FIGS. 7 and 10.



[88] In operation S920, a trgnsceiving nodul e 430 of
the first device 910 sends request information for use

W@erissddbn of the content object stored in theCT/KR206/000148

[91]

[92]

[93]

[94]

[95]

[96]

device 910 to the second device 920. In operation

S930, the second device 920 receives the request in

f or maIGon iﬁaemhglfamnmﬁyatﬁlg €hd usgeif cdﬁvmmj&l&t@eai i@ device by
t he per 's‘é use thetcontent 1 torcg in the e

fi PS?“SQOE\?PS eb(led GG RAIg; P &p eéleét}t’ Hig presen

f i myentchevi ce 910 receives the use pern133|on of the

cont %tferﬁgggcggl,ég? Elg\q%ésnAf he Iid &h 4 Q¥ %Q’le %%Qti%tj (ﬁ)ﬂ ectﬁqand simply

oper ation _ ent 'obj ect use
f | pBuge gpientpbiecisearcd Heoberdaines.dhy Betotkar haed) deyice Bestores

fipsth RO &R Ddhtentd eH gns %I&éﬂlt%]&t stbRQ ih AENES B rhdy be used by
firs vice 910 and the use

form t from
peﬁiq’ﬁl‘ées/ggrt }h(@S%(S]lgﬁ QtSt(gS g]: eviged? BFoppEngd pysdevice Al. Once
detshle @ee Sflibe kaiytetreobjat sogd indtvice Ba)yS(R:@wee% Isisa¢renindt&8 Jthe content

ectrn§a aqgo ! t?seg % dgg (Iel ! USt rl g S?as'gnthglge% 8%6% n(agxlfiXe B is also

sto g d Tontent evi
homemedh’ayle\gt:@Ae both a content obj ect and an RO

corr emoaét@@m% emtota&n?e%%@eﬂt P&@bﬁqﬁve@mn QR ﬁett%etdag‘cri%@d in
as descri be ove wth refe ence

f i usthegdapait with Teferpage @o‘ﬂ% AR Ko 18is %ﬂ?téc%ﬂla@mtﬂﬁé a method of

Safi@ng bdtiterl? bbjms sis&d i dileWledict by n@faneenditer abjieCicoRling to an
consunin as descri bed above with

r eF S etlg’olﬁt“%n?g FEPCH THEENSE of enabling a

devi Gefarhing o Bie s Onot opesation & 10 bhtdenice dbj10¢d) wimidh Aas Rdnction of

t Oudiry C(ﬁlt&r}(e %BEQ& cgmn‘ﬁ,‘%ca?ets%n% (éé\ﬂlceq? Pfdti@ ﬂfCYllucf\cqudes both content

accor n exe
i notgeets @titﬂ wspetcumwrb@p ieg RBedT lilenccml@tlampatwnth@tween device A

r ef 1916681 deQick |BG§026) ﬁQ}d bd Larti®d butR)iFintdrtdcd nfodIRATBVY device A
UStratlng th use of” cont ent Ob ects Stored in one

de%%@ Byl 4?@%53 O28hERsRestivaly .TE%C%@BPH?%@ gwegn device A
eX@l@[DD)amd ®@hed meno) @hy bé eiapries@BdiuhiotenitdleRl .mddddh. In addition,

ha@lg rcé é]hciat1816?%t8vte n %\acesgﬁ_ﬂ)ﬂp) 88% gﬁﬂge Eg}]@ﬁ tmayq)e carried out

obysrg sn stangdIR)pravbes a deversdscridrbus KESBY, lvera niamaty card
d el\ﬁ'té}ﬁcg Igtogéreaﬁoﬁ) QY @2&? r&%&é&% @frHevf&QJAe (:lttg) 1 O)Q%ﬁrches

evi ce

Clodres A 10200 oppicontep bglicct R RO Ysteotcech (101 eV ben devics A
CO NOUORE sdivcriand &irtll cofPfdb é&ﬁfrﬂ&%e‘i’fcetﬂ"'ﬁoggﬁztr@%ooses the

d d d
éeaa%ﬁﬁ et it e A @5@@%&%210‘% TR Gaafh geate cach
V\:hd)t!hbr oaperatibh 8 16802, ahd E@dntyﬂfodﬁ&ﬂ@lﬁm&dﬂlés 1 0sef deoies WrEd10) and
bydev“:fé/e ﬁ?l(ﬂ@% Plag :}J)rm felcﬁrn? eb ee %VFC%JDAO gldfﬁf‘ n (Eer\ﬁce% (1020), as

present inve escribe
deshwivin injophratierf éﬂ@ihdc AstdgscEibgd ahgye, FHermlallqnyf &ecurity between

1 gwehak (101 gﬁ& I&litdg éﬂ)jﬂi? hﬂg %x%flvél%én@&uﬁg Eﬁs@&fnty key and

ObjeCtS stored I n one device ¥ nean
delrkivg devise di g1 QDandnlceice Byl sbasdls ??@H’tltyd‘feyt he
pres QﬂbpéIﬁM&DSlm a k&ﬁbnt%je%t ﬁéeﬁﬁodtﬂe EA§of d¥icel A (1010) uses the

P g Sedhttamicchif bvatubamtin cifiect R fetiies gt Ro cor

( 122fndivy tohhé¢ seatahde sotedtiobgent ent  obj ects and

thsagg tﬁb%’fét}(ﬁtﬁ g {%ﬁ) 85\9&@& (ﬁgﬁ)) ntglr}]/qss‘flg W&Uegtaf%t fhsmission of the
searched content object to device B (1020) (operation S1032). Operation S1032 is
optional, and thus, device B (1020) may transmit the searched content object entirely

or partially to device A (1010) regardless of whether device A (1010) issues a request



(1010) and device B (1020) npy be carried out via
interface nodul es 470 of device A (1010) and device B

W@ 1@8075893 especti vel y. The contmuni cati on bet weRCT/HB2006/600148
A (1010) and device B (1020) may be via w re nmedi um or
wireless medium In addition, the conmunication
befome@nsaigsibs 6f the (s3H3kBd o@ﬂd:nd@é(&jb@t&o Be(idOBQ) 02tBYInkPeration S1036,

unf Eflggsggﬂ%@e‘%‘?%%‘ﬁg gido %%g%enlg & Q?#gﬁlg?%,t %g%:egched content object
i nfremfdeeee B (1 08@eandtusenth81@20/cd @ontontabgdct.nodul e 400 of
d
971 R AL RER LS g QA0 b O i
( 1eaynt @b@é‘o&ﬁé@@n’c&‘ﬁé t@eﬁfﬁw@@ th@m@hmab Birectly appbptp a computer-

deﬁé’a@zﬂ)l&efcé@l@ maMdnchaases Bﬁhﬁ@oﬁ&@cﬁfﬁg each of the

e EEFS A 3F #ﬁb&%ﬂ Viﬁaa 1653 CoBfa object according
semhe piesérafimahiion m)dul es 420 of device A (1010) and
[98] devi 8? orde{f ilh %ngwr{eas % %%Pc%{e h gaecﬁlw?her t(gj & I%s%nt/recelve an RO

(101 and device OWNn i n opera
S1eA4om Agcldetber it b@@tlvabtag@uStfbnethé devragsito rautblfsntscatqmch pther first.

beﬁfﬁ%@ QutH@rﬁicﬁ@onAbétngétpaeV%g 19@6\6/ Qi‘?mﬁr (ol%géntl%%n between a

i nvol ve generating a security key king device A
( 16e009¢ B BeNimediagard, onb) the ﬁath@nttqaa%h@wrsm g dgge and a

[%hltimve(ﬁ@@arrawlpﬁo&ﬁ@sc@e@%&amm obj ect use nodul e
Vi ce A ses th sear.ched

440 of d Q10 _
1991 oo 10 ThisGrtirabgNokaliiE an ubrRE RSy bR Bilomsg between a
anddR@eclir arﬂmohﬂtadga ¢and 2Beccoeding vedh eentpéary cobpéiatent of the

[ Bkl RRREL 100 SER0pFRY b By ol BEbA i

ransmi
obp@@%sc<b0ro&enﬁ®éed3>y(a11®®0§dewpbmita mbsgm*&pf aiopljeeitipdipates that

S1@32bjeet @I%hs%&%h or @Q&rﬁtwﬁy a QM1 8diB c4H020) may
transmt the search cont ent obj ect entl rel
BRTFICHARE,  and an

par t .Raqfwng & B léeawde&fefm)m e ulieds CER
deyno@ﬁptéﬁ (ahadxﬁ)nuhﬂasﬂgslgmrfemmt thAfMDOM BéIIUEJIBERI afe @herated or
t he sear nt e 0 ev
A N R TR s LT
( 1CER)TiFle el ky esnct drecrsegptahmoddao ntmber lbbN@ﬁMfNUMBER are
d tent obj ect
%ﬁn%%ﬁ SAREN AN e BRIGNENEERAIEd cont ent obj eot:
[101] an ROIGet Wdbitryeshew thegdeyicgdOrigd shamnttisppdiaysird 8¢ authenticate cach
?Cﬁtﬁéldéﬂal%x%&dgb @%Mglﬁﬁﬁﬁﬁbdrﬁw&ﬁtehafbtﬁay THE fa%@bﬂn)huﬁﬂiékstay be
0 a ut er.readabl e .recordin ium s
coﬁsﬁE}t %rrrrg F@&P&ﬁws?%@n&éc ﬂﬁ’g?éaﬂ:}ﬂ @5”%@1 gﬂa]d@%”fs re-
t r grsiivdly rapgesant ﬂ&ﬁetw\ﬁqno@hews@éshemmdnaw@naaemem device
S?Ja(g ;i‘ﬁdt %ggnouggrln&%atcgrdtﬂ)eaneraggoe a e Wn%iﬁs%%g {zlt?ssc{f tfle processes and

evices can ‘comruni
t r parametersrandaiatad rapsmiR@dtio te provassashlnotddéron, the dll@ctlon of each of

adya rHoﬁQ&RMSanfoWs ke seg?svthg BFcdifondh Wl‘l meﬂa?aﬁﬁ&et% A6& data arc

other first. Since authentication devices 1I's

vetrgnssiitigd batween thadmane ¢ ard te nBéthé@ﬁ cardddyi ce and a

[102] nul t iTRWedice a0 @hangﬁuu cbignadd, Iaﬁmhecfaﬁuuﬁ{édﬁaiawmn@y perform its
devi ce. and a tﬁla car e .described in

dePRgrfions é‘éjes?:‘f‘tﬁe ¢ Cgmén%‘a%@ﬁ%% B ‘Wﬁ E?Yl%ﬁ g an
[103] aut hdior exatpleyin ppoaadu s €0,pke doticeeld tretswis an autienticadod Gequest

a %@mﬁ% {oi tHlfe g‘lu;’[}irﬁ@({ig o 2BCHRA HL B Be AN SASTRERAE Nits the

enoodl nent o e
identifier IDENTIFIERS, the certificate CERTIFICATES, and the encrypted random
number RANDOM NUMBERS of the multimedia card 20 to the device 10 in response

to the authentication request command.

[100

—_



present invention. Here, a sypscript 1H of an object
i ndi cates that the object is possessed or generated by

wW@2006015803levi ce) and a subscript 'S of an objRCI/KR2006/000148

i ndicates that the object is possessed or generated by
a multinmedia card. [100] Referring to FIG 11, an

[104] | dentAlfdr&dtivel, bbth tee @8fidd O atthe fﬁﬁRTh&ll&fé‘aTEZBi maydhe @B mmands.

encrypted random n ER ar.
© oRLPREE G OR e s s diE 2o Ry Hahial i Gepgirier
anIDE\NTIFdERt ithe eartifiéat¢ CERAGFHAA T aarei mmctrﬁpt@ﬂ\fﬁdpnﬁnnhlber

CPRERBOR SOV B B TR BNPOUNBERALS 0gRY s

|Iﬂ@%@%@@@ﬁ*ﬁ@weﬁﬁém@@ﬂlce 10 and the nultimedia card

20 authenticate each otjjgnsais @fgﬁﬁ@ﬂgﬁ%andom nunmbers
wi th each other. The random nunb e used for

[105] generAaSt qesigribedbe¥s. FCaRdpe t9 ﬂlemr@entllmverﬁwp{ iy fsatassipledp provide

[106

—_

hOﬁdezmitmnea{dd@%trﬁns@nﬁﬁgq{a)y@émé@&&vﬂ%@ rﬂsm% da)lnte&labbjt:ots and

Ot 1 e G ey B s o devees
d eamhlaptrndbﬂe pbdnds higonps deﬁﬁmexSa@mdnmr soel @esogndordgd dcvices, and
n
?&%&{HI Oln %]uig dekfl;&%s tc%ﬁt?%c?e% to o'ﬁ%: ?&gérjrbga\g%d érbﬁle di 1ta%
t h@ordfﬁrg@mq emcent bytvislg %Man@tr@myand data are

transyhfid @1@ 8?&%%3%&1@3 h%Hée%%ai’tQu@a@Ex shB&nTHA HééEﬁgédiwuh
card 20. devij ce i ssue comrands,

t hie %‘Pqeltﬁéé?%l’lé%wedn Hﬁ%&ﬁs F@%rrlhﬁ"i‘l@e w@f%wdo%thpfﬁ of

I esfaaRSEsKil it e amﬁmwaﬁsw @ﬁmg& iBYorinh @n(ﬂ@(alﬁ;ﬁnﬂﬁbe made therein
evice

[10 For exa tion O _the .d
| ooy der AT Re Rt PRl R Re At eSS af efined by the
nmufdlliometh daicest Wh@ﬁforta nics tdee vuderdtometthat tbankbv28lescribed exemplary

tr P ' cerit

P e Mve SR i O i oG R constred
NUMBERiBg anshbmpgiian We@rsécquﬂ theginyntiohe deV| ce 10 in
response to the authentication request command. [ 104]
Alternatively, both the device 10 and the nul ti nedi a
card 20 may i ssue conmands. In this case, in operation
S20, the multinedia card 20 may transmt the
identifier IDENTIFIER , the certificate CERTIFI CATE
and the encrypted random nunmber RANDOM NUMBER of the
mul timedia card 20 to the device 10 together with a au
thentication response conmmand. |ndustria
Applicability [105] As described above, according to
the present invention, it is possible to provide users
with methods of transmitting ROs between devices,
usi ng content objects, and consum ng ROs that can be
applied to an environment where various types of
devi ces




such as nobil e phones, hone g} ectronic appliances,
smal | nmenory storage devices, and portabl e inmaging

WQl2006/023895hr e connected to one anot her based onPETER2006/000148

[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

di gital convergence concept by using DRM technol ogy.

[106] While the present invention has been

particularly shown and dm@mg wWth reference to

exenpl ary enbodi nents theretf, "’ rt wi |l be understood

bK t hog%&ﬁ?@éﬂhsagggsitgms: obljdet E&Ep@fﬁﬁgd:t h?th various

changes in form and detail s nay be nade therein

wi t houRCTHERAHE M@enflp%ﬂﬂnﬁwéwg%i oarbiHanAeyisesof t he

p L ese Pﬁechmgem t:d)rﬁf&ct&ﬁlbm‘fvéegﬂﬂe o gﬂﬁtr]zfrgb ldevivésagne| ai ms.
Therefore, 1.t is to. under.st 0o t . . .
above- guduphbulaberafs POREBO GRS hE B o) Bengicated arvitrary dovies
provi d€bt wathpd johclainlé sehé¢pin the seansg aanthogiibh coropridse:

constr S . Rl.aG] T i cope of

the | nhanrfine R LALOIAMNS el B AR IS bt s

obj ect the wparbifrary depiees darma fheaaerdnkrat i on bet ween

two arihd feihvd EVIahif 3 ; whek thd BoBmeARAEES tbret ¥@fMunicating
the two arbitrary devices; anq omruni cat | n% t he . .
ri ght sc%ﬁné%t?teﬁ%ﬁ‘/’ﬁ%%ﬁ@nt‘ﬁ ch iy ASABUDRLLY Sigiq,9t the Fights object
devi ceand the}ighhebjwet. hod of claim 1, wherein the

securi ti C [ X rat i culr,i .
oy as 5 PelBTOPGalRR, SRRIAF SamPRREhAL: A%eRatfGHl hbpion of
ar bi t rapspvikey pCids rightsrabyagt.t he security key. [3] The

met hodAQhethbPbMsing MOSHi&H Bbfel&omRIMIY: cat i ng conpri ses
communi cating current state information which includes

a constfipimipRg sthether gre copient pRjet andpirieBts obirgt sereesponding to the
ri ght scadrgebjecl 4¢ stli?éﬂ iﬁﬁgshﬁad deficel ai m 3, fwher ein g he
conmmuni.cating I s perfqrne { an option of.a provi r. .
of ¢ helt Pregpten BhiEctand b atty aiRey g POt haBe i lgvice.  first
obj ect doneeprhish sigresdist @mmdnt bhgctvdeading reques icionmeatndn for use

obj ect %sﬁ)nrdfgltﬂé cc‘on?éﬂt B6fccG8 rarsgéd?l(arl%'vﬁg v&h?cl} %lg‘re the rights

cont enf object are stored In a same devi ce; | the

cont en®bjedj ect and the rights object are not stored in

the sage rHa\ictRe ré%efvﬁﬂg%se%ﬁﬁi@ﬁpﬂ"tﬂf@ﬁnﬁfoﬁ IR tHe&econd device; and
contenélpg% ect. sendi ng rquest i nformati on for use

perm s LSeVich BSipg MCHRICO BPEERt ABCh second devi ce

whi ch Shomesholl b€ clairg 5f #habing titthe &diterdt lobrtt ahe@vhe fghts object are
receivi qgtoug({s. REL gn ss(iieon [ QI ol [g%t imqn fgnqr?.geh,e second

devi ce™ ana°T He™f P13t AN c& U Iﬁlg PHEBREdd cont ent

obj ect the [f'ﬁgt dehiee prd ﬂl@de@fndcieaicma_ﬁt,hemtieg pachi dtharhand _

cONt enlecplh ££ bortofhiderh LS OBIECke HPRbetl Ao N

t he sane Ice, 1l etermning conprises: | I rst
devi ceTkhercthnd o5 elabn g, wheicindhe saMEAE theonpgytion sAmprises:

ot her; géh@f-hti%% QUEHREY Ref XNRGE BNthBahivBialibe, dnldr st
e,

devi ce, and, 16 25500 ey

c secondcd%'vice sharing the security key.

The method of claim 5, wherein the request information for use permission of the
content object is transmitted in a secure state.

The method of claim 5, wherein the request information for use permission of the
content object is received in a secure state.

The method of claim 5, wherein the rights object is a rights object stored in the
first device.

The method of claim 5, wherein the rights object comprises at least one rights

object.



[7] The method of claim6, wperein the securing the
connection conprises: generating a security key as a

WO 2®aitsseds t he aut hentication; and the first JRUT/E®2@6M00148

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

t he second device sharing the security key. [8] The
met hod of claim5, wherein the request information for

use peArhapddsf Wingd dRtenoobjent colbpeshgi s transmtted in
a SeCUFF [sﬂt at.e
lfS

. Th t hod | ai m 5,. wher e h
 cococt frdlife ptdd sebafo FRESarinatidinTpin SRR EBlcP b firs
obj ect dévicerlmgaigusd pemissicreciuroateit abjects pddihe Thepndetehiod including
ol e . \ E : o e
ob ot PSSk Ad LG OBiSbinc e 5L ey o
cl ai m Be fiHalesicn searehing hthe ewiwe pbieeapr thesscand desiggyand

one i @hFstQR)RE isihd He AniRt HRject Ao HeNBediMe@ Rk found as a result
obj ect rising: a first device and a second device

S go
commun?!cd8¢ FrEEMwi t h each other, the first device having
use peThe sisihod obtlanont €inthed bpptising e firbiedes@&e@odsuming a rights

devi ce ji.ncl udi ng _the content, objects.a I gh
o cct iR P RERRRR S NG 8 PR 5Ral by of he searc
first aw\dtered sethestdond dewvicet he content obj ects of the

secondrRieNihed ofBdich 18, Lhdrsih (HEWaRGitSIdahrisBe content

object fromthe second device found as a result of the
sear chwhem & firgelepise pesches fon content objecss Phide seeong desicpghe first
the fiiffscoend @iceonOMBMRAIR Edclliiserohidect

correspondi ng t o content ob%egt vvhhch. is found as a

resul t SSHIRHE CUMSPUGP bRiyedt e Mo pyfheriisated dgvigcHevi ce.

[ 14] Thike methbddf oling |l 4j whek@in thdhercetimg theeoseatioh cogprises:

corrprig&%%atiﬁg%rée&nﬁ%gw.s&ddevi ce searches for content
0 e d

obj ect ' second device, the first and second
devi ceticdusthed s¢aoat daycesadinriag thersecuiidkexcuri ng a

connecthoRBel WeeRid 18, | Qe RULDERM AR Ach AW ERSs cdrlmlnicating
The nethod of claim wherein the secur)ng the

14
connectsishanthprpiosal a U, oF amergpry carddpieriase: key: and
E I;g] f iTTﬁd mathdd g)e Glf@ﬁﬁi lld,_ewheireisl tﬁmﬁafmmgnkﬂmgs&ﬁmﬂsw key.

e net .0 Cl al. erelL,n _thnhe onmuni.catl n .
orpr 1 eSS Ay Mg the MRt Ba B B E fh of Bartaity
or a nertbe firstdedcd;anérface. [17] The nethod of claim
12 Cwhero race. |1 e nel

&L Firdl d%bl?te ﬁ%g@%’e&ﬂtehpgwgﬁm&%eﬁe f(}ugjﬁ é%?g&ﬂﬁ of the search

device transm searC content o
ent i r edngd T6peipre frprithgsecend dryige gnéirelyevpabialliand t he
first gRyine@olddt Blih N, RAREIMPRIGALS iV HENcAFquésarRd
as a result of t 7 s.ea({ ch andbr ecei ved a%fm t he sfecotllqd
devi ceMHRHIFEIOTGrdchied fonqny objeqielp tiarecrrt dryicobeleredfontent
17, f ushjbes, wdochpare Songl dsherefulr @tthel@arahe ateegineaitiedg
A computer-readable medium storing a computer program for executing a
method of moving a rights object, the method comprising:
performing authentication between two arbitrary devices;
securing a connection between the two arbitrary devices; and
communicating the rights object between the two authenticated arbitrary devices.
A device comprising:
an authentication module which is configured to authenticate another device;
a security formation module which is configured to secure a connection for the
another device that has been authenticated by the authentication module; and
a transceiving module which transmits or receives a rights object for which the

connection has been secured by the security formation module.



transm ssion of a desired cofitent object to the second
devi ce, before the content objects, which are found as

W@20069T4893 of the search, are transmtted. [ 19]P@I/KR2006/000148

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

conput er -r eadabl e nedi um storing a conputer program
for executing a nmethod of noving a rights object, the
met hodTeOdg i deSdfRYimPEY, Haerimn@e setubigndreatioomobelt Wesdtates a

two arbitrary devices; ecuring . connecti &%t en. .
the t S HPBINeY 2 § rehblliof B iiertledlio pertodps gy PR atientication

ri ght smothjleand bakewiba deviee thabcaupprizesthiccsatedy dorbiatipampodule and
devi ceg,. ahétﬁlarl (ﬁvgc%\quﬁ%ag Béﬁ?lrduﬁ{eﬂg%atg({]slﬂ% g @édu‘f‘i%é iFéSD

nodul e which is configured to authenticate anothe
devi ceThedeyicanliclaymi2gy wheiconthat@nicei g @Rdylg transmits current state

conf i giAf@¢hatiOn HBEH PedfiEPNBGRLMPAOR QhatctolehA@itIShject together
devi ce ttE tqrh s been aut henti cated by the

aut hen?t ffle; and a transceiving nodul e which

t r ansnThsdotice @ebiime?, aheteihd proohijeeof the eighwhubidet thu@ses whether
connecti.on h been r. .t urd frmat i on

modul o S0y RO e SRR DG Sl phefd

secur i Aylefioe hertusorg aasuitdng objedlencatpeising: security key as

a result; j ' f. : :
Ut hont | B¢ 0Be AUt IEALA RO WRRh 10T burd (bhfanaz rights objects
conpr i Rescarghingslor deviess sfsinget desiichenitend ohisat andea rights object cor-
anot hefresptgvinpahéleaf; has been aut henticated share the

securit ?/ key.. H%ZZ‘%’ 'i'he dgvi ce fof cl ai m 20, vvherfei n .t h?
transc® rél?sﬁé‘v JOPES RIS FRIteYrodd send tfiyest information for use

i nf or ndrimdssionttifale dpecd toreentabonwungitviceronsylatle thefrighlsobject is
ri ghts_ohj ] : ' | '

T2y BRLSEh RS8OSRl Ghrepl il fom e
ri ght sdobjeent whikb watghiheieatis storedrandsni t the current

state j BEREdTRbjceNude A8 TRE N hivh G cdnitBuiRRe (o idihe De RV S Rtent

for using a content object conprising: a rights object
manage%?ﬁt- nodul e which is configured to manage rights

obj ect ShdppataiscdTichgmf 2ir fuelBer wafrisingf i ng a desired

content object and a.rights .object cor r ondi n .

Cher ot i SEhEfnEam ol VHsduF Biocsil S ERR ARG eyige on
send rebichshe dasirod pmtterswbjeot is weeedpardths devoce af whivh the rights
desi 1 ehieQn! SBloWhShllAieRalPYiEL AR Wi ch Lhe ri ght's

obj ect i's stored and to receive the use perm ssion of

t he desecudtyclornatifn wegde vhichgpreHizumsl fosacusp a gapiagtion between

the ri@Bligvie® bR GhidhSthé HEYIRE coMBAk obj&P i Btbd @Rl BeldeVi®€ on which
nodul e whij gh IS conflg(gred to use the desired content

obj ect heri88Ys opIret B5iFdt us of claim 24 further
conpr i Shagppasutusaaftohemt15c aheein o dedueityfuraatioismodule generates a

Cont' S8, SO0 RGN PR L0 o

whi ch mhéule aghtekedthe devicg o whrabdhe desingd hemeitagasteredzal the

ot her; 4&R% on which the rights object is stored share the security key.
The apparatus of claim 24, wherein the transceiving module transmits the request
information for the use permission of the desired content object in a secure state.
The apparatus of claim 24, wherein the transceiving module transmits the use
permission of the desired content object in a secure state.
An apparatus for using a content object comprising:
an interface module which communicates with a device which includes both
content objects and respective corresponding rights objects;

a control module which searches the device for a desired content object; and



a security formation nodule yhich is configured to
secure a connection between the device on which the
waele®oEdITont ent object is stored and the devi PEI/ER2006/000148

which the rights object is stored. [26] The apparatus
of claim 25, wherein the security formation nodul e
gener aj esntént $BRUN ideYndd®¥e AHicA uk&hé Hesided ebftent object which is found
aut henti cati.on. perfornmed by the authentication nodul e
and na%ﬁyﬁﬁﬂgo%%ef%%dbn whi ch the desired content is

[30] st or edThsmabpatwusde\clam 29 wihvbieghthe lsentenigitje-t ofyj module sonsumes a
stored.: - ' Y J
ol ai m Se ol ErR o #deciad bonlohf pBRPALALNR, Blnd as o
t he resdsol thapearemandia sfosed intlee deyéceper ni ssi on of the

[31] desirefhCipaliths SRILMI29 MrAerSREWRIngt ate. [28] The
apparatus of claim 24, wherein the transceivi dul e
t r ans it &RgnEcaqn padye adichay ntlﬁaéesotgg fsi?\@FF ng‘t @gtcontml
obj ect modula seches ehesdedice. fof B8 ldeAredappenadhjsctf @1d usi ng
a cont 2ot 8§J f%%{n%t?o% bt Qftich3ae B a?ﬁc‘ingl%&icgl"@ﬁ b JOLCERY the
conmuni cates W a device i'Ch 1’hclrudes bo cont et
obj ect devageds sempsstulinvaltlpoticaepby therngthengeationobjdadst s;  a
control nodul e which searches the device for a desired
content object; anda content object use nodul e which
uses the desired content object which is found as a
result of the search. [30] The apparatus of claim 29,
wherein the content object use nodul e consunes a
ri ghts object corresponding to the desired content
object which is found as a result of the search and is
stored in the device. [31] The apparatus of claim 29
further conprising: an authentication nodul e which
aut henti cates the device when the control nodul e
searches the device for the desired content object;
and a security formation nodul e which secures a
connection for the device if the device is
successful ly authenticated by the authentication
nodul e.



