1 DESCRIPTION ENCRYPTION PROCESSING APPARATUS, ENCRYPTION METHOD,
DECRYPTION PROCESSING APPARATUS, 5 DECRYPTION METHOD AND DATA STRUCTURE
Technical Field The present invention relates to an encryption technique for encrypting subject data in
plain text to render it as encrypted data and a decryption technique for decrypting the 10 encrypted
data. Background of the Invention Nowadays, gﬁé{?ﬁéﬂ% to information is becoming increasingly
important, and various researches are underwsgﬁ ryption technique for encrypting data of
which 15 contents should desirably be unknown to an unauthorized third party (called "subject data" in
this specification) to render it as encrypted data The encrypted data is most often delivered to a third
party even though ¥hErE X RIHANCEE ddcARETUY, ENCRYPEBON METHEIRPParatus

doubling as a decryption Procesying APDAE Eé@égﬁ%ﬁé‘ted the encrégtzdbd/autzln;hsr;rg;dep;rltryw

decrypts the 20 received encrypted data anc
key and algorithm so as to pgCORe pyles! MWB{W@R?@@?}Q mﬂg"vefing the same
encrypted data to a number of persons for instance, it is convenient If it Is possible to allow each of
the persons to decrypt a different portion of the encrypted data. 25 It is also convenient if it is possible
to allow dec%aﬂﬁ&ﬁff‘cgﬁam encrypted data under a specific condition, such as limited time. In view
of increased personal information protection in recent years for instance, it is not so desirable, even in
the case of the enQiypieckedaiavakich &ﬁg@,rypﬁcgﬁ&%%p&ml sistsom @%ﬁ%mﬁ %] e c%pable
of encryption_ indefinitely. In the case of allowing decryption of the encrypted ta e condition
of 2 limited B4R S3ide serirsdtap sveryplsddajecodvedtenyitiostpossiie for diidpthe e into
multlpjl_% per&d%pedi%t detailed restrictions, such as allowing decryption of a

Background of the Invention

Nowadays, security relating to information is becoming increasingly important, and
various researches are underway as to an encryption technique for encrypting data of which

15  contents should desirably be unknown to an unauthorized third party (called "subject data” in
this specification) to render it as encrypted data.

The encrypted data is most often delivered to a third party even though there are the
cases where it is decrypted by an encryption processing apparatus doubling as a decryption
processing apparatus having encrypted the encrypted data. The third party decrypts the

20 received encrypted data and restores it to original subject data by using predetermined key
and algorithm so as to use the subject data as appropriate.

In the case of delivering the same encrypted data to a number of persons for instance,
it is convenient if it is possible to allow each of the persons to decrypt a different portion of
the encrypted data.

25 It is also convenient if it is possible to allow decryption of certain encrypted data
under a specific condition, such as limited time. In view of increased personal information
protection in recent years for instance, it is not so desirable, even in the case of the encrypted
data which is encrypted, to continue to exist somewhere in a state capable of encryption

indefinitely. In the case of allowing decryption of the encrypted data under the condition of



certain portion of the encrypted data in a certain period and allowing decryption of a different portion
of the encrypted data in another period. However, there is no encryption technique for allowing the
above by setting the conditions of decryption variously. Example embodiments of the present
invention provide an encryption technique for setting the conditions of decryption of the encrypted
data generated by encrypting the subject data variously, a data structure of the encrypted data
encrypted by the encryption technique and a decrgption technique of the encrypted data. Disclosure

of the Invertiiaie8atadingdcecatiustaspect of theynresanidaventian phemidsemvideeanisgncryption

processing apparatus. comprising: cutting means for.cutting subject data jn plain text by
predetermiﬁ%%)n%?r}l%oei? gt gl)l ssin%d::rﬁjlﬁipa%wp%@erg S&?BEFQWT&C%U%%EW%%%’%Q for
encrypting muitiple pitce 9 Diitheplainttextaat idatacwrithinap pried ededmihedi ke ydengnigpradeiermined
algorithm tod[ﬁ%c%t% r%tfft%m%{ﬁ%ﬁ%g?% @Ba?a%{%ﬁ?&?}ge rcgé gaéa; condition data generating means for

generating con ata includ ata on at least on ofa condition in the case of allowing
decryption of eachldwgkadubtisiézaoritevenenyisaidique dataabodiagcinditiorchhettagetef prohibiting

decryption ¢f,gachindivid bg@p@agfoﬁg?.encrypted cut data; condition data encrypting means for
encrypting the condition data with a predetermined key and a predetermined algorithm to render it as

encrypted conditiGriHERE BERSRIEBANIGIGH HiStR1§EME tTRBL v ARV sy YeARsaIMIgbisEréaidition data

including data esiaklerstaeiohaconditiondn Brencase-aialaningsleanmtionathaisnerypted

condition da’iﬁj,and a conditioE in the case of i

_ prohibiting decryption of the encrypted condition data;
and connecith i&aRs i aegﬁﬁgswtmﬁlﬂﬁf ep?@ﬁlg?tgf{éﬁ&fﬁ@'éip&ﬁ BueHEBRESbted

condition datalanph¢hedbasicrepnditiechdafecas’ oretorkendeddfacm as a series of encrypted data
premised to be decrypted by a predetermined decryption processing apparatus, and wherein: 3 the
connecting means connects the encrypted cut data, the encrypted condition data and the basic
condition da¥ssdesoreciolrehitkentiiem as a series of encrypted data in a manner the encrypted

condition data is pgitippged aheadselithe Rpcrypiad cHL.daR DRYN%n, there is provided an
encryption processing apparatus comprising: cutting means for cutting subject data in
plain text by a predetermined number of bits into muitiple pieces of plain text cut data;
encrypting means for encrypting multiple pieces of the plain text cut data with a
predetermined key and a predetermined algorithm to render it as multiple pieces of
encrypted cut data; condition data generating means for generating condition data
including data on at least one of a condition in the case of allowing decryption of each
individual piece of the encrypted cut data and a condition in the case of prohibiting
decryption of each individual piece of the encrypted cut data; condition data encrypting
means for encrypting the condition data with a predetermined key and a predetermined
algorithm to render it as encrypted condition data; basic condition data generating means
for generating basic condition data inciuding data on at feast one of a condition in the
case of allowing decryption of the encrypted condition data and a condition in the case of
prohibiting decryption of the encrypted condition data; and connecting means for
connecting the multiple pieces of encrypted cut data, the encrypted condition data and the
basic condition data as one to render them as a series of encrypted data premised to be

decrypted by a predetermined decryption processing apparatus, and wherein:



its decryption allowed or prohibited according to the condition included in the condition data which is a
source of the encrypted condition data and also the basic condition data is positioned ahead of the
encrypted condition data. This encryption processing apparatus is based on a general encryption
processing apparatus for encrypting each of multiple pieces of the plain text cut data generated by
cutting the subject data and thereby generating multiple pieces of encrypted cut data to connect them
as one and render them as the encrypted data. The encryption processing apparatus comprises the
condition data geti&ra:ttngem'mgnméamgmmatimg%emy;ﬂ&tbmudé%a@nﬁiadﬁmgmm onnditieast one of
the COI’]dItIO(E] in th(e gase of alloéﬁ%% %etchQt'%@ ,&))freeredc d|V|duaI Qlece {;)f the en%rgﬁted cut data and

the condition; in the case o C[:())r% |t|ng ecryption o each mdwu%iua?plece% the encrypted cut

data, whereweccﬁhﬂdm@rm&thqewdl@@emmedsam%nﬂe@é@ﬁmm@mmzbt@d G bitionzdata to be
added to a;paftl e Caeoueddatiidi He%f%é%‘?dlﬂ@ (8&1‘1@%&%%)'&{%%@:1QSQ}?&%%R%E“G

encryption processing apparatus, it is possible, by means of the above-mentioned condition data, to

set a conditiSH RSP FyHNECAIbHS: WaRlet tRBdHtyiste et pahadasicaprdtion e pieces of

the encryptggsggg,{éat@),émqefr@ecgﬁ@%cp%mﬂ% fiam the other parts. Thus, the encryption
processing apparai]ls can set the condjtion for decrypting the encrypted data generated by encrypting

the subject data vé lstgrgfmféoaé%feﬁﬁewaﬁs%mealé ErypthAproREas iy ApPEPREREISEEncrypts the
condition da;chﬁmrwderaﬁasﬁh&eemﬁypﬁeﬂ@ﬁamtm@tﬁ ﬂlih@lfeiﬁ@It@xltdﬁtﬂﬂt@g&ﬁ&b&&adf@lyanyone

other than a é)redet?erml 2d pgrson &o&ll(an W WQlaetr C(Inndltlo%h%ach1 (!:Iggslv(l) cr c& of gj;et dencrypted cut
data can be” ﬁcfer s, SeCUI’IEJ EHGH Es 0 1 ncry dea Grested By the
encryption pmeesthgaappanatwsd Tm@ﬁbwptasnfpr@msmg é@parﬁh@seaomp:nrsesrmedaa@c condition
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the conditi he case o allowing decryption of the en rypte con |t|on data and the condition 4 in
the case of ¢ehibsithsinthdagioenytisasbpasebryptddtiesrtitisncasta wherenh daagitiosdrdition data

generated Qytheihasiaeondition datgoeneraiing meangdsdngludediiifon in the case of
prohibiting the decryption of each individual piece of the encrypted cut data, where the
condition data is also encrypted and rendered as the encrypted condition data to be added
to a part of the encrypted data. Therefore, as for the encrypted data generated by the
encryption processing apparatus, it is possible, by means of the above-mentioned
condifion data, to set a condition for decrypting at least a part of the encrypted data (at
least a part of multiple pieces of the encrypted cut data) under a different condition from
the other parts. Thus, the encryption processing apparatus can set the condition for
decrypting the encrypted data generated by encrypting the subject data variously.

As described above, the encryption processing apparatus also encrypts the
condition data to render it as the encrypted condition data. Therefore, it is not possible
for anyone other than a predetermined person to know what condition each individual
piece of the encrypted cut data can be decrypted under. Thus, security is high as fo the
encrypted data created by the encryption processing apparatus.

The encryption processing apparatus comprises the basic condition data
generating means for generating the basic condition data including the data on at least
one of the condition in the case of allowing decryption of the encrypted condition data

and the condition



encrypted data. A person decrypting the encrypted data can decrypt the above-mentioned encrypted
condition data by means of the basic condition data. The encryption processing apparatus connects
the encrypted cut data, the encrypted condition data and the basic condition data as one to render
them as a series of encrypted data in a manner the encrypted condition data is positioned ahead of
the encrypted cut data having its decryption allowed or prohibited according to the condition included
in the condition data which is a source of the encry’jpted condition data and also the basic condition
data is positiped-akedsafibeiesaypiadeoiditomhdairnrihed epsdypiadisandilien datadspositioned
ahead of the e %ﬁ%ﬁd cut data igw&% lé%si%eccé)rlyél#on llowed or rohlblted.accqr Qph';;o lgxfe]e condition
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decryption nr&%%?esé_rl%n &%{%g.egb# jﬁeggg(?ﬁ%%;% ggdi 118‘9}(1%0‘3 the encrypted condition data for
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generating t ition data requ n decrypting the encrypted data. For the sarne reason, the
basic condition dat&ds pwsioned mhesidies taeraripppreaeotisitibn damyed atsd essibieeto obtain

the same ef{pgis DAL INGIRDRYRIANPIRCESIING RRRGTAMS hasmdhenalioning methedfar instance.
According to a Second aspect, there is provided an encryption method mplementedﬁbg an encryption

processing SHEEPERE <Ak EreinTBIEh R fBH BTG Ee sy Ap patatiis BRFieRfenté e pd dhecutting
subject dataia-plaia textdaw annadete sringdionumbetobbjislitasaultipieinigeesHef plainitext cut data;

encrypting the multiple pieces. of the plain text cut data with a predetermined key and a predetermined
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encrypted cut dat%__:gnd a condi&on in the case gf ﬁ{grgb{i)t%n%deé:rggpté?%ogu?a&aq inkgividua.l Pie_ce of the

d ata sitione aving it
encrypted cut data; er(f(c)ny) |?1ng & condlifion data With a pre efermine key and a predgetermlned

algorithm todesngigioin alvrstypredhibitettionodany; g drevenidigitasicl ederditidhe datalinefudiiiig data on at
least one ofg.condition,jp.the ﬁ\‘és&ié‘ypted condition data. This is because, while the encrypted

data is read from the head when the encrypted data is decrypted by the decryption

processing apparatus, it is necessary to read in advance the encrypted condition data for

generating the condition data required on decrypting the encrypted data. For the same

reason, the basic condition data is positioned ahead of the encrypted condition data.

It is also possible to obtain the same effects that the encryption processing
apparatus has by the following method for instance.

According to a second aspect, there is provided an encryption method
implemented by an encryption processing apparatus, wherein the encryption processing
apparatus implements steps oft cutting subject data in plain text by a predetermined
number of bits into multiple pieces of plain text cut data; encrypting the multipie pieces
of the plain text cut data with a predetermined key and a predetermined algorithm to
render it as multiple pieces of encrypted cut data; generating condition data including
data on at least one of a condition in the case of allowing decryption of each individual
piece of the encrypted cut data and a condition in the case of prohibiting decryption of
each individual piece of the encrypted cut data; encrypting the condition data with a
predetermined key and a predetermined algorithm to render it as encrypted condition
data; generating basic condition data including data on at least one of a condition in the

case



of allowing decryption of the encrypted condition data and a condition in the case of prohibiting
decryption of the encrypted condition data; and connecting the multiple pieces of the encrypted cut
data, the encrypted condition data and the basic condition data as one to render them as a series of
encrypted data premised to be decrypted by a predeteérmined 5 decryption processing apparatus, and

wherein: i the;BiSpiet QOORBEHAS 5. THipIR.Pesen el nenpted cut data ihe encrypted condiion

data and the basic condition data as one to tender them as a series of enc emised to be
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the condition included in the condition IS a source 0 ncry ta and also
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generating means may generate either only one piece or multiple 15 pieces of the condition data.
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decryption | ;(2).as for the multiple.pieces of the condition data,
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condition data. In this case, the basic condition data generating means generates the basic condition
data includiftf fFREGLP Sk EThich Briesertrrdohaierasad wnidiion daemudigie tiedesiof 6 the

encrypted caniash data AR RKEHizdes wRan Alaued and e gondition as to which
The condition data generating means may generate either only one piece or multipie
15 pieces of the condition data. There is one piece of the encrypted condition data in the
former case, and there are multiple pieces of the encrypted condition data in the latter case.
The condition data generating means may generate multiple pieces of the condition
data to satisfy the following conditions (1) to (3) for instance:
(1) each of multiple pieces of the condition data is associated with at least one of fhe
20  pieces of the encrypted cut data and includes the data on at least one of the condition in the
case of allowing the decryption of the associated encrypted cut data and the condition in the
case of prohibiting the decryption of the associated encrypted cut data;
(2) as for the multiple pieces of the condition data, every piece of the encrypted cut
data is associated with one of the multipie pieces of the condition data; and
25 (3) no one piece of the encrypted cut data is associated with muitiple pieces of the
condition data.
In this case, the basic condition data generating means generates the basic condition

data including the data on at least one of the condition as to which of the muitiple pieces of



of the multiple pieces of the encrypted condition data should have its decryption prohibited. Thus, it is
possible to make settings in detail as to the decryption of the encrypted condition data which is the

source of the condition data as a prerequisite for which piece of 5 the encrypted cut data should have
its decryption allowed. In this case, each individual piece of the encrypted condition data is positioned

ahead of th cut data created ncrypting the plain text cut data associated with the
condition da%gv%ﬁ%gé%%ﬁg %%?}I?@ec%g e%‘é’ﬁbﬁéng?\%%b% %%&%%W@W@%&?&ﬁﬁﬁ%ﬁf&? whiche may
be the casesfherdliplenieypses ﬁﬁﬂﬂ%@ﬁt%&%ﬂﬂﬁ&ﬁmﬂ%gﬂ&%ﬁ'ﬂ'l%@%éﬁe@ﬂ%ﬁ%eﬁ&%ﬂg&@ AS

described above, there are the cases where the condition data generating means generates multiple
pieces of the cond i -dhit prstiils dasekneetinmitin dasibagendratieg ymeansfri@yeintiydedin at least

one of the pj f the condition data the data on the condition in the case of allowing the decryption
of the encryﬁgﬁ%%ﬁgﬁgrw %5%%1 193(31:?1]%?&%%56)5 SRRABIR G LS thBFEeHIRIETaEhifk tieceade where

the conglitiohd - genal aling.Mennelganes alesevepkaiifiondata, the condition data generated by
decrypting a certain piece of the encrypted condition data may be a prerequisite for decrypting a next

piece of the encrypbeBis satstierrhdadipidaat piccprichotiveyptatyprettcontiition pasiiimpotrbadys one

piece). 20 T [ cific.even if the data on the condijtion in the case of allowing the decryption
of the next pﬁfetgﬁeergg %@ﬁcﬁégg é%%%ﬁ%gbry FRETR MR e CHSH B HOLREiNeh dsa
obtained byaediiptinga seikHnsiacoAlUS eRoBIediaanrHion dr@. e Pssivisss elihg gncrypted

condition data cannot be decrypted when the condition in the case of allowing the decryption of the
next piece of BRE S Pstis casitidrigdbe reypiedishoditki e is goctymintpaldadaiie piece of the
encrypted cQ itign data, the encrypted condition data will not be decrypted in the case where an

immegit(gtely Ig&éﬁgﬁg%ugfl&% of the encrypted condition data to be decrypted is not decrypted. The

condition data genegat@gmg@mém&m%@epi@ﬁ@&%&%ﬁ&ﬂ%i8&9% At pas.at Jeast

several pieces of the multiple pieces of the condition data associated to 7 decrypt the'encrypted
condition dHEP§EARS BHIP BirsgARingtisosdidenaiatpicbethof thee, the condition data generating

means may inclade in at Jeast one of the pieces of the condition data the data on the condition
in the case of allowing the decryption of the encrypted condition data generated by

15  encrypting the other condition data,

In the case where the condition data generating means generates such condifion data,
the condition data generated by decrypting a certain piece of the encrypted condition data
may be a prerequisite for decrypting a next piece of the encrypted condition data (the next
piece of the encrypted condition data is not always one piece).

20 To be more specific, even if the data on the condition in the case of allowing the
decryption of the next piece of the encrypted condition data is successtully taken from the
condition data obtained by decrypting a certain piece of the encrypted condition data, the
next piece of the encrypted condition data cannot be decrypted when the condition in the case
of allowing the decryption of the next piece of the encrypted condition data is not satisfied.

25  When decrypting a certain piece of the encrypted condition data, the encrypted condition data
will not be decrypted in the case where an immediately preceding piece of the encrypted
condition data to be decrypted is not decrypted.

The condition data generating means generates multiple pieces of the condition data

and has at least several pieces of the multiple pieces of the condition data associated to



condition data in predetermined order; and those several pieces of the condition data may be
generated to include data on a condition for decrypting the encrypted condition data to be decrypted
following the encrypted condition data generated by encrypting the condition data. 5 In this case, the
condition data generated by decrypting a certain piece of the encrypted condition data may be a
prereqwsnedfgr d(%%rl ptln?é)he next%E)Lece of the encrypted condition data (the next piece of the

encrypted CGRIEON AT LRSrESOREEP e gncsatefh BY sraam diaiihosh sryprabpisssanbieiata are

decrypted eug@fien anathepdipiedaiRiiRRe AdShAS 1RNE28RESUNON fof ASCRMRIRg ihe

encrypted condition data toﬁbe decrypted next is 10 satisfied. The %aqgi%c con(j‘tll(tef{l)t?{%Caté%E gené?%ﬁing

means maygmekatisl dccmblide dar treaasel viomfiondag getngptiomaf gopidcatdiierddanpted first out

of the pieces of the geigég{%/?%ted condition data ggnerated by encrypting several pieces of the condition
0SSl

data. It is tREFaED™ 18 BERIPTRES AR EER BRI RIRIEPEShaRRI Hist 3o ciated

to be 15 decrypteghitpyesetanninadiaraessiasing Siom e dirshane zi.%éﬁ&ﬂ?#&@e Jﬁgﬁecondiﬂoh for
allowing or prohibiting the decryption of the encrypted cut data “identified by the condition data is not
limited in panseredfcondiisorisetimizobe 2 Pharequinditibn datayipiicds the dhteosf aideastanedof the

following (4) to.(7): (4) infarmation for identifying the decryption processing apparatus allowed to
R PGB BPISH P RS A GO VS by R G 18 BEbteheut

perform 20°0r pr
data; (5) infpisBabiom{Dkidqpiiamaise ualionedde-psanm oLRehiid [OpRalarmIns g,
decryption of at least one piece of the encrypted cut data; (6) at least one of information on a period
allowing thesdeseptitre shadikesfonisgigumpiith erengpyptedmiitidatéasnd infckastiesdera period

prohi?' ing §h§ ge ryption of at least 25 one piece of the encrypted cut data; and (7) information on
which of th& multipte pieces of the encrypted cut data should have its decryption allowed or

information on whytia §ih-BHdtiRle diereselh SREnRlad eul. Al SR gaye s deeryption
prohibited. 8 The encryption processing apparatus may comprise encryption key holding means
holding muiisleisgctsptotideySatitch arbdidedgyedsi whest the preeypiingesrangted
condition data generated by encrypting several pieces of the condition data. It is thereby
possible to decrypt a series of the pieces of the encrypted condition data associated to be
15  decrypted in predetermined order starting from the first one in sequence.
The condition for allowing or prohibiting the decryption of the encrypted cut data
identified by the condition data is not limited in particular if as described above. The
condition data includes the data on at least one of the foliowing (4) to (7):
(4) information for identifying the decryption processing apparatus allowed to perform
20 or prohibited from performing the decryption of at least one piece of the encrypted cut data;
(5) mformation for identifying a user allowed to perform or prohibited from
performing the decryption of at least one piece of the encrypted cut data;
(6) at least one of information on a period allowing the decryption of at least one piece
of the encrypted cut data and information on a period prohibiting the decryption of at least
25  one piece of the encrypted cut datz; and
(7) information on which of the multiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple pieces of the encrypted cut

data should have its decryption prohibited.



encrypts the plain text cut data. And the encrypting means uses at least two of the multiple encryption
keys held by the encryption key holding means and thereby renders multiple pieces of the plain text
cut data as the encrypted cut data so as to encrypt at least one of them with an encryption key
different from that of the other pieces of the plain text cut data, and the condition data generating
means generates the condition data including the data on which of the encryption keys held by the
encryption key holding means is used to render edch individual piece of the encrypted cut data as the

encryp_ted cut dat@hd hﬁ@mrwbmwmgaﬁmmpaﬁgtmm@m&mpmmg@mm@mkmes to render

the plain text o datey o e, encrypted cut data, ang ineludes I, the condiion data the, data for

identifying the eln%ryp&obn ey %Pencryr}"ung hé encryptedyculf data S6 that a pg?soﬁ (rfecrypting the

encrypted dataganthperformidhiecdedaigption. The decryption processing apparatus for decrypting the

encrypted data g VL I [ I me key
S%{%fd %ﬁ%de%g'%gﬁcgl&éfa%%& RGEme RgoaBPﬁ{é‘Mﬁng@de%E%&%H%éQ%ﬁ

holding means as that of the g ption processing apparatus. The encryption processing apparatus
can improvesties saetitosf he émpraennd ard Bherir gemrderh upiale REErio ek b t¥icrypt the

plain text cut,daia, @%9@1’&%&%@@2&%@@mi@ﬁ@gi;ﬁmnegsim%f thenMuitiple enciyptian keys are
held by the encryption key ho dlng means in advance so that the multiple keys can be used when

encrypting & pitiraasidrem Bate! b i psesivkits YaHerae Wultheeh e soBH Iy 4aR sequence
SO as to usgdhaafinidtiplenke yevdrasseneryaiagitie @lainteddut data.dadchrananerygtion processing

apparatus comprises encryptign key generatin ea ngr eneratin encr ption keys w ich are the
keys used ﬁﬁ%ﬁﬂ%@’eﬁ%ﬁpﬁ)ﬂé ?Heﬁﬁs %‘ﬁ@?%%é] ?I]%%yr;%ﬁ te tlaff%sat% |HSS eéoetreerl?ﬁne%a%mlng for
instance. Anditheuanorgptinghmeangpuskesumisdtiple tbaeryptiprdkeysigenerated by the encryption key
generating meansrﬁé‘%&hg‘%‘?éﬁ rg%dgrs%nm%v'\]lﬂﬁé?aﬁi?%%és%éh%ﬁﬂ't"f“ﬁ‘ ;?ﬁ‘&?ﬁ&ﬁéﬁ%?? ihe. plicrypted cut
data so as to encrypt at least on of t erm with an encryption e)Poﬁ erent from that of the other pieces
of the plain®e plain text cut data as the encrypted cut data, and includes in the condition data the
data for identifying the encryption key for encrypting the encrypted cut data so that a
person decrypting the encrypted data can perform the decryption. The decryption
processing apparatus for decrypting the encrypted data generated by the encryption
processing apparatus needs to include the same key holding means as that of the
encryption processing apparatus.
The encryption processing apparatus can improve the security of the encrypted
data by using the multiple encryption keys to encrypt the plain text cut data.
According to the above-mentioned embodiments, the multipie encryption keys are
held by the encryption key holding means in advance so that the multiple keys can be
used when encrypting the plain text cut data,
It is also possible to generate multiple encryption keys in sequence so as to use the
multipie keys when encrypiing the plain text cut data.
Such an encryption processing apparatus comprises encryption key generating
means for generating encryption keys which are the keys used when the encrypting
means encrypts the plain text cut data in predetermined timing for instance. And the
encrypting means uses multiple encryption keys generated by the encryption key
generating means and thereby renders multiple pieces of the plain text cut data as the
encrypted cut data so as to encrypt at least one of them with an encryption key different

from that of the other pieces of the plain



text cut data, and the condition data generating means generates the condition data including the data
for identifying the encryption key used when each individual piece of the encrypted cut data is
encrypted. Such an encryption processing apparatus does not hold the encryption keys to be used 5
to encrypt the plain text cut data but generates them Successively instead so as not to have the

cnoryption Sewaide, SR NG R BTN NN BRI bl AR S S T 2

encryption processing apparatus. The encryption generating means may generate i yption

keys so thatithdaterdoryptivif Keytigeaersiedbinitbesame Redeasiarivaimtpsarar @ When
generated 10 iﬁﬁquentially from the initial state. In this case, the data for identifying the encryption key

used when 84 %Ei\?mﬁ%ce of the encrypted cut data generated by the condition data generating
means is encrypt indi . ich the encrypii is_generated. If the ke
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generated by the encryption enerating ns in the same order are always

easy t&have therdatatfoplaientifyiog theantrypiientkethdmindicaiatbe ardesdnuvhichthegnenyrtion
key is generated. The decryption processing apparatus for decrypting the encrypted data generated by

the encryptiBITERIGESEH Splsratdhsrelys thaserdtiie Bighaxe ieermmmiel duansasniedbpf the
encryption @ﬁgﬁgﬁ%ﬂ&ﬁﬁgﬁ{%%%;éﬂ%e@gﬁggn processing apparatus including the encryption key
mprise €n '

generating means 20 may c ption key solution generating means for sequentially

generating solutichise ertigipdon epgdreranaomeatinbarssadhas ke altfionm sepeiagimthe same
order from the initial state are always the same ones. In this case, the encryption key generating

means gerfBAIELAREERESBETIEKEY hnsEre Hdpr s RINGHS fhesiveel dRsAvhencgraiatioh key
solutiep genealing PRy AOhidh.case i dala qn ideniiving e eacopiion Koy 23 yoed when
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each individual piece’of the encrypted cut data generated by the con a ge fhgfeans is

encrypted msydintiizatedhmdblidien pieed ovliendhie gneayniiankeytitaRAYRIBE «IhascaRiion key
generating means of the encryption processing apparatus generates the encryption keys based on

the sequenfSNY YEHRARY SHRNFEHRIGIHIRYY dpeite the order in which the encryption key is

generated.  If the keys generated by the encryption key generating means in the same order
are always the same ones, it is easy to have the data for identifying the encryption key
15  indicate the order in which the encryption key is generated.

The decryption processing apparatus for decrypting the encrypted data generated by
the encryption processing apparatus needs to include the same key generating means as that
of the encryption processing apparatus.

The encryption processing apparatus including the encryption key generating means

20 may comprise encryption key solution generating means for sequentially generating solutions
which are pseudo-random numbers so that the solutions generated in the same order from the
initial state are atways the same ones. In this case, the encryption key generating means
generates the encryption keys based on the solutions received from the encryption key
solution generating means. And in this case, the data for identifying the encryption key

25 used when each individual piece of the encrypted cut data generated by the condition data
generating means is encrypted may indicate the solution used when the encryption key is
generated.

The encryption key generating means of the encryption processing apparatus

generates the encryption keys based on the sequentially generated solutions which are



pseudo-random numbers. Therefore, if the data for identifying the solution is included in the condition
data, the decryption processing apparatus for decrypting the encrypted data generated by the
encryption processing apparatus can generate the encryption key based on the solution and decrypt
the encrypted cut data with the encryption key. 5 As dgscribed above, the encryption processing

apparatus i i tion k eperating means may comprise encryption key solution
generating E%%%g%éﬁ g%%{tﬁrn iy g?%%gﬁﬁ’%o%ﬁo%&gﬂfﬁeﬁﬁ%%%ﬁﬁ %f%ﬁﬁ%ﬂé?g 8 that
the solutionshgenatitie dnthahsane el frasadhs dnifshsiaieraraaivaus Qﬁe%ﬂ&%ﬁ@ﬁ alf this

case, the encryption key generating means generates the encryption keys based 10 on the solutions

received froBPRFEHEAGY SR AREYPEORITHNFeRs i ARpar rtsarrs) gerttive thetarforyridentfyjrisatbéon
encryption ch individual pjece of the encrypted cut data generated by the condition
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data generating means Is encrypted may

generating the enchyptiatriteyl isbgenarRBrTHSRNGRISR: Key Sene ating: ﬂi%%gi‘g?%@ﬁr jon

processing apparatus 15 generates the encryption keys based on the sequentially genéerate

solutions WHERFEHENH B FYdSMBTAG Beesyiwinarketheobulistiogisigetiopateshin fhesgmenider are
always the { refore, the decryption processing apparatus for decrypting the encrypted
data genera %E% t e%ir-‘il;(?}?/%gtiglill 16?0%3%%%%6&&8@?%%?’%&%% Thie SRABERNR 8saRiRst Im thehich it
is generateddmkneien i tdhe salviienas ideniiiagde hedesfyption processing 20 apparatus can
generate the encryption key based on the solution and decrypt the encrypted cut data with the

encryption key. AstdPtheagedhfptRinpridueseingeagping usdarsdenyptingitherenypyiteRedatsased

generated tion processing apparatuses, however, it is necessary to include the

samefleéncr;?éxftlitc?%IE"\ggi/?]1 gé}r%sggfﬁ&er%ggr%%‘%%%ni@?ffﬁﬂb%%éﬁ?%&%%‘ﬁ@?%%?ﬁe%@% dasafRise of

the encrypligarpitidassing-angptalises. AslaserlbasahaxaPIzAL e LR PLR i condition
the

data generating means generates multiple pieces of the condition data. 11 In this case,
encryption BrE¢ESHh§ P aerdyinndaingenky dnitoms atxenypiplomieydiaidinieroainsholding
multiple CO%&P tﬂg%%ﬁﬂfé%’ﬁgg&" W é/r? é’ggieggﬁ%rg rgaeencryp‘i:ion key is generated.

The encryption key generating means of the encryption processing apparatus

15 generates the encryption keys based on the sequentially generated solutions which are
pseudo-random numbers, where the solutions generated in the same order are always the
same ones. Therefore, the decryption processing apparatus for decrypting the encrypted
data generated by the encryption processing apparatus can identify the solution if the order in
which it is generated is known. And if the solution is identified, the decryption processing

20  apparatus can generate the encryption key based on the solution and decrypt the encrypted
cut data with the encryption key.

As for the decryption processing apparatus for decrypting the encrypted data
generated by the two encryption processing apparatuses, however, it i necessary to include
the same encryption key generating means and encryption key solution generating means as

25  those of the encryption processing apparatuses.

As described above, there are the cases where the condition data generating means

generates multiple pieces of the condition data.



keys used when the condition data encrypting means encrypts the condition data. And the condition
data encrypting means may use at least two of the multiple 5 condition data encryption keys held by
the condition data encryption key holding means and thereby render multiple pieces of the condition
data as the encrypted condition data so as to encryptiat least one of them with a condition data

encryption key diffgregt @&gg] gﬂg&gﬁ%%ogt cBL?ﬁFgSC?%%E# corﬁ:gai(tgj%%:lﬁla ab§%?1 {J&S Qa sic condition

data generating means may generate the ‘basic co ata in g?h ata on which of the

condition daseceymiypfien ddiey sieeid yldhezcandipincoatiRrcapionkayibrigine maansriswsed to
render each individual piece of the encrypted condition data as the encrypted condition data. The

encryption FrOcSESHh Y Abirtoadiien fasmtRiscRpis e repP Srisaeliionddince so as to use
the multiple keys when:enciyiti ii t in the ahove- mentigned case of having the

multiple encryption kgys pre%%‘r{gg %%&ggﬂéﬂéﬂg asg?bg%%lea he - i?naﬁﬁﬁig %Q%V%gg%pg%crypting the
plain text cudditiof detalestypiiam prysésiiigyahpataidisfer decomniingihelenuynipg dalmgenerated

by the encryption processing apparatus needs to include the same condition data encryption key

holding megﬁ%%'m? Hie RipterPhiBe ceurigen farnrsdh T RecarRE oK lioe detig apivaratus
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to encrypt the condition data. The condition data generating reans of the encryption ing

apparatus ofttiispizppticatierconditigeiataten W@Mﬁﬁﬁidﬂ@ﬁ@@@ﬁ@ﬂt%?ﬁé&%j%e, the
apparatus includes condition data encryption key generating means for generating condition data

encryption BEYETAIRits RAsifrondifien dud wakiding: Bssaaamn dekich sépstisg diiameasnengpiptizs the
conclien dse gt GRAHITIAR, I LSPRIRN P SOGBInA meansyoes e muliple

condition data encrypfion keys generate con n ncryption key “generatihg means and

thereby renueiisidusdtiplecpieiihs efdhpednditdincetasheepstied aoritipndata so as to encrypt
at least one of them with a condition data encryption key different from that of the other pieces of the

condition data whil® e BHRHCR HrefssHEARPE YR hardhn grvitimiscgenaraeadeyes bresicebdition data
including the;daladp IGRINNGRABRANIN JRIE BREVBHRD KRR Seedvien gach ndividual piece
of the encrypted
mentioned case of having the multiple encryption keys prepared in advance so as to use the
15  multiple keys when encrypting the plain text cut data.

The decryption processing apparatus for decrypting the encrypted data generated by
the encryption processing apparatus needs to include the same condition data encryption key
holding means as that of the encryption processing apparatus,

The encryption processing apparatus can improve the security of the encrypted data by

20  using the multiple condition data encryption keys to encrypt the condition data.

The condition data generating means of the encryption processing apparatus of this
application may generate multiple pieces of the condition data. In this case, the apparats
includes condition data encryption key generating means for generating condition data
encryption keys which are the keys used when the condition data encrypting means encrypts

25  the condition data in predetermined timing, and the condition data encrypting means uses the
multiple condition data encryption keys generated by the condition data encryption key
generating means and thereby renders multiple pieces of the condition data as the encrypted
condition data so as to encrypt at least one of them with a condition data encryption key

different from that of the other pieces of the condition data while the basic condition data



condition data is encrypted. This is intended to sequentially generate multiple condition data
encryption keys and thereby allowing the multiple keys to be used on encrypting the condition data as
in the above-mentioned case of sequentially generating multiple encryption keys and thereby
allowing the multiple keys to be used on encrypting the plain text cut data. The following embodiment
is also similar to the above-mentioned embodiment for generating multiple encryption keys. This
encryption processing apparatus also has the effett of improving the security of the encrypted data.
The conditigendatangnatyptigankey-genetatingsndahs danciatRg inetteo daii dor dédas ®hgryption keys so
that the conditi%n datga?nc%)tion kexsﬁgenergte in the game.or er% are alwfs% the same ones in the

condition a encr O KEVS. USC en €ach  1ngivigua jecg O €, enc e
case of sequentially genera n‘é% & condition data encryption keys SR the initisl s?a{g?and the data

for id_e_ntifyimgﬂ&ﬁ@n)detnimmabaﬁ@hc_ryption_key used when e_ach individl_JaI piece of the en(_:rypted
condition datagepgrateq by 4g hasl u%BHgi'Hpgeﬂétﬁegﬁﬂ?&%w@%%@&? BESIRIEaysindicate the

order in which the condition data encryption Key Is generated.. The encryption processing apparatus
may be the Bifeteaiyriintyivd HeitoH e ek e dey pioreRey sIcribH e e asitd e 48k fét Bequentially

generating %%PQQ&%W&H&E% @%%@‘E@H@&iﬂaﬂ?”&%ﬁ@a@&@%ﬁﬂ%ﬁow@ ﬁﬁnﬁé%e‘éni@ th_e same
order from an injtial state are always the same ones, and wherein: the condition data encryption key

generating RFEEHSYSHAREHDS REEIRdRETUBEH T SHSHREYS BaRlad iF¥h&¥dRifons received from

the condition datagrciypiicnkeysalution gesesating means; aodthe tatadoeigentifybag féhe condition
data encryption ke useﬁi_ilgggen each in?ividual piece of the encrypted condition data generated by the
basic condi%ﬂeaaé{égdgﬁé |ﬁ6cﬁ¥33% §yeshcrypted indicates the solution used when the condition
data encryption kekhis gemgpatechrdtmeneaphionprase ssmgapflacatifsimay atsotibestieerope
comprising: %ﬁgition d[géadgtgcryption key solution generating means for sequentially generating

. CICy . .
solutions which are 13 pseudo-random numbers so that the solutions generated in the same order

from an initial The condition data encryption key generating means generates the condition data
encryption keys so that the condition data encryption keys generated in the same order
are always the same ones in the case of sequentially generating the condition data
encryption keys from the initial state, and the data for identifying the condition data
encryption key used when each individual piece of the encrypted condition data
generated by the basic condition data generating means is encrypted may indicate the
order in which the condition data encryption key is generated.

The encryption processing apparatus may be the one comprising: condition data
encryption key solution generating means for sequentially generating solutions which are
pseudo-random numbers so that the solutions generated in the same order from an initial
state are always the same ones, and wherein: the condition data encryption key generating
means generates the condition data encryption keys based on the solutions received from
the condition data encryption key solution generating means; and the data for identifying
the condition data encryption key used when each individual piece of the encrypted
condition data generated by the basic condition data generating means is encrypted
indicates the solution used when the condition data encryption key is generated.

The encryption processing apparatus may also be the one comprising: condition
data encryption key solution generating means for sequentially generating solutions

which are



state are always the same ones, and wherein: the condition data encryption key generating means
generates the condition data encryption keys based on the solutions received from the condition data
encryption key solution generating means; and the data for identifying the condition data encryption
key used when each individual piece of the encrypted condition data generated by the basic condition
data generating means is encrypted indicates the order in which the solution used when generating
the condition data encryption key is generated. Ad¥or the decryption processing apparatus for

decrypting thewricnied datsbgeneratetbydhei bno @nerxRiion frosassipgiappanatisspsidlowever, it is
necessary to inclg(jf the tame condition ast'? encr %[L)tion (31)( enfrating meargs and condi}ion data
encryption RES SBRAISH Gere o hieay 88 iode ‘6 (el 8%8%&?%’# BESLIRG Sppariiiises. The
encryption pregessingrapptratusdtoordingetoaptemibkoginbentddthbeprasentsimentionimay use
muliple enoRiR ey dRsibed Ahae e Alsaeseialo use MUIRT SRiAR, Algorihms
instead. For instance, the encryption pracessing a@pparatuS may comprise encryption algorithm
holding me#ss ¢roidiviepneaitptaceriiyptiory algotithhes whith iafevalyorithens aisty whenmisd encrypting

means enciypigiing RN Jext.owl dalauln KlisiCasedtie, SR RIRGMRANTLURES Atiaghiwo of the

multiple encryption algorithms held by the encryption algorithm holding means and théreby renders
multiple pieBE4aIthdns|aFitExi cibightdhss WM PEBNaeacsHHAE e rfaibitiat 18& one of
them with agneReiyaiivg, algesithimedifferent from that of the other pieces of plain text cut data, and the
condition data gener tin%means enerates the condition d{af}glr{i{%écgludin the data on whjch of the

encryption algorithiis Ne by ha BHEN ARG SRy AR HBTdi TEULS TS TR “Hch
individual pigeemaidhe enbeypied cut-gaisnasrtheeingrypiedcutdatawdva alsddmpeosasythe security of

the encrypted data gencrated by the snervation, prosessing apparats, The decryption prgeessing
apparatus for ofécryp%ng e encrypted dafa ggﬁerateg b%/ een rypﬁon processing apparatus needs
to include tkesapierncryptontalyogithmathgldingameans theshatiofibe @cyyptionprocessing
apparatus. apparatuses.

The encryption processing apparatus according to an embodiment of the present
invention may use multiple encryption keys as described above. 1t is also possible to use
multiple encryption algorithms instead.

For instance, the encryption processing apparatus may comprise encryption
algorithm holding means holding multiple encryption algorithms which are algorithms
used when the encrypting means encrypts the plain text cut data. In this case, the
encrypting means uses at ieast two of the multiple encryption aigorithms held by the
encryption aigorithm holding means and thereby renders multiple pieces of the plain text
cut data as the encrypied cut data so as to encrypt at least one of them with an encryption
algorithm different from that of the other pieces of plain text cut data, and the condition
data generating means generates the condition data including the data on which of the
encryption algorithms held by the encryption aigorithm holding means is used to render
each individual piece of the encrypted cut data as the encrypted cut data.

This also improves the security of the encrypted data generated by the encryption
processing apparatus.

The decryption processing apparatus for decrypting the encrypted data generated

by the encryption processing apparatus needs to include the same encryption algorithm

holding means as that of the encryption processing apparatus.



14 The above described the encryption processing apparatus for generating the encryption keys
successively. However, the encryption processing apparatus of this application may also generate
multiple encryption algorithms successively instead of generating multiple encryption keys
successively. 5 The encryption processing apparatuslig the one comprising: encryption algorithm

generating means{#gL gengrating. ' rithms which are the algorithms used when the
encrypting means encrypts theg%ga&%gtg gg‘%%‘ﬁﬁ’ lgféeg%%ﬁ%?ggrqa H 5?8’%%?%5 . the
encrypting meapstisscsetiemcdtisie B0 Crijota aloer Brsgaoarsisc b eppaciRtignnalgorithm

generating means and thereby renders multiple pieces of the plain text cut data as 10 the encrypted
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condition da%ta including tﬁk?ggatac % er‘%tgl Sin%gt fﬂ"’esSle"’r?g}?%‘/ption algorithm used when each individual

piece df the encryfiteckoutygaisnisrenesyiptesbiribis cage. dhe enapRien aigerino deReIaling means

generates the encryption 15 algorithms so that the encryption algorithms generated in the same order

are always §f8EAHE BREY iPIReRAatnsrasHYRINRMEgEHam Y theres ibe plioni tigsried from the
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including the encryption algorithm generating means for generating the encryption algorithms so that

the encryptfIRIBREMEYEemtaes rndbeshiscvdnr mulimayicee ofthentrnsarapbéathes
apparatus ISing: 0, rithm solution generating means for sequentially generating
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solutions which aré pseudo- random numbers so e solutio M&Brder from

the initial stdifferentZboaiviaysofiheatne pRess snthwprigitihaenspienRlgerhmgeerating means
generates the encryption algorithms based on the solutions received from the encryption algorithm

solution g&%ﬂﬂﬁm;%ﬂrﬁ% éﬁﬁ&%ﬁﬁ@@hﬁ%@m@pﬁf@m&gdﬁmtﬁmgaﬁwhen each
e oo s g A e B
In this case, the encryption algorithm generating means generates the encryption

15  aigorithms so that the encryption algorithms generated in the same order are always the same
ones in the case of sequentially generating the encryption algorithms from the initial state;
and the data for identifying the encryption algorithm used when each individual piece of the
encrypted cut data generated by the condition data generating means is encrypted may
indicate the order in which the encryption algorithm is generated.

20 The encryption processing apparatus including the encryption algorithm generating
means for generating the encryption algorithms so that the encryption algorithms generated in
the same order are always the same ones may be the apparatus comprising: encryption
algorithm solution generating meané for sequentially generating solutions which are pseudo-
random numbers so that the solutions generated in the same order from the initial state are

25  always the same ones, and wherein: the encryption algorithm generating means generates the
encryption algorithms based on the solutions received from the encrypiion algorithm solution

~ generating means; and the data for identifying the encryption algorithm used when each
individual piece of the encrypted cut data generated by the condition data generating means is

encrypted indicates the solution used when the encryption algorithm is generated.



15 The encryption processing apparatus may also be the one comprising: encryption algorithm
solution generating means for sequentially generating solutions which are pseudo- random numbers
so that the solutions generated in the same order from the initial state are always the same ones, and
wherein: the encryption algorithm generating means generates the 5 encryption algorithms based on
the solutions receiﬁd from the encr(}/egtlon algorithm solution . generating means; and the data for

identifying the encryption algonthnT Gostravidr AR TRGRIRALER Pt LB 0PI BHES SRe vRlitata
generated badgbﬁtﬁﬁﬂ%ﬂﬁ{bﬁ%&&ﬁﬂﬁé&ﬂ@ﬁlHl%@@édﬁcﬁﬁﬁi%&%ﬂ%ﬁ%ﬁ%\%%d%%ﬂg% ichLHe

solution used when generating the encryption algorithm is’'génerat ove, there
are the cas&3nARBEURbES Selitheh thate snasgingmiedirs tyesmratesienditplatpieceaoftiieaeondition

data. A desctiptionwas given as to,the encryption processing apparatus for encrypting at least one of
the generat%ic]'8 é%ﬁt%es%%c%%eso ew%ﬁﬁﬁroﬁ%ﬂﬁpmﬁf’ﬁ RSO LRSI GBI REYeaMrsEIt from

that of the ogheryjrieaessiisiaacitig alsepPoski { fhe ed multiple
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pieces of 15 the condition data with a condition data encryption algori
other piece8CIFatASIEIERS: Ehe Somiatador sloteifiimgabn srofriiptidoldpinghencrypticiieprerassing
apparatus. @d%d@ﬁr%sc%%%j% the encr(¥e tion processing, apparatus is the one wherein the 20

condition data generating mea%seﬁ%rﬁg% SHaR SIEnsTat bt reconAuina damenrrtingjaransds
includes cogisippstpindenesymiopralaGhhRRALing MeEANs e 'ding: @@fl@fﬂﬁngg%d&%?gﬁ%%e”“ypﬂon

algorithms which are the algorithms used when the condition data encrypting' means €ncrypts the
condition d#¢EOHHBBGA GGtk encrypting means uses at least two of the multiple condition data

encryption algorithms:held, by the condition data 25 encryption algorithm holding means and thereby
rende{r)g multiple p‘fg%:ggsg?dl?neé DTS e TARCE RUISTRAE CORAIoR XA HAYBEREAS! at least

one of et sonlion s, nenaualipulun Ot Lt ghideigecesof e
, anc generating means generates the condition data including
the data on®héFiGHeR Becessititieppdraa eficrymtivptaigorifeas dreldiythecandidondaieeaarption
of the condition data with a condition data encryption key different from that of the other
pieces. Instead, it is also possible to encrypt at least one of the generated muitiple pieces of
15  the condition data with a condition daia encryption algorithm different from that of the other
pieces.
For mstance, it becomes possible by means of the following encryption processing
apparatus.
'To be more specific, the encryption processing apparatus is the one wherein the
20  condition data generating means generates multiple pieces of the condition data; the
apparatus includes condition data encryption algorithm holding means holding multiple
condition data encryption algorithms which are the algorithms used when the condition data
encrypting means encrypts the condition data; the condition data encrypting means uses at
least two of the multiple condition data encryption algorithms held by the condition data
25  encryption algorithm holding means and thereby renders multiple pieces of the condition data
as the encrypted condition data so as to encrypt at least one of them with 2 condition data
encryption ajgorithm different from that of the other pieces of the condition data; and the
basic condition data generating means generates the condition data including the data on

which of the condition data encryption algorithms held by the condition data encryption



16 algorithm holding means is used to render each individual piece of the encrypted condition data as
the encrypted condition data. In the case where the condition data generating means of the encryption
processing apparatus generates multiple pieces of the condition data, it is also possible to encrypt at
least 5 one of the generated multiple pieces of the cggdition data with a condition data encryption
algorithm diftereng fr hat of the other pieces by generating the condition data encryption algorithms
successivel .@Mﬁ‘%ﬁ%ﬂ&%ﬁ&ﬁﬁéﬁ%@&ﬁﬁ%ﬁ%ﬁﬂ% Meffeob e e drendsitition

data generaiig NERANS S PRPLSAMIIRIS Pieces of the condition data; the apparatus includes 10
condition data encryption algorithm generating means for generating condition data encryption

algorithms which dreltheaatgehitheribesediitihe ditegeonditiop nietaeof typing ymeansreasssipgs the
condition data in predetermined timing;. the condition data encrypting means uses the multiple
condition dﬂ?%ﬁ&ﬁﬂﬂ%&ﬁﬂiﬂ%&g@ﬁ%ﬁg&’ﬁfﬂ@% Hatlsneeypbbhtarpsimirgieat ating
meanszand dhetahnd gpasrsmHlliRIgiPisEes:lrihe CoRaiion 1R dataasd ﬁi&ﬁﬁ&&ggn%?gﬁt&%g” data so
as to encrypt at least one of them with a condition data encryption algorithm different from that of the
other pieceslgpthbredifdition. fdatathandftie dhsipoarditippdatagendratiogiteadageneraias:the
basic conditipn data including the data for identifying the condition data encryption algorithms used
when each ﬁ@’ﬁ%ﬁ BISEEBYelKe encrypted condition data is encrypted. 20 The encryption
processing apparalsifiade dheARTIE B e onlion At gD AlONIE eperating
means generates the condition data encryption algorithms so that the condition data encryption
algorithms defiegenethimghocsamesnrieane: iplayd dbwes séinhe condiionthergase gfseguentialiges
generating the canditjon data encryption algorithms from the initial state; and the data for identifying
the c&r@ditio??ﬂi‘tté(’g Y&&ﬁ?ﬁﬂ'@sﬂ%ﬁ%ﬁ% SsarsiarssnsIiessvrditiorAaipted condition

e
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which the condition data encryption algorithm'is generate e encryption processing ‘apparatus

including theleonditionpiathemsrgiitiondatgorthriegenaradnguiesnkdongsinernding dergpnglition data
encryption algorithms tsno that

means uses the multiple condition data encryption algorithms generated by the condition data

encryption algorithm generating means and thereby renders multiple pieces of the condition

15  data as the encrypted condition data so as to encrypt at least one of them with a condition
data encryption algorithm different from that of the other pieces of the condition data; and the
basic condition data generating means generates the basic condition data including the data
for identifying the condition data encryption algorithms used when each individual piece of
the encrypted condition data is encrypted.

20 The encryption processing apparatus may be the one wherein: the condition data
encryption algorithm generating means generates the condition data encryption algorithms so
that the condition data encryption algorithms generated in the same order are always the same
ones in the case of sequentially generating the condition data encryption algorithms from the
initial state; and the data for identifying the condition data encryption aigorithm used when

25  each individual piece of the encrypted condition data generated by the basic condition data
generating means is encrypted indicates the order in which the condition data encryption
algorithm is generated.

The encryption processing apparatus including the condition data encryption

algorithm generating means for generating the condition data encryption algorithms so that



17 the condition data encryption algorithms generated in the same order are always the same ones is
the one comprising: condition data encryption algorithm solution generating means for sequentially
generating solutions which are pseudo-random numbers so that the solutions generated in the same
order from the initial state are always the same ones, and wherein: the condition data encryption
algorithm generating means generates the condit{gn data encryption algorithms based on the
solutions received from the condition data encryption algorithm solution generating means; and the
data for ideméifyimgithe: ¢ondittopptataatmeiypiiopeatgarithin tisadmehedeeachalvdiyidbalsprece of the
encrypted condiiop, daja qencraied by.the basis condiion data, gensraling means s, efyted
indicates the solUtion used when the condition data encr%glon a%orlt m Is gener%tega?ﬂ encryption
processing rappar&osinetntiity teencotiditionl darasenbiyiption patgdrttamdgeneratirgsraedhd may be the
one comprigjog;, crAdLion,datasAGHIPLeR: Bldaritum salylinn osneratingymeans fomseguantially

generating solutions which are pseudo-random numbers so that the solutions generated in the same
order from &4 iMiliRIISt e srendiiRly < fe AuRBtNe S LaHEhETRFRHAS BHaNiSNERaeReryption

algorithm generatingnesesygeoeratesithecondition gatasnsypianeigortmsbasedqmthe
solutions received from the condition data encryption algorithm solution generating. means; and the

data for idefHiF TH LB AR HIEA ORI SR 2GS kRS s BEAWAB 3 Y iRl B%ol8Ce of the
encrypted condition data gergratedanyothBnbasiel cohditiorhdiatigeneraitog nfadasisgperypted

indicates the order in which the s I%tio%usbed.whendi%eneégtgr;% thea?ondition data encrg%t(&on algorithm

is generateﬁ?%%‘gf]a W SEoF Sencrypied data generatad By the encryption processing

apparatus an¢meqimgh&)sem1$mdmai thecma_lééom Mnﬁmwmd@w@d petewtedvhich has a high
level of security in,gach, gagrncaprding o atiisasnesterals Rinvidsd e sirysiyre o

encrypted data is the one’connecting thefolldwing as one to render them as a series and premised to
be decrypteélEbyjtianpresistetmngnatbascipptiobe phot edsingapparatuSarfitiple dsi@cescsfridierypted cut

data obtaingd-hyRActyRiing reutipieRiesraRf Rlaintexhgulidatanohiaineds By sutting sukject data in
plain text by a predetermined number of bits with a _ .
pseudo-random numbers so that the solutions generated in the same order from the initial

state are always the same ones, and wherein: the condition data encryption algorithm
generating means generates the condition data encryption algorithms based on the
solutions received from the condition data encryption aigorithm solution generating
means; and the data for identifying the condition data encrvption algorithm used when
each individual piece of the encrypted condition data generated by the basic condition
data generating means is encrypted indicates the order in which the solution used when
generating the condition data encryption algorithm is generated.

A data structure of the encrypted data generated by the encryption processing
apparatus according to embodiments of the present invention is as described below,
which has a high level of security in each case.

According to a third aspect, there is provided a data structure of encrypted data is
the one connecting the following as one to render them as a series and premised to be
decrypted by a predetermined decryption processing apparatus: multiple pieces of
encrypted cut data obtained by encrypting multiple pieces of plain text cut data obtained
by cutting subject data in plain text by a predetermined number of bits with a

predetermined key and a predetermined algorithm;



predetermined key and a predetermined algorithm; 18 encrypted condition data obtained by
encrypting condition data including data on at least one of a condition in the case of allowing
decryption of each individual piece of the encrypted cut data and a condition in the case of prohibiting
decryption of each individual piece of the encrypted tat data with a predetermined key and a
predetermi ithms. ﬁ) ic.5 condition data.including.data on at least Qne of a condition in the
case of allo%v?}% eé%%%ﬁ% fﬁ‘%gebr%%/%%a’ %%%raﬁ)?%nrlgacé)tléggﬁo a&é%ﬁﬂ 1o LB ST B Rbiting
decryption of theowdiciypietheeasitigrniiaian aascwhrisinastariranaypied svulaiathsangypted
condition data and the basic condition data, the encrypted condition data is positioned ahead of the

encrypted cIR'AARERAARG HRIJR dhgtsh ofl BRRbipising Sernmeipa edoralih doditdnaopiditiort I8 included in

the conditio&%&pd&tg rce of the encrypted condition data and the basic condition data is
positioned ahead of the encr‘ﬁ%é %gréalﬁon a%.e?lh%ga%%% FLIFRS ?ﬂ@é‘%ﬂﬁ?ﬁ&skﬁeces of the
conditien datnthitsatisiy:thelfattovdng candiienstl) dod3hddlieash indiidued pirre:S he-candition
data is associated with at least one of the 15 pieces of the encrypted cut data and includes the data

on at least Sh&SEMEEBHbBHifPMe2ta 86 arandition ihehaseppsdanadibiingsbwrigttdnerfahypted cut
data or the [tiaR | : of prohibiting the.decryption of the associated encrypted cut data; (2)
as for the m%%%é%%e%é? %119 &ag%éﬁgéi%%&gixg, aes\;%eor’i/‘%‘?\é%%‘:% eg] SN K Br L TR BR TS gedi ed
with one of dae: rnudtihtebpiecesndidbe eandmoBaipanshadit@hnmane Riserafdhesncyaied cut data

is associated with multiple pieces of the condition data. In this case, the basic condition data may
include the REYBREE 1 d3tadiuise dhedesiBivnadiorsitrpeekiliteh ewnolintdd toritiditiciata should

have jts deg ' [ he condition of which piece of the encrypted condition data should
have jl':g de%ﬁ%% S%Yél’e%%lll%{t}g)d% ﬁe% é?g M ﬁfb‘fécﬁi(g%:%egsegflﬁg@é% t‘&&tﬁ%ﬁ‘r@%ﬂf@ﬁ%ﬁne of

the pieces obtidéticndditienpdstaomayainclede dhe-datamaitbsrarnsiitienan the case of allowing the
decryption of the encrypted condition data generated by encrypting the other condition data.
This data structure may have multiple pieces of the condition data to satisfy the

following conditions (1} to (3):

(1) each individual piece of the condition data is associated with at least one of the

[
e

pieces of the encrypted cut data and includes the data on at least one of the condition in the
case of allowing the decryption of the associated encrypted cut data or the condition in the
case of prohibiting the decryption of the associated encrypted cut data;
(2) as for the multipie pieces of the condition data, every piece of the encrypted cut
data is associated with one of the multiple pieces of the condition data; and
20 (3) no one piece of the encrypted cut data is associated with multiple pieces of the
condition data.

In this case, the basic condition data may include the data on at least one of the
condition of which piece of the encrypted condition data should have its decryption allowed
and the condition of which piece of the encrypted condition data should have its decryption

25  prohibited.
There are multipie pieces of the condition data, and at least one of the pieces of the
condition data may include the data on the condition in the case of allowing the decryption of

the encrypted condition data generated by encrypting the other condition data.



19 There are multiple pieces of the condition data, and at least several pieces out of the multiple
pieces of the condition data are associated to decrypt the encrypted condition data generated by
encrypting those several pieces of the condition data in predetermined order, and each of those
several pieces of the condition data may include data on a condition for decrypting the encrypted
condition data to be decrypted following the encrypted condition data generated by encrypting the
condition data. In this case, the basic condition ddth may include a condition in the case of allowing
decryption of a pigeerdakeiessupiacfissifaut ebiierpieaes oiihechesy pletgopidiionataéa generated

by encrypting seyeral pieces of the condition data. The. condition data included in the .. .
above-meniiBHEE) BRE RS e R PRI S A R 18 4EF L B S TSRt (7: (o
information demidertttyédd thendeprimtitoprecessingeappaf atuscatidiied dotaperforteermrokibited from
performing the decryption of.at least one.piece. of encr data: (9).information for identifying
a user a||OV\(I)ége{b %nexrfg?crﬁ grf 3&8 ibited rtarloﬁ'} e%eé’rf%grrgﬁ?lé’ b é jg%r;%%%o%% ggtﬁieuésgt ?)2111% %?ege of the
encrypted cutrdétian (§)raddenptinactiof isformiionwditiqerded ditobdndstheptidcipptivnnef &kleast one

piece of the,gacrypted,cuf dataAnddpiommation.an-anasiedPehibifing die. decnylianof ot least one
piece of the enCrypted cut data; and (7) information on which of the multlgle pieces of the encrypted

cut data sh&afF FrivELE dacriitionAneneerbi Which SrtRasariah Bt hérdistsd cut data
should havegtsdeerypiion prehihitesk Bachdsividuakpigesyaidhe ansrptercutdatadia the data

structure according to an empodiment of the present invention is encrypted by using one of multiple

encryption R&ERBRSHEBHRIAT & IR5SOBAB R Hilitiple pieces of the plain text cut data with an
encryption key diffBienrbfigicvihaiafitotienpiecebokthe piaimetedtauitdataranctihacteirdition data
includes the.data on which of the uIt'd} encryption keys is used to render each individual piece of
the encrypté}beé&{ad%amaigaﬁ%g%en%%}b ég glﬁl%a){a%gh(e%éncrypted data in the data structure according to
an embodiment of éhanformation for identifyving the decryption processing apparatus allowed to

perform or prohibited from performing the decryption of at least one piece of the
encrypted cut data;

(5) information for identifying a user allowed to perform or prohibited from
performing the decryption of at least one piece of the encrypted cut data;

(6) at least one of information on a period aliowing the decryption of at least one
piece of the encrypted cut data and information on a period prohibiting the decryption of
at least one piece of the encrypted cut data; and

- {7) information on which of the multiple pieces of the encrypted cut data should
have its decryption allowed or which of the multiple pieces of the encrypted cut data
should have its decryption prohibited.

Each individual piece of the encrypted cut data in the data structure according to
an embodiment of the present invention is encrypted by using one of multiple encryption
keys so as to encrypt at least one of multiple pieces of the plain fext cut data with an
encryption key different from that of the other pteces of the plain text cut data, and the
condition data includes the data on which of the multiple encryption keys is used to
render each individual piece of the encrypted cut data as the encrypted cut data.

The encrypted data in the data structure according to an embodiment of the
present invention is generated by an encryption processing apparatus comprising

encryption key generating means for generating



present invention is generated by an encryption processing apparatus comprising encryption key
generating means for generating 20 multiple encryption keys in predetermined timing; each individual
piece of the encrypted cut data is encrypted by using one of the multiple encryption keys generated by
the encryption key generating means so as to encrypt at least one of the multiple pieces of the plain
text cut data with an encryption key different from that of the other pieces of the plain text cut data;
and the condition data includes the data for identifying the encryption key used when each individual
piece of theremesyptedrepticlaiais mnoryfetetnibhe daiasteactureladdortine:toéthe mivoghitaent of the
present INVERIARMAY. 26 AR PRONR N SRR MNBIRILIE SE0CIRIGE X (e ARGRpTAN REocessing
apparatus comprising ncryption Key generating means for'generating multiple ericryption keys in
predetermirec yirtimgkdiogbecratng gpetifie) ahéoameryptighdasy Qerdrikryuitelnpigenefahss the

encryption keys so.that (he.q0sralienkeys.gansatedinihe same ok G 4WRKS e ykame ones in

the case of generating the enggption keys sequential%;l‘rom an initial state, and the data for
identifying thlgiB ik ptiofrikepnisEy ameifienditniciades bredasfth 8 eHE R der GeBaREcluded in

the conditiog.datads.ereiuethindicalesithe arderdnwhish (theancsyptiopkay is generated. The
encrypted data generated by the encryption processin appar[a

L ‘ E%JS comprising the encryption key
generating means' 5148 LS5 AE°FEBR thareBadimetha! et pied Hﬁ’t%{’féoﬁéﬁsé?gtee%s by an

encryption gs06essiing tispRasatuseamprising:eanatydtion key satutisivgeneratisiggnaarnsafos

sequentially gr?nerathg solutions which are?#seudo-rar%glgm numbers aﬂ.tﬁlatBthe s%%tlgnfss generated

in the sam& GPAEP BN T8 ThifiaP Lt&ke SFa°K v@%%s agssam%egﬁléa'éi;rl glenlgr)?pt?glﬁ?ey ggherating

means genératesdirenanedyptiorzkeys based on the solutions received from the encryption key
solution generaling meanti Al e falauder WeRUing 118 CHERPHAR ket HsegnhieR.Lqeh indvidua
piece of the encrypted cut data included in the condition data” is encrypted indicates the solution used
when the eseeypHoNKESyissgdhirdte gnarrie, Es cisbaypird s i GenEited by 3 ¥nds/ption
processing aRRAMRILSIH the case of generating the encryption keys sequentially from an initial state,

and the data for identifying the encryption key used when each individual piece of the

encrypted cut data included in the condition data is encrypted indicates the order in which

the encryption key is generated.

The encrypted data generated by the encryption processing apparatus comprising
the encryption key generating means can be as follows.

To be more specific, the encrypted data is generated by an encryption processing
apparatus comprising encryption key solution generating means for sequentially
generating solutions which are pseudo-random numbers so that the solutions generated in
the same order from the initial state are always the same ones; the encryption key
generaiing means generates the encryption keys based on the solutions received from the
encryption key solution generating means; and the data for identifying the encryption key
used when each individual piece of the encrypted cut data included in the condition data
is encrypted indicates the solution used when the encryption key is generated.

Or else, the encrypted data is generated by an encryption processing apparatus
comprising encryption key solution generating means for sequentially generating
solutions which are pseudo-random numbers so that the solutions generated in the same
order from the initial state are always the same ones; the encryption key generating

means generates the



comprising encryption key solution generating means for sequentially generating solutions which are
pseudo-random numbers so that the solutions generated in the same order from the initial state are
always the same ones; the encryption key generating means generates the 21 encryption keys based
on the solutions received from the encryption key solution generating means; and the data for
identifying the encryption key used when each individual piece of the encrypted cut data included in
the condition data is encrypted indicates the ordef in which the solution used when generating the
encryption keyrigtigeneeatetaseiedathstsutiusesote@rorypténsiathaacaordingiokay emibaanment of the

o g edahsiithionotentmpid dathoe sihgdiment
o e nent LoRHion Gatd o B B o LI o 5 AL R eSS, P

S0 as to endigptiduab Rkt dhertiitpietgs el sdstaachulsditioigatendition &8adrisrca§€ncryption
key differenhfremethat-obihe athampieags ebitheeandifiondlatanaadiheasiccpadiiqaydata includes
the data on Whict'lo the multiple condition data encryption keys is used to render each individual
piece of thegg%%rr%/ﬁ ed condition data as the encrypted condition data. The data structure of encrypted
data according to Beretrplscdingne off thecpreisé ratinvesridmmey Havebnditisis piedusrotwrd condition

data. In this;casgidnenePeRIeslicaRdiian datars eansratedy ameRGIYRIOR RIPGRRSIAg.APParatus

comprising condition data encyyption key generatin ans for genegati ultiple condition data
encryption R&GS ‘?f %Feffﬁgfé’ | 8@@%%%%%&%@%%%@&@%3 é’ﬁ‘g%fg%ecﬁ’g%wgﬁi AYata is
encryptgd bgnusin@Oﬂﬁgwihamhiptemmdwmdatﬁ andtyﬁﬂ@ﬂek&ysi*gbmgmatédobwmmwnditioq plata
encryption key gengrating meansise asiaigarPhakleast ape.ofie. mulliplsaigees.afihe condition

data with a condition data encryption key different from_that of the other pieces of the condition data;
and the bast@'BoAtitiT BT iRUIGHES tHE2 datA A NP R EB rtfitiBn tERh CRASHIRT key used
when each iathvidoslpiecsofs theedcryptadecanditiondatadseaerypted. deydatd sindéliare according

to an embodiment,pf e DEeSEOLIRNRRtiop.may be as

The data structure of encrypted data according to an embodiment of the present
invention may have multiple pieces of the condition data. In this case, the encrypted
condition data is generated by an encryption processing apparatus comprising condition
data encryption key generating means for generating multiple condition data encryption
keys in predetermined timing; each individual piece of the encrypted condition data is
encrypted by using one of the multiple condition data encryption kevs generated by the
condition data encryption key generating means so as to encrypt at least one of the
multiple pieces of the condition data with a condition data encryption key different from
that of the other pieces of the condition data; and the basic condition data includes the
data for identifying the condition data encryption key used when each individual piece of
the encrypted condition data is encrypted.

The data structure according to an embodiment of the present invention may be as
follows in the case where 1t is generated by the encryption processing apparatus
comprising the condition data encryption key generating means for generating the
multiple condition data encryption keys in predetermined timing.

To be more specific, the condition data encryption key generating means generaies
the condition data encryption keys so that the condition data encryption keys generated in
the same order are always the same ones in the case of sequentially generating the
condition data encryption keys from the initial state, and the data for identifying the

condition data



follows in the case where it is generated by the encryption processing apparatus comprising the
condition data encryption key generating means for generating the multiple condition data encryption
keys in predetermined timing. To be more specific, the condition data encryption key generating
means generates the condition data encryption keys so that the condition data encryption keys
generated in the same order are always the same ones in the case of sequentially generating the
condition data encryption keys from the initial stat@,zand the data for identifying the condition data 22
encryption kay-iseshwhenseachhindividuiabipieneiolitie enciypicehsaadivenwiaiaiinciudededn the basic
condition data js encrypted.indicates, the order in which the condition data encryption key is
enerated. Pt AR GBicretaer I ar RIS BrEeBoh ) i Se B Heing the
condition datepdnrptionikeyngenatating means may be as follows. To be more specific, the encrypted

data is generated-Qy.an encryption pr. ' .comprisi ition d gryption key
solution generatin§¥r'hg%ﬁﬁﬁ%%&t%ﬁéﬁ%%%ﬁé@ﬁﬁ%ﬁ%@v#g}g%ﬁg %lsggﬁd%%aﬁnplc%?ﬁ numbers
so that the SttwgoABicjerdtatEdypliieksammorimcirortheaibalastitéoare always the same ones, and

wherein: the condifjan daja SpenYRIoR.KeY.9eNeralingMeARS.AaNETales i endifiondata encryption

keys based on the solutions received from the condition data encryption key solution generating
means; ancrERe it fSrier iR iRt tHE o AaifiorraatR BA chRticAKE! (REE WiHEh BaRR iH8vidual piece
of the encrypipgsondition-datadncludes inihe basiscconditiendalaisLnssypigdindicatessthe solution

used when the condition data encryption key is generated. Or else, the encrypted data is generated
oy an enoryBGTEToUb LG o e o He L o B BT o O ke SIS generating

means for s@quentiitlyngenearatiogy sotutidas Vaichragie: pseude-rmndoamsndmbesadiodnatiibe solutions
generated in_the sam orcker fao(g% ! gég'ﬁti | state are 3I¥v§¥s the same ones and w@ggq{ig:ﬁ the

. - ECeIVe hie €ncr
condition d%?grﬁ%éryp ion %%/egeneratlngurﬁ%né;nls géneralies the condition da a%n&lpyptlon keys based

on the solutiehgirecsivediingnmthesconditior alatioe rsnyipiiorekby euldiion deneratingtion key
used when each individual piece of the encrypted condition data included in the basic
condition data is encrypted indicates the solution used when the condition data encryption
key is generated.

Or else, the encrypted data is generated by an encryption processing apparatus
comprising condition data encryption key solution generating means for sequentially
generating solutions which are pseudo-random numbers so that the solutions generated in
the same order from the initial state are always the same ones, and wherein: the condition
data encryption key generating means generates the condition data encryption keys based
on the solutions received from the condition data encryption key solution generating
means; and the data for identifying the condition data encryption key used when each
individual piece of the encrypted condition data included in the basic condition data is
encrypted indicates the order in which the solution used when generating the condition
data encryption key is generated.

Each individual piece of the encrypted cut data in the data structure according fo
an embodiment of the present invention is encrypted by using one of mukltiple encryption
algorithms so as to encrypt at least one of multiple pieces of the plain text cut data with
an encryption algorithm different from that of the other pieces of the plain text cut data,
and the condition data includes the data on which of the multiple encryption algorithms is

used to render each individual piece of the encrypted cut data as the encrypted cut data.



means; and the data for identifying the condition data encryption key used when each individual piece
of the encrypted condition data included in the basic condition data is encrypted indicates the order in
which the solo ion used when generating the condition data encryption key is generated. Each
individual piece of the encrypted cut data in the data structure according to an embodiment of the
present invention is encrypted by using one of multiple encryption algorithms so as to encrypt at least
one of multiple pieces of the plain text cut data with an encryption algorithm different from that of the
other pieces of thetglainctentceutidatan and dha conditian satedogiudeatherdatémemwbitihef the
multiple encr gtion.algorjthms is _used #ender each individual piece of thetencr pted cut data as the
encrypted é’ﬁ%&g a D3 T é%c%%cf‘red Gatd i thé TAtE é?Puc%?‘éeasélé%rgprPga 5'8n embodintent of the
present inventigptisngepersted depant mgongatio fiopresessing apptretus copiprisigprahoryption
algorithm aenaraingLeans (e asneraliogmiiele shapeion Algariima  pieRmiagd timing:
each individual piece of the encrypted cut data’is encrypted by ‘using one of the multiple éncryption
algorithms generened byrthanehigigptivavaiyorithentifene esnatp vk andsocas i épregigpatidast one of

the multiple,pigees, of theplaintext Sidtydata with i epervrtignalogrithn differgnlifram that of the
other pieces of the plain text cut data; and the condition data includes the data for identifying the

encryption SifoNithRLSRARHER dgehtimuiittanpiiee Sithe! dreRpredictrsRiih foritierfted. The data
structure aceRtding deiafcivhgdinentohthedpseseahinvenieprambenasniollpws indbaease where it

is generated by the encryption.processin paratus comprising the encyyption algorithm generating
means for ﬁgﬁ% ﬁ{beﬁgf}.)]/lﬂﬁ%@f&f%?%ngféﬁ%o%P’r%efﬁ%‘rte%f&égrﬁ?ﬁgﬂ? ing. To be more specific, the
encryption algorithiie genesatingm eansdeneratesithed emery pfidr algerithme:sodhattHe encryption
algorithms erated in the same order are_always the same ones.in the case of generating the
encryption g%%m%rhns ggqﬁ%%%iaﬁ%eﬁo}n iﬁegf:ﬁll%ragf}@tatg, ?‘r‘% fhe a%tlgr}oP%lg%%%%ggtﬂgagé%ryption
algorithm useuipviserg bachdndividuaipicbe getsteengypiod loutdateeing vaddiie ¢istetidition data is

encrypted mgjﬁﬁﬁstmeppgg&&i&I\{ygquﬂlm%_encryption algorithm is generated.

To be more specific, the encryption algorithm generating means generates the
encryption algorithms so that the encryption algorithms generated in the same order are
always the same ones in the case of generating the encryption algorithms sequentially
from the initial state, and the data for identifying the encryption algorithm used when
each individual piece of the encrypted cut data included in the condition data is encrypted
indicates the order in which the encryption algorithm is generated.

The encrypted data generated by the encryption processing apparatus comprising
the encryption algorithm generating means can be as follows.

To be more specific, the encrypted data is generated by an encryption processing
apparatus comprising encryption algorithm solution generating means for sequentially
generating solutions which are pseudo-random numbers so that the solutions generated in
the same order from the initial state are always the same ones; the encryption algorithm
generating means generates the encryption algorithms based on the solutions recetved
from the encryption algorithm solution generating means; and the data for identifying the
encryption algorithm used when each individual piece of the encrypted cut data included
in the condition data is encrypted indicates the solution used when the encryption

algorithm is generated.



The encrypted data generated by the encryption processing apparatus comprising the encryption
algorithm generating means can be as follows. To be more specific, the encrypted data is generated
by an encryption processing apparatus comprising encryption algorithm solution generating means for
sequentially generating solutions which are pseudo-random numbers so that the solutions generated
in the same order from the initial state are always, fhe same ones; the encryption algorithm generating
means generates the encryption algorithms based on the solutions received from the encryption
algorithm solutior{Ogeneratiwgeneariss alath the gtataafor iberstifyingr Yhornepgptionzadgorititis used when

each individual pi cr ' - iti I8, encr indicates
the solutior({:’1 %%g%l %vﬁfge%ﬁgﬁ@gﬁ]érégégﬁh%égﬁﬁrﬁ %fgge?ﬁérrlgt&sag%q%r %Ias%?xﬁaeme?\%?%%%%d ata is

generated Byl@irenedisticiopperisssiaadapparatbercepibasiig eleippasisagirRimiBoRMEeHh generating
means for segueniialivosne/ating SeMieRs which-ars.psaudadagdom aabers stthatdhe solutions

generated in the same order from the initial state are always the same ones; the encryption algorithm
generating PAE2EFEHETAES tRRFBICISH RO HIGBIHIATE b a8 DI tHE SBIERSHS TE BRI tom the
encryption algeyihen saliinpgensgiaitng raeans: anddhe daial fohidentifying tdeneRergpten algorithm
used when each individual piece ftlge encgdpt d.gutldata inzj ded in thdcop ittion dlatc%s encrypted
indicates tHa B WINH & ESITHER B8 W R Y dHeraith G h & ShENStaH S50t generated.
The data stiwcherecafigneryptedsdaterpaedrdidgdosatihemidodimeritiof tie présemt usedention may have
multiple pieces 1pl}the condition.datz? In.this. r%gl%rg%(?h individual piece of the encrypted condition
ition

) g th i tHhim . . .
data is enc er?fcea ‘lgl)% useiﬁscg%tg raﬁg?tﬂo e Clo ata encryption algorithms so as to encrypt at

least one of multiplecpletesuttiie cdrtRiopiahtiatavitreadoadivion datodneeypudnbalgoiiin different
from that of fhe,eierAESES. e, £ORGLON Saleansibe baSIC Fndition Salainglidss the data on

which of the multiple condition data encryption algorithms is used to render each individual piece of
the encrypiiereSniiicHUREaSING e ARREHBSRAGIP Y AN AR At eiata Gre G eRdipted data

according teaR SHiReMENeRhRNesRERSRAfpt at least one of multiple pieces of the condition data
with a condition data encryption algorithm different from that of the other pieces of the
condition data, and the basic condition data inciudes the data on which of the multiple
condition data encryption algorithms is used to render each individual piece of the
encrypted condition data as the encrypted condition data.

The data structure of encrypted data according to an embodiment of the present
invention may have multipie pieces of the condition data. In this case, the encrypted
condition data is generated by an encryption processing apparatus comprising condition
data encryption algorithm generating means for generating multiple condition data
encryption algorithms in predetermined timing; each individual piece of the encrypted
condition data is encrypted by using one of the multiple condition data encryption
algorithms generated by the condition data encryption algorithim generating means so as
to encrypt at least one of the multiple pieces of the condition data with a condition data
encryption atgorithm different from that of the other pieces of the condition data; and the
basic condition data includes the data for identifving the condition data encryption
algorithm used when each individual piece of the encrypted condition data ts encrypted.

The data structure according to an embodiment of the present invention can be as
follows in the case where it is generated by the encryption processing apparatus

comprising the condition data encryption



invention may have multiple pieces of the condition data. In this case, the encrypted condition data is
generated by an encryption processing apparatus comprising condition data encryption algorithm '
generating means for generating multiple condition data encryption algorithms in predetermined
timing; each individual piece of the encrypted conditipg data is encrypted by using one of the multiple

condition data engryption algorithms generated by the condition data encryption algorithm generating
means so %%%né%%f%?%ﬁg%’ﬁl%so RGP 8??@‘88@&%&?%‘%t ZOEIHERBN data

encryption glgatdermsisiemaiFom that of the other pieces of the condition data; and the basic
condition data includes the data for identifying the condition data encryption algorithm used when
each individual picEe @ Bfeesnasifin dhecnaiditionidat sremypiste di ghhichdagastrattgrmensording to an
embOdime%@ﬂé&%ﬂﬁé%gﬁgﬁ@”ﬂgn can be.as follows in the case where it is generated by the

encryption [focessing apparatis “eompriaRg tha'esH sadpatdhe RaHosS AR G- nerating
means for geReFrAlng m&ﬂw&n@%@%m%@@%@%%lﬁsRﬁeaﬂ@t&{@i%&&%%ﬁﬁzata

more specific, the condition data encryption algorithm generating means generates the ¢
encryption SERFIEIRS b6 traditencinte ponyptnn efgoyithions §alydrtinitasnerated te thasfme order

are always me aopes in the case of sequentially .generating.the condition data encryption
algorithms fﬁr%grﬁ%t e i |ael%(f%i{§,l%%%a{ﬁee%°§'§ ?Z%%Fﬂ JthS WORRARSR Guty EHehPeRCARSE ithm

used when exefyjesiiskatipiesaofifigianarniash sendiiemdataindluded in, &B&a@&&%@% data

is encrypted indicates the order in which the condition data encryption algorithm is generated. 10 The

encrypted détaBishdhsteengifigredeticeyprimtipratewsthi apgaratadtomprising the condition data

encryp jon algorithﬂ eger‘llera%r{lig smeans can ega%follows. To be more specific, the encrypted data is
t

generated by an encryption procassrigcas COMPREMYPEBRRITIBR REAHE SPHBHEREShthm
solution gemmiamm%&s&m@ﬂ%%%{ﬁ&ﬁg HRUHONE, WhiEhfigPseudo-random numbers
r

so that the solutions 15 generated in the same order from the initial state are always the same ones;

and the condition thabe anepsaesifialgbeitmergued duinds mesmsigbbprateadhyp don giieasdaia

encryption apparatus comprising condition data encryption algorithm solution generating means for

sequentially generating solutions which are pseudo-random numbers so that the solutions

15  generated in the same order from the initial state are always the same ones; and the condition
data encryption algorithm generating means generates the condition data encryption
algorithms based on the solutions received from the condition data encryption algorithm
solution generating means; and the data for identifying the condition data encryption
algorithm used when each individual piece of the encrypted condition data inciuded in the

20  basic condition data is encrypted indicates the solution used when the condition data
encryption algorithm is generated.

Cr else, the encrypted data is generated by an encryption processing apparatus
comprising condition data encryption algorithm solution generating means for sequentially
generating solutions which are pseudo-random numbers so that the sohitions generated in the

25  same order from the initial state are always the same ones; the condition data encryption
algorithm generating means generates the condition data encryption algorithms based on the
solutions received from the condition data encryption algorithm solution generating means;

and the data for identifying the condition data encryption algorithm used when each

individual piece of the encrypted condition data included in the basic condition data is



algorithms based on the solutions received from the condition data encryption algorithm solution
generating means; and the data for identifying the condition data encryption algorithm used when
each individual piece of the encrypted condition data included in the 20 basic condition data is
encrypted indicates the solution used when the condition data encryption algorithm is generated. Or
else, the encrypted data is generated by an encryption processing apparatus comprising condition
data encryption algorithm solution generating medns for sequentially generating solutions which are
pseudo-randenymednibdisiss thatotkersoltionk thenwiated instte Wi s aemeetiy frorrotidtieitial state are

always the §§tg1§]9[%§0;m%wﬁ%iqp %%cryption algorithm generating means generates the

condition data engrﬁ/é)tlon rdth[ ngrsa?e d%n 6eeﬁorut{ons received frorgltages%%ggl‘lgon ata
encryption algorithm sofuf/% ene |n Hedns: “and the dafa Jor iaer e conaition data

encryption &lgepimsiised Weﬁr@é@h muwmwcpre@é GREREDERC R b H@fft’i@ﬁ dagavridinded in the
basic condifiardiaipiapdar-enchypiedangdicates the order in which the solution used when generating

the conditon data engpyplionplAgHIP s osnEreled, The.anchpied datagenerateg e encryption

processing apparatus according to embodiments of the present i ntl n can rypted by the

following deery{REIP Bro s ey aparaiad 1o SEAtEN AchaHE NG TotRth epBE& MRZE is provided
a decryptiotiopreeeidsingappavatiisoforsiechyptingthenabovede tetry ptedrdetal comprtisin giavasic

condition datg figading,means JouitgadHag @ﬁ%ﬁ@n%emge@émrm@ eRCvplRd datai gncrypted
condition data reat%lngameans far reaﬁ%lgafhe en ed conditio datéa fro encr %data

encrypted REPRET<EGif arﬁ ?{gl?ﬁ yﬁféc&yéﬁ? 84 ¥ Ii?l%’ cﬁ‘) ata;
encrypted céatelittonrpeits Geuéy@w@aﬁe@%mmm%ﬁglth@@m@gtd@ coRYined aatitierrender it as

the conditiogaglpdarietaray @R@mlim ﬁﬁk@rﬁﬂi@@ﬁﬁﬁéﬁtl@l@tdﬁé@ﬁ@ﬁ}@té@b’&hﬂﬁﬁﬁrﬁﬁﬁﬁéﬁpndition
data readlng means ma%ches \% ondition in the case o{ allo%ncg Je (}/ptlon fthe en(}rypted

F ifon gata ne mears ches 10N 1n
condition da |nd|catg8 nt asic conoﬁ‘.lon data rea%ab ﬁ1e asic condition data readlng means or

if determined e ehecayeHed %ﬁ&%ﬁe&a%aﬂd&é@ﬁ@f%ﬁ%ﬁmw%%ﬁﬁo@mﬂm@%@ of
prohibiting thadeerypdicnsic condition data reading means or if determined that the encrypted

condition data does not match with a condition in the case of prohibiting the decryption
of the encrypted condition data; decrypting means for decrypting each individual piece of
the encrypted cut data read by the encrypted cut data reading means to render it as the
plain text cut data only if determined that the encrypted cut data indicated in the
condition data decrypted by the encrypted condition data decrypting means matches with
a condition in the case of allowing decryption or if determined that the encrypted cut data
does not match with a condition in the case of prohibiting the decryption; and connecting
means for connecting the plain text cut data decrypted by the decrypting means as one to
render it as the subject data.

According to a fifth aspect, there is provided a decryption processing apparatus for
decrypting the above encrypted data comprising: basic condition data reading means for
reading the basic condition data from the encrypted data; encrypted condition data
reading means for reading the encrypted condition data from the encrypted data;
encrypted cut data reading means for reading the encrypted cut data from the encrypted
data; encrypted condition data decrypting means for decrypting the encrypted condition
data to render it as the condition data if determined that the encrypted condition data read
by the encrypted condition data reading means matches with a condition in the case of

allowing



of the encrypted condition data; decrypting means for decrypting each individual piece of the
encrypted cut data read by the encrypted cut data reading means to render it as the plain text cut data
only if determined that the encrypted cut data indicated in the condition data decrypted by the
encrypted condition data decrypting means matches with a condition in the case of allowing
decryption or if determined that the encrypted cut data does not match with a condition in the case of
prohibiting the decryption; and connecting meansHor connecting the plain text cut data decrypted by
the decryptirgernsodshonaioymeddendiasnthiasubjechentia. iReeasdingiaiadifth-aspadtbthere is
provided a %e ryption processing apparatus for decrypting t bove encrypted data comprising:
basic condiits Aot PAATID THAERISF AR He S A EET T e R MR cata
encrypted ctrditioimuzta wehdingndieansifdrereading i ibncngptedieongitioncd dta éranyiited encrypted
data; encry, { data ' : reading. t I r ee ted data;
encrypted cég)ntr%qﬁ%% gjéa%i é%%?%%%ﬁ r%%grf@fé%@é%@%g%g%ﬁg %?g%y%%{eggé%}?d%%%gdl gt%c{rge[r)ender it as
the conditiopldiagif getdptninely thaetiaandrietrebinditoduahmcrsaf thy ehereresypiedasondition

data _r_eadingem_e?%m@ﬁg SWithamendition inths.cans af-alamingd4q feeryRtipn ofthgrencrypted
condition data indicated in the basic condition data read by the basic condition data reading means or

if determinet AR EHBAANE 6 fomion gty deddierrdieririn s Csmaiabrn i ekRe of
prohibiting tihe desRyptioneidiiecasty pied wandiiemdata; Uesepling Meansdendeprypting the

encrypted cut data to render jt as the plain text cut data only if determined that each indiyidual piece
ot encrySCRAGE ASta i B e SHERStedt I s 1B B e Ak onaiton

the case of catlowing deciayption obthecengnypted tutcdatadndictiedl amtherconditionidatadécrypted by

the encryptgg %HQQ&Q&@ q%t% g]%%géptisn%_rge%n%e%éif, dc;termf'lned }?i}a&tr%ﬁtencr%pteg cut d%tea does not

4 er 1T as the su d, dl CTCHI.
match with a condition-i case of prohibiting the decryption of'the encfryptea”cut é%ta; and

connecting eneamsforcendifiettifgahisplatinexmneant dssmiottyibtednby phal dendiptngdatedns as one to
render it as they gubiegt data and whesein. e ienchpiad sorditonfatadesniing meaps decrypts

the encrypted condition data to N )
encrypted condition data read by the encrypted condition data reading means matches

with a condition as to which of multiple pieces of the encrypted condition data should
have its decryption allowed or if it does not match with a condition as to which of the
multiple pieces of the encrypted condition data should have its decryption prohibited; and
the decrypting means decrypts the encrypted cut data to render it as the plain text cut data
based onty on the decrypted condition data.

According to a sixth aspect, there is provided a decryption method implemented
by the decryption processing apparatus for decrypting the above encrypted data
comprising the steps for the decryption processing apparatus of: reading the basic
condition data from the encrypted data; reading the encrypted condition data from the
encrypted data; reading the encrypied cut data {rom the encrypted data; decrypting the
encrypted condition data to render it as the condition data if determined that the read
encrypted condition data matches with a condition in the case of aliowing decryption of
the encrypted condition data indicated in the read basic condition data or if determined
that the encrypted condition data does not match with a condition in the case of
prohibiting the decryption thereof, decrypting each individual piece of the read encrypted

cut data to render



render it as the condition data only if determined that each individual piece of the encrypted condition
data read by the encrypted condition data reading means matches with a condition as to which of
multiple pieces of the encrypted condition data should have its decryption allowed or if it does not
match with a condition as to which of the multiple pieces of the encrypted condition data should have
its decryption prohibited; and the decrypting meaps decrypts the encrypted cut data to render it as the
plain text cut data based only on the decrypted condition data. According to a sixth aspect, there is
provided a desrnyptignimethedtidaplemenfetttbynineddberyptiencpypeessindatp paliatisifor ecrypting the
above encrypted data ¢ risi S 0, Vit cessing.. r ~reading the
basic condél{t%ng%t%acﬁgﬁagﬁqe g{%%él%%tg(%? afgz];fll; %ggﬁg%leﬂ é%%rggg?e?(%%%%ﬁ%ﬁg%%ﬁrﬁﬁfe

encrypted dbescabemindetrnénrsriipicticencispiet onh das enesyisicaaiitavidee spwhgems Bacrypted
condition d%&’é‘etooEeBﬁﬁﬁé‘itﬂ%ﬁﬁecﬁmﬁ%ﬂ%yegﬁt%ﬁi’l‘%ﬁ’xﬁ@éMQ%@aﬁaﬁﬁ%XPt@&k cgpglition data
0

matches with a condition in the case of allowing decryption of the encrypted condition data indicated

in the read BeEPESHRItIBA HATAING BERMIY AR BitristedPisshaiidn data does not match with

a condition in the gaser@hioRiRtiagIthedectpion therrrl dastyiing eashdndivitkiadpiece of the
read encrypted cut data to render 28 it as the Iaig?tex%cut dataonly i determinecjE tha(tithe encrypted
cut data indi¥atdd il IHEPHERBREEEBRARRIAAAE AOAIFESRIPEa ESnaRDT i the5te B¥Alowing the

decryption ¢thenetfics ihdetgrnihechtiad the leneryptelitiontdiatdrdostnatanateld with ecadindition in the
case of prohibiting the decryption.thereof; and connecting the plain.text cut d: e by the
decrypting r}{r}]]géaﬁ}gq ggt%%%oi%ggéoﬁ] eart?t%%r?ﬁges%%ﬁggt ?a%%AE%%Brlgﬁ?tgh% A se \?ﬁt ugﬁs%gc?{%t ere is
provided a deceyptignet dttodicirysiengeitechdsyriied detiijptivAgsrdeassiisy hppabatoenfeiielecrypting

the above e&h‘i&ﬂﬂ&&e@%‘iﬂe&%@&%@?&&%&f@é@&%ﬂ%ﬁ?@Qﬁ%@%&%ﬁi@&%@of{%ﬁge encrypted

data; reading the encrypted condition data from the enc;%/pted data; reading the encrypted cut data

from the erfésfptédiRmangldesiysting theBn cREsIEFEdnaiicie b dtietd fasidedt ibdbare ifion data if
determined thadithe, read engrypted peaditiondatacnatehes yilhoa eanditien dbtherch with a

condition in the case of prohibiting the decryption thereof; decrypting the encrypted cut
data to render it as the plain text cut data only if determined that each individual piece of
the encrypted cut data read by the encrypted cut data reading means matches with a
condition in the case of allowing the decryption of the encrypted cut data indicated in the
condition data decrypted by the encrypted condition data decrypting means or if
determined that the encrypted cut data does not maich with a condition in the case of
prohibiting the decryption thereof; and connecting the decrypted plain text cut data as one
to render it as the subject data, and wherein: in the step of decrypting the encrypted
condition data to render it as the condition data, the encrypted condition data is decz‘ybted
to render it as the condition data only if determined that each individual piece of the
encrypted condition data matches with a condition as to which of multiple pieces of the
encrypted condition data should have its decryption allowed or if it does not match with a
condition as to which of the multiple pieces of the encrypted condition data should have
its decryption prohibited; and in the step of decrypting the encrypted cut data to render it
as the plain text cut data, the encrypted cut data is decrypted to render it as the plain text

cut data based only on the decrypted condition data.

Brief Description of the Drawings



case of allowing decryption of the encrypted condition data indicated in the read basic condition data
or if determined that the encrypted condition data does not match with a condition in the case of
prohibiting the decryption thereof; decrypting the encrypted cut data to render it as the plain text cut
data only if determined that each individual piece of g'be encrypted cut data read by the encrypted cut
data reading means matches with a condition in the case of allowing the decryption of the encrypted
cut data indicated fiithé isertiiornishavdegryptaciajl tratiguryptacdtenditomdaa getnypting means
or if determérélcedéhat the n%rgﬁ%egicut data does not match with a condition in the case of prohibiting
the decryption %ellne%’f?aan CSANE Hﬁ%e decrypted plain text cut data as one to render it as the

subject data, and whgreity duthe-stemebdacsmiing the Sneryptashronsdition dairrenegsisas the
condition data, the encrypted condition data is decrypted to render it as the condition data only if
determined dnparaishnGtidriLial hieoecnintien syrteppsbaeonidifili. data matches with a condition as to

which qf multiple pieces of t ncrypted condition data should have its decryption allowed or if it
;! &1 a%lg(ﬁ(aé}% g’rﬁ’ ‘gﬁﬁé}ﬁﬁ [ BB A e ERE Bl BB Hion data

does not match with @ condi

should havaniss dechipoBrergpibiighoaedinsish OlSERE e encrypted cut data fo render i
t

as the plain text cut data, the encrypted cut data is decrypted to render it as the plain text cut data
based only on theld&tyypteg dmgtitiorshiendn S AdaDesniigionationthEcDeaypiinds12@ gelGrateid tay dimgram

showing an overa | congi %r%tion of an en%r%%tion ?fc em according to a first embodiment; FIG. 2 is a
diagram shown*?@j anar Wa?e%ﬁ?%?&ffo 2l §y ion processing apparatus included in the

encryption systempstowisin dikeradi shb¥m Stk Resk4d ié&ﬁﬁ%hﬁiiﬁ)ﬂ@ﬁa@@c?%ﬁ@?ﬁ@%%ﬁgz
. 2; .4 are

encryption apparatus included in the encryption processing apparatus shown’in Fl

diagrdifis sEPIIFRils teladashiigbeasionyptienciateusbarengertdfatdd by the encryption processing
apparatus shown }5}5'% Zél G.b5.isa diaé%:am showing the haxdwafreéonfi yration of a decryption
processing 10 apparatu’ii Rasdiastin CRIPEORCS PEHER TR ERELyPHOn apparatus

included in the decryption processing apparatus shown in FIG. 5;
FIG. 7 is a flowchart showing a flow of a process performed in the encryption system
shown in FIG. 1;
15 FIG. 8 is a flowchart showing the flow of the process performed in S110 shown in
FIG. 7,
FIG. 9 is a flowchart showing the flow of the process performed in $130 shown in
FIG. 7,
FIG. 10 is a block diagram showing the configuration according to a deformed
20  example of the encryption apparatus shown i FIG. 3;
FIG. 11 is a block diagram showing the configuration according to a deformed
example of the decryption apparatus shown in FIG. 6;
FIG. 12 is a block diagram showing the configuration of the encryption apparatus
included in the encryption processing apparatus of a second embodiment; and
25 FIG. 13 is a block diagram showing the configuration of the decryption apparatus

inctaded in the decryption processing apparatus of the second embodiment.

Detailed Description of the Preferred Embodiments

Hereunder, first and second embodiments of the present invention will be described.



FIG. 6 is a block diagram showing the configuration of a decryption apparatus included in the
decryption processing apparatus shown in FIG. 5; FIG. 7 is a flowchart showing a flow of a process
performed in the encryption system shown in FIG. 1; 15 FIG. 8 is a flowchart showing the flow of the
process performed in 5110 shown in FIG. 7; FIG. 9 is a flowchart showing the flow of the process
performed in S130 shown in FIG. 7; FIG. 10is a blocﬂodiagram showing the configuration according to
a deformed 20 ex@heplenst shbjerisnyjilibe dppathtusishewmbok) @ndBora@Eppinis & titpkdiagram
showing the configuration according to a deformed examr%Ie of the decryption apparatus shown in

FIG. 6: FIG PP 4R Kai Stia M e somiignetib R £tEedHEFSton apparatus included in

the encryptieriRracessingferparatus of a second embodiment; and 25 FIG. 13 is a block diagram
showing the configuration of the decryption apparatus included in the decryption processing
apparatus of the s€borrirdmbiodin eakte Dgtailes @epsioptonahthelRdafgreddcrppadinenisskiageunder,
first and second emb dirg%ts of the present invention will be described. 30 The same subjects will be

given the saPRE DRI B TR MeREGHSASRS MRBatBHHtet $8aW8 BrELGn A b®@in the

descriptions gfih& 5P imetisent thiskibmbodiment>> This embodiment takes up an encryption
system including an encryption processing 5 apparatus 1 and multiple decryption processing

apparatuses 2 as ShownciyifiGh frasssineappadime htod the geesgnidnyeotioninphgemaypiion
processing apparatus 1 and the decryption processing apparatuses 2 are connected by a network N

such as an EANGEEEHDRE R REiBhaY e d et baeH Arerddimpas pheruthe S PEABmIit
encrypted dﬁ@cgﬁﬂ?g%}ﬁﬂﬁﬁgQS&{FP@Q}Eﬁ%éﬁc?ﬁﬁ@@&é&ﬁg&%&%%@%@cﬁﬁ%ﬁﬂ?%ae%@fi‘rc?ftﬁ?ees 2

However, the encryption processing apparatus 1" and the decryption processing
10  decryption processing apparatuses 2.

However, the encryption processing apparatus 1 and the decryption processing
apparatuses 2 do not always have to be connected by the network N, In this regard,
however, the decryption processing apparatuses 2 must be able to receive the encrypted data
generated by the encryption processing apparatus 1 from the encryption processing apparatus

15 1 viaarecording medium such as a CD-ROM. A description will be omitted as to a data
writer for recording the encrypted data on the recording medium and a data reader for reading
the encrypted data from the recording medium for that purpose because those are general-
purpose technologies.

There are the cases where at least one decryption processing apparatus 2 is sufficient

20  or the cases where the encryption processing apparatus 1 doubles as the decryption
processing apparatus 2.

Configurations of the encryption processing apparatus 1 and the decryption processing
apparatuses 2 will be described.  First, the configuration of the encryption processing
apparatus 1 will be described.

25 F1G. 2 shows a hardware configuration of the encryption processing apparatus 1.

According to this embodiment, the encryption processing apparatus 1 has the
configuration including a CPU (central processing unit) 21, an ROM (read only memory) 22,
an HDD (hard disk drive) 23, an RAM (random access memory) 24, an input apparatus 25, a

display apparatus 26, an encryption apparatus 27, a communication apparatus 28 and a bus 29.



apparatuses 2 do not always have to be connected by the network N. In this regard, however, the
decryption processing apparatuses 2 must be able to receive the encrypted data generated by the
encryption processing apparatus 1 from the encryption processing apparatus 15 1 via a recording
medium such as a CD-ROM. A description will be on})itlted as to a data writer for recording the
encrypted data on the recording medium and a data reader for reading the encrypted data from the

recording mEeti AR b? thB(BVrp2sEIbBczl A ND2é, anpigeperaktplfpdibshagagies. 2Fhere are the
cases where at least one dec?/u%ion grocessir_lg apparatus 2 is sufficient 20 or the cases where the

encryption prOCERRARBHA BRI BBRAGHBIT 25y 6eR S¥Ringsiatatia shelyiiiftirations
of the encryption prREEENDERPHALDD @@%&@@@8&&%&%@5@&@%%@@9%@{ &ggg;&% .

described. First, the configuration of the encryption processing apparatus il be desc
2 shows a raedeiarsised fiptaation iot iinde dncdpptionberadgesintyappanahis dmbddonesing:tbatsis

embodiment encryption processing apparatus 1 has the configuration including a CPU (central
procesgﬁlg llﬁﬁﬁ%%f t%%%@ R}Igfﬁ?é?f%mf’?ﬁg%% PSLANEISESP t&%@ﬂriv&)“?f%‘ﬁ Raongrakidom

access memgﬁ%@a i S PRRREAL ispl [ ,a
communication apparatﬂ%p% and a@b%gg 2 p %a@#jﬁé@%@%@f%%%%F&%é;%ﬁ%&?&@ﬁ%%gﬁg

apparatus 8¢ gisysieaynappdrdatssk8edenchpplOMVERD arahesPZRAG . cofim RAG N apparatus 28 can
exchange data,via the bus 29. The ROM 22 or the HDD 23 hazﬁredetermined programs and

predetermined taA (i FreTRSHRTEREARPRISS it ibe tHe-ata to be subject data as in this
embodiment and aife iagdielyarlie SAeRRERRAN I REBUEIE RRAAISHETRESHIICIRI The

CPU 21 controls the entire encryption processing apparatus 1, and performs a process describe

later B&sedtonnpiué qmograns amtiddeita Sthredi iplilyef@sh 2226 thehfRDr@8b¥ he BAIM(R4uigi used as a

work storage area on performjng the process in the CPU 21. The input apparatus 25 is configured by a
LRl ha i &

keyboard, & ey sribdggay tRet R he dinm ds ushd abispinydhs somraptaratus

26 is configarby AR HianidnayaielAivaaxe2/ART fGatadsieYube) and the like, and is used

to display the commands,
The encryption apparatus 27 performs encryption of the subject data and decryption of

the encrypted data described later.

15 The communication apparatus 28 performs communication with the decryption
processing apparatuses 2 via the network N.  The communication apparatus 28 transmits the
encrypted dafa to a destination designated by an MAC address and the like included in a
header described later of the encrypted data described later.

Next, the configuration of the encryption apparatus 27 will be described. FIG. 3

20  shows a block diagram of the encryption apparatus 27.

The encryption apparatus 27 is configured by an interface portion 271, a
preprocessing portion 272, an encryption portion 273, a solution generating portion 274, an
algorithm generating portion 275, a key generating portion 276, a condition data generating
portion 277, a basic condition data generating portion 278, a header generating portion 279

25  and a connecting portion 280.

The interface portion 271 exchanges the data between the bus 29 and the
communication apparatus 28.

The interface portion 271 receives the subject data from the HDD 23 via the bus 29,

and transmits the received subject data to the preprocessing portion 272. In the case where



inputted data and situation of the process described later and the like. The encryption apparatus 27
performs encryption of the subject data and decryption of the encrypted data described later. 15 The
communication apparatus 28 performs communication with the decryption processing apparatuses 2
via the network N. The communication apparatus 28 fransmits the encrypted data to a destination
designated by an MAC address and the like included in a header described later of the encrypted data
described IdRsrinteatacemecisnigll atenives the wriieppdaia apur anesypredifabe i esoned tGad 20

shqws a bl%lﬁgiggtrtam t%f &peesgﬂﬁlrggtion an aratLlj_g 92%72 l{ue encryption apparatus 27 is configured by

an interface portion S?tl a preproce %%‘poﬁigﬁ N encryption portion 273, a solution generating

portion 274, an algertHmgapasabaDipRHitR AerfackeSRREIAINGRAOMLIfurdhondiliafaata
generating portion 277, a basic condition data generating portion 278, a header generating portion

279 25 andi¥ €eRPRGiNGPREIABRIBoUTHENsBIA e prativaddataschuiys2the damdpetymeh the bus
29 and_the ication rafus 28. The interface portion 271 receives the subject data from the
HDD 23 via b B IR et ption ProceSye Binaraties 7 e e §oBuBLBIa Brtion 272, In

the case whetendtudhe hiterigas parierwAd eceives the subject data or the encrypted data, it
transmits the data to that effect to the solution generating portion 274. As will be described later, the

interface portion 2VherdEprpssstipedatped tbia frbmctine ebandittngportimet2B0: medivethémits the
received d the.hus 29..The.encrypted ta is transmitted to the decryption processing.
tﬁ)u Vid %& ll’it&& 9] XPHOI}. %?}g%@%@&%{}[gpﬁﬁi HH&%\?&I‘# éﬁﬁ'l% erfélsf&éigg?n g

apparatuses 2 via the communication appara Yy wa €

portion 272thescatftnstion etetitingthe eHbicsh doirisacRivasHomn. thadwoAmRthaistedage portion
271 by a predetermined number of bits, generating plain text cut data and transmitting it to the
encrypfion FoHiBn dEraibedviatercutisecsiipR i dasembadinsa tdducpitsptokaening pootiding 12 thisa
embodime 2 preprogessing, portion 272 has a function of including dummy data which is the data
unrelated tg‘%ﬁ%?ggag g%cg%iénﬁﬁﬁ%uny%gta wﬂzcﬁ 18 tfhe 8ata unre atelgidto %1& s%}e%t d%ta m t{xe

subject data by a method described later.

The encryption portion 273 has a function of receiving the plain text cut data from the
preprocessing portion 272 and encrypting it. The encryption portion 273 also has a function
15  ofreceiving condition data described later from the condition data generating portion 277 and
encrypting it. The condition data generating portion 277 cuts the generated condition data
by a reference number of bits described later in advance and then transmits it to the
encryption portion 273.
The encryption portion 273 of this embodiment has the reference number of bits as a
20  processing unit in the case of performing encryption fixed. The reference number of bits in
this embodiment is 8 bits though it is not limited thereto. Details of encryption processing
will be described 1ater.
The solution generating portion 274 generates solutions sequentially. As for the
solutions generated by the solution generating portion 274 of the encryption processing
25  apparatus I, the solutions generated in the same order are always the same ones. A
decryption apparatus of the decryption processing apparatus 2 described later also has the
solution generating portion which is the same as the solution generating portion 274 provided
to the encryption processing apparatus 1. To be more specific, if the solutions generated in

the same order are compared, the solutions generated by the solution generating portion 274



subject data by a method described later. The encryption portion 273 has a function of receiving the
plain text cut data from the preprocessing portion 272 and encrypting it. The encryption portion 273
also has a function 15 of receiving condition data described later from the condition data generating
portion 277 and encrypting it. The condition data gengrating portion 277 cuts the generated condition
data by a reference number of bits described later in advance and then transmits it to the encryption
portion 273 Pﬂ‘Wédéﬁéwﬁbﬁ@ﬁ%m WE@ﬁSthEanb@idﬁﬁmhhs thasefetfsngdutiombgrmef i by a 20

processing e case of. erfo enc tlo ed. The reference number of bits in this
embodlmen Ii‘gtl? HSUGR' I%Pn0 lf)mﬁédvﬂ%géo é?gfgpép&WSW%Pé’@@@Wgz will B® described

later. The sgduﬁ@dshg@mﬁ@taaﬂ)@arﬂﬁm?azé HRagsaRRISAI WiRRssedUEAl Ak ARfPihBoaRtions

generated by the solution generating portion 274 of the encryption processing 25 apparatus 1, the
solutions gdFeyERadcHh %@%mmm@mﬁa@gan@mmmmn &mamdtklsyof the

decryption proces sing appar 2 scrlbed later Iso h the soluti ener ortion which is
the sangle a&the 5o égporlg {g;en%eyrélstlnlggll go SHSHS AR &g (%1&1 LREEHE ‘i) 'ﬁﬁﬁpo 3%1 19 baratus 1..

To be moretmmit%dfﬁbﬁﬁmw&{é@%whﬁ)ﬁém QIR RIRIARIARAIE e fBR AR RN
generated by the solution generating portion 274 33 provided to the encryption processing apparatus

1 are the sa?ﬁfé3&@@\@@&@&@%@@#@@@@@?@}03@@@@@68 .generating portion provided to the
decryption processin atus 2. The SO|LL'[IO thls embodiment are random numbers.
The generated sjlﬂifgn?é)are TERSILEE TS %On %88%@?‘?9 &ﬁﬂ&%@ E%‘%B}%‘l ?ﬁ?ﬂgﬁtlng
portion 27&@6&%@%&1&&6@@%lﬁt%ﬁ%éi%a@iﬁ@-ﬂ&f%ﬁl@ﬂ@ﬁ OMARAlIBYAIRGL ARNGIaIaFHRgIution the

solution is transmitted from the solution generating portion 274 to the condition data generating
portickD 27Pmmwﬁﬁ1@l&@@fm@miwmm?hﬁiaig%?ﬁhm generating portion 275

generates algorit ased on the so t|o ece|ved from the s lution rati Qrtign 274. These
algorithms are use Weé/ngixberatn?gr ﬁ]%g %Wﬁﬁ%ﬁ 1OCEEE gomtﬂ?e‘ {r}f f%ﬁeb‘é?%EW%S The

key generaﬁf&mﬁﬁﬁﬂgéﬁ&ﬂﬁ@ﬁ@%ﬂf%.baﬁg 1y heeSLE MrEse R FRMhe encryption
processing in the encryption portion 273.
The condition data generating portion 277 generates condition data based on the data
15  received via the interface portion 271 from the input apparatus operated by a user for
instance.

The condition data includes the data on at least one of a condition in the case of
allowing decryption of each individual piece of the encrypted cut data and a condition in the
case of prohibiting decryption of each individual piece of the encrypted cut data in the

20  decryption processing apparatus 2.

This embodiment has multiple pieces of the condition data.

Each individual piece of the condition data is associated with at least one of multiple
pieces of the encrypted cut data. However, there are no such cases where one piece of the
encrypted cut data has multiple pieces of the condition data associated therewith. Every

25  piece of the encrypted cut data is associated with one of the multiple pieces of the condition
data.

The condition data includes the data on at least one of the condition in the case of
allowing the decryption of the associated encrypted cut data and the condition in the case of

prohibiting the decryption of the associated encrypted cut data. The condition data may also



the solution generating portion 274. The keys are used when performing the encryption processing in
the encryption portion 273. The condition data generating portion 277 generates condition data based
on the data 15 received via the interface portion 271 from the input apparatus operated by a user for
instance. The condition data includes the data on at least one of a condition in the case of allowing
decryption of each individual piece of the encrypted cut data and a condition in the case of prohibiting
decryption dneladn heirlicvepiatenstithdornmtqien eutad atanibahgeferatedrypiidnmpiiocesisingapparatus
2. This embpe%imegtfhas uItiéile. ieces of the conditié)y data, Each individual piece of the condition
data is associated with At 1S S2EI0R SPASTHIBRPHIERS 6F ’tﬁé%é?;%f@&%‘ﬁﬁ (peicaigd, WhobRURRSE are

no such caseswbeig0ns RIRCa irthan eREDIIERLF dala hasi multipis-rieses ot e sandition data

associated therewith. Every 25 piece of the encrypted cut data is associated with one of the multiple
pieces of thasgesmakieibiidiaihe dindisondidtratabasethides Hevdaka, sheanleastitine of thkacoaditian in

the case of allowing the decryption of the assogiated encrypted cut data and the condition in the case
of prominiig B ERIG BF d eSS Hal LA (o QLA™ hcss AL B4t 1 34
include the aeb@vmmﬁmmmfQIméﬁﬁﬁieféﬂyE@hﬁﬂm@fﬁwﬁﬂsﬁ%tﬁﬂﬁ%k&‘mi%ﬁﬁléftg%ﬁe{ﬁ%ﬁived
from the solution generating portion 274 is (this information indicates what number solution the key

and algorithiplufseri aerbréifiptsebiisdividual piscyptingtbenoryped cut dattaahssediaidd with the
condition data are . However, the information on what number 5 generated solution the

solution inc ue(%%pltﬁ hf?:%gn @Hﬁ’%%‘%aPFS%egé‘%B?%%‘%%é included as to all the solutions. It is
suffcient to includergeviaiaatomonwhat aimae deRetapfcaoliinnsashAlitasobieRgised on

encrypting the encrypted cut data allowed to be decrypted by the decryption processing apparatus 2
is. TheCcondtfanigluheddasbeafoalibtisnglave atddheptionlitioth énabs aoiat el obibiiteg thetd dd ghien
included in (t)l%?h%onditiore gata and the condition in the casge of prohibiting the decr Ptio_n of the
associated @ncryprod Gt Hats BPES S TP APESREIRL A RS BP RSNy (fRX ggving (A) to

(D):

(A) information for identifying the decryption processing apparatus allowed to
perform or prohibited from performing the decryption of the encrypted cut data;

15 (B) information for identifying the user allowed to perform or prohibited from
performing the decryption of at least one piece of the encrypted cut data;

(C) at least one of information on a period allowing the decryption of at least one
piece of the encrypted cut data and information on a period prohibiting the decryption of at
least one piece of the encrypted cut data; and

20 (D) information on which of the multiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple pieces of the encrypted cut
data should have its decryption prohibited.

The generated condition data is transmitted to the encryption portion 273 to be
encrypted and rendered as encrypted condition data there.

25 The basic condition data generating portion 278 generates basic condition data based
on the data received via the interface portion 271 from the input apparatus operated by the
user for instance.

The basic condition data includes the data omn at least one of the condition in the case

of allowing the decryption of encrypted condition data and the condition in the case of



(D): (A) information for identifying the decryption processing apparatus allowed to perform or
prohibited from performing the decryption of the encrypted cut data; 15 (B) information for identifying
the user allowed to perform or prohibited from performing the decryption of at least one piece of the
encrypted cut data; (C) at least one of information on g period allowing the decryption of at least one
piece of the encrypted cut data and information on a périod prohibiting the decryption of at least one
piece of the piobripptiad dutddatspaor HohEInafgrradtiondaiowidath of dredeuitipierpjecesssifithe

encrypted cut data slgul ave its %ié;aé)tipn allowed or information on which of the multiple pieces of

the encrypte® R Uit sHATE AgVB BRGRRRONE PG TIEYR e RORIHaRHat &b fiftiewmbadingnt.
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there. 25 The basic condition data generating portion 278 generates basic condition data based on
the data receppacaiia Zgsintaida dee hasio poadiltin duth exihpdingphexkitusoo pe tasedony tifaheiser for
instance. The bgsic Conditkﬁ%%aé? 'ncludHe,s the_ data gn at least one of the condition in the case of

allowing the GBERJSHSH GF ¥ CABRHRbHPisGES ShdhaRPCHRIRTLTPI e dAt drosed BryRiliiing the
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multiple pieces of the encrypted condition data in this embodiment. "Therefore, as for asic

condition dageniditisis éraobdishbheythigsdiecryption paldbieihg apparatus 2 generates the basic

condition data inclg.%igg the data on at least one of the 5 condition as to which of the multiple pieces of
it

the encrypted con BIS BRSHG M08 7S WEERH Shdifolhe dasicand isiashinslgsniieh of the
multiple piegeswL thaanseiriesransditisndalashaid Raveits ‘éSﬁ{é{Bﬁi%%Eﬁmﬁl}ﬁ%cI&éaef%fe

precise, there are the cases where the basic condition data includes the above-mentioned information
on wha nuriiisetodjeiinsy geadrabhgipertion 8dtbitiojthie defuaafiomirticties salationmesexstingrpietion 274
is (this inforgation indicates what number solution the key and algorithm used to encrypt each
individual pi % éﬁeg%rhm% L SARESRt G4 individual ‘piece of the encrypted condition data

allowed to be decrypted by the decryption processing apparatus 2 are based on). In this
embodiment, bowever, the information indicating what order the solution is generated in
included in the basic condition data is only the information indicating the order in which the

15  solution used when encrypting the encrypted condition data allowed to be decrypted by the
decryption processing apparatus 2 is generated.

The basic condition data generating portion 278 transmits the generated basic
condition data to the connecting portion 280.

The header generating portion 279 generates header data to become the header of the

20  encrypted data based on the data received via the interface portion 271 from the input
apparatus operated by the user for instance.

The header data has an address of the encryption processing apparatus 1 as a source of
the encrypted data, an address of the decryption processing apparatus 2 as a destination of the
encrypted data and the like described therein.

25 The header generating portion 279 transmits the generated header data to the
connecting portion 280.

The connecting portion 280 has a function of connecting the encrypted cut data

generated by encrypting the plain text cut data in the encryption portion 273 to render it as

the encrypted data in one bundle. The connecting portion 280 of this embodiment connects



allowed to be decrypted by the decryption processing apparatus 2 are based on). In this embodiment,
however, the information indicating what order the solution is generated in included in the basic
condition data is only the information indicating the order in which the 15 solution used when
encrypting the encrypted condition data allowed to be decrypted by the decryption processing
apparatus 2 is generated. The basic condition data generating portion 278 transmits the generated
basic conditizredatgptedhenditimediiagqooritied 280. thh enbepsterganemiipIBp aEidasR/ S gemerates
header data to become the header of the 20 encrypted data based on the data received via the

interface pofiFhSREAEAPILTRASIC sppditan deadenedBiapertion Gt métdcheatredaader data has
an address gf the, SAGIYRLIOR-RERFE SSRGS/ ; f the encrypted data, an address of
the decryptign processgi(ng appara%s 2 as g%%e%%%%%%%%%% ggﬁﬁyggt%%n(g%g(géﬁ%%ﬁkgc é\é%%ibed
therein. 25 Trerhhadergerienating@oPioneZ9traandeitthtie gemeraied prddrkdatade shedieonnecting
portion 280. The connecting portion 280 has a function of connectkiﬁr;g the encrypted cut data
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generated by encriptitlg tHEGILHPidRe cormEdrfate i AL RABRAINSAIBNTIES (4 renbilei e the
encrypted daigigonehundle: e cAnNeRting.remon 239 ahibis embadimentconnects 36, the
encrypted condition dgga receiveoil%{‘?om the encryption portion%7?,‘{31@(298 ﬂgﬁ:f%ghgi%%%rﬁgtg%enerated
by the basimuorigitiomdasagibneratiogyeaitoce i hnd itierheader data generated by the header
generating portion 279 in addition to the encrypted cut data received from the encryption portion 273

so as to render thét SO RALR Dréddabtadt e, dimensrvored duediasdhsrabormeetioneled data is

as exempliieddarFigSsds WiNle 1o iUl gl RPSia! FBRRISE Ul 9 8045 s e n

reality, FIGS. 4 describe the number much smaller for convenience of illustration. As's own i FIGS.
4 (A) and 4 {B) théKiferpted data has the above-mentioned header data 501. placed at a head of it
(the left side is equivalent to the head of the encrypted 10 data in FIGS. 4). The above-mentioned

basic condition datd's8¥eHREASPRG Hhgsic CAPIHIRaR & is placed immediately following the

header data 501.  The basic condition data 502 needs to be placed ahead of a piece placed at

the forefront out of the pieces of encrypted condition data 503 described later. Therefore,
the basic condition data 502 is placed immediately following the header data 501 in the

15  encrypted data shown in FIGS. 4 (A) and 4 (B). It is also possible, however, to place the
basic condition data 502 in the header data 501.

As for both the pieces of the encrypted data shown in FIGS. 4 (A) and 4 (B), the basic
condition data 502 is followed by the encrypted condition data 503 and encrypted cut data
504.

20 As for the encrypted data of FIG. 4 (A), the basic condition data 502 is followed by
multiple pieces of the encrypted condition data 503 and further followed by muitiple pieces
of the encrypted cut data 504.

As for the encrypted data of FIG. 4 (B), the basic condition data 502 is followed by
the encrypted condition data 503 and the encrypted cut data 504 intricately placed.

25  However, the encrypted condition data 503 is placed ahead of the encrypted cut data 504
generated by encrypting the plain text cut data associated with the condition data which is the
source of the encrypted condition data 503,

Arrows drawn from the encrypted condition data 503 to the encrypted cut data 504 in

FIGS. 4 (A) and 4 (B) indicate that the condition data which is the source of the encrypted



header data 501. The basic condition data 502 needs to be placed ahead of a piece placed at the
forefront out of the pieces of encrypted condition data 503 described later. Therefore, the basic
condition data 502 is placed immediately following the header data 501 in the 15 encrypted data
shown in FIGS. 4 (A) and 4 (B). It is also possible, hoyever, to place the basic condition data 502 in
the header data 501. As for both the pieces of the encrypted data shown in FIGS. 4 (A) and 4 (B), the
basic condigRsitisn $02 39 Feoitietddyatitbestiarypft ¢l conditioln gate B0 arithehepipiedrutaata 504.

20 As for the encrypted data of FIG, 4 (A), the basic condition data 502 is followed by multiple pieces
of the encry%%%é%“é%% iﬁso%?ed%ﬁ‘g%%%fgﬁ%%ﬁ’fﬁ%eé%mﬁi b FRATHEsEabhesndh oldhe Pt cut data

504. As for the enarypigr9ptaifkl %e:ﬂn@%dthg 6!2{@%%%@6%@?0@&6% 508 iS {aloWRELPY, the encrypted

condition data 503 and the encrypted cut data ately placed. 25 However, the encrypted
condition dariesBR¢ppitice @ thdwd whittes] dromy fited suthtatarBidnienonaippidoyter?Byyitiniyethasplain

text cut data assqciated with the condition data which is the source of the encrypted condition data
503. A:?owgzgraanv%r? r@n%%ﬁe%n@??ﬁt%%”%ﬁﬁ?&%?&%% %E%H’&%f&f&fw data 504 in FIGS. 4 (A)

and 4 (B) indicate fha: e copsltinadataruicieis heaquise Qiibesreiniedan wonditign.data 503

positioned at the start of the arrows is associated with the plain téxt Cut data which is the source of the
encrypted cut datalbobpduisksrese Beuration divththdearyption Pheessinypisphcata 2 énerabed/byrthe
connecting Pcr}ti 280 is transmitted to the interface portion 271, transmitted from there to the
communication’apparatus 28 via the bus 5 29 and further to the decryption processing apparatus 2

via the network N 1ieXeheean fissalinn abHieARIIIRP-RIAGLERING APRAIH 3VvilhRerdissaribed.

The hardware configuration of the decryption processing apparatus 2 is as shown in FIG. 5. The
decrypfion proBéd¥iid appparatappacanpifsestispi Py agpaatuRESV 3R ceypHDRRArahs 84, RAM 34, an

DUt PPy @a@%{}%@@%&%%@? éﬁ%ﬁé‘ﬁ?@aﬁf Wor 5, SN, R sqpparatus
input apparatus 35, display apparatus 36 and bus 39 of the decryption processing apparatus 2
have the same configurations and functions as the CPU 21, ROM 22, HDD 23, RAM 24,
input apparatus 25, display apparatus 26 and bus 29 of the encryption processing apparatus 1.
15  The HDD 33 of the decryption processing apparatus 2 holds the MAC address of the
decryption processing apparatus 2.

The communication apparatus 38 of the decryption processing apparatus 2 can receive
the encrypted data transmitted from the encryption processing apparatus | via the network N.

The decryption apparatus 37 decrypts the encrypted data received from the encryption

20  processing apparatus 1, and is configured as shown in FIG. 6.

The decryption apparatus 37 is configured by an interface portion 371, a
preprocessing portion 372, a decryption portion 373, a solution generating portion 374, an
algorithm generating portion 375, a key generating portion 376, a condition data analyzing
portion 377, a basic condition data analyzing portion 378, connecting portion 379 and a timer

25  380.

The interface portion 371 receives the encrypted data from the communication

apparatus 38 via the bus 39, and transmits the received encrypted data to the preprocessing

portion 372.



input apparatus 35, display apparatus 36 and bus 39 of the decryption processing apparatus 2 have
the same configurations and functions as the CPU 21, ROM 22, HDD 23, RAM 24, input apparatus
25, display apparatus 26 and bus 29 of the encryption processing apparatus 1. 15 The HDD 33 of the
decryption processing apparatus 2 holds the MAC address of the decryption processing apparatus 2.
The communication apparatus 38 of the decryption processing apparatus 2 can receive the encrypted
data transmitted frosviié kndespthed priscabsifgcafivanseagah Gidl thismetveorksthe Tilgjce datptiorm

apparatus 37 decrypts the encr d data received from the encryption 20 processing apparatus 1,
i anx Cﬁ%] o aﬁgﬁéﬁ%l‘%%rgﬁ%g%ﬁg ‘ié%%r?ﬂd%‘?éﬂ‘%@%n interface

. . 1
and is configuréd as's in

portion 371, a prepreGREpBeeRARIGbAR T IREMRIABRALIN AL 3t SRR IRRS/AliaG RQrtion 374,
an algorithm generating portion 375, a key generating portion 376, a condition data analyzing portion

377, a basidasehitidrrontaednaly2ing porierBrs rmotioe AiHgpo tibes 379 thadaiimend2HB8at4The

interfage portion 371 receives the encrypted data from the communication .apparatus 38 via the bus
O, TR S R G B R B TR SORIBHOR A B8R be

39, an transnits the Teceived encryp
described lajgiishes@erface portion 371 also receives the subject data from the connecting portion
379, and transmits the received subject data to the bus 39. The preprocessing portion 372 eliminates
the header data fréht PreEresysnapdian FE:plsel thiorn ahe hasBYyrdhehdiédadapdrtiontdy 1 and
takes out the basi{: 8%29&%%@ gata 5 s0 as.fo %?nsmit the basic (;]ondition data taken_out to the basic

condition d&ta ARANZIAG: BOHIGR 378 R PFEISOCRESHBPE bR S 7240 4 tardiigndfie bRty pted

condition daggfrom the encrypted data and transmits it to the decryption portion 373 under a condition
described later. 10 The preprocessing portion 372 also takes out the encrypted cut data and transmits
itto the decryptiohisaptrRInB S ingdwraoscHitditidsp dalseribedibatercipeedaprdde ssid g pomiis B7@ cuts

the encryptﬁ% %%E‘%igﬁgndgéﬁi%ﬂ%geu&é’eﬁ %E)enddﬁy(}n described later.

The preprocessing portion 372 cuts the encrypted condition data and the encrypted cut
data by the same number of bits as the reference number of bits of the encryption processing
apparatus 1, and transmits them to the decryption portion 373.

15 The decryption portion 373 has a function of decrypting the encrypted condition data
and the encrypted cut data received from the preprocessing portion 372. The decryption
portion 373 of this embodiment has the reference number of bits as the processing unit in the
case of performing decryption processing fixed to be the same as that of the encryption
processing apparatus I.  The reference number of bits in this embodiment is 8 bits though it

20  isnot limited thereto. Details of the decryption processing will be described later.

The solution generating portion 374 generates the solutions sequentially. As
described above, the solutions generated by the solution generating portion 374 are the same
solutions as the solutions generated by the solution generating portion 274 of the encryption
processing apparatus 1 if the solutions generated in the same order are mutually compared.

25  The generated solutions are transmitted to the preprocessing portion 372, algorithm
generating portion 375 and key generating portion 376.

The algorithm generating portion 375 generates the algorithms based on the solutions
received from the solution generating portion 374.  The algorithms are used when

performing the decryption processing in the decryption portion 373. The algorithms



data by the same number of bits as the reference number of bits of the encryption processing
apparatus 1, and transmits them to the decryption portion 373. 15 The decryption portion 373 has a
function of decrypting the encrypted condition data and the encrypted cut data received from the
preprocessing portion 372. The decryption portion 3;@ of this embodiment has the reference number
of bits as the processing unit in the case of performing decryption processing fixed to be the same as
that of the egf@gptRshbiptoealirithappaening pTHereidfertthadachgrtvhgitodastiig epsodimént is 8
bits though i’)te%(()) IS rﬁnet mited thereto. Details of the decryption proce ill be described later. The

li ssing, wil
solution generaﬁ%l%tporsé%egl}ﬁsgaéﬁt%? gg%%’?o?ﬁﬂ%ﬁ?g L ‘Rée%‘é%{&ﬁ%%@%‘@%, the
solutions genarked HydArRssienHEBRIAHNGRPHICA LS appdhfRame solutions as the solutions

generated by the solution generating portion 274 of the encryption processing apparatus 1 if the
solutions generatedhhkiegsammatiogipertias Hilfugahyroton e ddy2baFtrbagethe ratdicu wticrisedre

transmitted to the prepracessing portion 372, algorithm, generating,portion 375 and key generating
portiongf’-,76.tt’:iJ eﬁéggsonltl}%r%n eﬁgrréga%ﬁlr%p&r)trlﬁ&?%% %&%@ﬁﬁé‘%(‘%ﬂh@ JEBEPSHthe solutions
received frofactyprasl pioesangiating RSN Forlibe MOrthmsIR Usedwhen, prrfyming the

decryption processing in the decryption portion 373. The algorithms 39 generated by the algorithm
generating BeREAIRY Bastitme3de o ol gnadessingcappagatpsatve Edreenthe thasmnenes nssttie

algorithms generated in the same ordey by the algorithm generatin rtion 275 of the encryption
processing %%Vﬁaﬁ%‘%ﬁ%a@mé?‘ﬁéﬁ%‘%ﬁéé%’iﬁ ﬁ%?i%’ng{%‘?%r %P&%@%]Begé&{élﬁa%‘éc&y@ﬁl?ﬁe solutions
received 5repadhig Heyw@gnerating portion 374. The keys are used when performing the
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decryption processing in the decryption portion 373. The keys generated by the key generating
portick376 of the Heceppabivpdise sompzamppetios 3 Hasoriecthbsamditinasiats trradmitedénenated in

the same order, by the key generati rtion 276, of the encryption processing apparatus 1. 10 The
condition dig.gg %?1% zlellrcl)f;1 %%% %%%%%ﬁ%&%ﬁ%%ﬁs Ct?&%s’&ﬁfﬁ&??%r‘ﬁmﬁé%cryption
portion 373, and arplyARs-HRisRMEHS ibfisatesrimihesoandiindaleryia Bfernatinnqm ig.contents

of the condition data analyzed by the condition data
analyzing portion 377 is transmitted to the solution generating portion 374 or the decryption

portion 373.

15 The basic condition data analyzing portion 378 receives the basic condition data
transmitted from the preprocessing portion 372, and analyzes the contents indicated in the
basic condition data.

The information on the contents of the basic condition data analyzed by the basic
condition data analyzing portion 378 is transmitted to the solution generating portion 374 or

20  the decryption portion 373.

The function of the connecting portion 379 of the decryption processing apparatus 2 is
approximately the same as that of the encryption processing apparatus 1. The connecting
portion 379 connects the plain text cut data generated by decrypting the encrypted cut data in
the decryption portion 373 as one to generate the subject data.  The subject data is the same

25  asorapart of the original subject data encrypted by the encryption processing apparatus 1.
The subject data is transmitted to the HDD 33 via the bus 39.

The timer 380 is a clock for measuring current time. The timer 380 transmits time
data on the time at that point in time to the condition data analyzing portion 377 and the basic

condition data analyzing portion 378 as required.



analyzing portion 377 is transmitted to the solution generating portion 374 or the decryption portion
373. 15 The basic condition data analyzing portion 378 receives the basic condition data transmitted
from the preprocessing portion 372, and analyzes the contents indicated in the basic condition data.
The information on the contents of the basic conditior}lgata analyzed by the basic condition data
analyzing portion 378 is transmitted to the solution geherating portion 374 or 20 the decryption portion
373. The function diethieaciowettithg poxtessi:37Secfotneed beryplicaaigresiyganpalabisd@ssibed.
approximately the same as that of the encryption processing apparatus 1. The connecting portion 379

connects the plain I&4CEEHGAD GEFasTe MbysHcRibtidy fre st sitamnsorersing perfrmed B thin

portion 373 agPpRiegRRe ARG sukiasiAata. The subject data is the same 25 as or a part of the
original subject data encrypted by the encryption processing apparatus 1. The subject data is

transmitted to the HDD 38 enartyyeibopid@esEie: taper 380 Ispriaiaaksfdienarasytsipdataignt time. The
timer 380 transmits time data on_the time at that point in time to the condition data analyzing portion

377 and theBSSRUBSABRRIEStAUR AN ARY portion 378 as required. 40 Next, a flow of the processing
performed by this RAgeyRiiAnEXHEM WS ARarEtTP HERGHRE A0 AXEKRNBUBTRLFIC. 7, the

flow of the processing performéd by this dataprocessing system is as S. First, the encryption
processing dppardios pyeesiatespteaanc2ySisthiata by 5 encrypting the subject data (S 110). Next,
the encryption pr%(ifessing apparatus 1 transmits the encrypted data to the decryption processing
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apparatus 2 (S120) el R BRI HIRIee 2BR7 Vg KAGRErdeee H sty pted data
decrypts th%&!}gﬁf@}ﬁg plendedtasihesiiniget data (439 4R First, a detailed description will

be given by reférring to FIG. 8 as to the above- mentionéd step of S110 in which the encryption
proce$sing appardiustlagktaiedate thepencwypidd datenthy enteypiing tRE s Bhiees databove-
mentioned step of S110 in which the encryption processing apparatus 1 generates the
encrypted data by encrypting the subject data.
First, the subject data is read (§1101). The subject data may be any data necessary to
Be transmitted from the encryption processing apparatus 1 to the decryption processing
15  apparatus 2. The subject data is recorded in the HDD 23 according to this embodiment. It
is also possible to render some data read from another recording medium such as an external
recording medium to the encryption processing apparatus 1 as the subject data.
In the case where a command for transmitting the subject data to the decryption
processing apparatus 2 is inputted from the input apparatus 25 for instance, the CPU 21 reads
20  the subject data from the HDD 23 and transmits it to the encryption apparatus 27 via the bus
29.  To be more precise, the subject data is transmitted from the bus 29 fo the interface
portion 271 in the encryption apparatus 27, and is transmitted to the preprocessing portion
272 from there.
Just before or after reading the subject data, destination information on which
25  decryption processing apparatus 2 the encrypted data obtained by encrypting the subject data
should be transmitted to, information for generating the condition data and information for
generating the basic condition data are inputted from the input apparatus 25 (§1102). The
destination information, information for generating the condition data and information for

generating the basic condition data are transmitted by the CPU 21 to the encryption apparatus



First, the subject data is read (S1101). The subject data maybe any data necessary to be transmitted
from the encryption processing apparatus 1 to the decryption processing 15 apparatus 2. The subject
data is recorded in the HDD 23 according to this embodiment. It is also possible to render some data
read from another recording medium such as an external recording medium to the encryption

processing apparatus 1 as the subject data. In the cae where a command for transmitting the subject

data to the d@arigtiebupZLesTtBoppas ptidsizesHo avitat fiomthe ARdhA0RARME RS f9fHBstance, the
CPU 21 reads 20 the subject data from the HDD 23 and transmits it to the encryption apparatus 27

via the bus 29%%8:?@%&%@@,Qt’h%‘é@uﬁ}éé@a&@pﬁmgﬁ@w&édth@mfmmﬁé@ignemamface
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there. Just before or atter reading the subje estination information on"whic r

processing papipiafle ilatenciypiesidatiobianahbyiereivitngdiesubiect datansied!d g
transmitted to, information for generating the condition data and information for generating the basic

conditién daesirecnfitine dats sraseaiarappr iy Rshsintedher pertiusinhtion information,

information for ge raﬁi ép ondition. data information. for, gengrating the basic condition data
are transmitted byqt%ee é@ gfﬁgrf%é&%ﬁg%%%agﬁa%?ﬁ%ﬂ%cﬁfeg‘?%\5)1a?Pl%en%%%nzl&%fén%téoﬁwore precise,
the destinatgencinferniatigrdstansniideddaithe heagdergenesgingRoriomAdliadhemigeace portion
371, the information for generating the condition data is transmitted to the condition data generating

portion 277@@%%?9‘??56@“%%@?i?%ﬁ&%éﬁ?ﬁﬁmm fbe g@ﬁ@ﬁalméaﬂﬁeaﬁééi@ &aAdition data is
ransmitteddg: e ianlpadiiion dain osaeialng noton £ (% uadne S e pRrion 3fd- The

header generating portio g receive estination in n gern eader data,
the canditidsastatergénpiating pontane MHehaviogdeseiveddhednigmation for generating the condition
data generates the condition data, and the basic condition data generating portion 278 having
received the inforrh2fiBRAfsE datie comdiigiedate Bukhatie senditiemtiigdnuralsabry paraiéordtion data
(51103). TQgJ}g&ger data, condition data and basic condition data have the above-mentioned
contents.

In the case where the condition data or the basic condition data includes the
information on what number generated solution the solution is, however, the condition data
15  generating portion 277 and the basic condition data generating portion 278 receive the
information on what number generated solution the solution is from the solution generating
portion 274 and then generate the condition data and the basic condition data. In the case of
encrypting the same subject data more than once and transmitting multiple pieces of the
encrypted data thereby generated to multiple different decryption processing apparatuses 2,
20  the pieces of the condition data to be encrypted and then included as the encrypted condition
data in the respective pieces of the encrypted data may be mutually different. This also
applies to the basic condition data.
According to this embodiment, each individual piece of the condition data includes
one of the following and the information on what number generated solution the solution
25  used on generating the key and algorithm used on encrypting the plain text cut data
associated with the condition data is:
(A) information for identifying the decryption processing apparatus allowed to

perform or prohibited from performing the decryption of the encrypted cut data;



In the case where the condition data or the basic condition data includes the information on what
number generated solution the solution is, however, the condition data 15 generating portion 277 and
the basic condition data generating portion 278 receive the information on what number generated
solution the solution is from the solution generating Qigrtion 274 and then generate the condition data
and the basic condition data. In the case of encrypting the same subject data more than once and
transmitting multiplB)pigoasaioth foreidenyifiaoiedhtartee rtoyvgdne atefdria oryitiHébtidefient decryption
processing apparatuses 2, 20 the pieces of the condition data to be encrypted and then included as
the encryptggrgmﬂ%ﬁedmwt{ﬂ’é PE LR RIINRE Y Gfthe encrypted data may be mutually different.

This also applies e (hAGRRhERHaR AR AFEHA IndimETRosmeR AaRNAN gl piece of
the condition data includes one of the following and the information on what number generated
solution thepsedetidthsasgiedrgfatmadtingtierkescaneh algerithhprdabi tngahe atipgtihe ilain text
cut data aj%ociated with tgﬁ}gondition data is: (A) information for identifying the decryption processing

apparatus afswaA8 FERLIT SPTRaNRsEY i Bkforming the decryption of the encrypted cut data:
42 (B) informationrsprfiiiiiG s AL i REHREN 8t RoBRicH A RaHomIg

decryption of the einﬁzrypted cut data; (C) at least orkl?ap i(%'J)%Sinformation on f‘g‘e?@ g%omgng t eﬁé%%ryption
of at least dtedgsiegtiot thiowed ypiEcuttdataantitfaftationbipk paried ¢ dkikittrgited decryption
of at 5 least one pi of the encrypted cut data; and (D) information on which of the multiple pieces
of the encrﬁﬁgﬁbﬂﬁg V%HB%WQ@B@@%W allowed or information on which of the multiple

pieces of the encrypigsheftiataanoulday & ifs deaationpraniblsd nsieadogtdbs iRferpation on

what number generated solution the solution used on 10 generating the key and algorithm used on
encrypling gregskiingdxt key dadaalgptitbroomsdition cateptinaythechlisie thet sotudionikselé venditm
generating§he ke%%an(i@gorith used, on generating the plain text cut data associated with the
condition dSPAIPIN TP E ke HhSHERSSE QR SEEY 58 Hisdksping Mleopitim isaden data

associated g&ﬁ&%g%&%ﬁ@ﬁ 3%t data associated with the condition data or the key and algorithm

themselves used on encrypting the plain text cut data associated with the condition data.
The basic condition data of this embodiment includes the data on at least one of the
15  condition for allowing the decryption of each individual piece of the encrypted condition data
and the condition for prohibiting the decryption of each individual piece of the encrypted
condition data on the decryption processing apparatus 2 (these may be equivalent to the
above (A) to (D)) and the information on what number generated solution the solution used
on generating the key and algorithm used on encrypting each individual piece of the
20  encrypted condition data is. Instead of the information on what number generated solution
the solution used on generating the key and algorithm used on encrypting each individual
piece of the encrypted condition data is, the basic condition data may include the solution
itself used on generating the key and algorithm used on encrypting each individual piece of
the encrypted condition data or the key and algorithm themselves used on encrypting each
25  individual piece of the encrypted condition data.
The header data is transmitted to the connecting portion 280 from the header
generating portion 279, and the basic condition data is transmitted to the connecting portion
280 from the basic condition data generating portion 278. The condition data is transmitted

to the encryption portion 273 from the condition data generating portion 277.



The basic condition data of this embodiment includes the data on at least one of the 15 condition for
allowing the decryption of each individual piece of the encrypted condition data and the condition for
prohibiting the decryption of each individual piece of the encrypted condition data on the decryption
processing apparatus 2 (these may be equivalent to th? above (A) to (D)) and the information on what
number generated solution the solution used on geneérating the key and algorithm used on encrypting
each individual pidedhsfpreeRoessiag pestiaso?ithiidre dabdeiss. dastéadibbshepridetratimednumibat ofimber

generated olutlo the lu on ysed on eneratjn angl algorithm used on encrypting each
individual é?ece oq e esérft)crﬁgp &€ (i i 5%?54%8[&%?6% %B?memﬂgﬁe solution
itself used qamrmﬂﬁ@%ﬁmmitﬁéQQM%ﬁi%@ PReRcRyRiiRg each individual piece of the
encrypted condition data or the key and algorithm themselves used on encrypting each 25 individual

piece of the encryptischeesmibinte aeyeTihet hoadethixtafgmerstiigdietpl e eahnecling fortide 280

from th header erati ot|o 279, and the basi condltlond a is transmijtted to the connecting
portion 280S ron ﬁq oo c{ Wol: OIé]i’ §8¥¥%‘ﬁ3§'f}é€ @éBﬁHﬁf&éﬁ%ﬁgg’W&ﬂgﬂmued to
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the encryptigomeiti Qa3 Mﬂb%@%ﬂﬁ@fbﬂ@tﬁ@@@é@qﬁm&on 277. 43 In the preprocessing
portion 272, the subject data is cut by a predetermined number of bits and is rendered as the plain text

cut data (S1104). ¥héhp reprOEssdiing rﬂ@ﬁ@emmatadtudeyﬂdetmmmﬁ dhaebirr tHestaihortort that: data as

required. It js ac table to hav ton method of ratin the text cut data from the 5
subject daté%ﬁAccor(:filngntu f:srgm Saa'Pnehet’1 %Wg\}%?%ﬁg aH’r? ‘% afgj from the

subject databanaah thefellawingnihr ge meiorsh & dhR sase pEcutiraihs syhissldaaaug

predetermined number of bits shorter than the reference number of bits and rendering it as the plain
text c dataf atechbaydithy menwmﬁﬁlf@éiwﬁcipﬁwe@mfmmpemmbsn pithgsespective pieces of the

plain text cut data 0 of which have the ro bits shorter thanﬁ@e referen number of bits; Y)
the case of cuttlnﬁu]—:% stibjec 'ttmgyﬂ?ﬁesu él fn Pfe%e A7 1B %Ff@rlt‘é‘to f?’ﬁ%’é?rrté’terence

number of hiisane (BReEREihdeie PRIRdeX s IR Mérpwi@twhe Sy it ahdifigrent
positions in the respective pieces of the plain text cut data all o
dummy data at different positions in the respective pieces of the plain text cut data all of

which have the number of bits shorter than the reference nurmber of bits; and
15 Z) the case of cutting the subject data by a predetermined number of bits equal to or
shorter than the reference number of bits and rendering it as the plain text cut data, and
including the dummy data in the respective pieces of the plain text cut data all of which have
the number of bits shorter than the reference number of bits,
It is decided by the solution generated by the solution generating portion 274 as to
20  which of the above-mentioned three methods should be used to generate the plain text cut
data from the subject data.
Thus, a description will be given first as to how the solution generating portion 274
generates the solutions.
In the case where the interface portion 271 receives the subject data from the bus 29,
25  the solution generating portion 274 receives the information from the interface portion 271.
On this opportunity, the solution generating portion 274 starts generating the solutions.
According to this embodiment, the solution generating portion 274 generates the solution
each time the subject data is received by the interface portion 271. The solution in this

embodiment is a matrix (X) with 8 rows and 8 columns though it is not limited thereto.



which have the number of bits shorter than the reference number of bits; and 15 Z) the case of cutting
the subject data by a predetermined number of bits equal to or shorter than the reference number of
bits and rendering it as the plain text cut data, and including the dummy data in the respective pieces
of the plain text cut data all of which have the number of bits shorter than the reference number of
bits. It is decided by the solution generated by the solution. generating portion 274 as to 20 which of
the above-mentioreeF & tditipasibbdimeriethsselutogegeretatitiepolsion 84 @enatates flom the

subject data, Thus, a description will be given first as to how, the solution generating portion 274
generates tﬁgﬁé‘{o1 TBORSET Eell% _E W gg‘%ﬁ@ﬁ]’fgﬂ%‘&%ﬁ%&ﬁb{ﬂl 1 RBBEEESE sUfett data from the

e-case wne

bus 29, 25 {hrisehition@gneralingdAigRaf4-1asslvesthesiormation from the interface portion 271.
On this opportunity, the solution generating portion 274 starts generating the solutions. According to

this embodiment, the &oieratnileerdpiiong prersaivly gafidranesidningalonbneadchlitimeithe subject
data isgece'%e o ctlie L@lterfacelp rtio i?l.lT e solution in this embodiment is @ matrix (X) with 8
rows and 8 columns though it 1s ncgi fitdd fhardls SAROROLLYARS ?g]lfﬁ% 8%%%3%@‘?3&? n

generating gerdeniag hecorRiaAs the melutignssuersralysh Anidwnsiienine aonliagasy dhough itis
not a must. These solutions consequently become pseudo-random numbers. To generate the
solutions sURISESsNLIgeasTinting ibitispingonsnineemyiningrel drmd @inkable techniques, such as (1)

including exponentjations of solutions in the prqcess of generating.the solution including
multiplication of twocg?rm%get%?a%% 8 %ﬂ%ﬁ%ﬁ%ﬂ?}%’ %‘ﬁé‘é"&%ﬁf‘%‘é’ﬁé‘ﬁa’ﬁﬁ%‘?ﬁ@ﬁlﬁ%ﬁ)ﬁ ,I%Zg?jglﬂ%}ning (1)
and (2). Acgargingdae Bis esnhedinens. amsalutiomaenarating iRrignd Mihas fPhsealkdion. (X01)

and a 02vd solution (X02) as an initial matrix which is predetermined (for instance, the 10 01st
solutibA an@ B2slwisiatied 6RE rebuigdmracerdadiormirettiemningy seoioas seh A3 e ROM

dotryption HRE S AT 2Aer A0 44 (T 65 S0t LA BRI AR ENEE e oo 37
assigns thedytiaidmadihtie of SUNRPYPABRRIEssing apparatus 2 as will be described later.
The solution generating portion 274 assigns the initial matrix to a solution generating
algorithm held by the solution generating portion 274 so as to generate a 1* solution (X,) as
15  follows.
1% solution (X)) = X, X, + o (o0 = matrix with 8 rows and 8 colummns)
This is the solution generated first.
Next, in the case where the interface portion 271 receives the subject data from the
bus 29, the solution generating portion 274 generates a 2™ solution (X,) as follows.
20 2™ solution (X,) = X, X,, + o
Likewise, each time the interface portion 271 receives the subject data from the bus 29,
the solution generating portion 274 generates a 3 solution, a 4™ solution, ... an N* solution as
follows.
3" solution (X,) =X, X, + &

25 4* solution (X)) =X, X, + o

N* solution (X,) = X, X\, + &
The solutions thus generated are transmitted to the preprocessing portion 272,

algorithm generating portion 275 and key generating portion 276, and are held by the



algorithm held by the solution generating portion 274 so as to generate a 151 solution (X) as 15
follows. 151 solution (X,) = X02 X01 + a, (a = matrix with 8 rows and 8 columns) This is the solution
generated first. Next, in the case where the interface portion 271 receives the subject data from the
bus 29, the solution generating portion 274 generates a 2' solution (X2) as follows. 20 2" solution (X2)
= XI X02 + a Likewise, each time the interface portion 271 receives the subject data from the bus 29,
the solutionsgéreragegepditipp@idngEieraibs gesetisofutidil, s ltsol(Hgh, an. @h N™'ssbldtioras, )
follows. 3'd so Utiofﬁb( 3) = X2 Xl + a 2%40i solution (X4) = X3 X2 + a N solution (XN). = XN_I XN_2

+ a The soldHR2 i€ gobtead Bne) S At Rt PHApRS FreRetatar SRty Pelarg it short

generating RRIIRBHAATRNEKGIHERARIAIRRRITIANALS: Aot BaldRY BRdon, Saltignpgnerating
portion 274. To generate the N'h solution (XN), an (N-1)"h solution (XN-,) and an (N-2)' solution

(XN-2) whicteageatie poltitond/ demstdiel itherted atsiie belohativng shen:taddn tedpastiis elsshadiment.
Therefg{;}re, whletn geﬂfrat}ieré% %ne{g solution, the solution é;f%%{'ati g portion 274 must hold the two
nearest sol BiONE GRS FiE P FEP BGPTSR Rt il the S §08H GRS erating portion
274 must helg dheiyvensabitians) si¥eisal the Saltians sersiatedhin he Rashufich girQlder than
the two nearest solutions are not to be used to generate a new solution in the future. Therefore, the

past two soiticiod teke aedys feier iy dve wolativivg an dratinguportiGhe2drin thispastibedisobnitons
However, the gglutio&mg beeli;u the second. nearest solution till then which becomes the third

nearest 10 So1{tiGAD REATL SRR SRR 1< $d b S RbaHB P he HPstRE hified
memory in wdlighbihg-salgtine @ Reend seardqdo kiR A VIRIBR YIS Reld withald RGing.grased. The

solutions thus generated are chaotic and transitioning nonlinearly, and are pseudo- random numbers.
10  solution by having the new solution generated is to be erased from the predetermined

memory in which the solution has been recorded. The initial matrix is held without being
erased.

The solutions thus generated are chaotic and transitioning nonlinearly, and are pseudo-
random numbers.

15 To transition nonlinearly, the following formulas may be used when seeking the N®
solution in addition to using the above-mentioned formula of N* solution (X,) = X, X, +
o
for instance,
(a) N™ solution (X)) = (X, )°
20 (b) N* solution (Xyg) = (Xy.) (X AKXy ) (X 0)*

(c) N* solution (X,) = (X,)F + (Xe0)?

P, Q, Rand S are predetermined constants respectively. The solution generating
portion 274 has two initial matrixes in the case of using the formula (a) or (c) and four initial
matrixes in the case of using the formula (b).

25 The above-mentioned o is a constant. However, it may also be a piece of specific
changing environiental information. This environmental information is the information
which is self-generated one after another as time elapses and obtainable in common at distant

places, such as the information set up based on weather in a specific region, the information



15 To transition nonlinearly, the following formulas may be used when seeking the Nt solution in
addition to using the above-mentioned formula of Nth solution (XN) = XN-, XN_2 + a: for instance, (a)
N"h solution (XN) = (/XN_,)e 20 (b) N™ solution (XN) = "XN-1)P(XN-2)Q(XN-3)R(XN-4)S (c) N' solution
(XN) = (XN-,)P + (XN-2)e P, Q, R and S are predetermined constants respectively. The solution
generating portion 274 has two initial matrixes in the®¢ase of using the formula (a) or (c) and four initial

matrixes in teewgebssat usitg teattatasia EkviSchhaalieuer srenbanad aVsstGeRIaIY dipwever, it
may also be a piece of specific changing environmental information. This environmental information is

the @nformaﬁB‘?FimFéﬁ‘?sa%@@@_é‘?f@iﬁé@&rﬁétdﬁb?c&ﬁﬁiﬁ@%ﬁ%&@épﬁ%&ﬁ@@ﬁf&inable in common
at distant places, ﬁlf%?c?sﬁgi'gtm%g%%?eo&ﬁﬁhgﬁggﬁ?ﬁegf%% Weailltrkllgr in Wg{%g{l\ r%eﬁ]lon the information

¢ abgve- e
46 set up based on the contents elevision broadcast of a certain oné ata specific

time and thenfdomatiorosetfipr ageeiel Rgd @ sastilin O t-arsRREI lif foRAkHMhis ORSAIBIEO IR Al
confidentiality of communication by creating the above- mentioned a one after another and generating
commoh infSRFEERPom such environmental 5 information. It is also possible, as a matter of course,

to add a (this may. nerated.from_the . environmental information) to right sides of the
above-mentioned %%?smg f 82’?3331 (%e(és. The tf)erlé%frggggsseih% Srgﬁi%r@’fﬁhagv{éf?gg%%%egoﬁﬁg %l%ﬁutions

generated aadesctiorch alforedibal is, fipatahiiconBaiboce sRIGNS) Mesides wihishof the
above-mentioned 10 methods X), Y) and Z) should be used to generate the plain text cut data

accordingly. Acc%ﬁﬁ?&rﬂﬁﬁsmﬂ%rﬁ?% W%F%@W@éf@@@ﬁﬂg@ﬁﬁgﬁw efedascriieds rows
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of Z) ifa remathdés Kerephid Zyehpaativelitdhooglrtiswaidiplipritheratialddathgisgse of
generating the plain text cut data by the method of X), the preprocessing
According to this embodiment, a sum of the numbers configuring the matrix with 8 rows and
8 columns as the solution added up is divided by 3. The plain text cut data is generated by
the method of X) if a remainder thereof is 0, by the method of Y) if the remainder is 1, and
by the method of Z) if a remainder thereof is 2 respectively though it is not limited thereto.
15 In the case of generating the plain text cut data by the method of X), the preprocessing
portion 272 generates the plain text cut data by cutting the subject data received from the
interface portion 271 by the predetermined number of bits (7 bits in this embodiment) shorter
than the reference number of bits in order from the top of the subject data. The
preprocessing portion 272 embeds the dummy data at a fixed position of the plain text cut
20  data. The position of the plain text cut data for embedding the dummy data may be either
changeable or fixed. In the latter case, the position for embedding the dummy data can be
the top, end or a predetermined intermediate position such as a second bit or a third bit of the
plain text cut data for instance. The dummy data may be any data unrelated to the subject
data. For instance, there is a thinkable process, such as constantly embedding the data of 0,
25  embedding the data of 1 or alternately embedding the dataof 1 and 0.  As a further example,
it is possible to decide what dummy data should be embedded based on the above-mentioned
solutions. For instance, the sum of the numbers configuring the matrix with 8 rows and 8

columns as the solution added up is divided by 9. 0 is successively placed such as 0, 0, 0,

0 ... if the remainder thereof is 0, 1 is alternately placed such as §, 1, 0, 1 ... if the remainder



portion 272 generates the plain text cut data by cutting the subject data received from the interface
portion 271 by the predetermined number of bits (7 bits in this embodiment) shorter than the reference
number of bits in order from the top of the subject data. The preprocessing portion 272 embeds the
dummy data at a fixed position of the plain text cut 20 data. The position of the plain text cut data for
embedding the dummy data may be either changeablig\ or fixed. In the latter case, the position for
embedding thé,duminsededancavehething phioe andharsd phe deteininedinke raedlatepesitiandsuch as a
second bit qr.a third bit of the (Elain text cut data for instance. The dummy data may be any data

unrelated to HFE*d8bibdt TBSRUCERT SHerk S tridassdidhp Faeapidprdtdsat Suieh il algaifife
embedding i ige:050, 258MRSCARAING e b OFAlSIRRE mbedding the data of 1 and 0. As

a further example, it is possible to decide what dummy data should be embedded based on the
above-mentioned Ischdions. & @esttingeht¢hdsatexafditeinurblyahe eenfigh Ny Theenatprovdts@gows

and 8 columns.as solution added up is divided by 9. 0 is successively placed such as 0, 0, 0, O ...
e remaitEE e RSO O ERLY HEGEE LGP PRI Of T AANBIATESS 1, 1 1

inserted at QuBRHEAIRGR AHERERInRrbibifl  rnblPS RIS, b Aol PR R NSCrted

at every fourth place if the remainder is 3, at every fifth place if the remainder Is 4, ... and at every
tenth place thtdremmaitdenisie:. piethe dabe pit:geretatin gl sheatl aiwthidhdutvdate byt mstsiod of Y),
the preproc?}isig%%ﬂggﬁ%ﬂion 272 cuts the sub%a{ct data by the predetermined number of bits (7 bits for
instance) shSH e FERLT SR BUR B B hitsFothisherseithe A tinmifrrambeAdiagthand includes

the dummy daiay daeaeiree ARt St e gARAL AADIEIBR e AUBReTPTRI ghorter

than the reference number of bits. In this case, the position for embeddingthe dummy data can be
eitherlfixed &Y hey Aty chafbingl $bith 28 bipdthigiin B siwithmdsmbitci 2ing. bitlBtekhitse. 81h bit, 1'
bit, 2nd bit, 3¢d bit ... 8' hit or fandomly changing. In the case where the position for embedding the
dummy datd’ Eﬁﬁg?%ﬁﬁ’&ﬁ%ﬂﬁg%@}%ﬁeﬂp%gﬁfﬁiﬁ@%ﬂmﬂw&éﬁ‘m‘ﬁ@%g&ded based

on the soluldite ferigaianasdy iR e A AL tsWR0.EARRHRAR b EMBRAdInG the dummy

data based on the solutions, the sum of the numbers configuring the matrix with 8 rows and 8

columns as 15 thésutibn meltiod apdecidiirigebelyositibhdfatumimddaig dscaltennafelyteizeddad at the

top the solutions, the sum of the numbers configuring the matrix with 8 rows and 8 columns as

15  the solution added up is divided by 8. 'The dummy data is alternately embedded at the top
and end of every other piece of the plain text cut data if the remainder thereof is 0, the piece
of the plain text cut data having the dummy data embedded at the top thereof and the piece of
the plain text cut data having the dummy data embedded at the end thereof are placed at
every third place if the remainder is 1, the piece of the plain text cut data having the dummy

20  data embedded at the top thereof and the piece of the plain text cut data having the dummy
data embedded at the end thereof are placed at every fourth place if the remainder is 2, ... and
the piece of the plain text cut data having the dummy data embedded at the top thereof and
the piece of the plain text cut data having the dummy data embedded at the end thereof are
placed at every ninth place if the remainder is 7. It is also possibie to further move the

25  position for embedding the dummy data instead of fixing that position such as the top and
end.

In the case of generating the plain text cut data by the method of Z), the subject data is

cut by the number of bits equal to or shorter than the reference number of bits.  This cutting

is feasible by cutting the plain text cut data to a random length shorter than 8 bits. For



and end of every other piece of the plain text cut data if the remainder thereof is O, the piece of the
plain text cut data having the dummy data embedded at the top thereof and the piece of the plain text
cut data having the dummy data embedded at the end thereof are placed at every third place if the
remainder is 1, the piece of the plain text cut data haying the dummy 20 data embedded at the top
thereof and the piece of the plain text cut data having the dummy data embedded at the end thereof
are placed #tapas; theinpRichdmabermesntignisng, the amirithw it confsthadfairltext ot thata having

the dummy data embedded at the top.thereqf.and the piece of the plain fext cut data having the
dummy datéOZ‘HB% gggga%ﬁ% e Hit?é)é)t%gf a?l%?epff&%garﬁ.pg\;éf& ﬁiﬁﬁﬁ&é@%%@?@ﬂ%&éﬂgeﬂslt is
also possible:tefuythier imavedhRidacp asiiast fonembeagringibs summyiatednatead af fixingthat

position such as the top and end. In the case of generating the plain text cut data by the method of 2),
the subject @@t vbY bifdiimtsaradtdsitdselyuhe toppetidrmerftderstiere fhaterat éhatipaiiet iof bits. This

cutting _is feasible by cutfing t lain text cut data to a random length shortey than 8 bits, For 48
instanc5e, th%éné%lns"l% t%%ﬁgnst?grﬂs%c%n Pglﬁrf’r{gl e'mﬁlﬁ}i}ﬁifﬂ%?%‘g’a‘?foﬂgﬁ &8 ?ﬁh@%@%g’%olution
added up is,ginidadibe 8 ditiopnartionokingisuiect dataahihabpainrimdpgiscutRyAdits if the

remainder thereof is 0, the top portion of the subject data at that point in time is cut by | bit if the
remainder i4s gsaamiegottio preptircesungapartiam2d2thathedintin Guimey iktuinmachbitdiiithelremainder
is 2, ... and the top portion of the supject data at that point.in.time is cut by 7 bits if the remainder is 7.
Of the pioct el T BT h b TR B AP EPRBRERS IS IGEES G B BETS3% HBLER the
dummy datgitn egghtindiuiduale Rigeegidhe RIADHIEXhEHE data fru egat@ﬁeeffmdgegi%ﬁigﬁam tpthan
the reference number of bits. In this case, the dummy data may be embedded either at a specific

positibA sudPy the avlwpadrrietentiardchinging posiienddentfing pyshiosoldgemified by the solution.
The plain text cutflﬁéa fhus%eneg%t%(&ug transmitted to the en(é%ptio portion 273 in _ordﬁr of

generation. In parallsRwith the e 1 SEOTAATSIAS (S0 T AL Hhe SGORERR BEHERAY ortion

€ generati
275 generategeihs algerithprs used on encrypting the plain text cut data. 15 The algorithm generating

portion 275 of this embodiment generates the algorithms
In parallel with the generation of the plain text cut data, the algorithm generating

portion 275 generates the algorithms used on encrypting the plain text cut data.
15 The algorithm generating portion 275 of this embodiment generates the aigorithms
based on the solutions.
According to this embodiment, the algorithm generating portion 275 generates the
algorithms such as the following.
The algorithm in this embodiment is defined as 'what is acquired by, in the case where
20  the plain text cut data which is 8-bit data is a matrix Y with 1 row and 8 columns, multiplying
by Y a matrix which is the matrix X with 8 rows and 8 columns as the solution raised to a-th
power and turned clockwise by n x 90°.'
Here, a may be a predetermined constant.  In this embodiment, however, it is the
number which changes based on the solutions. To be more specific, the algorithm in this
25  embodiment changes based on the solutions. For instance, a can be defined as the
remainder (provided that it is a =1 in the case where the remainder is 0) in the case of
dividing by 5 the number acquired by adding up all the numbers as elements of the mafrix

mncluded in the solution which is the matrix with 8 rows and 8 columns.



based on the solutions. According to this embodiment, the algorithm generating portion 275 generates
the algorithms such as the following. The algorithm in this embodiment is defined as 'what is acquired
by, in the case where 20 the plain text cut data which is 8-bit data is a matrix Y with 1 row and 8
columns, multiplying by Y a matrix which is the matrix X with 8 rows and 8 columns as the solution
raised to a-th power and turned clockwise by n x 90."Here, a may be a predetermined constant. In
this embodiment, Adwabereirisnhensimiberpriichrohiasdesivhseseonthy daliiyns IThbkayive

specific, the algorithm in this 25.embodiment changes based on the solutions. For instance, a can be
defined as tﬁ%r%ga%glllr? er’bre{ppol\?’l%lé{g%a PYEEL %&qﬁ%‘"’%@%ﬂ?@?&qﬁé‘ Fareiidariasay M bhe case of
dividing by RitkeiBeaiesativired by Adding Rial, heHMRSE A% 8lenents:Ohis Mabixngyuded in

the solution which is the matrix with 8 rows and 8 columns. 49 The above-mentioned n is a
predetermin@8bedifsat-set up by the key. If the key is a constant number, n is fixed. However, the key

changes based on the solution.as will be described hereunder. To be maore specific, this n also
changgi based ogttﬁse%%&(?gﬁﬂ%et\fg%wgyﬁﬁcgaif{%ﬁﬁ? ﬁ?%éﬁb%%?ﬁ’l@?ﬂ%%@@ﬂecide the

algorithm as sometfvingdli{tersatis Acsotdinghtodis1 SRSt e SHEHHQWSP%EEE%@Q dgrtion 275

generates the algorithm and transmits it to the encryption portion 273 each time it receives the
solution frophMélys|audrysmitailig fertioeration nqsticall 8M¥ithcthége iterativreofhsoplsitmtext cut
data, the key generating.portion 10 276 generates the keys used on encrypting the plain text cut data.
The key ger%%%?k% ?)Doﬁr%lorrl1 5%65%151&3?@% 2 eys based on the solutions. According to this

embodiment, the gy, giaNer AB0RO iR A IRIREP RIS KeYS SHENhBR DS IlAWINEp i key in this
embodiment is defined as the number acquired by adding up all the 15 numbers as elements of the

matri® fhcludé@ ganeratep fhiadie vohieh! ientisacmyating Withiainwextamd &itolumns. Therefore, the key

changes based on, the solution according tQ this
9 nI‘Beekey gex?eraat&g por%%n%% generates the keys based on the solutions.

According to this embodiment, the key generating portion 276 generates the keys such
as the following.

The key in this embodiment is defined as the number acquired by adding up all the

15  numbers as elements of the matrix included in the solution which is the matrix with 8 rows
and 8 columns. Therefore, the key changes based on the solution according to this
embodiment.

It is also possible, however, to decide the key as something different.

According to this embodiment, the key generating portion 276 generates the key and

20  transmits it to the encryption portion 273 each time it receives the solution from the solution
generating portion 274.

The encryption portion 273 encrypts the condition data received from the condition
data generating portion 277 and the plain text cut data received from the preprocessing
portion 272 based on the algorithm received from the algorithm generating portion 275 and

25  the key received from the key generating portion 276 (S1105).

According to this embodiment, the condition data is encrypted first and the plain text
cut data is subsequently encrypted.

As described above, the algorithm is defined as 'what is acquired by, in the case where

the plain text cut data which is 8-bit data is 2 matrix Y with 1 row and 8 columns, multiplying



embodiment. It is also possible, however, to decide the key as something different. According to this
embodiment, the key generating portion 276 generates the key and 20 transmits it to the encryption
portion 273 each time it receives the solution from the solution generating portion 274. The encryption
portion 273 encrypts the condition data received fromipe condition data generating portion 277 and
the plain text cut data received from the preprocessing” portion 272 based on the algorithm received
from the algbyithmmemiratrichgetiomazk e ith thewewrdGivdahiromstiie kel gaenemtidgpetion 276
(S 1105). Accordin Ebodiment, the condition data is encrypted first and the plain text cut

thi
data is subSEYU& g‘ﬁ%’lr%f? erkrdsgscrped abtRbn disthreitanite dnrcmeiopadakEuired by,
i the case where [y plalR el SIS0 f5 B AR SR BRI AL EQN, AER,B columns

multiplying 50 by Y a matrix which is the matrix X with 8 rows and 8 columns as the solution raised to
a-th power awidiiplpiegitoldekwnisditiymda @t Hanpl ainats theutelnis dineradicivenite Stiomadmdifber. In the

case wpere aJs 3 an% n.isgg for instance, the encryption is performed by multiplying by the condition
data orthe SHAMTRSP REHAS: RXM%Bf 80 BN A rd B S TRTrS B0 Sir B L ObRs € B kwise

the matrix witiy@ somg, g@&%mr&p%aiggq&y raising X to 3rd power by 6 x 901 = 540. The pieces
of data thus generated are the enCrypted condition data and the encrypted cut data. The encrypted

condition data andiitepésres piddtebwagarare tchasrtitied coyttedl®aditnacting pof tionea8Hptde
connecting Botrgon 280 connects them with the header data and the basic condition data as one in a
structure showIRFIG. 4 so as to generate the encrypted data (S1.106). An alignment sequence of

the encrypted cut #gieit thiR-0a%m SR USARERANIIR NS A INMER! SRAUGNGEALIhe @Eginal plain

text cut data. As described above, the step of S 110 in which the encryption processing apparatus 1
15 geheratexonhectingrypraond2ie. byecypitnginigesubje t&lntansdinisheda firich hdenerypted data
thus generaggg tﬁe%%gﬁrggg%?tfgntggtg ger)Tg ;Q{Caaglgt?c%?g zsitrl%t\lszg 12118}.‘*!?(} 4 so as to generate the
encrypted data (S1106). An alignment sequence of the encrypted cut data in this case is
corresponding to the alignment sequence of the original plain text cut data.
As described above, the step of S110 in which the encryption processing apparatus 1
15  generates the encrypted data by encrypting the subject data is finished first.
The encrypted data thus generated is transmitted to the communication apparatus 28 in
the encryption processing apparatus 1 via the bus 29.
The communication apparatus 28 transmits the encrypted data to the decryption
processing apparatus 2 specified by the MAC address included in the header data of the
20  encrypted data via the network N.
Thus, the above-mentioned step of $120 is implemented.
The decryption processing apparatus 2 having received the encrypted data implements
the step of S130 of decrypting the encrypted data to change it back to the subject data.
Hereunder, this step of decryption will be described in detail by referring to FIG. 9.
25 The encrypted data transmitted to the decryption processing apparatus 2 is received by
the communication apparatus 38 of the decryption processing apparatus 2 (S1301).
The communication apparatus 38 transmits the encrypted data to the decryption

apparatus 37.



the encryption processing apparatus 1 via the bus 29. The communication apparatus 28 transmits the
encrypted data to the decryption processing apparatus 2 specified by the MAC address included in
the header data of the 20 encrypted data via the network N. Thus, the above-mentioned step of S120
is implemented. The decryption processing apparatus 2 having received the encrypted data
implements the step of S130 of decrypting the encryf)%ed data to change it back to the subject data.
Hereunder, this stéfhobupeorgpsimngpririenddzTiibid dedepaibhypptestingitoreieives e Theygnatypted
data transmitted to the decryption processing apparatus 2 is received by the communication
apparatus 3835t ¥ e tish BPoieRsiAly apparatus 2 (S1301). The communication apparatus 38

ransmits the encryeghdaia0.RE ASERPHTD FRRAEHS Mo IHF AITRIRSASDG RQILgN 372 n the

decryption apparatus 37 receives the encrypted data via the interface portion e preprocessing
portion 372 takegpthd dits(S E30R)itionl desesmifs of théhedesivednddryplad aaiby{SE3VNioarBygansmits it
to the basic condition data analyzing portion 378. 5 The preprocessing portion 372 transmits the
encrypted ¢ 8iﬂ’fﬁ?@&?ﬁ%ﬁﬁ@&@&%ﬁ%WW&W@%WF@%%\%‘?&‘W%%3%3 SHEARIZIAY portion 378
analyzes thggeptests indicated by the basic condition data (S 1303). The basic condition data
analyzing portion 378 transmits the information on which encrypted condition data should be
decrypted determiihbd trsin ¢hisitDindaravatityr bogthertierc 3/l anaporionStéhtéa desirihetiabave, the

basic condiﬁ!%l data [ncludes the information on what number generated solution the solution used on

generating 1&&%4}8%&8‘%%}%%% oM RS RG I KRG RSB R PR BPPe B SR tsndition
data is. Theﬁ’ﬁﬁﬁéﬁﬁﬂ%ﬂ%ﬁm%@}?{%@@&n@ﬁ@ﬁ%é@%@?&@Etﬁé&_ fad '%igg@ﬁrg}ﬂqgi%ortion

374 the information on what number 15 generated solution the solution used on generating the key
and algborithimferseation ertbetimgpeapindiviial piece of the encrypted condition data included in the
rormaion o s UEEE SR AR 0 45 Thcladed T nformation on what s
information on wh
generated solution the solution used on generating the key and algorithm used on encrypting
each individual piece of the encrypted condition data is. The basic condition data analyzing
portion 378 transmits to the solution generating portion 374 the information on what number
15  generated solution the solution used on generating the key and algorithm used on encrypting
each individual piece of the encrypted condition data included in the basic condition data is.
However, it only transmits to the solution generating portion 374 the information on what
number generated solution the solution used on generating the key and algorithm used on
encrypting the encrypted condition data of which decryption is allowed or not prohibited
20  according to the condition included in the basic condition data is.
The solution generating portion 374 generates the solutions for decrypting the
encrypted condition data based on this information (S1304).
The generation of the solutions performed by the solution generating portion 374 in
the decryption apparatus 37 of the decryption processing apparatus 2 is performed by going
25  through the same step as that implemented by the solution generating portion 274 of the
encryption processing apparatus 1.
As described above, the solution generating portion 374 has the same initial matrix

and solution generating algorithm as those held by the solution generating portion 274 of the

encryption processing apparatus 1 associated with the decryption apparatus 37 including the



number generated solution the solution used on generating the key and algorithm used on encrypting
the encrypted condition data of which decryption is allowed or not prohibited 20 according to the
condition included in the basic condition data is. The solution generating portion 374 generates the
solutions for decrypting the encrypted condition data;hased on this information (S1304). The
generation of the solutions performed by the solution generating portion 374 in the decryption

apparatus FPHfigfsasriRRosHesctng Appaiatasticisolutionsran trptgdinghe Siehrypiignthe same
step as that | the solution generating portion,274 of the encryption processin
apparatus 1#%% gé&iﬁr‘?gﬁ a%é;?/cég,’%%lg S f&ﬁg%sﬁlgnaglpgaﬁﬁ% Sg%rzﬁgn ARa4the"s M‘fﬁﬁ%‘f’ﬁfgﬁ"& and
solution gerenating @gaiiinapaethese heltbyibe seluties @easriingRartian2ZfdLidharangnyption

processing apparatus 1 associated with the decryption apparatus 37 including the 52 solution
generating Hirfismeauler peraiMalinsaBRMehs generated in the decryption apparatus 37 of the

decrypion procesging ARRAIRI D R AL IS AR IR0 Wlons Aenerated. (A 1o ShchuAan

apparatus 27 of the erfcryption processing apparatus 0se genera Lordfelare

mutually cothpargstithmhegenagirdsalionmarniraspitiaddiodhgaduton generating portion
374 to the algorithm generating portion 375 and the key generating portion 376. The algorithm

generating portionl3?3gAt e K HERERwDShomd fscderseneraiin cgoion At taerkiaiesther
decrypting gigo?gﬁ%%%ﬂ ﬁ%lggggeggb%ﬁ}g1%059ﬁghew%%%%%@0§i%%%§g%gﬁrtion 375 generates the

algorithms based on the received 1 ation. Fhe step in'w thm generating portion

375 of the decryptitie AgotiassigenapRRIRS 2078 aéasriesaRoiimmisdpecane as thasiep in
which the algorithm generating portion 275 of the encryption processing apparatus 1 generates the

algoritms. FRHEBAS N nid g slkeriethishsby Pserdanasaaselinbprationivayef the denrwwtien those
ey gonerala oA e R SRR AT e m wnioh
the key gendgatitgnpgeiern@dpoirtivn desrypii eRLOERESING GRRJALWpFaratus 1 generates the
algorithms. The algorithms generated based on the same solution are always the same as
those generated by the algorithm generating portion 275 of the encryption processing
15  apparatus 1.
The key generating portion 376 generates the keys based on the received information.
The step in which the key generating portion 376 of the decryption processing apparatus 2
generates the keys is the same as the step in which the key generating portion 276 of the
encryption processing apparatus I generates the keys. The keys generated based on the
20  same solution are always the same as those generated by the key generating portion 276 of
the encryption processing apparatus 1. |
The decryption processing apparatus 2 generates the same solutions as those generated
by the encryption processing apparatus 1 based on the information on what number generated
solution the solution used on encrypting the condition data in the encryption processing
25  apparatus I is, and generates the algorithms and keys based on it. Therefore, the decryption
processing apparatus 2 can generate the same algorithms and keys as those used on

encrypting the condition data in the encryption processing apparatus 1.



generates the keys is the same as the step in which the key generating portion 276 of the encryption
processing apparatus 1 generates the keys. The keys generated based on the 20 same solution are
always the same as those generated by the key generating portion 276 of the encryption processing
apparatus 1. The decryption processing apparatus 2 generates the same solutions as those generated
by the encryption processing apparatus 1 based on the information on what number generated

solution the soluti E%W&%%@%ﬂh@%ﬁ@mﬁeéaffm realarerfptarotiessng 28 Apparatus 1
s e sl g v o an T R Froen

apparatus 2 can g€ e same algorithms an ose used on” encry ndition
data in the goetiyptEi6 psabe satrgpapparationl3 B3 The generated algorithms are transmitted from the
algorithm generating portion 375 to the decryption portion 373. The generated keys are transmitted

from the key genelafffycH6tibaS e traiedediipnchporidiisy the sotssiemislivsed e basic

conditign d g}g{“ﬂ?gé oltian | 5 generating the key.and algori used on
encrypting aegté%:lh indivi ugﬁ% geclg %??é@ﬁé%%%%%%@ggtﬂ 1%gdﬁa%cafl %OIJ@%Q;W%%(%H%GC 0 %Htéoglgorithm
generating getijchi8d5 asih e ey aganeradingtho Higs 26, danbisieaserihn aumanggeperated by
the algorithm generating portion 375 and the keyﬁenerating portion 376 are transmitted from the

algorithm g8RRFEAS RIHBNI05 drHEsHes tho Al seritbmszenertedian trardeokilym seneratieenitted
o R e R ce o

.. : 1
condition data includes the gorl emselves used on efncrypting éach in

the conditiopodata, 3G yoate tensmitegdeities tecryfiiogapertien B#p Mevaihaidsenpliomorejon 373
decrypts the encrypted condition data by using the 15 algorithms and keys received from the

algori ﬁ’m g 9 portion %Vﬁst%ﬁ&?%%@i%d?@@lhé portion 376 (S1306). To be more precise, the
ine condiion cata et e B e R B v 7.
with 1 row aneti®oeierysing each individual piece of the condition data, they are transmitted to the
decryption portion 373.
Next, the decryption portion 373 decrypts the encrypted condition data by using the
15  algorithms and keys received from the algorithm generating portion 375 and the key
generating portion 376 (§1306).
To be more precise, the decryption portion 373 generates the algorithms for
performing the decryption processing (definition of ‘the condition data is what is acquired by,
in the case where the encrypted condition data is a matrix Z with I row and 8 columns,
20  multiplying by Y an inverse matrix of a matrix which is the matrix X with 8§ rows and 8
columns as the solution raised to a-th power and turned clockwise by n x 90°") based on the
algorithms received from the algorithm generating portion 375 (definition of ‘'the encrypted
condition data is what is acquired by, in the case where the condition data which is 8-bit data
is a matrix Y with 1 row and 8 columns, multiplying by Y a matrix which is the matrix X
25  with 8 rows and 8 columns as the solution raised to a-th power and turned clockwise by n x
90°), and performs calculation by using the keys so as to perform the decryption processing.
Thus, the decryption portion 373 decrypts the encrypted condition data transmitted

from the preprocessing portion 372 and generates the condition data. The encrypted



20 multiplying by Y an inverse matrix of a matrix which is the matrix X with 8 rows and 8 columns as
the solution raised to a-th power and turned clockwise by n x 90") based on the algorithms received
from the algorithm generating portion 375 (definition of 'the encrypted condition data is what is
acquired by, in the case where the condition data whigh is 8-bit data is a matrix Y with 1 row and 8

columns, multiplying by Y a matrix which is the matrix X 25 with 8 rows and 8 columns as the solution
raised to a—tﬁoﬁgg&’éﬁnﬁ?@tﬁ?%temﬁé’ww QgYRird pardsimsdaiac adohbieosintiotis keys so

as to perfor i ' : he de tion partian 373 decrypts.the encrypted
Condition dats S R e S R S Eote, The

encrypted 54 conditian detdedsgnydteshtirteniganly the anenyptedropstidamndataoixbjethsgecryption is
allowed or not prohibited according to the condition included in the basic condition data. Next, the
decrypted cBAHES d4ta is transmitted to the condition data analyzing portion 377. 5 The condition

data analyzing porigp 34420347284 t indicated hy the condition.d ta(_tgs 07). As
described above, the condiltion dat%c%&%%q}%%%?gag% oafP}%SS %ﬁg\?vrllnagno&l)n%c 3%%&%9
information oonditmbrilami§8i $eheratadisaitition Abeveoltticonuresh whengenrpsing e keyand
algorithm used to encrypt each individual piece of the encrypted cut data is. 10 The condition data

analyzing PO BE finsodieprelibe Rinsmion: brdatRuRbrigenarpledsodntin Biecrglwéencut data
hes wi it followi D)..(A).information for identifying th t
B e T

processing apparatus allowed to per ted from performing ecryption o
encrypted cetagtacd BufRkiafisrmation for identifying the user allowed to perform or prohibited from

performing the decryption of the encrypted cut data; (C) at least one of information on a period

allowihg the decrypfioFBrdatita-ks Adalyrdes Rt Srd fiste desermaiaes whetheopiraiordn a period

T AL e 6 O SRR A 1 L AP0
(D):

(A) information for identifying the decryption processing apparatus allowed to
perform or prohibited from performing the decryption of the encrypted cut data;

15 (B) information for identifying the user allowed to perform or prohibited from
performing the decryption of the encrypted cut data;

(C) at least one of information on a period allowing the decryption of at least one
piece of the encrypted cut data and information on a period prohibiting the decryption of at
least one piece of the encrypted cut data; and

20 (D) information on which of the multiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple pieces of the encrypted cut
data should have its decryption prohibited.

For instance, to determine whether or not it matches with the condition of (A), the
condition data analyzing portion 377 reads the MAC address of the decryption processing

25  apparatus 2 from the HDD 33 via the bus 39, and compares the MAC address of the
decryption processing apparatus 2 with the information on the MAC address of the
decryption processing apparatus 2 allowed to perform or prohibited from performing the

decryption of the encrypted cut data included in the condition data.



its decryption allowed or information on which of the multiple pieces of the encrypted cut data should
have its decryption prohibited. For instance, to determine whether or not it matches with the condition
of (A), the condition data analyzing portion 377 reads the MAC address of the decryption processing
25 apparatus 2 from the HDD 33 via the bus 39, and ggmpares the MAC address of the decryption
processing apparatus 2 with the information on the MAC address of the decryption processing

apparatus 2 allowel ihEFIHTRS Kb SRS bR hamyithéheleerd BB e @aayptivrut data
included in thg Londondaia;r3 MY gD mign ther or not.it matches with the condition of
(B), the condition da?aﬂgnalyzilng port?on a377 as a l%’mﬁé%%?ﬁﬁ%@gf%’%%ﬁ#d%ﬁg‘)é‘é ed 10 eddh
individual usepuitigltipchby shefusanironpthappatirappmid shab @odithe hegseivasdhprndsdine bus 39
for instance, so as to compare the ID and password with the IDs and passwords of the users 5 allowed

to perform oPPRSKBRR A% FPHIAET TP RERAS RV E B yptearsti erstao fhiisare included
in the cgnditipp Hata PELRe Lo SRR RIS ER S % ARparat 1 determining whether or not it
matches with the condition of (C), the c:onditionB ata an%lgg?r%lige\%gﬁ%r? f%e%%%'eps%%glﬂtn(%%ata from
the timer 380ominstancidaddn denepadeithéacuoemetive vperebyirdisaiedwithathednformation on
the period allowing_ or 10 prohibiting the decryption of the encrypted cut data. When determining

whether or not it myteHe SR HE L BHERET S M)t Resditidhheaanditiopai §Peottiosamition

ndividually desesigsyieiiensashJnsdial pisca Al s FaCRledad data allanger the
encrypted cut data of which decryption is allowed or the encrypted cut data of WHICH tecryption is
prohibited irclmgectirtithewoeditior dateby Snbleedovithdetathahdesaroninatiparispise amMed
likewise by the basjc condition data analyzing portion 378 in the case where the basic condition data

include? thPESHOHBELNS el (80 G GRE ML ARtidHanhereof is omitted. Consequently, it is
determined tha i ez % ABSS 58 IR SSYRIET LA AR NG pntet o condicon
g %% g?l? de naitit

. . Condiiion. . .
for allowing the decryption and the encrypted cut data falling under one co on for pro |B|t|ng the
decryption. dnis detbyringgethian 8% dediniptisilyidatonadsastiotoe atemananmigs eutdata.

encrypted cut data falls under the encrypted cut data of which decryption is allowed or the

encrypted cut data of which decryption is prohibited included in the condition data.

15 The above method of determination is also performed likewise by the basic condition
data analyzing portion 378 in the case where the basic condition data includes the conditions
of (A) to (D) though a description thereof is omitted.

Consequently, it is determined that the decryption is not allowed as to the encrypted
cut data falling under no condition for allowing the decryption and the encrypted cut data

20  falling under one condition for prohibiting the decryption. It is determined that the
decryption is allowed as to the other encrypted cut data.

The condition data analyzing portion 377 transmits this information to the decryption
portion 373.
The condition data analyzing portion 377 transmits the information on what number

25  generated algorithm and key those are included in the condition data to the solution
generating portion 374.  However, the information transmitted to the solution generating
portion 374 is only the information on what number generated solution the solution used on

generating the key and algorithm used on encrypting the encrypted condition data of which



The condition data analyzing portion 377 transmits this information to the decryption portion 373. The
condition data analyzing portion 377 transmits the information on what number 25 generated
algorithm and key those are included in the condition data to the solution generating portion 374.
However, the information transmitted to the solution ggnerating portion 374 is only the information on
what number generated solution the solution used on generating the key and algorithm used on
encrypting tHECBRIOP IS A Momestionnaarbibitsit roserdies ippths renditioweechidedtpibhibitéd according
to the condig’ggdi%%wgg& 'irg.the basic condition data is. The solution generating portion 374 generates
the solutions for decrypting the encrypted cut data based on the received information (S 1308). 5 The

generation of the StiationaipsgensretnpybtieGolriongearsatingemitien &rdinripaseayption
apparatus 37 of the decryption processing apparatus 2 is performed by going through the same step

as that implERGBREEY Bt friahased Aybsdrssig bvimsmationdBaR0%ncryption processing apparatus 1.

Th ted i t luti i ti 74t0 10t .
€ gegerate SOLT'HQ %l%n%ﬁﬁB%gﬁgg{g%giﬂ't%ﬂs S Rea %ﬂ%}%gﬂl (%ﬁ%%%?ag’mﬁ ggg{ilr?gljl z (tjirﬁﬂo n 376.

preprocessing portion 372, the rithm generating port an ey ge
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portion 375 gf the 8&%@' Q i[[&g fpparatus 2 generates the algorithms is the same as the
step in which %Hgé% algo[)r\ilthm ég%:egft%]%g portion 275 of the encryption processing apparatus 1

generates the algBhithraserited kelygeneratingpoitien 336 IpnesaiasihedeyshasadanIne received
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The algorithm generating portion 375 and the key generating portion 376 generate the
algorithms and keys for decrypting the encrypted cut data (S1309).
The algorithin generating portion 375 generates the algorithms based on the received
15  information. The step in which the algorithm generating portion 375 of the decryption
processing apparatus 2 generates the algorithms is the same as the step in which the
algorithm generating portion 275 of the encryption processing apparatus 1 generates the
algorithms.
'The key generating portion 376 generates the keys based on the received information.
20  The step in which the key generating portion 376 of the decryption processing apparatus 2
generates the keys is the same as the step in which the key generating portion 276 of the
encryption processing apparatus | generates the keys.
For the same reason as the keys and algorithms generated on decrypting the encrypted
condition data, the keys and algorithms generated by the decryption processing apparatus 2
25  ondecrypting the encrypted cut data are the same as the keys and algorithms generated by the
encryption processing apparatus 1.
The generated algorithms are transmitted from the algorithm generating portion 375 to
the decryption portion 373. The generated keys are transmitted from the key generating

portion 376 to the decryption portion 373.



For the same reason as the keys and algorithms generated on decrypting the encrypted condition
data, the keys and algorithms generated by the decryption processing apparatus 2 25 on decrypting
the encrypted cut data are the same as the keys and algorithms generated by the encryption
processing apparatus 1. The generated algorithms arbeytransmitted from the algorithm generating
portion 375 to the decryption portion 373. The generated keys are transmitted from the key generating
portion 376 to the Weld/prisrideriche3dBion datiemdudeon HerethiooisiHibmetitn ipaledenide

solution itself used on generating the key and on generating the algorithm used on encrypting each
individual pei[g?eaggtﬂrel c%%rgi%“o%%d%t%g .%’%‘%5%%&%%8‘8&8% Bi¥ihRiRsseth iy portion 375
and the keycgrnesating-paricnd 6 dmihineass HeariaithrogrraiAled Rk ihe alonihmggnerating

5 portion 375 and the key generated by the key generating portion 376 are transmitted from “each of
the algorith#FBREPRPROrEGR-3 75 dind chee kidy glaneithtingqportited 37 Ghioaigeridenryptiontpgrtion 373.
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algorithm and key received from the algorithm generating portion 375 and the key generating portion
376 (S 131@)?00’@fﬂﬁ§tﬁ9éié%i3)?§-the dummy data is eliminated when necessary. The generation of the

plain text cut data,by,;the decryption of the encrypted, cut. data.is 15 performed as with the
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solution generating portion 374 are transmitted to the preprocessing portion 372. These are the
solutibfs uskEarkptipRe POt Brdeessing portion 272 of the encryption processing apparatus 1 when
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algorithm and key received from the algorithm generating portion 375 and the key generating
portion 376 (S1310).  On that occasion, the dummy data is eliminated when necessary.
The generation of the plain text cut data by the decryption of the encrypted cut data is
15  performed as with the above-mentioned step of decrypting the encrypted condition data to
generate the condition data.
The elimination of the data is performed as follows.
As described above, the solutions generated by the solution generating portion 374 are
transmitted to the preprocessing portion 372. These are the solutions used by the
20 preprocessing portion 272 of the encryption processing apparatus ! when deciding how the
dummy data is embedded in the plain text cut data. 'To be more specific, the solution held
by the preprocessing portion 372 of the decryption apparatus 37 at that point in time indicates
how the dummy data is embedded in the encrypted cut data (to be more precise, the plain text
cut data before the decryption of the encrypted cut data) which has been completely
25  decrypted (or being decrypted, or yet to be decrypted) by the decryption portion 373 of the
decryption processing apparatus 2.
The preprocessing portion 372 transmits to the decryption portion 373 the information

on where in the plain text cut data decrypted by the decryption portion 373 the dummy data is



how the dummy data is embedded in the encrypted cut data (to be more precise, the plain text cut
data before the decryption of the encrypted cut data) which has been completely 25 decrypted (or
being decrypted, or yet to be decrypted) by the decryption portion 373 of the decryption processing
apparatus 2. The preprocessing portion 372 transmit%go the decryption portion 373 the information on
where in the plain text cut data decrypted by the decryption portion 373 the dummy data is 58
embedded. SRBd8edy pticis gertvpiionperinm3tdsinuerins iy dararny thapiathegpttioutsatat Bytaising
this informatjgn.. - ; data can be eliminated from the encrypted cut data instead of the plain
text cut dataB ggﬁ%ﬁ}eﬁd& @58 gléncar%)}%rtll'ng the encrypted cut data. 5 The encrypted cut data to be decrypted
here is only the erThypiechaytdizia af véitmidecyRiandealouad-arebRphiRied sogerging to the
condition included in the condition data. Next, the decrypted plain text cut data is transmitted to the
connecting PtI3H 430 genpetashinederiypineche 3norgeicdrenédatee subject data by connecting the
received plain tex S S 1311). Thus, the step of S130 in which the decryption
procesé?ng appar;l%g %‘%@%ﬁ%@%@%&%&fp@g H?itf’éf %e%%ésn% Xt%%@%%%ﬂﬁ Bgt‘ﬁxﬁg"ﬁnished.
The generatedryptijecisdalovsdransenisietiinm toeosompacting RUERNA TR IMIMELME a8 RGAtON
371, and is then transmitted via the bus 39 to the HDD 33 for instance. 15 The subject data is used by
the decrypti@ﬁ?%rocessing apparatus 2 as appropriate. <Deformed Example 1> A description will be

given as to a defo le ich is a first.deformed example of the encryption system
according to the fi%%pm%%%?n%gﬁg?¥ﬁ i (20 Tt S transg@gﬁ%] f% %etﬁ(g)ﬂ%%%%r&%ﬂ%s

e encryption system a
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of the encryption apparatus 27 of the encryption processing apparatus 1 and the decryption apparatus
37 of #ffe dERI Pt SRsceddhgapparatus 2 are different from those included in the above-mentioned

encryption SyStethus, the step of $130 in which the decryption processing apparatus 2 decrypts the

encrypted data to change it back to the subject data is finished.
The generated subject data is transmitted from the connecting portion 379 to the
interface portion 371, and is then transmitted via the bus 39 to the HDD 33 for instance.
15  The subject data is used by the decryption processing apparatus 2 as appropriate.
<Deformed Example 1>
A description will be given as to a deformed example 1 which is a first deformed
example of the encryption system according to the first embodiment.
The encryption system according to the first embodiment is basically the same as the
20  above-mentioned encryption system. However, the partial configurations of the encryption
apparatus 27 of the encryption processing apparatus 1 and the decryption apparatus 37 of the
decryption processing apparatus 2 are different from those included in the above-mentioned
encryption system.
The encryption apparatus 27 of the encryption processing apparatus 1 according to the
25  deformed example 1 is configured as shown in FIG. 10.
The encryption apparatus 27 is different from the case of the first embodiment in that
the algorithm generating portion 275 of the first embodiment is replaced by a first algorithm

generating portion 275A and a second algorithm generating portion 275B while the key



The encryption apparatus 27 of the encryption processing apparatus 1 according to the 25 deformed
example 1 is configured as shown in FIG. 10. The encryption apparatus 27 is different from the case of
the first embodiment in that the algorithm generating portion 275 of the first embodiment is replaced
by a first algorithm generating portion 275A and a segpnd algorithm generating portion 275B while the
key 59 generating portion 276 of the first embodiment is replaced by a first key generating portion
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condition data.
In the case of encrypting the plain text cut data in the deformed example 1, the
solution is transmitted from the solution generating portion 274 to the first algorithm
15  generating portion 275A where the algorithm for encrypting the plain text cut data is
generated. In the case of encrypting the condition data, the solution is transmitted from the
solution generating portion 274 to the second algorithm generating portion 275B where the
algorithm for encrypting the condition data is generated.
In the case of encrypting the plain text cut data in the deformed example 1, the
20  solution is transmitted from the solution generating portion 274 to the first key generating
portion 276A. where the key for encrypting the plain text cut data is generated. In the case
of encrypting the condition data, the solution is transmitted from the solution generating
portion 274 to the second key generating portion 276B where the key for encrypting the
condition data is generated.
25 The decryption apparatus 37 of the decryption processing apparatus 2 in the deformed
example 1 is configured as shown in FIG. 11.
The decryption apparatus 37 is different from the case of the first embodiment in that
the algorithm generating portion 375 of the first embodiment is replaced by a first algorithm

generating portion 375A and a second algorithm generating portion 375B while the key



condition data is generated. 25 The decryption apparatus 37 of the decryption processing apparatus 2
in the deformed example | is configured as shown in FIG. 11. The decryption apparatus 37 is different
from the case of the first embodiment in that the algorithm generating portion 375 of the first
embodiment is replaced by a first algorithm generating portion 375A and a second algorithm
generating portion 375B while the key 60 generatirf®§ portion 376 of the first embodiment is replaced

by a first key, geRErANG RPEHRf O AR SELRRH KU ISR BRI PA KON I AER RS PBRIME!Y. Both

the first aljorithm generating portion 375A and second algorithm generating portion 375B generate
the algoritBfits\amavithedtvmdlgyrithnergtng miitigrpdiiBrrdpsctveiywever, they are different in that the

first algorithm generating portion 375A generates the rithms for decrypting the encrypted cut data
while the second@%@’oﬁﬂﬁﬁs@@%ﬂﬂﬁbg %E%I@Od’igééﬁﬁég%ﬁg B@%ﬁ%ﬁﬁa . Both the
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the key genherating portion 376. However, they are different in 10 that the first key generating portion
376A gendiatesvthethey sréatiffenmypimnd ththe ficst pigditmaguinitetihe petondkén gencsaen@portion

376B generates the keys for decrypting the encrypted ¢opdition data. In the case of decrypting the
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encrypted condition data.
In the case of decrypting the encrypted cut data in the deformed example 1, the
solution is transmitted from the solution generating portion 374 to the first algorithm
15  generating portion 375A where the algorithm for decrypting the encrypted cut data is
generated. In the case of decrypting the encrypted condition data, the solution is transmitted
from the solution generating portion 374 to the second algorithm generating portion 3758
where the algorithm for decrypting the encrypted condition data is generated.
In the case of decrypting the encrypted cut data in the deformed example 1, the
20  solution is transmitted from the solution generating portion 374 to the first key generating
portion 376A where the key for decrypting the encrypted cut data is generated. In the case
of decrypting the encrypted condition data, the solution is transmitted from the solution
generating portion 374 to the second key generating portion 376B where the key for
decrypting the encrypted condition data is generated.
25 " In the deformed example 1, the means for generating the algorithms and the means for
generating the keys are divided according to whether the subject of encryption or decryption

is the plain text cut data or the encrypted cut data, or the condition data or the encrypted

condition data as described above.



decrypting the encrypted condition data is generated. 25 In the deformed example 1, the means for
generating the algorithms and the means for generating the keys are divided according to whether the
subject of encryption or decryption is the plain text cut data or the encrypted cut data, or the condition
data or the encrypted condition data as described above. 61 It is also possible to divide the solution
generating portion 274 in addition to the algorithm generating portion 275 and the key generating

portion 276. For i@ﬂ%&%ﬁa&s{ﬂﬁ RRER DR SOCRIORBIRGRS SN AP PRl ki RIS dikst

embodiment, the solution is transmitted from one solution generating portion 274 to the 5 algorithm
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decryptionapsextésaingnappapiustinis hafikstisolearmeadngtingtporldo. 3 Hdevwandr atsscdsd solution
generating portion 374B correspondingly to the encryptign processing apparatus 1, In this case, the
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case where, deformed example 1, the encryption processing apparatus 1 has the algorithm
generatingspriian g2hbrafkthiyfitat fembadiothetieptabedebydatifg sorigo Afnamgkheatingoportion 275A
and the second algorithm Iqenerating portion 275B while having the key generating portion 276 of the
first embo&‘?ﬂ%‘ﬁ‘l“?%ﬁ&é‘é‘a W{eR Gl SSEH 8 ARG 98r6i6R 276A and a second key generating
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In this case, the solution generated by the former is transmitted to the algorithm generating
portion 375 and the solution generated by the latter is transmitted to the key generating
15  portion 376 respectively.
In the case where, as in the deformed example 1, the encryption processing apparatus
1 has the algorithm generating portion 275 of the first embodiment replaced by the first
algorithm generating portion 275A and the second algorithm generating portion 2758 while
having the key generating portion 276 of the first embodiment replaced by a first key
20  generating portion 276A and a second key generating portion 2768 respectively and the
decryption processing apparatus 2 has the algorithm generating portion 375 of the first
embodiment replaced by the first algorithm generating portion 375A and the second
algorithm generating portion 375B while having the key generating portion 376 of the first
embodiment replaced by a first key generating portion 376A and a second key generating
25  portion 376B respectively, the solution generating portions 274 and 374 can be as follows.
To be more specific, the solution generating portion 274 of the encryption processing
apparatus 1 is replaced by first to fourth solution generating portions 274A to 274D so as to

transmit the solution generated by the first solution generating portion 274A to the first

algorithm generating portion 275A, the solution generated by the second solution generating



25 portion 376B respectively, the solution generating portions 274 and 374 can be as follows. To be
more specific, the solution generating portion 274 of the encryption processing apparatus 1 is
replaced by first to fourth solution generating portions 274A to 274D so as to transmit the solution
generated by the first solution generating portion 274A to the first algorithm generating portion 275A,
the solution generated by the second solution generating 62 portion 274B to the second algorithm
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apparatus henaehthey %@ﬁﬁmtmm&@%@%mfﬁpﬂ@@iuﬁ@gmmg@ fRetriR 3a5Balse bRgaMe as those in
the first embodiment. However, some of the functions of the encryption apparatus 27 of the encryption
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shown in FIG. 3. The deformed example 2 is different from the first embodiment as to the function of
<Deformed Example 2>
Next, a deformed example 2 will be described.
The encryption system according to the deformed example 2 is basically the same as
15  the above-mentioned encryption system of the first embodiment and the configurations of the
encryption processing apparatus 1 and the decryption processing apparatus 2 included therein
are also the same as those in the first embodiment. However, some of the functions of the
encryption apparatus 27 of the encryption processing apparatus 1 and the decryption
apparatus 37 of the decryption processing apparatus 2 included in the deformed example 2
20  are different from those included in the above-mentioned encryption system.,
As described above, the configuration of the encryption apparatus 27 in the deformed
example 2 is the same as the configuration thereof in the first embodiment, which is as shown
in FIG. 3.
The deformed example 2 is different from the first embodiment as to the function of
25  the condition data generating portion 277. However, the condition data generating portion
277 in the deformed example 2 generates multiple pieces of the condition data as with the
condition data generating portion 277 of the first embodiment. Therefore, it is not different
from the condition data generating portion 277 of the first embodiment in terms of its basic

functions.



25 the condition data generating portion 277. However, the condition data generating portion 277 in
the deformed example 2 generates multiple pieces of the condition data as with the condition data
generating portion 277 of the first embodiment. Therefore, it is not different from the condition data
generating portion 277 of the first embodiment in terms of its basic functions. 63 The condition data
generated by the condition data generating portion 287 of the first embodiment should include the data
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by encrypting those several pieces o ata in predetermined order. The condition data
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data on the condition for decrypting the encrypted condition data to be decrypted following the
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data can bemapydgiedition. For instance, it may be the following (A) to (C): (A) information for
identifying the decryption processing apparatus allowed to
To be more precise, the condition data generating portion 277 of the deformed
example 2 generates multiple pieces of the condition data, and generates at least several
pieces of them in a state of having those several pieces of the condition data associated to
15  decrypt the encrypted condition data generated by encrypting those several pieces of the
condition data in predetermined order. The condition data generating portion 277 also
generates those several pieces of the condition data to include therein the data on the
condition for decrypting the encrypted condition data to be decrypted following the encrypted
condition data generated by encrypting a certain piece of the condition data. In this case,
20  the condition for decrypiing the encrypted condition data to be decrypted following the
encrypted condition data generated by encrypting a cerfain piece of the condition data
included in the condition data can be any condition. For instance, it may be the following
(A) to (O):
(A) information for identifying the decryption processing apparatus allowed to
25  perform the decryption of the encrypted condition data;
(B) information for identifying the user allowed to perform the decryption of the

encrypted condition data; and

(C) information on a period allowing the decryption of the encrypted condition data.



25 perform the decryption of the encrypted condition data; (B) information for identifying the user

allowed to perform the decryption of the encrypted condition data; and (C) information on a period
allowing the decryption of the encrypted condition data. 64 As described above, the condition data
generating portion 277 of the deformed example 2 generates at least several pieces out of multiple
pieces of the condition data in a state of being assdciated to decrypt the encrypted condition data

generated by enouunling#0ASeRHELAIRAES PLNE.EANIAD dain i predeiRrBlngd gler However
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portion 278 includes at least one of the conditions for allowing and prohibiting the decryption of the
condition o8 6 HHAthe above several pieces of the condition data in the case where the

AN TS A 0 U e
predeterminedipid picxs abthotaldoddheariiipleepieaed of the standifibeindaissociated to decrypt

the encrypted condition data generated by encrypting those several pieces of the condition

data in predetermined order. The basic condition data generating portion 278 of the

deformed example 2 generates the basic condition data by including the data on the condition

15  for allowing the decryption of the first piece to be decrypted out of the encrypted condition
data obtained by encrypting those several pieces of the condition data. This condition
conforms to the above-mentioned condition for decrypting the encrypted condition data to be
decrypted following the encrypted condition data generated by encrypting a certain piece of
the condition data.

20 The basic condition data generating portion 278 includes at least one of the conditions
for allowing and prohibiting the decryption of the condition data other than the above several
pieces of the condition data in the case where the above-mentioned several pieces of the
condition data generated in the state of being associated to decrypt the encrypted condition
data generated by encrypting those pieces of the condition data in predetermined order are

25 not all of the multiple pieces of the condition data.

The above-mentioned condition data is also encrypted to become the encrypted

condition data in the deformed example 2.



The above-mentioned condition data is also encrypted to become the encrypted condition data in the
deformed example 2. 65 In the case of the deformed example 2, the basic condition data and the
encrypted condition data are also connected as one together with the header data and the encrypted
cut data by the connecting portion 280 so as to become the encrypted data. Of the encrypted
condition data in this case, those several pieces associated to be 5 decrypted in predetermined order

are arranged so thc% Qne glecrgpt fII’SIE gotg‘% E{F %n%k}e I}Iaf z{%dt%% gleg Egn apparatus

37 of the deformé example esc me o unctlons ecryp n apparatus 37

of the defoasaaﬁ@heﬁamleame @hﬂ&t@hftem tffgﬁhﬂﬂ@ﬁ&ll ihthkecasedalbedfist aiplodinant as
described above. However, the 10 differences in the functions are caused by the differences in the

encrypted ¢8AdiH dhe damDeRIBIGRRAtAT RS Lsrchy Seckpentas HrueReE @A duded in the basic condition

data between th se of the first empodimen 92 h h ﬁ rme and so there
is no essential di eﬁence ﬁgdde ogr]ngga é?(tgr]r}]l ?h éa%d %11%% r'Ss?tvg?m glcrﬁrztseantS are aqurént as to the
functiens afed§ha bagieRendiiien dataranabrzingdaosiansh anditis-cragitiea dateianalyzing portion
377. As in the case of the first embodiment, the basic condition data analyzing portion 378 of the

deformed @ratipledapsadives the basic condition data transmitted from the preprocessing portion 372,

and analyzes theﬁoqt netsaéréglc ed in the b dgé dat dleac tgeg above gae basic
... B%&Té’lmc ?l? & %%Iae ex,a € (eS8CT1

condition data of orme exam ata on e condition or allowing the

decryption Qirthefitst PiReadashs drcaypigstiontphibaserotiiiatdsialdheangiieteeondigon data

associated to perform the decryption in predetermined order. The basic condition data analyzing

portion 378lidergnttheraabasnia thasainies hedinecabadisgem p%‘?ﬁﬁﬁi’lhq@ah%@re dlavREcEdbes where

“the basic c&xppltlone%%aﬂpf he dg{l%rmedaelgg ehz H‘ﬁlerggcses% eeelr&% Iﬁp egg C%q:dltlo data other
thanthe severanleces of the encrypted condition data associa to p orm ?ﬁ ecryp%on in

predetermip@eh@eden. dit Bisrgpast dag Eﬂ@iﬁmmﬁiﬂ@ﬂuﬂm&ﬁﬁawzmgcﬁﬂﬁﬁ@ﬁhiﬂ& ieadediane the basic
condition data the condition for
case of the first embodiment and the case of the deformed example 2, and so there is no
essential difference.
The deformed example 2 and the first embodiment are different as to the functions of
15 the basic condition data analyzing portion 378 and the condition data analyzing portion 377.
As in the case of the first embodiment, the basic condition data analyzing portion 378
of the deformed example 2 receives the basic condition data transmitted from the
preprocessing portion 372, and analyzes the contents indicated in the basic condition data.
As described above, the basic condition data of the deformed example 2 includes the
20  data on the condition for allowing the decryption of the first piece to be decrypted out of the
several pieces of the encrypted condition data associated to perform the decryption in
predetermined order. The basic condition data analyzing portion 378 reads the data and
transmits it to the decryption portion 373.
There are the cases where the basic condition data of the deformed example 2 includes
25  the encrypted condition data other than the several pieces of the encrypted condition data
associated to perform the decryption in predetermined order. In this case, the basic
condition data analyzing portion 378 reads from the basic condition data the condition for
allowing or prohibiting the decryption of each individual piece of the encrypted condition

data other than the several pieces of the encrypted condifion data associated to perform the



allowing or prohibiting the decryption of each individual piece of the encrypted condition data other
than the several pieces of the encrypted condition data associated to perform the 66 decryption in
predetermined order. In the case where such data is read, the basic condition data analyzing portion
378 transmits it to the decryption portion 373 and the solution generating portion 374. The decryption
portion 373 of the deformed example 2 has the funétton of decrypting 5 the encrypted cut data and the

encrypted condiion SRR RESNEILIBIINC RIGAIOGESING: PRI R A5 H1ecaRe O g IS

embodiment. cryption o ormer is the same as that in the case of the first embodiment.
Therefore dthe datigr.willjoetidasTiveshshiie deortptitrghiiengnetipiéd Tantliiondatads basically the
same as that in the case 10 of the first embodiment. In particular, it is the same as that in the case of
the first eBfHSHHHARRAER %ﬁé-encrypted condition data other than the several pieces of the encrypted

condition data a8 e G0 R R 87> R NNI0 R EREIRITE PSS RG AR
performed as follows as tﬁe %evera pieces of the encrypted condition data associatedto perform
the decrypfiermierppesiptarmineshargerertdirgidheodditiacipntiornisadarptetkegsdprtbestiisg piece to be
decrypted out of the several pieces of the encrypted condition data associated to perform the
decryptionPRripaddteanindee sage ofthn &t f2BDREINERE preprocessing portion 372 based on the

condition for allowjlg,ihe, FREYPIRNAINE RS 10 AR RGN AribR AP Rl AIRERS Of the

encrypted condition data associated 1o perform the decryption in predetermined order which are read

from the 2Qtasiereomditiondaid. Ha dbsdbse where the decryption portion 373 determines that the
condition is satisfied for the sake of allowing the decryption of the first piece to be decrypted out of the

several pieces oflitedsrrmitaEdromer piethoaadyiondutid sttt iRedar phidhntim pre dat&rmined
ordey, the §Pﬁfg Et%geg%péjd}ﬁgngateﬂsgg&%%g}eg ANfLG Qt*?eﬁ%é Eﬁé%gsecmiéi?ﬁsﬂata- 25 The

condition data obtained by the decryption Is transmitted to the condition data analyzing portion 377.
The conditigheaiaanaly#nBeRadigpted coebdsrtidatsonditi dmnfomaiowinppiseed e typtinoroptid piece

of the encrypted condition data to be decrypted next out
condition data associated to perform the decryption in predetermined order.
The decryption is performed as follows as to the several pieces of the encrypted

condition data associated to perform the decryption in predetermined order. First, the

15  decryption is attempted as to the first piece to be decrypted out of the several pieces of the
encrypted condition data associated to perform the decryption in predetermined order
transmitted from the preprocessing portion 372 based on the condition for allowing the
decryption of the first piece to be decrypted out the several pieces of the encrypted condition
data associated to perform the decryption in predetermined order which are read from the

20  basic condition data. In the case where the decryption portion 373 determines that the
condition is satisfied for the sake of allowing the decryption of the first piece to be decrypted
out of the several pieces of the encrypted condition data associated to perform the decryption
in predetermined order, the encrypted condition data is decrypted and changed back to the
condition data.

25 The condition data obtained by the decryption is fransmitted to the condition data
analyzing portion 377. The condition data analyzing portion 377 reads the condition for
allowing the decryption of the piece of the encrypted condition data to be decrypted next out

of the condition data. The data on that condition is transmitted to the decryption portion

373.



of the condition data. The data on that condition is transmitted to the decryption portion 373. 67 The
decryption portion 373 attempts the decryption of a second piece to be decrypted out of the several
pieces of the encrypted condition data associated to perform the decryption in predetermined order. If
determined that the condition is satisfied for the sake of allowing the decryption of the second piece to
be decrypted out of the several pieces of the encryptéd 5 condition data associated to perform the

decryption in pregglesmined Argat; i 9e hmiion &9&%%%%&&%%&%&5%@8@%@%&%@@” data to

render it as the condition"data. The decryption portion 373 repeats such a process to decrypt the
several piegaspfiibecvendrypied ediditnorgstal assditiatedhte paoitamndhe petmptiba deqpyetetermined
order one after another. 10 When attempting to decrypt the several pieces of the ergq(’:é%ﬁted condition

data assolldtedeismeneherase ddEARHERH IR RS ARE S et AR Ik TR saks QY picw Pértion
373 does npy geshiidhesenenieiad andiiopaabdeieumesktakiierond ion i, alpwing the

decryption 0 rypted condition data is not sdtisfied. The decryption of the encryptéd cut data,
the prgcessopdifeimbshtharesital bypirtotn dondectingopdrtipr@igantdedike theaitiveyptinee as those
in the case of the first embodiment. <<Second Embodiment>> The encryption system of a second

embodimeRexALY 3deerbtuthe saERRsh iR Eekibinerdet g bnpRuiHeR R4 pproximately in
common with tha goGrYpan YA f hediisk embedipents R dhe Sashuion:wpems of the second
erent from the encryption system of th

embodiment is differen e first embodiment as to the partial

configuratiens-gitidecenditiatidnappaciites 27 pefftnm drcdpgotignipaasessieappediudet @rd the
decryption apparatus 37 of the decryption processing apparatus 2. The encryption apparatus 27 of the
second enfdBdiARASS configured as shown in FIG. 25 12. The encryption apparatus 27 is

‘. ggg;%imate'y th%’g&%ﬁlﬂ{ﬁi@o‘ﬁ@c@ﬁ&@é (PG fuphiRbodiment HAWe¥Sl allibh difigrent from the
yption apparatus 2/ of the first
associated to perform the decryption in predetermined order, however, the decryption portion
373 does not decrypt the encrypted condition data if determined that the condition for
allowing the decryption of the encrypted condition data is not satisfied.
The decryption of the encrypted cut data, the process performed thereafter by the

15  connecting portion 379 and the like are the same as those in the case of the first embodiment.

<<Second Embodiment>>

The encryption system of a second embodiment will be described.

The encryption system of the second embodiment is approximately in common with
the encryption system of the first embodiment.

20 "The encryption system of the second embodiment is different from the encryption
system of the first embodiment as to the partial configurations of the encryption apparatus 27
of the encryption processing apparatus 1 and the decryption apparatus 37 of the decryption
processing apparatus 2.

The encryption apparatus 27 of the second embodiment is configured as shown in FIG.

25 12

The encryption apparatus 27 is approximately the same as that in the case of the first
embodiment. However, it is different from the encryption apparatus 27 of the first

embodiment in that the algorithm generating portion 275 and the key generating portion 276



embodiment in that the algorithm generating portion 275 and the key generating portion 276 68 are no
longer provided and an algorithm holding portion 281 and a key holding portion 282 are provided
instead. The algorithm holding portion 281 holds multiple algorithms while the key holding portion 282
holds multiple keys. The algorithms are those used for the sake of encrypting 5 the plain text cut data
and the condition data in the encryption portion 273 %nd the keys are those used for the sake of

e“CWPt‘”%h}t)@%@ié{{gé??}&ﬂhgé%@@ﬂ 5&%&9&9@9@&@%&@2@%@%%{&9@ 28Richerszrding to

the first embodimerit, the algorithms and keys are generated by the algorithm generating portion 275
and the keyegmoeidthinpenton 276 based on the solutions 10 generated by the solution generating

portion 274 so that both the algorithms and keys used on encrypting the plajn text cut data and the
condition data cﬁ%@ﬁ%]%&%ﬂé&%&?ﬂ%@@ra ??W@&él%%‘%%%%‘fﬁ?ﬂﬁ ﬁ‘g%%érg@nmuﬁiple
a'9°”thm%@ﬁ%ﬁ‘%&h@ﬁ%ﬁi@@@&y e algorithm: halding PaKigfo2¥e anek heckeyypaiding portion

282 respettively so that the multiple ‘algorithms and multiple keys can be used when encrypting the
plain ext abit gatia toand dhe caddhiocoddivowidacuinbekngoptnaiprrtine Algosediihe agssotutions.

The condition data generated by the conditio da}ta enerati ortjon 277 of.the, second embodiment
nas the ol SHRRRERERT HESETPRE A8 oP R tirts SRb AR o LUt AE A dhem
generatingegar%'tgﬂ)gégﬁgg thq key generating portion 276 are replaced by the algorithm holding
portion 281 and the key holding portion 282. 20 The multiple pieces of the condition data generated in

the second embotlimedinpeiutie fihe catadimenighstigeititsand hdjtondgethegaddpihwiowing the

decryption of each individual piece of the encrypted cut data and the ditiopn in the case of
prohibitingX8eTHERHBABEREHIR (R PE y&?ﬂ@%‘ﬂ@%ﬁ’%ﬁ éi’t%f#?ﬁle&cfe%}@l ton

pfocgasmgge%@&%ﬁtyf A& DA sane phbpdisiembadimentothecondiiomdata ngydsstbe data

-~ on 25 at least one of the condition’in the case of allowing the decryption of the associated encrypted
cut data argddhgeandiiqnain thet casdad prdhisittogdivien dety ptiohofiwdighdndieiiual iieeulvig the
associated encrypted cut data as in_the case of the first enilbodimgznt. oi/v?(ver, thehc%ﬁtitgn data of
the second®HbSRAANS RS RSN thanultiple algorithms and multiple keys are held by the

algorithm holding portion 281 and the key holding portion 282 respectively so that the
multiple algorithms and multiple keys can be used when encrypting the plain text cut data
- 15  and the condition data without newly generating the algorithms and solutions.

The condition data generated by the condition data generating portion 277 of the
second embodiment has the contents different from those in the case of the first embodiment
since the algorithm generating portion 275 and the key generating portion 276 are replaced
by the algorithm holding portion 281 and the key holding portion 282.

20 The multiple pieces of the condition data generated in the second embodiment include
the data on at least one of the condition in the case of allowing the decryption of each
individual piece of the encrypted cut data and the condition in the case of prohibiting the
decryption of each individual piece of the encrypted cut data in the decryption processing
apparatus 2 as in the case of the first embodiment. The condition data includes the data on

25  atleast one of the condition in the case of allowing the decryption of the associated encrypted
cut data and the condition in the case of prohibiting the decryption of each individual piece of
the associated encrypted cut data as in the case of the first embodiment.

However, the condition data of the second embodiment does not include the

information on what number generated solution the solution received from the solution



information on what number generated solution the solution received from the solution 69 generating
portion 274 is (this information indicates what number solution the key and algorithm used to encrypt
each individual piece of the encrypted cut data associated with the condition data are based on) which
may be included in the condition data of the first embodiment. Instead, the condition data of the
second embodiment may include the 5 information fritlicating which of the algorithms held by the

algorithm %@@fgiﬂg IS R ORRHARHANABRYRIDM AP viduabRigRa:e} thiy plain text cut

data and thie Information indicating which of the keys held by the key holding portion 282 is the one
used on esigpiting wadhdediviguahlidndioidig pleda ¢t catcatdedrth daasesadiersd tethdlgorithms
and keys are gi,v_en identifiers such as_serial numbers for.instance, this inform%tifﬁge 0 may be the

identifiers AR DIhER BB IIAY Re e ihdaf da econditn A S Sthe identifiers
are includegtjp e, eqnCan 0 R SImiaiy, 1ae.0asic cmsliamABlARLID SpsRad mRodment does

not include the Information on what number generated solution the solution once included in the basic
conditpn dafaerehitiedfiistieaibgainientishindigaiththe Hehbicycbndigontiatdoiiding pecsomd2g’b is
embodiment may include the information indicating which of the algorithm held(f the algorithm
holding poffBRBHsl PfecaRw vidazIcar LR istia) RisthohHhGinkad fﬁ&@lbfi‘;ﬁ%a% tion data and the

informaﬂor}dﬁ%ﬁﬂ%ﬁ mﬁl&ﬁjﬁ%mﬁi&% AE'by thesuholdip ﬂoﬁﬁ’ﬁ%%x%ﬁ% isghes sl an

encrypting e individual piece of the condition data.” In the "case where the algorithms and keys are
given idenidiiesacsyptings: seitialdividuaé pieiar o shanpdein2exthis i disam ativthewayebelitre itlentifiers, or the
algorithms themselves or the keys themselves. In this embodiment, ihe.identifier are included in the
condition cAHEOTRB @ RSHS ATS BHTRItRNEHTE FRER A8 SHEPL FYBRRR ?ﬁﬁ%ﬁ&%}?ﬁg@#@fﬁgf%&% in FIG.

3.7 deg{%ﬁﬂ%%%a{aﬁé 3&%@@@&1&5@%&%@% > i maeRss of fhgfist 25

‘embodiment. However, 1t Is different from the decryption apparatus 37 of the first embodiment in that
the algorithembediaiadin ghp ideatridrkaana dcheldéingbaeoatigppaiiton 376 are no longer provided and

an algorithm holding portion 381 and a key holding portion 382 are provided instead. This change is
corresponding to ﬁ%@%ﬁ&/é&%@%ﬁ%‘&%ﬁ’é‘ﬂ%ﬁﬁ%ﬁ second embodiment does not include the

information on what number generated solution the solution once included in the basic
condition data of the first embodiment is. Instead, the basic condition data of the second
15 embodiment may include the information indicating which of the algorithms held by the
algorithm holding portion 281 is the one used on encrypting each individual piece of the
condition data and the information indicating which of the keys held by the key holding
portion 282 is the one used on encrypting each individual piece of the condition data. In the
case where the algorithms and keys are given identifiers such as serial numbers for instance,
20 this information may be the identifiers, or the algorithms themselves or the keys themselves.
In this embodiment, the identifiers are included in the condition data.
The decryption apparatus 37 of the second embodiment is configured as shown in FIG.
13.
The decryption apparatus 37 is approximately the same as that in the case of the first
25 embodiment. However, it is different from the decryption apparatus 37 of the first
embodiment in that the algorithm generating portion 375 and the key generating portion 376
are no longer provided and an algorithm holding portion 381 and a key holding portion 382
are provided instead. This change is corresponding to the above-mentioned change of the

encryption apparatus 27.



encryption apparatus 27. 70 The algorithm holding portion 381 and the key holding portion 382 are
the same as the algorithm holding portion 281 and the key holding portion 282 in the encryption
apparatus 27. The algorithm holding portion 381 holds multiple algorithms while the key holding
portion 382 holds multiple keys. 5 The algorithms are those used for the sake of decrypting the
encrypted cut data and the encrypted condition dat&’%n the decryption portion 373, and the keys are

those used for t%é@@%ﬁ&%ﬁ&ﬂﬂg@gﬁmmx%@tﬁemtﬁmﬂgﬂg&aﬁﬁry@z%&e@H}ﬁ@aqata in the

decryption portion 373. According to the first embodiment, the algorithms and keys are generated by
the 10 algdsithigagéheratihbpasticiv’ 28 badlttie key h@dderapogiporliihi8 Titelrassgoonthe solutions
generated by the solutiorjlﬁ?etnerating portion 374 so that bath the aliérithms and ke%ﬁs usgd on

decrypting R8RS yoted QG HERE LRy RAYEIBR A9RSER CHnRMGHBRaPE: A S eSB! ©

“YAccording

to the sec%gdﬁ_%ﬁgwg@%vgﬁﬂﬁwgg%@lgorithms and multiple keys are held by the algorithm
holding portion and the key holding portion 382 respectively so 15 that the multiple algorithms and

multipge keys carThe algsrithihe arel dlasyptingl the droalpted dedrygdisg dhel dine wtedypiethtomdition data
without newly generating the algorithms and solutions. The functions of the condition data analyzing

portion 37 P458HE B4 SendaiRmbradathe ASTARHS b BABARY S R IG kS U RSP AFSHLIEBR7 of the
second empodiment are - little grliiigrent o, (hase e eaa%%&mﬂaﬁ&vﬁmmt- The

differences are caused by the” 20 above-mentioned differenceS between the condition data and the
basic conditioryptida pbttien 388ond embodiment and those of the first embodiment. The basic
condition data analyzing portion 378 of the first embodiment transmits to the decryption portion 373

the information ofASFATER & AR s EEStEMARMM e NGB BEntah RS RTS 8e%8% PRIy zing the
contents Indleaiamhivelie.AAS6EARHS9S it AR Alsn-Aiifiafsmlia fadhasaluianasnatata portion

374 the info n what humber generated solution the Solution used when generating the
algorithm areddaedibgdiesandypageaniy podivia 334 pedaobdtietbnalypiddmondi ey datal tmbe
O e,y pan the entrypiec oot daca iid e LnCrypied condiion data dan B SouIRnIE piadea > 1
According to the second embodiment, however, multiple algorithms and multiple keys are
held by ‘the algorithm holding portion 381 and the key holding portion 382 respectively so
15  that the multiple algorithms and muitiple keys can be used when decrypting the encrypted cut
data and the encrypted condition data without newly generating the algorithms and solutions.
The functions of the condition data analyzing portion 377 and the basic condition data
analyzing portion 378 in the decryption apparatus 37 of the second embodiment are a little
different from those in the case of the first embodiment. The differences are caused by the
20  above-mentioned differences between the condition data and the basic condition data of the
second embodiment and those of the first éinbodiment.
The basic condition data analyzing portion 378 of the first embodiment transmits to
the decryption portion 373 the information on which encrypted condition data should be
decrypted in S1303 for analyzing the contents indicated by the basic coﬁdition data, and also
25  transmits to the solution generating portion 374 the information on what number generated
solution the solution used when generating the algorithm and key used on encrypting each
individual piece of the encrypted condition data to be decrypted.

The basic condition data analyzing portion 378 of the second embodiment transmits to

the decryption portion 373 the information on which encrypted condition data should be



the decryption portion 373 the information on which encrypted condition data should be 71 decrypted
as in the case of the first embodiment. However, it does not transmit to the solution generating portion
374 the information on what number generated solution the solution used when generating the
algorithm and key used on encrypting each individual piece of the encrypted condition data to be
decrypted is. Instead, the basic condition data 5 andfyzing portion 378 of the second embodiment

FAECRRIRLRININ ALHNEIARAEN AEicaag whiRh plislBarm held by the

transmits tge%
algorithm holdirig portion 281 is the one used on encrypting each individual piece of the encrypted

condition dalatiesbeendeaiypiedtthe Al dve imiembiativedonl ertiifien)abet graénfmdraliamomticating which of
the keys held by the key holding portion 282 is the one used on encrypting the encrypted condition 10

data to be HYEHBEEE kb emERReTHEI D ERIEHIAR Fhe Bad ORABT BIHB f2sP 3KV e ceived the
dentier reads e menrim, rosReiRiEdI e degiie fomealoag Brabeldiaaptian 331 anc

reads the Key associated with the identifier from the key holding portion 382. The algorithm and key
thus read fresyihegaigaiih37B elflihg seostidriaBidimditheaoaynifd dididgpption88Goard théheame as

the algorithm and key used when encrypting the condition data on the encryption processin
apparatus IP.fWH%WB%@H%W@W#@G@&%@%@@H&?%@&M%mig?}‘égﬁﬂ}%%ﬁ’ﬁgigwle‘ Igorithm
and key. T ' ' ' - ' ithm itself is
e oo A T R o he o o 261 1 he

one used ale@RptyPling srole ingividuad pdentfid)hmd derypledratinditiohicdete iwbiobed thetheybasic
condition data. In this case, the basic condition data analyzing portion 378 just hz%%s_ﬁtgngansmit the

algorithm ifedf bydibeikeyihaenB AaEieB Aditish B eRed tre BTRoRHEiERF IR P Rolding
porti %382(15% nQtleses At gﬂgﬁ&gﬁég%éﬁ}ﬁ@flf is the information indicating which of the
qh 2}1 ﬁ %ﬁﬁrg §§rtion%§ [

‘keys'held by the key ho 82 25 Is the one used on encrypting each individual piece of the
encrypted conditi@hectider ypeioie polrtion 38 Piasiingandifivsnl datad éntifiisr cemis, threrhmsithenndition data
analyzing portion 378 just has to transmit the key jtself included in the basic condition data to the
decryption Fpgiried wath the identifier from the algorithm holding portion 381, and reads the key

associated with the identifier from the key holding portion 382.
The algorithm and key thus read from the algorithm holding portion 381 and the key
15  holding portion 382 are the same as the algorithm and key used when encrypting the
condition data on the encryption processing apparatus 1. The decryption portion 373
decrypts the enc_:rypted condition data by using the algorithm and key.
The algorithm holding portion 381 is not necessary in the case where the algorithm
itself is the information indicating which of the algorithms held by the algorithm holding
20  portion 281 is the one used on encrypting each individual piece of the encrypted condition
data included in the basic condition data. In this case, the basic condition data analyzing
portion 378 just has to transmit the algorithm itself included in the basic condition data to the
decryption portion 373. 'The key holding portion 382 is not necessary in the case where the
key itself is the information indicating which of the keys held by the key holding portion 282
25  is the one used on encrypting each individual piece of the encrypted condition data included
in the basic condition data. In this case, the basic condition data analyzing portion 378 just
has to transmit the key itself included in the basic condition data to the decryption portion

373.

The condition data analyzing portion 377 also performs the same process as this.



The condition data analyzing portion 377 also performs the same process as this. 72 The condition
data analyzing portion 377 of the first embodiment transmits to the decryption portion 373 the
information on which encrypted cut data should be decrypted in S1307 for analyzing the contents
indicated by the condition data, and also transmits to the solution generating portion 374 the
information on what number generated solution the %2solution used when generating the algorithm and
key used on encry
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condition data analyzing portion econd embodiment transmits to t ecryption portion

373 the infasmapinenponioic B by rikdmadiciata sitdciccberdaedypiedataslitldceakergpthbifirst
embodiment. However, it does not transmit to the solution 10 generating portion 374 the information

on what nuthBe? Gereieigsharmmipsotisairdbadanoadiyen daitpdrlsa gartatisdrdRey used on
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data analyzing por e second embodiment transmits to ecryption portion 373 the
informatiorsénstivatingdwitieh afthethlgdithinsdild bydthevalgatithradeelging pachdndditlialthe one
used on 15 encrypting each individual piece of the encrypted cut data to be decrypted (the above-
mentioned BERtHdRESRGrRicH T HAROR RsRestmicfnich of the keys held by the key holding portion

282 is the one ”%Re%&@%@ff&iﬂ@gt%ﬁ%%g@% gi\iﬁ%ﬁ%% BEfIecyid Qc?di%%%\égr%ﬂ%%ﬂ?@@d

identifier). The decryption portion ed the identifier reads the a associated
with the idenéitiecdyprivihsoaigariierikoldingnadsiom3Blichriddgads e &y sheshtiatddoniphethe
identifier from the key holding portion 382 as in the above-mentioned case so as to decrypt the
encrypted atitHhe waiibekerhenbadimm b NewRETid s TaETRE g ihsFPlBIBMg portion 381
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piece of theyeaepapadtoyt datal goeltdedHo tee caibiandsiaindlsacihedkedholsing potien 382 is not
necessary in the case where the key itself is the information indicating which of the keys held by the

key holdingsiirted 2y dateie pdessupteshiencliitng dsctrmbiinasifbmealygng portion 377 of

the second embodiment transmits to the decryption portion 373 the information indicating
which of the algorithms held by the algorithm holding portion 281 is the one used on
15  encrypting each individual piece of the encrypted cut data to be decrypted (the above-
mentioned identifier) and the information indicating which of the keys held by the key
holding portion 282 is the one used on encrypting the encrypted cut data to be decrypted (the
above-mentioned identifier).
The decryption portion 373 having received the identifier reads the algorithm
20  associated with the identifier from the algorithm holding portion 381, and reads the key
associated with the identifier from the key holding portion 382 as in the above-mentioned
case so as to decrypt the encrypted cut data by using them.
As in the above-mentioned case, the algorithm holding portion 381 is not necessary in
the case where the algorithm itself is the information indicating which of the algorithms held
25 by the algorithm holding portion 281 is the one used on encrypting each individual piece of
the encrypted cut data included in the condition data.  Also, the key holding portion 382 is
not necessary in the case where the key itself is the information indicating which of the keys
held by the key holding portion 282 is the one used on encrypting each individual piece of

the encrypted cut data included in the condition data.



the encrypted cut data included in the condition data. 73 CLAIMS 1. An encryption processing
apparatus comprising: cutting means for cutting subject data in plain text by a predetermined number
of bits 5 into multiple pieces of plain text cut data; encrypting means for encrypting multiple pieces of
the plain text cut data with a predetermined key angia predetermined algorithm to render it as multiple
pieces of encrypted cut data; condition data generating means for generating condition data including
data on at 10 least one of a condition in the cadeldt ing decryption of each individual piece of the
encrypted cut data and a condition in the case of prohibiting decryption of each individual piece of the
encrypted cut data; condition data encrypting means for encrypting the condition data with a

predetermined k%@ﬁ%gmmmwmwﬁgg@ﬁ@ it as encrypted condition data; 15 basic
condition data generating means for generating basic condition data including data on at least one of a

condition in the castingfratiensifiy detnpueicst deadniatidex Ly dinbuiderminad RUedidiabhth the case

of prohibiting decryption of th crypted condition data; and connecting means for connecting the
muItip1r’e pi(‘éﬁ&%ﬁ@ r@lﬁfgé %ue%ﬁi%%éuti%%hcrypted condition data and the basic condition data as

one to render thes-asarseriesefi@Ranphed daianrenreddehadaeimetdy apredetermined

decryption processing apparatus, and wherein: the connecting means connects the encrypted cut
data, the epredastortivon ditioandataresdetttminbd sigem thanivnrerder dsas el meresahehs s @isdries of
encrypted datg in a manner 25 the encrypted condition data is positioned ahead of the encrypted cut
data havih@ﬁi?%zcryption allowed or prohibited according to the condition included in the condition

data which is a sQuGaRf dhe eassyiige cendiiondaAng alspitherhasiceanditiendatsnis: positioned
ahead of the encrypted condition data. 74

10  least one of a condition in the case of allowing decryption of each individual piece of the
encrypted cut data and a condition in the case of prohibiting decryption of each individual
piece of the encrypted cut data;

condition data encrypting means for encrypting the condition data with a
predetermined key and a predetermined algorithm to render it as encrypted condition data;

15 - basic condition data generating means for generating basic condition data including
data on at least one of a condition in the case of allowing decryption of the encrypted
condition data and a condition in the case of prohibiting decryption of the encrypted
condition data; and

connecting means for connecting the multiple pieces of encrypted cut data, the

20  encrypted condition data and the basic condition data as one to render them as a series of
encrypted data premised to be decrypted by a predetermined decryption processing apparatus,
and wherein:

the connecting means connects the encrypted cut data, the encrypted condition data
and the basic condition data as one to render them as a series of encrypted data in a manner

25  the encrypted condition data is positioned ahead of the encrypted cut data having its
decryption allowed or prohibited according to the condition included in the condition data
which is a source of the encrypted condition data and also the basic condition data is

positioned ahead of the encrypted condition data.



2. The encryption processing apparatus according to claim 1, wherein: the condition data generating
means generates multiple pieces of the condition data to satisfy the following conditions (1) to (3): (1)
each of multiple pieces of the condition data is associated with at least one of the 5 pieces of the
encrypted cut data and includes the data on at least,one of the condition in the case of allowing the
decryption of the associated encrypted cut data and the condition in the case of prohibiting the
decryptiof.of th& s souiptidneprongssi: copaeras rartios teckitiib@iieiBs of the condition data,
every piece of the encr Bted cut data is associated with onel(f)if he. multl |ece of trhe condition

data: and 10 (3)RD GRS I B RS ENDS JISAPE GEOSEAS |aPe5C ‘12 ISR b he

condition daig and e Rasiceandiion daia @gnerating means generates the baS|c condition data
including the data on at least one of the  condition as to which of the multiple pieces of the encrypted

condition data shbmathaﬁm@mapmmmﬁﬂwmd@nmﬁet@ommmaé@twmﬁeéﬁm@eﬁ Wiultiple

pieces of the en ted condifi ata shoul ve |ts rohibi 3. The encr, ption
procé:’ssmﬁl%iﬁﬁ GQE@EWSFL (%?:% I’al“%[cfjl f% LR R¥Pconag IO d* tﬁg“f’nc néuo Sta on at
least one of therfolowingdd)d (i dntasmatinmied iderifingthe-desintie @@r@mﬁa@m@p paratus

allowed to perform 20 or prohibited from performing the decryption of at least one piece of the
encryptedoast dftaphibitingahm deontendei iy argos ks alivynselitopeaterm or prohlblted from

performing the decryption, of at least Q of th enc ted cut data; at Ieast of information
on a period allow e e FNES e&%‘ﬁggj@%ﬂ gé & EReryBiet d‘gg)df' 1%5%?13 irfformation on

a period pgahibiting e SegavPHAD @t Ieask PiFeROIIRaRICIRICshaut data; and (7)

information on which of the multiple pieces of the encrypted cut data should have its decryption

. allowed or infornfation @r pibiervdiithencuyiiod picdal tf aksednated/pith vultinktaisheud have its
decryption prohlblted 75 4. The encryption processing apparatus according to claim 1, comprising:
encryptloncR%?;1 leﬁ’é%ms holding multiple encryption keys which are the keys

the basic condition data generating means generates the basic condition data including
the data on at least one of the condition as to which of the multipie pieces of the encrypted
condition data should have its decryption allowed and the condition as to which of the

15 maultiple pieces of the encrypted condition data should have its decryption prohibited.

3. The encryption processing apparatus according to claim 1 or 2, wherein:
the condition data includes the data on at least one of the following (4) to (7):
(4) information for identifying the decryption processing apparatus allowed to perform
20  or prohibited from performing the decryption of at feast one piece of the encrypted cut data;
(5) information for identifying a user allowed to perform or prohibited from
performing the decryption of at least one piece of the encrypted cut data;
(6) at least one of information on a period allowing the decryption of at least one piece
of the encrypted cut data and information on a period prohibiting the decryption of at least
25  one piece of the encrypted cut data; and
(7) information on which of the multiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple pieces of the encrypted cut

data should have its decryption prohibited.



used when the encrypting means encrypts the plain text cut data, and wherein: the encrypting means
uses at least two of the multiple encryption keys held by the 5 encryption key holding means and
thereby renders multiple pieces of the plain text cut data as the encrypted cut data so as to encrypt at
least one of them with an encryption key different fJ; m that of the other pieces of the plain text cut
data; and the condition data generating means generates the condition data including the data on

which of tHe enciliptionhkpyiohetodesdting eprmantiorckening dingameansasprsidgdo render each 10
individual piece of the encrypted cut data as_the encr te? cut data. 5, The encyyption processing
R ek

apparatus accorffRHAANY RlfRemr AR ObHRg Y %&%ﬁ&ﬁé “Hultiple
pieces of the sondilian datam e shpaatls nsludes eandilion dal.cncivpiiarikey holding means

holding multiple 15 condition data encryption keys which are the keys used when the condition data
encrypting meartscemcrypts: thaconsdisoratEet the ob tititonltpka ewcypptingeneheld bydbeat least two

of the multiple condition data encryption keys held by the condition data encryption key holding means
and theretSATERICR KRIIRISIE B AL T & EBTRa ﬁéﬁ‘%’é‘ﬂi%%ﬁ%ﬁafe%%gﬁmﬁ%ﬁ f%t4%b as to

encrypt at {eagt 20-Apr-aiRemaiinag cradifion dataepreypiigrieydifarentiromihalof the other

pieces of the condition data; and the basic condition data generating means generates the basic
condition differactdchngththetittachewhieteobitikeqdadition detdancmption keys held by the condition
data encryption key holding means is used to render each individyal piece of the encrypted condition

data as 25 the eMESPRENIED SAHRETIRIRINS. BFR AT S0RSLI0Y ARBARSILIRE Er 88 9B claim 1,
comprising; /iy, QRERRIRR KEYPRAR BEROLPERANS AP ARRSERIRGIBRE YRIIRR Kaysawhicthatp g keys

used when the encrypting means encrypts the plain“text cut data in predetermined timing, and

. Whetgin: thednidyptitemdahns asegpied|tiptel anas/piandoypsedgenedtad by the encryption key 5
generating means and thereby renders multiple pieces of the plain text cut data as the encrypted cut
data so as to encrypt at least one of them with an encryption key different from

5. The encryption processing apparatus according to claim 1, wherein:
the condition data generating means generates multiple pieces of the condition data;
the apparatus includes condition data encryption key holding means holding multiple
15 condition data encryption keys which are the keys used when the condition data encrypting
means encrypts the condition data;
the condition data encrypting means uses at ieast two of the multiple condition data
encryption keys held by the condition data encryption key holding means and thereby renders
multiple pieces of the condition data as the encrypted condition data so as to encrypt at least
20  one of them with a condition data encryption key different from that of the other pieces of the
condition data; and
the basic condition data generating means generates the basic condition data including
the data on which of the condition data encryption keys held by the condition data encryption
key holding means is used to render each individual piece of the encrypted condition data as

25  the encrypted condition data.

6. The encryption processing apparatus according to claim 1, comprising:



that of the other pieces of the plain text cut data; and the condition data generating means generates
the condition data including the data for identifying the encryption key used when each individual
piece of the encrypted cut data is 10 encrypted. 7. The encryption processing apparatus according to
claim 6, wherein: the encryption key generating means generates the encryption keys so that the
encryption keys generated in the same order are always the same ones when generated 15
sequentially fronemmyipitisl istatgsranditiyenutats for ghntifing therprtomjeen wbichsedtienedyeach
individual piece of the encrypted cut data generated hy the conrg(gtié)n datag generati means&s
encrypted HeHcEEE %&Bﬁ@ﬁ%\ﬁ?ﬁ@?%%ﬁ& RS g8 f@o@rﬁ%e%?%eg lSiil

processing gpparatus according to claim 7, comprising: encryption key solution generating means for
sequentially generating solutions which are pseudo-random numbers so that the solutions generated
in the same ordethérenctyyeiinitiatastateeansudtiyya thpptom oy esparated/ hg thinenbeyememision key
generating means generates the encryption keys, tiased on tgg?ﬁZ solutions received from the

Ry i Bh

encryptionZkBSTENE RG9S ARTANAS M deers MPtHRIG BISCRS 9 fiSRey used when
each indivighal.pi &?E&*ﬂaesc%c{aI@Iﬁ%@59@5%%%@%&&%!9%%@%%@2@7}9@@@@89&dﬁﬁans is

encrypted Indicates the solution used when the encryption key is generated. 77 9. The encryption
processingtappéthtusircoiedingithelplainerornpdsimgoencryption key solution generating means for

sequentially generating solutions which are pseudo-random numhers so that the .solytions generated
in the same ordeff GATTRECM ARLF STRFLAHAS BGARSSENSTEEREG FRRIICF \‘?ﬁ%?@fﬁ%‘}ﬁg’&ﬁ%@ﬁﬁn key

generating; jag eraleShELR RUW KEY 3 Rasedi onthep Rl tieas resived kenashaencryption

key solution generating means; and the data for identifying the encryption key used when each
- individual pieagmédhe encrypted cut data generated by the condition data generating means is
encrypted indicates the order in which the solution used when generating the encryption key is
generated.

7. The encryption processing apparatus according to claim 6, wherein:
the encryption key generating means generates the encryption keys so that the
encryption keys generated in the same order are always the same ones when generated
15  sequentially from an initial state; and
the data for identifying the encryption key used when each individual piece of the
encrypted cut data generated by the condition data generating means is encrypted indicates

the order in which the encryption key is generated.

20 8. The encryption processing apparatus according to claim 7, comprising:
encryption key solution generating means for sequentially generating solutions which
are pseudo-random numbers so that the solutions generated in the same order from the initial
state are aiways the same ones, and wherein:
the encryption key generating means generates the encryption keys based on the
25  solutions received from the encryption key solution generating means; and
the data for identifying the encryption key used when each individual piece of the
encrypted cut data generated by the condition data generating means is encrypied indicates

the solution used when the encryption key is generated.



10 10. The encryption processing apparatus according to claim 1, wherein: the condition data
generating means generates multiple pieces of the condition data; the apparatus includes condition
data encryption key generating means for generating condition data encryption keys which are the
keys used when the condition data encrypting 15 means encrypts the condition data in predetermined
timing; the condition data encrypting means uses the multiple condition data encryption keys
generate®by th&herditromtidatpreressyptioppeeygensatingemedasndhdshgmekiygenders multiple pieces
of the condition data as the encrypted condition data sq as to encrypt at least one of them with a

condition data eRBRTPRBAKE & REFBARAIRG Beats Bherprniadly emerasie satrtisns ddtishand the
basic condiiqn giaia. agaceHAg SBRARS AeneLAleR AR AsIE RRdon darm BiRlicing, e fala or
identifying the condition data encryption keys used when each individual piece of the encrypted
condition data seriorypiek 2t bnthewherhpttdn processing apparatus according to claim 10,
wherein: the condition data encryption key generating means generates the condition data encryption

keys 8o that the ESHAIFORURRAShEF) RIS & &P RERSTRE i EPSERE BB e ediRa i the same

ones in the, fsequent M@ggﬁ@c??gﬁbg mgg;@rg{}ggyﬁg%.lﬁ%s from the initial state;
~and 78 the0 atgr?gor identi@mg the condition dae}[%()ég)ncryptlon key used when each individual piece of

the encrypted cothditiat dataigeifeiataildyrtheiiasidcepnddionidateadie nelatihgphpdaniigencrypted
indicates the order in which the condition data encryption key is generated. 5 12. The encryption

processing BB S AR RIS TR EORBIiRISHHG SCORtHtBRBEASdh ERTBYRIIkEy Saftition
generaling,pegi R weah Aislvasneted wehOluliensNIED dla Rapiderandefaumbers so that
the solutions generated in the same order from an initial State are*always the Same ones, and
- wherein: the condition data encryption key generating means generates the condition data 10

encryption keys based on the solutions received from the condition data encryption key solution
generatingl%eanrgh%ﬁﬁcrypu‘m processing apparatus according fo claim 1, wherein:

the condition data generating means generates multiple pieces of the condition data;
the apparatus includes condition data encryption key generating means for generating
condition data encryption keys which are the keys used when the condition data encrypting
15  means encrypts the condition data in predetermined timing;
the condition data encrypting means uses the multiple condition data encryption keys
generated by the condition data encryption key generating means and thereby renders
| multiple pieces of the condition data as the encrypted condition data so as to encrypt at least
one of them with a condition data encryption key different from that of the other pieces of the
20  condition data; and
the basic condition data generating means generates the basic condition data including
the data for identifying the condition data encryption keys used when each individual piece of

the encrypted condition data is encrypted.

25 11.  The encryption processing apparatus according to claim 10, wherein:
the condition data encryption key generating means generates the condition data
encryption keys so that the condition data encryption keys generated in the same order are
always the same ones in the case of sequentially generating the condition data encryption

keys from the initial state; and



the data for identifying the condition data encryption key used when each individual piece of the
encrypted condition data generated by the basic condition data generating means is encrypted
indicates the solution used when the condition data encryption key is generated. 15 13. The
encryption processing apparatus according to clairgg.l, comprising: condition data encryption key
solution generating means for sequentially generating solutions which are pseudo-random numbers
so that the solutitrsigarferaedtifyihe tharedititer dsormnyipiiial stgtesederdbuaysliiedaihabnes, and
wherein: 20 the condition data encryption key generating means generates the condition data

encryptiorPEoh Seeneryitrs SENERR JaaltRe e PihEre atiticrrdiiandiitp sansrekBg Betttion
generating GaNs, Btaeanibang the capsilian el eRopvBiR ey eriggen each
individualqﬁi%%%pﬁgﬁéﬂgggrtggg% c{ondf%on data generated by the basic con itioﬁlédata generating
means 25 is encrypted indicates the order in which the solution used when generating the condition
data encryption key is generated. 14. The encryption processing apparatus according to claim 1,

comphisind279 & §BEOR HIGATIRNRT FRACPRAFAES A 1BHRE A ikiRd briGsABEsH & gorithms which are

algorithms used nthe .encrypti ' g%ﬁ‘ ein: the
encrypting meango%%%g] gtdﬁe%étx m&%ﬁﬁ?&%%é%%%?%%ﬁms e gq&/%)\tlve encryption
algorithm Reldifvgeresios asgiheiebynkngasamutiipaipiedessofitinpleindexdis diceimasrthe

encrypted cut data so as to encrypt at least one of them with an encryption algorithm different from
that of the Bt ApBEEY SRR ERARE NS ABShaROHHIEBH data generating means generates the

condition data in¢judi d ' [ I | ption
aigoritnm holding oo a e R e the
. encrypted entrdptRnl{5:aEbe @ndry piiadgarosesbiag aAppateius:aiicoroiag mclgimch, dherein: the
condition data generating means generates multiple pieces of the condition data; the apparatus
includes c6AMItBA SRATEMERAH: affbrithm holding means holding

the data for identifying the condition data encryption key used when each individual

piece of the encrypted condition data generated by the basic condition data generating means

is encrypted indicates the solution used when the condition data encryption key is generated.

15
13.  The encryption processing apparatus according to claim 11, comprising:
condition data encryption key solution generating means for sequentially generating
solutions which are pseudo-random numbers so that the solutions generated in the same order
from an initia! state are always the same ones, and wherein:
20 the condition data encryption key generating means generates the condition data

encryption keys based on the solutions received from the condition data encryption key
solution generating means; and
the data for identifying the condition data encryption key used when each individual
piece of the encrypted condition data generated by the basic condition data generating means
25 isencrypted indicates the order in which the solution used when generating the condition data

encryption key is generated.

i4.  The encryption processing apparatus according to claim 1, comprising:



multiple condition data encryption algorithms which are the algorithms used when the 15 condition
data encrypting means encrypts the condition data; the condition data encrypting means uses at least
two of the multiple condition data encryption algorithms held by the condition data encryption
algorithm holding means and thereby renders mull/;igle pieces of the condition data as the encrypted
condition data so as to encrypt at least one of them with a condition data encryption algorithm
different from thetarfpdthézotithmpietiisgofitha coriditgritittiplanectiiptioasitzenuiontdeha §enerating
means generates the condition data includin%the data on whigait]:?of the cz{ndition daltlargngryption

algorithm & FRTHBEyseed ST A FRESYRHRE TRTASH SRGOYRAHPR IR SREH ey, 80 WP ERer each
individual piece gt the-sperypiad randitiondaiaasdhhenaiiptrangiion daiaadas Heid be

encryption processing apparatus according to claim 1, comprising: encryption algorithm generating
means fortigeneratitigreaigoyittionhalgorit nrmanwichtharebth ecatigosithwiépispigash ehttiseptaie fgpting
means enégpts the plain text cut data in predetermined iminﬁl,éean Whereif%: 80 the encrypting

mearis usB¥ At R EPEREAoh B ARE FEAEPLRdTYY Bt R oRRFP  Rerating
means ang {herehyrandorsmultinle pigcesil hedlait i, eildatase thesencrypted cut data so as

to encrypt at least one of them with an encryption algorithm different from that of the other pieces of
the plain text cutigatandindbdhe genditiog detaig gaecwtingtheeandigendaitdochvdiogribitibradata
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wherein: 10 the en6rypiion:alg Qithm oeaeIAting AR S AeASHAleS tpgpanrcayplign algorithms so that

the encryption algorithms generated in the same order are always the same ones in the case of
. sequentially generating the encryption algorithms from the initial state; and the data for identifying the
encryption algorithm used when each individual piece of, the encr plted cut data generated by the

condition déita gemérERFTINTR RLRSSIRGERAGatuS according to claml, wherein:

the condition data generating means generates multiple pieces of the condition data;
the apparatus includes condition data encryption algorithm holding means holding
multipie condition data encryption algorithms which are the algorithms used when the
15  condition data encrypting means encrypts the condition data;
the condition data encrypting means uses at least two of the multiple condition data
encryption algorithms held by the condition data encryption algorithm holding means and
thereby renders multiple pieces of the condition data as the encrypted condition data so as to
encrypt at least one of them with a condition data encryption algorithm different from that of
20  the other pieces of the condition data; and
the basic condition data generating means generates the condition data including the
data on which of the condition data encryption algorithms held by the condition data
encryption algorithm holding means is used to render each individual piece of the encrypted
condition data as the encrypted condition data.
25
16.  The encryption processing apparatus according to claim 1, comprising:
encryption algorithm generating means for generating encryption algorithms which
are the algorithms used when the encrypting means encrypts the plain text cut data in

predetermined timing, and wherein:



15 indicates the order in which the encryption algorithm is generated. 18. The encryption processing
apparatus according to claim 17, comprising: encryption algorithm solution generating means for
sequentially generating solutions which are pseudo-random numbers so that the solutions generated
in the same order from the 20 initial state are always the same ones, and wherein: the encryption
algorithm generating means generates the encrypti®f algorithms based on the solutions received

from the encryptigs: algeyisiapsabition@enry atingprasnsymichthe datadosidentiiing fhe encryption

algorithm used when each individual piece of the encrypted cut data generated by the condition data
generating WEXRE9s @S@Wb@@%ﬁﬁ&mé@dﬁ@ﬁmhm@@dmlﬁlémwp%ﬂ!algbmhﬁms

generated. 19..The encr tlon ocessing apparatus acc d|n to cl mpr|S| : 81 encryption
? as&'x XIE) tgé CU??&%% tO en eneraat nal‘g g#gl mﬂl ﬁé

algorithm so‘fu on generatng means for sequentia éf?&o random
numbers sazga;aimm%ta@ﬂﬁ&ﬁmﬁéa@@%@déﬁ@rﬁﬁéa@s%ﬂ&feff@mﬂt&t initiahgtatesare always the same
ones, and wherein: the encryption algorithm generating means generates the encryption algorithms
based>5 on the s@mﬁ@wﬁ&@@émﬁmﬁm @ﬁ@wg@@w@@ﬁmmxyﬁmmag@mmm thedas;fand the
data for |de ?f\lé enc |on al orlt(tjr]%rlcrg1 us%d hen each in iece of the en ted cut data
generated by ?on N sans |sneer%8 y’ﬁ'té (ﬁ% é’éﬁg @%F&&FW%?@E the
solution usaguy\ilg@ﬁcgﬂ;t@@atmg the encryption algorithm is generated. 10 20. The encryption
processing apparatus according to claim 1, wherein: the condition data generating means generates
multiple pieces of the condition data; the apparatus includes condition data encryption algorithm
generating mean f%re eneratlr%g condltlon data encr%/gp jon aI r|Ih § Ig% are the algorithms used
when the 15 condition enERpting e herp H}élgcé)n Bh daty i PPedetermined timing; the
.condition data enﬁ{yeﬂa@m@ﬁ%g@m@mlﬁﬂg%@m Benepala sREYRYBR.AIYRHhmSapnRLated by
the condition data encryption algorithm generating means and thereby renders multlple pieces of the
condition dék@ @sttienclgprabres gengoredadtbosasntoorder are always the same ones in the case of

sequentially generating the encryption algorithms from the mnitial state; and

the data for identifying the encryption algorithm used when each individual piece of
the encrypted cut data generated by the condition data generating means is encrypted

15 indicates the order in which the encryption algorithm is generated.

18.  The encryption processing apparatus according to claim 17, comprising:

encryption algorithm solution generating means for sequentially generating solutions
which are pseudo-random numbers so that the solutions generated in the same order from the

20  initial state are always the same ones, and wherein:

the encryption algorithm generating means generates the encryption algorithms based
on the solutions received from the encryption algorithm solution generating means; and

the data for identifying the encryption algorithm used when each individua! piece of
the encrypted cut data generated by the condition data generating means is encrypted

25  indicates the solution used when the encryption algorithm is generated.

19.  The encryption processing apparatus according to claim 17, comprising:



encrypt at least one of them with a condition data encryption algorithm different from that of 20 the
other pieces of the condition data; and the basic condition data generating means generates the basic
condition data including the data for identifying the condition data encryption algorithms used when
each individual piece of the encrypted condition da%alis encrypted. 25 21. The encryption processing
apparatus according to claim 20, wherein: the condition data encryption algorithm generating means

generates the coaditigniciatdg@ithrypibrtiatggeitbrtsngonthan ¢ ier cogutitidallyatenermiyptichniddgerithms
generated in the same order are alwaf%s the same ones in the case of sequentially generating the

condition 4RECTEFEDFRRSIR-SPERTRMETRGH AR SpaREoRR §BWsTaied daierITeeitRifg T tondition
data encry&@gﬁ g{g@r%r&&gg@m@&&g%%inﬂmi%@k&'@_ce of the encrypted condition data generated

by the basic condition data generating means iIs encrypted indicates the order in which the condition

data encryption dlgerithyptisgeigeritend sbn2Patiyaanary pHmraio dessirgyanpardsosihecobdiag to claim

21, comprising: condition data encryption algorithm solution generating means for sequentially

generétingoéb‘lgféﬁi%Wﬁﬁ:??%’é’ﬁ@s@ﬂ@o‘-}f%\ﬁ%ﬁ?ﬂ%ﬁg%‘%ﬁﬁmﬁ@sﬁﬁ?ﬁﬁ@%@?@?ﬁ%@ﬁ% the same

order from the inffal lpls ARl BE SRBANES: geein A the-fondiian.satacenpryption
i NS g eratés t%e co o'lgition a E%Er@s ibase on the

algorithm generating means gen ata encryption algorit
solutions réeeceretyfrehdneienndiicntehty eixe nyptidnomtin e salificnegeniraitgprdans; and the
data for identifying the condition data encryption algr%ithm used when each individual piece of the
encrypted ESHeRIGRREgeReTAIch By A0EHIRIREE R aRt R B fBA EPATIR ATeHRST IS BhEry pted
indicates t g&g]ﬂ&gn used when the condition data encryption algorithm is generated. 23. The
encryptionprocessing apparatus according to claim 21, comprising: condition data encryption
. algorithm solution generating means for sequentially 20 generating solutions which are
pseudo-random numbers so that the solutions generated in the ]
The encryption processing apparatus according to claim 1, wherein:
the condition data generating means generates multiple pieces of the condition data;
the apparatus includes condition data encryption algorithm generating means for
generating condition data encryption algorithins which are the algorithms used when the
15  condition data encrypting means encrypts the condition data in predstermined timing;
the condition data encrypting means uses the multiple condition data encryption
algorithms generated by the condition data encryption algorithm generating means and
thereby renders multiple pieces of the condition data as the encrypted condition data so as to
encrypt at least one of them with a condition data encryption algorithm different from that of
20  the other pieces of the condition data; and
the basic condition data generating means generates the basic condition data including

the data for identifying the condition data encryption algorithms used when each individual

piece of the encrypted condition data is encrypted.

25 21.  The encryption processing apparatus according to claim 20, wherein:
the condition data encryption aigorithm generating means generates the condition data
encryption algorithms so that the condition data encryption algorithms generated in the same
order are always the same ones in the case of sequentially generating the condition data

encryption algorithms from the initial state; and



same order from the initial state are always the same ones, and wherein: the condition data encryption
algorithm generating means generates the condition data encryption algorithms based on the
solutions received from the condition data encryption algorithm solution generating means; and 25 the
data for identifying the condition data encryption algerithm used when each individual piece of the
encrypted condition data generated bé;he basic condition data generating means is encrypted

[

indicates the ordbe i@ freidensibanaits ceeditonslaycnarspion Perrthaitis FRan AN ption algorithm
is generated. 83 24.An ryptio thod.inr [ g, apparatus,
wherein tﬁlgh ghgcﬁépq}g%eﬁ)}%gs%ﬂgp%%g?ﬁ(ﬁ?%np e”’?eﬁr%%%eﬁéﬁf (E!?:% cﬁ%ﬁ%%%g}?%%g?a in plain text by
a predetegnisedingmber of bitsyptedmdiinle spircadefiplanitarhevbnditiurbdanceyptingiche multiple
pieces of the plain text cut data with a predetermined key and a predetermined algorithm to render it
as multip|&1pREHBEIAF EPRSREd cut data; generating condition data including data on at least one of a
condigon in the case of allowing decryption of each individual piece of the encrypted cut data and a
condition in the case of prohibiting decryption of each individual piece of the encrypted cut data; 10
encryptingthe camdisigirghaienwitbraspied atersmineddwydaitia grdetermingdsigorithm to render it as
encrypted condition data; generating basic condition data including data on at least one of a condition

in the case of aﬁ@ﬁﬁﬁ@ﬂé@??ﬁﬂ@ﬁhﬁ@ﬁ@’@?&%&ﬁ%ﬁaiﬂ%@é%éﬁ%?ﬁsﬁﬁ(ﬂ%ﬁfm% case of
prohibiting dr?tcéé(%éo%ﬁfﬁtorh% %I%E%patr%dggg@ '%%ﬂa%%%ﬁ%%&%&%%%ﬁ& @&ﬁ%%ﬂ@a'%@ﬁlx%@l?&etﬁé)f the

encrypted%eu B e encrypted condition data an asic condition data as one to render them
as a seriegpheneiieshdpéanremised 4e de seatptesdbympredeidrerined decryption processing
apparatus, and wherein: in the step of cpnnectin_g the multiple pieces of encrypted cut data, the

- enciypted condﬁﬁ@rﬁ@%ﬁﬁi%éﬂﬂﬁ@%é’i@%&%& @&@%@?Wéﬁﬁé@cé%@@fb#%crypted
data 20 P RO RIS Pl e{:s%t“i‘i'&é%&'%é@%%ﬁ%%%?é‘ﬁ&h‘?ﬁ&éﬁ'H%ﬁaé}?&%% the

encryptionef)lr ssingapparatus connects the encrypte ata, the encrypt
algorithm solution generating means; and

the data for identifving the condition data encryption algorithm used when each
individual piece of the encrypted condition data generated by the basic condition data
15  generating means is encrypted indicates the solution used when the condition data encryption

algorithm is generated.

23.  The encryption processing apparatus according to claim 21, comprising:
condition data encryption algorithm solution generating means for sequentially
20  generating solutions which are pseudo-random numbers so that the solutions generated in the
same order from the initial state are always the same ones, and wherein:
the condition data encryption algorithm generating means generates the condition data
encryption algorithms based on the solutions received from the condition data encryption
algorithm solution generating means; and
25 the data for identifying the condition data encryption algorithm used when each
individual piece of the encrypted condition data generated by the basic condition data
generating means is encrypted indicates the order in which the solution used when generating

the condition data encryption algorithm is generated.



condition data and the basic condition data as one to render them as a series of encrypted data in a
manner the encrypted condition data is positioned ahead of the encrypted cut data having its
decryption allowed or prohibited according to the condition included in the condition data 25 which is a
source of the encrypted condition data and also the, basic condition data is positioned ahead of the
encrypted condition data. 25. A data structure of encrypted data connecting the following as one to
render theP.as Asenaypi preinidathmeperied iy e hyransietiprecashegiapeersiydonpstessing
apparatus; 84 multiple pieces,of encrﬁted cuf data obtaineg by encrypting multiple pieces of plain

text cut dats SBEAREGTHY eeREHRSTHR YRR P By

a predetermined number of bits with a

predetermined key:and auikergter mipeshaldeuihi chcmiace andiien daia ohtainemipi encrypting

condition data including data on at 5 least one of a condition in the case of allowing decryption of each
individual piecss of fieinemcryptedteut data and a condition in the case of prohibiting decryption of each

and basi condO AR SR CHU DR ErF A GALP T 6 n ChBHGH MRS S

decryption,gf e EhsRtasbeaRdiian-date-and asansition detbesrsaeiavahiaiing 10 decryption of

the encrypted condition data, and wherein: as for the encrypted cut data, the encrypted condition data
and the basic cogeittoatitatandigoeniatgitethdimgdiitrodatblispositiohe dalditieh of the easergipted cut

data having its .decryption allowed ar prahibited according to the condijtion included.in the condition
ot AR B oR L Rt BTG S TR A SRR T ORSR Hinod 15

ahead of tagss%@%&ﬁﬁiﬁﬂgﬁ_@iepp%ﬁ@ogéacﬂhﬁd@@zﬂﬁmQ&rSf%@eﬁéyyﬁ%a dataagcording to claim 25,

wherein there are multiple” piecés of the condition data to satisfy the following conditions (1) to (3): (1)
. eachtindividual peaceypfitigetteormtititivul alrsa svitbsopiatettmitin et teastndrrepofdtler2picdgsrththe
encrypted cut data and includes the data on at least one of the condition in the case of allowing the

decryption BF B LB FIRSARIFRE @t¥3ta or the condition in the case of prohibiting the
decryption of the asspaiated.SRCYRiaTL AP (RS Ian e MUiRIsRisEE s RldRe cangitiendata,

every piece of the encrypted cut
of allowing decryption of the encrypied condition data and a condition in the case of

prohibiting decryption of the encrypted condition data; and
15 connecting the multiple pieces of the encrypted cut data, the encrypted condition data
and the basic condition data as one to render them as a series of encrypted data premised to
be decrypted by a predetermined decryption processing apparatus, and wherein:
in the step of connecting the multiple pieces of encrypted cut data, the encrypted
condition data and the basic condition data as one (o render them as a series of encrypted data
20  premised to be decrypted by the predetermined decryption processing apparatus,
the encryption processing apparatus connects the encrypted cut data, the encrypted
condition data and the basic condition data as one to render them as a series of encrypted data
in a manner the encrypted condition data is positioned ahead of the encrypted cut data having
its decryption allowed or prohibited according to the condition included in the condition data
25  which is a source of the encrypted condition data and also the basic condition data is

positioned ahead of the encrypted condition data.

25. A data structure of encrypted data connecting the following as one to render them as a

series and premised to be decrypted by a predetermined decryption processing apparatus:



data is associated with one of the multiple pieces of the condition data; and 25 (3) no one piece of the
encrypted cut data is associated with multiple pieces of the condition data, and the basic condition
data includes the data on at least one of the condition of which piece of the encrypted condition data
should have its decryption allowed and the conditic§1 of which piece of the encrypted condition data
should have its decryption prohibited. 85 27. The a%[a structure of encrypted data according to claim
25 or 26, whereimiiépleqiitiont eataypetliclesithe aataned by leasypuire afitigpte oenergofpiao (7): (4)
information for identifying the decryption processing %gparatus allowed to perform 5 or #rohibited from

performiné TSP RRSHRS D SHEIMS W YRR SR R RAHBARHR A RTAFETERSARPREHONY fBFidentifying
a user all dto %rd@{r%hlgg% frampeHormipg.the decryption of at least one piece of the
encrypte(;)“v;c{uﬁf1 3%%8;8%%{%}?%& ne of(i)nformation on a%))eriod’ allowing the decryption of at least one
piece of the enciypipstel doddicandhintirmatdbpemcpetiog protitiiindathédeciygtidbmaciattleast 10
one piece of the encrypted cut data; and (7) information on which of the multiple pieces of the

encrybtedlewt RGOS Raeiiire gress plisHoxme s Sy RS AEER SHivIHER 81FR Fhifiple pieces of
the encrypéé?l%é%%ddﬁ?a%%%lgb@é{ﬁl{%ﬂ%%ée%@mmmﬁg 8 TR ARSI G Rlencrypted

data accor o claim 25, wherein: each individual piece of the encrypted cut data is encrypted by

using one gikaudiiple cansryplicnt kayswnhas ficcdserypinat] kegtude pedetpiegpedesvhtheplain text
cut data with an encryption key different from that of the other pieces of the plain text cut data; and the

condition data inBRTHceOREIREAENNGHIEM B PRUNFESE ABA P FPREVOR 1Hdha S38F & render each
individual E%ﬁég%%%%ﬁ%%ﬁ%ﬁ %&%@ﬁ%&%ﬁf&%@{%ﬁy& daidion B3 S peiHGBle

encrypted data a herein: there are multiple pieces of the condition data; each

. individual pieggpebihefencerpieptabastitivaatads erbwipediby using one of 25 multiple condition data
~encryption keys so as to encrypt at least one of multiple pieces of the condition data with a condition
data encryption K&y iffes ERETYBIsAFIEdsIAnES BRST Pl eogdition data and the basic condition data,

the encrypted condition data is positioned ahead of the encrypted cut data having its
decryption allowed or prohibited according to the condition included in the condition data
which is 2 source of the encrypted condition data and the basic condition data is positioned

15  ahead of the encrypted condition data.

26.  The data structare of encrypted data according to claim 25, wherein there are multiple
pieces of the condition data to satisfy the following conditions (1) to (3):
(1) each individual piece of the condition data is associated with at least one of the
20  pieces of the encrypted cut data and includes the data on at least one of the condition in the
case of allowing the decryption of the associated encrypted cut data or the condition in the
case of prohibiting the decryption of the associated encrypted cut data;
(2) as for the multiple pieces of the condition data, every piece of the encrypted cut
data is associated with one of the multiple pieces of the condition data; and
25 (3) no one piece of the encrypted cut data is associated with multiple pieces of the
condition data, and
the basic condition data includes the data on at least one of the condition of which
piece of the encrypted condition data should have its decryption allowed and the condition of

which piece of the encrypted condition data should have its decryption prohibited.



the condition data; and 86 the basic condition data includes the data on which of the multiple condition
data encryption keys is used to render each individual piece of the encrypted condition data as the
encrypted condition data. 5 30. The data structure of encrypted data according to claim 25, wherein:
the encrypted data is generated by an encryption pegcessing apparatus comprising encryption key
generating means for generating multiple encryption keys in predetermined timing; each individual
piece of the encrypted cut data is encrypted by using one of the 10 multiple encryption keys generated
by the encryption key, generating means so as to encrypt at least of.the multiple pieces of the
plain textcc%}f datne{ﬁ Wi %ﬁ%@%ﬁoﬁ%@%&?&a@ﬁﬁ Fgrflﬂ‘?giooeﬁ%%lo %ﬁ%@‘é’g%%ﬁ egplain text cut
data; and the ceioditien drtadarctidaadhendaiferogeptitring e encryptinykey used when each
individual piece of the encrypted cut data is encrypted. 15 31. The data structure of encrypted data

according to claifd 3o evmetisiniehedenfymiohkescomiompmseatng snpensitnedoweddndqrsgioon keys so
that the encryptign keys genegated in the same ordey are always the same ones in the case of
generhting RIS L L STE AaAe ORI AT CEY EAAro0h s EAEV P ek dhg the
encryption key ugefinban.aas fonfivifiilniecaaf hewenenmigs:aibdaisningiedad:in the condition

data is encrypted indicates the order in which the encryption key is generated. 32. The data structure
of encryptedréamiasdbedipg pticiniol Elicashersiniezs thdherogyprseiidatapiagenerated by an encryption

i isi tion key salufi ti f tially
Generating Solo oA o S BT AT BE L S A SIS o R RIS same
order fromghgénitiatyptade@rg.elWaN R Hama SNASS6ABRERHYRIAR ko-grParatingdmeans

generates the encryption keys based on the
10  one piece of the encrypted cut data; and

(7) information on which of the muitiple pieces of the encrypted cut data should have
its decryption allowed or information on which of the multiple pieces of the encrypted cut

data should have its decryption prohibited.

15 28.  The data structure of encrypted data according to claim 235, wherein:
each individual piece of the encrypted cut data is encrypted by using one of multiple
encryption keys so as to encrypt at least one of multiple pieces of the plain text cut data with
an encryption key different from that of the other pieces of the plain text cut data; and
the condition data includes the data on which of the multipie encryption keys is used

20 to render each individual piece of the encrypted cut data as the encrypted cut data.

29.  The data structure of encrypted data according to claim 25, wherein:
there are multiple pieces of the condition data;
each individual piece of the encrypted condition data is encrypted by using one of
25  multiple condition data encryption keys so as 10 encrypt at least one of multiple pieces of the
condition data with a condition data encryption key different from that of the other pieces of

the condition data; and



solutions received from the encryption key solution generating means; and the data for identifying the
encryption key used when each individual piece of the encrypted cut data included in the condition
data is encrypted indicates the solution used 5 when the encryption key is generated. 33. The data
structure of encrypted data according to claim 31, y¢herein: the encrypted data is generated by an
encryption processing apparatus comprising encryption key solution generating means for

sequentially getiesRasig senditinmsdatsinchides thesialn 95-reabigh o HRAAHEIP SRR 28ffitions
generated in the same arder from the initial .State.ar y. : ] ey
generating ThEaHB JENEIAIEE f?%réeﬁgﬁﬁ |§}11Q(eﬁ;y§%%ﬁ;§#é% Qt?glgsoiuti§rﬁ%8r%%%%ﬁe%%%%%%ﬁilcryption
key solut%w@gﬂ&mgm%and the data for identifying the encryption key used when each
individual piece of the 15 encrypted cut data included in the condition data is encrypted indicates the
order in which the solution used when generating the encryption key is generated. 34. The data
structure of encrypted data according to claim 25 ein; t I Iple pieces of the condition
data;20 tgé encﬁﬁt%ﬁac%tﬁl&%ﬁ cgja ‘g‘:@%%%%??a gg‘%%%’%%?c?%ﬁ%%%%@%g apparatus comprising
condition data epgryptiopKeiaeResiagBIes sfenospealipg cositipg emenatitioromataiepcryption keys
in predetermined timing; each individual piece of the encrypted condition data is encrypted by using
one of thesnomytiijste kongitsratingneniesionaseayanens Sila HiFTRRIcsmb I XA e 5ton key 25
gen'eratin% means so as to encrypt at least one of the multiple pieces of the condition data with a
condition 8&t&&ncryption key different from that of the other pieces of the condition data; and the
basic condition gt ingiveiRnthREaa fer ieRkiagihestondstiory patitsnatygtion: dkeised when
each individual piece of the encrypted condition data is encrypted. 88 35. The data structure of

. enctyptedmizticonrdinomn ks racBaraigddrs e tRCEGHEMCT 1 SEASAERIIISATRSY BRI atg means

generates the condilon data, eneryption keys 5o 119t H1e SUREINAR B & EPRHBHIR ¥R ARerated I
from that of the other pieces of the plain text cut data; and
the condition data includes the data for identifying the encryption key used when each

individual piece of the encrypted cut data is encrypted.

15

31.  The data structure of encrypted data according to claim 30, wherein:
the encryption key generating means generates the encryption keys so that the

encryption keys generated in the same order are always the same ones in the case of
generating the encryption keys sequentially from an initial state; and

20 the data for identifying the encryption key used when each individual piece of the
encrypted cut data included in the condition data is encrypted indicates the order in which the
encryption key is generated.
32.  The data structure of encrypted data according to claim 31, wherein:

25 the encrypted data is generated by an encryption processing apparatus comprising

encryption key solution generating means for sequentially generating solutions which are

pseudo-random numbers so that the solutions generated in the same order from the inttial

state are always the same ones,



5 always the same ones in the case of sequentially generating the condition data encryption keys
from the initial state; and the data for identifying the condition data encryption key used when. each
individual piece of the encrypted condition data included in the basic condition data is encrypted
indicates the order in which the condition data encryption key is generated. 10 36. The data structure
of encrypted data according to claim 35, wherein: the encrypted data is generated by an encryption

processing appalR B @RSV SeBerafimarans SeaSTpsIeSnsODHON kR brsaA §hiBans for

sequentialjsglggneratin sal%ltion which are rg(seud(i- andom n%bers so that the solutions generated
. Ilel'eC \{ﬁ ]jE)EI)I}. 2 ﬁHC{ QI KLY SOIGONn general ﬁ NEANS, Ji . ..
in the same order from the initial state are always the$ame ornes, and Wherein: the condition data

encryption key geaiatiforiRasyeaneedas ihaaoReitiosnd abeeomlypitanideysohasad ai the solutions
received from the condition data encryption key solution generating means; and the data for
identifying%}&ﬁ?ﬁhﬁiﬁrﬁiﬁa@@ﬁmméﬁm@p@@@a date s eaesryeiviriieaterohsice b BprHES®hcrypted
condig\on da%%ni%éue%edgiﬁrkthekbasic coﬁr:ld%gn data is encrypted indicates the solution used when the

a

condition d4ta encryp‘ff Oély @’g%ﬁg?a% . 37. The data structure of encrypted data according to claim

36, wherein: the encrypted data is generated by an encryption processing apparatus comprising 25

condition data encryption key solution generating means for sequentially generating solutions which
are pseudd¥anddhf databERs We e Reldeaseendigds MareSamkesr@er from the initial state
are always the same ones, %r}g t\évpsergxixg:aqu he a&on(g%tio% gnatao%gé:s%gtgona%ﬂe(g{’rggger%}isn means
generates the condition Yata encryption keys ased o the solutions feceived rrom the condition data
encryptiondkeyaiutien ssnamtingamenpsnand e saieitnide ptiviagrbeotanditemibatarencryption
key used when each individual 5 piece of the encrypted condition data included in the basic condition

- data3§ endrygiderradriatpanbers ddhah hihselirtin s grivonieb sutefeme erfistiing the #dhdition data

encryption key is generated.  me ones;

the encryption key generating means generates the encryption keys based on the
solutions received from the encryption key solution generating means; and
the data for identifying the encryption key used when each individual piece of the
15  encrypted cut data included in the condition data is encrypted indicates the order in which the

solution used when generating the encryption key is generated.

34.  The data structure of encrypted data according to claim 25, wherein:
there are multiple pieces of the condition data;

20 the encrypted condition data is generated by an encryption processing apparatus
comprising condition data encryption key generating means for generating multiple condition
data encryption keys in predetermined timing;

each individual piece of the encrypted condition data is encrypted by using one of the
multiple condition data encryption keys generated by the condition data encryption key

25  geperating means SO as to encrypt at least one of the multiple pieces of the condition data
with a condition data encryption key different from that of the other pieces of the condition

- data; and
the basic conditior data includes the data for identifying the condition data encryption

key used when each individual piece of the encrypted condition data is encrypted.



38. The data structure of encrypted data according to claim 25, wherein: 10 each individual piece of
the encrypted cut data is encrypted by using one of multiple encryption algorithms so as to encrypt at
least one of multiple pieces of the plain text cut data with an encryption algorithm different from that of
the other pieces of the plain text cut data; and the ggndition data includes the data on which of the
multiple encryption algorithms is 15 used to render each individual piece of the encrypted cut data as
the encrypted cut data. 39. The data structure of encrypted data according to claim 25, wherein: there

are MUliple plectcoliis Saasiion deigyeech ndvidual peca ahine spsnmied conditon data s

encryptedby us mu tion data encryption go?i‘%ms SO as to encrypt at least

one of multiple pieces, afithedeanditonsatavyitheicepneilion tate-ancryptio calgatithmadifferent from
that of the other pieces of the condition data; and the basic condition data includes the data on which

of the multqteypgadiieys dat@aétb@rymiéiﬁ%gm%wm&% emgErehEhthsdRIRRISISIEES of the
erncrypted onduien date B e sepied condiion dain, 0, [ AR StCIUTE gl ggerypred data

according erein: encr IS generated By an encryption processing

apparatusl&gmgﬁiqgeqﬁﬁypj{g@;adg@rithm generating means for generating multiple encryption
algorithms in predetermined timing; each individual piece of the encrypted cut data is encrypted by

using one of the tedatidle elentiion hiesmbifergine EaREmiPhHEEReedobeR Sty iHY Y¥Akrating
means so as to encrypt at least one. of the multiple pieces, of the plain text cut data with an encryption
algorithm 8?&%"?8?&‘:0?‘5%{% ?8386 b e He' %ﬁ 3K Colﬁ%mt)g;éata he Bt

er pleces o p A fext cut data: and the condition data

includes thg gaiaderddentiyingithe anceypinpRlars hin isesh kdien gathdrdividual piece of the

encrypted cut data is encrypted. 10 41. The data structure of encrypted data according to claim 40,
. Whetildin: the encryption algorithm generating means generates the encryption algorithms so that

36. 'The data structure of encrypted data according to claim 35, wherein:
the encrypted data is generated by an encryption processing apparatus Comprising
condition data encryption key solution generating means for sequentially generating solutions
which are pseudo-random numbers so that the solutions generated in the same order from the
15  initial state are always the same ones, and wherein:
the condition data encryption key generating means generates the condition data
encryption keys based on the solutions received from the condition data encryption key
solution generating means; and
the data for identifying the condition data encryption key used when each mdividual
20  piece of the encrypted condition data included in the basic condition data is encrypted

indicates the solution used when the condition data encryption key is generated.

37.  The data structure of encrypted data according to claim 36, wherein:
the encrypted data is generated by an encryption processing apparatus COmprising
25  condition data encryption key solution generating means for sequentially generating solutions
which are pseudo-random numbers so that the solutions generated in the same order from the

initial state are always the same ones, and wherein:



the encryption algorithms generated in the same order are always the same ones in the case of
generating the encryption algorithms sequentially from the initial state; and 15 the data for identifying
the encryption algorithm used when each individual piece of the encrypted cut data included in the
condition data is encrypted indicates the order in wfich the encryption algorithm is generated. 42. The
data structure of encrypted data according to claim 41, wherein: 20 the encrypted data is generated by

an encryption prieessififapiurane YRiapHsh geraretn o aig semerataibe spngalit sy means for
sequentially generating solutions which are pseudo-random numbers so that the solutions generated
in the saﬁﬁ%ﬁ&&?ﬁ%ﬁ?ﬁ?ﬁ%ﬁa té/ast%ﬂg}%ng%%}g% efz% gglm%eocr%ls 1 tt’lgnne1 %%tgr%%ﬁt%g{ﬁghm generating
means geﬂgmg&%@ﬁg@/ﬁ@gﬂ&a@ﬂithms based 25 on the solutions received from the encryption
algorithm solution generating means; and the data for identifying the encryption algorithm used when

each individual plecéats fehlenttiyipethe cortitioménisencirypiecheiditicd whes ikpehdpgdptstdhdicates

the solution use% when the encryption algorithm, is, generated. 91 43. The data structure of encrypted
data dccoRiffi % %Féﬁ%%t%ghc %%}q}%egaenggélpnhe% e R

ata’is ga%rc]é:Pa %%I‘%y an encryption processing
apparatus;s@RREiSing oRREMRIRR IRIgO HiMB SPlLHeRvaeh SatinginearT pnegUent allgsnraiating
solutions which are pseudo-random numbers so that the solutions generated in the same order from
the initial Bestateearsatddiays the same ones; the encryption algorithm generating means generates the
encryption algorithms based on the solutions received from the encryption algorithm solution
generating means; and the data for identifying the encryption algorithm used when each individual

piece of thg encryptasksubdaadBlslesiRdhrsdiian datrisipnesyRiesindicates the order in which

10 the solution used when generating the encryption algorithm is generated. 44. The data structure of
. encrypted data awcbritidiyithiel givce6f Wharsiypitibestalimis Ry pictby wiinsovonditwigita; the

encrypted condition data.is generated by an encryption processing apparatys 15.comprising condition
data encry?ﬁ%ﬁpgﬂbﬁ%?ﬂ SPafihg TSR A5 f%gé?t‘lgpgt%ﬁﬁﬁm%% RIS pRin RPCR A
with an encryption algorithm different from that of the other pieces of the plain text cut data;
and
the condition data includes the data on which of the multiple encryption algorithms is

15 usedto render each individual piece of the encrypted cut data as the encrypted cut data.

36,  The data structure of encrypted data according to claim 25, wherein:

there are multiple pieces of the condition data;

each individual piecé of the encrypted condition data is encrypted by using one of

20  multiple condition data encryption algorithms so as to encrypt at least one of multiple pieces

of the condition data with a condition data encryption atgorithm different from that of the
other pieces of the condition data; and

the basic condition data includes the data on which of the multiple condition data
encryption algorithms is used to render each individual piece of the encrypted condition data

25  as the encrypted condition data.

40.  The data structure of encrypted data according to claim 23, wherein:



condition data encryption algorithms in predetermined timing; each individual piece of the encrypted
condition data is encrypted by using one of the multiple condition data encryption algorithms
generated by the condition data encryption algorithm generating means so as to encrypt at least one
of the multiple pieces of the 20 condition data with g condition data encryption algorithm different from
that of the other pieces of the condition data; and the basic condition data includes the data for
identifying the cahelitiomypted dateipmeoaratgdritimensagtidieprectskinglippluaiupieveppising encrypted
condition data is encrypted. 25 45. The data structure of encrypted data accora(ijﬁn .fo claim 44,
herein: B CT GRS AERAURERIERI T SEPES & GRS o data

encryptio%g&%ggﬁgﬁg;he condition data encryption algorithms generated in the same order
are always the same ones inthe case of sequentially generating the condition data encryption
algorithms from ttashinitifiv steabpiocd e2thihendesipidd cidalatifyinepthvgrtehditiosimatacerfahgption algorithm

used when each individual piece of the encrypted condition data ipcluded in the basic condition data is
enoryrod LR S TSR AT BREaE AR ERORAFP T GE e 4o, The

data struchyeefaRaoipiechlaier AGeaidinpio KA i ieeiexdde eARAiRd et ipagnerated by an

encryption processing apparatus comprising condition data encryption algorithm solution generating
means for dgoritmidiffagentcratinthas ol ticrehwhitbcase peudeinansiomt datmeexd so that the solutions

generated in the same qQrder from the jnitial state are always the same ones, and wherein: 10 the
condition data er%mﬂa@r\%éfﬁ%m%%%ﬁ% R R B ARSI SRIE™ R  ption

algorithmshaseehan e saluiions s eeeived Hopithaeanditondaaeacryption algorithm solution

generating means; and the data for identifying the condition data encryption algorithm used when each
individual piece of the encrypted condition data included in the basic condition data is 15 encrypted
indicates tl%%esol lon used when the condition data encryption algorithm is generated. 47. The data

structure of encry e 44T UCHET Fh e WfhdaR AGFrips to clai 40, wherem:

the encryption algorithm generating means generates the encryption algorithms so that
the encryption algorithms generated in the same order are always the same ones in the case of
generating the encryption algorithms sequentially from the initial state; and
15 the data for identifying the encryption algorithm used when each individual piece of
the encrypted cut data included in the condition data is encrypted indicates the order in which

the encryption algorithm is generated.

42.  The data structure of encrypted data according to claim 41, wherein:

20 the encrypted data is generated by an encryption processing apparatus comprising
encryption algorithm solution generating means for sequentially generating solutions which
are pseudo-random numbers so that the solutions generated in the same order from the initial
state are always the same ones;

the encryption algorithm generating means generates the encryption algorithms based
25  on the solutions received from the encryption algorithm solution generating means; and
the data for identifving the encryption algorithm used when each individual piece of
the encrypted cut data inciuded in the condition data is encrypted indicates the solution used

when the encryption algorithm is generated.



the encrypted data is generated by an encryption processing apparatus comprising 20 condition data
encryption algorithm solution generating means for sequentially generating solutions which are
pseudo-random numbers so that the solutions generated in the same order from the initial state are
always the same ones; the condition data encryptiog,algorithm generating means generates the
condition data encryption algorithms based on the solutions received from the condition data
encryption?35 algdmthatesEtiEre 98 saramgddatrnsartingdodmmot ideharging the condition data
encryption algozégmeg(:sredtgvdwgrtlaegch é@(%ié/&[dbuaelupie&e of I(l;ll? erngéggtedacoglr%ilo% dxgt%ii;ﬂgluded in the
basic condition data’is cryp?‘edllr%]%a es the order’ E]}uclgl)t & Solaton tsed when gelgerating the
condition dataypReHHNONNYeSTRBH S eRAAIAICH: 83s £ BElesiMIHOR RIERSSIDE APRATAME for
decrypting the encrypted data according to claim 25, comprising: basic condition data reading means
for readingiiscievéoridrisiaam b frseHe D heolsteasdsmeraiscriptoel seniowioer durm tbadiitmeans
for re%dingsthtg a%g%tesgtﬁonditiog ggta from the encrypted data; encrypted cut data reading means
for reading thé encrypai%d cuf data o the encrypted data; 10 encrypted condition data decrypting

means for decryghidenhie e Ypigskendhion datadarenderiiasibecoppiliontyadimetasained that

the encrypted condition data read by the encrypted condition data reading means matches with a
condition inarkecadationaneseivies tostyhtioncarnHereplesptiid selutinacaaratingliwatad; isnthe basic

condition data re d% the basic.condition data reading means ar if determined that the encrypted
condition data dES CLaT RS e BRSO (e R Ees of the

encrypted geRgiionpia: dasryRiinkmeansdondastypitagLachindividurlpieee: o ae gRanMed cut

data read by the encrypted cut data reading means to render it as the plain text cut data only if
. detefrfiinedbthseliiivr vepgprbanceargastiia theatod TR toe atgsition Waendeérgpted by the

44.  The data structure of encrypted data according to claim 25, wherein:
there are multipie pieces of the condition data;
the encrypted condition data is generated by an encryption processing apparatus
15 comprising condition data encryption algorithm generating means for generating muitiple
condition data encry?tion algorithms in predetermined timing;
each individual piece of the encrypted condition data is encrypted by using one of the
multiple condition data encryption algorithms generated by the condition data encryption
algorithm generating means so as to encrypt at least one of the multiple pieces of the
20  condition data with a condition data encryption aigorithm different from that of the other
pieces of the condition data; and
the basic condition data includes the data for identifying the condition data encryption

algorithm used when each individual piece of the encrypted condition data is encrypted.

25 45, The data structure of encrypted data according to claim 44, wherein:
the condition data encryption algorithm generating means generates the condition data
encryption algorithms so that the condition data encryption algorithms generated in the same
order are always the same ones in the case of sequentially generating the condition data

encryption algorithms from the initial state; and



20 encrypted condition data decrypting means matches with a condition in the case of allowing
decryption or if determined that the encrypted cut data does not match with a condition in the case of
prohibiting the decryption; and connecting means for connecting the plain text cut data decrypted by
the decrypting means as one to render it as the supject data. 25 49. A decryption processing
apparatus for decryptin%qthe encrypted data according to claim 26, comprising: basic condition data

reading means fbedaiaing idratEaEe Bs-eAndHIaRCAAFRCITR SN Al By Assd ovp ted condition
data reading. means for reading | copditionsdata from. theershvpisd datasencrypted cut
data read%glyﬁcg%aﬁsp %eocrer%t?\%fangﬂh %%%%ggocut data from the encrypted data; 5 encrypted condition’
data decryptingeiemasciasdpenrating Waiendiypadinmdiionestaiptorehrteitirassthencomedition data if
determined that the encrypted condition data read by the encrypted condition data reading means
matches with a condition in the case of allowing decryption of the encrypted condition data indicated
in the basic.condjtion data read b | itionsdatayeadingsmeaas;qr if determined that the
encrfpted%éndi#é’r? %gﬁ%&%@’?&%%%%%# \ﬁ?g% congi{g”on in the case of prohibiting the decryption of
the encrypted capdiien sietpadecr yrtisgmeanafandsniptingtiessancippteahcutataa tgender it as
the plain text cut data only if determined that each individual piece of the encrypted cut data read by
the encrypradition data secraniipnrriarrithm e edopigmeEsing fTh IeSeaen B SRRGT M% ryption 15
of the encrypted cut data indicated in the condifion data dacrypied by the encevpted condition, data
decryptin&@%&%c‘i‘?ﬁi‘c&e & SFrl%ega tha e%lr%%%gted cut data does ngt rr?atch with a condition in the

case of preQikitngithedecypromehiberrnernpiast e drdaadieatid: connecting means for connecting the

plain text cut data decrypted by the decrypting means as one to render it as the subject data, and
. whetéin: the condition data encryption algorithn generating means generates the condition data

encryption algorithms based on the solutions received from the condition data encryption
algorithm solution generating means; and
the data for identifying the condition data encryption algorithm used when each
individual piece of the encrypted condition data inciuded in the basic condition data is
15  encrypted indicates the solution used when the condition data encryption algorithm is

generated.

47.  The data structure of encrypted data according to claim 45, wherein:
the encrypted data is generated by an encryption processing apparatus comprising
20  condition data encryption algorithm solution generating means for sequentially generating
solutions which are pseudo-random numbers so that the solutions generated in the same order
from the initial state are aiways the same ones;
the condition data encryption algorithm generating means generates the condition data
encryption algorithms based on the solutions received from the condition data encryption
25  algorithm solution geperating means; and
the data for identifying the condition data encryption algorithm used when each
individual piece of the encrypted condition data included in the basic condition data is
encrypted indicates the order in which the solution used when generating the condition data

encryption algorithm is generated.



20 the encrypted condition data decrypting means decrypts the encrypted condition data to render it
as the condition data only if determined that each individual piece of the encrypted condition data read
by the encrypted condition data reading means matches with a condition as to which of multiple
pieces of the encrypted condition data should haveits decryption allowed or if it does not match with a
condition as to which of the multiple pieces 25 of the encrypted condition data should have its
decryption prohibited; and the decrypting means decrypts the encrypted cut data to render it as the

plain text gut d%%&@gﬂoﬁnﬂm&gﬁ% q§§5¥ﬁtﬁ¢&0@aﬂﬁmﬂ§tﬁe%¢%@ aethedJmplemented by the
sin ed

decryption proces pparatus for decrypting encryp ata according to claim 25, comprising the
steps for thed @S ypliopisharessing apparatus of: reading the basic condition data from the encrypted
data; 5 reading the encrypted condition data from the ,ncrﬁgted daé?. re dingr the encrypted cut data

from the encrypReiBISPACHISRJRAtTG AR ERERTSHS & TSR éﬂrﬂi fit B9 ERondition data if

deterénineecacf?ﬁ@eW&Egad encrypted condition data matches with a condition in the case of allowing
decryption of the encrypted condition data indicated in the read basic condition data or if 10

determined thatdhe gnefyptettmonditioreatite does niirmradingiith encomdidorondithenchatelsim
prohibiting the decryption thereof; decrypting each individual piece of the read encrypted cut data to
render it d8%KBBYER @3 cut data only if determined that the encrypted cut data indicated in the

decrypted condition data majshes it aeanditioniniihe sasnalpliowingithe desnition thereof or if

15 determined that the encrypted cut data does not match with a condition in the case of prohibiting

the decrypfieryiheldatz;and connecting the plain text cut data decrypted by the decrypting means as
one to render it as the subject data. 20 51. A decryption method implemented t% e decryption

i th
. prodessing appdttet caediipnidgte AeRREL Lt I aReR SBCHRH SIS B mprising the
steps of: Eﬁ%dfg ge%xbﬁﬁl;ctﬁg Rl daia e Bt FRaYRIe G rypted condition data read by

the encrypted condition data reading means matches with a condition in the case of allowing
decryption of the encrypted condition data indicated in the basic condition data read by the
basic condition data reading means or if determined that the encrypted condition data does
15  not match with a condition in the case of prohibiting the decryption of the encrypted
condition data;
decrypting means for decrypting each individual piece of the encrypted cut data read
by the encrypted cut data reading means to render it as the plain text cut data only if
determined that the encrypted cut data indicated in the condition data decrypted by the
20  encrypted condition data decrypting means matches with a condition in the case of allowing
decryption or if determined that the encrypted cut data does not match with a condition in the
case of prohibiting the decryption; and
connecting means for connecting the plain text cut data decrypted by the decrypting
means as one to render it as the subject data.
25
49. A decryption processing appazatﬁs for decrypting the encrypted data according to
claim 26, comprising:
basic condition data reading means for reading the basic condition data from the

encrypted data;



reading the encrypted condition data from the encrypted data; reading the encrypted cut data from the
encrypted data; 25 decrypting the encrypted condition data to render it as the condition data if
determined that the read encrypted condition data matches with a condition in the case of allowing
decryption of the encrypted condition data indicated in the basic condition data read by the basic
condition data reading means or if determined that the encrypted condition data does_not match with a
condition in the CRSEYBISHrERNEIiAG $AE BRdBHBFAINEIITE NG S PHB IR MR @ Mhta to
render it a%ét%ﬁgjgépeﬁe&tgut data only if determined that each individual piece of the encrypted cut
data read by the encrypted cut data reading means matches with a condition in the case of allowing

the decryption otifgymecyniedcreadaiarinrdisaiac -tadhe deeprpiogiednaidat daia didf determined that
the 5 encrypted cut data does not match with a condition in the case of prohibiting the decryption
thereof; arﬁ’é‘@&ﬁ%@&ﬁ%@? the decrypted plain text cut data as one to render it as the subject data, and

wherein: in the s crypting. t %Rgﬁg conditi ri itiop data, 10
the e?fjcrypted coér?lgﬁ%r% ga{%%g%?enc%geﬁg t ren%%%%%@%h%%%#%ﬁiﬁ%q%a%%ﬁ %%E[lgrﬁn@ﬁed that
each indiviguatpieseepithetiradehtioynied fakdttinrimdta matekasrywitbiacatidisiodas tediich of
multiple pieces of the encrypted condition data should have its decryption allowed or if it does not

match witthg eBFaRiEH eendtonidaturapEns DS Makdsovite BeedndBa RSP R ERSUId have

its decryptipn_prehibited: and. 15 in,the sie ecrypting, t nt it as the

plain text c(%'tc i‘:{%@%ﬁﬁ%ﬁgfly%% %ﬁ? %%ﬁ%s%&g%%g%% %%1&2%%%3?%%% giaé%%ggﬂggggé based

only on theaslecpiaths daditiendaiabas 3he encrypiien prockssingppRaraidiaachrdidgeto claim 1,

wherein: 20 the condition data generating means generates multiple pieces of the condition data and

. inclublés dath BatehcibinsaTAE Endle srssl HatpgsHlerimianehmsadyntifion data
generatedc%%%%gﬁg&g the other pieces of the condition data in at least one piece of the condition
ata. ’

decrypting means for decrypting the encrypted cut data to render it as the plain text
cut data only if determined that each individual piece of the encrypted cut data read by the
encrypted cut data reading means matches with a condition in the case of allowing decryption

15  of the encrypted cut data indicated in the condition data decrypted by the encrypted condition
data decrypting means or if determined that the encrypted cut data does not match with a
condition in the case of prohibiting the decryption of the encrypted cut data; and

connecting means for connecting the plain text cut data decrypted by the decrypting
means as one to render it as the subject data, and wherein:

20 the encrypted condition data decrypting means decrypts the encrypted condition data
o render it as the condifion data only if determined that each individual piece of the
encrypted condition data read by the encrypted condition data reading means matches with a
condition as to which of multiple pieces of the encrypted condition data should have its
decryption allowed or if it does not match with a condition as to which of the muitiple pieces

25  of the encrypted condition data should have its decryption prohibited; and

the decrypting means decrypts the encrypted cut data to render it as the plain text cut

data based only on the decrypted condition data.



25 53. The encryption processing apparatus according to claim 1, wherein: the condition data
generating means generates multiple pieces of the condition data and has at least several pieces of
the multiple pieces of the condition data associated to decrypt the encrypted condition data generated
by encrypting those several pieces of the conditiog;giata in predetermined order; and 97 those several
pieces of the condition data are generated to include data on a condition for decrypting the encrypted

condition data tosbsetacdyipteitintiaadny the énepypied wondition aptaayenteradect itiegcrypting the
condition data. 5 54. The encryption processing apparatus according to claim 53, wherein: the basic
condition GREEYRENCHIAIORIRE heltide S comatRa thh Sl Lha FVRHTLBIORTSHSS a piece to
be decryp%iggggﬁgo&of the pieces of the encrypted condition data generated by encrypting several
pieces of the condition data. 10 55. The data structure of encrypted data according to claim 25,
wherein: there geadigtindebpicasditibe ¢anditantdatacansiet daast one piece of the condition data
includes data on a condition in the case of allowing decryption of the encrypted condition data

generated by entrdBgdhn enGimBted ecediign i BRanibh eREE/PI Y82 he data structure of encrypted
data according t eg[_l%ﬁg &?lg A Q&r&: CH@_ Eqaa&gmgf%&gc | ge%sd(%athe condition data; at least several

pieces of the multiple pieces ofthe condition data are associated to decrypt the encrypted condition

data generated hjsanetiiiing those savaraditiardsaiithendt condiiorotdiddn furedéttraineddrder,
and each of those several pieces of the condition data includes data on a condition for decrypting a

piece of th@%ﬁ%@fﬁ?@d‘*@%@ﬁé r‘r“?}@éi?@ Bar BRI BRSNS AR ipReR tats drliopig condition data
oo SHRRIANS Sk ity BT Iindel St o e
, piece go baslesnymtediitshouhafiredienerion tapmesy ptadmendiiion dedadjenetatbd byse of
prohibiting the decryption thereof;
decrypting each individual piece of the read encrypted cut data to render it as the plain
text cut data only if determined that the encrypted cut data indicated in the decrypted
condition data matches with a condition in the case of allowing the decryption thereof or if
15  determined that the encrypted cut data does not match with a condition in the case of
prohibiting the decryption thereof; and
connecting the plain text cut data decrypted by the decrypting means as one to render

it as the subject data.

20 51. A decryption method implemented by the decryption processing apparatus for
decrypting encrypted data according to claim 26, the method comprising the steps of:

reading the basic condition data from the encrypted data;
reading the encrypted condition data from the encrypted data;
reading the encrypted cut data from the encrypted data;

25 decrypting the encrypted condition data to render it as the condition data if determined
that the read encrypted condition data matches with a condition in the case of allowing
decryption of the encrypted condition data indicated in the basic condition data read by the
basic condition data reading means or if determined that the encrypted condition data does

not match with a condition in the case of prohibiting the decryption thereof;



encrypting the several pieces of the condition data. 98 ABSTRACT To allow encryption by setting
conditions of decryption variously. Encrypted data obtained by encrypting subject data has header
data 501, basic condition data 502, encrypted 5 condition data 503 and encrypted cut data 504. The
basic condition data 502 includes data on a conditiQ for allowing or prohibiting decryption of the
encrypted condition data 503. A decryption processing apparatus decrypts only the encrypted
condition data ofiednjgitingebeygatioyplsdilolviath by erdpmisissobadition tast B 028 0=y tb render it as

{he 10 on R AN BEEI AR oAk g AR eI DO B RAR data
504 of which dectypiianisalowenby (ARG HPIRE SRBYUHANRAR: ¥Bdecryption of the
encrypted cut data indicated in the decrypted condition data or if determined that the
5  encrypted cut data does not match with a condition in the case of prohibiting the decryption
thereof; and
connecting the decrypted plain text cut data as one to render it as the subject data, and
wheremn:
in the step of decrypting the encrypted condition data to render it as the condition data,
10  the encrypted condition data is decrypted to render it as the condition data only if determined
that each individual piece of the read encrypted condition data matches with a condition as to
which of multiple pieces of the encrypted condition data should have its decryption allowed
or if it does not match with a condition as to which of the multiple pieces of the encrypted
condition data should have its decryption prohibited; and
15 in the step of decrypting the encrypted cut data to render it as the plain text cut data,
the encrypted cut data is decrypted to render it as the plain text cut data based only on the

decrypted condition data.

52.  The encryption processing apparatus according to claim 1; wherein:

20 the condition data generating means generates multiple pieces of the condition data
and includes data on a condition in the case of allowing decryption of the encrypted condition
data generated by encrypting the other pieces of the condition data in af least one piece of the

condition data.

25 53,  The encryption processing apparatus according to claim 1, wherem:
the condition data generating means generates multiple pieces of the condition data
and has at least several pieces of the multiple pieces of the condition data associated to
decrypt the encrypted condition data generated by encrypting those several pieces of the

condition data in predetermined order; and



10

15

20

25

97

those several pieces of the condition data are generated to include dataon a condition

for decrypting the encrypted condition data to be decrypted following the encrypted condition:

data generated by encrypting the condition data.

54.  The encryption processing apparatus according to claim 53, wherein:
the basic condition data generating means includes a condition in the case of allowing
decryption of a piece to be decrypted first out of the pieces of the encrypted condition data

generated by encrypting several pieces of the condition data.

55.  The data structure of encrypted data according to claim 25, wherein:
there are multiple pieces of the condition data; and
at least one piece of the condition data includes data on a condition in the case of

aliowing decryption of the encrypted condition data generated by encrypting the other pieces

of the condition data.

56. The data structure of encrypted data according to claim 25, wherein:

there are multiple pieces of the condition data;

at least several pieces of the multiple pieces of the condition data are associated to
decrypt the encrypted condition data generated by encrypting those several pieces of the
condition data in predetermined order; and

each of those several pieces of the condition data inciudes data on a condition for
decrypting a piece of the encrypted condition data to be decrypted following a piece of the

encrypted condition data generated by encrypting the condition data.

57.  The data structure of encrypted data according to claim 56, wherein:
the basic condition data includes a condition in the case of allowing decryption of a
piece to be decrypted first out of the pieces of the encrypted condition data generated by

encrypting the several pieces of the condition data.



