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associ at ed devices that can be connected to a gam ng machi ne such as a sl ot
machi ne or video poker machi ne. Sonme exanpl es of these devices are 15
lights, ticket GUROSSITREFERENGCEEOREIPSEES APRLICATHONSt ors, ticket
readers, coin acceptors, display panels, key pads, coin hoppers and button
pads.5 NaH)QOHmembcadewbem rarogitybigil. §. HarfmbAPH’i@awmgNd&hmbnemmhed conmponent s

assoct at el e AP TROPHRIEHADIAE shCtRl: BN diRyplLY sits on.

top of the gam ng mac Izing a nmaster gam ng
cont r ol | BIACHIRNE @%Ihiiﬁng WBM&@EEBER”@E@OIVIB}Juau%()lQOWh:idnisihnab)i ons of devices

that all &\é/o oR eﬁ%S?efEran%hf?X gntg &)ﬁraﬁlﬁlﬁ_ﬁ&l& ng machi ne and al so encour age

ganme pl a am ng machi ne. exa a ganme played on a gani ng
machi ne usually requires a player to input noney or indicia of credit into
t he gami ng machi ne, indicate AEGRHNIGAbUELBNd initiate a gane pl ay.
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machine such as a slot machine or video poker machine. Some examples of these devices are
15  lights, ticket printers, card readers, speakers, bill validators, ticket readers, coin acceptors,
display panels, key pads, coin hoppers and button pads. Many of these devices are built into
the gaming machine br components associated with the gaming machine such as a top box

which usually sits on top of the gaming machine.

[0004] Typically, utilizing a'masjter gaming controller, the gaming machine controls various
20  combinations of devices that allow a player to play a game on the gaming machine and also
encourage game play on the gaming machine. For example, a game played on a gaming
machine usually requires a player to input money or indicia of credit into the gaming
machine, indicate a wager amount, and initiate a game play. These steps require the gaming
machine to control input devices, including bill validators and coin acceptors, to accept
25 money into the gaming machine and recognize user inputs from devices, including key pads
and button pads, to determine the wager amount and initiate game play. After game play. has
been initiated, the gaming machine determines a game outcome, presents the game outcome
to the player and may dispense an award of some type depending on the outcome of the

game.
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SUMMARY [ 0005] Various enbodi nents described or referenced herein are
directed to different devices, nethods, systens, and conputer program
prodiucts for conducting comuni cations between a nobil e conputing device
and an el ectronic gam ng machine. In sone enbodi nents, devices, 5nethods,
systens, and conputer progran1products may be configured or designed for

use in a casino environnment. [000 ? i npl enment ati ons, an electronic
gafm ng machi ne may be provi ded. ectroni ¢ gam ng f| ne may i ncl ude
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15 [0007] In some implementations, a first communication session with a mobile computing

device may be provided. The first communication session may be conducted via a first
wireless communication protocol at a first range proximate the electronic gaming machine. A
communication session initiation identifier for initiating a second communication session
may be transmitted to the mobile computing device via the first communication session.
20 Based on the communication session initiation identifier, a second communication session
with the mobile computing device may be provided. The second communication session may
be conducted via a second wireless communication protocol at a second range. The second

range may be wider than the first range.

[0008] In some implementations, the communication session initiation identifier specifies a
25  mnetwork endpoint for use in conducting wireless communications with the electronic gaming
machine via the second wireless communication protocol. In some implementations, the first
communication session may be conducted via near-field radio. The second communication

session may be conducted via a wireless local area network.

[0009] In some implementations, the one or more processors are configured to cause the
30 electronic gaming machine to: determine, when the communication session creation
information is transmitted to the mobile computing device, whether the mobile computing

device has installed thereon an application for initiating the second communication session.



25 network endpoint for use in conducting wreless conmunications with the
.el ectroni c gam ng machi ne via the second w rel ess comruni cati on protocol.
In sonme inplenentations, the first communication session may be conducted
via near-field radio. The second comruni cati on session may be conducted via
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[0013] Figure shows a flow diagramof a nmethod 300 for a method of
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[0014] Figure 4 shows a system di agram 400 for conducting comuni cations in
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player, performed in accordance with one implementation.

[0014] Figure 4 shows a system diagram 400 for conducting communications in a gaming

environment, configured in accordance with one implementation.

20  [0015] Figures 5, 6A, and 6B shows perspective diagrams of a gaming machine 2, configured

in accordance with one implementation.

[0016] Figure 7 shows a server-based (sb™) gaming network, configured in accordance with

some implementations.

25 . Detailed Description
[0017] Applications of systems and methods according to one or more embodiments are

described in this section. These examples are being provided solely to add context and aid in
the understanding of the present disclosure. It will thus be apparent to one skilled in the art
that the techniques described herein may be practiced without some or all of these specific
30  details. In other instances, well known process steps have not been described in detail in

order to avoid unnecessarily obscuring the present disclosure. Other applications are possible,



[0016] Figure 7 shows a server-based (sbTM gam ng network, configured in
.accordance with sone inplenentations. 25Detail ed Description [0017]
Appl i cations of systens and methods according to one or nore enbodi nents
are described in this section. These exanples are being provided solely to
add context and aid in the understanding of the present disclosure. It wll -
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[0020] In some implementations, techniques described herein facilitate establishing a secure
wireless communication session between the mobile computing device and the electronic
20  gaming machine. A gaming environment such as a casino may include many different
gaming machines. Some or all of the gaming machines may act as wireless network
endpoints for establishing communication sessions with mobile computing devices. In this
situation, a player standing in front of one electronic gaming machine out of many may not
know how to connect to the panicuiar electronic gaming machine at which the player is
25  located. One way to solve this problem would be for the electronic gaming machine to
display a network address or other identifier associated with the electronic gaming machine
so that the player could enter this identifier on the mobile computing device. Then, the
mobile computing device could connect wirelessly with the electronic gaming machine
associated with the identifier. However, this approach may require from the player a level of
30  technical sophistication that many players do not possess. Also, this approach requires that
the player manually enter an identifier at the mobile computing device. Further, this approach

provides little or no assurance that the correct identifier is entered at the mobile computing



20 gam ng machine. A gam ng environnment such as a casino may include many
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t he &} ecHpPueich tb@ﬁap@n%@ﬁ,sp@ keyboards and the number of patrons in many gaming

establishments makes securing the password difficult. If another player sees the username

and password entered at the electronic gaming machine, then the account may be
compromised. As another éxémple, the player may logon to an electronic gaming machine by
presenting a printed ticket with a login code to the electronic gaming machine. However, a
30  printed ticket is generally not associated with a password. Thus, if the ticket is lost, then the

account may be compromised.



25 However, the placenent of such keyboards and the nunber of patrons in
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that the authenticated player is also the player controlling the mobile computing device.

[0027] In some implementations, the method 100 may be used to facilitate the creation of a
secure connection between the mobile computing device and the gaming machine without
30 requiring that the player manually enter a network endpoint identifier, manually pair the
mobile computing device and the gaming machine via Bluetooth, or perform some other

action that may require a relatively high degree of technical sophistication.



[0028] In sone inplenentations, the gam ng machine may al so establish a
.connection between the nobile conputing device and a player’'s identity.
Techni ques for identifying a player are discussed in additional detail wth
respect to Figure 3. [0029] In sonme inplenentations, the electronic gam ng
machi ne and the nobile conputing 5 device may first comunicate via a
short - r 3o@R] 40 MBI iERldnRAAaRS AN gihab hfdite Ay ket estabBshMPRohRcisiTPUt i Ng
device be proximate the el ectronic gam ng machine. Via this short-range
communi debtesn themebimconimtng Hedes Wi Pig¥misigenthc Hesaiaauior identiypie %

conput i NG, AeyigRcER8 B hadifoRAVadaNIE AR FERE st i on, encrypted data,
comuni cati on session infornmation, network address identifiers, and other

i nf or matH@id] iR kome GHPIEh¥htaRhahd SiBithRliAe mh@dCaniGhE REPWE Rt
session. Because this information is shared via a short-range conpection,
sof t War edevigamaydirsitcommunispisivias BORPRRICTgTERRIcaoNrasPiqR b emEes BaldBhinect i on
has been,&gialhi ﬁﬁﬁgddé%éeme??&hﬁ% RELe @Rt oIt CnfdHe NYia RS Rhiratfen the

| ong-range communication session is initiated. Likew se, software running
at the edogunynigation sravivindhemieskionie eamipgiorrshing prd the mebmensruteg ¢raiseiseen

establ i shed wihbhdhenC A EELHoATOBd-Hr GOt i BenRE LGS V6B A rmbRidnONg- r ange
conmuni cation session is initiated. For these reasons, a pl gyer at the

el ect r ometwerkrdddepssridehfifines, cad atharsinformationt fee spusefe establisibg laeloaompet i ng
dovi 68 | SnfEHLRLY CRRRCRLEH bRl {sealgreﬁ'ﬁggrsﬁa@a&ang@%.ﬂﬁcmh' ne.

[ 003 I'n"some | npl enent ati ons, en the electronic gam ng nachi ne and the
nmobi | e cwipatd ngnoevat cke mobile opmpriing adeiviag mayninopr thiot [sorsfectidpehas\iiseznds may
conmuni ¢ A\ : r\ver : [ ' one bathugnds. The
backend %Eeaf%%/l‘y‘eﬂreh%é %%Sér}%%ﬁg?e Oé%rﬁ%?%%%%@%etﬁﬁ@%t & gc{ ect r%ﬁlglg gamni ng
machi ne ssdort seninmted.| Iskedsg sefiwege deminget thErpdechomik garding eragkine may kadvwso push
updates to the el ectronic \: maghi i N eyl ce, or
bot h. Th{élatrﬁl)B?I]néa’c%ogn%ﬁtbleeﬁlgg%@\}%}%g Wﬁ%{)&l gg%ﬂ%&gﬁ %kﬁquﬁlggﬁ&%eg‘g&%n# server
Vi a, 15 or loeg-aamgk epmafBnishticl sesssoncio nmitiated dtor dhese red®nyyi a plhys st termkerowat i ons.

25 or a wr.eless, .communpicatiqgn techni such as internal W-Fi at the
gam ng cSHBE PRRIER S Tind tlar S RIS & The SOTRMR dsderly SR riingSed wi ¢
t he backeih tieebitett elec@oranyanangemadhinear i ous Wi red and wirel ess conmuni cati on
techni ques. [0031] At 102, a short-range conmuni cati on session between the
nmobi | e c@IPQIt Inngpnate uhplemanadioh) ewhdre dier dadtenigaginngg meeching eanil sthe madbilat ed. I n
sone inplenentations, the short-ranngoe 38’1% nmuni cat i on sessi.on

a

be
r . b t
conduct e HE"8 d(e:‘(')lcm'ne ajrﬁlc?:a PO e REnT s ¢ trwé)qelrjll 188 that the nobile
conp@ i npacitend savéretoppatkéntivdte dne drhotle|ends. r'Bivi bachami sgyvaready neordiByte
requiring that. the bil e, copputi.ng device, be ximat.e to the electronic
gani ng (e ?attoH%g%trvg% € e{éEtromc gammg machine alp({ 816 mobil€ computing device’
The backend server may also push updates to the electronic gaming machine, the mobile
computing device, or both. The mobile computing device may communicate with the
backend server via, for example, 3G wireless communications, 4G wireless communications,
25  or a wireless communication technique such as internal Wi-Fi at the gaming establishment.
The electronic gaming machine may communicate with the backend server via any one of

various wired and wireless communication techniques.

[0031] At 102, a short-range communication session between the mobile computing device
and the electronic gaming machine is initiated. In some implementations, the short-range
30 communication session may be conducted via a communication mechanism that requires that
the mobile computing device be proximate to the electronic gaming machine. By requiring
that the mobile computing device be proximate to the electronic gaming machine, the player

may be able to know that the mobile computing device is being linked with the electronic



may be able to know that the nobile conputing device is being |inked with
.the electronic gam ng nmachine at which the player is playing rather than
anot her nearby el ectronic ganming machine. Further, the proximty of the
nobi | e conputing device and the el ectronic gam ng nmachi ne when the
short-range conmunication session is established nay prevent an attacker
fromhijacking the player's session by connecting the hijacker's nobile
cofput i ng sdeirigaechiBy gitvthach thoplayer ireplplingratherdhanpispiber @gﬁp@{eptﬁgl%@wr@e to the
el ectroni G, Qam NGrHBCAL Bﬁmlrﬁl@o@faile hBbiRQIBphiHY! RUIBOLAL hO BRetrohR daBik

communi cation techni ques may be used to securely conduct short-range
communi cathashige phen e shoftHangespmEniesion sespipgyis geobliskedamy nrerentepsiiackeni ¢

gam ng MmachynKijackifle @hef;nary%;s EXATPDE conhB&in€ MR AL AR E nfI81N Sl idReand the
mobi | e conputing device comuni cate via infrared |ights n a second

exanpl &, th@erdhascheRhyres ‘Teblljéfﬁinﬁ‘(t}mﬁfﬁﬁ‘ﬁ‘fen@ thafrﬁlecfrﬂ‘éc BBHNE @a@éﬂ?put i ng device
may communi via.sound. In this exa . electronlc am ng. machi ne
o or ¢ hdUEBb T S SRR RGPS HY 0TS SR ar o

det ect abl ecolduct RBorotahgy cdnﬁicﬁhﬁl&tlohsﬂ batwleb ik encdPl @mptity abeat eohitiee gam ng
machi ne aqg t he ﬁDbI|e(§ Mputin devhc . tr&anum(pat V|qitcggg?r codes
such as bat OGRS STHPARAT K "Eotie ST & e %5 COEEAC eeptuesmackipg aud fhg

gener at ed a@inptidirg chhee:may)mmdrﬁca@am m@ammglnmdn ancetosd exunpit, by etehteonumbl |l e
conput j ng devi ce e _conmputi.ng devic n scanned
by theid(;I e%?fr?%fi”nméc}lbnﬁrﬁ% ﬁ 8ﬁl n(éomqutm%lgnvécher???' %&a% ‘¢ Ylﬁé’oﬁngm?nng‘ machi ne
and the nwaﬂngle,Cthcrplmtnong glmingoeachimy amﬁwnbmmolateecovipatlr&odeme Ry gPRESd Ve

near-fi el bi | g or both
may be cquiedtuey s SAEEHRRY AL quk G0l £ AR BRE Ut g A
104, a detgmmgraichon amésthna)d@lmnmgtlmvlhemaﬁacmummteom jcgmengydésisoet i on i s
installed é%%aicﬁge PR Mafix COIR YS! 310 cSHRY Ih6se cb&s%ﬂa mkﬁgeﬂ&&taeggaﬁac
communi cat 'ons bétween the el ectronic gam ng na fe an he nobile

conput ing ghevicwadking abé seomdunt bd npbie eprm@mmmvecat progenerpiod pcte imohild nst al | ed
at the nmobid.6, @T&%k o Q8¥e6 By G ABRL itk WcHRY R Pirflexhife RO | €
conputing device with the cap abilities to conrduct short-range and/or 25

| ong- rangeg%WPﬁhélﬁtapé)ﬁlesfé%@F SABPYINg Metipfemay eQpErGats HaATiYe ORBBHhe. The
appl i cati oft,fTRYd 3hdQ PHO¥irkiBy trRhifl bihé GndbAERY bR d&YIE e oMVbbih &J}ebe
capability to communicate mn% a renpte server associated with the
eIectronlc“ﬂaﬁ?%ﬁﬂmﬁﬁﬁiﬂ@d“¢HHF¥W%ﬁéFF?“”the appl i cation may provide the
nmobi l e_co vice with the capability to perform gam ng-rel ated
operat?%ngﬁﬁggHgagﬁnﬁKFﬁBnﬁ3¥§ 15 ) 5P WiEUISE e SRIMRIRAGEY applicangp s

i nstance, ibkeldiobi lte Bﬂbﬁemﬁ@nﬂgydeamé RS s@neV iithpleraéntgiond, rcommueichan sm (e. g.
a joystick, a dr]j i.sto : t he virtual
Control ok 5 alhtnins Rt B g oud SR Res R s rmy be
provi ded aMaanmﬁhﬁmtmmnmpmgmmmngmﬂudhtﬂe:mﬂﬂtc@mmwegﬂaamhﬁmdmmhemumchanism
for exer0|5|n ch _contr ol 34 t

applicati on® Owléemgénsogltlﬁ %’Fé’é}“v‘é‘%ml Whtgrtlhéfca% blh%)s tgngndtuat Sh rp?ahff’ie anﬁ%’éhl ne or
of a c@npolwgﬂrangé corimeurg@nm gessacshivite theAi:leoapmatgamyl,g roarchalddflhq zmph(caltlyr;t t he
appllcatlon $Qci at: o S LS casi no.
[0035] In songgoﬁg“%genta 1§2§”$§HIQE%% g“%ﬁ%a%§t§ﬁgggéﬂI#%Eregl?o
facilitat ercsmt wveSasnmmdr\kntmglefeunmmqawmg:macm)caﬁpﬁleonaﬂhehtamlwa@ami on may
store a useHRRRAdPASSIOLSARSP SRk Sthal ik abdlbflicP | A¥EHorS SAfHA1BET WOT Ki NG
account . 'S |n ornatlon may be comuni cate gam ng I ne and :
used by thepegeﬁmmglchn@mahmdxetsmé altpririgl ect dorppumating. @ewmefenqeothepmle t he

pl ayer 38 Sgg\jiélmd}eatcmrawiﬁgﬂ 858U ALchanism (e.g. a joystick, a driving wheel, a pistol) for
some games. Using the virtual control mechanism, a bonus game utilizing such a control
mechanism may be provided at an electronic gaming machine that possess a hardware

mechanism for exercising such control.



[0036] In sone inplenentations, the application nmay be configured to
facilitate cashless 10 gami ng or player tracking operations. Accordingly,
the application may store identification, authentication, or perm ssion

i nformation for perform ng such functions. For exanple, the application may
store bank account or credit card access information for transferring funds

to the gamhpoy FRENNG AR ANGLAL SHAMRSnod N, RRRILAY PRaBCREOLE 2
usemane and p Ssword associated w € p? ayer' s player ffac i’ ng account.
15[ 0037] Ithe goymeg maglirenenif atcompenent dfehedgtrangrinpetineo Altpradely adr addidomadly, be nade

at |east i, Pghéati@( mgfBeegsggc?ziitéh%i@ae%al&gr%setﬁﬂ'gﬁisgxhn%ﬁt;s{lﬁﬂges%ec?s%g. ng machi ne

receives a T &t ponse oma reques ectroni c gam ng

machine. | hodft SOhY HEbIHERRRAS Ok SpbRERLY Sfly SNEMAE) 30 SEANAD! HolAM N
machi ne néy assunme that the mobile & nputi1 ng” devi ce "has the comuni cati on
appl i cat i oretwarkihg|finstions| Fomexampisp tresappbeatian mayceene e isememp and @assyorkecei ved,

then 20 t t I g.gam :hi pe o t . npi C uting
dovi o docs B ans. PP Rty a [ nomks 3R, TR HRAEER' boysE ™1
sone i npl esremuaicriohso thehganieg enarhinatandsedabie tat ganding meyhibe ondle mabild east in

part at "t hefiahid & SO0 ARYEES o FYuRXATRLRout e el ectronic gani ng

machi ne may ansmt an identifier at 102 directing the nobile conputing

devi ce to b5t @orﬂ@ﬁaggea&kemgﬁgﬁ& SophibarRR Ray2he M]@ﬁg@ﬁo FR@ftate Lhg1IDDbI | €

conputing device may termne in communi cation with the vvebpa%g whet her

the appl i ceamiegor ayehsackingegerationshacoppsiinale thompliedting mge vioteldetidodom. | n sone

I npl enent afjiAGoatib &r PEBsHnNafoRNioNBoEpRforrtdg sTBY R&ioIR AR, @kanki@She I N part
by the player. For exanple, the gam ng machine may present a question to

t he pl ayer2rREtdlAl ™A EPIsdRnk 3re0yst aiEsditcardisFese indQspatinn fagiraeisiroe fends t nobi | e

gam ng appk GAkiRNmhdhidea! Ase hothh &x 30U MR JapFBEH LA EndiBY0R| £ UsdhBfeRhd @
barcode or other insignia that the player could scan to direct the player's
nobi | e conASETHigasasiateievithothe Plarsr wtaReT| THEIHRE 8§°¥%r i nstal | ing t he

15  [0037] In some implementations, the determination made at 104 may be made at least in part
by determining whether the electronic gaming machine receives a response from a request
transmitted'by the electronic gaming machine. If the correct response is received, then the
electronic gaming machine may assume that the mobile computing device has the
communication application installed. If no response or an incorrect response is received, then

20  the electronic gaming machine may assume that the mobile computing device does not have

the communication application installed.

[0038] In some implementations, the determination made at 104 may be made at least in part
at the mobile computing device. For example, the electronic gaming machine may transmit
an identifier at 102 directing the mobile computing device to visit a network address such as a
25  webpage. Then, the mobile computing device may determine in communication with the

webpage whether the application is installed at the mobile computing device.

[0039] In some implementations, the determination made at 104 may be made at least in part
by the player. For example, the gaming machine may present a question to the player asking
whether the player’s mobile computing device has a mobile gaming application installed. The
30  gaming machine may also present a barcode or other insignia that the player could scan to

direct the player’s mobile computing device to a network location for installing the



application. The insignia may be generated dynami cally on the gam ng
Jrachine's display screen or may be printed on the machine. [0040] At 106,
the nobile conputing device is directed to install the comrunication
application. In some inplenentations, the el ectronic gam ng nmachi ne may
transmt a 5 nessage to the nobile conputing device. The nessage may
inglude any information indicating that the application should be installed
at 't he nuippliceticofpatinsigiadey be gerfemtedeshanamicelly théhengzesmmmachane’s displaxde an
identifier associated w,th wor k address such as a webpage. The nobile
conputinﬁmggb?ggwﬁﬁfnPﬁ%%ng%§¥§%¥%e webpage to install the comunication
applicati [0Q4 10 it henti i Lnfor. i 'ﬁﬂﬁ elyed at the
eIectronﬂ@ﬂgékgﬁgghé%héﬁg% ﬁﬁmgﬁhﬁ(%n%?g%é%?%??éﬁé?@%%gﬁatt eﬁﬁﬁgéfion

i nf or mat i applicaign. | Inc banbe iraplgménteftionsyathe oatecirdeint dafnyrignpactiee plagyensamid? or t he
nmobi | e conput I: V] t |86 [.C ] | e l e, the
aut het | Qnr sk 8 e Bl kL OO nB R ha AR an] B BEROR

i dent i f i eéndicainp|tbatethe tapplckiiangshouldbles instellechatithel polyleneampubel dodes: for any

ot her identifyi inf ' - ol '
transnitf?ﬁﬁp%ﬂﬁgg%%?gﬁﬁ%gﬁL$g %?%%%ﬁ%%a%ggﬁgfﬁgﬁggtﬁ e cgﬁgﬁﬁgﬁap%evice to
the el ectwdpngs. genei mgbilrachinpingt #rvideomgy r e evidio theu Wickrags dn el B
establ|sq%&am%¢¥%gh%ﬁ5ﬁ&Lectronic gam ng nmachi ne and the nobile conputing
device initrated at "operation 112 may be made nore secure. For exanple, the
el ect jpni @o&?'ﬂt N93 20 HRERHAE infihaBGRYs TedeRe aV the ARG Feﬁﬁﬁ,{z Machind Qp Mat i on

at operation 112. Then, the previously-sent authentication infornation may
be conparweeadaplpmentations, nie e ayteentipation - Suormation eyt inckde ofPy rinfeFRAECR on. | f
the two sgLirdhe {h@fpﬁg%ﬂfapthm&he cdhfRing REViEDD keI PR bindg davilise
comuni.cating with the el ectronic gam ng nmachine at operation 112 is known
to be theFuasmamnisithe aubepsigationgindeprien ot inglide comabif EARPUIGE W IFCt he

el ectroni e M N9 miﬁl)emﬁﬁbe‘?,f)§ tALbAR é&gx_-ate[i di]é,g]or Lily 8@BRidentifying

=

. |

i npl enent at i ons, ?he aut hentication information received at the gan ng
machi he ainfospetice i on 108 may identify a capability of the nobile conputing
devi ce. For exanple, the authentication information may identity the a
devi ce t y[B42ldavoree risRamEEeRy BY ranitEpesyherbrior frlorpatqneirgm herrobile

appl i cat i ginphBhs i&be BRIR d16cabhie Rat}hR Gnach R Idhalrin@dB caRaicdtiohkessdd Of

other information associated with the npbile conmputi ng device. The gam n
machi ne nﬁsst/ablished between the electronic gaming machine and rtrlPe mobile computing deviceg 9

initiated at operation 112 may be made more secure. For example, the electronic gaming
20 machine may again receive authentication information at operation 112. Then, the
previously-sent authentication information may be compared against the more recently-sent
authentication information. If the two sets of information match, then the mobile computing
device communicating with the electronic gaming machine at operation 112 is known to be
the same mobile computing device that was communicating with the electronic gaming

25  machine at operation 102.

[0043] In some implementations, the authentication information received at the gaming
machine at operation 108 may identify a capability of the mobile computing device. For
example, the authentication information may identity the a device type, device manufacturer,
wireless carrier, battery life, application version, application type, communication capability,
30  or other information associated with the mobile computing device. The gaming machine may
use this information to select a particular long-range communication protocol if more than

one is available. For example, the gaming machine and the mobile computing device may

10



use this information to select a particular |ong-range conmuni cation
Jprotocol if nore than one is available. For exanple, the gam ng nachine and
t he nobil e conputing device nmay both be capable of conmunicating via

Bl vet ooth and W-Fi, and the gam ng machi ne nmay sel ect the conmmuni cation
that is likely to be the nost secure and likely to function best. [0044] In
sone inplenentations, the player may be presented with a |list of features,
such as cashl ess ganing or particul ar comunication protocols, at the

gani ng rrhethibﬁéamall?gtOfa?P@ffGn@%fﬁ’ﬁoVM Birewgthisat WirHeanddhe B AR BRI BHd t he

nobi | & CouRtieREMAGNERR thhhE 1IREIAYESe thBdodt RRGreasd likedi © r@kcticleseet | vat e these
features as desired. The selected features may then be associated with the

mobi | e comau} ingme @MplEBeritiohd) GePlayemasbageehiad witha lkaifdsantal suceval . [ 0045]
At 110, | ong-range comm,nilcati on information is transm tt%d ftécgm t he

el ectr onic@hgéfn? $9E RATHEUIET COMBUHBHPT BrOMSEASu Y AmiRecRachng B fEe

i npl esentsagponEBhy bAE theopghingamgeinkland almobikatompntingndesicereticqreyammay ncl ude
any informatign capagbl e of bei used far (initiagting | ong-r.an

conmmuni cé]fef‘oar?“‘é"é"sgipg?fch‘éatt%g’éﬁe ?ﬁ%%‘reélaéc‘{ef‘%erqi ?hegi%’cﬁ% fneﬁa%ﬁls r?ga yatﬁ%i]gs%e nobi | e
conput i ngssdexted @ith [HeQ«bb]le tammangeddvivp bethe phgdrisapepnttfrdateongievainge

communi cation information may include an identifier that identifies a

wi r el ess [005WAr k&G ropmiange cpwowiiatied indprititiethés ednemitted diom thardlesgonis nachi ne.
Inafir { hi LNG, RENBRHRY RS ASRACHALEd W th an
endpoi nt S%Erﬁu gaf%i“ﬁf ton@tgwngoibﬁgtgﬁ tlﬁ%ggﬁlohg-ﬁ%gggcomtﬁi cat | on i m%or mat i on
may i cl wdmmanic8h brfermagen meedclide iytinerpriionstrible Rlipormised for iniagiag ond
exanpl e, atlglgz-xf‘a%} ClobMUn e a @A Ye b RGN e TRY e ARARNEMANEA M (R nboRar ti cul ar

frequency or frequency range for conducting radi o comunications, and the
| ong- r angemp@ingdayieat i on i nformati on may identify the 20 frequency or
frequency ran(gﬁe to the nobile conmputing device. In_a third exanple, the
el ect r onilBO4SAFA sogperimelimARatfRS BiplsRgFAngoCTHRAHERM BIEBHITBMA P U PRe as a
Bl uet 0ot hgG@¥iCBat i@k rite watdldtsNEb WK RhdpRinfBYodi 8 &/ith khedelBlrb@t @@biag channel
and associ ated connection information to the pobile corrputlegag dlgw ce. In a
fourth exmeping, o hdrst | ZeppleniiE SFSHPHRG SHRCRI PRSRRYH e M ™UP 8 ddr ess to
the nobi l&d L MNTFi d@wb&eand the RBnfkdnph c@xamNagon inhem2Abngayiingudeashi ne may
transmt i st of supported co ni cation pr tocols and connection
i or mat 1D STHERI PR RSP SRR ) PR B o e de T SYar H™6el ect ¢ he
comuni Cahichihe Pyt @CRboctated Usieh a bartieul&i ixdgherey ambkequentyhengafior ngndnacbi ne may
transmt a.cryptographic key to the nmohile.c uti ng..device Tﬁ,i shar ed
secret keydifte P“ﬁ%’ lfgtgod's’t %‘léségd?régl'?n SneTyP m‘faﬁ%rmeforg%%ﬁ}a%éflelng sﬁjﬁet ween
t he nibi | equanputri fngueey iraee andh¢ hebjarbmputimg odevine . Inl . thardsexamplehthe

electronic gaming machine may appear to the mobile computing device as a Bluetooth

device, and the gaming machine may transmit a Bluetooth channe] and associated connection

information to the mobile computing device. In a fourth example, the electronic gaming

machine may transmit an IP address to the mobile computing device. In a fifth example, the

25  gaming machine may transmit a list of supported communication protocols and connection

information. Then, the mobile computing device or the player may select the communication

protocol to use. In a sixth example, the gaming machine may transmit a cryptographic key to

the mobile computing device. This shared secret key may be used to securely encrypt future

communications between the mobile computing device and the gaming machine. In a seventh

30  example, the gaming machine may transmit information for the mobile computing device to

use in initiating a cellular connection with the gaming system.
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30 exanple, the gam ng nmachine may transmt information for the nobile
.computing device to use ininitiating a cellular connection with the gam ng
system [0047] In some inplementations, the |ong-range communication

i nformati on may include authentication information for verifying the

-l ong-range conmuni cation session initiated at operation 112. For exanpl e,
the | ong-range conmuni cation information nmay include a unique identifier,
such as a randomstring of characters, that is generated by the electronic
5 gam ng [rmah]i Iﬂ&oﬁé 1lﬁf>1eraerﬁz&fo)i£rthei mng.&nszﬂnﬁﬁtnho@rbm/\inrdamatm redyeiedhideni ¢ gam ng
machi ne. nput$ E%ICE initiates.a conmuni. ¢ i.on session

TR BBt BRmefort RAREIRE ettt Rt S duIEd kon ool Laa

t he uni quepdralentiiRi Bor éxamphe theniohg aahgecoqsmmmczaadm orformeg®ages incliden, the

el ect ront g, GG PSS CAMROTRATS ADRLEGR Kol LESDL! bl Skt he

identifier to ensur
10r equést igmging oadutealylof & $ereer irmwgmruanqwn c‘onln’t@ml@aom@gansgtsmme i¥%hanhe same

mobi | e cogp 6b”19 chﬁﬁﬂnﬁg didein e c&rﬂrﬁurﬁéaﬁ&& Ee?ﬂ%n wiR e R RN

comuni cat e operatron 102. [0048] At 2, a on% range conmmuni cati on
session i @aFW% tht a@bilfe cotRRBING HiEViFfH BN E‘C’(‘:‘S‘f‘rﬁlﬁ FHEred 9‘1“61@ #nthetipidiale| ectronic

gan ng NMachhMenicakibn HRKBgk MPHeRMRB REHANSgantid}omb@ARE caf 3dietRAreCOIPAIH-QAL | ON
session may be initiated_via any w rel ess comruni cation techni que that 15

al l ows a wvfeaeliergife w&%nﬁuﬁ?@aﬁe@) ot dib e Bobile SoTRRYIRH ARNISSI cat i on
sessi an i Riduesah@eh @tabyhes ﬁhg-ﬁuﬂge].QﬂnmlﬁQﬁn@Xs%k’éﬁﬂnﬁs t}tehamk @Hogild E@nPeting

conmuni cat,i on S sgl%n g e |n|t|at%d onneﬁ)lon [0049] In
devic which the eléctronic ga; 11’10 mac me. C(ammumcated at O eratlo
sone i npl ERENt At ONs, by 1 ANt Fat er range thi¢ati on sessi on,

the nobi | g,GeRUL DY, ngJ i e%lﬁ&lﬁﬁé/neqeswn 8s 191?1?&& %@tﬁxjegé%epﬂ‘l%lemt e to

the el ectronic gam'ng hine wt termnating the conmmunication. For
exanpl e, Fh@pméldp‘ecec@#ﬁhﬂ tlegirogie \gamiag meaghihe Immlmnher@nﬂamtth@wngfuch as the

pl ayer’s Q%k%mmmtlo@gessh@%y%IlAu@atetdh@a R WBlkssicSmBEALAEn QiR N9 near
the el ectronic gam ng machi ne. [0050] In sone inplenentations, the

| ong- r'ang@leBridFaEe Oh cCURBETGHOMAI BT THes CRBMPNCAHILSIPANEES t h t he
| ong- r ange: §RMIYNTRAFHQRahPE AREREE-Bhed dorfmichi@dedion R HANIRARI 1LQ. As

Wi-Fi connection.

[0049] In some implementations, by initiating a wider range communication session, the
mobile computing device may be moved to a location less proximate to the electronic gaming
20  machine without terminating the communication. For example, the mobile computing device
may be moved to a location such as the player's pocket, bag, or hand while the player is

seated or standing near the electronic gaming machine.

[0050] In some implementations, the long-range communication session may be initiated in
accordance with the long-range communication information transmitted at operation 110. As
25  discussed with respect to operation 110, the electronic gaming machine may communicate
information such as a network endpoint address or a unique identifier to the mobile
computing device. The mobile computing device may then use this information to establish

an authenticated long-range communications session.

[0051] In some implementations, the gaming machine may provide an indication as to the
30  connection that is established. For instance, the gaming machine may receive an indication of
an avatar or other indicia from the mobile computing device. Then, this information may be

used to display a personalized indicator on the gaming machine to show the player that the
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25 di scussed with respect to operation 110, the el ectronic gam ng nachi ne
Jmay communi cate information such as a network endpoint address or a unique
identifier to the nobile conputing device. The nobile conputing device may
then use this information to establish an authenticated |ong-range
comuni cati ons session. [0051] In sone inplenentations, the gam ng nmachi ne
may provide an indication as to the 30 connection that is established. For
~instance, the gami'ng machi ne may receive an. indication of an avatar or '
other indicia fromthe nobile computing device. Then, this information may
be used t lyrspmealylesonping deite it sorupicgntoyitofhe grring ashing HMaeibse to show
the playerexhhigi, thdamif} AXGineSmdTORIP1® 6 0RRHdr Y HHEYHLE domneRATIRIEAt i ng Wi th
t he gam ng machi ne. As anot her exanpl e, the gam ng machi ne may di splay an

i ndi cat or OFPlished Yilhike BIdlle SHPRUERE 45Kt hat is established with the nobile

conput i ng ice. [0052] In so i mpl enentations,. differe t.ypes of
commini ot DGELCere dnghe ol PSR RE b A ord g, SEEL I RES T i e
For exahpl sy offefeddnihy gamingwadesurar examplsnid omla mpw-yoeuntydomgtraigs potaseltied, f or

i nstance dye.diord idstalid &R 8 &l 1iifed! LNGF bAD BB PHOILAO iRred D3R L¥ng h€ gam ng
machi ne and the npbile conputing device, then the gam n%; machi ne” may not

al | ow cashnesgige gudhavgonile compising fevisk asathe saminedprshing PeRot llpwsashisshduct ed vi a

the Wi r el egsid@nBE&hidReculi§dPhtio @UE EonducidlaniShawirihRane2@. of terni nating
a comuni cation session, performed in 10 accordance with one
i mpl erent alodBh Fighre 2sshomes 4 mpth@29a tofi teimpinging tlvemmedi¢taooh 20@n mweyfolredused t o

term nag e - : g - . L.cati I i shed via
e morhoc10ERE bANGE ieEa0kt; LAQRE LAMURLGR hOARASRL A, Beabl L ool
el ect roni clogaminalg anfardiargs or Shystiangs coti@umientp spssictsiablished vamboumetbad Fi gures 5,

6A, and 6B;ooARGd ih @R@tel 1Y TheOhet®at206 Ra & dﬁérfoﬁrh:@ alBleRefbnZ2QBm B nalindper f or med
at a nobile conputing deyjce confi gure to copmuni cate 15w th an el ectronic

gami ng machfhes thy grymg macking & sRoWnip FHER £t GHEOB-Aditipnatln g 2lsg ehay be used
t o ensure thbakthed ZOMKAYHE pafdnDel B @ aBbilitothpetng etice @iffiduitd kdcolnfi@niesent that a

pl ayer 1?)(p\'ﬁitlﬁ:‘in;elléég(;)/nri]cdla?n?‘&cerr?acﬁinéjesI re to termnate the conmuni cation

sessi on;, suc S essing a "disconnect” button. As well, the nethod 200

may be useolQ 1£NSHE Cindphien@idn® MY NhEAd 200 SESS bONusdPES HQkre FEABLN I N
effect 20 in'the event that a player inplicitly indicates a desire to

term nat e FHENUWRISAYANAEEIQR AesA nelawRdinih theienh thaka Myyergiplqitlygndicaiey 2 A758fn t he

el ec:) roni Crogemihig tﬁ@&)lmnﬂxﬁicat{ogg&iibn, |51Eth$1.§)ﬁﬁprie§§§hlg,@n‘&iwoﬂ1§&:t0Bﬁtton“‘{l@wéﬂ?f hod 200

my e run_contli us at .an el ectroni c am n ma | ne or .a. 1 e

Rt B S e e b e R A < SR

st at us 20f @& tixoaveni thacaplayeninpbs gy ndicads aglegde o eenindSthO@sEjunicnios saygon,

i npl enent at ek - L.oLLiat.ed when an event is detected.
Edcf??ﬂdév &r?_eh(?rho 5 gﬁgm %leegigt%lc%nlnglr}ab e

For exanpl e, _ d 200 may imtiated when a request to terninate a
comruni cat j005%]3€ SheOthpleefi@fal, iIRAneiAY 280 lah8F n@XARM6uslyldnen dBddRd 200 may

be initiated when novenent Q{ t he nobil e cg(r;rlputi n% (%Levi ce d 30 det ect ed.

gaming machine or a mobile computing device. examp e metho 0 may

continuously monitor a status of a communication session at a device.

25  [0056] In some implementations, the method 200 may be initiated when an event is detected.
For example, the method 200 may be initiated when a request to terminate a communication
session is received. As another example, the method 200 may be initiated when movement of

the mobile computing device is detected.

[0057] At 202, a determination is made as to whether an explicit request to terminate the
30 communication session has been received. In some implementations, the explicit request to
terminate the communication session may include an indication by the player that the

communication session should be terminated. The explicit request may be received at either
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[0057] At 202, a determination is made as to whether an explicit request to
.termnate the 30 comunication session has been received. |In sone

i npl enentations, the explicit request to term nate the communi cation
session may include an indication by the player that the comunication
session should be term nated. The explicit request nmay be received at
~either the electronic gam ng nmachine or the nobile conputing device. For
exanpl e, HheidRkaiesa maGide bR nfobilél EEHRARNE Edvice Dbk bRIhpM, et ayed @& I ONi C
gam ng machine or ~at the nobile conputing device. [0058] |n sone

i npl enent &¢tva<, “dispRangst phytiop gt the glsetsqniq Fming MIGhine OT fhEe FORYRIFTPRRON
session 5g@Bd. i nclude an indication by the el ectronic gam ng machi ne or a
server that the comuni cation session should be term nated. For exanpl e,

t he el ect [@3BTInGafit REplErmektibes, MR YxElRt @¢qitN e diaiatd fie combidiicopgsiéd Ng

devi ce _shoul d. be de-authorized Lor security.reasqns. In this case, the
eIectréni€“§aﬁ?ﬁ&3ﬁﬁcﬁpﬁ@“ﬁa§yﬁ SFASHTORIG e fiRg BRENRS OF Ha s Fe Wb huni cat i on
sessi on shkedhdnibioh 8éstion skt bel REAIOHE]. Fot exdidple, thebbicRbiit Rahing Mnaclingrade as

to whether an inplicjt request to termnate.t (¢ i cation session has
been r ecei“%%d‘?et‘?r;ﬁm'goth% ‘#‘ﬁ%ﬁ“’z’ﬁ%ﬁf’ﬁ?ﬁlt&%}}evgﬁ ﬁhﬂ‘ggib& e gﬁﬂéesdt P‘irose’f“élﬁﬁ nat e
t he comuméas@isi binthBemsd, aie seyrobie hasedmechirgmyiay M mitedni indicitivat thatrbé cat es

that continuing the ca nication. session is no |onger desirable and/or
possi bl e. “THEY mwww%&a@?g tgﬁ‘ﬁﬁ?atﬁ%‘ received at either the electronic

gam ng, ;MG he ile c I i I .
sor 10y Pigd IRy PR LT 00 e LSRR LD OB v
sessi on neymipenipbavedession prokdenir¢opived. In semerohpi¢reengagopuen moplgdveaesttto t he

el ectroni Q@Ei” [ N L: ' S : . 0 ine a
di st ance g? e tfq}%g?ﬁ %hrggartrlﬁ%/? %Slﬁllgy}ea%?o%gﬁl %%u(?lhaél e?{fg%t?arug?l?lgdt tg‘;%rlng%%%r?gnchi ne.
For exanplcentinginGRs> s@nrm@nicaben sdysomisid lengo desmparndier phsvibleeThamynmbeit used to -
convey a | i : i ! ] i nple, a
measr o of (LR S feerBag) BREL0R eslBll DR ALOR o TRRRL PARHEC
det er niSnediedte.ei t her the nobile conputing device or the electronic gam ng
machi ne. [0061% In sonme inplenentations, the inplicit request to termnate
t he conmmurPRORY ioipms dERIPBFHIRYS. His IHRLATEHIFS A ETRIBHATIG I COBIIBIRIOBSEF B bei ng
i nterrupt eghyf 6¢ bEREBN HBKAMY JTOhe XAB! Bmpdhgt NiicE ATHN Icfeddkdrik g&BiREI ON MAY
be interrupted due to |nter¥erence. In this case, the nobile conputing
devi ce andehﬁﬁdﬁﬁPthﬁﬁ%ﬁ?hﬁahﬁﬁ“%6F?B?ﬁpﬁﬁy’%ﬂﬁFFPgWQW“?Féﬁ@ngg?g
t er m nat i n@vich8o GRITRLBEGRA bAfing @8&hal. FHOBRAplel B SPSBehsoplognBatadbilons, the
inplicit request to term nate the connunLcati%ns . . .

- 20  computing device may be used to convey a location to the electronic gaming machine. As

" another example, a measure of strength of radio waves or wireless network signal may be

determined at either the mobile computing device or the electronic gaming machine.

[0061] In some implementations, the implicit request to terminate the communication session
may be based on the communication session being interrupted for some reason. For example,
25  the communication session may be interrupted due to interference. In this case, the mobile
computing device and the gaming machine may perform any additional steps for terminating

the communication session.

[0062] In some implementations, the implicit request to terminate the communications
session may be based on behavior by the player. For example, the player may request to cash
30  out at the gaming machine. Such a cash out request may be treated as a request to terminate
the communication session. As another example, the player may have no credit balance

remaining on the gaming machine.
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session may be based on behavior by the player. For exanple, the player may
Jequest to cash 30 out at the gam ng machine. Such a cash out request nmay
be treated as a request to term nate the communi cati on session. As anot her
exanpl e, the player may have no credit bal ance renai ning on the gam ng
machi ne. [0063] At 206, the communication session is termnated. In sone

i npl ementations, termnating the comruni cati on session may involve any
opérations for ending the comunications between the el ectronic ganing
machine and the nobile conputing device. For exanple, a nessage indicating
the term g@d"’h]% 9@6 CRMMMRINGRALAOR SsetlY  Re:eiaR: cﬂcrlgnlotrrlgelnﬁ)le‘?rleﬁtgﬁJnQn' ¢ gami ng
machi ne t | e conputing deV|ce fronlthe nobi | I ng device to
t he el ect ramingtingafie nePIYRIBISHPE, SCBYION M3t BYUTFe DY IPBCTAYIBS If@r @gﬁffmtﬂieng device -

or the el geh@Réaons BFWeHIhEBIEHAR chiind nTaBIHRY Md SRS MéMile c&ﬁpuamg)aéma exanpl e,
the | ogin code may be del gt ed or nmarked ano exarrpl e,

er
the pl oy orFOREyTHE A e e e D e S B O oot TPRdrea) ectr oni ¢
gam ng srachkctigic gamitgh®achinaye thewasbile rgapeitg idavigaemlBe plobik, cdntpetirgame pl ay

may be tery ”\‘gE‘eart eeeﬁ‘%n}fhe ;%'E}Xa%ﬁ%e Yl e %%?&%%09% com&)thgzld]e F'&‘f'hre 3 shows a

fl owchart rau |ca|nga Yormed in
accor danceslegiranfy gamengimaohiegriort mmpioservirnAs anegier m@melnﬁh‘t weingade, maynke met hod 300

may be perdRiRf nifkedadRbd NG RGN eia&pﬁom@%y&aﬁrb}pﬁb Whded A ook | e
conmputing devi ce. The gam ng nachi ne and t nobj | € conputing devi ce may

o o it 7108 e CPamE g HHITE S (L Be Bl WG ANBIE, t he

gam ng1oragiMytBe g4nid plio Bial Be ©oiTRbkdiaR@thel pyet MayBycasROBUNI cate via a wirel ess
comuni cation session initiated as described with respect to Figures 1 and

2. [0065] [Pep4§Bigwe B sipive pdlntveltait ©fs methérb3OfderrodicB0dinga plape, negenhed @ f acil it at e
the secur %}E&&H&%@bﬁ%ﬁmﬁem@ﬁ&&ﬁ”hﬂ &)ﬂltel1BBleanIIt9{oH§attllreorlﬂetfr&r360hﬁavpll)eayer to the

ganmi ng nachine or a server a player enters authentication
i nf or mat i owriemmed gea gavih FashiRehip remmppieaton Math sovekile sampRing fevite Thenput devi ce

at the gandafthg"RERInBeniBNe HRBIk tclsra;sun@g faerlcephay%ﬁmﬁﬂbdta vAbs &fikesd he
authenilcatlon information as %Fpl lh ering it. gﬂcgorder to avoid
this pfbbl QR UPRECY BT EXTPSh Tr’ﬁ?‘i B a?fé?"bblé APRIREASHS Y t he nobi | e
conmput i ng cdemmleate i@ G6&ikelds conmpuricptidnogtss3R0initiated @< deseritled gith respete td s

generated.p lp %n code is transmtted 25 fromthe nobile conputing
devi ce mhen t e mobi | e conputing device is used to provide authentication

i nformat i ooy i sdel ﬁ@tern@ﬁattdae M@ %etho@)éO(V@r[a'ny@ 09d ttch'fa%lhlta%fh@ £ade, the
gam ng system can ensure that | e congug g‘ devi Ge used to log into
ri8éte Py

t he gam ng™ BTN é’?f‘%t e&[’)“f‘i‘{‘?‘b’i“f"é‘f}atﬁﬂ} "trﬁ}& Py P! &Phg A3 Ve ganmi ng
syst enceanifepsiiérentei atithénfieatiph ay@mativast {heggﬁudg mac}ﬁ:& ﬂlbrethg@mtrogmg’raﬁhl ne at

whi ch the player .is {) ing. rather than a { ngghine in the
i ch d {1 Aink 19%1) ;
vicinity. I&)dﬁ”f] e'&{ce % g2 lrnéqlﬂaé:sfle {6 Imgarbna 5 nge cou Chi 11 ne Using a
mobi | e conthentregticdeyformatiprsas the player is entering it. In order to av01d thlS problem the

authentication information may be provided via the mobile computing device.

[0066] In the method 300, a secure logon code is generated. The logon code is transmitted
25  from the mobile computing device when the mobile computing device is used to provide
authentication information authenticating the user. By verifying this logon code, the gaming
system can ensure that the mobile computing device used to log in to the gaming machine is
controlled by the correct player. Also, the gaming system can ensure that the player has
logged on to the gaming machine at which the player is playing rather than a different gaming

30  machine in the vicinity.

[0067] At 302, a request to logon to a gaming machine using a mobile computing device is

received. In some implementations, the request may be received at the gaming machine.



received. In sonme inplenentations, the request nmay be received at the
.gam ng machine. Alternately, or additionally, the request nmay be received
at a nobile conputing device already connected with the gam ng nmachine. In
thirs case, the nobile conputing device may transmt a request to logon to
the gam ng machine. [0068] In sone inplenentations, the request may be
received at a nobile conputing device that is not yet communicating with

thé el ect Q061 0aH AGiORERT AR: relibst Ba§ 1ea8GivddNg STRIBLAE cGRMAKE labdcdevice
may initiate conmunications with the gam ng nachine or with a server in the

gani ng erieadyreapacted Mithebg egmingmaching. Inhiitass de neilgspmpruinedevitermdone

| npl enent@h QNS reqghifrol 198R0 HRIEMABnakIIRE ude any identifier that can be
shared between the gam ng nmachi ne and the nobile 10 conputing device so

that a sgooyss if YMLiRiplatch@RoRethvRRfled ARy bikedR¥l si@SmERAR cbBp@mbablitshed. The
| ogon code may include information that uniquely identifies the gam’ ng

machi ne dhattihBORShF e EEsARE i thfesifcianic igamigrRachps] 1BriRis c256i BREOPLE singl e

| ogon cod@miBing deict 4Ry Viafidt® Hsmh¥ESioR withhe fzamink AihchiBs! 6hwidSa Sand @
characters, cryptogr apﬁl cally generated characters, an identifier

associ at €8° §MRE FHEOHPrer, and/or an identifier associated with the 15

.gam ng j he. 07 In sone inpl ntati.ons, the |ogon code, may be valid
Por ool v 0T s 307 sa P B BSHARtED 5 SORE AR EHE AL ERGE et COam new
| ogon cod@clo®y adde ide@efidr ried. cal beagh@RAYetveden tthé $aminBemiche riné ale nisbite i Nl ude
charag ers %ener t ed rangorny and/ or characters egﬁarate accordi Beq to a

0

crypt ogr aPpPE &R GEEHc & PH £ hCE ey ™ H AT Gu e P go e bfe Y p&™ 2

est abl i shadbfited tTie legimmtude aady dolude sformatidre thae enqidie idgadfien ghargatinge and

t he nmobil e conputin gevi ce.. Tge | o&gn code1 rra%t al so ex ilre if . a designated
period of M#HE RHE ngo& & SPRHPRSEYCT et oS JBR PSR B AR Elf/88™ BY° Pf¥i ti ng

t he eff ecihtlué: Varibed tiypee of infermadey) Rudh@d egndbiehgracerngrgsdgadphicalyngendratady t hwar t
the ability to conpron se a .pl ayer' ccount, by col l.ecting. phot.gos. of

bar codes SHERE" GRS Fogrost v fe BEVR: Puiethe Pt AR a Ut e
bar cotles gatingfmathénei N hacki ng accounts. [0071] In sone inplenentations, the

| ogon code may be generated within the gam ng system For exanple, the
| ogon cod®0TEyin benge ireplamedatahs,t the gamm ngpderamhy Ne orlidatfora oglgr v esingle

communi Paédtl%gtiggtigrn lgogesuggﬁn‘h{]nh a%grrlucgt?dns TQ %ebog(é%h%g&%e%n?%elrﬁcgjlirléﬁi.eTg‘n .
identifier assoclrated w € gam ng nmachine. en, en t l'ogon code is
| at er r ecacymwplishthis, fe logon code may include characters generated randomly and/or characters
generated according to a cryptographic sequence. In this way, a unique logon code may be
20  established for the communication session between the gaming machine and the mobile
computing device. The logon code may also expire if a designated period of time has passed
without the logon code being used. By limiting the effective lifetime of a logon code, the
gaming establishment may thwart the ability to compromise a player’s account by collecting

photos of barcodes on the casino floor as well as attempts to generate counterfeit barcodes for

25 use in hacking accounts.

[0071] In some implementations, the logon code may be generated within the gaming system.
For example, the logon code may be generated at the gaming machine or at a server in
communication with the gaming machine. The logon code may include an identifier
associated with the gaming machine. Then, when the logon code is later received at the
30 gaming machine from the mobile computing device, the gaming system can verify that the

mobile computing device is authenticating with the correct gaming machine. Thus, when the
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30 gam ng machine fromthe nobile conputing device, the gam ng system can
wverify that the nobile conputing device is authenticating with the correct
gam ng machi ne. Thus, when the |ogon code is generated, the | ogon code may
be-stored for later retrieval at the gam ng nmachine or at the server.

[0072] In sone inplenentations, the | ogon code may be generated at the
mobi | e conputing device. For exanple, an application running at the nobile
conputlng device may be 5 configured to generate a neM/Iogon code for each

gam ng session. The a t| on rynni n t deV| ce may
crypt ogr AP RAT ¥ %eéﬁ‘p'l% tl‘P?é’“ °8§%H‘a% étotfi%qhﬁé laéercrﬁr/lf)‘fa gfﬁ‘ﬁrﬁa Mgeed val ue
known t o niddBingaddt g s&y&at em Then, each successive | ogon code nmay be

predi ctabl e by the gam ng system so that when the nobile conmputing device
attenpts [szq:bﬂmmtlmpiembntmhes glzniogan cwstneyrbe téveragami thg moyidt exmpodne | dentify
t he nobi | 10 evice, .[0 e | ogon
code may dl%‘ﬁlg? udoe exa 9 aPllghcatlcglsglé%%l é\?\ﬁrﬁﬁoﬁhm&g gé%blgmﬁ/ ogon code
ist réns reobfigugkd to genmy: abBWplogcsn dotlefof cﬂch amnmgtsas}klerTht eppiicetien owping the | ogon

code. %hea%o%ﬁ.if%m %gt&wﬁm%m%a%%&%g LMD flég%ﬁeaahe Gkegdential s

froma renote ocat on, suc E ayer. In this case, other
pl ayers cowmtagripbicentd wllyeyknewnepnshe gagingssyieadkens Fash sheggssive dossaseion on t he

gam ng ! A6t rH@cV{hQQwﬁelﬂQhe%@oYl@E g @Rick Afdnipr@ccount .
Thus, tggﬁgy% ﬁéa}clcéébgggtﬁkgglanc gﬂgé" i | ayer tracki ngonpdurrbger gr useprtnarre The

user nay tergernect wibsthp rsﬁramermt% thﬁmﬁrapg §ystam eddepify the mebikneamPuBRE provi de
the iqforgmwiion automatically in sonme way. Typically, the user nust provide
addi tional authentication information, such as a PIN or a password, to

est abl i shyoers] autdi@ninipleaicad:i GRS the Agon 26deHaugemerude anidbniidiengssdcth@edt withi cat i on

information wt thelo on code nattackr s. attenpt to | ogon
to the plGYRAYSE Yo A rath ?Héns\rlﬂ“feﬁa%/ ﬁ’aﬁ%gﬁ e for 3ppifac ré‘bWﬁ’ﬁctePnE devi cegby

i nt er ceptlog dobie The gk Al themi alftelﬁptttdﬂﬁ)gbﬁ@ktﬁ iiffstent credehtidisnfoorn b lkenqd ayer '
authentlcatlon i f 07 At 306 e | ogon code iis tr nsmtted
bet ween tlﬁ% 100 sHY i’?o&lgﬁ%l r%ﬂhe Lla\é 4[11 this cage o’ther Elgy ers ulg d’Otemlahlv attemqe%

Vi'ceard sone
i npl enentldjatloths plawra;rnssmohtomn@e galmend maﬂnme@gd%glughmmfha&ing thregidayleepleyonput i ng

deVI ce and thelr al I’ltnﬂl rrBt 1€ 100011 Yl esnélu t glg@er 8!10%% nm%gcg'do§ d@?l&l a%/ere

aut hent i cat Ton T ROr MAtT Oh £o" the corre
gami ne nethe ner |rmyre1¢ee| this rugfoamattmerumwalﬂy eh thengmr@madnnef prommbﬁe thorr ect

pl ayer. &fo%ﬂ&o%o%?&na‘igﬂf‘y lrd %Q%eﬁt eﬁg@% 1§e hGe AR Hﬂgt”@rj&h@%ﬂd&&% the

| ogon code e transmtted to t comput i n vice. 30If instead
the | ogona%lvaécailgn igborartioneycings Y Oﬁf)B@SF‘éOTédﬁﬁﬁhhﬂgmdéRWé’éate‘% ?'Fé%'ont he | ogon

Cg%enﬁ@y htgwéxfeta%%ﬁ& ekt atiBEinSAMLE WIBENhOB e coliOmB BREY &l artibilehs N the
system
d d yattempt to logon to the player’s gaming machine with the hacker’s mobile computing device

by intercepting the logon code, since the hacker will not know the player’s authentication

information.

[0074] At 306, the logon code is transmitted between the mobile computing device and the
25  gaming machine. In some implementations, transmitting the logon code between the mobile
computing device and the gaming machine ensures that the player sends the player’s
authentication information to the correct gaming machine, and that the gaming machine is
receiving authentication information from the correct player. If the logon code is generated at
the gaming machine, then the logon code may be transmitted to the mobile computing device.
30 If instead the logon code is generated at the mobile computing device, then the logon code

may be transmitted to the gaming machine or to a server within the gaming system.
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[0075] In sone inplenentations, various techniques may be used to transmt
.the | ogon code. For exanple, the |ogon code may be encoded as a 2D barcode,
di spl ayed on a display screen, and scanned by a camera within the nobile
conmputing device or the gam ng machi ne. As anot her exanple, the | ogon code
may be transmitted via a near field radio frequency 5 generator at the

nobi | e conputing device or the gam ng machine. As yet another exanple, the
| ojon code may be transnmitted via a W-Fi connection that exists between
_theI nobi [@7§10MmRbhE ﬁg;lmutaﬁ@lggxghellomechgamsn@ymg@lhudnetrar[sem&] 1ogdalhcsaerreb |
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suffici e&u}f ¢ lpgon ¢¢ |5’§‘ﬁ ftransmléf’d \fi ﬁenltlfllca {%tﬂat ex}/Sts Wee?ﬁhe éébﬁ%eng syst em

For instammtmghemauhchangarmagm@chmenf ormati on may |ncI ude a usernane, a
password, a PI'N, an account number, or some conbination thereof. [0078] In
sonme i npll@FEhinatoimerimplemprsations. neerefienal06omasi b epitted: iFon cxampld éheppehiieded

manual | yc&?ﬁ Jtﬁg &Ln@é/ &hd tl')zeof%arﬁlﬁgrme{cﬂme trﬁ'd“:'y REAYE he TRYcoRRhufiicabnP@sSOr d on a
user interface conponent a he nobi e COTTpUtl ng devi ce. By enteri ng t he

aut helft i established; qqtnéwwmqoa riesaions #id ﬂPFD‘B‘P'?l CEHPIE AR B seconfigied to

aut hent i GatdrQ deNfo@SnMBdk G Sphic Sleble datfid GAthdun Enpit @WmOfhe Qahifz Peopl e in
proximty to the player. [0079] I'n sone inplenentations, the authentication

i nf or mat i%AsMiARY be provi ded automatically at the nobile conputi ng devi ce.

For i nst n the pl.ayer downl oa s and. 2

comuni ci{)](%g%A\gg@I’ ?‘@&Pil‘gﬂoywﬁémﬁtfoé?f ?T@f/yeb fsd%nﬂge a‘ﬁtﬁﬁé’i‘f%bq?: 8%1°5nﬂ1
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t dev t t
i nf OI’ I nq%ﬁie f?ﬁnéﬁléq?nﬁcg{%rtg%% ayeg ho t%e gan?mg system por 19 tan e the authentication

information may include a username, a password, a PIN, an account number, or some

combination thereof.

[0078] In some implementations, the authentication information may be provided manually
by the player. For example, the player may enter a password on a user interface component at
20  the mobile computing device. By entering the authentication information at the mobile
computing device, the authentication information may be shielded from the view of other

people in proximity to the player.

[0079] In some implementations, the authentication information may be provided

automatically at the mobile computing device. For instance, when the player downloads and

[N
(9}

installs the gaming communication application, the player may provide authentication
information. This authentication information may be stored at the mobile computing device

for later retrieval so that the player need not enter the information with each new session.

[0080] At 310, the authentication information and the logon code are transmitted from the
mobile device to a device within the gaming system. In some implementations, the
30 information may be transmitted directly to the gaming machine. For instance, the gaming
machine and the mobile computing device may be in communication via an established

communication session. Alternately, or additionally, the information may be transmitted to a
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[ 0080] At 310, the authentication information and the | ogon code are
transmitted fromthe nobile device to a device within the gam ng system In
sone i nplenentations, the 30 information may be transmtted directly to the
gam ng machi ne. For instance, the gam ng machi ne and the nobil e conmputing
device may be in comrunication via an established comrunication session.
Alternately, or additionally, the information nmay be transmitted to a
server. For instance, the nobile conputing device may be in conmuni cation
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devi ce ma I'0 Waves or arcode o 8|splay
screen t had;bﬂle $ompadngbleelcd:)ynaa commaatatﬂatmélogamgag:omamhlcanem rﬂ'damanlmr code may
be one di dlg{rre sion Q082}. I n some
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random a I Ion ar co vice, whic ays the code
on the dedimesimel vonimdhwngl eyigre diversighbws this code to the ganing

machi ne, which nay be equi pped with a canera. The canera nay use the code
to verify[00%3 In syemrimplmentaiingfaddisianal infermetien may ke tnsmitted fiomdhrtnebilei on st ep

may be aC@o‘iHlfmlﬂcs fas\qcevaa ogergﬁJnf gf@nﬁorcamw GRbd R Pl ORR! autRHGR RS
near-field radio. I'n sone i nplenmentations, the authentication

i nf or Hat i tbﬁnqeivawrﬁ th@woate dsyise 4hs e Bendrayandam spdentsation pareeisra i ¢ val ue

that can BghiMekiitd %@llcwdtsp s thdEd0 BRHRGeRYSdcREh. ThEBlaGériRh QBSARRE 6odéal ue may
be generated based on a tinestanp at the nobile conputing device so that

t he crypt@dheagsning Hachige wlgcbdﬁ%ybexﬁawpwdehrﬁ Gimsra g aayrapaygisiuba gt The

crypt ogr apghi&ity ahdl8ofBRy A€ a08iefal ethniidsesl iR sfRduvablapemsy vRd from
the ganming system such that the 25cryptographi c val ue changes with each

successi vErBRshed zéqlfgterent communication protocol, such as near-field radio.

20  [0083] In some implementations, the authentication information transmitted at operation 310
may include a cryptographic value that can be verified within the gaming system. The
cryptographic value may be generated based on a timestamp at the mobile computing device
so that the cryptographic value is only valid within a limited time window. The cryptographic
value may be generated based on a seed value received from the gaming system such that the

25  cryptographic value changes with each successive logon attempt.

[0084] In some implementations, the authentication information transmitted at operation 310
may include location information. For instance, the mobile device may transmit location
coordinates so that the gaming system knows that the mobile device is located proximate to
the gaming machine. As another example, sensors within the gaming environment may detect

30  alocation of the mobile computing device by using techniques such as radio triangulation.

[0085] At 312, a determination is made as to whether the received logon code matches the

logon code generated within the gaming system. In some implementations, the determination
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[0084] In sone inplenentations, the authentication information transmtted
.at operation 310 may include |ocation information. For instance, the nobile
device may transmt |ocation coordinates so that the gam ng system knows
that the nobile device is |ocated proximate to the gam ng nmachi ne. As

anot her exanple, sensors within the gam ng environnent may detect 30a

| ocation of the nobile conputing device by using techniques such as radio
trlangulatlon %0085 At 312, a determination is nmade as to whether the
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original To ansmtte ons, the
deternlndb$mmoﬁﬁdenahmﬂ&ainay be nade at a server. For exanpl e, the server
may conpare the received | ogon code to a database of previously stored

| ogon code087hdn wmstihplementaivps, e delvenis@ronanadmal3 12 den e npdpdtaypever. For
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server w eterm ne ther S authentication information is
correct . withthe player to generate a valid login code If the logon code sent by the mobile computing

device matches the logon code generated or retrieved at the server, then the server will

determine whether the player’s authentication information is correct.

[O088] At 314, a determination is made as to whether the authentication information
20  identifies an existing account. In some implementations, the determination made at 314 may
attempt to authenticate the user in the same way as would have occurred had the user entered
the identification and authentication information directly into the gaming machine.
Additionally, or alternately, the gaming system may retrieve player identification information
from the logon code and attempt to authenticate the identified user with the authentication

25  information.

[0089] In some implementations, if the user is not associated with an existing account, the
user may be able to set up a new account. For example, a user may establish a username and
password. In some instances, performing monetary transactions with such an account may
require authentication with casino personnel. However, the new user may be able to perform
30  lower security operations such as sharing a game status with friends on a social networking

website such as Facebook.

20



[0088] At 314, a determination is made as to whether the authentication
.information 20 identifies an existing account. In some inplenmentations, the
det ermi nati on nade at 314 may attenpt to authenticate the user in the sane
way as woul d have occurred had the user entered the identification and

aut hentication information directly into the gam ng machi ne. Additionally,
or alternately, the gam ng systemmay retrieve player identification
information fromthe | ogon code and attenpt to authenticate the identified
user with the authentication 25information. [0089] In sone inplenentations,
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Sessi on | Sransmittd mbfsagebtastbed goning nectangt ménstingabat ol piafed hamtogged. inl Thesonme '
i mpl e”ﬂ%‘”t %1 Isgges mal tmcmhd% %9&&%%51{05‘% zf?rrﬁ’a’hoh Sangﬁrtfhgr "S{Qr a§o 2 SCLVGF el hen the
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0927 In some implementations, the method shown in Figure 3 may include usage of bump

technologies to further secure the login process. When bump technologies are used, data are
coordinate from accelerometers within the mobile computing device and the gaming
20  machine. Then, when the mobile computing device is lightly tapped or bumped against a
designated area of the gaming machine, the proximity of the two devices can be verified. For
example, the player may initiate the login process on the gaming machine, which waits for
the bump on the accelerometer. The player may then start the login process on their mobile
device, entering their username and password. At this point, the mobile device may wait for
25  the bump. The mobile device may, for instance, display a “bump” icon or message. When the
player bumps the mobile device against the gaming machine, both the mobile device and the
gaming machine send the bump information through the network to the bump service, which
associates them. Then the bump service then allows the mobile device to communicate with

the system to finish the login process.

30  [0093] Figure 4 shows a system diagram 400 for conducting communications in a gaming
environment, configured in accordance with one implementation. In some implementations,

the system 400 may be used to perform one or more of the techniques discussed with respect
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identification information nmay be displayed by the gam ng machi ne. [0092]
I n sonme inplenentations, the nethod shown in Figure 3 may include usage of
bunp technol ogies to further secure the |ogin process. Wen bunp
technol ogi es are used, data are coordinate from accel eroneters within the
nobi | e conputi ng device and the gam ng 20 nmachi ne. Then, when the nobile
copputing device is lightly tapped or bunped agai nst a designated area of
t he ganlnqﬁnachlne the proximty of the two devices can be verlfled For
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ghe system 400 i ncludes a gam ng system 402, a nobile conputing device
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ere?ﬁ‘g“t 2 h]% a%ru'{ orai;[servml (f\hl'het?ﬂ)eg og' rrrrllgl%le comg%txr}l% d%%ﬁes tI?at ma?g' gf ldsge 12 ér vers
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ganlqg naqglng so twar e eveloper, cor the player tracking system devel oper.
Addi t T on&P e i spregardfng gam ng systens provided in accordance with one

i mpl en’em[(ﬁblﬁf)ﬂx St 191 ?eﬁxlé&%t?&ls,\/\{hg rl:le!cﬁérﬂ@ %I&mﬁlg nl:acﬁﬂé gOé‘%Zly be any gaming

machine configured to provide a wager-based game to a player. Additional details regarding
an electronic gaming machine provided in accordance with one implementation are discussed

with respect to Figures 5A and 5B.

20  [0097] In some implementations, the communication links 408, 410, 412, and 414 may be
used to facilitate commﬁnication between the gaming machine 406, the gaming system 402,
and tﬁe mobile computing device 404. In some implementations, not all of these
communication links may be present. Also, any one of the communication links may be

unidirectional in either direction or bidirectional.

25 [0098] In some implementations, the communication link 408 may be a secure
communication link for conducting server-based gaming. For example, the communication
link 408 may utilize the Gaming Standards Assoctiation’s G2S Message Protocol. Other
implementations may use IGT’s open, Ethemet-based SuperSAS® protocol. Still other
protocols, including but not limited to Best of Breed (“BOB”), may be used to implement

30 various embodiments of the disclosure.

[0099] In some implementations, the communication link 408 may be used to transmit

various types of information between the gaming system 402 and the gaming machine 406.
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[0095] In sone inplenentations, the nobile conputing device 404 may be any
.conputing device capable of being used to perform gam ng-related functions
such as authentication, cashless gam ng, or user input. The types of nobile
conmputing devices that nay be used may include, but are not limted to,
nobi | e phones, smart phones, tablet conputers, |aptop 15conputers, and
personal digital assistances. [0096] In sone inplenmentations, the
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20  application from a digital store not shown in the system 400. Alternately, the mobile device

404 may download the gaming application the gaming system 402. The mobile computing

device 404 may periodically check with the gaming system 402 or the digital store to

download updates to the application.

[0103] In some implementations, the mobile computing device 404 may communicate with
25  the gaming system 402 to link the mobile computing device 404 with the player’s account.
The player may provide identification and authentication information to the gaming system
402 via the mobile computing device 410. Then, the gaming system may store the received
information so that when the mobile computing device 404 later communicates with the
gaming system 402 or the gaming machine 406, the gaming system may be capable of
30  identifying the player. In some instances, the-gaming system 402 may provide a token or
other identifier to the mobile computing device. The token may be used to facilitate

subsequent logons at a gaming machine such as the gaming machine 406. The token may



system 402 may comruni cate via nmessage passing or other direct

.communi cation techniques. Alternately, or additionally, the nobile
conputing device 410 and the gam ng system 402 nay communicate via a

Web- based interface. For instance, the gam ng system 402 may provide a
webpage that nmay be accessed by the nobile conputing device 410 to

15downl oad,software, receive,security tokens rovi de, aut henti cat.i on
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i nformati on between the nobile conmputing device 404 and the gam ng system
402. For[0e04tplseme irthglemehations.ahérpiobilecomiiing devifA40faayd eomrh@dchtawghm ng 20
applicatjon froma digital stare not shown in the system 400. Al ternately,
The nobi P8 BtmORcw oA R dBURPGA FREPRIC N Up AP RS RTGH B e g syt em
402. sThetorshinudicae Wathtthe\gand Ry maehisk0% 6 MAythis @EdePlle GRbily conlpatike ddvide 40e gami ng
system 402 or the di gi'ha}gﬁ stare to d | oad updates to the application.
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mobi | e cong)uti ng device 404 may communi cate with the gamng System 402 when
the pbayé? iSSCO&tmwtmgwgf@dhwéymemﬁb@ﬁ PanRising @evipgy rathey ithaa a4 didfesent, o
conmuni ¢ Wi o8 1 chi 4 IS ot J4l onputi ng
devi ce 4%%%rfay Eg%r%ﬁrﬁ?%a 2& v‘\//lr&t@hE%Cﬁgasggrqnnor?ggséyg?g%%ig%q%eng%}%rg?dt}gy %r ovi de
addi t i onalaligewsiattacker wying to hilagnbaplayeristsassimi ot steplohe plafeo's rderimatiof.or anal ysi s
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part Vi alGlpel Iglam@giwﬁgo%ggnous types of information may be transmitted via the

short-range communication link 412. For example, long-range communication session
20  information for establishing a long-range communication session may be transmitted. By
transmitting this information via the short-range communication link, the integrity of the
long-range communication session may be verified. As another example, information
identifying the player, such as a username or player tracking number, may be transmitted. By
transmitting such information via the short-range communication link 412, the devices and
25  systems shown in Figure 4 may be better able to verify that subsequent communications are
transmitted from a mobile device associated with the player rather -than with a different
mobile device. As yet another example, information authentication the player, such as a
password, may be transmitted. By transmitting authentication information via a short-range

communication link, the chances that the communication will be intercepted may be reduced.

30  [0107] In some implementations, various types of communication techniques may be used to
conduct the short-range communications. For example, the mobile computing device 404 and

the gaming machine 406 may communicate via active or passive near-field radio. As another



[0105] In sone inplenentations, the-short-range conmuni cation |link 412 may
.be used to 10 conduct short-range conmuni cations between the nobile
conputing device 404 and the gam ng nachi ne 406. The short-range

cormuni cation link 412 may be used in order to verify that the nobile
conmputing device 404 is comunicating with the gam ng machine at which the
pl ayer is playing rather than with a different, nearby ng nmachi ne.
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or ot her [d 19?]611;1|g19r@s §t6Aa,‘ algdagg %Wp;;e%%@gtltvg ‘diagrams of a gaming machine 2, configured
in accordance with one implementation. As illustrated in Figures 5, 6A, and 6B, gaming

machine 2 includes a main cabinet 4, which generally surrounds the machine interior and is

30 viewable by users. The main cabinet includes a2 main door 8 on the front of the machine,

which opens to provide access to the interior of the machine.



15[ 0109] In sone inplenentations, the |ong-range communication |ink 414 may
[be established based on information shared via the short-range

comuni cation link 412. In this way, the integrity of the | ong-range
comuni cation |ink 414 may be verified. Various types of information nay be
‘transmtted via the | ong-range communi cation link 414. This information may
I nclude, but is not limted to: user input for the gam ng machi ne 406,
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10 [0113] In some implementations, devices such as readers or validators for credit cards, debit
cards, smart cards, or credit slips may facilitate payment. For example, a player may insert an
identification card into a card reader of the gaming machine. The identification card may be a
smart card coded with a player’s identification, credit totals (or related data) and other
relevant information. As another example, a player may carry a portable device, such as a cell

15  phone, a radio frequency identification tag or any other suitable wireless device. The portable
device may communicates a player’s identification, credit totals (or related data), and/or any
other relevant information to the gaming machine. As yet another example, money may be
transferred to a gaming machine through electronic funds transfer. When a player funds the
gaming machine, a logic device coupled to the gaming machine may determine the amount of

20  funds entered and display the corresponding amount on a display device.

[0114] In some implementations, attached to the main door is a plurality of player-input
switches or buttons 32. The input switches can include any suitable devices which enables the
player to produce an input signal which is received by the processor. The input switches may
include a game activation device that may be used by the player to start any primary game or
25  sequence of events in the gaming machine. The game activation device can be any suitable
play activator such as a “bet one” button, a “max bet” button, or a “repeat the bet” button. In
some instances, upon appropriate funding, the gaming machine may begin the game play
automatically. Alternately, the gaming machine may automatically activate game play after

detecting user input via the game activation device.

30  [0115] In some implementations, one input switch is a cash-out button. The player may push
the cash-out button and cash out to receive a cash payment or other suitable form of payment
corresponding to the number of remaining credits. For example, when the player cashes out,

the player may receive the coins or tokens in a coin payout tray. As another example, the

26



[0112] In sone inplenentations, the electronic gam ng machi ne nmay i ncl ude
.any of a plurality of devices. For exanple, the electronic gam ng machine
may I nclude a ticket printer that prints bar-coded tickets, a key pad for
entering player tracking information, a display (e.g., a video display
screen) for displaying player tracking information, a card reader for 5
entering a magnetic striped card containing player tracking information,:-
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one or more images. The display devices may include a mobile display device, such as a
smart phone or tablet computer, that allows play of at least a portion of the primary or
30 secondary game at a location remote from the gaming machine. The display devices may be

of any suitable size and configuration, such as a square, a rectangle or an elongated rectangle.



screen controller, or sonme other touch-sensitive display overlay to enable
for player interaction with the inmages on the display. The touch-screen and
t he touch-screen controller may be connected to a video controller. A

pl ayer may make decisions and input signals into the gam ng nachi ne by
touching the touch-screen at the appropriate places. One such input
10switch is a touch-screen button panel. [0117] In sone inplenentations,

t he gami ng nachi ne may i nclude conmmuni cation ports for enabling
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The inmages bHP—Xreé B WikGupBertkidtads graﬁlmoerﬁ&%atzlm RIm&XRE Bhd LiRRe®fn dynan c
i ghting, video i|nmages, or any other g
cabinet with an angfed orientation down towards the player and the floor. In one example, the

angle is 45 degrees with respect to the vertical, longitudinal axis of machine 2. In another
example, the angle is in a range of 30-60 degrees. In another example, the angle is any angle
25  between 0 and 90 degrees. In some implementations, the angle of speakers in the gaming
machine may be adjustable. For instance, speakers may be adjusted to face in a direction

more closely approximating an estimated position of a player’s head or facial features.

[0123] The bill validator 30, player-input switches 32, display screen 34, and other gaming
devices may be used to present a game on the game machine 2. The devices may be
30 controlled by code executed by a master gaming controller housed inside the main cabinet 4
of the machine 2. The master gaming controller may include one or more processors
including general purpose and specialized processors, such as graphics cards, and one or

more memory devices including volatile and non-volatile memory. The master gaming
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[0121] In sone inplenentations, the electronic gam ng machi ne may include a
top pox. For exanple, the gam ng nmachine 2 includes a top box 6, which sits
on top of the nmain cabinet 4. The top box 6 may house any of a nunber of
devi ces, which may be used to add features to a 10 ganme bei ng pl ayed on the
gam ng machi ne 2. These devices may include speakers 10 and 12, display
device 45, and any other devices. Further, the top box 6 may house
different or additional devices not illustrated in Fi gures 5, 6A, and 6B.
For exanppurolleryaayt pgpiopieallyreepiigune padds axthprsisets ththwds exncutgd pa dhe-gapings| | k
screened spalgd which may be used to add bonus features to the gane being

pl ayed on the gam ng machine. As another exanple, the top box 15 may
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split screen or picture in-picture fashion. For example, the camera may acquire an image of
the player and the processor may incorporate that image into the primary and/or secondary

game as a game image, symbol, animated avatar, or game indicia.

[0126] Gaming machine 2 is but one example from a wide range of gaming machine designs
25  on which the techniques described herein may be implemented. For example, not all suitable
gaming machines have top boxes or player tracking features. Fﬁrther, some gaming machines
have only a single game display — mechanical or video, while others may have multiple

displays.

[0127] Figure 7 shows a server-based (sb™) gaming network, configured in accordance with
30  some implementations. Those of skill in the art will realize that this architecture and the
related functionality are merely examples and that the present disclosure encompasses many

other such embodiments and methods.



5 speakers or other sound generating hardware and/or software for
.generating sounds, such as playing nmusic for the primary and/or secondary
ganme or for other nodes of the gam ng nachi ne, such as an attract node. The
gam ng machi ne may provi de dynam ¢ sounds coupled with attractive
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establi shnment may conmuni cate with d7or control devices in casino 705.
all of which are necessarily included in a bank and some of which may not be connected to a

network. At least some of gaming machines 721 and/or mobile devices 770 may be “thin

clients” that are configured to perform client-side methods as described elsewhere herein.

30 [0132] Some configurations can provide automated, multi-player roulette, blackjack,
baccarat, and other table games. The table games may be conducted by a dealer and/or by

using some form of automation, which may include an automated roulette wheel, an

30



[0130] For exanple, a server of casino 705 or central system 763 may be
.provisioned with relatively nore advanced software (e.g., 3-D facial
recogni tion software) for patron 15 identification than servers of ot her
networ ked | ocations. Such a server nmay process patron identification
requests fromdevices in casino 705 as well as patron identification
requests fromdevices in gam ng establishnments 793 and 795. [0131] Here,
gaimi ng establishment 797 is configured for communication with central
Syst em 763cofille {ereldfluPBH | Qi e Oh SOATHY ﬁ@&lén%taﬁwshd&wa? sudiafll NG
establ i shnments.” Sone 20 gam ng establishments (not shown) nay not be in
conmuni catciemaswiadip @Qqngcy g@mﬁlg@tl@% feyisies, Simemes bfbldsed\ntq hielatlflz @n@ prairackyst em
Gam ng est,abhi %Qﬁﬁ@fnpg Qé S&Hé M‘L@ﬁnn@‘!iﬁléspﬂsg 3 Q&xﬂ”éﬁféﬁ'f&%%mﬁ%ﬁmatﬁﬁcr‘ of

which is part of a gam ng machi nés . I'n this exanple, gam ng
est abl i shNé‘ﬁthP‘@‘SuaélF%‘ﬁ’ei FF@P@éiéén% HawK: Wl%e@%bké@fgawﬁ g 2€%5B! beis,753)

Howevers, tpRGen id&fbnidl kepes@BbR of BaéalBe iddlBRle @AROL R NI gaM Ng establ i shment s
havi ng any nunber of 25 gam ng nachi nes, gamng tables, etc. It will be

appr eci at e 38 \eidmifR Rtatdisithdg 765 hisd idcﬁlhémﬁutﬁoﬂ(mhuﬂe 7hy ﬂﬂé’p@ﬁiﬁng)l%n méen

t housands .of gam h s 721 and/ or .gam ng tabl.e of which
are necesé‘ﬁ?lf"gﬁftqt’l‘iglﬂ%sgﬁbfyem%? ﬁa?ﬁ?d %daggﬁé’uﬂg’s%‘i“&lﬁi% utpgt 1 P‘Bkﬁe Bnnect ed
to a net V\K&Edhmg/éﬁlt Ipeastedeﬁmen LOfdegminig pgintafidrn mqsayzrzmyauyqfrmanmbddemu@ew ces
770 may be ' ltéls r@l Lent Ot}lag t1 ar.e anQaQTf%ig 1 |en§(

met hods as HeSEr F5EH élf ere " HErel™ (FO?LE‘»ZI]“ ?’rém %rﬂ?na& 1°8 s can
provi d® adfomay éel ,usemfblt obiphiay erformaidnetbbe, thd panokg estdblishibro agatsgasiing ot her
table ga Eﬁ¥ e e Y. a8 d y using
sonme for ﬁ%*edaggfg\;e (&cg%ﬁ(ﬁl o en&gﬂllqgl%t fe. it %ngf Lsgtgﬁﬂe{ ?Jeno\g/\heel an
el ect roni et épﬁt\easemlmd tgrsudf featucbeanambe petv\cdedlmd/son@trgmdhandnqnlamcisiataat i ons,
devi ces s i b1 i tc., may
bo. used & o danp iRy aiy srAfed LAATHER . bR AIERE WP LRIERE o © e
t abl es 753mpigperiasiopneiithgdisciadurt grosso rumd ydwtcpeirguyed et ard infottostion filomy er

term nal s (RS, Shoyp ,esemgc%;amyh}ggugg@jcggur ed to accept bets, 5Spresent an
el ectronic representation o deal er, indicate gane outcones, etc. [0133]
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embodiments of the disclosure. IGT has also developed a gaming-industry-specific transport

25 layer called CASH that rides on top of TCP/IP and offers additional functionality and

security.

[0135] Here, gaming establishment 705 also includes an RFID network, implemented in part
by RFID switches 719 and multiple RFID readers 717. An RFID network may be used, for
- example, to track objects (such as mobile gaming devices 770, which include RFID tags 727

30  in this example), patrons, etc., in the vicinity of gaming establishment 705.

[0136] As noted elsewhere herein, some implementations of the disclosure may involve

“smart” player loyalty instruments, such as player tracking cards, which include an RFID tag.
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15a patron, e.g., by presenting graphical user interfaces. [0134] In this
.exanpl e, each bank 710 has a corresponding switch 715, which may be. a
conventional bank switch in sone inplenentations. Each switch 715 is
configured for comuni cation with one or nore devices in conputer room 720
via mai n network device 725, which conbines switching and routing
fupctionality in this exanple. Al though various 20 conmmuni cation protocols
may be used sorre preferred i npl enent ati ons use the Gam ng Standards

Associ at i Rro nentatio t he open,
. Etherne C (gcshe yStu 2"?%%% fsucthrl%?bceg%eﬁﬂay ?yg Saval T ap! mmra%rﬁ %11 Still
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patrons, etc.. in the vicinity of gam ng establishnment 705. [0136] As noted
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Various alternative ne gi es can be use 0 |np efrent £dif f er ent
corresponding server). Such mlddleware servers can provide various useful functions,
including but not limited to the filtering and/or aggregation of data received from switches,
from individual gaming machines and from other devices. Some implementations of the

disclosure include load-balancing methods and devices for managing network traffic.

20  [0138] Storage devices 711, sb™ server 730, License Manager 731, Arr)iter 733, servers 732,.
734, 736 and 738, host device(s) 760 and main network device 725 are disposed within
computer room 720 of gaming establishment 705. In practice, more or fewer devices may be
used. Depending on the implementation, some such devices may reside in gaming

establishment 705 or elsewhere.

25  [0139] One or more devices in central system 763 may also be configured to perform, at least
in part, tasks specific to the present disclosure. For example, one or more servers 762, arbiter
733, storage devices 764 and/or host devices 760 of central system 763 may be configured to
implement the functions described in detail elsewhere herein. These functions may include,
but are not limited to, providing functionality for devices such as wager gaming machines

30 721, mobile devices 770, etc.

[0140] One or more of the servers of computer room 720 may be configured with software

for receiving a player’s wager gaming notification parameters, determining when a wagering
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enbodi nents of the disclosure and/or to accommodat e varying nunbers of
anetwprked 10 devices. For exanple, gam ng establishnments with |arge numbers
of gaming machines 721 may require nultiple instances of sone network
devices (e.g., of main network device 725, which conbi nes swi tching and
routing functionality in this exanple) and/or the inclusion of other

nef work devices not shown in Figure 7. Some inplenentations of the
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of an RFID reader that reads an RFID tag 727.

[0143] The servers and other devices indicated in Figure 7 may be configured for
20  communication with other devices in or outside of gaming establishment 705, such as host
devices 760, kiosks 777 and/or mobile devices 770, for implementing some methods
described elsewhere herein. Servers (or the like) may facilitate communications with such
devices, receive and store patron data, provide appropriate responses, etc., as described

elsewhere herein.

25 [0144] Some of these servers may be configured to perform tasks relating to accounting,
player loyalty, bonusing/progressives, configuration of gaming machines, etc. One or more
such devices may be used to implement a casino management system, such as the IGT
Advantage™ Casino System suite of applications, which provides instantaneous information
that may be used for decision-making by casino managers. A Radius servef and/or a DHCP

30 server may also be configured for communication with the gaming network. Some
implementations of the disclosure provide one or more of these servers in the form of blade

S€rvers.
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720 to nobile devices 770. Sone inplenentations of the present disclosure
«dnclude a 10 plurality of networked caneras 709, which nay be video
canmeras, smart caneras, digital still caneras, etc. In some such

i npl enent ati ons, such cameras may provide, at least in part, real-tinme
navi gation. [0142] Ot her devices that may be deployed in network 705 do not
appear in Figure 7. For exanpl e, sonme gami ng networks may include not only
vari ous r[éiél‘ﬁg Spmé(ﬁﬁé’ﬁélylep'aeﬁtﬁbf“f serverom V1|d( thepfipr servera gbever mFiguisut al so
RED swi t cfi@sde @t 9l £V8EEn %@&Mﬁﬁéano‘%t\ﬁth) c%@%dePU’é’“}e@lﬁ'nd%ﬁtestd?&Qe depicted in
Figure 7. These features may provide various functions. For exarrpl e, a
server (oinclading haskupisoragedevivay syiehss, gicnauch sfasregtdegpesaayanalusigial’ BAIRYVi ce 770
accor di ng(ot'lgmglnﬁrelthl %yo(;f ﬁ@xﬂgﬂ]@ 5l%d§5wtmt kﬂo%da% r@(lﬂmagllt QHE?Qf 127.
[0143] The Servers and ot her devices indicated in Figure 7 nmay be

conf i gur el@dgpepdepdigksharianii kagk+phardideives sadiertapsediiveestci n or out si de of gami ng
establ i shment 705, such as host devices 760, kiosks 777 and/or nobile

devi ces 7b€>é)46lfle|sommlémﬁnﬁgs of ghedisetsd Baneslhes clgviessd Bakeing PRIt n.

Servers (@hitdd tideis) MaBsed AL Ldrl @l €3¢ 98MURE CAldi BRSandl hdin S4&HKARVICEES,
receive and store patron “dat a, provi de appropriate responses, etc as

descri bed”%@) SBWREYHEeh By e|sﬁg1625f1@Y&h]SbT§o?Fé"e6f 3p hAecordingly, dpany sy 2llpwich

confi gur egevices RGN k@hdMnted PeSrefeRinddd AOth Ae@eLRUR b 8sbTPlsaYE&" HOVAL Yn
bonusi ng/ progressi ves, configuration of gam ng machines, etc. One or nore

such d@vi dlissnapus pplemRaEHoRs oA EWENS! HeCAeViSes Ih sg@mEReatoy stibnb™uch as

the 1 GT Agyanta@stiMr Gash B&vicey o @BmeMoter@local®bisélckO RS exWibie NoRe QY1 des
i nst ant aneous information that may be used faor deci sion-nmaking by casi no

manager s. A REEFLSOWD Py dpouRisd/ Br sCRAIBRCRKS OV SR \FemPHES 1o d2h & desArf gur ed

for commugi&alelc0sh Mé hotwbike MIREHvRY itREE YO hdVanDEId8s fodadre MRL RlUnReSf @fta t he
di scl osure provide one or nore of these servers in the fTormof blade

servers. CcpOaRsvigpiigragsaserdichenk § SAN)-sbTM server 730 and the other servers
shown in Figure 7 include (or are at | east in conmmunjcation wth) clustered
CPUs, I? el Aot 55e a?é)\%yeec PRI GHPRE BEEK SOEL 5T P EOR dedces

S\Mdt cges, that &re cShl&‘éTlreﬂt fof agfm Aevition Svifiiegthdr el idelewhin RAd Blitsid®©bf gintjaikdry
redundant arr

f i nexpensive disks, now also kno as reduyndant (array of
i ndependef°™ kg‘)‘Chaﬂ"Fta‘{j)‘,V‘cBSa‘(?ﬁy g"p”ﬁ‘é\‘f*ﬁp ik é‘éfg”aé%&‘P%Y?”a{eé‘ﬂé/Oﬂ mpee fogt ¢,
[0146] | nhﬁp]éﬁiaeniuﬁplvﬁ[mﬁlbﬂbd')@iﬂSntﬁ)Bf ihb@istlosied. AsdweRer, BRAYoRfdetibe €It CES
(i ncludin ut limted to se Manager /31, servers 732, 734, 736,
bna 735, | Sl Rt dadh (28 SOR RiRaRRET L R e Grhgp 0 WP ¢
SbTM er vesmpiidds inAiE exkiphg layd w[fBllagé d@ﬁce’%WWO $M1€1|5h ﬁe\ﬂoﬁﬂécdﬂiphilm&ﬁﬂﬁéd ires be
referenced.in thle a%grelgate as an "ShTM ser h Hﬁ [%0 alternative
i npl enent St GAEPIEHRYY bt Ol S ?rﬁé“sgé‘md‘e\ﬁs Fm 86%*?15?1?%%1 PR Wi t h sbTM
server 73 or_ot e netwo t ed el sewhere. For
oxanpi o, SUARE bR i ho HRET, 1R o dSwBoRICH R S RSP
conput er hadwarg2@fomard, geatved, eﬂcsévﬁwe«ampbn sctm:eferaemwﬂ(the Ntleowmemay ibe can be

advant age t§)nteS t gt{ IB%I.SE }9«1&0%0 nimeme readag% de 1a t%at. 1nc F(?e d%r'o%anaf 1nss¥r80rt1%ge area

net wor k ( Foom
oper akér sorsofoesatn, etche”pr be}ﬁhfndgvvamess operatlons descrlbed herein. Examples of

program instructions include both machine code, such as produced by a compiler, and files
containing higher-level code that may be executed by the computer using an interpreter.
Examples of machine-readable media include, but are not limited to, magnetic media such as
hard disks, floppy disks, and magnetic tape; optical media such as CD-ROM disks; magneto-
30  optical media; and hardware devices that are specially configured to store and perform
program instructions, such as read-only memory devices (“ROM”) and random access

memory (“RAM”).
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that are configured for comuni cation with other devices within and outside
.of computer room 720. Such host devices may be provided with software,

har dwar e and/ or firmware for inplenenting various enbodi nents of the

di scl osure. However, such host devices need not be | ocated wi thin conputer
room 720. Wred host devices 760 (which are desktop and | aptop 20conputers
in this exanple) and wireless devices 770 (which are nobile conmputing

devi ces g by @mﬁmﬂo@é erﬁmm%tslngg%& %Qd%loﬁ@%é&he’r it §id aagth%%qal i shment
705 or at a temote Iocation These and ot her aspects of

di scl osurcempngtioge Alhghgngaield ﬁpbwavqn&usnavyb@@ BfenhEeHVRade by sbafr’LOWar e,
firmare deﬁ&&cerQrfth @3&%@%@1 “amena%@hg&%&dc& anda%d E!Jﬁ%hé)&r%&e Yes e

i npl enented, at | east part, by machi ne-readabl e nmedia that include .

pr ogr am ithstpeeifedtionghe gsbc@zra%nés Jontop PeRgeSRBlY, addiess. a“yfoér‘heﬁf‘eiiﬁ‘fﬁ}eﬁ?‘?ﬁg Iy ari ous
oper ats onsehed & Sfek Idmleda%swme@@mda@sso&ffa%&gi@ﬁéﬁdcm hathaly BEscufed ude bot h
machi ne code, such as produced by a conpil er nd files contalnlng

hi gher - | e SE??E@W%a{SO%W‘IPé‘“é“%éd‘E&YéHIYdii‘“talqé a%ﬁsﬁﬁ?"éf‘r defigiepgiesags Jus

i nterpr et defXABPIREmEY beBRtsRE id BRUBRifRaiiBladd bonel dathRdinfbis ndyehonOt
limted to, nmagnetjic media such as hard disks, floppy disks, and magnetic
t ape; opﬁdérﬁffs aﬁ%ﬂﬁtﬁesgﬂ?fﬁleﬁge‘“@[} ROM di sks; magnet o- 30 opti cal media; and

har dwar e s that ar ecial ly confi e forn1program
|nstructﬂgﬁﬁﬁ%§U8H“§§nggﬁﬁ8ﬂV@mW% eﬁ%@?%%%@ $§Rﬁ§E%H%gF§’ ' access
menor o (' tRA{VHaye be[eﬁ)fbx—‘b@ﬂnte@my vedy dfhan@homﬁy andhﬁ@lllmfemhm Ay, the brraédtl aad one or

t oget her w n inati,on. vari o odi nent s
may have Pe enOf?rtll@etplr?/sgq aaf’a‘bﬁ“‘\’flasf%| ‘ﬁ%&‘“ﬁ’gf‘}“&e%% i%e% "W OHB ;9{;' fume “é(;eﬁcng? whi ch
may be dilsedis dedsiouldabd defmed bolyiin aorvedaoce widh ehqofodiowmzland tlzher -sspretied | cat i on,
t he enboq;n%ggs F%Tpogmgﬁiessarily address any of these deficiencies. In 5
ot her mor&a dl ent )odi ments may address different deficiencies that
may be di scussed in the speci fication. Some enbodi nents may only partially
address sone deficiencies or just one deficiency that nay be discussed in
t he specification, and sone enbodi nents nay not address any of these
deficiencies. [0150] While various enbodi nents have been descri bed herein,
it should be understood that 10 they have been presented by way of exanple
only, and not limtation. Thus, the breadth and scope of the present
application should not be limted by any of the enbodi nents descri bed
herein, but should be defined only in accordance with the follow ng and

| ater-submitted clains and their equivalents. 15 CLAIMS Wat is cl ai nmed
is:
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1. An el ectronic gam ng nmachi ne conpri sing: an input device :
«confjgured to receive an indication of value for play of a wager-based ga
in which one or nore gane outcones can be provided responsive to a wager;
an-out put device configured to output an indication of value in association
with play of the wager-based gane; a display screen configured to

di spl ay video data associated with the wager-based gane;, and one or nore
processors configured to cause t@QeAdMS$troni c gam ng nachi ne to:

provide a first conmunication session wth a nobile conmputing device, the
first cHiminfle@mefish session being conducted via a first wireless

communi cation protocol at a first range proxi mate the el ectroni c gam ng
machi ne; transmt, to the nobile conputing device via the first
communi &2\ YFFeRiS gmpg maching SATIPREE | on session initiation identifier for
initiating anSSuOaEice osiTidiie af re@iveS@ $5dicAon dRdlue for play DAS Gl Baselne

comuni cati,on session initiation i desti fi.gr sprovi de a second communi cation
sessi on&%A B ORHHITES SARFANCPRE GRIT BQVided e PalEs %2 ¥asvuni cat i on sessi on
bei ng conduchedtpui d&vize s@fi@add Wi sugpue 85 ind@amnnif ealhé DrspratiQcelth glhya second
range, tﬁqge secqﬁgseégan e being wider than the first range. 2. The

el ect rofii ¢° §HH RY nE&Chi ne recited in claim1, wherein the communication
sessi on i ni ta displgnscrade ronffgued te Pdespiaf ivalo aanetsportkd entipls wagek-basedse in
conducting Wi reless comunications with the el ectronic gam ng machine via
the secBnd W el ess communi cati on protocol. 3. The el ectronic gam ng
machi ne r ecidnedr inpre pt@esserd configedraase thesteetrgmoapmganashihe ot her confi gur ed
to cause the ele [ ClpyMalo} chine: 0. 1R i ~ t he
communi cati on segfsoiggﬁ ag}rgatl onnﬁﬁgrﬁéé%ﬁ a315mtOtrnzlale?lsm t%%givg%{] g mobi | e
conput i ng defirsiceommynisativer sestien FpbE Icendveirpota tdird eviredess lsa@mppsatigh| ed t her eon
an appl i catiQpofdht d filrdRt bRYintRanSQEA0H  GARAERLGR On sessi on. 4. The
el ectronic gam ng machine recited in claim3, the one or nore processors
further confi gur & PdbeBobikcompamedsHPEYiy B5ilAY corampRigaaon gpssion, when
the nobile coppkthidi@islessEs AaRGoNREndIRY Gorimsiiak l1adcdnbebaaniedtioapp! i cation
for initiating the second communi cation session, direct the nobile
conputing de¥¥?¥¥® ¥ install the application for initiating the second
comruni cati on se%8ie@n thd conlkigni@ki6E béseibh GniGRidh R@niBENpodds @Cdetddd i n cl aim
1, wherein the first comunication.session is.conducted via near-field
Chdi 0, and vHETRISRECSREHA NEgRRIA SR TR S EES TS CBIHTCRD via a

Wi rel ess | ocaksi@r @thgn@hdiel .via a second wireless communication protocol at a second

range, the second range being wider than the first range.

2. The electronic gaming machine recited in claim [, wherein the communication session
initiation identifier specifies a network endpoint for use in conducting wireless
communications with the electronic gaming machine via the second wireless communication

protocol.

3. The electronic gaming machine recited in claim 1, the one or more processors further
configured to cause the electronic gaming machine to:

determine, when the communication session creation information is transmitied to the
mobile computing device, whether the mobile computing device has installed thereon an

application for initiating the second communication session.
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6. The electronic gam ng machine recited in claim1, the one or nore
.processors further configured to cause the el ectronic gam ng nmachi ne to:
determ ne whether the nobile conmputing device is within a designated

di stance fromthe el ectronic gam ng nachi ne; and when the nobile
conputing device is not wthin the designated distance, termnate the
second c¢o icatjion session. 7 The el ectronic nmachi recited in
ot m 15 THecliBh Pmatie T gieaie st on FITR Har P Y ORI PG R BE e
eIectroanﬂg@aauﬂguﬁamhﬂaﬁoh@emnmonmdnhemnlnate the first connunlcatlon
sessi on afterhth nPunlcatlo a5|on ﬁreat n,i,nformti | on .
transmitted. ""g! %mf’rlé‘ SHOEPRYHTYSE fgss not have msba?‘ fhgTeRy 20 &jP ‘8%1°8|‘2£ctroni c

gam ng meeding ethe sécohd E@imEOEALNERES1, diteds R Shobile Vbhutidg dBkdd € i@t i ng
devi ce, Ige first. Gom i cati.on session bejng conducted via a first

wi r el es@PRIGHRTIR RS ¢ ‘?%FH@&Pmﬁ?nﬁmFWFﬁ?mPange proxi mate the el ectronic

gam ng machi ne; transmtting, fromthe el ectronic gam ng nachlne to
t he nmobi_l ut.i ng .devige via ahe first._co cation session,

Communi CalIoG BBtG FOHRE Hf o oist FURHE | PORSrbe Tt Sramiigror Soiognd
comMuNi GAtoriActS®SSsd dBir-fRidl radio, andb@f@€inOthet feorRI0 BHMIA LS Edtiod NseSRMS isON
initiation identifier, providing, at the electronic gam ng nmachine, a
second 88““%ﬁ$€3??8ﬁk§§8§$8ﬁaQfgﬂkthe mobi | e conputing device, the second
comuni cati on session bei ng conduct ed via a second w rel ess comuni cation

protocol second r.an t he secon being wi der than.the first
g, 6. Bhe SRaNRa srotiny Serubt AR a T h are Pt ReP CEn ACAE: on
sessi on configutedttd Qiﬂsd'tdeaédtfdnergaﬁm@(md‘chmtoa netvvork endpoi nt for use in
conducti ng mnreless n tlons with the el ni c in chine via
the second wf ORI GPTRABE BEOFE s B SerRerT e P Ped | n

ClaiWl8nm&meuﬁﬁtgﬁﬂn§uﬁ&hﬂfmﬁDﬂprlSIng deternining when t he

conmuni cati on, se SIO creation informatian transm.tted fromthe

el ectroni ¢ gERHGe maRHs SeEPHEPE drKichisERl ‘@‘“BPJH&?F?‘H&“?S‘ [40ES: ISTRTEARC ¢ he
nmobi | e casspditdmguidevibeesias i nstalled thereon an application for initiating

t he second conmuni cation session. 11. The nmethod recited in claim10, the

met hod further conpri sing: when the nobile conputing device does not

have i ngt aht eltckdis goMin@Mmadlipd reeatd Bnclhion 1, thé tohabl RPprd fOCSREO Adther

connunlcagﬁfn se55|o directing the nDblle conputing device to install the

appl i catP “F@FOF%?TﬁﬁfkﬁﬁmFﬁg #B& Smuni cati on sessi on.

terminate the first communication session after the communication session creation

information is transmitted.

8. A method comprising:

providing, at an electronic gaming machine, a first communication session with a
mobile computing device, the first communication session being conducted via a first
wireless communication protocol at a first range proximate the electronic gaming machine;

transmitting, from the electronic gaming machine to the mobile computing device via
the first communication session, a communication session initiation identifier for initiating a
second communication session; and )

based on the communication session initiation identifier, providing, at the electronic
gaming machine, a second communication session with the mobile computing device, the
second communication session being conducted via a second wireless communication

protocol at a second range, the second range being wider than the first range. '
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12. The method recited in claim8, wherein the first comuni cati on session
s conducted via near-field radio, and wherein the second conmuni cation
.session is conducted via a wireless |local area network. 13. The met hod

reeited in claim8, the nethod further conprising: det er mi ni ng
whet her the nobile conputing device is within a designated distance from
the el ectronic gam ng machi ne; and when t'he nobil e conputing device

IS not oVitHli MethdiCrecied ig iR R, HheleRNBE cothBifitaldh i sBgioh gitig@a0BchtiGOHMMUNI cat i on
sessi on. 4. The nmethod . recited.in r(é:délalmB the nmethod further conprising:
t er mi natPFAYeS APFTFSen F &8t i AOUEE SN EF PSe foRARIREMTUKIYE 489 on sessi on
creat i Ofledtiohio lghing @lachise Vih &i3SEohd ®ileless Eommdicatidoh proddcel. conmput er readabl e

medi a having instructions stored thereon for perform ng a nethod, the

met hod conpri si ng: provi ding, at an electronic gam ng machine, a
first coMruginedbd RBitRles sladNs, Whel HetibodToditick orimidgt | ng devi ce, the first
conmuni cati on sessi on_being.conducted via a first _wirel ess comm | cation

prot ocol at S SFPPEE Whefy & ptoBRrIHER LoD Fasien ér@?tr‘o(?n’inéorﬂgﬁﬁn n'y NP

t ransm frém mga el‘edttbmctgmu@ ﬁh@élﬁr&rﬁo(lhdgﬁlﬂ’blllbgcdiiﬁmhhg’lﬂe\h@ whehdrahd hﬁb@eorrput i ng
device via E {I r st cormuq‘ﬁﬁ ?I on_sessi og cgrmunl cat i gn sess

i nitiat FSR et e P2 oPS ST ¢ hzifeo?wg”a PR %aﬁlan ShmiFRaE § OR S8 on and
based otoniteicadomisksianat i on session initiation identifier, providing, at the
el ectroni ¢ gam ng machi ne, a second conmuni cation session with the nobile
conputing device, the second comuni cati on session being conducted via a
second W.ﬂ‘bée&&o@mmmnhckahﬁ oh ttepmotleddbrtlet canpsmend range, the second range

bei ng w der tha first range. . nore conput ere r eadabl e

medi a reci t €4 e IPO iR BPutnE dr it (ieﬁno{lilave mgtfﬂg:%tthereon ¥ chat 9t i ati on

i dent i f ingiatisgpthe Béqoscsccmnmanmod<se$hdxp¢re¢tlng the mobie campmomgjcle@tca nngmmlr el ess -
communi (8L}, 805 hlnbfifoShECLLAN, S BRATLRY LBGAI ne via the second wir el ess

communi cation proto one or nore conputer readable nedia
recited in claim15, the nmethod further conprising: det er mi ni ng, when

t he Comﬂjnflhg %ekh%g rescﬁg clau%zrfieahergg t erkltlrgt c%ﬁﬁrlu%[&atlosn st gs?cx?lsxm:otn\%ﬁc fvrxao m t he

el ectronic gamn e co ther the

nmobi | e u@nﬁulﬁlrmgo,cbedmdleremtse swgm@dn@mntdams@sslms appluttedivip @rwifedgss i nitiating
t he sec%ggaggw; cation session. 18. The one or nore conputer readable
media recit claim 17, the method further conprising:

13. The method recited in claim 8, the method further comprising:

determining whether the mobile computing device is within a designated distance
from the electronic gaming machine; and

when the mobile computing device is not within the designated distance, terminating

the second communication session.

14. The method recited in claim 8, the method further comprising:
terminating the first communication session after the communication session creation

information is transmitted.

15. One or more computer readable media having instructions stored thereon for performing a
method, the method comprising:

providing, at an electronic gaming machine, a first communication session with a
mobile computing device, the first communication session being conducted via a first

wireless communication protocol at a first range proximate the electronic gaming machine;
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when the nobil e conputing device does not have installed thereon an
appljcation for initiating the second comruni cati on session, directing the
nobi | e conputing device to install the application for initiating the
second communi cati on session. 19. The one or nore conputer readable nedia
recited in claim15, wherein the first comunication session is conducted
vig near-field radio and mherein t he second connunication session IS
conduct ed V|a ea netwo conput er
readabl e ned r%?“ﬁ‘“% gt é&‘“us“he K ?Cé{"’%nc §am1f’% ma‘r’re’t’%%dhef ti‘lﬁé?m%“é‘%g?vé‘ie v

determ rnhxen@stvdoemﬂmercattdneemm 4 eononmpatiomgssie@viniietidns desttifiéri for initdesd gnat ed
dlstance fr the.e lectronl cganlng machi ne; and when the nobile

conputlng ae$P€%“W§‘%be““mfﬁun t he designated distance, term nating the

second commubdsehdrn tha ce@msnioNion session initiation identifier, providing, at the electronic
- gaming machine, a second communication session with the mobile computing device, the
second communication session being conducted via a second wireless communication

protocol at a second range, the second range being wider than the first range.

16. The one or more computer readable media recited in claim 15, wherein the
communication session initiation identifier specifies a network endpoint for use in conducting
wireless communications with the electronic gaming machine via the second wireless

communication protocol.

17. The one or more computer readable media recited in claim 15, the method further
comprising:

determining, when the communication session creation information is transmitted
from the electronic gaming machine to the mobile computing device, whether the mobile
computing device has installed thereon an application for initiating the second

communication session.

18. The one or more computer readable media recited in claim 17, the method further
comprising:

when the mobile computing device does not have installed thereon an application for
initiating the second communication session, directing the mobile computing device to install

the application for initiating the second communication session.

19. The one or more computer readable media recited in claim 15, wherein the first
communication session is conducted via near-field radio, and wherein the second

communication session 1s conducted via a wireless local area network.

20. The one or more computer readable media recited in claim 8, the method further
comprising:
determining whether the mobile computing device is within a designated distance

from the electronic gaming machine; and
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when the mobile computing device is not within the designated distance, terminating

the second communication session.
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