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Field of the Invention This invention relates to a security systemfor
securing wete/oesd2 i nformation 5 stores in conputer systeweTaw2aosset hod of
securing the same. In the context of this specification, a conputer system
is defined to include a conputer having 2y central processing unit (CPU)
and a storage device, which may be a hard'di sk, CD RRWor other

read/ witeable data storage nmedia or any corrbi nation of the sanme, and a

net wor k |ncor r ut ers, as in a client server
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ot herw se, the word "conprise" or varl ations such as "conprises" or
“conprising”, will be understood to inply the inclusion of a stated
integer or group of integers but not the exclusion of any other integer or
group of integers. 15 Background Art In these days of w despread conputer

usage, data n computer system is becom ng increasingly . .
accessi bl e tgﬁega\?ogrtﬁgtl V%ﬁ?t' ers. This may occur directly in real time via

| ocal and/or renpte use of a conputer system by different users or
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comblnatlon of the same, and a network incorporating one or more such

10 computers, as in a client server system.

Throughout the specification, unless the context requires otherwise, the word
“comprise” or variations such as “comprises” or “comprising”, will be understood to

imply the inclusion of a stated integer or group of integers but not the exclusion of

any other integer or group of integers.

15 Background Art

In these days of widespread computer usage, data stored on a computer system
is becoming increasingly accessible to a variety of users. This may occur directly
in real time via local and/or remote use of a computer system by different users or
indirectly via the loading and running of computer programs at predetermined
20 times automatically or manually by a user of the computer system. With the
advent of computer networks allowing remote access to computer systems via
local area networks and wide area networks such as the Internet, and the ready
transfer of computer programs and data between computer systems, either
manually via floppy disks and CD ROMs or automatically via computer networks,
25 the security and integrity of data and information stored on the read/write stores of

computers is becoming increasingly of paramount importance.



in order to protect the data and information stored on the storage device
thereof fromhostile conputer prograns, and user authentication procedures
al | owi ng wproadet2¢r m ned | evel s of access to data and i nf oPcatAtooes#dr ed on
the storage 5 device of the conputer system dependent upon the status of
the user. A problemw th nost types of angi-virus software and user

aut hentication protocols wused today is the very fact that they are

enbodi ed in, software, whi Clh is required to be executed u,nd?r .the control
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15 systemfrom Hence, the anfi-virus software needs to be constantly

updat ed and entered onto the conputer system before a particular virus
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some knowledge of the virus or type of virus that it is attempting to secure the
15 system from. Hence, the anti-virus software needs to be constantly updated and
entered onto the computer system before a particular virus finds its way to the

computer system.

As certain viruses can be exiremely hostile and destructive to computer systems,
the lag time between the first occurrence of a virus and the production of software
20 to combat the virus still creates a window within which oftentimes irreparable
damage can occur to certain computer systems infected with such a virus.
Indeed, the production of viruses and anti-virus software does have a tendency to
be self-perpetuating. Thus whilst better solutions may have been proposed in the
past to combat viruses and ensuring the security of data and information, the state
25 of the art has remained around adopting a software approach to deal with the

problem.

Notwithstanding this, various hardware-based solutions, which are intrinsically
more reliable and resilient in preventing virus or unauthorised access to data
stored on a computer system, have been proposed in the past. However, these

30 have been awkward to apply, restricted in their adaptablility to different and



-3 changing formatting standards or have required user interaction of a
technical nature well beyond the nere | oadi ng of executable programs, in
order to walg/oox2hem ef fective or even operational. D scl o®aeralok/oedse
Invention 5 It is an object of the present invention to provide nore robust
protection for data and information stargd on a conputer system from
unaut hori sed access and/or msuse. |In accordance with one aspect of the

present inv i LS ide 1 i a
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for storing data_to, be handl ed by the conputer, the security device
conpri si ng:tfﬁ%ﬁﬁ%%ti“ﬁgorn%%oﬁﬂé\é%@t’dent of the host CPU for controlling
access between the host CPU and the storage device; and 15 program nenory
means i ndependent of the penory of the conputer and the storage device to
unal t er abl yDigdesueaf helnveati@put er prograns for operating the
processing neans in a prescribed manner to control said access; wherein

t he securita{ device is to be connected only in line with the data 20
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storage devimisusef the conputer to store critical data and control elenents
associated wth the basic operation of the conputer and access 25 to the
st orage device. WD 03/003242 PCT/ AUO2/ 00847 -4 Preferably, said critical

data and cofpi metorlaR@BMNvih a6t Hspeti e the prEeHs atvdntiohheheloRt ptdRlitiédra
verification of the storage device and operating the conputer _

security device for a computer having a host central processing unit (CPU),

10 memory used by the host CPU to load programs in order to operate the computer

and a storage device for storing data to be handled by the computer, the security

device comprising:

processing means independent of the host CPU for controlling access

between the host CPU and the storage device; and

15 program memory means independent of the memory of the computer and
the storage device to unalterably store and provide computer programs for
operating the processing means in a preécribed manner to control said

access;

wherein the security device is to be connected only in line with the data
20 access channel between the host CPU and the storage device, and off the

main data and control bus of the host CPU.

Preferably, the security device includes memory store means independent of the
memory means and the storage device of the computer to store critical data and
control elements associated with the basic operation of the computer and access

25 to the storage device.



i ndependently of the storage device during the start up sequence of the
conputer. Preferably, the security device conprises authentication neans
to aut herwpD®awes2a2 5 user of the conputer having a prescri lpea/Ainohidse of
access to the storage device. Preferably, the authenitication neans
includes a login verifying neans to enablg_ a user of the conputer to enter
a login identification and password and have that 1login identification and
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Preferably, said login identification and passwords of authorised users and
the prescrindegepderitiyl af thé strege slevicerdiwing ibermtarup ssiqusace of tha ceompuigat a
and control elenents and said | ogin verifying neans accesses said critical
data and control 15 elenents to effect authentication of a user.
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device. Preferably, the security device includes intercepting nmeans to

bl ock all dat ccess by the host CPU to the data . storage device, before
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sai d authentication neans for assum ng operation of the conputer during
said start Wptheequence. Preferably, the authentication nmeans includes an
aut hentication application 5 programstored in the program nenory neans,

the nenory store neans or the
Preferably, said login identification and passwords of authorised users and the

prescribed profile of access thereof form part of said critical data and control
elements and said login verifying means accesses said critical data and control

15 elements to effect authentication of a user.

Preferably, the prescribed profile of access comprises a prescribed allocation of
predetermined levels of access permitted for an authorised user of the computer

to prescribed partitions or zones of the storage device.

Preferably, the security device includes intercepting means to block all data
20 access by the host CPU to the data storage device before initialisation of the
security device and intercept all said data access immediately after said ‘

initialisation under the control of said processing means.

Preferably, said critical data and control elements include identification data in
respect of the storage device for enabling the computer to complete its peripheral

25 check during said start up sequence.



storage device. Preferably, the authentication application programincludes
user editing neans to enable an authorised user having a particular

prescri bewoloawed24nf access to create and edit authori sedPaINE20E7
accessing the storage device. 10 Preferably, the authentication application
program i ncludes access profile editing _greans to enabl e said authorised
user having a particular prescribed | evel of access to allocate and edit
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a nethod for securing and protecting a storage device for storing data to
be handl ed cdimpater dupog eaid starh umsequandesed access, the conputer having a
host central processing unit (CPU) and nenory used by the host CPU to | oad
prograns in order to operate the conputer and storage device, the nethod
conpri si ng: Peferabiy, r thd | anghacticationb enewen intladassan CRuthemtication sapplisgion
devi ce [ndependent| f the host CPU. and unal terably storing computer

pr ogr ans2f oPTOSFABSIPIRY Uhihe RO MEMPTY (ReRS, tﬁﬁ e %Pfqy %%ﬁgg{gh?rom
the menory gpghqiolierddr essabl e by the host  CPU. 25 Preferably, the nethod
i ncludes storing critical data and control elenents associated with the
basi c operation of the conputer and access to the storage WO 03/ 003242
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storage devi ce an essa t CPU. Preterably,” the nethod
i ncl udes i ndealsladanalihossedugenpgating shparticdRUpresdiibedildvelofiaccess talateatand

control elenents..for, verification of the storage device and 5 operatin
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sequence of the conmputer. Preferably, the nmethod includes authenticating a

user of 1E)heP(r:gnga%tlﬁrthgae\lluitﬂgnt?caﬁon application program includes access profile editing
means to enable said authorised user having a particular prescribed level of
access to allocate and edit particular predetermined levels of access to said
prescribed partitions or zones for all authorised users having access to the

storage device.

15 In accordance with another aspect of the present invention, there is provided a
method for securing and protecting a storage device for storing data to be handled
by a computer from unauthorised access, the computer having a host central
processing unit (CPU) and memory used by the host CPU to load programs in

order to operate the computer and storage device, the method comprising:-

20 controlling access between the host CPU and the storage device
independently of the host CPU; and

unalterably storing computer programs for effecting said controlling access
in a location separate from the memory and not addressable by the host
CPU.

25 Preferably, the method includes storing critical data and control elements

associated with the basic operation of the computer and access to the storage



prescri bed profile of access to the storage device. Preferably, said

aut henticating includes enabling a user of the conputer to enter a 10

| ogi n i dewoioBioexti on and password and verifying the sanme PaTadi02084%h

whet her the user is an authorised user of the conputer having a prescribed
profile of access to the storage device before allowng the start up
sequence of the conputer to proceed further. Preferably, said |login
identification and passwords of authorjised users and the 15 prescribe
brofi e of dedesds ehDEalen (ePRIar oD hednaniry arinnesmds dBuER s 1
el enent s angy4R8syMEidyhBhospelugles conparing the entered |ogin
identification and password with the login identification and passwords
within said critical data and control elenents and authenticating a user
if there is f V/ @é&f' ' IdaReS a
prescri bed gf@%@gy,gﬁ@ﬁéﬁ% lg?lggg?@ﬁm nedgléﬁg %Pngﬁaaeegggﬁg?wwéla or
an aut hor i serticas etats oapd esantidbeelenenats ifor omsifioaticordsthef stdragst devdge and
device. PpPreferahly, the nmethod jncludeg blqocking all data access by the
host CPLPt ORHEINg ihs Corepuigh nAsReadeRlly fdne idrge; d¥ies SUEHS the TaMiR or
and intercegdd pghcaldf theicdmpi@é@ access during the start up sequence after
said initialisation. 25 Preferably, said critical data and control elenents
include identifijication data in respect of the storage device for enabling

the conpute ' falfon PElRACkRhentiRfl & UseRGrIAb botidtiibr Having a
sequence. V\%r%%%hglﬁ / LB’%%%%% _er71 Preber%ly, sgélg% crriﬁ{ical dgta
and cont r ol pedserieed profile lbfidecessciodhesidrage desiceor for the conputer that
i ncl udes invoking the autheniticating step; and the nmethod i ncludes
assum ng operation of the conputer during said start up sequence with the
cust om boot Pssfetatly, aaitl autheetitatireg incydekseenabéing af usdref doerpatmputertto sumddr a
time. 5 Preferaply,..said authenticating ingludes enablin rtjcul ar
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el ements for specifying authorised users having access to the storage
devi ce. the storage device before allowing the start up sequence of the computer to

B

proceed further.

Preferably, said login identification and passwords of authorised users and the
15 prescribed profile of access thereof form part of said critical data and control
elements and the verifying includes comparing the entered login identification and
password with the login identification and passwords within said critical data and

control elements and authenticating a user if there is match.

Preferably, the prescribed profile of access comprises a prescribed allocation of
20 predetermined levels of access permitted for an authorised user to prescribed

partitions or zones of the storage device.

Preferably, the method includes blocking all data access by the host CPU to the
data storage device during initialisation of the computer and intercepting all said

data access during the start up sequence after said initialisation.

25 Preferably, said critical data and control elements include identification data in
respect of the storage device for enabling the computer to complete its peripheral

check during said start up sequence.



Preferably, said authenticating includes enabling said particular
prescribed |level of 10 authorised user to allocate and edit particular

pr edet er mvoed/obxyel s of access to said prescribed partitipocmsstoe/oegnes for
all authorised users having access to the storage device within the
critical data and storage elenents. In acgordance with a further aspect of
the present invention, there is provided a security device for a conputer
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access immedi ately after said initialisation under the control of said
processi ng ns; wherein said processing neans effects independent cpntrol
of “the. hBst Pragabhl) S ALbReTsaA0 GHaGrS EREDLR AP SRICHIA b RaER BYB08! { o
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pr ogr am nen&i%stfr)r%ans%i ndependent of the nenory of the conputer and the
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st orage de InF\er-ably store and provide computer prograns for
operating the processing neans in a prescribed manner to control said

access. 5 Preferably, .the prescribed profile.of access conprise

prescri bed WfﬁﬁaﬁY’oﬁ?'c&)?Ut@@G@tﬂr& WPH@&SI%\_?@'QQ 3?'@&@%'3%@%{'53@ lgvgl of
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storage device. Preferably, the security device is adapted to be connected
only in |ineaidipriesciifeed pattitionscarszonssaionell ashodser vaershbavingRgcess te e

storage Ole\”sﬁ)ere‘lgea Hgvi(c);fefwi{ht?ne the critical data and storage elements.

In accordance with a further aspect of the present invention, there is provided a
security device for a computer having a host central processing unit (CPU),
15 memory used by the host CPU to load programs in order to operate the computer
and a storage device for storing data to be handled by the computer, the security

device comprising:

processing means independent of the host CPU for controlling access

between the host CPU and the storage device;and;

20 intercepting means to block all data access by the host CPU to the data
storage device before initialisation of the security device and intercept all
said data access immediately after said initialisation under the control of

said processing means;

wherein said processing means effects independent control of the host
25 CPU and configuration of the computer in a manner so as to prevent
w unauthorised access to the storage device on said intercepting means .

intercepting said data access immediately after said initialisation.



10 main data and control bus of the host CPU. In accordance wth anot her
aspect of the present invention, there is provided a nethod for securing
and pr ot ewDiongoR45t or age device for storing data to be hamdiradiozioyssa
conput er from unaut hori sed access, the conputer having a host central
processing unit (CPU) and nenory used by g4 he host CPU to |oad programs in
15 order to operate the conputer and storage device, the nethod conpri sing:

control ling_.acgce t ween .1 he host and the storage device .
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intercepting all said data access during the start up sequence after said
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configuration of, the er in a manner so as to prevent unauthorised
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Preferably, the nmethod includes unalterably storing conputer prograns for

effecting sgaid contrplling gccess n | ocation separate fromthe nenor
and not " Sadiete Gl dhe,PERETHRL BraA of deBr & BapT SBa P RSOy FURERIIL! i on
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thereof formpart of said critical data and control elenents and the
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with the login identification and passwords within said critical data and

control elenents and authenticating a user if there is match. Preferably,
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predeterm ned, | evel s of acces ergitie an,aut hori sed, user t
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anot her 18spRfin 8htal A1 BEEPSIHusi dTBEhbeNCPUNere is provided a security
device for a conputer having a host central processing unit (CPU), nenory

used by the host CPU to | oad prograns in order to operate the conputer
In accordance with another aspect of the present invention, there is provided a

method for securing and protecting a storage device for storing data to be handled
by a computer from unauthorised access, the computer having a host central
processing unit (CPU) and memory used by the host CPU to load programs in

15 order to operate the computer and storage device, the method comprising:-

controlling access between the host CPU and the storage device
independently of the host CPU;

blocking all data access by the host CPU to the storage device during

initialisation of the computer; and

20 intercepting all said data access during the start up sequence after said
initialisation to effect independent control of the host CPU and configuration
of the computer in a manner so as to prevent unauthorised access to the

storage device thereafter.



15 and a storage device for storing data to be handl ed by the conputer, the
security device conprising: blocking neans for selectively bl ocking data
access bewawmemoi2hr host CPU and the storage device; and &atrhdantioesari on
means to authenticate a user of the conputer having a 20 prescribed
profile of access to the storage device;_gherein said bl ocki ng neans

mai nt ai ns sai d bl ocking data access until said authentication neans

conpl etes cgrrect authentigatjon of the er, of the conputer. Preferably,
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access between tthe host CPU™and the storage device in response to said
aut hent i cat addressableshy ¥ ast 3242 PCT/ AUO2/ 00847 -10 Preferably, the

bl ocki ng neans bl ocks all data access by the host CPU to the data storage
device before initialisation of the security device and incl udes
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before | oading aof the operati System of th (o) . 10 Preferably,

sai d aut henP?'gtrE‘(P)'i%ﬁmﬁﬂgﬁgniﬁﬂﬁ%&m%ﬂ%?t%Fgtﬁ%r%t‘%ét?h'e conputer to be
effected after correct authentication of the user, and said processing
means permits. nqrml | oadin f the qperating systemduring the starf up
sequence O]ET]P "?fﬁéaq&‘m{g\i@?espﬂl?‘?‘g\ﬁ e_sogiE&FC%?t %'5830? .prﬁcé%gfja%‘oﬁa 'ggiog
processipg eFAREH Obels 2t abtask panitBan®r tah elifrsisell asdfi OprekeriBegess

to the storage device after correct authentication of the user in
accor dance partitions or zones of the storage device. '

In accordance with another aspect of the present invention, there is provided a
security device for a computer having a host central processing unit (CPU),
memory used by the host CPU to load progjrams in order to operate the computer
15 and a storage device for storing data to be handled by the computer, the security

device comprising:

blocking means for selectively blocking data access between the host CPU

and the storage device; and

authentication means to authenticate a user of the computer having a

20 prescribed profile of access to the storage device;

wherein said blocking means maintains said blocking data access until said
authentication means completes correct authentication of the user of the

computer.

Preferably, the security device includes processing means independent of the
25 host CPU for controlling the operation of said blocking means for blocking access
between the host CPU and the storage device in response to said authentication

means.



with the prescribed profile of access of the user. Preferably, the security
devi ce includes program nenory neans i ndependent of the nenory of the
conput er wWod3wb45t or age device to unalterably store and PpTaiodeosaonput er
prograns for operating the processing neans in a prescribed 20 nmanner to
control said access. Preferably, the se(_:qgi_ty devi ce includes nenory store
nmeans i ndependent of the nenory neans and the storage device of the

conputer to _store critjical data an ontrol el enenis, associ it he
basi ¢ oper atfe5@r y’tﬂ'h%b '@Paﬁﬁgl%&@i‘s&t?@%ﬁ? Y e, QStO@%/@gB%%gaEa
Preferably, .5 it ' ‘ tth@lseLifiveld Ad bR dseidtdre

used by t heStaﬂéo% G%Bé?%torggﬁllﬁ??{ég&oﬁ?g tng Steﬁg St or\g%%édevi ce éasﬁld _op?a?ﬂgﬁ ng
t he conput emeansdepeiedmytiall sHid data steessyimmiediately diier sgid Indiatisation upder
sequence Of’fhtegq%fﬁ%gﬁgt er,. WO 03/003242 PCT/ AU02/ 00847 -11 Preferably, the

aut heni ti ca S AARISINY MEGS- veri fying means to enable a user of
the conputer to enter a login identification and password and have t hat

an” Aut hbr | BIRTStRRY. S HBCRSEL ARy A g RR s canppb Bl 1 BPSLERELS”
to the 5 StQﬁ@%nﬁQM}eﬁﬁnbﬁg fHee céHTpQJ‘fér”El bh@aphaf SoURs 36 PHetses GhalthAsrised

conputer to procee urt Preferably, said |login identification and

passwor ds oficeasshorthe stbragedevioesd uphs sajst idercepting prashis| istas¢epingesaid daéa eof
formpart of said critjcal ta _and coptrol _el nt s [ ogi N
verifying n%%?%ssa%@§g@g&¥aq¢gerc§€?' i‘Bﬁ‘Pﬁ%%i{Oé‘ Qﬂﬂet&r%mer éﬁaarmq%%gﬁgéecﬂ:iega’?r&g
effect aut hgpdtbsadfitAB cemputerser. Preferably, the prescribed profile of
access conprises a prescribed allocation of predeterm ned |evels of access

permtted for an authorised user of the conputer to prescribed partitions

or zoneggof ptdierati A afifieniBatidil Afdhainablédg soadrs bvotlevieecdrip@daps ed
to be connected only in line wth the 15 data access channel between the

host CPU anbetéfiectedafige cawect aythenticatidn ohéhe wseh and saishBrosessingl Meaes of

the host CF)%)J'ermi’[s normal loading of the operating system during the start up sequence of

the computer following said software boot.

Preferably, said processing means controls said blocking means to effect blocking
15 access to the storage device after correct authentication of the user in accordance

with the prescribed profile of access of the user.

Preferably, the security device includes program memory means independent of
the memory of the computer and the storage device to unalterably store and
provide computer programs for operating the processing means in a prescribed

20 manner to control said access.

Preferably, the security device includes memory store means independent of the
memory means and the storage device of the computer to store critical data and
control elements associated with the basic operation of the computer and access

to the storage device.

25 Preferably, said critical data and control elements are supplied to and used by the
host CPU for verification of the storage device and operating the computer

independently of the storage device during the start up sequence of the computer.



In accordance with another aspect of the present invention, there is
provided a mnethod for securing and protecting a storage device for storing
data to bwohlamnmaizerl by a conputer from unauthorised acces®CTiA®2/0@3IpUt er
having a host central 20 processing unit (CPU) and nenory used by the host
CPU to |oad prograns in order to operat g t he conputer and storage device,
the nmethod conprising:- selectively blocking all data access between the

e Yo o AL RO oAl B
sai d bl ocking i fal@ P %o lehidIB4 g&gh Ng&ntittakibn A HASSWEY At haCeMRAL er

is correctly authenticated. WO 03/0 42 PCI/ AU02/ 00847 -12 Preferably,
sai d sel ectlogie Wendikicatipre @nor paeswaorhivedfied g avthesticalet weich usér bedg anCPU

and the storage_.device i endent of .t he host . _Pref er.abl sai

Sel ect | ve. HIUERTSRA EELL B PGPHIat aifd st PerecsPer il cdictsnao the

i ncl udess i NdtBFeRPIENEe BeforéaIBWIRY the2SafSSp dugLatcd BEtHE edrhputRr 36 predser] 5

i mredi ately after said initialisation and before | oading of the operating
system of tfugheonputer to enabl e i ndependent control of the host CPU and
configuration of the conputer in a manner so as to prevent unauthorised
access to the storage device. Preferably, the nethod includes performng a
sof t war e bdeteferabiyhesaid dpgin ddentfifioation 1dnd pesewordsuohanthorised orsars andetheser ,

and al | owi ng nor,mal | ogadi of the operatin system dur i the start,u
Sequence. ofPtERETIBHRIONF Shertese: Do Bral parb S oAl Ml AR T 2ahireP
control i ngg|BhRpld BAJaSHE I6gih Verifing rAE RS 206¥4R salfit@iticAPHA®CANd control
aut hentication of the user in accordance with the prescribed profile of

access o9 te¢lemends to affecbesieniisalion oha ugerhod i ncl udes unal terably storing
conputer prograns for effecting said controlling access in a |location
separate fromthe nenory and not addressable by the host CPU.

Preferably, the prescribed profile of access comprises a prescribed allocation of

predetermined levels of access permitted for an authorised user of the computer

to prescribed partitions or zones of the storage device.

Preferably, the security device is adapted to be connected only in line with the
15 data access channel between the host CPU and the storage device, and off the
main data and control bus of the host CPU.

In accordance with another aspect of the present invention, there is provided a
method for securing and protecting a storage device for storing data to be handled
by a computer from unauthorised access, the computer having a host central
20 processing unit (CPU) and memory used by the host CPU to load programs in

order to operate the computer and storage device, the method comprising:-

selectively blocking all data access between the host CPU and the storage

device; and

authenticating a user of the computer having a prescribed profile of access

25 to the storage device;

wherein said blocking of data access is maintained until the user of the

computer is correctly authenticated.



Preferably, said authenticating includes enabling a user of the conputer to
enter a login identification and password and verifying the sane to

est abl i shwatvaben2 t he 20 user is an authorised user of tReToawp0esar havi ng
a prescribed profile of access to the storage device before allow ng the
start up sequence of the conputer to p[qzqed further. Preferably, said

| ogin identification and passwords of authorised users and the prescribed
profile of access thereof for art of said critical data and contryol 5
bl errent s anb i REbbAad SHECTVE PRGsoceaRaNss SIS BPesps gean ths host

i dent i i cat £ply aRGHRASOISAMIIES idiperBBhily bt hddt@mion and passwor ds

W thin saidCcriticéﬁgdaﬁﬁgand coﬁ?ﬁ%l elg%ents and aut henticating a user
if there is match. WO 03/003242 PCT/ AU02/ 00847 -13 Preferably, the

prescri bed i ; i I i i
e oo oI i SRR R e LAY IS AAC 1 B0Rfptr an
prescribed inphdest iimbesceptingorads said t tatas tawcege denng etheBrstaft Dpsseqpenos of

the Draw_ngs 5 Th tion. will bet t t in the light, of th
ol | o nb daageARte et seghioiayselieh Gnd et iortna:ar L PG YR Of on
I s made Wt fhd &iBHERE %0 %ﬁabl@ind&ﬁ.&h@éﬁt%rﬁfo@% S ho¥hEPel and Ebﬁﬁ@lﬁaﬁoﬁ »fa

schemati ¢ box diagramof a typica onput er system show ng the Pphysical

| ocat i on of theheomputariinya deannes scebattd ireventt trrauibetisetbaccess 1 Higs storage
interface Igﬁgc and various peripheral devices; Figure 2 is a schematic box
di agr am of C&ecurity device itself showing its general functional
make-up; Figure 3 is a flow chart showing the start up sequence of a nornal

ter that _ i ipped with th ity device: Fi 44 and
28 aro 11 owPEHEIAY She R GORHaclLer Pep BB selaTe KO8 aphecromefiy e
equi ppeqgwl &&réafa@tﬁ@Hﬁéétwnd@f;/m‘eeiJs&i, HHEafowigandrhl I65d@ihy sThpel diserbihifg

various states of operation of the security device from power on;
system during the start up sequence of the computer thereatfter.

Preferably, the method includes controlling blocking access to the storage device
after correct authentication of the user in accordance with the prescribed profile of

access of the user.

15 Preferably, the method includes unalterably storing computer programs for
effecting said controlling access in a location separate from the memory and not
addressable by the host CPU. |

Preferably, said authenticating includes enabling a user of the computer to enter a
login identification and password and verifying the same to establish whether the
20 user is an authorised user of the computer having a prescribed profile of access to
the storage device before allowing the start up sequence of the computer to

proceed further.

Preferably, said login identification and passwords of authorised users and the
prescribed profile of access thereof form part of said critical data and control
25 elements and the verifying includes comparing the entered login identification and
password with the login identification and passwords within said critical data and

control elements and authenticating a user if there is match.



Figure 6 is a flow chart showi ng the various processes perfornmed by the 20
aut hentication application program Figure 7A shows the graphi cal

speci fi cawDmon/0bnzrat of the general |ogin graphical user pCmtAgrop/aesa7 ( GUl )
screen; Figure 7B shows the graphical specification format of the nornal
user type login GU screen; WO 03/0032424PCT/ AUO2/ 00847 -14 Figure 7C
shows the graphical specification format of the adm nistrator type login

GJl screen; _Figure 7D shows.th raphi.cal specification formt of the

i i st 1 at BrTeIRGe, edEscgy DETTe AT darass SoRYERE o Bresioned dleeatn of
speci fi cati grdefrffhed QvdIfofasiBddsSpémtifted foRr P aatHRASEd @der tBCHRRBrIL&ESST
Mode(s) for Carrying Qut the Invention The enbodinent is directed towards a

personal copaititiens pPEney st the storagsr geyiea.i ng a security device for
protecting a storage nedia of the conputer 10 system which in the case of
a PC may be one or nore storage devices generally in the formof a hard

di sk drive BHBDDesgsiptivowof the Brawirgsl of the drawi ngs, the conputer system
11 generally conprises a central processing unit (CPU) 13 and a plurality
of peripheral devices, which-are connected via a main CPU address and data
bus 15. FheThé ipentiohewilll bal bettere sndersteatk irntheolightof the,followiey escdptién aihd

one or nore storage devices . In_t present. enbodi ment,, the storage
Govi ces 21 @RMIRR DS ANDAURGITHRTe06, (e ASSeTPHe 46 PRI Bl CETB ARG 1561
t hus requi rﬁ)ll@ﬂ/i@é\'ﬂ]ﬁ?@%h fefy:-be provided between them and the renai nder
of the conputer system1T. T%ese peri pheral devices are connected to the

mai n CPU bus 15 via appropriate 20 interface logic 23, 27 and 31, each

conpri si ng ogi l.ca: ¢ Thetdft fnﬁﬁgj‘ gic
i s charact e[rd{ag@%qt‘g gl 8%%5%%%%@54@9 &fbgltot %@ﬁ%ﬁ@béﬁﬁ téad?ldéﬁ;ohe the
particul ar peysigdleloghtidevofc the security device relative to the host CPU, main bus,

10 interface logic and various peripheral devices;

Figure 2 is a schematic box diagram of the security device itself showing its

general functional make-up;

Figure 3 is a flow chart showing the start up sequence of a normal computer that

is not equipped with the security device;

15 Figures 4A and 4B are flow charts showing the start up sequence of a computer
system equipped with the security device;

Figure 5 is a flow chart showing the various states of operation of the security

device from power on;

Figure 6 is a flow chart showing the various processes performed by the

20 authentication application program;

Figure 7A shows the graphical specification format of the general login graphical

user interface (GUI) screen;

Figure 7B shows the graphical specification format of the normal user type login

GUI screen;



In the case of the nonitor 17, the interface logic 23 therefor is
integrated with a video adapter and is connected via a standard vi deo
cabl e 25 wooshes2apnitor; in 25 the case of the keyboard PgT/Ateeosaterface
|l ogic 27 therefor is integrated with a keyboard port and is connected via
an appropriate keyboard cable 29 to the_,keyboard; and in the case of the
storage device(s) 21, the interface logic 31 WO 03/003242 PCT/ AU02/ 00847

-15 therefor, is Lntegrated with an ATA_adapter and_.is cqgnnected yia an. ATA
cab oas tEioe B SR i Ot spcnRaiin Bl Saie SRRSO Bait | 1y
devi ce 35 ofyikergyresent enbodi nent is physically interposed inline wth

t he ATA cable 33 between the ATA adapter provided on the device interface
5 logic 31 and the storage devices 21. The ATA standard supports nobst types

of storage A ﬁw, i L Skee drad i :
adopts the ’d@aﬁ Z]PA eéjnﬁig]n@ea%@‘;\cgl tg gé(jtﬁﬂgét!g A grtnanaar%g éw&%%t@ngéng%ﬂ it
fl oppy driveésll szigen;@andves and tape drives. Under the ATA standard, two
di screte storage devices nay be controlled via the 10 single interface

| ogi c 31 and ATA cable 33. Hence reference will be made hereinafter to

" st or age5neRligate 7Ehsledwsthe spedification &irtdadfoothe administiratbds ageessleditd@y)
and wil|l be used interchangeably with "storage device". In the case of

PC s, the nBf®®Pype of storage device is the HDD. Most HDD's conformto
the IDE (Integrated Drive Electronics) hard drive standard or the EIDE 15
(Enhanced 1 DE) hard drive standard, whereby the controller for the disk
drive is | oBastMage(shtorGayryingPut the byystion t o bei ng direct!y connected
to the notherboard of the PC. Although not shown in the draw ngs, other
enbodi nents_of the conputer system may involve storage devi ces connected
to the mai nT@enpmbadiggst df dirgctedsdewarg® asmpersorednparputasy Pens system

| : . N . . - .
accor di ngl y TP Afing 2L 66T i oRBCEREPR RS Hckla 3 Toe Mifpyter
manner , 10hesystem: mihictdieviheecads oflPC siagideaohy ob endretstozosatbvicetsvgeeraihe

SCSI drive device and the interface logic thereof.
in the form of a hard disk drive (?-IDD?.

As shown in Figure 1 of the drawings, the computer system 11 generally
comprises a central processing unit (CPU) 13 and a plurality of peripheral
devices, which are connected via a main CPU address and data bus 15. The
15 peripheral devices include a monitor 17, a keyboard 19 and one or more storage
devices 21. In the present embodiment, the storage devices 21 communicate
according to the ATA (AT attachment) standard and thus require an ATA channel

to be provided between them and the remainder of the computer system 11.

These peripheral devices are connected to the main CPU bus 15 via appropriate
20 interface logic 23, 27 and 31, each comprising decode logic and device 1/O
(input/output). The interface logic is characterised to allow communication

between the CPU 13 and the particular peripheral device.

In the case of the monitor 17, the interface logic 23 therefor is integrated with a
video adapter and is connected via a standard video cable 25 to the monitor; in
25 the case of the keyboard 19, the interface logic 27 therefor is integrated with a
keyboard port and is connected via an appropriate keyboard cable 29 to the
keyboard; and in the case of the storage device(s) 21, the interface logic 31



As shown in Figure 2 of the drawi ngs, the security device 35 generally
conprises 25 a CPU 37, RAM (random access nenory) 39, flash ROM (read only
menory) 4O oanaB2bus control and interface |ogic 43, whi chPCh/Alsogaesent
enbodi ment is adapted to the ATA standard for the purposes of protecting

t he ATA storage device 21. The bus contrgl and interface logic is
typically enbodied in FPGA (Fi eId Prog ram"rable Gate Array) and/or ASIC

(o Bl Pl NOCELSiEe s, EUARRLINRAT, it el
comuni cat i $e l%%f"\é?f%mi"}&é%tpr ]tﬁemm&nr%ﬁk storage devices 21

under the contr ecurity eV| ce CPU 37. The security device 35
al so includes a secure nedia interface 45 that allows a 5 separate secure

storage ”'30' Ec& f&exﬁ?é‘@gcéﬁﬂet%g%ﬁ%é%%ﬁﬁéhtq&? g,egénglrﬁerp%%aaqmne

i nterface 4 curl operates a rescri bed
applicati onwﬂprtbeg AATA sablee}B betwden thea&hA Ia@dptbl" prodidetli arhthiesdé\oeel erdeifade

t he RAM 90n nd becones e erating systemfor the securify
v oo Bnoltisn S AngoltR SRt deuess.2r ThE Al STHREre SURRAS e HHRES Phyi c
43, V\:hIChI d; APl

conmuni Catl%ﬁ?ﬁgﬁ?ﬁggﬁ trt]cm%rggsiﬂﬁrdﬁls&&ﬂ%gd%e stgrgl%g&ﬁggmﬁg ) ”[Fethe
secure medi ATAMBAPheehaﬁcememmehhpo%Eﬂ shandard)) fIaShemBmDryoﬂmnnM deives, zip
interface Iaﬁécsoé%!g %he custominterface 49 to facilitate

communi cat i B¥Shost CPU 13 and the secure storage media 47 15
under the control of the CPU 37. This aspect of the operation of the

it d t of . t t d
urtner” desDARSEHE ALACHANGARG il Histralkh Hlorg0% HovRES aaly Bessartinph o Bim
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now be described wth reféeérence to the 20 renaining draw ngs
appl i cat i onhpreiaften ot tsterthden niddig’h vh Aillf comptige sdiher iane getivoes®rages

gregggglsl y dgew gs? dar;[dD Willrbeetrjscee }ntgrrc]; ar(%é)égbly l\Nltﬁwh‘gtoCrggg 'tﬁteS{cesySt em s boot
In the case of PC’s, the main type of storage device is the HDD. Most HDD's
conform to the IDE (Integrated Drive Electronics) hard drive standard or the EIDE
15 (Enhanced IDE) hard drive standard, whereby the controller for the disk drive is
located on the HDD itself as opposed to being directly connected to the
motherboard of the PC.

Although not shown in the drawings, other embodiments of the computer system
may involve storage devices connected fo the main computer system via a SCSI
20 (Small Computer Systems Interface) standard, which has its own corresponding
interface logic. Accordingly, in the case of storage devices connected to the PC in
this manner, the security device 35 would similarly be interposed between the

SCSI drive device and the interface logic thereof.

As shown in Figure 2 of the drawings, the security device 35 generally comprises
25 a CPU 37, RAM (random access memory) 39, flash ROM (read only memory) 41
and bus control and interface logic 43, which in the present embodiment is
adapted to the ATA standard for the purposes of protecting the ATA storage
device 21. The bus control and interface logic is typically embodied in FPGA
(Field Programmable Gate Array) and/or ASIC (Application Specific Integrated



and provide authentication by neans of a login ID and password before
access to the protected storage nedia is permtted. Accordingly, the
| ocati on wb oBles2security 25 device 35 between the host CPBCIAwadosuhe
storage nedia 21 is particularly designed so that the security device is
able to filter all requests for informati,an and data flowng to and from
the storage nedia. The security device 35 forwards these requests to the

storage nedia a proprjate, based o redet er m ned, user rofiles t

ore oot up bhodD AERORR A Sien CatmecPd RhpsrognRTRR! H0f netfi GontaShal 5
stored w t hidmbRiSABHS HawaEN 15 nbseebU: 1.7 BAS ORI $iBPac Geidsed1 @der
access to WO 03/003242 PCIT/ AU02/00847 -17 different partitions and/or
files w thithetdomtrod of thgesemuditindediha CRWS7desi gnat ed adni ni strator can set
up data protection on a partition-by-partition and/or file-by- file basis
in a manner that will be described in nore detail later. In order to fully
under st and The separipt devicef3d hisosiacludies ya devireemedlia appriace dbi tat ialows a
required_of the pormal boot process followed by a stapdard conputer system
This booP pPeRAFEE GpfYren El% i"'%efé? Wtcﬁnpé?@fjeWc 9[69%#@&?0'@"5990‘('!%%
draw ngs. AsysheVWAtdadgasire 3, the normal start up sequence followed by a
PC commences as Indicated at step 51 with power on shown at 53. This is

al so known as a "cold" 10 boot, whereby all |eft over data fromthe host

CPU s inter SENR ' | d n r er
of the CPU 1iﬁ;}éset wﬁ¥hde$ﬁ%§t§gl?t ?ﬂg"&g%dérsz?@?@“c r’%rareﬁc%'tét%ﬁgs %O%Bgregt@gs.
Thi s addr espragsambstoteelginrthe riigsbfR@Mb4dand pritgh éaviostied édtopberRANEI pnistart he
ot Cne! cord BREbroh. il DL R s SR AN AP o
usi ng the addr e ro

BI G5 pr qgr agp@aftmidEo wath Be bk thalrbBatd MeABES fogit AL WHIEH kdpserpBEEd Mg UP

hardware and software interrupt vectors and invoking a series of system
checks knowineawithdieATéh cablef33 s intercpBTINMAMnications hefivedn iye hesicpPEl713 The

20 f unct | onfh T Siseaes midia lenme Saties Bt i ha & Trsptede lifpen ' °
i nstruct thge bus control and interface logic 43 and the custom interface 49 to facilitate
communications between the host CPU 13 and the secure storage media 47
15 under the control of the CPU 37. This aspect of the operation of the security
device is the subject of a separate invention and will not be further described

herein.

The functionality of the application program stored in flash ROM 41 and the
operation of the security device 35 will now be described with reference to the

20 remaining drawings.

The application program stored in flash ROM 41 for the security device 35 is
generally designed to intercept and control the computer system’s boot process
and provide authentication by means of a login ID and password before access to
the protected storage media is permitted. Accordingly, the location of the security
25 device 35 between the host CPU 13 and the storage media 21 is particularly
designed so that the security device is able to filter all requests for information and
data flowing to and from the storage media. The security device 35 forwards
these requests to the storage media as appropriate, based on predetermined user
profiles that are set up by a user having an administrator profile, which profiles are

30 stored within the security device itself. These profiles are based on access to



host CPU to check that the various peripheral devices, such as the video
card and nonitor 17, keyboard 19 and storage nedia 21, are present and
functi oniwgo3pexperly. On conpleting the POST, the BI CS tirem/Atmokes4y or
addresses of BIOS extensions 25 at step 59 that are held in the ROV of
peripheral devices to see if any of them.,-have an extended BIOS to run. The
first of these BIOS extensions is associated with the video card. This BIOS

extension initialises . the video_card. to erate the nit.or as shown at
step 61. WoliH8ress t’@*&?r/%&\gg?'/ B\?ﬁ@?"tﬁ'ﬂlgp%ﬁ aa%nrae&%- nﬁ"“f%ﬁﬁ gesineiesh of
the video cgiflin P ARCSBHsCtRh & @PparfiffohByLpHHIMSA 8hd B Hre-by-
ext ensi ons Orﬂwﬂﬁ%g Eéﬁiﬁglﬁbaﬁ de@?’ces t hat h%ve the%pglq]e Bl CS t hen y
proceeds t ofildibssisaip a manseathatwyll berdesoribed i morédetdildatare proceeding with
conducting further tests on the systemat step 67, including the 5 nenory

test at step 67, which is displayed on the screen. The BIOS then perforns a
"syst em i nviendraey fo tullyamquiepstent tod epkrationdsft the rdecaritydeatice, \areapfrepiatioplieer al
hardwar e i s connect to the stem at s 69., Wt rrespect to HDD

Ctor age. RecATBEOBINGSBIDaY Bot ARcess: RIOWRL b PUABASTh EamPLiR SHD: Ho
request i ng Hekabhst SRS willedi B RiseRBEA dwitATAIensESlo) FigkPebi 6 thevel
of standard {?%g \Méweﬁ(gr ﬁsv?ls the old standard ATA 1-3 or thegur%ew st andard
ATA 6) the dranbiegs.of cylinders/heads/sectors, and whether it is capable of
running in other nodes. This stage of interrogation of the HDD is known as

"drive ID'. The BIOS then proceeds to configure "logical" devices, such as
Pl ug and Pl Ay shdtnda\Riges, 3,dhe stoepaldtadngd sequermesfoliowed dygePOrcanhmescesen

for each one it finds.  The su ry screen is . then_displ d at step 73.
i cat i g EUGHP g SRR SA VUM oV Go Pabrat e B FrRBOEneBn fR A eHdks
for theqgpeghdi GHcPOS af RALEGTRIAS fropt B Host APEAnidiealdhEforPfegite Ry any Of
storage nedia to be checked for the location of a valid boot sector, from
whi ch the oRé&Mtis rjeargsit end dhet progeampeeunternsy the GBU isaget withsthepstartingd.
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program stored permanently in the ROM BIOS (Basic Input Output System).

The next step 55 involves the CPU using the address to find and invoke the ROM

15 BIOS boot program. The ROM BIOS program goes through an initialisation phase
that includes setting up hardware and software interrupt vectors and invoking a
series of system checks known as power-on self-tests (POSTs) as represented by
step 57.

The POST process involves a series of tests to ensure that the RAM of the PC is
20 functioning properly. It then conducts another series of tests, which instruct the
host CPU to check that the various peripheral devices, such as the video card and
monitor 17, keyboard 19 and storage media 21, are present and functioning

properly.

On completing the POST, the BIOS then looks for addresses of BIOS extensions
25 at step 59 that are held in the ROMs of peripheral devices to see if any of them
have an extended BIOS to run.

The first of these BIOS extensions is associated with the video card. This BIOS

extension initialises the video card to operate the monitor as shown at step 61.



the hard disk (C) or vice versa, or the CD ROMdrive. Having identified
the order of priority, the BIOS causes the CPU at step 77 to | ook for boot
i nformat iwo 0B00xarh drive in sequence until a valid boot ®eTtAaN2/0684F ocat ed.
The BI OGS undertakes this process by invoking the software interrupt vector
"int 19 25 at step 79, which stores the_a} dress of the particular

peri pheral device in a software interrupt vector table that is set u
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user “drive ID”.

The BIOS then proceeds to configure “logical” devices, such as Plug and Play

15 devices, at step 71 and displays a message on the screen for each one it finds.

The summary screen is then displayed at step 73 indicating the -configuration of
the computer system. The BIOS then checks for the specified boot sequence at
step 75, where the order of priority of storage media to be checked for the location
of a valid boot sector, from which the operating system of the computer may be

20 loaded, is specified. The normal order is to check the floppy disk drive (A:), then
the hard disk (C:) or vice versa, or the CD ROM drive.

Having identified the order of priority, the BIOS causes the CPU at step 77 to look

for boot information in each drive in sequence until a valid boot sector is located.

The BIOS undertakes this process by invoking the software interrupt vector “int 19

25 at step 79, which stores the address of the particular peripheral device in a
software interrupt vector table that is set up during the initialisation phase of the
BIOS.



aut hentication before allowi ng the conputer systemto proceed with its
normal boot sector operation and operating system | oading. Since the

| att er opwoaBioeas2 require access to the protected storag@Cwedioao®7 this
nmet hodol ogy ensures that 25 such access is undertaken only after the
supervisory control of the security devi_qg_ 35 has been establish on a
user - by-user basis. This manner of operation of the security device 35 is
best explaiped in conjypction, W Fi gur es 4B 5 .0of .t he draw, ngs,
b chout 11 Ho" erAmBRelAhe st bPRbd i flecE) e LY o fst Banstbd
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operating systemprogramis |loaded and run to enter its first phase of

operation ag &figWhocdt! sétidisl@dernitd! @,L&ﬁ@'dmtdr@ekihgat% ahnatlfe of e ID Y
devi ce 35 should proceed far nore quickly than it takes the BI OS of the
conput er sybytefn whicho nprinaliyalcoswriseacetheofitsh dwoebviesdobitee Hwal sesfor He the

security 10 _device as .0 red with those of th r,Sys .
recordi ngl ySORHEE SN TETRAACH Bt e8P s ProddH, SRR G L RACR R peds with

i medi at el yioaauRkee B seefittistep 8evhieeRAR aRd exbesteoridas tife 806t loldet he
bus control and interface logic 43 and intercept_all comunications from

t he hosflOcretl gigpt&s forwasting Hgevatiogisopespibng sysiemAitds.channel , so that no
comuni cations are all owed between the host 15 and the protected storage
media 21 along the ATA cable at all during this time. Prior to this tine
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computer system and allowing appropriate application programs to be initiated for

15 subsequent operation of the computer system.

In the case of the present embodiment incorporating the security device 35, the
security device is programmed to block out all access of the host CPU 13 to the
protected storage media 21 by intercepting the boot process at an early stage
during operation of the BIOS. In addition, the security device provides for a
20 custom boot sector to be loaded into the RAM of the host CPU 13, which then
executes an authentication application 'program requiring correct user
authentication before allowing the computer system to proceed with its normal
boot sector operation and operating system loading. Since the latter operations
require access to the protected storage media 21, this methodology ensures that
25 such access is undertaken only after the supervisory control of the security device

35 has been establish on a user-by-user basis.

This manner of operation of the security device 35 is best explained in conjunction
with Figures 4A, 4B and 5 of the drawings, which outline the operation of the
computer system start up sequence with the security device installed in the

30 manner previously described.



20 to informthe host CPU 13 of the status of the storage nedia 21 and
proceeds wth requesting the "drive ID'" fromthe storage nedia, as shown
at step IW0.03/0bR4Dperati ons of the security device 35 duriPag/Atesosy me
occur quite independently of the BI OGS, whereby the BI OS proceeds with
perform ng steps 55 through to 69, in acgordance with its nornal
operation, until the "drive ID' check is“ 25 perforned by it at step 69.
During step t he securit i.ce 35 cont.i

to 69, to b k qof al
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that t thSt an§ e %?gte%te%lst%traég%edlg%t 'al%rr]\gltﬁenﬂA cable at all during this time.

Prior to this time the bus control and interface logic 43 is not configured and so no
access to the storage media is available prior to or during the initialisation phase

of the security device along the ATA cable, in any event.

The security device CPU 33 then places a drive busy signal on the ATA channel
20 to inform the host CPU 13 of the status of the storage media 21 and proceeds

with requesting the “drive ID” from the storage media, as shown at step 104.

The operations of the security device 35 during this time occur quite
independently of the BIOS, whereby the BIOS proceeds with performing steps 55
through to 69, in accordance with its normal operation, until the “drive ID” check is

25 performed by it at step 69.

During steps 55 to 69, the security device 35 continues to block of all data
communications from the host CPU 13, or any other external device, with the
storage media 21. During this “drive busy” phase, the CPU 37 of the security
device 35 is in a state waiting for the “drive ID” information from the storage
30 device. Once the security device CPU 37 receives the “drive ID” information from
the storage media 21, the CPU 37 stores this in its RAM 39 and asserts a “drive



functional and bypass it. As the security device 35 is expected to be well
and truly initialised and operational by this time, such a delay would
gener al | ywbasjooatsrzati ve that there is indeed a probl em wPCh/Atve/ogrsot ect ed
HDD(s). 20 After supplying the host CPU 13 with the "drive ID", the
security device 35 advances to its next state, still blocking data
communi cati ons between the host CPU 13 and the protected storage nedia 21,

whi | st the BI GS, program.pro d with.its no | boqt cedur e, at
Steps 71 ¢ hiRTh Sebob e HRd A Freatel Gdbdeolae BRtGR, O AET iR Sidton: a
val id boot gREfPD1 iRdy tbHoliBeIhstdiw ID"he CPU 37 of the security device
35 waits for a boot sector request fromthe host CPU 13 to the driver

interface logic 31. On receiving the BIOS request, instead of |oading the
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the present enbodi nent, the valid boot sector nust be that which is stored

on 5 the praadyépbasevorthg hhghannel, tha hestbBY thissves arieayesicipi tbe dsiyer
never advances. beyaond,jt l.ocking,state. Such an arrangenment ensures the
integrity oﬁ?'ﬂ%ce Iﬁghcgﬂ Pithgar %E'nglgyst em by not allow ng any external
operating system other than that which is provided on the protected
storage nedja 21,.to0 effect cantrol of. the host U.13 he, pur poses of
conmuni cat i p@c\‘fmlthﬁ @&P&S&Somé‘geo% $fR 69 5'?%5?8‘6”1[3’%"%9809&8% 3?@'&@5"3@? %lﬁus,
in the ROr NRAqURRERAYDSNcAtiNUNY RPBIRIK /IccBYS te e Wivage MRIiBLPSahapeetiges he
protected storage nedia 21 for the purposes of |ocati ngleand | oadi ng t he

boot sect othe ot BPIdd owilis e tdiyenBs of trHDD(shat eignedb. t he boot sect or
fromthe protected storage nedia 21. 15 The authentication application
program essentially conprises a prescribed |ogin

The BIOS provides for a thirty one second period for the HDD to respond with the

“drive ID” information stored describing it. Accordingly if the security device CPU
37 is not able to provide the “drive ID” information within this time, from the time
15 that the BIOS reaches the “drive ID” equipment check stage 69, for whatever
reason, then the BIOS will indicate that the storage media 21 at that location is not
functional and bypass it. As the security device 35 is expected to be well and truly
initialised and operational by this time, such a delay would generally be indicative

that there is indeed a problem with the protected HDD(s).

20 After supplying the host CPU 13 with the “drive ID”, the security device 35
advances to its next state, still blocking data communications between the host
CPU 13 and the protected storage media 21, whilst the BIOS program proceeds
with its normal boot up procedure at steps 71 through to 81, until it arrives at step

81 involving loading of a valid boot sector.

25 During this state, the CPU 37 of the security device 35 waits for a boot sector
request from the host CPU 13 to the driver interface logic 31. On receiving the
BIOS request, instead of loading the boot sector stored on the protected storage
device, the security device supplies a “custom” boot sector stored on its own flash
ROM 41 to the host CPU as indicated by step 107. The CPU 13 then runs the



application that only allows an authenticated user to continue with
operation of the conputer system 11l. A user that is unable to be

aut hent i caDed/0iB241 he prescribed 1ogin application cannot PCOmuon0es4r 0 use

t he conputer system The detailed operation of the |ogin application wll
be described in nore detail later, but tg@_the 20 purpose of describing the
system start up sequence, will be described in general terns. Moreover,
the login ' ires the user to enter a valj i n_name

| ti d | d
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allow only three 25 attenpts at entering the correct |ogin nane an
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|l ogin attenpts that may be allowed can be different, and in extrene
security applications, may be limted to just one attenpt. If the correct
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associ ated therewwth for a users permtted access to the storage nedia
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Accordi ngly ari.qus co nj cations proceed during.thiLs,!| Qg ween
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as represented by step 113, the authentication application program

proceeddOi nsteragesmedia 31be described in nore detail later. 10 Wth respect
to the security device 35, once the user has been authenticated, the data
access profile previously stored for that particular user in the flash ROM
41 is set &hugln the naenaloeperetiomef freoewoplitessysiest avhers the Bleeriargats the
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protected storage media 21.

15 The authentication application program essentially comprises a prescribed login
application that only allows an authenticated user to continue with operation of the
computer system 11. A user that is unable to be authenticated by the prescribed
login application cannot continue to use the computer system. The detailed
operation of the login application will be described in more detail later, but for the

20 purpose of describing the system start up sequence, will be described in general

terms.

Moreover, the login application requires the user to enter a valid login name and
password for the computer system to progress beyond the initial login stage. The
login application in the present embodiment is designed to allow only three
25 attempts at entering the correct login name and password. It should be
appreciated that in other embodments the number of login attempts that may be
allowed can be different, and in exireme security applications, may be limited to
just one attempt. If the correct login name and password are not entered by the

third attempt, the application program invokes a system halt (wherein the system



15 data access profile of the particular user to the host CPU 13 for

di splay. Dependi ng upon the access |level of the user, possibly | ogin and
password wonBoeazet i on as wel |l as data access profile infoPeatAtwoess7 ot her
users having access to the storage nedia 21 are passed over to the host
CPU for display and possible editing un 8r. the authentication application
program 20 This phase of operation contihues until the user invokes an

"al | ow boot ocC s at t|n this status uses the s rity
devi o 35 1B GF 10Rs ndeSle ) nabiERoedtites g S foncali B3EProesss &b i &
stage, the %Et?éd ng system being run by the security device CPU 37

configures the security device 35 to set the data access profile of the
aut henti cated user at step 119, which profile is thereafter 25 enforced for

determnin th TRty 21
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vector to the host CPU 13 i nvoking a "warm boot" he appropriate s t boot
vector ‘i s tamththesemdaitaddvichCPld 7 GPShaVen ahtdds a soft systemre-start or
warm boot at step 85. During the software reset, the security device 35
then enters a waiting state for 5 the boot sector request as indicated at
123, whi | stifetifeorogingig ricdassfubhcaesepresafted eby ostepl |1118atthec anthemticatiorons
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195, | mpor t BARICGIODRTPREAT HEOEHRBLILA T80 eioL b eSRag-gdPAE CRE S Ltem
reset, Hps mwelsbéctdevthe%e%ﬁnﬁl dévicd 85RbAGe B LY& Raibbeh Iamhém@é@dl @rﬁ@'
during this tine. software reset "warm boot" invokes a speci al

subrouti ne datatem@ess w)fﬂe@g@a@uslv ere@é@ﬁfbﬂh’eaﬁﬁu&ﬁbﬁ@vIfhﬂ”@cﬂa&hdﬁel\/bﬁ is

Fs)reg;regtr:neprg/%%eovqw‘l ﬁf@% trh"{a}rlt%rthét er%ic%ﬁ?gr ogt g%er%tlgnebawe%ﬁsﬁ% %ﬂﬂwetn%gat%n

application program and the operating system of the security device thereafter.
During this phase of operation, the security device CPU 37 passes details of the
15 data access profile of the particular user to the host CPU 13 for display.
Depending upon the access level of the user, possibly login and password
information as well as data access profile information of other users having
access to the storage media 21 are passed over to the host CPU for display and

possible editing under the authentication application program.

20 This phase of operation continues until the user invokes an “allow boot” process
at step 115. Setting this status causes the security device 35 to enter the second
phase of its operation at step 117. At this stage, the operating system being run
by the security device CPU 37 configures the security device 35 to set the data
access profile of the authenticated user at step 119, which profile is thereafter

25 enforced for determining the host CPU 13 access to the protected data storage

media 21.

The operating system of the security device 37 then signals the authentication
application program run by the host CPU 13 at 120 that the security device bus
control and interface logic 43 is configured to adopt the data access profile of the

30 user, whereupon the application program at 121 issues the software interrupt



65. At step 69, which invokes the equi pnent check involving the "drive |ID
with 15 respect to the HDD, the operating systemof the security device 35
no | ongerwoiogpex2eepts t he request fromthe host CPU 13 t oPChAUpROBTCE ed
storage nedia 21, as long as the access to the HDD of the storage nedia is
in conformance with the particular user gata access profile that has been
set by the operation of the security device 35 during the first phase of
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CPU 13 advabmatsat si¢e88| OS program t hrough steps 71 to 81, in accordance
with the normal boot up 25 sequence of the BIOS. Inportantly, the initial
part of the data access profile enforcenent process involves the operating
syst em of tDerisgdheidofindes ireset3hdlsecuiitygdadce 8§ thentdrders atveaitieg statedoage
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storage nedia during step 125. On the BIOS requesting a boot sector from

t he parti custaragdDmedtia Qheathﬁmaed%sm@'wt%wftﬂs e eareputes system 41l iand
interface logic 43 of the security. devic al | the re . r ed.
0 the 81 CEITREBPTIR e SRPRGSebmIA Grecy dfrdtse S8 el ageingtve A8 BEf
CPU 13t hegppizpeRaguriMd thid @@adi ng the prescribed boot sector fromthe
storage nedia 21 at step 81 and proceeds running the boot |oader to | oad

the operating system fromthe storage nedia 21 at step 83, in accordance
Wi th t hgonoANEmRRer RsEPWaIm bt AGoRTBWRIciH sbRtinEobi §il BIDS PHEhRIm of
e

a valid BIGOS request for the boot sector on the storage nedia 21,
security dethatee®rmsean abibrsviatad rabait pr sequesicat dMorequer, esstirdabhatans 51
to 63 are bypassed and the BIOS program proceeds with operation at about step

65.

At step 69, which invokes the equipment check involving the “drive ID” with
15 respect to the HDD, the operating system of the security device 35 no longer
intercepts the request from the host CPU 13 to the protected storage media 21, as
long as the access to the HDD of the storage media is in conformance with the
particular user data access profile that has been set by the operation of the
security device 35 during the first phase of its operation. Such access will be
20 permitted in most cases, unless the administrator has specifically barred the

authenticated user from HDD access.

Thus, the security device 35 allows the HDD of the storage media 21 to respond

directly to the request with the “drive ID”, whereupon the host CPU 13 advances

the BIOS program through steps 71 to 81, in accordance with the normal boot up
25 sequence of the BIOS.

Importantly, the initial part of the data access profile enforcement process involves
the operating system of the security device 35 blocking access to the protected

storage media 21 until a valid BIOS boot sector request is detected from the host



activity along the ATA cable 33 and configures the bus control and
interface logic 43 of the security device according to the set data access
profil e oWOtobwozks2 aut henti cated user as indicated at 127. parcxandoesgly, the
security device 35 only allows or disallows access to relevant partitions
and files within the storage nedia 21 i_%sc_onf ormance with the set user
data access profile, whereby data that the wuser is not permtted to access

o Unaut nor CELhTSvieethe ABH ChRle $h. hodatly B8 seelili TRush EPLERE SRR AP ng
Or_ SUPEr Vi Sy 8b@farléd blint Mot RBNbRIgSMBR I stephtgrown and power ed

off. Once power Is swtched to the security device, all dynam c nenory
is erased and access to the storage nedia is barred until the device is

power ed up Lh Al ] mgaé' { i HiD I
operation o?HﬁRgr%Fg:%rrﬁg&Je i ccrab Ogglf% \gtc tﬁvﬁ% tﬁ%t eﬂ?ﬁﬂg%tl on%;grﬁ?idcrg%eicger?
program wi | $torsme hesdie X, ithebusncomiira atet iterface Hogic elsdpet tha sectrity fdavice
chart shown ign Figure 6 at?)d t he qC);JI screen graphical specification formats
as shown®i rlIWUINESTeARCEHPRIGRE®S 7E. WO 03/ 003242 PCT/ AUO2/ 00847 -26 The

user authentication application program on being | oaded by the boot | oader
at step 109 _and run by the host CPU at st 111, commences at 130
initially @adb%@l%ge&elw'%aﬁ/a@gp SRR %&”Hﬁ%‘@p?t%?&@ medey 315% é@sif,&?ﬂeﬁ
graphi cal s i £ o0 i f amhi ' ' f ' :
The scr een 155 1GEGHP ity IBE0INDLAS Jrps st okl Boridnp stdraBprhauat
and a nessaatesiepg81 ratk piReedShenhimgdtheg bbohivmdeB 3o Hasd ghedpsiraling systehe

product trade rk at 139, th er si nunber at 141, .the screen name at
5 and pr o00E DR S0tk Bhria 2bat Bleputs. i s VLU ot oo gf
frame 13§ iﬂh%|é@ﬁ§utgﬁ§?§éﬁ1_for the text "user:" at 147 and the text 10
"password:" 149, wth franmes for respectively entering the user

identification or "user ID' at 151 and the user password at 153. The

T25°008 L"SEAAMRG AL beg3ah PRORSlBh o WL bt i simEsagER o
security de®1i cthet securdy device 35 then adopts a monitoring state of all media channel
activity along the ATA cable 33 and configures the bus control and interface logic
43 of the security device according to the set data access profile of the
15 authenticated user as indicated at 127. Accordingly, the security device 35 only
allows or disallows access to relevant partitions and files within the storage media
21 in conformance with the set user data access profile, whereby data that the
user is not permitted to access cannot be accessed by the user or by any virus,

errant application program or unauthorised access.

20 The security device 35 maintains this monitoring or supervisory state until the
computer system 11 is shutdown and powered off. Once power is switched off to
the security device, all dynamic memory is erased and access to the storage

media is barred until the device is powered up and initialiséd again.

Now having described the overall operation of the security device 35, the
25 authentication application program will now be described in more detail with
respect to the flow chart shown in Figure 6 and the GUI screen graphical

specification formats as shown in Figures 7A through to 7E.



aut hentication application programas a scrollable list. Alogin button 155
Is also 15 provided in order for the user to invoke the processing of the
user and wagsmergz entries for authentication purposes byPChaA®eowsrty
device. Wiilst the screen 132 is displayed, the application programwaits
for the login ID and password to be entgged as shown at step 160.
Activating the login button 155 involves the authentication application

program i nvaki ng a process.at 161 causing 20 the hos 13,.t0 ss _t.he
oain det a 160 afieE AblRGRCaIE aBPiBopBAEAEe Rt AP Iaadledcdy uis o RAERliEe
the operati é‘lgstﬁﬁslto@néﬁﬂ r&rﬁ‘@y%ﬁé Wokt ZPURHE S pCALS @BniMenceL a1 30 \ndenitisky CPU
37 to conpare the received lTogin information with stored |ogin informtion

provi ded | ncausesfd usér IRgIV sreemép badlispiaygsbat sieet el thegraphical spegificatipn

mat ch betwegn the entered er rd.inf ' Vj : I

sor son and Ehavie oLt ERlird ZAGAE Whbuldhe: THRSHRR0 B v bed o2
CPU 37 pet Heaging fith®s 133 Valddgh famev3s bAd auhBesudaIRlg framei1gial to the host
CPU 13. In the case of there being a valid authentication as shown at 162,

the CPU 37 also provides additional information concerning the user type

and associ atRd KEHISS frarié wwhb%r@e@wmgmaé@mm PAdE eRarfasR 189C 8%
profile of the particul ar user. 03/ 003242 PCI/ AU02/ 00847 -27 In the

case of theversissi ngmhar ehi4l i heaareemnanmg abmd3 andduavision for display of legal

I ncrenment ed/ decr enent ed ecord that a first unsuccessful attenpt at

aut henticatwgﬁnlﬂ%‘oﬁg%%a * and an appropriate nessage is displayed to the
user on the nessage/log frame 137, indicating the failed status of the 5

aut henticatipn atteppt a ho at ,163. evi.oysl y descrjped. ,on three
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system 11 fusgui 3"'ngt &l &olamndp yserr passyard: Bk Bt ehpe 10mespage{laad frame
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eing a
J authentication application program as a scrollable list. A login button 155 is also
15 provided in order for the user to invoke the processing of the user and password

entries for authentication purposes by the security device.

Whilst the screen 132 is displayed, the application program waits for the login ID
and password to be entered as shown at step 160. Activating the login button 155
involves the authentication application program invoking a process at 161 causing
20 the host CPU 13 to pass the login details entered on the screen to the security
device 35, whereupon the operating system of the security device causes the
security device CPU 37 to compare the received login information with stored
login information provided in the flash ROM 41. Depending upon whether there is
a valid match between the entered user and password information via the login
25 screen and the stored user and password information, the security device CPU 37

returns either a valid or invalid authentication signal to the host CPU 13.

In the case of there being a valid authentication as shown at 162, the CPU 37 also
provides additional information concerning the user type and associated device

information depending upon the stored data access profile of the particular user.



normal user, for which the screen as shown by the graphical specification
at Figure 7B is displayed at step 167, and the other being an

adm ni st re0®B/061282 Whi ch 15 the screen represented by the @capioeadss7
specification at Figure 7C is displayed at step 168. The graphical
specification for the normal user GU scpeen 169 is generally divided into
a heading frame 170, a login details frame 171, a device details frane 172
and a nessage/) og frame 173. The screen al so ..ncludes_.a . launch system .20
Ut ton 174 Phathe F#Sbe of dherer Be0er  Hea Al RUERISH e 2 76oTaEr 8
essential | YinbRGnSABB/Reréfiente@rdoNdebbRMthkB3 af Girst NGnsRBeERI bAGIBt at
screen, where the sane reference nunerals have been used to identify
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reference nunmerals have been used to identify corresponding attributes of
the frame. Umsudcegshl dewthpnicatioanwittenmpieyas, shawnu@és164, Jber apthemtisplieny

frame 175 t ' r. 1D 0ty '

pr oceedi ng %%Fﬂ@ﬁgmﬁﬁé&i%‘gﬂ ?ﬁu#& %%ﬁgpﬁgﬁ@q%ﬁr@%[%ﬁg%{ ebsé ([irﬂfég?\;j %ng(\?\owra%t WO
03/003242 PCPUAWR240883,7 resulithca @t eptompidte shlfdowmtdfcihel sompetdrigystem 11
conjunction with the %ggsmord entry frame 153 to permt the user to change

its passwor@JuEiNG? gPliypeot tacestatithagysted.new password button 176 invokes
a process within the authentication application programinvolving

conmmuni cation between the host CPU 13 and the security 5 device CPU 37 to
cause al@hafgevalid avibephieation dhe avthantigption @ppheatianagfegram ther prpceeds at

Fout ne” i nvire il GishBFIREDHS B el b siPess BE KR solsely farREAREHGn. thee
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title banner 178, which displays the text 10 "device information”, as well
as two furtRAFMayuseiardnemieh él%/w SFORN B%eshayp by the graphical specification at

Figure 7B is displayed at step 167, and the other being an administrator for which
15 the screen represented by the graphical specification at Figure 7C is displayed at
step 168.

The graphical specification for the normal user GUI screen 169 is generally

divided into a heading frame 170, a login details frame 171, a device details frame

172 and a message/log frame 173. The screen also includes a launch system
20 button 174 that will be further described.

The heading frame 170 is essentially the same as the heading frame 133 for the
general login screen, where the same reference numerals have been used to
identify corresponding attributes of the frame. In this case, however, the screen
title is modified to represent that it is a user type login screen, as shown at 143 of

25 the drawings.

The login details frame 171 is similar to the login frame 147 of the preéeding
screen and accordingly the same reference numerals have been used to identify
corresponding attributes of the frame. The login details frame, however, includes
a user ID display frame 175 to display the user ID as opposed to an entry frame in

30 the proceeding screen. The login details frame also includes a new password



"master” at 179 and "slave" at 181. These sub-banners head regions for

di splaying informati on about the prescribed device or devices that are

pr ot ect edwOlwg/0032¢2 security device 35. In the present enmbodCHeNt02/00837t0 two
storage devices are allowed, which is normal under the ATA standard, one
bei ng denoted the 15 "master” device and,ghe other being denoted the

"sl ave" device. The respective regions get ailing the device information

i nclude three further -l evel, banners for displayjng the text "device"
bt 188, acecse longElGRics; s raeonbclos W prama it Bangch
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Cype for ¢ Herogeam: INyaling KEmyBiricateh Bt aenahe vagsep PELTY! 358 the oSl
type lisks @aRcOICHU\GY RPESISY 8 HRFIgBNBL theNSasswor§atored! Withinthé Hlash ROM
displayed in red text; read/wite, Wwhich is displayed in green text;

i nvi si bl e, 4hiafHhessatiusity dewigei foryibe | paitiewrt user eadshiwre @t ok/y. et siandard ch

i s displaye
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banner 157 hasswbrd@hangsy ardeofpidted.’ messages” and a display frame 159,
whi ch di spl ays status nessages provided by the security device as a

scrollable list, simlar to the preceding screen. 5 In the case of the

user, the dens GRvical stBRS hamd 372MhAuBES Y iRIbARerd 7D \viich RISHIAREheatRskt
cannot be changed. Now expl ai ni ng the net hodol ogy behind the I'istings

cont ai nd@ i ‘idevive dfopnaljon ragmvelh s 4ne funibeacsiohapnersi displaving dhg fext
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displaying information about the prescribed device or devices that are protected

by the security device 35. In the present embodiment, up to two storage devices
are allowed, which is normal under the ATA standard, one being denoted the
15 “master” device and the other being denoted the “slave” device. The respective
regions detailing the device information include three further sub-level banners for
displaying the text “device” at 183, “access” at 185 and “size MB” at 187. Display
frames 189 for each sub-banner are respectively provided below the device,
access and size banners for listing the device details that the user is permitted to

20 observe on the master and/or slave device, as set by the administrator.

For each observable device, the list displays:

e the device number;
e its access type for the user: and
e the device size in MB (MegaBytes).
25 The access type lists one of five possible designations:
» read only, which is displayed in red text;
o read/write, which is displayed in green text;
e invisible, which is displayed in yellow text;

e read directory entry, which is displayed in grey text; and



10 have different access |evel perm ssions depending upon the determ nation
of the admnistrator. These partitions can be created in a known manner
and are wopsesRnmted as separate devices for each type of PErntageosdevi ce.
For exanple, these partitions may conprise C., D., E and F:.. Thus, each
user can have one of five types of accesg to these partitions, nanely read
only, read/wite, invisible, 15 read difectory entry and delete. Read only

access neans that the user can access all of the files existing in the
desi gnat ed part i 9¢lgie, viugh isiselaygd ineBlertg¥t. i1 e contents. The user has no
wite or delete permssions with respect to the files in that partition.

Read/ wri t ot 56
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respect to th se fl|@$ | .nvi sible gcglejs rreaE th[gt none,of the files
within the RRLEGSREUHY Hevice @sahsdplablg list Simiiardotie Migcerling seieelny f or m and
are hidden, eventothe extent that no file details can be i sted or
vi sible at in any ect or isin of  files for t tifi
avai | abl 8 t I”P\% GSEr Oplié%du%ﬁ'yéé tipfpragtiea sis eyl spfcﬁ’ C{)ﬁ L‘i’é‘%’?a%’ay

be able to %séé'aﬁd%hﬁb{ Be cﬁHﬁged’S names and attributes in any directory
listing of fil'es in the designate 03/ 003242 PCT/ AU02/ 00847 -30

partition, but the user has no read, wite or delete perm ssions in

relation toy ?W FQélalrFlﬁ@ thi! ﬁr%tﬁc%ﬁc%l&@ ﬁd %he rstlpéé e&o?géiﬁ%&%ﬁ i tdhs‘:i)lay

hi ghest | eve ccess to an |n a desi gnate partit
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aut hentication application programsends a signal to the security device 35
to set theadminigivatboot Theseatpastitionsr ean be digatedejn 80 kno8st manger ead" are ow
219 O: Lesgggﬂfqp}gseimqgg l(aesssetzp?aera 2 Jovicss 15t eaéﬁ t;theeofS et%rangdeg 8. qéoro | II on
these partitions may comprise C:, D:, E: and F:. Thus, each user can have one of
five types of access to these partitions, namely read only, read/write, invisible,

15 read directory entry and delete.

‘Read only access means that the user can access all of the files existing in the
designated partition, but can only read the file contents. The user has no write or

delete permissions with respect to the files in that partition.

Read/write access means that the user can access all of the files existing in the
20 designated partition and perform both read and write functions with respect to the

file contents, but has no delete permissions with respect to those files.

Invisible access means that none of the files within the designated partition are
accessable to the user in any form and are hidden, even to the extent that no file
details can be listed or be visible at all in any directory listing of files for that

25 partition available to the user.

Read directory entry access means that the user may be able to list file details

such as names and attributes in any directory listing of files in the designated



device 35, as shown at step 117, allowing the systemstart up sequence to
continue with the authenticiation application issuing a "warm boot"

i nt erruptwoeshe42 as step 120 in the manner as previouslyPpdesaneped? This
halts the operation of the wuser authentication application program 15 In
the case of the user type being an adniph trator, the adm nistrator screen
as represented by the graphical specification shown in Figure 7Cis

di splayed to the u on the nonitor V a th ut henti.cation catlo
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simlar to fR&j&SRthbypsridieneen and so the same reference nunerals have
been used to identity corresponding 20 attri butes between the two screens.
Accordingly, the adm nistrator type screen is divided into a simlar

headi ng fr Ieig%cfgggl.gvtﬂﬁtﬁghéstlpe%l %?Véc%%sgecbaéﬁf pésanﬁth.rit%d@g@nate

rressage/lo ranme ect to the banner t e 143 of the~headi ng
frame 193, pdarﬁtmre,xmzhembg{lmermrmt onhdhasfdl tdeat anthevriie meemissiorfspbut [aéso
adm ni stpator e |o 25 The devjce. d 197 and the
msssage/Eogg?'?%eri@ﬁ%%"&%%tﬂ%ﬁoi%” Q’f&h %@%%'tnltéﬁ ?ﬂe cor r espondi ng
attributes of the user type screen and will not be descrl bed further. The
| aunch system bu ton 174 fu ctl ons, in an lgentl cal ner to the Iau%‘h

syst em but t Bi1eH therises i FRRAVNE NiBER, orER QReralian ¢ eo‘FP"BPUt@ﬁéyW“
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commencenent o he Second phase of operation of the security device 135
as previ ousaythdatcationeappiiition phegraoysendieaaigal fio dne seodrty tdeyicea®e to set

facility for chan h assword of th st.rat ke Vi
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| ogin details frame al so includes an edit users button 202, activation of

whi ch i nvokeevies 3 2$ reflopmo ek stemi 117, rallowdnauihresysterat Bient appseqanicento
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of the button 2 causes the
user authentication application program.

15 In the case of the user type being an administrator, the administrator screen as
represented by the graphical specification shown in Figure 7C is displayed to the
user on thé monitor via the authentication application program at step 168. The
administrator type screen 192 is substantially similar to the user type screen and
so the same reference numerals have been used to identify corresponding

20 attributes between the two screens. Accordingly, the administrator type screen is
divided into a similar heading frame 193, login details 195, device details frame

197 and a message/log frame 199.

With respect to the banner title 143 of the heading frame 193, the text is altered to

indicate that the screen is for the administrator type login.

25 The device details frame 197 and the message/log frame 199 are substantially
identical to the corresponding attributes of the user type screen and will not be
described further. The launch system button 174 functions in an identical manner

to the launch system button of the preceding screen, whereby activation of the



aut henti cation application programto display at 204 an adm ni strator
editing screen to the user, the graphical specification of which is shown
at Fi gur ewdD30603241 he drawi ngs. The adm ni strator users edPCT8AN2@084205 i S
divided into a heading frame 206, an 15 edit user details frame 207, a
nmessage/l og frame 209 and a return to adgyn login button 211. The heading
frame 206, apart from having an appropriately worded title banner 143

denoting the screen as bei an adm nistrator edit use screen

dent i cal | (e GUOLA 15 Trales the) Femerenient "B GeBRay Mhaske ohog
i s Substané;bé}la‘:wnb@méé@@urmg Belibe 19BsAgRMRGI dad®ibeidt h t he procedi ng
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corresponding attributes of each of these screens. Wth respect to the
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the edit frane entry
screen to the user, the graphical specification of which is shown at Figure 7D of

the drawings.

The administrator users edit screen 205 is divided into a heading frame 206, an
15 edit user details frame 207, a message/log frame 209 and a return to admin login
button 211. The heading frame 206, apart from having an approptiately worded
title banner 143 denoting the screen as being an administrator edit users screen is
identical to previous heading frames. Similarly, the message/log frame 209 is
substantially identical to the message/log frame with the proceding screens. Thus
20 the same reference numerals have been used to identify corresponding attributes

of each of these screens.

With respect to the edit users details frame 207, this comprises a title banner
depicting the text “user list” as shown at 213 and sub-title banners depicting the
text “user” at 215, “password” at 217 and “access” at 219. An editable frame 221
25 is provided below the sub-banners in which is displayed a scrollable and editable
list of all users having access to the protected storage media 21. This list is
derived from data stored within the flash ROM 41 of the storage device arising
from communications between the host CPU 13, under the conirol of the
authentication application program, and the security device CPU 37, under the

30 control of the operating system thereof.



and pressing the ALT-d key sequence on the keyboard. 10 A create new user
button 223 is also included wwthin the edit user details frane 207 for
creati ng woramarser. Activation of the button 223 invokesPaTmi@giovssbed
process within the authentication application programas shown at 224. This
process causes a dial ogue box to be disphayed over the adm nistrator edit
users screen 205 providing for frames for entering the user ID and

passwor d, gé]d an 15 cc.eptj3 2.u¥to , . Wher eupon activation of which causes the
user and pas3HbHELTYNBEN YRdiSI SQEINSH the edit frame 221 as shown at 225.
Each new user has an initial default data access profile, which sets up

al |l partition,degkbGRer#S- hi dden, until such tine as the admi nistrator
edits the data access profile for the user using the access edit screen.
The adm nistrato S this screen by activating the 20 correspondi ng
access button'as‘g%%maagﬁ(%% for the user requiring editing in the edit
frame 221. The return to admn login button 211 is provided to allow the
admi ni st r at or *t ACGESERUNONe t he administrator type |ogin screen 191 from
the adm nistrator edit users screen 205 as shown at 227. 25 Activating the
access byt t IHHIREPéShdctiRe SuB-tlc hshrRagnas 24P apahengsi de any user |isted
in the user list of the edit user details frame 207 causes the

aut hentication application programto display at step 228 the

adm ni strat i : { gl Iof 4 k QI i IS
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same as in éﬁ&?ﬁéﬁsm@ ' RENSY uchatori the Kedybbgard.5 banner is provided

W th appropriate text to identify that the screen is of the adm nistrator
access edit type as shown at 235. The nessage/log frame 232 is the sanme as

i n procegdi RGrESILRAR AR Rt SODH YIONRCRABE WRAIATABCRIINUSET détails ke
been used to 1dentity corresponding attributes between the screens.

207 for creating a new user. Activation of the button 223 invokes a prescribed
process within the authentication application program as shown at 224. This
process causes a dialogue box to be displayed over the administrator edit users
screen 205 providing for frames for entering the user ID and password, and an
15 accept button, whereupon activation of which causes the user and password to be
displayed in the edit frame 221 as shown at 225. Each new user has an initial
default data access profile, which sets up all partition devices as hidden, until
such time as the administrator edits the data access profile for the user using the
access edit screen. The administrator accesses this screen by activating the
20 corresponding access button as shown at 226 for the user requiring editing in the

edit frame 221.

The return to admin login button 211 is provided to allow the administrator to
return to the administrator type login screen 191 from the administrator edit users

screen 205 as shown at 227.

25 Activating the access button beneath the sub-title banner 219 alongside any user
listed in the user list of the edit user details frame 207 causes the authentication
application program to display at step 228 the administrator access edit screen,

the graphical specification of which is shown in Figure 7E of the drawings. The



The edit access details frame 231 conprises a head banner 235 displ aying
the 10 text "access details", a sub-banner 237 containing the text "user"
and a di swbag/oofzsmanme 239 adj acent thereto for displaying rha/A®eno4D of the
particul ar user selected fromthe adm nistrator edit user screen 205. The
edit access details frame 229 then proviggs a simlar frame set up to the
device franmes of the user type login screen 169 and the adm nistrator type
|l ogin 15 screen 192, whereby, banner or the "master"” and_"sl ' st.orage
rodi & pr ot ABIEAOhRCESAI OaeR 225 Bolyiies: Rna dieas P LadierD 2R Ar
respective aipackedd BobRirio L%, o Abandoldy réfiaibbnind Berctilfocamin
"access" and "size (MB)" titles respectiVely are provided for each device.
Devi ce det auserftesinedit ®30enbattpn@33ded bel ow each of these sub-title banners
20 simlar to the display franes 189 of the device detail franmes 172 and
197 of the wuser login and adm nistrator |ogin screens respectively. The
devi ce det athe headieg fra3e, 23misether sarae eseidi rebéaingvdueeerss exdaptftbatine title

t, di ngly, . h devi details. fr. st he devi
Under "Ch SBAIHAT: PaPIMR WS AbpHaPrete dext 1@ ey, b dh st derOf e
sub-title banngfistidor @_ﬁ!_ﬁeéé‘@di@%éﬁs %hféﬁm' 8 M5, %&Q@géaéé‘lﬁ)gsfréﬁle@@ is

sub-title banner 187. e access type for the user i ivided into five

types: r ethe semhg asde piretastiing scregns end; acaogditglyrthe samie piferangei nurgeraé
text; and 03/ 003242 PCI{ ALD2/ 00847 -34 . invisible depicted in yellow
t ext; rea\d/}%Y‘? %?%P?e%g? F%?,n%@e?ﬁrﬁs@(ﬁ"\dwgg?tgipl‘\l{%(b?{‘%‘?ﬁf ﬁ]%aséxlreé?résﬁ' depi ct ed
in blue text. As in the previous case, the device nunbers represent each of
the partitigns that 5 are created r the. particular stor medi a devi ce.
Thi )t oget HE% et feoens stels FRieZamGobmroes & Mg haies 75y dBBAGERA ned
by the ipf ofRtsQibsBI @talld"Pa0sdRbahRér 28RdonEAhiAg thar feki @strS bAl &l dipldy n
the flash ROM 41 of the security device, whereas the access type is

edi t abl e byfrainghRBghadjageninthareicc iomgisptaying dpeayesr datefytha partigudar user

selected from the administrator edit user screen 205.

The edit access details frame 229 then provides a similar frame set up to the
device frames of the user type login screen 169 and the administrator type login
15 screen 192, whereby banners for the “master” and “slave” storage media
protectéd by the security device 35 provided at 179 and 181 and respective sub-
title banners 183, 185 and 187 detailing the “device”, “access” and “size (MB)”

titles respectively are provided for each device.

Device detail frames 239 are provided below each of these sub-title banners
20 similar to the display frames 189 of the device detail frames 172 and 197 of the

user login and administrator login screens respectively. The device detail frames

239, however, are editable, whereas the former two were not. Accordingly, each

device details frame lists the device number under the sub-title banner 183, the

access type for the user under the sub-title banner 185 and the device size in MB
25 under the size (MB) sub-title banner 187.

The access type for the user is divided into five types:

e read only, depicted in red text;

» read/write, depicted in green text; and



respect, the displayed entries cycle between read only, read/wite,
invisible, read 10 directory entry and del ete through the graphical user

i nt er f acewby3wmbizeki ng an invisible frame around the di splpayadioresss7 | n
this manner, the access type for each partition can be individually set and
edited to create a particular data accesggprofile for the selected user.
The particular data access profile created for the user is processed by
the 15 authentication a I|c tion,proqram and supplied to the security

devi ce 35 on ‘*actV¥ r{geolﬁg r’%tyﬁllkﬁ”?%dadm n user edit screen button 233 as
shown at 241. At this time, the djsplay data access profile as determ ned
by the adni ni ot rreagdirestory Giniyn epicked 'f‘cgr?)ﬁée)geﬁﬂgl ty device CPU 35 by the
host CPU 13 and stored wthin the security device flash ROM 41. 20

Si mul t aneousl y, dé¢leteadehisted rabluetexppl i cati on programreturns to

di splaying the admnistrator edit user screen 205 from which the

adm ni stratQr .can sel ec i f L [ S
M the ed AP TRV AR, i R BhE T ER Rt e oo B 0o Rl
processes paidf erchsl ff thBartiouiart®ragy shadia aryiddleThRG todgdthied®ithdheigizd he
specific enbodinent, it can be 25 seen that the subject 1nventjon has

several di stforgiation; igydispipvaaiiines giaierningdiby Hin é’ﬁomlqrbﬁf%cé'@@(fﬁbm%d
W th known @én‘&%la?@%lﬁﬁ%ﬁt?%%d Winifahb iEdhatoM 4%%93{,@55%@3%3%9%@%@5@

the securit évi c sel escCri Speci

Ehysi cal | K thiesqreed tm@llscmmd:%bylﬁmﬁhghyng andrmelckhagahe@lmayedcdammeln this
etween the conputer systemand the jnterface Iogl /003242
PCT/ A2/ 00HPECL 3° CiSAIaNAC R 5§ %@b%%%r%d@w’dw%%t& nVigiklesrepd 15

and the gt OfiAd&0 Pltr9 %rild dera%er@u dlwrththegggﬁar ius¥r deetage | 5y Rfikkin

connected direct to t mai n y preventing any oppor%unl ty
of the devi mmkﬂe&ameaarm.mddbdrcﬁ;s;ﬂa&ﬂcbtemew ce and be over-ridden by the
operation of the host CPU 13. 5 Furthernore, being confined to

comuni cating along the data access channel to the storage nedia and the
nore generin tiandannkrs dhée caaccess dypd fac eash pdirﬁﬁulelcsan benipdivitlay t det namd

bus structurgéedo ftocgre tu ter SP[tlchar datangg;géasssespr(g ile %cJ)tritll'liet gelggted user. The
particular data access profile created for the user is brocessed by the
15 authentication application program and supplied to the security device 35 on
activating the return to admin user edit screen button 233 as shown at 241. At
this time, the display data access profile as determined by the administrator is
communicated to the security device CPU 35 by the host CPU 13 and stored

within the security device flash ROM 41.

20 Simultaneously, the authentication application program returns to displaying the
administrator edit user screen 205 from which the administrator can select and

edit the data access profile of other users in the edit list 207.

Now having described the function and the various processes performed by the
computer system and the security device in the specific embodiment, it can be
25 seen that the subject invention has several distinguishing and advantageous

attributes and features compared with known prior art systems.

In particular it should be appreciated that the security device itself described in the
specific embodiment is physically disposed and connected solely to the data

access channel between the computer system and the interface logic



the security device for use wth a |arge nunber of different types of
conputer systens which may have varying bus structures but utilise the
sane dat awees®sr4210 channel standard. In this respect, thece/Asneomry a few
common types of data access channel, ATA, SCSI, fibre, USB (Universal
Serial Bus) etc, whereas the diversity_agd conplexity of bus structures
are far nore wi despread. Another attribute of the present enbodinent is

that the se LY. device.i r ' i t c ta
st or age. medrd MGG Fith b6 HERE T d VL i sRes Rlle i ROHECHERGE
sequence anghedi 20! ilnglortapelf theostirine deing isomstecdrgctad deqthr o e triadn
conputer system Oher types of data storage_  protection devices, and

anti - vi rus Rysfanihesy AEveating peY PPRertHntY A Kicndeyice & art phgn addresibly
| nserting_asReabAl b ORIy thelddEdioNbr e Wibst¥epuofs, | nstaltind

software o ost conputer, I's not accessed until well into the
BI OS 20 program after performance of the "device |ID', where the storage

device i e u ri.S r

st al | api orgReTRge! Bl RS ot i AGRESTng ol Bk el 8o ctidihelto
with sof t wathe gloeigecinedia asy sieeMre Wenetic stanitidrdisation lné sueh actygectdnnels
anti-virus protection systembeing pronoted at present, the operatin

syst gm of t@@ﬂ_@@r@@w&hm@@d%us 8t H@UF%BEGO'TPUB%T @ﬁ%emﬁe'%%ﬁeégﬁﬁdﬁ”i@? 8fr am
can be run. mehi el VAL ek RN NARd PmBEIAK ARCHR%yBEE QT SedrpltBP

storage device as c e seen orenention I ption, ore
any type of systeneothioh may hbee paoing éds Isfruchees dnit itilise tree appki dzda iacoess

program, Anot her attribute og_l_the descri bed enmbqdi nent is the . .two
process 1030ChAMS St raur‘”n ¥ heSR& ’r{hetﬁ‘fo 48 }"lcaen?%?’ C‘PH@“%W%BP% em
wher eby t he,e Bl hahridht ATAURICE, #brd h@ssgurﬁ@erga SBASKBESPER, :Hbréss the
aut hentication process is V\D 03/ 003242 PCT/ AU02/ 00847 -36 perfornmed prior
to | oadi ng divetdity draotorsplexity of busrstrieturoarcias thaeoridgepigadi ce  and t he
operating systemthereof. Thus, it is only after valid authentication of
the wuser starting up the machine for the first tine has been undertaken
that accessAnother latirisute afthedereisest esibablinoewids dbatithiecseauirity davice ssteraeptnl y
perm tted t(c)oﬁwrr]neunic:a’tion with the protected data storage media at the earliest possible
156 stage in the computer start up sequence and is entirely self-contained and
connected in as part of the computer system. Other types of data storage
protection devices and anti-virus systems are not entirely self-contained, requiring
set up by inserting a separate floppy disk, CD ROM, or other way of installing
software onto the host computer, which is not accessed until well into the BIOS
20 program after performance of the “device ID”, where the storage device is
vulnerable to unauthorised access, or even well after the installation of the
operating system files. In particular, when compared with software protection
systems, which tend to be the main type of anti-virus protection system being
promoted at present, the operating system of the computer needs to be loaded
25 before the application program can be run, which provides huge openings for
unauthorised access to the storage device as can be seen from the
aforementioned description, before any type of protection can be provided by the

anti-virus application program.

Another attribute of the described embodiment is the two phase process
30 undertaken during the start up sequence of the computer system, whereby the

BIOS is interrupted at the device ID check stage and an authentication process is



5 protected storage nedia in accordance with the pre-determ ned data access
profile of the particular user. It should be al so appreciated that the
parti cul awomoembizgrir ati on of the security device 35 provi @e€3/AUwe/00847
extendibility, allowing for other types of storage nedia 47 to be
connected thereto via a custominterfacesg and secure -nedia interface 45.
10 I't should be appreciated that the scope of the present i nvention is not
limted to l.ar t r r :
erbodi ment sPEROTHE D A e EIRg Ry TEE baefi elbr i, naprofied MreB v,

scope or spand th@bpetmmgmﬁs@ﬁtthementrhog, it @bnt@)ﬁtmlxehdtdmmﬂmhmlof the
| ocation of the security device may imted to being interposed

i nt er medi at 667 YArtNGEUR @3@Bﬁt$ef@f thfgﬂtsté'r%h@% Bﬁﬁgémél‘@{ffﬁh%n Hatacgess
the interfagg lsﬁgbé eg@\ﬁéd}t?é’ délt&%[e%e%t"v{/ﬁlﬁh dtﬁ%écg?é&té \s' Bﬁ@eggrnﬁﬁ@@sﬁ) the
t he em car

directly upon adj acent e Interface rior to

physi cal 5¢ aptaste«:ted nelmage atedibeinc anperdence ndith dhedpreedéteyminedn datze aldBEnss)f
the storage F‘ adaé’ﬁ qt to the disk controller after the physical cable
connect or aPTol{§@ W gL1aWeb®I3/ 003242 PCT/ AU02/ 00847 -37 The d ains
Defining the Invention are as Foll ovvs 1 A securlty device for a conputer
havi ng a host central processing uni used, by the host CPU

to | oad pr objr shauld nhe cﬁt%ra%e%t@rdatt@ttth\e p@ﬁ\?ﬂlﬁre?orgwr%h%'t 6 4h8 IREHEY
for storingydata 3*5308%'%@?8‘# Sﬂeﬁéﬁbfhtt}? allé to?ﬁer tﬁlﬁ%aﬁfft'&ééé’ m%%)cﬁ £f+to

conpri sing: processing neans | ndepe dent hos or control i ng
access bet bee@onhbeteldhérefVicam dut;tbm mte]fm@ amd cerumnchegdianigtaafacestor y
means i ndependent of the nmenory of the conmputer and the storage device to
unal terably store and provi de conputer prograns for 10 operating the

processitog lehosid hﬂeapprezﬂ:tedlomttharsnepe bbttteaprtetseht maedttoraecr&ﬁ$tmltddetoei n
the securit nline with th data ccess

channel bet é)@gﬁgg‘{t‘gg alﬁ %g{b%@%%eéﬁ@é‘rgm g%%%‘?’&&é“"@eﬂ?‘?& gtheg WW“‘?H@
invention may be envisaged without departing from the scope or spirit of the
present invention. For example, the physical location of the security device may
not be limited to being interposed intermediately of the cable connecting the
15 storage device or media to the interface logic, whereby the security device may

instead repose directly upon the system card adjacent the interface logic prior {o
the physical cable connector at the computer end, or directly upon the HDD of the
storage media adjacent o the disk controiler after the physical cable connector at

the HDD end.



mai n data and control bus of the host CPU 15 2. A security device as
claimed in claim1l, including nenory store neans independent of the nenory
means andwOha/oe2e7 age device of the conputer to store cripCirediozdessa and
control elements associated with the basic operation of the conputer and
access to the storage device. 3. A secuf;gy_ device as clainmed in claim 2,
wherein said critical data and control el enents are supplied to and

used by the_host CPU fqr .verjfication of th t orage devi ce and operating
e comput TH? tefaigan RAtNIYS she IREPah 26 25 FRIME Gor i ng t e of ar & up

sequence of the conputer. 4. A security device as clained in any one of the
precedi ng claims, including, authentjcation ans to authenticate, Z@é r of

E, he conput ef- /n%meﬁgri%/ deyice, fr & FOMRHIGS MEVINgea HoshEeRERl RIBCeIRNG LB
i . VWO 03 P 0 7 i i i i
dovice, V0,03 PRAKHE SEH YRECRBATCPS, Soad ABEHINS InfRUbE S el IRé! 11

cafion neans yi ng
means to enabl eoraputeer and @ hetoragep uesicet dorestainga datagion bieddandledc ayi tre and

password_and have t hat Io%iﬁn Jdentificati.on and password verified to
aut hent i Bat e sHBPHEE: tNESECY T HIEH 6P MBEE"dser of the 5 conputer having a
prescribed profile of access to the storage device before allow ng the

start up sequence of the conputer to proce furthe 6, A secuyrity device
as clainmed in clRiO%e8SINghECaNa '§QPBem‘£ﬂltnOﬁegﬁ1;ﬁoﬁ céﬁ’ Pof?ra‘f'ﬂftm?jé@s\%f;%%s of
aut hori sed user spabdNBeM2s EPPEAd MO EidrsgOHefesessy t hereof  form part of

. Se( ! eot
said critical data and control eq)errents an%g salg ?ogl n verifying 10 nmeans
accesses said critical data and control elenments to effect authentication

of a user. 7. A BRI helRH Hed mdégaﬁ&eﬁt%%ai femony of thaBafltbrt Ay

prescri bed profi access conprises a prescrib ocat1on
predet erm ned | ethel stordgeadevss to pealetabddstbos and providercoseulites progoamsifer
conputer to prescri b%ggﬁ@rtiti ons, or 15 zones of {mhe stora

, device. 8, A
securityOdevi ce GRE@ 8 PRCERYNG18C8RS (R Bretd eﬁg”ﬁ”&?ﬂg? Gorol @it i+ y

access;

wherein the security device is to 'be connected only in line with the data
access channel between the host CPU and the storage device, and off the

main data and control bus of the host CPU.

15 2. A security device as claimed in claim 1, including memory store means
independent of the memory means and the storage device of the computer to
store critical data and control elements associated with the basic operation of

the computer and access to the storage device.

3. A security device as claimed in claim 2, wherein said critical data and control
20 elements are supplied to and used by the host CPU for verification of the
storage device and operating the computer independently of the storage

device during the start up sequence of the computer.

4. A security device as claimed in any one of the preceding claims, including
authentication means to authenticate a user of the computer having a

25 prescribed profile of access to the storage device.



device includes intercepting means to block all data access by the host CPU
to the data storage device before initialisation of the security device and
i nt er ceptwaloB/oexitzl data access i medi ately after said ini PCalA®anissn under
the 20 control of said processing neans. 9. A security device as clained
in claim3, or any one of clains 4 to 8 ag dependent on claim3, wherein
said critical data and control elenents i'nclude identification data in

respect of the storage device for enabling the conputer 0 conplete its
bor | pher al Shoh iSaFHRNge kP B CHMER N <l o aviezim 1o autBaicATgN dBoans as
clainmed in cl aj i L r}Tq)gﬁB f ,
wherein said ?ngg%{ @%Vgﬁﬁlﬁﬁﬁﬁg}ﬂgl%&%% lg§reer ﬁ?ﬁ%p I edUtfggtcglr?ﬁtélFs%d

by the host CHoginoriderdifichiicmt amh pdsswoed sand abavelethat dogian ddepificatiomgande
conput er i ndependently of. the stprage . device during the tart, up seguence
of The comput arassiRid vedigtdo Auhetiae ST Lisel beitnan andiedzasbyanot the
PCT/ AU02500847compdtet MalviHiES pre¥@itcip il ofbcBesY t& #id fbragadevicer before
assum ng operation of the  conputer during said start up sequence. 11. A
security devi c@lmn@ﬁmsﬁ@dtwmsaquermeofdheaommﬁemiqprocz@e@furgw. one of
clains 8 to 10 as dependent on claim4, wherein the authentication nmeans
includes 5 an authentication application programstored in the program
menory nean§, Atdeeuribndeyics asraaimexhin orimbie wherehyesaiddegiveidenitficationeand i t y
device as clainmed in.claim11, erei n_the authenticatiaqn pplication

D1 001 am | nol UGB EBHS &f Y R S HECISo AR 486 PTaRCHRIER BT L &' GREPSS HATPRD o
particul ar pregemi pa¥ dfeydd PiticaCesBSan® Onadl @icdREnt8dand abIdRIgS Serifylity
users for accessing the storage device. 13. A security device as clained in

clai m 1200r 13Meaner &caessrs as@idergriticat i data appdi caniroh plevapmisn itaclaligst

access profile LEd0g. S enabl e said authorised user having a
particul ar pre%@ﬂlgbfé‘gbqloﬁel 't’)#é}access to allocate and edit particul ar

predeterm ned | evel s of access to said prescribed partitions or 15 zones

for all aut P.OrASsee%uHﬁleéesvigea \é's r&%i%%%elﬁscléipn Bhoer é,tv%ear%% eevgi)r%gc';ribed profile of
access comprises a prescribed allocation of predetermined levels of access
permitied for an authorised user of the computer to prescribed partitions or

15 zones of the storage device.

8. A security device as claimed in any one of the preceding claims, the security
device includes intercepting means to block all data access by the host CPU
to the data storage device before initialisation of the security device and
intercept all said data access immediately after said initialisation under the

20 control of said processing means.

9. A security device as claimed in claim 3, or any one of claims 4 to 8 as
dependent on claim 3, wherein said critical data and control elements include
identification data in respect of the storage device for enabling the computer

to complete its peripheral check during said start up sequence.

25 10. A security device as claimed in claim 4, or any one of claims 5 to 9 as
dependent on claim 4, wherein said critical data and control elements are
supplied to and used by the host CPU for verification of the storage device
and operating the computer independently of the storage device during the

start up sequence of the computer, and include a custom boot sector that



14. A method for securing and protecting a storage device for storing data
to be handled by a conmputer from unauthorised access, the conputer having
a host cwotosad32pr ocessing unit (CPU) and nmenory used by Prha/AtwsnosdPU to

| oad prograns in order to operate the conmputer and storage device, the
met hod 20 conprising: controlling accesgghetween the host CPU and the

st orage- device independently of the host CPU, and unalterably storing

conput er progr r ect i trol | N i
ceparat e 11 om TRLdedinfokft S8 AhenGeRhriesd, BE RSBming PebffeR bP e
met hod as cl ai emdputer dusihgiskil stantadpideagersieori ng critical data and control
el ements associated with the basic operation of the conputer and access to

WO 03/ 003242 PCT/ AU02/ 00847 -40 the storage device in a |location separate

fromthe mempri saedrityndeiéed b8 @taimeeMnemyesrit BPtlaRes e sadranyyoridef blaths
CPU. 16. A nethod as clained in claim15, including independently supplying

the host CPU ite HOsas dependentan glaim hndherein the adihentigation geapgrin¢lidas i on
A, Pee . .
2t o nee Bovs Seen IRAEEIEA SpBRRE BRoAT SOMY el ARERARTRELY fledite

as claimed in teymemerybtare anaensldr the stéragerddvigh.ng aut henticating a user
of the conputer having a prescribed profile of access to the storage
device. 10 18. A nethod as clainmed in claim 17, wherein said authenticating

includes emabAi ggcavityseeviek ke chimedt e tlaientier \ghéegi nthedenthdriticatio®n
and password and verifying the sane to establish whether the user is an
aut hor i sed usefPRjicalipR Pregiapuinstudesiisey edithieaeansde opebla ar agthosiseddiser o

the storage de;\[{%}\gfjg %@5%&.@1‘ hﬁg‘@%@'@eé & toﬁ“éc&‘égs%“é}‘éaf‘ee@ﬁ& ﬁggfaﬁt%ﬁgé@r

to proceed fur as clarmed 1n clarm1 ern sard
| ogi n idéntifiosdrsdor acebsspasthewtoimgefdevitdhori sed users and the prescri bed
profile of access thereof

13. A security device as claimed in claim 12 or 13, wherein the authentication
application program includes access profile editing means to enable said
authorised user having a particular prescribed level of access to allocate and
edit particular predetermined levels of access to said prescribed partitions or

15 zones for all authorised users having access to the storage device.

14. A method for securing and protecting a storage device for storing data to be
handled by a computer from unauthorised access, the computer having a host
central processing unit (CPU) and memory used by the host CPU to load
programs in order to operate the computer and storage device, the method

20 comprising:-

controlling access between the host CPU and the storage device
independently of the host CPU; and

unalterably storing computer programs for effecting said controlling access
in a location separate from the memory and not addressable by the host
25 CPU.

15. A method as claimed in claim 14, including storing critical data and control

elements associated with the basic operation of the computer and access fo



formpart of said critical data and control elenents and the verifying

i ncludes conparing the entered login identification and password with the
| ogin i owotodxati on and passwords within said critical eerawadosaontr ol
el ements and 20 authenticating a user if there is match. 20. A nethod as
clainmed in claim18 or 19, wherein the pygscribed profile of access
conprises a prescribed allocation of predetermned |levels of access

tted f ' :
Bt or age. devi cel R0 HEGe A APhREE iR Sie Bt arkO s Blade)®
i ncl udi ng bl ocdévige aht nbabadreasabeshybihet st GRW. CPU to the data storage

device during initialisation of the conputer and intercepting all said
data access during the start up sequence after said initialisation. WO

03/ 003242 P{F/ AYR8IHYABAY clairAdd 43 -clahmmes hﬂdluamgdnaenﬁddemtlwélmmm:g the hasy
one of clainms 16 to 21 as dependent on claim15, wherein said critical

data and cont r ePUewihsaid cnﬁ*nﬂl qaéa andepnire| elgmedtis &t verificaion pbie sieragr
t k
urt ng s a ot o SNAneRld e GIRMIEE indeBeRBaM P Etrs SoRfld EREAbuPe

clains 17 to 2he starteipagaqudhcerof 22 esmpdegendent on claim 17, V\,her ein said

critical data and control elenents include a custom boot sector for the
conputer that includes invoking the autheniticating step; and the method

i ncl udes assmMAngeREr A tlaimed it Bey oseniWamsdy to g6 siacikhdiipaditheptictingence
with the custom boot sector and 10 aut henticati nq%ﬂthe user of the conputer

at such time. peer of ha wemmEer havipgda iRTespPasheraite O #GResS 710 BexBlorage any
of clainms 21 tg eAde, as dependent on claim 17, wherein said authenticating

i ncl udes enabllng a particular prescribed Ievel of authorised user to
create and edit login identifi catl ons and passwords w thin the critical

data and,congr Ql f n .no e ess
to the dPor ageraaias 58 dlimed o cPERh 11, RudHin kil RuBRtSality Roudcs
aut henti cati ngenmlngdaajser of the computer to enter a login |dent|f|cat|on and password
and verifying the same to establish whether the user is an authorised user of
the computer having a prescribed profile of access to the storage device

before allowing the start up sequence of the computer to proceed further.

15 19. A method as claimed in claim 18, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and the verifying includes
comparing the entered login identification and password with the login
identification and passwords within said critical data and control elements and

20 authenticating a user if there is match.

20. A method as claimed in claim 18 or 19, wherein the prescribed profile of
access comprises a prescribed allocation of predetermined levels of access
permitted for an authorised user to prescribed partitions or zones of the

storage device.

25 21. A method as claimed in any one of claims 14 to 20, including blocking all data
access by the host CPU to the data storage device during initialisation of the
computer and intercepting all said data access during the start up sequence

after said initialisation.



enabling said particul ar prescribed | evel of authorised user to allocate
and edit particular predeterm ned | evels of access to said prescribed
partiti or®0ms/oozenes for all authorised users having acce®E€TAWRAEB4%t Or age
device within the 20 critical data and storage el enents. 26. A security
device for a conputer having a host centygl- processing unit (CPU), nenory
used by the host CPU to | oad prograns in order to operate the conputer and

a storage dﬁﬁf'ﬂ%éﬂ)d%&&bﬁﬂ%@?ﬁ Blaih 1%%:“&?}@5!%9 dPIiRR 1 {H*EV%‘%H]egéﬁﬁent

security device co ocessl ng means 1 ndependent o st CPU
for controllingn aclamas 15be\Mnemmtb@dhcatlca(BPUatmdamdlecmtmlagkarﬂevtscéncamrdb

i ntercepting negan ck all data cess b he h st CPU to, the data
storage devi ce‘dﬁﬁff&ag'of‘n @tﬁdpl@é@‘?gﬂf%et %ragé MIES ‘He%” Ing e gDt

al | VD 03/ 003262 ST AR HARBAGa c@m%@@é,asma SehiERdat el y af ter

said initialisation under tﬁe control sald pr oce55| ng neans; wherein
sai d processing neans effects |ndependent control of the host CPU and

configurgt! o8 Almblfd QERikRed h anfRIMCL! SRIAS 12107RY Wil claih P34t DOrhs e

access to0 the storage device on sald intércepting neans intercepting said
data access mnimbraieeityoraf(tlalms'b?l dwhaergin ad;aléad:mtml &Ata and ecantiol yeldmemse as

memry of 't he BBWES: 8r O Rdobsarieadonalr dorrRaer dapt 1S Sieknd:
provi de Corrputsﬁthemﬁéﬁ@ éteb PG’ Hd Mebthbg 195@66§%§'§hmﬁh§ 8B&R%ioh "o the
prescri bed manner to con sal d access. . A securit evi ce as cl ai ned

in claim26 orcmpuiancdlmrmmgamsm U9t sewemenwnthmh@epwtdmfooot sehtornamtbr y
means aqg t he st e devj,ce of uter tore critical data and
I

control emsn?‘é %%tlr}%@& Lﬁeﬂ‘? y@rgbgﬁgq ﬁrcpr? of the conputer and

access to the storage device. 15 29. A securlty device as clained in claim

28, wherein_said critjcal, data,and contr,ol are su i ed

hoed by ¢ hoZhobimelbgd s ClPed it any SRea daias 7% 20, 8F &ny BPBlalrRS 21%0°%¢
as dependent on claim 17, wherein said authenticating includes enabling a
particular prescribed level of authorised user to create and edit login
identifications and passwords within the critical data and control elements for

15 specifying authorised users having access to the storage device.

25. A method as claimed in claim 24, wherein said authenticating includes
enabling said particular prescribed level of authorised user to allocate and edit
particular predetermined levels of access fo said prescribed partitions or
zones for all authorised users having access to the storage device within the

20 critical data and storage elements.

26. A security device for a computer having a host central processing unit (CPU),
memory used by the host CPU to load programs in order fo operate the
computer and a storage device for storing data to be handled by the

computer, the security device comprising:

25 processing means independent of the host CPU for controlling access

between the host CPU and the storage device;and;

infercepting means to block all data access by the host CPU to the data

storage device before initialisation of the security device and intercept all



storage device and operating the conputer independently of the storage
device during the start up sequence of the conputer. 30. A security device
as cl ai mewoion/0ed2ar m 29, wherein said critical data and comCmaU028@B42] ement s
include identification data in respect of the storage device for enabling
the conputer to conplete its peripheral _gheck during said start up
sequence. 31. A security device as clained in any one of clains 26 to 30,

i ncl udi ng aut hegpt.i,cat.i 0 : i - a. wser  of
naving a_ 25 procdd e MeBR Mt ERb, SEIREtS Rl urblF i B, of
security device ssidgracemthd meahgj m 31 as dependent on claim 29, said
critical data and control elenents include a custom boot sector that

i ncl udes WD 03/ 003242 PCT/ AU02/ 00847 -43 invoking said authentication

nmeans for assum whermersHid ProSdsdime e effectsdiidepgndentd cehidsit olthe host
sequence. 33. A security device as clainmed in claim31l as dependent on

claim29, or claPhU 3nd opriigsiratiomel dieheampuiait oA MEARST iSAc R desPEVEd)i n
verifying means 5r8autﬁoﬁ§'@&)1?%g%%§ﬁ§\r/tggz ﬁfg?gg&%&%eeront Q?ﬁnﬁffércgp{i n%'rﬁg%rsw% fd

identificCation and passwor ogin identrfication a

verified to aut hiptdricepting saiddiats accedeimpediatelytofter ssiddnitisfisatioh. t he
conputer having a prescribed profile of access to the storage device
before allowing the start up sequence of the conputer to proceed further.

10 34. A segprAtseclery aevias =l abimed iim cilimi 26, 3Aciudify proyram thehfg means
identification and passwords of authorised users and the prescribed
profile of acciedspenderiopl thermepary of theyepreputer @nd dae sstarmue: gsvicsl to

| ; 4 sai ) eiile : a
control el omentidlies A budE and bRfiadBaIBAR SF5aSME R SpBraflidRe AiabesdHl
devi ce 49 cl ai nednsiin almpestrdRdohadder foheoriredsaid dedsprofil e of access

conprises a prescribed allocation of predeterm ned | evels of access
permtted for an authorised user of the conputer to prescribed partitions

or 28. A security device as claimed in claim 26 or 27, including memory store means
independent of the memory means and the storage device of the computer to
store critical data and control elements associated with the basic operation of

the computer and access to the storage device.

15 29. A security device as claimed in claim 28, wherein said critical data and control
elements are supplied to and used by the host CPU for verification of the
storage device and operating the computer independently of the storage

device during the start up sequence of the computer.

30. A security device as claimed in claim 29, wherein said critical data and control
20 elements include identification data in respect of the storage device for
enabling the computer to complete its peripheral check during said start up

sequence.

31. A security device as claimed in any one of claims 26 to 30, including
authentication means to authenticate a user of the computer having a

25 prescribed profile of access to the storage device.

32. A security device as claimed in claim 31 as dependent on claim 29, said

critical data and control elements include a custom boot sector that includes



zones of the storage device. 36. A security device as clained in any one of
claims 31 to 35, wherein the 20 authentication neans includes an

aut hent i caDioamoxppdl i cati on program stored in the programpPegnang/oesgans, the
menory store neans or the storage device. 37. A security device as cl ai ned
in claim36, wherein the authentication_ gppllcatlon program i ncl udes user
editing neans to enable an aut hori sed user having a partlcular prescribed
| evel of access tqQ crea nd edi.t authorised 25 users f.or ceSS|n t he

storage devi cdNVagng g (?t&‘ {RICaLON NBCAES QraAFRUNING Qre(R @6’ Ipeﬁ)m €rein
t he aut henti Ca&drﬂ‘g; Sdéw%ltér%h Sgggﬁ&g_r am i ncludes access profile editing

nmeans to enabl aut ho user having a particular prescribed |evel
of access to allocate and WO 03/003242 PCT/ AU02/ 00847 -44 edit particular

predet er m neg d&%\é%hﬁt éeﬂ&&%%sclélﬂ]&f %lﬁfn?%clré?%@pgﬁ&éﬁttér?ggirﬂ 29 ZRNESind OF

all authorised users-havin e storage device. security
devi ce as cl ai mdwheremychermtbénmbailm n2€anso irgydeshar keigin t\/beifyingemﬁartsyto
device is adapted to be cqonnected only in I| at a, access

channel et vvee(T’Pei @ MR O?:Ehl? Sﬂ@i‘pt-‘%e’ téteé‘it%{g% cie@tl%l%t&prbg@d Pﬁ%s"ﬁ%rdrﬁ%t a
and contr ol @tﬁdﬁo@ﬂﬁae%auéﬁ -arfy E&émdf@énffe%cw é@l%eﬁﬂ‘ébt@@é‘i&%bf‘g a
st orage devi c or stor data to be andl ed by a conputer from

unaut hori sed amlegsantalﬁhomsmuwer hefviheg canipoter hewingr al prasodleedipigfileniof
(CPU) and nmenory used e hoéj[ee{CPUt oad 10 g Q. amre in order t

operate the co §rt°a § bR &eYE be ‘%r‘f’ ONIRG, 3loe é%wﬁ Spqpnce of the

control ling aC@@ﬁ?ut@@w\@me@aquhﬁéﬁ CPU and the storage device
i ndependent|y of the host CPU; blocking all data access by the host CPU to

the storage device during 15 initialisation of the conputer; and

I ntercepgl ngy a)\'se%ﬂhffii/ d\lice 88 eameAUhi dMint BS, ﬁ/héféln %Bl&@@ﬂ?%ﬁtlﬁéét@h &l d

initialisation to ef I ndependent control of the host

confi gur ati on passwords of authorised users and the prescribed proflle of access thereof
form part of said critical data and control elements and said login verifying
means accesses said critical data and control elements to effect

authentication of a user.

15 35. A security device as claimed in claim 33 or 34, the prescribed profile of
access comprises a prescribed allocation of predetermined levels of access
permitted for an authorised user of the computer to prescribed partitions or

zones of the storage device.

36. A security device as claimed in any one of claims 31 to 35, wherein the
20 authentication means includes an authentication application program stored in

the program memory means, the memory store means or the storage device.

37. A security device as claimed in claim 36, wherein the authentication
application program includes user editing means to enable an authorised user
having a particular prescribed level of access to create and edit authorised

25 users for accessing the storage device.

38. A security device as claimed in claim 36 or 37, wherein the authentication
application program includes access profile editing means to enable said

authorised user having a particular prescribed level of access to allocate and



of the conmputer in a manner so as to prevent unauthorised access to the
storage device thereafter. 20 41. A nethod as clained in claim40,

i ncl udi ngwomaloxrabl y storing conputer prograns for effe®Cragogaisd?
controlling access in a |location separate fromthe nenory and not
addressabl e by the host CPU. 42. A nethogsas claimed in claim40 or 41,
including storing critical data and control elenents associated with the
basi ¢ operation, of the co ter and, 25 access to the,storage device in a
Pocat i on separ 0L PRHHATHRICHE ISl VBIO aersde S REEsdifgdartitions or
addr essabl e byzdmé el ddthéricdl ((rdAading et MNDHOMBHGe dédacé3. A net hod
as clainmed in claim42, including independently supplying the host CPU
with said critical data and control elenents for verification of the
storage deyhoR SOdrftpRItdeds! AR Ry bROSHEDARRE 126 8 I uRRIAd%
device during the sggrt up sequelnce 0 aﬁ¥e conputer. 5 44. A’rreﬁoéﬁas
clai med in cl asecutily delicecisradsgited ¢o ibei cainatéedhoalydinclove with theldate micsess

e vomoh ' | ok BB TSR a2 i Rl AR Bl Bl
sequence. 45. Andebherdl miss & bHRdt opany one of clainms 40 to 44, including

authenticating a 10 user of the conputer having a prescribed profile of
access to the storage device. 46. A nethod as clainmed in claim45, as

dependent 0Rg ChAahBIh foMERERRY SRt brofddiihl %Btcﬁ‘é%@ O%W:e%?ts'fd?lnéfa L
the ¢ at Y,

i ncl ude a custom boot sector for onputer t i ncl udes 1 nvoking the
aut heni ti cat i nbandle@:bysmdompetarditamo dnasthonised desess sheicompuenr avinghadiost he

conputer durin ai,d start. up seguence wth the custom,bopt s r and
Gt hent 1 cat | ngCR e yRBpeETng R By Endyimeadmiusethey thp RoshERkbt dee
cl ai medqpn cl apfgtemarinddrdenso dpRefEERE @mplitel BndSstordRy Bblice StHedmethod

aut henticating includes enabling a user of the conputer to enter a |ogin
comprising:-

controlling access between the host CPU and the storage device
independently of the host CPU;

blocking all data access by the host CPU to the storage device during

15 initialisation of the computer; and

intercepting all said data access during the start up sequence after said
initialisation to effect independent control of the host CPU and configuration
of the computer in a manner so as to prevent unauthorised access to the

storage device thereafter.

20 41. A method as claimed in claim 40, including unalterably storing computer
~ programs for effecting said controlling access in a location separate from the

memory and not addressable by the host CPU.

42. A method as claimed in claim 40 or 41, including storing critical data and
control elements associated with the basic operation of the computer and
25 access to the storage device in a location separate from the memory and the

storage device and not addressable by the host CPU.



20 identification and password and verifying the sane to establish whether
the user is an authorised user of the conputer having a prescribed profile
of acceswotos/0032¢2 st or age devi ce before all owi ng the starPCip®eqesance of
the conputer to proceed further. 48. A nethod as clainmed in claim47,
wherein said login identification and 23gpasswords of authorised users and
the prescribed profile of access thereof form part of said crltlcal dat a

and control nments .and t he n des, co ri.ng th

ogi 1 dent 451 KarebRd iRt Bl e (REu G A SSTRTT SurRRgRY 1 Post
passwords wi t hGpUSaite s‘éfd &ﬂ.tfc%h dde én@@enﬁenné|émen@é IPRFicadich of the storage
authenticating a user If there is match. WD 03/003242 PCT/ AU02/ 00847 -

49. A net hod a@ewcbaané@perattﬂgdhmMpwthemdepend@tb'r@‘stbmsm@@gprdﬁrvideedmng
access conpri esta prescri bed ih ocat i O{é of predeterm ned | evel s of access
permitted forNgPaGURGEWERCE G &°'BPESEr i bed partitions or zones of the
st or age devi ce. 50. A nmet hod as clainmed in claim49, wherein said

aut henti cat i glnc s 5 enabl.ing a particular scrlbdlevel

St hor i sBd AR MU SecCaitondn: Catoghh Migrin: Sad: Sl did e Rorire!
within the Cr'élbﬁ@ntgahauaadld@ﬁﬂﬁéaqion abwt@sbeét %Petﬁlef gtdﬂ@g@taé\%é o€
users having access to the storage device. 51. A nethod as clained in claim

50, wherein sa¢mBimghtvet carapiiey 1o moinplete itemebiphatp! chiegK puringcsaidrstart up
prescribed | evel of authorised user to allocate and edit 10 particular
predet er mi ned PEHE$Cof access to said prescribed partitions or zones for
all authorised users havi ng access to the storage device within the

itical ts. 52. A f t
i ng-a hots. Adiethan 57 SeBasd KAt ppé cepgms Arkinsd tiebiing e RERIb Gy
to | oadprogr ajger & ﬂ{éi%bn{p}mté}pﬁéﬂhg 4 hfesdHbeROBRIfIE lof Htbeds $hOthaJStofsye ce

for storing data to be handled by t conputer, the security device
conpri sing: blde¥eerg neans for selectively blocking data access between the
host CPU and the storage device; and

46. A method as claimed in claim 45, as dependent on claim 43, wherein said
critical data and control elements include a custom boot sector for the
computer that includes invoking the autheniticating step; and the method

15 includes assuming operation of the computer during said start up sequence
with the custom boot sector and authenticating the user of the computer at

such time.

47. A method as claimed in claim 45 or 46, as dependent on claim 43, wherein

said authenticating includes enabling a user of the computer to enter a login

20 identification and password and verifying the same to establish whether the
user is an authorised user of the computer having a prescribed profile of

access to the storage device before allowing the start up sequence of the

computer to proceed further.

48. A method as claimed in claim 47, wherein said login identification and

25 passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and the verifying includes
comparing the entered login identification and password with the login
identification and passwords within said critical data and control elements and

authenticating a user if there is match.



aut hentication neans to authenticate a user of the conputer having a 20
prescribed profile of access to the storage device; wherein said bl ocking
means naiwoaBne32sai d bl ocki ng data access until said autr€ERAWAVITBN Means
conpl etes correct authentication of the user of the conputer. 53. A
security device as clained in claimb52, .ijacluding processing nmeans 25

i ndependent of the host CPU for controlling the operation of said bl ocking

means for bl ocki ng ,access between the st. CPU and t he storage.,deyice in
feaponse. t IS dMBEILAS SaTIoEh Thelalt, SebSran 309 Proterath proub Y Sctasss,
A security devigfpAseshPreBstibed éllo%'aﬂbﬁ%fP%téﬁnﬁinbb@e@l@%kb&&é%ﬁwiﬁé@ckS
all data access by the host CPU to the data storage device before

i ni tialisationfor@h autborsesiusentoduesedeashpariitionsidezones efribemtoragerdsyins. t o
intercept all said data access imediately after said initialisation under
the control of said 5 processing nmeans. 55. A security device as clai ned
in clai m5450mAeretinod aasl ghaiowsks $n ngjaimead® wiefeint saidndotiemiieating: dneludes of
t he host _.CPU and ,configuration of the c ter in.a mnney so as to .
prevent  Anaut nopeRBY 3 RTCUIED pieseriig, BYET gL aHteissHoleCls BeA A Beptitng
means i nter cepfogitd idahtichlibas A6RES passWEdsaiihh athketkrifiédld dafd and control
initialisation and before | oading of the operating system of the conputer.

56. A securit yelggwanie ferspeiciyingdauthorigegd users bavinigeacesss 3o the soragmdewre.
said authentication neans enables a software boot of the conputer to be
effected after correct authentication of the user, and said processing
means per ni §3%. Anoretiadd | amdilaigest in hadaioped@it Whgrains saich duthiemijcating sneludesip
sequence of the 5 conputer followr i d software boot. 57 security
dovi oo as cl a SRAPING SHY PaREUAT RPSPHPERvEL IR froadiorge fithut
control gpsai d phiekiandpreeefsniine®flE@s & apkéstg t@CSd SpreQclibdd PpliRIs or
device after correct authentication of the user in accordance with the

prescri bed prozones tr allcawberisgd usersuBaying access to the storage device within the
critical data and storage elements.

52. A security device for a computer having a host central processing unit (CPU),
memory used by the host CPU to load programs in order to operate the
15 computer and a storage device for storing data to be handled by the

computer, the security device comprising:

blocking means for selectively blocking data access between the host CPU

and the storage device; and

authentication means to authenticate a user of the computer having a

20 prescribed profile of access 1o the storage device;

wherein said blocking means maintains said blocking data access until said
authentication means completes correct authentication of the user of the

computer.

53. A security device as claimed in claim 52, including processing means
25 independent of the host CPU for controlling the operation of said blocking
means for blocking access between the host CPU and the storage device in

response {o said authentication means.



20 58. A security device as clained in any one of clains 53 to 57,

i ncl udi ng program nenory neans i ndependent of the nmenory of the conputer
and t he sworlages24zlevi ce to unalterably store and provi de ®CEA0200837 Ogr ans
for operating the processing nmeans in a prescribed manner to control said

access. 59. A security device as clained kN any one of claims 52 to 58
i ncluding nenory 25 store neans indepenéent of the nmenory neans and the

2ss00 at e M+ A ReRHNB-APAC8 G5caiesh oI &% Wi b o d e sy FRER " °
storage devi ceg Mga%mc%%%%hgqa%ﬁ@% Rpﬁﬁg?data%%or@ge RVRICHEbEY inftRNis S8R S

claimed in cla mb5b9, erein said critical data and control el ements are

suppl i ed to anof theedetyrity evicss endAociudes istaréépting oreams tohintersept aljesaid
devi ce and operating the. conputer independentl f the,stgrage ., device.
during the sta @auﬁg%ees&ugﬂ@g%&ﬁtelyhaﬁ%%ﬁﬁ[féql{_laléagg_n lA”%%cﬁﬁ E%Qnﬁgcptesaé%
claimed 5n cl ahipcE8sinylmgsand) said critical data and control elenents

include identification data in respect of the storage device for enabling
the conputer to conplete its peripheral check during said start up

sequence. 685 A S DevRRY RS lditned # @Qw B4ChHdRif0sAl rbce¥difg ahBassai d

critical data and 10 control elenments include a custom b(_)ot sector that
i ncl udes i nvokéffiects ddepeadentaentoeltaf dne heahSPloandiseniigurgtiopet e exmpiter he

conputer during said start up sequence.. 63. secur,it vice ,as. ¢l al ned

By oneof | D& MONgS Spases b ane RerlpRERe b e SPRESBNcR odlEs
! ogin veri f)/l ngaiﬂﬁﬁ’fé‘ﬁcérﬁir@”@'@bﬂs@n%ptmb éah@_dal@ a‘é@é&lirﬁmebmtélytaﬂ‘ferasdid)gl n
identification and password and have that | ogin identification and password

verifiedOt o aulnifigtisalien and Befprgdeadingiohiheapprerating siysisay ofithe casnpyiee

conput er having a prescribed profile of access to the storage device
before allowing the start up sequence of the conputer to proceed further.
20 64. A sebbrAtsealsily ceviee as atlaigied in enyli onedf awigrsebd toabel wogrein said
Identificati Onal?tﬂgntication means enables a software boot of the computer to be effected
after correct authentication of the user, and said processing means permits
normal loading of the operating system during the start up sequence of the

15 computer following said software boot.

57. A security device as claimed in any one of claims 53 to 56, said processing
means controls said blocking means to effect blocking access to the storage
device after correct authentication of the user in accordance with the

prescribed profile of access of the user.

20 58. A security device as claimed in any one of claims 53 to 57, including program
memory means independent of the memory of the computer and the storage
device to unalterably store and provide computer programs for operating the

processing means in a prescribed manner to control said access.

59. A security device as claimed in any one of claims 52 to 58 including memory
25 store means independent of the memory means and the storage device of the
computer to store critical data and control elements associated with the basic

operation of the computer and access to the storage device.



passwords of authorised users and the prescribed profile of access thereof
formpart of said critical data and control elenents and said | ogin

veri fyi ngwormame4nccesses said critical data and control ecCenanteosso ef fect
aut hentication of a user. 25 65. A security device as clainmed in any one of
clainms 52 to 64, wherein the prescribedsprofile of access conprises a
prescribed allocation of predetermned Iévels of access permtted for an

aut hori sed er of the, conputer to.prescribed partition r,.zones of the
st or age _de\/éj(iég.‘ S?@‘@ﬁﬂ@ﬁ?ﬂ g@*ﬁ'@\‘%@'g?@ﬁ@ ,_V\ngelgéal%\cgéﬁ!dﬁf ?B@\?PBEOQS
claimed in anysi@pRnef afd AUPPIIEL tb ArRPusdietne hbst CFuY HeNVEsRIon oremMes

i ncl udes an authentication application programstored in the program

menory neans, sthegeedevigesand eoparating dhet eempuierdigdependedly of .the siemgs ty

or o1 am 1 nel ude e an T SRR SRR o oea uSer  havi ng

hori sed user having a
particul ar prescribed | evel of access to create and edit authorised wusers

67 a5 deBeribrh SeRIL HeCsse® Gleamen it o Wit S e AR sl ' "

program i ncl udggpeEL38cINAET idkBtiRdbhNBafE I SrespEctt of aRabkeragd Hedidhesi sed
user having a particular prescribed | evel of access to allocate and edit

particul ar pr eglwabdingi thedcdrapities tofcompletesits pesipharal mheskrdusing said tstant as or
zones for all authorised users having access to the storage device. 69. A
security devi cERENEPai med i n any one of clainms 52 to 68, wherein the 15
security device is adapted to be connected only in line with the data

h bet v t he host. CPU and t t devi ce, if th
e r et BN B ey af Wil B8 5 Y Wi o DBR Pt A
protectypg a SEeHirRALIEREhES ifNids EOELSBTdbat tsechf thadnddieded Invdkaymericer

from unaut hori sed access, the conputer havi'[r;% a host 20 central processing
unit (CPU) andautbeplicationareans farassugingpperasionsddhe computer during said start

up sequence.

63. A security device as claimed in any one of claims 60 to 62, wherein the
authentication means includes a login verifying means to enable a user of the

15 computer to enter a login identification and password and have that login
identification and password verified to authenticate said user being an
authorised user of the computer having a prescribed profile of access to the

storage device before allowing the start up sequence of the computer to

proceed further.

20 64. A security device as claimed in claim 63, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and said login verifying
means accesses said critical data and control elements fo effect

authentication of a user.

25 65. A security device as claimed in any one of claims 52 to 64, wherein the
prescribed profile of access comprises a prescribed allocation of
predetermined levels of access permitted for an authorised user of the

computer to prescribed partitions or zones of the storage device.



prograns in order to operate the conputer and storage device, the nmethod
conprising: selectively blocking all data access between the host CPU and

t he st or aye o3deszirze; and 25 aut henticating a user of the ecmpenvodzavi ng a
prescri bed profile of access to the storage device; WO 03/003242

PCT/ AU02/ 00847 -50 wherein said bl ocki ng of data access is maintained
until the user of the conputer is correc?ly aut henti cated. 71. A net hod as
clainmed in m 70, wherein said se]ective bIo king c contr | 1ing
Cccess bt ub A (REUHG MR R e T AR cotR i caes B Do MISTB TG he
host CPU. 72. AABAIMicRSmELAS n%%dé@,éﬂ@umemcawm?éﬁblreaﬁah%ré@ﬂaﬁ?éto\f@d in

bl ocki ng occurs during initialisation of the conputer and includes

i ntercepting ahe praghnameaemogyouesss,dheimgmbhestorameans awdhestarege weriteat el y
after said initialisation and before |oading of the operating system of
the conputer to enabl e i ndependent 10 control of the host CPU and

confi gur at i ®n Af seberityodpuicer asn ciimadnér dainas66.t (wlmreimrtheuaathemﬂjcam
access tQ the st e devi ce. A et h as cl ai e e .of .cl ains
7050 798 | nol SRS HGR PHOSTRITHGCIdES s rRUmE20s 1 RB2Bisl pdhogPra ser
correct aut henﬁé\ﬁ@g Iaoaaﬁfcutenepregévbeoﬁr&,el a leb8g té‘eré@tb b didrahotidsy
operating systemduring the start up sequence 15 of the conputer
thereafter. 74useﬂisrﬁ@t$m$samgdhalsh®’dgerde&m¢ one of clains 70 to 73,
including controlling blocking access to the storage device after correct
aut hentication of the user in accordance with the prescribed profile of
access of t6® Asscurifbdevicewishadined ol damed7 as dependent on cledmn 65, wheviein 73

or 74 as dependent on ..2Q.claim7 i ncludin al t er abl ori.ng conputer
orograms for anpdPRaicaliop Sudlchfion e Eit S AEER drotlsneu e FaFEM rom
the memppy andighghablad@iE asfHori8edusePhialtPRt a PaHicular prescribed level of access
to allocate and edit particular predetermined levels of access to said
prescribed partitions or zones for all authorised users having access to the

storage device.

69. A security device as claimed in any one of claims 52 to 68, wherein the
15 security device is adapted to be connected only in line with the data access
channel between the host CPU and the storage device, and off the main data

and control bus of the host CPU.

70. A method for securing and protecting a storage device for storing data to be
handled by a computer from unauthorised access, thé computer having a host

20 central processing unit (CPU) and memory used by the host CPU to load
programs in order to operate the computer and storage device, the method

comprising:-

selectively blocking all data access between the host CPU and the storage

device; and

25 authenticating a user of the computer having a prescribed profile of access

to the storage device;



76. A nethod as clainmed in any one of clains 70 to 75, including storing
critical data and control elenents associated with the basic operation of
t he conpuwero3/o@®4and access to the storage device in a | oeariAan2eessar at e
fromthe nenory and the storage device and not addressable by the host
CPU. WD 03/003242 PCT/ AU02/ 00847 -51 T7¢qy A nethod as clainmed in claim76,
i ncl udi ng i ndependently supplying the host CPU wth said critical data and

trol el t . L f ' f the st devi ti th
Computer i ndepertBAEIY Y PRRTGPE gt asrees o rraigands LEILiY Bt ehhce

of the conputer.cSmpbterfs EBYEQH AfthEhfiddiBE in claim 77, wherein said
critical data and control elerrents include identification data in respect

of the storage device for enabling the conputer to conplete its peripheral
check duri ngq sali r ; : 9 t V@R cSMmBhiged 7
or 78, mherg?'nﬁsrﬂ?@{ogrést P%érpéggﬁ?@ﬁ]d@’owpréﬁm é%gpg?%r?gn?s e gJt](c:Ie glg%stom
boot sector f oconttalingpnpatass tbetiveenc|thdeshashv @PWg anchethaut dtersigel cdevieey
step; angd the nethod,incl S ,as } ng operation of the conputer during
sai d stagt up 'E‘Bﬁﬂ%'ﬁ%%"%&ﬂ%ﬁpi&?}gm boot sector and authenticating the
user of the conputer at such tinme. 80. A nethod as clained in any one of
claims 70 tg_79, erein said 15 authenticating ingludes enabling a user
of the conpg%-e'g W%ﬁ@rs glajragg n &6'@?1t7i1fvi‘@'a?rie Séfﬂcj Sﬁg‘%@%r O‘élﬂagv%(fqulr%/i ng
the sane to es ' : her i i it 8 9fi e d
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conput er having a pres access to the st evi ce
bef ore al | owi nacadss during thepstaeiue sequence fremediatplyt aftent saigrioitiabshtionr amdr .

20 81. A netho s clainmed jn claim80, wherein said |ogin identification
2nd- passwor dsbgpre e Sotrt el austRET B b8 aep a8 JrdeeiRlent

t her eof 10f or m gsHitfol Of tR@HsE OFU 6l cdafiguritidnTthe YonfhRERH & nddkthdrh® as
verifying includes conparing the entered login identification and password

wi th the | ogi nto prévant anadbonsechaccessdovioe gtorage Wemiceai d critical data and
control elenments and

73. A method as claimed in any one of claims 70 to 72, including performing a
software boot of the computer after correct authentication of the user, and
allowing normal loading of the operating system during the start up sequence

15 of the computer thereafter.

74. A method as claimed in any one of claims 70 to 73, including controlling
blocking access to the storage device afier correct authentication of the user

in accordance with the prescribed profile of access of the user.

75. A method as claimed in claim 71 or 72, or claim 73 or 74 as dependent on

20 claim 71, including unalterably étoring computer programs for effecting said

controlling access in a location separate from the memory and not
addressable by the host CPU.

76. A method as claimed in any one of claims 70 to 75, including storing critical
data and control elements associated with the basic operation of the computer
25 and access to the storage device in a location separate from the memory and

the storage device and not addressable by the host CPU.



25 authenticating a user if there is match. 82. A nethod as-clained in any
one of clains 70 to 81, wherein the prescribed profile of access conprises
a prescriwed3abizerati on of predeterm ned | evels of accesecpaxunnesad f or an
aut horised user to prescribed partitions or zones of the storage device.
WO 03/003242 PCT/ AW02/ 00847 -52 83. A nmgyhod as clainmed in claim82 as
dependent on claim 76, wherein said authenticating includes enabling a

parti cul ar e cri v of .au hor ser.to cr and edit, | qqgi
Pent {11 cat [ rd TBRRORRS HEImEd F A (hancl it inopghidn o e e st
el ement s for SQPGJ With RGN 'd%\%jaHéQfo%trBﬁé!e’ﬁ%lﬂﬁ@ﬁ\%ﬂf@:atlén o eheS ERIAGS
device. 84. A nethod as clained in claim38 wherein said authenticating
i ncl udes enabti¢vige Qadmmaung:ihﬂeacorpp@@cmdw@nnemﬂey obthessiorage davicaidering o
al l ocate and eglit t8ﬁart | cul ar determ Eed | evel s of access to said

prescri bed par é’po§equ?5'ﬁ§§)f ¥ CAPULt hori sed users havi ng access to
the storage device within the 10 critical data and storage elenents. 85. A

security deyjce for, c s Substanti as_descr,i bed in wth

ref erenc® %é’ ﬁe %Cﬁ%n F § %ﬂf? ZZ é‘ﬂ]ﬁ"% r palde CT1iGR %%ﬁe?'ﬁ%ocwpl
securing and pgRhRGts NBcRidat Weﬁﬂﬁcé*ﬁ)ﬁ @Ritd ah ?és‘b'ébf‘g)fdﬂﬂeasid?a g déacslifed by
a conputer from unauthorised access substantially as descri be 15 herein

wi t h ref er enceenablingetheccomptieyitogcampiaia s resipheprlophackt during said start up
sequence.

79. A method as claimed in claim 77 or 78, wherein said critical data and control

10 elements include a custom boot sector for the computer that includes invoking
the autheniticating step; and the method includes assuming operation of the
computer during said start up sequence with the custom boot sector and

authenticating the user of the computer at such time.

80. A method as claimed in any one of claims 70 to 79, wherein said

15 authenticating includes enabling a user of the computer to enter a login
identification and password and verifying the same to establish whether the

user is an authorised user of the computer having a prescribed profile of

access to the storage device before allowing the start up sequence of the

computer to proceed further.

20 81. A method as claimed in claim 80, wherein said login identification and
passwords of authorised users and the prescribed profile of access thereof
form part of said critical data and control elements and the verifying includes
comparing the entered login identification and password with the login
identification and passwords within said critical data and control elements and

25 authenticating a user if there is match.

82. A method as-claimed in any one of claims 70 to 81, wherein the prescribed
profile of access comprises a prescribed allocation of predetermined levels of
access permitted for an authorised user to prescribed partitions or zones of

the storage device.
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83.

84.

85.

86.

-52-

A method as claimed in claim 82 as dependent on claim 76, wherein said
authenticating includes enabling a particular prescribed level of authorised
user to create and edit login identifications and passwords within the critical
data and control elements for specifying authorised users having access to

the storage device.

A method as claimed in claim 83, wherein said authenticating includes
enabling said particular prescribed level of authorised user to allocate and edit
particular predetermined levels of access to said prescribed partitions or
zones for all authorised users having access to the storage device within the

critical data and storage elements.

A security device for computers substantially as described herein with

reference to the accompanying drawings as appropriate.

A method for securing and protecting a storage device for storing data to be
handled by a computer from unauthorised access substantially as described

herein with reference to the accompanying drawings as appropriate.



