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WD 2004/ 095205 PCT/ US2004/ 003387 NCDMA CACHE

BACKGROUND Field of the Invention 5 [0001] The
wOonvewswe rel ates to security devices for proPeTiSHg4/003387

sensitive data frominappropriate access by I1/0

devices. Mrre specifically, the invention relates to

a cache for a NoDVA tﬁ%ﬁl\{[&%Agf—fﬁws t he segnents of
[ ata

menory that contain Sensitive . Background 10

[ 0002] Financial and personal transactions are being

per f or med on conputigﬁﬁagﬁﬂﬁaéﬂﬁg.an i ncreasing rate.

However, the continual growh in the nunber of such
Field ofatheiIventignsact i ons has al so led to increased

ttacks . .on the .conputer systens,su rting these ..
O e e TGSV BRI B da ST g vaen TP PIOtetfy Fenpitive data
0 V. : tdp@ri ;
Fror BB i Ao b PR o MGG ARy e heition relates
to aaahé ferd KelbMecbk bht aaolkd tHewegtaings ¢Em@morgabhatontain
security nunbers, account nunbers, financial data,
sensitivewhata.bal ances, passwords, authorization keys,
etc.) results in a loss of privacy, theft of private

Bmiingncaal data and simlar malicious actions. [0003]
hni que used to attenpt to access protected data
[oddzf he usgafial A0 PEEBHY PEERSEoRSANSSSe PEEBIMed on
peri pheral devices through the direct nenbry access
confiiii)g deviceohd @t incleaBiv ratat Howerer ahe aastipeal gitvevthl in the
devi ces such as_  network cards to read and wite to

nurgher efAuehrisapcisl transastions hassdyeledito thereasashatiagks on the

confp gef Py s TP BRGr B MESF PRI RRT oG SeTir Iy ik Drd fo

sec@fiﬁ?’ éxﬁ%\gmgé{ (?TL@ QRAFHh &% 1Y Pr&FBnt Uai B zdiBackess to or loss of
achi eved by Tor

ki ng requests menory access to
sensigigarhits Dbssnarmianthenntdbdtiesgobamsitivevdath Ifé.gr, satiabsecurity
that is outside the segnent of system nmenory
nurgbelsgacposat humhess financisd dpts, inptrardibalimges asgyords,

authorization keys, etc.) results in a loss of privacy, theft of private financial data

and similar malicious actions.

[0003] One technique used to attempt to access protected data is the use of
memory access requests from peripheral devices through the direct memory
access (DMA) controller. A DMA controller allows peripheral devices such as
network cards to read and write to system memory with minimal usage of the
central processing unit. The use of memory access requests from I/O devices can
circumvent the security measures provided by an operating system. This may be
achieved by making requests for memory access to segments of memory
containing sensitive information that is outside the segment of system memory

designated for use by the peripheral device.
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1 WD 2004/ 095205 PCT/ US2004/ 003387 BRI EF DESCRI PTI ON

OF THE DRAW NGS [ 00041 Enbodi nents of the invention
waneodidosost rat ed by way of exanple and not byPrPaEpSef04/003387

limtation in the figures of the acconpanyi ng draw ngs

in which like references indicate simlar elenents.

|t shoul d bgr ot SihddiRipIRIN'GRITEE HRANINGSC! " one”
enbodi ment rily to
the same enbodi nent, and such references nean at

[0d®ESt oMembb@RR&)ts bif ﬁwmvénﬁSn&r@ﬂD@Kra‘ﬂédibi ggaag?f @ample and

conputer systemincluding a NoDVA cache.
notpiyguay of limytatidn indke digageseh e acopupanyich

like?rg a%gq"é 1%&%%#%5@1%163 Iﬁ%&%ﬁi{ﬁﬂ@%{@%&% N?:e erences to "an"

" 9] ; LG . B { No DIVA
or 'She} EhBbRmeb bl Pl Be et Pel resHdRap el sfe
embddinsdtpdRS s@dlerefeiadimain af leaseommut er system 100 15

including a chipset ("north bridge"') 117, a set of
[0QGH]) r al Kigored s abloskidiagraGPokd cormh®iitenaystars tmetudinga y

101. In one enbodi nent, the set of CPUs 105 is
NobdhA€aee) to the northbri dge 117 via processor bus

119. In one enbodi nent, conputer system 100 contai ns

i pl e Lt . .
(0gBRE o BRI E 5 bk Uiad Bn B B BLPOEETIN Iy beh o
chijsss LemIdABnHRY N¥DIIC| ude a single CPU. The system
menory 101 i s connected to the northbridge 117 via
menory bus 121. System nenory 101 includes a no direct
[0G&HDry diguse3 i Ndigemtafal NoDMA dagba efrutivirene
"~ enbodi nent, systemnenory 101 is a set of random
ccess nory.deyi ces suc nchr onous dynamni c
0@ fom e ity St SRS M Hote ISR at o
random access nenory (DDR RAM, or simlar devices.
The nmenory syst empPiaRYDIADESCRIPTHON I €9i sters and
simlar storage
[0009] Figure 1 illustrates one embodiment of a computer system 100

ings in which

including a chipset (“north bridge”) 117, a set of central processing units (CPUs)
105 and system memory 101. In one embodiment, the set of CPUs 105 is
connected to the northbridge 117 via processor bus 119. In one embodiment,
computer system 100 contains multiple processors 105 to support multiprocessing
in a server environment. In another embodiment, computer system 100 may
include a single CPU. The system memory 101 is connected to the northbridge
117 via memory bus 121. System memory 101 includes a no direct memory access

(NoDMA) table 103.

[0010] In one embodiment, system memory 101 is a set of random access
memory devices such as a synchronous dynamic random access memory
(SDRAM), double data rate random access memory (DDR RAM), or similar

devices. The memory system 101 may also include registers and similar storage
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2 WD 2004/ 095205 PCT/ US2004/ 003387 devi ces. A NoDVA
table 103 is stored in system nenory 101, which tracks

woheo4/98msent s of the system nenory 101 that cearaismo4/003387
sensitive data. Sensitive data may include soci al
security nunbers, financial account nunbers,

o35 AN A B s B s Ry gy Rth bRkSine

e L8 PR TR SERTTIL I AR pive

“‘ma¥ 18dd Q3ciaPeasIPPRH MRS, FirfaR@ia? S8Rt rRfmBEE] E‘zétswords, and

containing the sensitive data and all ow ng onl hose
simpla@daas that are authorized to access secret
information to access the protected sections of nenory
10 101. In one enbodi nent, system nenory 101 is
[0GEGhEent €bhd NoDNAgeble F8gkta can bewaed byrarsoperatiag system (OS)
determ ned by the operating system In one enbodi nent,
to resiwict penpes taumeniayrsegirienbscw@saining sersitiyedata)byl flaggiog an
enbodi nent, the NoDVA table 103 is structured as a
entspit {he e MAtakle 193 correapondisgrte sho mETMENT Y THEWPEE of
menpry 101. |f a page 15 contaips_sensitive data the
condipmg thegeasisivedajg and -aﬁewmg REbBHHOSE @.‘f%@ﬁ%@iaﬁ 8% o

authtord B8 e s”ﬁ%?té%%;io%bﬁo%c%é’%ﬁ%ﬁo%ﬁ <6l @tifns of memory
101. ..l ' , i
101 08 bl B AT 19 5Pl HET Bages can
I
varhth 3588 depr R R cherriti oy o A BB S dinais
pag¥eapé YouQdi1 ednan, 4 he start address stored in the

ase register. NoDVA'table 103 is sized according to
data stored in a size register. \Wen NoDMVA table 103

[0052] enalbinashe éthboditt@asge NyDMA [tARed@8ii€ srattsired s a
checked against the table 103. [0013] In one

contiginods sendf, bitseachiebiéspadidling 02 pageadfimgambry a0bt Hra page
a page boundary and end at a page boundary. This
congaing nemaitive dafal theicpsratire sisternfwils seth eheNoibvrrespdreding to that
103. I n_anot her enbodi nent, the NoDVA table 103 may .
pagstinrthe NaDMy tabdeil €% sThabaserasrspart of thabloRYAoteble 103 is
suffi cient contiguous _space for tg,e t abl e .
relocatable in system memory 101." In one embodiment, an operating system,
basic input output system (BIOS) or similar system can relocate the NoDMA table
103, for example after boot of system 100. NoDMA table 103 is located in system
memory 101 based on the start address stored in the base register. NoDMA table
103 is sized according to data stored in a size register. When NoDMA table 103 is

enabled, all accesses by an I/O device must be checked against the table 103.

[0013] In one embodiment, the NoDMA table 103 is aligned to start at a
page boundary and end at a page boundary. This alignment simplifies the use of
the NoDMA table 103. In another embodiment, the NoDMA table 103 may start
at any address in memory 101 that allows sufficient contiguous space for the table

103. Each bit from the starting point to the end point of the NoDMA table 103
3
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103. Each bit fromthe starting point to the end point
of the NoDMVA table 103 3 WD 2004/ 095205

wWOCT4#082084/ 003387 i ndi cates the access pri vi pegaistmn/003387
non- CPU accesses of each page of nmenory 101 starting
with address 0 to cover the entire nenory address

B W R T S LT —
staﬂ?i%iglv.\/ltﬁ%h s ré%goetgscogr@f tcﬂeféﬂtﬁre rfl ?)z Sddhdss %gﬁ% - a% hER Ao be

I Vil eges e page use

proEézz@edl OWH&%@ %r%zld%qw%%a;} td Bhddi@rBERI TS #ﬁﬂfife%% for a
the NoDVA tab 3 and the page address of the

parﬂ@@l@r hadhes A eas detbrmihel Sasilye acedss @RARGES orNDBYRAge
tabl e 103 entry can be easily cal cul ated and accessed.

bechtisElidle rlotthbred gehiddhaseattessrtorthébiartige addresh afltheDNoDMA
comuni cation between system nenory 101, CPUs 105 and

table/103cend thepapeaddiess afdhe pbge tiyke adcegded. i Aotsdes a
central data buffer (CDB) which processes I ncom ng

corrgsponginglie P Artabled B entiyoeandre easilysalqulated @yidcassessed.

iggrﬁgﬁdllég | ﬁletnlt ral ::ggér ol block (CDB interf ?ce)
[00iless P%é‘é’f“%o‘%ﬁbeeﬁ Rt Bﬁlgs%%%? e et g%%%an&wgaﬂon
betisE SRUE ByPOns LUb B BRA AR @@éﬁéﬂ Sar ey dhride
17 oS B gan%é%? bifer PPt o6 thl g Bftifory
aCC%%%H&?%%%E%%e USRI ?%f%?%ﬁ%‘ﬁ%ﬁ* 5313 sy e6cl

blo&%‘ B ihfface) PIEhdM&HniGal FoceR i 1?1901@@1‘1@ hYerAGHLaZess

uests (e.d., read and wite requests). In one

reqﬁ@@%@ﬁh&@ﬁ{al pt@sue WE Hu @%(ﬁnfglrééfﬁes*t@ Vieh$dryQidbedd i@y B6sts
(FI'FGs) or errpl oy a simTar 20 queue rranagerrent

waisidieiothe piveedsed DBJO7 bt CIaB $nteiface Utk aresstdiddh queues.
cache 109, which stores recently requested NoDVA

CDBélﬁ)Vandr(ﬁDiBenterfﬁme 413 pebeesd @@erery reguestaifred [aGddesees 115
by the CDB interface 113 before accessing nenory 101.

andcpBd tequestad slata fom systemmagewry A6bie hiO sevices ﬂé@u ng
nmessages in their respective queues. In one

enbodi nent, the northbrid 117 al so i ncluydes a set of
[0035 ) egi skhgRontabridge! %olmﬁédqsm Pgﬁugﬂesr\tiﬂewoef%m@mmg

03 and NoDVA cache 109
an outgomg memory access requests (e.g., read and write requests). In one

embodiment, the queues are first in first out queues (FIFOs) or employ a similar
queue management scheme. The northbridge 117 also includes a NoDMA cache
109, which stores recently requested NoDMA table entries. This cache 109 is
maintained and used by the CDB interface 113 before accessing memory 101.
CDB interface 113 also manages incoming and outgoing messages in their
respective queues. In one embodiment, the northbridge 117 also includes a set of
registers related to the function of NoDMA table 103 and NoDMA cache 109.

These registers include status registers, a base address register that indicates the
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These registers include status registers, a base

address register that indicates the 4 WO 2004/095205
wWOCTi4#082084/ 003387 address in nmenory 101 wher eCRaBRA4/003387

table 103 starts, and a size register that indicates

the size of NoDVA table 103 in system nenory 101.

ad&%%ﬂym%%w?Of g\pr?e% T)b) A]?a{‘t}lg . s 1d{d Qrs%tggl%ngf‘stt%r that

om access Dy non- evi ces.

indatdBPR sYze! &%%EF/PA fABle éﬁ:g%hg 3 seigmdlﬁteﬁw?g q@pnot be read

or witten to by a non- Ice. Protected pages are
not static and pages can be noved into and out of

[0016] ect efh siHeddHBodinfer?RoRRPAAEERTT protaés inhdmbeg 201 frém
uses NoDVA table 103 and NoDMA cache 109 to enforce

accédsi 18y noy-<IRUINdeXeBbPSegmbiets b nahdey that cbrtain Protected data
performance. In one enbodinent, 1/0O access to a NoDVA
cannhabbe rd0Bor wyitem tofbynenonyCHA0 Hevicea Ruatestedephgas aae avot static
10 when NoDVA table 103 is disabled. Any attenpts to
andhpagessanthesmowgdl dmtogindsgist afmrotastast statiel Iix gne emiodiment,
the northhrid 117 chi pset and

error, are logged b e .
noreieric g SV EwiapsNpOlA lflogil7 priRioRMA seeheLiSiipeenfageebis
o U O A S A

. g. 1 ' d
1/ fetpsio AN B G o TR R R R T AR g et even
. = . i
861445 IR T 0 By
meffIH 194505 Sh ¥AbE QS ld’%@%ﬁrﬁy He I&?}Eﬁlﬁ‘idg@gllj EipsilrdcBthe

can’ support communi catl protocol s 1 nct udi ng

systph id¥Re€ss, Hublink (HL ), Peripheral Conponent
I nterconnect (PCl) and simlar systens. A separate 20

NoDVA cache 109 may be dedicated to each 1/O unit or a
[oGLUDEet OThd IO sotuak 1Ubinhsy bé A condaunicationpontel tibeice
performance of the NoDVA verification. In another
(“senthbdidgef} whath hdr@dleocrmenuriiSaticy béteveengesripferal devices (e.g.,
peripheral devices directly connected to northbridge
storapp. dif o1 8lodeingu netvworkscagdd pod lsirdilanyd evices) andrather pepheral
117. This diagram 25 illustrates the structures that
devgeasrrthe pordhsidgeddde dheseytilzidgs bl or paithbridgall7 may have
multiple I/O units that can be configured to various widths of ports. The I/O
units can support communication protocols including PCI-Express, Hublink (HL
), Peripheral Component Interconnect (PCI) and similar systems. A separate
NoDMA cache 109 may be dedicated to each I/O unit or a subset of the total units
in order to improve the performance of the NoDMA verification. In another
embodiment, an I/O source 115 may be a set of peripheral devices directly

connected to northbridge 117.

[0018] Figure 2 is a block diagram of northbridge 117. This diagram
illustrates the structures that support a memory access request from a peripheral
device 217 to system memory 101 and the return of requested or outgoing data.

Network or peripheral devices 217 communicate over a physical layer 215 and
5
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device 217 to systemnenory 101 and the return of

requested or outgoing data. Network or peripheral
wdevidmes20217 comruni cate over a physical | ayer PeTASa0d/003387

5 WD 2004/ 095205 PCT/ US2004/ 003387 link |ayer 213

wi th inbound processor or logic 209 and out bound

i EERES bbb B yacehed o (R Alarth AR Pihceucor or
1ogf£%§%ﬂ??ofdlﬂff%5d“e[ lb'oﬂiﬂg ﬁ%@éssallg%%@eweﬁﬁénh@?g@cess requests

nmessages I n oun ueue I'n one e
e498s4a
PRS00 s 1 A Bt B

quetRe f | 'Iﬁ ohM RendifRSS aBouRd quiedeest anfd catbleindgdeteP03 are
of requests or nessage types. |nbound queue contr ol

eacR@éniprizad ©f atrhenbavefnpidues thatadash handleghsppeifie tyzf¥lof message
which is read by COB interface 113. CDB interface 113
or rproestssesdefiradr set af vepestsayuBsiswga myjpesaylnbgend Igatege control

response nessages (e. when processi g%@r ead
207gpenagssdhe mavieanentra dgémthrmgh@mene 20U udhds rraclley CDB

_203. Dataflow through outbound queue 203 is control | ed

intesfacg i BoGheP Hueitace P@C?@es PYHNOTYORLLEFS JeqUEHTE and may
enbodi nent, there are rru E)’l e out bou and i nb

Beri g SRS PIOEC ATSDERS (et o PFORepId TH0 PRE AT agg sent

to fiF Rgr i i< S dnaliftny hfaneh shiRaER Sl 28k Srpgted
by %H@ooﬁ?@pﬁﬁtﬁ% C%gta%ll%}e/rgg? the link layer 213 and physi cal

perip device 217. In one
enbodlnent out bound | ogi ¢ 211 and i nbound processor

[oé‘-Pé?] hangl dhd dEbOARAST Bk Brofnuli@bie RAPbEd khEMhBHund
comuni cation bus running at a different speed

ué&é@@OW@hﬂrﬂ@Blt‘ﬂﬁecé{]@s driiP@thelmedage, &IFRAGIMIEN becdsPBrpes used
1 interface 113 and CDé)107 performgzo predi@%‘?i ve P

by PCefixpedrs, HIL, PEJuestiad sivilar yydwmkoQkithguad @adcdssort 206 sends
i nbound queues 201. The CDB interface 113 iIs

theresppomssidateover thedinkigy et phypsitdlda@b215dnperipheral
servicing the requests. CDB interface 113 enforces

devdeer 25 In pghemhogliment, spdbewnd hgioryl and inkewnd processor 209
out st andi ng, requests to CDB 107, rvi ces outstandi ng

harplla the EansRisgieasef sdataépmﬁérom/AHﬁ mgyieation bus running

ata crllll?f%genrﬂ: s(f)%e ltl(legﬂ qursthbrlg e117. pts and

[0020] In one embodiment, CDB interface 113 and CDB 107 perform
predictive prefetchs of requested memory by looking ahead in the inbound
queues 201. The CDB interface 113 is responsible for making requests to the CDB
and servicing the requests. CDB interface 113 enforces access rights to the system
memory 101, tracks outstanding requests to CDB 107, services outstanding DMA

read requests, performs DMA writes, tracks inbound completions, interrupts and

similar functions.

[0021] The CDB interface 113 performs the access rights checks for the

memory accesses from I/O devices to ensure security in the system. If anI/O
6
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25 simlar functions. [0021] The CDB interface 113
perforns the access rights checks for the nenory
waceEdee®sfrom |/ O devi ces to ensure security PATAUS2004/003387
system If an I/O 6 WD 2004/095205 PCT/ US2004/ 003387
device tries to access a regi on in nmenory for which it

oS5 S BGRB8 s
thef{@l% Cf)% %ﬁlé/r ALCAS i a&gfsdté tﬁQ{'}%lqgtEé‘ﬁ 'Por'rheﬁfc‘) §eeﬁis as

response Icatin e request

well Qﬁ&r& HERSE BERSIVAS coMPA S, it %d%%é%e%bbﬁ%e%lﬁg’é

transacti ons that do not need a response,

indWatihg t6 %héjfé?gégﬂbr lidat the aeedsPds inkald ¢ Fof nidiRolgDRrites and
I nterface In either case, the security violation

othéstrhag@edndyhatily hdtridedgerebpdnsd, BRRrit€BBdddPped by the control
interacts with the CDB interface 113, nenory bus

logicrdfehé &8 ir2&FaceCHA3. busithet @isé abe se@tritgrdobittiveris logged by
interfaces 229 to route and forward data 10 between

northdgidgelit7- Qut put unit 250, processor bus 119, and
menory bus 121. In one enbodi nent, CDB 107 al so

10q&bus) Fﬁw?ﬁégé’c%éﬁﬂhb&neéeﬁﬁﬁ%ei%e% 308 %&’b’%*g.b%%ﬁmerface
231, 5% %@%ﬁge% & R e@@ng«%&c@bgn SRSt Fb“ 3
berfeel A€ Poficddionis 22l B o U R R LB By %21 In
on GG 3, O AIko g BRI,
Mahag‘?%g@f%ﬁs BNIbiRGD ﬁﬁﬁﬁ?éstwﬁdna@ra@eg?m WBCSe S Of

menory ac es ‘from SMBus,

intelfeMe or simlar interfaces are checked agai nst the 20

NoDVA t abl e 103 and NoDVA cache 109. This prevents

even system adm nistrators or service personnel from
[06@Ppssi g qregembodineatt] the motiiand gnsl7 dfecks tiENaliMA cache

accessing pages with secret information. In another
10%eartbtoRAVIA, tableci0Bhishéenl geceivifig SMBhe | €464, iagdrsbhikn dnterface

that SMBus, JTAG and simlar interface
accesses. These interfaces allow system administrators or service personnel to
monitor and diagnose a system. Memory accesses from SMBus, JTAG or similar
interfaces are processed similar to memory accesses of peripheral devices. The
memory accesses from SMBus, JTAG or similar interfaces are checked against the
NoDMA table 103 and NoDMA cache 109. This prevents even system
administrators or service personnel from bypassing page protection mechanisms
of an OS and accessing pages with secret information. In another embodiment,
northbridge 117 can be configured such that SMBus, JTAG and similar interface
accesses are not checked against the NoDMA table, or a security level setting can

be adjusted to enable or disable the NoDMA check for these interfaces.

[0024] Figure 3 is a diagram of the structure of a NoDMA table cache 109.

In one embodiment, cache 109 reduces bandwidth loss caused by accessing
7
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accesses are not checked against the NoDVA table, or a

security level setting can 25 be adjusted to enable or
wdizeaivs20s he NoDMA check for these interfaces. PCO@R4A(04/003387

Figure 3 is a diagramof the structure of a NoDVA

tabl e cache 109. |In one enbodi nent, cache 109 reduces

NoSEREYS ) GBSty 56T SO A0 TR B o
oy FRFLER AR AR PP agel T e

em‘ti()%ﬁr’r%l%hﬁ'méﬁo?y ﬁcceg,é‘étt}.QQicBgrgglftreﬁ i Eh 1DOCRE %gﬁrﬂliQed for system

onput er system 100 are d for system cache

cacld e Siz&ESThel ffstENTheRe BaieBahs gendral bactcde hdmeRCAResses to
for menory accesses to 5 Systemnenory. In one

systeffba@initaft In e epatsdtEintdntahsicachd knddi2e bd 12 bit0025] 1 n
one enbodi ment, NoDMA cache 109 includes a content
addressabl e nenory (CAM structure 301 and secrecy

[0025]r age In whe remEtddimens N oDIMIA eadne] 0%Cinkd wdgsirceantent30l
stores information in 'rows.' Each row corresponds to

ad dzesseblerypeinory (CAMpstyectsee3Ecand srerect sip;agednfcrrénmm

table 103 10 stored in systemnenory 101. In _on
stroihie G0 A MRE Y AL HEres G MATSg 187 TOWRNEREREPY

i ncl udes an ind?x 303. The index,.i s, used.b

corsgRFRET 41 ¢ < ogEECrLLFAERORT DMy table 103
t Li f .

storgilaB e THERT erey i & phecaee SEEG Al Sigiuse 20f pigres or

oSG S Bl 3055 TIREngeR S Lokl By 6 EScckbn i e

i
e SRt T e i DSy e EPLRE IR AL 1 o

emBBLRYE, PelCANR UGB Le BMHHEE RS sthretthein@x BEB extplRitly since
entry for the rowis valid. If the page correspondi ng

the {6:it BRcE@GNR theWardwaké kh€ws twhichenalyt@ragpbhds td be index.
valid bit "'would be cleared because the contents of the
page are no |onger known and consequently it is not

[oda®mn i fCAMDStEuttede BOT Bravairessedihy atdressaseadoled inHhe address
page. §_0027 I'n one embodi ment, CAM structure 301 al so

tag stange Hiekisi#95. nYnliderterageibit belde0r dndisatas vabether epget the
recently used bit_309 (LRU). This field ) )

entry for the row is valid. If the page corresponding to the cache row is written to

or altered then the valid bit would be cleared because the contents of the page are

no longer known and consequently it is not known if protected information is

stored in the page.

[0027] In one embodiment, CAM structure 301 also stores cache
management information such as a least recently used bit 309 (LRU). This field
309 of CAM 301 is used to track the relative age of the entry so that older or
infrequently used entries can be replaced with recent or more frequently used
entries. Any cache management and replacement scheme may be used for the
NoDMA cache 109. The secrecy information storage device 302 stores two

separate secrecy indicators for each entry in NoDMA table 103. Page secrecy field
8
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309 of CAM 301 is used to track the relative age of

the entry so that older or infrequently used entries
woam4mesepl aced with recent or nore frequent| pCuase002503387

entries. Any cache managenent and repl acenent schene

may be used for the NoDVA cache 109. The secrecy

11 SB0RaS WiRGnELE sPeE pER ST A DS iR iR Bipn. he
P 8 [ / P 0

re RS A0 RSP AT T o

L IR A nasassass ety BNl ek

add?agi8in the sfime roANbAEAthBqPr ot ected information) that
corresponds to the NoDVA table address in the sane

row of cache 109. 5 [00281 A superpage secrecy field
[068 i ndi&stiperpagetsberece fiekt 318 ingdgees whethest seh of bages, to

page addressed by the entry bel ongs, include protected
whichftbe page addréssed byghe ebugtibebortgs, mcdugeppatgetedsnfprgettion. In

of contiguous pages. The size of a superpage can_ be
onesanboginagntop svperpage iy setraf cBntiguens prged. afhewze fhne.

In one enbodinment, there are 512 pages in each

e 3a4 byyrfe) epRIBHNEEREteNY RIOB G sirnan SOl REDR one

supg

ekt et AR LOLE HASLESHESYEB1: ERROEAM, e i
o SNSRI BSTh B P SLh ot Bl o o o
o TR S Bl SIBHLAD 3 PR S

be %%‘iﬁ%[eoﬁg Br 4", 8llﬁﬁ tgorf itbgcg.e gn 6#9 BEbYdiAehh§he E‘l?ﬁélfﬁ;a%e culated

I't-corresp 15 the new entry into the-cache

whéR8 neW&s®y i hndahifitd RBDMAl AchORBAALIGLARE BiFBAebHénding
val ue of a single superpage bit. In one enbodi nent,

to thBeupeipRpaAgE rétdiet e bReRNMVEY theypatilit ipabe bitidosrespbrding to
superpage is then cal culated by using a | ogical "OR

thetrew eletig imtorthe eadie 1I9. tTess bits act loagically‘QRied sopetqpatre the
corresponding to each bit. For exanple 512 _
valuenfesingle supapege ity Ihoneeprlaxbintend, thy stiparpagede rerrgeented
bits in the 20 NoDVA cache 109, each one corresponding
by mailplechitsofTheosipeapege isshee epalated braisingalogical 'OR’ to
dj usted t ' :
detéqrh&se@%ghﬁ)g{dgéé‘;ﬁséggggs (t)fo thtehs%p%i*pzfgeocfor}‘eg%ogafrsgstsoeesach%it. For
example 512 consecutive pages may be represented by four superpage bits in the
NoDMA cache 109, each one corresponding to a set of 128 pages. Superpage sizes
can be adjusted to correspond to the size of the accesses. A single superpage or
multiple superpages can correspond to the size of the cache line access. In one
embodiment, the size of the set of pages is equal to the natural access size of the

memory controller.

[0029] In one embodiment, the address tag 305 of the CAM is comprised of
two parts: a super page and a page offset within the superpage. When I/O unit

250 receives an access, the incoming address is passed through the CAM
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mul ti pl e superpages can correspond to the size of the

cache line access. In one enbodinent, the size of the
weebo4mbspages i s equal to the natural access sPe®/US2004/003387

the nmenory controller. 25 [0029] In one enbodi nent,

the address tag 305 of the CAMis conprised of two

str®dtS  BR LS é%ﬁ%%%s%ﬂ% ﬁccg%gﬁg g{i:éfe%é %(\)Ag'aehé&]dllegse tag[ %065 if the

super page. uni't access,

w08, HUEER 5o SSRS ISOUD G0, ooy ot v

sufe?pR e§1§<§1/ gﬁ?@ offBERFhAh P4 §88d §Lsdt]) GelHY, @88y HRGsui ¥R page

ifot d bit is set. There are’ three possible
Of fHRAHIRSs fHRrinedeihg &drekd (a9id vAIRL 1 seheangUBeid) dgaeddflo
page offsets match (and valid is set), second, only
matdieorstheearapialdsit isaidtset. Anirmisesnd hewiwidbiawgtheditsesstcome. In
(and valid is set), and, third, there is no 5 nmatch or
that hasey td cbridspondingpagretecrety indsatari lriowsed kd dhade the
the first outcone. In_ that case, the correspondin
accpergightsdpethe inaaiming add®ss forsthggnempoy deasseieequest. If the
. access rights for. the incom n% address for the nenory
incgpupg adeegss €annot ke matchedrhithe suprripags apdmege qitsets of the

L N O I TN R
N L e
L e

of tlhg UGDIPB thifle 168 AetkeddaEY G evdd iflthE sﬁﬂo a%@%@a%i@g ﬁﬁﬁﬂga’wr

icator 313 indicates that af | east e “page
313SHBRRE0B D aﬂea@cccfr@t;&aogetiﬁ%ne @@Eéﬂpkagb B9E sedrdib, BEEEESERbridge
the NoDVA table 103 to determne it the requested

117neRiBdsEs AeCRRDOMA @bRel 030t aIniBesf BleSreqlibsted ni@HRSHPhEess
that multiple entries in cache 109 will "have matching

pageupeTtpiag ceadty ds i pasgblStamt nultiphatnisies datade 109myilbhave
the superpage matching rows can be used. |If no rows

matahing stperpage hddeesa tags I, Ay thaipsiywdips, any of dsssupdrpage
the NoDVA table 103 needs to be_accessed. [0030] In

maghéng KpvE ca ke usedhelfinperayrs i qashr0? heve aroatchingsiuperpage

he 20 cqonmputer system 100 to scale for_ |arge system
adc{:r@ﬁ%rt en e %@D&M?\ tafﬂ@ahoérne@ﬁaitp ke accessed.

[0030] In one embodiment, the use of a NoDMA table 103 allows the

computer system 100 to scale for large system memory 101 (e.g., greater than 4
gigabytes (GB)) and for dynamic resizing of memory (e.g., if memory is hot
plugged into a system). Support for dynamic resizing of memory and the use of
superpages, as well as, pages allows for varying levels of granularity in verifying
memory accesses without requiring a system reset. A superpage may be
composed of multiple bits to control the level of granularity of the size of the
segment that a superpage represents. Additional bits allow superpages to
represent smaller segments of memory and serve as more accurate indications of

where protected information is located. Superpages represented by fewer bits
10
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gi gabytes (GB)) and for dynam c resizing of nenory

(e.g., if nmenory is hot plugged into a systen).
wauappEmws205 or dynam ¢ resi zing of nmenory and t heCuas2f/003387

super pages, as well as, pages allows for varying

| evel s of granularity in verifying nenory accesses

dedfghsiol &éﬁﬁﬂ%ffi%ﬂﬁi e caRie e RER T RetellE ey
ool A0 gh A, iyl PhEmPRRTB B oo
sinfifid PSR EkeSBR MRS uSBOTML 5aAL IR IPINe ROY SLURuPSity by

re accurate 1 ndications ere protect

0y it prSschBieiat fSeREsRe R ion of
va ?’gﬁvég{%{?ﬂtts GRS 230‘%%11 @%%ﬁ%& Al oossgg)rﬁ%aﬁono

dedigs t@RaR]1 {fredisimeliaxed ypade &?ﬁirbﬁ@% @AMt DIheMebds of a
particul ar the generation of the superpage indicator.

systdma. i npl enentation of a logical "OR' is sinplified
when fewer bits are used. This variation in the |evel
of granularity by varying the bits representing a

[083bEr page eid embodimenty B3V Accaxtheti02 andaorordtibrid geetl fyprocess
toward speed or reduced space requirenments dependent

a sefplinermeions refated tathe famctipn 08 NoDM Aogachert®ddi Thermache 109
Ng%DMA ache 10 d northbri d‘%e 117 process, .a set  of

cany bsenalied Ghdisaglest nseRarakednsliHE R AR eRBPINsEEeHon enables

ol TR TSR e LA i e
_ Ny enabi
angtgetb Bt Biedln DORHDRIME 1P SRS se SRt Bimi ity i
! . . o° o oy
end AL BEOPRE i 0YR SACIENIE QRSB AN cace
109 435t F1E&Ls Btud b3 h ?g%im% &éq{b‘%thbk%r | SlfBLGe 109 that

status bits in registers of the nort ge 117 an

indéagd ehel@fhbldiaént dMdichal 9.t NeDaviabi-eRB NI elaycBe ARabRY while
NoDVA cache 109 may be di sabled while 15 NOoDVA tabl e

NoDDAI tablerldBliednalfladi Arainvditiatd instruciGdn eleard €didbitakdrchll
bits for all entries in the cache. [0032] In one

enteebidthesrache.a bit or stored value, e.g., a superpage

bit, page bit, LRUDbit or simlar stored value is

'set' by storing a logical "1' or set of |ogical
[0032] In one embodiment, a bit or stored value, e.g., a superpage bit, page
bit, LRU bit or similar stored value is ‘set” by storing a logical ‘1’ or set of logical
“1’s in the appropriate field. A bit or stored value may be logically ‘set’ by storing
any value including a logical ‘0’. The designated value is defined in connection
with a ‘set’ operation. Likewise, a ‘clear’ operation for a bit or stored value may

use any designated value other than the ‘set’ indicator value.

[0033] In one embodiment, the NoDMA cache 109 is maintained by
software, such as the operating system. When write operations are allowed, the
operating system is responsible for properly invalidating references to written
areas in the NoDMA cache 109. In one embodiment, an OS updates the NoDMA

table 103 to identify secret pages. The OS also determines if there are other
11
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"1l's in the appropriate field. A bit or stored val ue
may be logically '"set' by storing 20 any val ue
wonaed4ds2oy a | ogi cal "0'. The desi gnated val uePC$%/US2004/003387
defined in connection wth a "set' operation.
Li kewi se, a 'clear' operation for a bit or stored

el B RN SRR Do NN A 1091
bdhg@kgjggphe 109 is maintained by software, such as
t

e operating system Wen wite operations are
al l owed, the 25 operating systemis responsible for

[0@3oper | YFighaliigationd cligt 6F BRCGSerhBoMol NSIIVEL 8Ahd 109. In
t he NoDVA cache 109. In one enbodi nent, an OS updates

ond aebddivént, hadtheryliidetregdests aty peressid PRIESB 10henPEDB
al so determnes if there are other 11 WO 2004/ 095205
int@@acel32qbhycBa®3 B 7CDBeimberfacaddd shesks Nophgreshe 102 o
the NoDVA table 103 or NoDVA cache 109 is being
deterraiiedifi an [aglglzags reiqyested 4o accessfis storetlancadie 10% The requested
operation of NoDVA cache 109. In one enbodi nent,
adqreppisyronmparsd tp dbgiadedeesa fags P05 stereddnispcimpE) oy useaf CAM

o BB B B SN B o SR

fou i dBe Eteneciis; BES e Dot Slined AREbL iisked fydegmine if

the & i CAANGaRY IB¥ .ﬂft C@ AT HGhH" 39 secrec
ock 203)" a tag b B0tV A LS Set ey e y

o o A T LR Eeeed PGP Set e i

derliB@ afid GCereHM ﬁ)&ﬁ%/ib%tlﬁg%éc% &Bl@&l& A brogk s@gl%l)cx éﬁ&ie‘éﬁﬁ is ngt set

valid bit is set, e page ‘secrecy I cator 3

theh Sic€dde ¢k gllowbd PolockQ99). | f the secrecy indicator is
set then access is denied and an error may be | ogged

(block 417). 1If the secrecy indicator is not set then
[0eRTEss iln @ld embddiphérdcivhéh . erltB0Bbdache 108 €or a requested page
_enbodi nent, when an entry in cache 109 for a requested
is nphfpaind, sher theoeache 1A% is dliveked bedetrrimend (fpriotectdrkbirifermation is

to determne if protected information is stored in
stogeddndhp spperpageritinst, the nddeasa tagss305:ay¢ chockest o fimdeked

to find a correspondi ng. super page entry (block 411).
corj PRI TP PR AREY (PIEA) HER ardry 15 fornd, tis validity s
checked (block 413). If superpage entry is found and no protected data is stored
in the superpage (block 415) then the memory access request is allowed to
proceed (block 419). If the superpage secrecy indicator 313 is set then access is

denied and an error may be logged (block 417).

[0036] In one embodiment, if either the requested superpage address is not
found in cache 109 or the entry is not valid then the page secrecy information is
retrieved from NoDMA table 103, which is stored in system memory 101 (block
407). The address tag is stored in an available cache row and the valid bit for that
row is cleared. The data accessed from NoDMA table 103 is then stored in

NoDMA cache 109 (block 421).
12
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checked (block 413). If superpage entry is found and

no protected data is stored in the superpage (bl ock
wa2e)/wfen t he menory access request is all owed#CTWS2D4/003387

proceed (block 419). If the superpage secrecy

indicator 313 is set then access is denied and an

e M T
SR LU RSO AR ETIRY BB

indNebFe 1R 81clited WRHGRored 10 84 d 1B oRUS IGR? SBIHRPAgkl In the
(bl ock 25 407). The address tag Is Stored in an

supdtphalilecieazd) e I ove aftbddiens|thél spédifié 9@1{;& Bétrecy Rifotrhation
cleared. The data accessed from No tabl'e 1037 s

will be netsieotd dnidrstofddlancathe hldhdthepembddihent] Zhd/htry will
2004/ 095205 PCT/ US2004/ 003387 [00371 The entry that

correspondabdle ifimstqzegedn 109 siperpages Int amothag embediment, the entry
i ndi cator 311 and superpage secrecy indicator 313. The

may gesiegnged se ang ppge imthecapsrpags Whendhe gntydd cegadged the
jséjtored ased on a |l ogical "OR of the pages in the

valid B dgnie qinosieesdiock 449)one enbodi ment, the specific
page secrecy information 5 will be retrieved and

r _enbodi nent, -the

oG35} edcg\%ﬁﬁeﬁgﬁﬁé‘f%f{)%&%ﬁo TSR A prige ?&Fp%ae:n%&.yaccess is
ol LR i P e o
AR R S
wetd e BADI GRS Sed nsé%é%@ég@\lxv'oﬁl'@ge (‘%&l@@éﬁ &4 an error

Dependi ng on the type of the nenory access (e.g., read

respénd mksdaga)) Ehd Ofrof 8AQARERIREERISe !IB%g&Ptd 184 stiBeguently
e.g., if aread operation were denied; the nornal

anal papblsdetornighevaubcofhbheregpraneatbteinhinedna efidlifious request or
response nessage). The error and deni ed access are

attdcligyesimtadebdn sub sethestitient, the &y yesanf requelss iatigeaetdte error or
cause of the error or deternmine if a malicious request

secgrityl Bggingekn hadefined (e.gnseirhy dhetyuirating syster)t pese of
éeq,uest s that generate error or security |oggi nﬁ can

em @d@é@ntn@artﬁéxlag? 1¥etespyndp o apaeersp Ngolggign &g the NefaMA

cache 109 by logging a fatal error and resetting. Errors include accessing a page

with secrets, or accessing NoDMA table 103 while that is not allowed. Errors are

logged in error registers. The error registers may map the appropriate signaling

method for a given error detected. The error registers are not accessible by an I/O

device that maybe requesting memory access.

[0039] In one embodiment, the NoDMA cache 109 is implemented in
software (e.g., microcode or higher level computer languages). The software
implementation may also be used to run simulations or emulations of the
NoDMA cache 109. A software implementation may be stored on a machine

readable medium. A “machine readable” medium may include any medium that

13



enbodi ment, northbridge 117 responds to an access

violation fromthe NoDVA cache 109 by |ogging a fatal
wenomroosas resetting. Errors include accessi ngrPaTuagm®4/003387

with secrets, or accessing NoDVA table 103 whil e that

is not allowed. Errors are 20 |ogged in error

carl SHEBEHSns SRR CRLSLEIS (FVTBR L, SARLRL:Ahe

a gliven error

hlcﬁchegé Iégﬁ‘%ie\é t eggg%ﬁﬁqﬂfg a RG5G&IVPLA o?)\ﬁ[cgfa%ls%% hgﬁi’ Hﬁ%, aradio

sting fhenory acéess
fr ﬂ@gﬁ: t Vi he 109 is inplenented |n
ego ft @qu J?I?Sl%gcr ocg%g or higher |evel conputer
Ianguages) The software 25 inplenmentation may al so
[00g0Vysed Iothelforepjoinus specdficatin, eiatingehon hak bebr diedited with
cache 109. A software inplenentation nay be stored on
referemee to syecifieadbbtmemdithercof Itmitihhoweven deldvédent that
medi um may include any nmediumthat 13 WO 2004/ 095205
vamm&“/ 182 ifiestions 387 cheagesta ke madertherste Wlthmttrdeqaamng from
nmpl es of a_machi ne_readabl e nedi um _include a
thedorpaéerpgplm greéseepe of @@mﬂcahawt iferth itk apnem@ﬁchclalms
di sk, .a radlo frequency (RF) or simlar medi
The siperaficationtanst fermeges ﬁﬁefé‘ﬁ%‘?ﬁdﬂ%lé{t ?%bfe rogEded it s rative
as.been described with reference to specific
rat ?Fbtba{‘r?efﬁ?‘gfglﬁfsﬁsla? It wi II however, be evident that
various nodifications and changes can be nmade thereto
wi t hout departing from the broader spirit and scope
of the invention as set forth in the appended cl ai ns.
The specification and drawi ngs are, accordingly, to be
regarded in an illustrative rather than a restrictive
sense. 14 WD 2004/ 095205 PCT/ US2004/ 003387 CLAI M5
VWhat is clained is: 1. An apparatus conprising:. a
content addressable nenory (CAM;
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5 a first storage device to store a secrecy indicator

related to a first nenory segnent; and a second
weteagsosdevi ce to store a second secrecy i ndi earms2§0a003387

a menory superset including the first nenory segnent.

2. The apparatus of claim1, further conprising: 10 a

cache managenent storage device. 3. The apparatus of
cL@Rign 1, further conprising: circuitry to determne
_%flre—val ue of the second secrecy indicator. 4. The

apparatus of claim1, wherein the first nmenory segnent

i s Whaageclainhed e apparatus of claim 1, wherein the

menory superset is a superpage. 15 6. The apparatus
1. of Anapperatup gpRRSisiRgnprising: circuitry to alter

data stored.in t CAM 7 et hod conpri si ng:

st&??{&eﬁﬁa%%ﬁgg’iemn%rytmﬁmry; storing a first

se i ndi f [ ,

ot o Rt ol Bellce (bt bk oo PIRENCR RORERL o EBb Hhemory
seghmutitididhg the first menory segnment. 8. The method of

claim?7, further conprising: receiving a nenory

ac cessopd gtrage deviredpistnye a secqud se@dcpiiutieder far aamemory

st or ed lagdreiifé;f' and 25 determining if a second secrecy
SURSFEetiRClugng e PREMEIII $egREREss. 15 WO 2004/ 095205
PCT/ US2004/ 003387 9. The nethod of claim8, further

2. COMBd bt LR NG [ fftnsecrecy indicator
IS set%ﬁlg&l}a. The net or%r%;erg?%{lﬂﬁw gl?gfurther
conpedchie Rgangenesaistdiggadevebat i on indicator if the
second secrecy indicator is set. 5 11. The nethod of

clai m 10, further conpri sing:
3. The apparatus of claim 1, further comprising:

circuitry to determine the value of the second secrecy indicator.

4. The apparatus of claim 1, wherein the first memory segment is a page.
5. The apparatus of claim 1, wherein the memory superset is a superpage.
6. The apparatus of claim 1, further comprising:

circuitry to alter data stored in the CAM.

7. A method comprising:
storing an address for a table entry;
storing a first secrecy indicator for a first memory segment; and
storing a second secrecy indicator for a superset including the first memory

segment.

8. The method of claim 7, further comprising:
P receiving a memory access request;
comparing a requested address to a stored address; and

determining if a second secrecy bit is set for the stored address.

15



10

15

20

25

| oggi ng the violation indicator. 12. The net hod of
claim8, wherein the superset is a superpage. 13. An

wappErasws conprising: a bus; 10 a menory devi BET/US2004/003387
coupled to the bus; a processor coupled to the bus; a
cache coupled to the nenory device to store a first

9. P ol B tdon SRL Ol SRRRCAIGRD 2 1MoL Tearent of

orage device a of econd secrecy
| ndiierRiinihg iPS HegtisabRcMindicaos aesrd segnent of the
storage device, wherein the 15 second segnent is a
superset of the first; and a network interface device
10. couphethethod hécleio e further chmeprppgr at us of ¢l ai m 13,
wherei n the cache includes, a_cache panageneny .
ci r@ERyns 3510kHgn arb%gatgef itherseppng RSCTECY ghigater is set.
conprising: 20 circuitry to determ ne the value of the
11.5€ 5&6Y claffl1®2fHher c%?nprggfﬁ apparatus of claim
13, further conprising: a perip eral device coupled to
a_ sleggiith thiesyiolatbarifiiatdte second bus is coupled to
the cache. 17. An apparatus conprising: 25 neans for
content addressable storage; 16 WO 2004/ 095205
12. pciThespatlapdosdeim Sawheaein the superset isq suferpage.secr ecy
indicator related to a first segnent of a storage
devjce; and a second means for storing a second
’sedéggpﬂaﬁ YR EPBP P&t ed to a second segnent of the
stoypge device, the second segnent being a superset of
the first 5 segnent. 18. The apparatus of claim 17,
f urd hremegngeviisd ciipled to the bus;

13

a processor coupled to the bus;

a cache coupled to the memory device to store a first secrecy indicator
associated with a first segment of the storage device and storing a second secrecy
indicator to associate with a second segment of the storage device, wherein the
second segment is a superset of the first; and

a network interface device coupled to the cache.

14.  The apparatus of claim 13, wherein the cache includes a cache management

circuitry.

15.  The apparatus of claim 13, further comprising:

circuitry to determine the value of the second secrecy indicator.

16.  The apparatus of claim 13, further comprising:
a peripheral device coupled to a second bus,

wherein the second bus is coupled to the cache.

17. An apparatus comprising:

means for content addressable storage;

16
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a nmeans for cache managenent. 19. The apparatus of

claim17, further conprising: a neans for determning
woOher4ges0nd secrecy indicator value. 10 20. A PCT/US2004/003387

machi ne-readabl e medi um t hat provides instructions,

whi ch when executed by a machi ne cause the machine to

ecut ed by a mchi ne ca f
T AR ERRE! GOHRRS TR Py Bt RPN B P ot o

Suﬁéggﬂeﬂﬂ%?ahﬁ segnent; and storing a second secrecy
i ndi cator for a superset of the first nenory 15
s egaserond2bearithor shuing e seeadbddceeaydddicataf reihitaﬁ o 2@econd
further conprising: determning the value of the
seghaeyifd the %ﬁ%pé%ge deidire dhe peconl Seg%a;em@@m% supeisghpkthe first
rirﬁ\ditum of claim 20, further conprising: generating a
S€&'0'ati on indicator if the second secrecy indicator is
set. 17

18.  The apparatus of claim 17, further comprising:

a means for cache management.

19.  The apparatus of claim 17, further comprising:

a means for determining the second secrecy indicator value.

20. A machine-readable medium that provides instructions, which when
executed by a machine cause the machine to perform operations comprising:
storing an address for a table entry;
storing a first secrecy indicator for a first memory segment; and
storing a second secrecy indicator for a superset of the first memory

segment.

21.  The machine-readable medium of claim 20, further comprising:

determining the value of the second secrecy indicator.

22.  The machine-readable medium of claim 20, further comprising:

generating a violation indicator if the second secrecy indicator is set.
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