PCT/US2018/014298

WO 2018/140290

1/23

T 'Ol

JaJnjoejnuelp

spiing

sisnJ|

JOpINDI{ 3JBMOS

JBUMQ 3JN3oNJIsedu| JaumQ eleq
97 ¢st
81 4 SIShJ|
|
_ sJoyiny
sa8eue|p G sysna|
h 4 A 4
08T 9po)d SJInsay v
padAnoug SOT UOIEILLIAA
78T e1eq ETVEREN]

uoneindwo)

Z1 9Aepug

7T 9JeM1OS Pa1snJIUN

71 diempieH paisnil

dnias

90T dnies

0T a1 anejdug

[44



PCT/US2018/014298

WO 2018/140290

2/23

9¢C
AD)y| aleAld

(oF44

A 4

|
|
_
yoo|g paidAsoug !
|
|
|
|

EC
uondAidaq

uag

¥1C
uondAinug

A

F444
)o0|g 95essan

[414
)o0|g 98essaln

9T¢C
A9y dlignd

auuy




PCT/US2018/014298

WO 2018/140290

3/23

08¢
$399.140)

09¢
UonREeIIdA
aJnieusis

€ DOl

.

88¢
o8essaln
€— O
109(ay N
V8t €— so,
o8essaln
1dadoy
0Lt
A9y dlgnd
s Quuy
uag
0s¢e

A

89¢
anjeA yseH

9%t
SuiyseH 24n29s

1

¥SE
o8essaln

I~ 1

77e e _
o8essaln aJnieusis |
y |
o7 yomiaN|
a3 oee
& Ad)| 91eAL
SuluSiS L > 91eAlld
s Quuy
A
B8TE
an|eA yseH
9T auuy
SuiyseH 24n29s

TTE ——— (O1R3)
o8essaln




PCT/US2018/014298

WO 2018/140290

4/23

86V (g— ON
paJidx3

RRCIEH

¥ 'Oid

76V (e— SIA

A0

08y
A301D
pPazIuoJydUAs

E17 < saA

uag

(V4%
S9JUON

U323y

A

097

é9Jo)og
IEETS

¥Sv
o8essaln

|||||||||||||||||||||| =
9¢y 93essa|N Y€V 90uUoN 7€y dwejsawi] |
A A “
av_s\éwz_
1747
201D
paziuoJysuAs
9cv
ONYdSO
auuy
(257 _
a8essalp B




PCT/US2018/014298

WO 2018/140290

5/23

S 'Ol

¥1S synsay uoneindwo)

7S eieq + 9po) 1942395

0vS 4,8 =S Aoy paJeys
mm ‘q :a8ueyoxa Aa)|

QES  e1eq +9po)d 31gnd
9]els |eniu]

9EG JauIBIUOD DAR|IUT B4NJDS

€G 91B2141149) JUsWasJopul

T€S v) A9yl uonelsany

£G WJojield paisnil

(synsau)¥sou]

[ — (e1ep/3pP03 194395)155U7

J

9¢s

Iﬂ.

TG s3|nsay uoneindwo)

PTG 5,8 =S ‘As) paueys

¥7s
(N “(g8)yseH)™udis
(91e15 [enIul)yseH =N ”J
a8 1445
<m J
0ts

rais <m ‘y :98ueyoxa Ay

TG 3us) aAgpuU3

00§



WO 2018/140290 PCT/US2018/014298
6/23
600—
610 650
Anne Ben
Choose A randomly Choose B randomly
Between 1 and p Between 1 and p
612 652
Y Y
Compute g* mod p Compute g° mod p
614 654
\ 4 \ 4
Transmit gA mod p A Receive gA mod p
616 g" mod p— 656
Y Y
. B . B
Receive g° mod p (—gB mod p—| Transmit g" mod p

618

658

A 4

Shared key K

= (g° mod p)*

= g"®modp
620

A 4

Shared key K

= (g" mod p)°

= g"®modp
660

FIG. 6



PCT/US2018/014298

WO 2018/140290

7/23

VAR E

— e ——————— — —— — — — — — —

444
A®)| uoneisany

S1s

TOL 431N
A A A

%z | _ T T T T T T
|waojie|d pajsniL | — — = |

I| 90Z z @8essan Y0L T 28essan I
“ | 98ueyox3 Ay 93ueyox3 Ay I

L= —k — — —m — — — — = - —
_ x -
I I
I I
I TZ eled —]— —JO yseH 207
“ Jsuieuo) |«
| ZTZ 1uswainses|\ |-|— —loysey— —pf NS
I
| oz Mo — eI

YA NN Yl n
“ 2IN1EUSIS UONEISANY ——sudis 1 9¢L NvAId I | veLvand
I 0¢L 8L
| alempJeH 931e2141143D
| juelsisay-Jadwe| JUBWasIopu]
I
susis
oz ] —
_>wv_ 100y JaJnjdejnue|p _ veL AYNd _I
8EL
Ajuoyiny a1eai134a)
JaJniejnuelp

—_———— e e e — - S —— e — e — — — — ———

®_ 00L



PCT/US2018/014298

WO 2018/140290

8/23

8 Dld
7138 wiojield anneN
e Ji74: I 44

[0201044 BAEN == A A —~_ |
/-\ nv

~ /4‘/ \(\ A-

98 ~—~~==d—-d—————" 073
EIERUE]) 7138 aAepul
018 421ndwo)

®_ 008



PCT/US2018/014298

WO 2018/140290

9/23

76
|[000104d DAIIEN

6 Ol

Ne—1

w6
|030304d

uoNoeIISAY 1D

N1

T6 Wiojie|d anneN

876
-~ T~ ) Nl
4 \
// /
I_m||.-||\\\ 716 WJiojie|d uonoesisqy
0¢coe
___| v 7%
’ _ AT, j 25’ Wil N
\ \
\ (
I/ \
X _[L__—-=- S~ __ 1Yt N
976 0¢6
9T6 3D V16 aneppu3
0T6 Joindwo)

ove
|_— 020304
UOI10BJISQY DAB[DUT

®_ 006



PCT/US2018/014298

WO 2018/140290

10/23

8S0T WJone|d 3AREeN

90

7801

T A L/ [020104(
SAIIEN 210WaY

0T '©H

01
[000104d DAIEN

]

Vd
/
~ [~ IP
~¥_ 1 - ~7S0T wiosie|d Sunoway uondessqy
0/01
7901
- T K~~~
/7 ~
\ )
T - 80T
9901 |020304d
ET o EIIEN
9G0T WS!D

0S0T Joandwo)

[47V
|030304d

uoNoeIISQY JUIID

e

STOT W.ope|d dAleN

9TOT qnis wulD

__ | seot

A -7 'N/ ]
Y
\

~

- yY_|__ - - 7101 WJojie|d uonoeaisqy
00t
veot r4do)

A= A= E b = 708
< ( v /_888&
S 7 — ~—_ ~ oneIISaY
~a| | 9207 0c0T oAepPU3

V10T 9Agpuy

0TOT 49Indwo)

®x_000T



PCT/US2018/014298

11/23

WO 2018/140290

Z0TT J91ndwo)

POl e e e e e e e e e e e e e ——
I
QSTT eled 94TT .
- weuSoug | FsSoig sayi0 LSTT 'sddy | 8STT SO
,F—— ] —————
00 | | SC0m0eaa00eCo | 10
— -
= N 8TTT 9AB|DU3
== 70T1  gery 8ETT _
A
P GETT 92eMOIv| YETT 90e)493U| 99Tt
_ A Aows Asowa |y Jua1|) dAedU3
l . .
I 3/ momian p| OELT SOELOM PIREPA-UON SINEIOA-UON LTTT SWVYO0Yd
induj sesn 3|geroway 3|eAOWdY-UON YIHL1O
| A A A
I ﬁ 9Z1T SINVYD0Yd
} > NOILYOIITddV
| TTTT Sng waisAs e e
\ 4 \ 4
_ €ETT 928)93U| 1€1T _ EYANRNG) _
| [esoyduad CETT CRLIREM] 6Tl Tosaadh
|~ d : 92eJJ91U| O3PIA p (s)nun _ O€ETT 408! H _
| — e BuIssacold (09TT WVY)
vy174oye00s |} | _ - A ———
¥¢11 s019
| gort [ | eem (1 | |
EVIT 193U A Asoway oapiA [+ 7| ndD — (EZTT WOVY)
L T T T W e e = —
ZVTT JO1UON _ Alowap waisAs
_ . I
}
I




WO 2018/140290

12007

12/23

Receive Enclave Platform
Request 1202

Convert Parameters 1204

Convert Calling Convention
1206

Send Request to Native
Platform 1208

FIG. 12

PCT/US2018/014298



WO 2018/140290 PCT/US2018/014298

13/23

1300«
Receive Enclave Platform
Request 1302
\ 4
/ Native Platform Includes
Yes Enclave Processor
l \ Instructions? 1304
Execute
Enclave
Processor
Instructions
1306 No
\ 4
/ Native Platform Includes
Yes
l Enclave Hypercalls? 1308
Call Enclave ‘
Hypercalls No

1310 l
\ 4

Clean Up 1312

Y.

Return Output Parameters to
Requestor 1314

FIG. 13



PCT/US2018/014298

WO 2018/140290

14/23

09vT3IS ieq

9p0d

0St131S

apod

u
T09vT al ALJI/ TAauapuadag

1°09%1 Al

09¢T @3ew

90vT wJojie|d SnneN

o oo oo g ;o oo oooe gk o oo oo

1°0sv1 Al

0SPT 23ew

vOrT wJojie|d uondensqy

ovv131S
eijeq
oy al
T°0vvT Al 0ZV18IS
OvPT 2Sew c1ed
3pod
OevT3IS ZAouspuadag
TAouapuadag
QUOU \\
€0yt Al
0PI Al 0Ty al
T°0s¥T Al T°0ZyT Al
0T @3ew 0¢vT @3ew

o

0T¥131S

eleq
apo)

ZAouspuadag
TAouapuadag

¢o1v1l dl
T'01v1 Al

OTvT
98ew) Aewnig

Z0vT soSew| wiojie|d-UoN

f
!
!
f
f
!
!
f
f
!
!
f
f
f
!
!
§
{
f
!
f

4

09T 28ew|

“mwmmrc_ wojle|d 2A11EN

0SYT 98ew|

:sa8ew| wiojield 'sqy

OvYT 98ew|
0EYT d8ew|
0ZyT d8ew|
OTYT @8ew|

:sa8ew| wJojie|d-UoN

oevi

Jauiejuo) anepuyl

¥1 'Ol




WO 2018/140290

1500

FIG. 15

|
Instantiate Enclave from Enclave |
Image |

1502 |

[

Receive Request for Enclave
Operation with an Identity Type
1503

A 4

Determine an Identity Portion of the
Enclave Image Based on Identity
Type
1504

Y.

Determine Which Dependent
Enclave Images to Include in Identity
1506

A 4

Identity Value = Hash(ldentity
Portion of Enclave Image and
Optional Dependent Enclave Images)
1508

Y

Verifying Integrity of Enclave
Image(s) With Public Key of
Author(s) of Enclave Image(s)
1510

amesasesasasasananand

Perform Enclave Operation Using
the Identity Value 1512

PCT/US2018/014298



PCT/US2018/014298

WO 2018/140290

16/23

99T WJojie|d =2AIlEN pPUOISS

¥79T wliojield uonoelisqy

[44:))
ane[au3
puodas

91 S

9TOT WJojie|d SAREN 315414

19T Wlojie|d uonoensqy

C191
9AB[DUT 35414

091
1U3I|D 2AePUT

®_009T



WO 2018/140290

17/23

PCT/US2018/014298

17007

Instantiate two enclaves on different
native platforms 1702

A 4

Create attestation report for each
native enclave 1704

) 4

Verify attestati

on report 1706

A 4

Extract identity value from each
attestation report 1708

v

Verify the identity values are the
same from each report 1710

A

Copy portion of input dataset into
first enclave 1712

A 4

Partially perform secure operation in
first enclave 1714

Copy portion of input dataset into
second enclave 1716

A 4

Partially perform secure operation in
second enclave 1718

Y

Combine results from both enclaves
to complete secure operation 1720

FIG. 17




WO 2018/140290

18007

18/23

Instantiate first enclave on first
native platform 1802

v

Create attestation report of first
enclave 1804

v

Verify first attestation report 1806

A

Start secure operation in first
enclave 1808

Y.

Seal state of first enclave to identity
type 1810

A

Instantiate second enclave on
second native platform 1812

A

Create attestation report of second
enclave 1814

Y.

Verify second attestation report
1816

A

Verify (first identity value == second
identity value) 1818

Y.

Copy sealed state to second enclave
and unseal 1820

A

Complete secure operation in
second enclave 1822

FIG. 18

PCT/US2018/014298



PCT/US2018/014298

WO 2018/140290

19/23

9GHT WJoje|d 2AREN

7561 WJojield uonoensqy

¢s6l
2ABDU]
uoneunsag

0S6T 491ndwo)

61 Ol

8¢E61

e1eq
pajeas

9EhT WI0B|d 9AREN

veol
wuoje|d uonoeasqy

7€6T
aAejU] 350

0€6T Jondwo)

1°© zo.@¢
e +°

9161 WJojield aaneN

7161 Wlojield uonoelisqy

clel
9AR[2UT 321N0S

0T6T 42indwo)

®_006T




WO 2018/140290 PCT/US2018/014298

20723

2000«

Attestation of Sealing Enclave to a
Source Enclave 2002

A 4

Receiving a Permitted List and
Enclave Data from the Source
Enclave 2004

) 4
Sealing Enclave Data to the Sealing
Enclave 2006

\ 4
Attestation of Destination Enclave to
Sealing Enclave 2008

\ 4
Authenticate a Destination Identity
2010

A 4

Determining Access Permission 2012

\ 4
Sending the Enclave Data to the
Destination Enclave 2014

FIG. 20



PCT/US2018/014298

WO 2018/140290

21723

9CTC WI0Je|d 9AIIEN PUODDS

¥Z1¢ Wliojie|d uonoelisqy

[44 ¥4
aAepUY

nep A9y

A

1¢ 'Sl

0STZ |2Uuey) SUoIIEdIUNWWO)

91T ¢ wWJi0jie|d oAl3eN 1S4l

PIT¢ Wliojield uonoelisqy

7Tie
JUSID 3NeA

®_00T¢



WO 2018/140290

22007

22/23

Securely Storing the Key 2202

\ 4
Attesting a Key Vault Enclave to a
Vault Client 2204

I Receiving Attestation of the Vault
LCIient to the Key Vault Enclave 2208 |

: Establishing a Secure |
| Communications Channel Between |
| the Key Vault Enclave and the Vault |
|

Client 2210 '
L= e |

!

Performing an Operation in the Key
Vault Enclave with the Key 2212

FIG. 22

PCT/US2018/014298



WO 2018/140290 PCT/US2018/014298

23/23

23007x Attesting a Key Vault Enclave to a
Vault Client 2302

\ 4
Receiving an Indication of Vault-
Locked Key Use Policy 2304

A

Derive a Key 2306

A 4

Securely Storing the Key According
to the Key Use Policy 2308

A 4

Receiving, at the Key Vault Enclave, a
Client Attestation Report of the
Vault Client 2310

A

Receiving an Encrypted Data Buffer
from the Vault Client 2312

k:

Decrypting the Encrypted Data
Buffer with the Key 2314

A 4

Sending the Decrypted Data Buffer
to the Vault Client via a Secure
Communications Channel 2316

FIG. 23



