METHODS, APPARATUSES, AND COMPUTER PROGRAM PRODUCTS FOR PROVIDING
MULTI-HOP CRYPTOGRAPHIC SEPARATION FOR HANDOVERS FIELD OF THE INVENTION
Embodiments of the present invention relate generally to wireless communication technology and,

more particHf4§CRE/E428 an apparatus, method and a computer program préBHECRSr oviding

cryptographj ratiqn, f L N

Current anm}%% %ﬁ#ﬁ%ﬁ%ﬁ%%ﬁ?ﬁ%@%ﬁ%ﬁ%@ﬁmﬁga and
convenience to UBRG VRSN YE3r§HHHOBLSRY Bl fAGRARIBH aid RadkierahdRonvenience,
telecommunication industry service providegpaigdsMelaping improvements to existing networks. For
example, the evolved universal mobile telecommunications system (UMTS) terrestrial radio access
network (E-UTRAN) is currently being developed. The EUTRAN, which is also known as Long Term
Evolution (EXE)008.9681 EaENedianNpgrading prior technologies by improving efficiency, lowering
costs, Improving geiuica. AU 438 ALNENSRREKHILORRPUHDINGS: andhRRMAIAG better integration

with other open standards One advantage of E-UTRAN which continues to be shared with other
preceding ETERI AR CBHE R LRI S R A PARP AR 1 SR L A ST EH PARERES a network
employing sudhcstenuardbng biletrermdinm gemebietidthie8p forexam@decrusers having mobile terminals
equipped to communicate in accordance with such standards may travel vast distances while
maintainin ication Wi q% 08 .. In this regard, it is currently common for an access point
or base st ACRARD % g #;mva%sﬁ%r a particular area (or cell), to pass off communication
with a particular resbitat radhiitae wsta pisiehibeninl Besseoriaroty hdRtresa sePETdiParticular mobile
terminal exitéihe sEvRPERRLIAENS base:siataniar may ofiefvwinecha.mareefactively served by
the neihborind pase RIRUAR.TISRILGESS IR QURD (RIRHSC.IQ 45 A.DANHRYRe nen Of° lingering
problem Wlthl_jhan over In E-UTRAN and other mqblzl.e comr_nunlcatlgns networks is the issue of
cryptograpRESREG EaRsEr RS ER 81 PR HEtEEsahBRitee AT RgLAHOM OB erminals may
communicataveryngptadidatdiviasadieaotess Dty ok basesyationsi¢refarédlie & "evolved
node-Bs" of TR, i FrUIRANLHSNG AMERsHRKAR KaYIIMGE hemebils iexmigal and the

access point or base station. During handover, an encryption key used by a mobile terminal and its
current ser¥iffg Y ORIeE T Y e R RIS Y T @ﬁﬁﬁﬁ’ﬁéﬁ‘ﬂ%&ﬁfﬁﬁéﬁg%}ﬁﬁﬂﬁcmed to a target
evolved nousvBptotwhichrthe:mshkiledermidakisctebattmrdedvovethd vectasigetaetrolved node-B may

then use the encryptign.keyfegeivedr iron, g Bieviaus:Suo e NRfeBel s g¥olved node-Bs which

have previously served a mobile terminal ma :
P te]ec%/mmunication standarés 15 the?act th% users are enabled to access a network employing such

standards while remaining mobile. Thus, for example, users having mobile terminais equipped to
communicate in accordance with such standards may travel vast distances while maintaining
communication with the network. In this regard, it is currently common for an access point or
base station providing network coverage for a particular area (or cell), to pass off communication
with a particular mobile terminal to a neighboring base station when the user of the particular
mobile terminal exits the coverage area of the base station or may otherwise be more effectively
served by the neighboring base station. This process is 6ften referred to as a handover.

One lingering probiem with handover in E-UTRAN and other mobile communications
networks is the issue of cryptographical key separation between radio access points. In this
regard, mobile terminals may communicate encrypted data via radio access points or base stations
(referred to as “evolved node-Bs” or “eNBs” in E-UTRAN) using an encryption key known to the
mobile terminal and the access point or base siation. During handover, an encryption key used by
a mobile terminal and its current serving evolved node-B or a derivation of that encryption key '
may be communicated to a target evolved node-B to which the mobile terminal is to be handed
over. The target evolved node-B may then use the encryption key received from the previous

evolved node-B. Thus evolved node-Bs which have previously served a mobile terminal may



know or otherwise be able to calculate an encryption key currently used by the mobile terminal and its
serving evolved node-B and decrypt data communicated between a mobile terminal and the currently
Serving evlqaéga epﬁjﬁfwdﬁw&rﬁﬁglmm%@% F}s&fc@gmﬁg{@p&uﬁ%lhﬁ%@an@ra{m e‘iﬁ&é\t@%inal f
Accordingly, it would be desiraple to gev a handover protocol that may provide a degree o
cryprograpHEhl kes SOEATATEH dBetihreh R S ce E NG e B B (e erive the
encryption Keycyseatysemebilehaitmngs-Bndhesreeniiagdive dapbdé Briowarhe Yttt desirable if
the handoves.pretocol did not require a significant amount of processing or data transfer overhead by
the mobile terminal, evalved node-B, general ke ra(_flio servige su port ogg (%GSNC) Lef rred to
as a "mobility ma%&cggﬁglﬁt%ﬁ%fv Oﬁfl\%ﬁ) ﬁﬁrﬁﬁf%%é‘m ,Ograse?&r?gﬁégté)%sg?/ S-tGWa’y, 50 \tzﬁat andover
and subsedifereresarmptiBrPBc EABISLIRGE Hotiebas e ripb eI BRIERsSuKm AreYOF
SOME EMBOIHAENT Sncryptibnrkethee] Bppatatitlis endicomplterprogrannrodull ditesiheddfore
provided that may;proyisle; siptograRbicabiey separaton.fer handgwers-Iothis Jegaedsrhpdiments

of the present disclosure provide cryptographical key separation after two handovers (also known as
two 'hops’) B@}acaﬂﬁ@fafnHﬁﬁﬂﬁ@@%ﬁ%@&@@réﬁf@% &RECaBM RAMEETS' RSVt Tt g access
point with asupptet meki &P RNy (raferecdvithinn thenpathtswitcheaoknowwies dafivent mdsdages Kecordingly,
target access-RRINESLRAY Peive akeyHing & Lemderivatiomfuactionthatusesthadnissmediary value
as an input §a.rangﬁer fo o&)tain a key that is cryptographically separate from the key used by the
source acc §3Cﬁ% .dg%}’ﬁe' embodiments of the disclosure further send a handover command to user
devices that includes an indication of the type of handover, such as, for example, whether the

handover ISl eEASPESR POt AN e taesEppit handover. Accordingly, in some

embodiments of thg disglogure user de{yices are confi%uredt dteterrﬁllne he t P8 H}gr{dover"based

. . . . ML a] par us computer rooranl progucl arc ere OI‘C[\’X vided ma
upon the indication’inc uded _|R 4 han over c mmana-and per orm key cferlva ons based upgn the type
of handoveProisssRtBeRien ks Featdistiosdraderther Uditneerite mbaranF ey idheIRSFRBY s
derived frongistiesintesracidiasy keyrtipcateet theapaiin afiichrvessagessalthahonlyathe/stuee)and
target radio,acesss, RID(S, 66 gapALIS ALsending &y ald paisich MERSAAR.AR Hus pdce the

risk of any arbitrary radio access point sending false path switch messages. Embodiments of the
disclosure &) RitHEFHHoRE TS BRIt ke Ll iSH R P BTEAR o YR SNy
overhead regnginestaknpbimor knentitiascdukinguthezrakdodenprocgsscasnbil asesetiecitgrozdminimizing
delay in handQuer an mﬁﬁ?afgmem@oﬂ{a%%%@%a;m@}p@gr@mmﬁ&gammm@A@@i@§ galewdating, in

response to a handover of a user e uir%)rrll)egt de\t/ice?f om.a sour%e aé:cessdp%nt 0a tar%et access

point, a key' %%%Itﬁcgtaf?g%st’?ﬁlﬁ/{artgﬁrgg ORISR St e e rte e ity VATIe IS A8 od of this
embodimeripaisy detlcriabacatebidgiray andisedpuiantes ived idlrhapdiverbist dsafte ssupigartheipsn the .
calculated key niheveethad ahthiz@mbesimantiagditionaly ecludesisending@patiiswitGbme
acknowledgement message.ncluding the.sqeond intermediany valug tothe farqel aceess poipt for use
ina subsequen? andover of the user equipment device. The method of this en?g)qd{l)ment may further
include recawitfy Wwynthcshdict plesshidadie o dmy QistRereRabh @ﬁdﬂ%@ﬂ%éﬁﬁf?&’éﬁéﬁ%ﬁ&@é@@éu|ating
the encryptigikey: basad wpribthe Sellddenificaton ol the dethadedhihis embladimentdaiay kagditionally
include storjag i e aanekinteiad A HalE- R3A016 RIIPAYIRIENSy ERIGURNG ke Ay further

comprise calculatln% the key following a radio andover. According to a second aspect, a

method is pIOVRFI WRIEH Gt ReM T A AR bV BEpiard it Adistrosssaase®d fBiht. The

method of thigvembiodinsentfustherihttagesadalcatatrgpimtesponse fdsepeipt ofithe handgeer

command, &keyhasad af leashiviRart upanadirst dm%@&eﬁhkawal pilikg methodkafithis,ambodiment
I

additionally includes calculating a Seco m.tegn? lary alut%.be?e attle%s]tlén\prartu on trl%ﬂrst
intermediary IAiRE SF AL BRE AN LA RN et Ry BB S HEP 2 LI GRS DR SRE D MG He keys in

d
interm efﬁ
a subsequets fedag/er minimizing delay in handover.

According to a first aspect, a method is provided which includes calculating, in response
to a handover of a user equipment device from a source access point to a target access point, a key
based at least in part upon a previously stored first intermediary value. The method of this

embodiment also includes calculating a second intermediary value based at least in part



According to a third aspect, an apparatus is provided. The apparatus may include a processor and a
memory that stores executable instructions that when executed cause the apparatus to calculate, in
response topchdhtiovierlard keser dhripatest efeicecfroniina iddtiqoelbs snpbidrs terrdtaggepabcess
‘point, a keyshaseddhieastdenpatt Hpara pesalssiystarasd fitstintaimediany valbe :dthe exesutable
instructions, when iReuied MALAIRGCRIRR D ARRETAS IR SAISHAIE A secnnd iuRImariary value

based at Iegst In_part upon the calculated key. The executable instructions when executed may further
cause the afPRASHER G a8 AU A AN ERTRH XTI IS Y ErTenETHes Sy B RIRY s eEad!
intermediaridesifiestothadardetidogets poinpfomusy insdubse teerd hdemdiveriof tHawusestheduipment
device.  £CONdNIaRRoWY agpRichAY aRRARSIS ArRVidedd Themrparatugmayingiide a
processor and a,memory, hat siores execiiable Instrctions ihat when exeoicd gause ihe, apparatus
to receive a handover tommand from a sotrce acces point. The ecutable instrictions when
executed n’ﬁ‘é‘?‘fE\Yﬂﬁer cause the apparatus to calculate, in response to receipt of the handover
command, a key bassudatdeastsitrpalrtippan anfidbintermediedyhadu éncliiesexegutabiehmstrugtions
when execyigd.may adgitionally.capsestheapparatbsiiecaiculatgia sesomshinteimadianyalse based

at least in part upon the first intermediary %/%Iu%. The second ir&terrlpe iaré/ valye a at%g used for
. c?lcu fing, in res;konse 1o receipt ol the OVer comumand, ¢ eaf ased, at E:ﬁwné upon a
calculation Of one or'more keys In a subsequent handover. ccording to afitth aspéect, a computer

program prégiichig prsiatiedathe dompuathrd o ghanrBrodieehajditeRidy awast erlelating a
computer-reasabl e siaratiaynedidakavindeearmppitarspeadablérprogamdiastrugtions storeditherein.

The compuigrsreadable AOAAMINSIHEH NS MBI IS AR RUfY afagr&g%wﬁsv&ns- Although
in this summary, the rogram ins r_u§t|ons are ordered, it will be, ?op[ﬁC|ated that this summary is
?;%FB &tely

provided merely forHUFBGEES &f té?(r RS RSSO i PrARITALE UM ATZIRg the
computer progfesvp o uet PR X ditp OB SHERGRY IR OB itelits e Fsie miertntbsaysehe
associa.ted eQmiRtie pRgras i'tnﬁiilbtﬁﬂ;@m@a'ﬁﬁﬂlﬁffst‘ @mgsamdpﬁiﬁmﬂeavmaﬁm acmﬁ@ma@g‘g)r
calculating, in.respoNse §9 . handaver of g yserequipment deyice 2 PAHEGERCCRSSPRIRL to a

target access point, a key based at least in_part upon a previously stored first intermediary value. The
second pro@?ﬁm’?ﬂﬁ%é’ﬁﬁ‘ﬁ'nﬂ‘g‘? R CGARG drE Rb B R G L SL BN R SARE HSrPDATHE S sed at
least in partcaiggiaithe eaictdatetdrkeyiatheahirdbpioyrantisisirucidnupvaythe edeflefadelicfor Sénding a
path switch aeknevicrgementsmassagednelding thensecand tntesppediaryvalie to the target access
point for e, SUhSRANeRLAANONSL AR \SELAIBMERL ISR, o AGREIING (951 aspect
a computer pro_gramgprocfuct is provided. The computer progra prodtuct may include at least one
computer-résf A ERsBGE MBARTRT RaVfG ESApeRsRERdsble program instructions stored therein.
The computer-readabtedpro graamfonstrustionsamagpmefuds @pludafity i rpgramsimstructibs. sAlthough
in this summaRssihe Aroaramdnsirustionsate Qudereh inwillheappraciated thatihis sklmmagy is

provided merely fof Rurhoses. of &xample and he prsting i merel (g faclitate symmatizing the
computer prgaram product. € example oraering in no way limits the | ementation of the

associated ESHISHESS BresgrarRcietr e dHEhe faFShp ABBREY S T RICHBIE niblF BB tiGrrdeirah
receiving a ttandadercommandifrorkeg $osttaatesss:peirit.uphe sdoendprogiéay instuactidhemay be

configured fgr.calgulatinehdbreSRRAS&IAISCRIR! Lithehanpdaxercommand @ kexbased.atdgast in

part upon a first intermediary value. The third program instructijon may be configured for calculating a
Cocond into G a1 DA e o P BB St TGRS Vit THS Seai
intermediarynifamrs sy Bee iRBtPFoEAIT RGO BPOAEOB? MhorerkESS i & SubsEgilidunitiEover.
According to a sevetitréispeactafifidppacatus isppaidethevdhichrodettideprneduns fahealeutatig, in
response 10,5 hARARKAL A1k SR EAL PRENLAP SR IR A MG AgessS AN A lafdpleccess

point, a key based at least in"part upon a previously stored first intermediary value. The apparatus of
this embodiFfSAE §ISE e AR AR aa s HOF LT Ating % SEBHmtATRRSRARF ORI I BELE 2 ast in
part upon thiechalealated! e p! Prredppivinsioisthis Beieddinieitsirmerinttudes eassudiosending a
path switch agknesdedgament sprssaga inaludingthe.secondViser mediammvaliede testanget access
point for use, i @ SHRS 'Hg‘%%é}%@r%ﬁ%%&l‘%}ﬁﬁ%rr&&g'H@@&E&ﬁ!{%% ram pEERIAINGHO R, HIgth

aspect, an apparatus Is provided, which includes means for receiving 3 handover command from a
source acceSeHBIT AhEHPPATALTS BRI HER I RIKESAMRIMLY means for calculating, in
response to receipt of the handover command, a key based at least in part upon a first intermediary
value. The apparatus of this embodiment additionally includes means for calculating a second
intermediary value based at least in part upon the first inteonediary value. The second intermediary
value may be used for calculation of one or more keys in a subsequent handover. The above
summary is provided merely for purposes of summarizing some example embodiments of the
disclosure so as to provide a basic understanding of3some aspects of the invention. Accordingly, it will
be appreciated that the above described example embodiments are



merely examples and should not be construed to narrow the scope or spirit of the disclosure in any
way. It will be appreciated that the scope of the disclosure encompasses many potential embodiments,

some o gk e frer s oclon,n sidion olbors e uTeeh Bl

avin escr eg the
invention |n@@ﬁ%tﬁ@rﬁ?@?ﬁéﬁé@fmewnqugw%élqwa@ér@@mé@mﬁm Hraviariess ageRieh are not
necessarilyigwn ﬁ@yssaa,@ Anchwhepainupon ﬂﬁwﬂovﬂﬁlﬁ §6¥barﬁa¢ﬂerbéaﬁkd@biggvm offadiekiig terminal

according to an exe @ua{% embodiment of t@e pre ElnvenUon . 218 clpe afie 1g)ck
1118 1t e € conlngured I10r ca. cu ing & secontt mtenin 181%%;1 I a50 %
diagram of g Wireless communications system according to an exemplary e iment oft e present

invention; 0 MRfENERtle safralpiat defagrmdnowmsE 2 %\é‘iﬁ%ﬁﬁ?’o‘?ﬁdﬂbﬁé\’{&%@?ﬁm@él %ey
separation i@ﬂh@ﬂdﬂm&k@@d@aﬁ@mﬁo assexempladnenibosinoedtiokthedieseniumnverionyget FIG. 4

s & contol o ciagiem akcemmunigalon.sionals ARssed beeen anies of the exemplary

embodiment of FIG. 3 durln%a handover process according to an exemplary embodiment of the

present invention; ACOE{EE &; RS AcLramy tBr%’fa&é’ﬁ?B}ﬁFysn?éﬂ‘{@&dof PRSVRGgEer
cryptographicairkerseparationfolufiandevsrsnacoondify-teadid exemsaryedmibddivmentwofithierpresent
invention; aRgdable program instructions stored therein. The computer-readable program instructions may

include a plurality of program instructions. Although in this summary, the program instructions
are ordered, it will be appreciated that this summary is provided merely for purposes of example
and the ordering is merely to facilitate summarizing the computer program product. The example
ordering in no way limits the implementation of the associated computer program instructions.
The first program instruction may be configuredfor receiving a handover command from a source
access point. The second program instruction may be configured for calculating, in response to
receipt of the handover command, a key based at least in part upon a first intermediary value. The
third program instruction may be configured for calculating a second intermediary value based at
least in part upon the. first irtermediary value. The second intermediary value may be used for
caleulation of one or more keys in a subsequent handover.

According to a seventh aspect, an apparatus is provided, which includes means for
calculating, in response to 2 handover of a user equipment device from a source access point to a
target access point, a key based at least in part upon a previously stored first intermediary value.
The apparatus of this embodiment also includes means for calculating a second intermediary
value based at least in part upon the calculated key. The apparatus of this embodiment further
includes means for sending a path switch acknowledgement message including the second
intermediary value to the target access point for use in a subsequent handover of the user
equipment device.

According to an eighth aspect, an apparatus is provided, which includes means for
receiving a handover command from a source access point. The apparatus of this embodiment
further includes means for calculating, in response to receipt of the handover command, a key
based at least in part upon a first intermediary value. The apparatus of this embodiment
additionally includes means for caiculating a second infermediary value based at least in part upon
the first intermediary value. The second intermediary value may be used for calculation of one or
more keys in a subsequent handover. _

The above summary is provided merely for purposes of summarizing some example
embodiments of the disclosure so as to provide a basic understanding of some aspects of the

mvention. Accordingly, it will be appreciated that the above described example embodiments are



FIG. 6 is a flowchart according to -another exemplary method of providing cryptographical key
separation for handovers according to an exemplary embodiment of the present invention. DETAILED
DESCRIPTION OF THE INVENTION Embodiments of the present invention will now be described
more fully hereinafter with reference to the accompanying drawings, in which some, but not all
embodimerESiShtREARiE fRshsBPRl  RBUHG CrTdE. hBATFRE SRioT SRR BT b BRIBEcH Hia i faifferent
forms and shauld t@qttne&oa@fea@t@s fimited t@dpe memmmae%&ﬁﬁﬂﬁelﬂm@t@eﬂhase
embodlments are Igrowded SOt at th&e di flgsuﬁﬁt ill gtés &gpﬁ I}cable le a%%l requwe o%gt% Like
reference numera srefer ?lke e‘f’emen S hroug out. ““F GiftiStrated a f(dlagram of a mobile
terminal 10smtarowtl benefit from embodiments of the present invention. It should be understood,
however, that a mobile telephone as illustrated and hereinafter described is merely illustrative of one
type of mobile termlnal that would benefit from embodlments of the resent invention and, therefore,
should not BREEERY A ddbd Bt ddinkaidiot i ' B While one embodiment
of the mobile termlmhﬂ@tlﬁssllausma]tedjtaadtmﬂtbe imegmalattemdesefdmﬁbef@mpumebesmﬁexatmle other
Wpes of MoRIS iSRRI A Py able dlolial asoiBlANIa RRAS pRgers, moblle computers

mobile televisio aming devices, laptop computers, cameras, video recorders, global positioning
system (GPS) devides hiti %%@%ﬁ%@@?gmfﬁﬁ&fe&%ﬁ%%o%%Q%r‘ﬁsal}ﬁ‘éﬁ%la&ily employ
embod|merg@m(ﬁherprﬁseapﬁgéem@em@gthermore devices that are not mobile may also readily
employ embodim (Zf the &resent Ny Q%n ion. ofl%?re%%%m manrltlgﬁm 12[)@}0% QJC%@QOQ me&ﬂs of the
present invention will be prlmarrPy escrl Ions

dHelow fn’ conjunction wi ile communi
applications:xefopieyembedeandob tepderstavdniie the system and method of embodiments of the

present invention my heyitilizaginconiupeionnnitha yarisbhPiathesapRlicatins Hathindhe mobile

communications industries and outside of the mobile communlcatlon industries. . The mobile

terminal 10 BPEAR BB SHf i AILEEE Ah A RS P O OB & ANt BRI TS Pable
communication with@ #ansruittes] Tdranith grreceivenifnithgmobildsmayet bminah k@tfuetherthaclude a

controller 20,or afher pracessing element{hat prpvides,sigoals ta.and tesaives:signals framythe

transmitter 14 and receiver 16, respectively. The signals may include signaling information in
accordanceeWhﬁdtﬁ@%l?fHt%PF&E"él‘s‘ta‘f?B%t?B of the applicable cellular system, and also user speech,

received data andfaGuses @ﬁﬂ@bﬂh@ﬁb&&ﬁﬁ;dg tthis eegapthihedmobile permingl o mayhegapable of
operating with o e or m]?re alr mterfaée S andards omm catlon rotocols, mod atlonctypes and

Th it
access types’ By way 0 ration, the mobile te mlanye e capable of operating In accordance

with any of a numB@# of firgs, %c%@tﬁ?lt@ﬁrdaa?ﬂﬂbﬂa‘oLﬁth&@éh‘efratmébtﬁm@mba‘tloﬁfprt@fmfbtg or the
like. For exapplertheismobile {gsmingh 18:maydae-crRabIRiRE P RIRIREHPIASCOIIRBBRNIEY the

second-generation 2 G) wireless communication protocols 1S-136 (Time Division Multiple Access
(TDMA)), GIOBSMSYERIor Mobile communications (GSM), and 15-95 (Code Division Multiple Access
(CDMA)), or W|th third-generation (30) wireless communication protocols, such as Universal Mobile

TelecommupispANEPBEEFRIBPMOR draiR3RAq:VYigsand Code Division Multiple Access
- (WCDMA) a 'd rime Division-Synchronous Codée Division Multiple Access (TD-SCDMA), LTE or

E-UTRAN, with folitHebHen i (Bioie Rien i AR 16§ SRS CoROBT tHE ggetnalier with

reference to the accompanying drawings, in which some, but not all embodiments of the invention
are shown. Indeed, the invention may be embodied in many different forms and shouid not be
construed as limited to the embodiments set forth herein; rather, these embodiments are provided
so that this disclosure will satisfy applicable legal requirements. Like reference numerals refer to
like elements throughout.

FIG. 1 illustrates a block diagram of a mobile terminal 10 that would benefit from
embodiments of the present inveniion. It should be understood, however, that a mobile telephone
as iliustrated and hereinafter described is merely illustrative of one type of mobile terminal that
would benefit from embodiments of the present invention and, therefore, should not be taken to
limit the scope of embodiments of the present invention. While one embodiment of the mobile
terminal 10 is illustrated and will be hereinafter described for purposes of example, other types of

mobile terminals, such as portable digital assistants (PDAs), pagers, mobile computers, mobile
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It is understood that the controller 20 of one embodiment includes circuitry desirable for implementing
audio and logic functions of the mobile terminal 10. For example, the controller 20 may be comprised
of a digital saj%nal rocessor device, a microprocessor device, and various analog to qi%ital converters,
digital to an &32% ?f’@rs, and other support circuits. Control and signaﬁﬂ)‘g@ |’H&’ hctions of the
mobile terminal. 10 may be allocated between these devices accarding to their respective capabilities.
The contr&ﬁ]g?”?ﬁ“ﬁ’lﬁ%"%ﬁ%ﬁeé’fgeosi%@ﬁgﬁﬁl@ tinctionality to convo agtsi’o%g%%/ %ncﬁggg%nd interleave
message ayRiEUEPEridiesnpdalBriorPael telprHiLeTs FOTPREKEHEITBIRF DY Kdtifonally include an
internal voiggeeeaboaismay fRchidenamistatnafdatarmoe ewrvideutencthe cobiteolier 28may include
functlonallﬁgea:%ggéotyee%gdggb%%% élgtl%g_gﬁ Riagrams, _vv_hlch may be stored in memory. For example,

the contro may be capable of operating a connectivity program, s_u%g as a conventional Web
browser, The coRMeBHARBIoGTLAT AP IREIPEE ! RerrSHHE S MM AL @ aREmit and receive Web
content, suekraisdaeation-basedontéhtreridiorotrernwenpagdedntentiacoordirgBEbWireless
Application BrotacelAMAR)HyneHSrbaRsis Rraaed i FR anatibadieadouexample.  The

mobile terminal 10 may also comprise a us?r irgterf%ct in uding.lan %%%Cdt%gce uusgk;jsas a

conventiortAFELPBHEAS S & SRR PAS FRYSHSS™ R MiBtopHone 26, a display 28, and a user input

interface, alidofupidichf threrathilpleumoumieaiomtiiisi20. The user input interface, which allows the

mobile terminal fiqxeeeiventateroBaynshideiany ptadsmbeataidnjccsalipwingthe mobile

terminal 10 to reﬁslve datai i(gggy “gﬁé% 5%5&%%13?4 ci% 3%‘{%&%&%%'&%@%%&9&%?Jn%ﬁﬁrilf‘pu'[ device. In
, the key

embodimeﬁltgpfﬁ?; u&d:l(r)f(f:}nfifl%re1 eypa pad 30 may include the conventional numeric (0-9) and
related keysraer clifriasnnipie s etTorerratRa sl Hse MEuTevidshiismie t Rr&HASely, the keypad
30 may inGludgsarepnrentionakQ WhRitydeypad-apangemanit ShetkeypadtB0magmealigo include

various sofl keys it asseelated aelanh a0 diian, O allemaial.dlie gkl tekminal 10 may
include an interface device such as a joystick or other user input interface. The moblli-:- Barmlnal 10 may
el AR

further inclifRUsCHERETY BacIéertiR bYsEiGrERE P Badk RS e IR G &'Eifcuits that are
required tonpperateibie ohoftetermiihaind 0y astwall iagrtiotionadsrdsrovivimgirabehemiest%ibration as a

detectable gutput.., e, mabiletarmingh 10 mayi furthen R ude & usekidentiymedule (UEVI) 38. In
one embodiment, the UIM 38 comprises a memory d vic:é%’g?vin acprtgc$ss€9r btuilt in. The ULM 38
CT} g ang/or ourgn

may includ@PTBle Sk ARTBIE LIRS SRR T Phic BRI EINA "2 TRiversal integrated circuit card

(UICC), a gniversal subseriberitentiseinodindikt) Svy pranein svaptdiissemgehtityidsule (RUIIV1), etc.

The UIM 38.max stoe-iniormaticsliemant seelatashiagonobijesubscrthefulfcaddition to the UW138,

the mobile termina be equipped with mem a he mepile ferminal 10 may
crg;;l%is;li%? ﬁgme%) ‘gszd% 1% Il Iﬁkcce S%%@S?M{;nap St%n? fm%&ﬁlé

include volBifi& mory 40, such as vola ife Rando emory (RAM) including a cache area

for the temporarpistsicay £ MatadiRed hibBile Rensvs A HoNh A\F4f8dS & BtREP fif-volatile memory
42, which maaybe-embeddedsansiormay befemovable: Fignhenadatie memory 42 may additionally

or altemamf%lgcg&r‘nn&ii% o Ey'sztgxg %Méﬁiw Ridhg ke, EhsvRemongsmRY.sore any of a

number of pieces of information, a ata, used by the mobile terminal 10 to im Ieme&%we functions
of the mobii¥ tMiharh s BRArBIEY IRE RN SPRIAR RIS i:%ﬁ&)a international
mobile equipmentigsnificatiomn diEYieades capabieofumigeelyn demifying thelirobile terminal 10.
Referring now to FIG, &, a,5¢h %%%@e@h%'ﬁ&'%B@Hﬂe%%ﬁ&b/&ﬁ%ﬁ&%@!ﬁ%&&?H&Eﬁlldﬁl&ﬁﬁlons system

that would benefit from embodiments of the present invention is provided, The sgﬁlstte oiothe illustrated
embodime MRS 2910 AP B AEGHIR: BeliicaebiR BRI Cohet SFImBIE WoBIE Yerminals 10 may
each include:aBeantenadl? feidicansmiftingcsignals . anddoprecseiving wigrals iroesa base site or
base Statio&%ﬁa?lo%%ﬁé{'}ﬂﬁv@r%, mavPe sompHsad-RiOne emmeksHealls:raferenasherein to a BS

generically refers to both a 135 and a cell of the BS. The hase station 44 may be a.part of one or more
cellular or HSHHIERERYBAESEER 8 tW@“EB@@fﬁgéB ﬁ%&%g%b%‘ﬁ@}/ \?vsﬁ%: VI|’F:)r$(szludes elements

required to eperaie thdanetamdvegebradtasndhilcostichiigiee mey IWSEiue Phe mobile network may
also be refegred 10,5 @ BAsaSIRIONAMS &/ IRteneringRinciond BMIitt piatiafontheiMSC 46 of
one embodiment is capable of rﬁﬁ%ti%%%alga%? an frI(‘)m anrirﬁ ?Ell[ff {53{;@1;% érlgn@/glg the mobile
terminal 10TEYRARIG 2 FRRERAGERAE AR RIEC UG TRAY A28 Provide a connection to landline
trunks whemnthelsaobiteneriainaiotions Fevblreddncatediir i BayifeRdthemicrelis Hia§*He capable of
controlling the fonwarding ot messagesiemnns korvthemmeaniteteFminaln e ardconaylalsts control the

forwarding of messages for the mobile terminal 10 to and from a messaging eenter. lt-ghould be noted
that althougP*the FIE4Y 8 ShowA ?ﬁ%ﬁ%"é‘ﬂ}&gﬁ%ﬂf’i%‘? 5 the MSC 46 is merely an exemplary
network device and embodiments of the present invention are not limited to use in a network
employing an MSC. -6~



The MSC 46 may be coupled to a data network, such as a local area network (LAN), a metropolitan
area network (MAN), and/or a wide area network (WAN). The MSC 46 may be directly coupled to the
data network. In one embodiment, however, the MSC 46 is coupled to agatewa device (GTW) 48,
and the GTWQ8%{&t#fed to a WAN, such as the Internet 50. In turn, d8GEER2ELPHSbrocessing
elements (e.qg., personal computers, server computers o I% like) may be cou to the mobile
Cerminal 10 T R e o B e 3 b e oy nclude
one or mor&'dratisaiing-ieherstasadeiatber WithrasesARTRtgcarens sV ElRFshown in FIG. 2), origin
server 54 (applishﬁmt&‘m&cbﬁm&mrm?pgﬁdém mrdﬁ:s@&ib&dﬂtlﬂluﬂm and/bhenBS4omaynalr0 be coupled to
a senving GPRS (gl Raskel RAdlo servise)auRnett nade(SEEh o i HERY 56 of one

embodiment is capable of performing tfunctions Similar to the 6 for packet switched services.

The SGSNB8! i HERISE 46 PRAY BEreotip ikt 16 M dath hRiierRosicth L4 e ftetiét 50. The
SGSN 56 may ibpndinectiyecaligledith hecdatdetivockntnlrn2ih&hemaodpméntrfacwelieh the SGSN 56

is coupled faAPaskalmWiteher 4058 RetWOHLSYUE RetiGRRS cAIgRearkad dihemacket-switched
core network of gs emb%dmwent is t‘tc],%] c%%aled 0 angt er GT\W 48, such as a g?ate a}/ GPRS
R 85

support nod€ TEGSK B8 anddte™s SRR 15 th T SRRPEE oI Y B S the GGSN 60,
the packetiBiViteéheercdremmivprrRimzaugise thekepesiéel teedaarriPaganlsgudieh& GSN 60 may be
coupled to @snaskagingmeeaters) athisiiegars the:CLasShhe0@nd e S GRNBE HikedbeMSC 46, may
be capable of controlli rding of Jnessages, such as.mu tw i ssaging service (MMS)
messages%#ﬁnggég%@%(%h@ g\{ég%\le g%m#gfln a slol% %lgec%%%%fgtgf ?:50 tro |n§n§$ I?fatgrwarding of
messages {5FHRETIObIBERARIAEP TG an Bhretn Wi vh et syiyitertariated fangientio by coupling the
SGSN 56 tadttie G RREcetiedhe tvork BB anditab]l GESME0jdaicatstédyias adomputing system 52

and/or origjp,SEIVEF &M hs.equnied torfhe mobile terminalddiadhe tnienelan, SGSN 56 and

GGSN 60. In this reﬁard, devices such as the computing system 52 and/or origin sérver 54 may

communicAtERGA TS HTS SRS TS AR kdP L BPE SIS TR s e SR BB A REILONEBRET88 and the GGSN
60. By directpibrtindinettl 2¥W@I1200810RIRGHPGITIBR06S/00512 icoane dtingariebileterminals 10 and

the other devices-{g.gno G WRMHRADIBYSES ThrBeer %QQ&E%%\é@!d%itﬂﬁahﬁ%ﬂmﬂtﬁn% 2fk the mobile
terminals 10 rgné%/ comgu@?%tﬁ with the other dexices and with one another, i%?h as according to the
Hypertext TrATSIEF B8t cor (THETRATTOP PREMkE U38 $hATERS TRIS BT VAliSUs Windhns of the mobile
terminals 102y inchitloloykraoplevenbedabnereaiteverdri 688ih|e mobite! netrordisishowdand described

herein, it shouid:be aprretiated-thatdhainebiedeusingl 1R manhacouriadtaqne er.more of any of a
number of different nﬂ%%&rgugh the.BS 44. In this re argt éhe ngﬁ\évorgs(:sg (?na¥nbe capable of

. Y Fi I A .
supporting Co Tﬁ I T S e i -generation (10),

m Unication in accordance Wrﬂﬁlany one of more of a number oF r
second-geA&HEGS O BMEE, timebdnsratinh (Bonydosiepad e mertivn {aoamlitiébecommunication
protocols omhébadikaninarexappleseneiannaadl the networkisidmayde capahimahsypporting

communicatjqn in accordance with 20 ir{sless communication prato 5-13(33rt DMA), GSM, and
595 (DA e B e DA SRR g g

communic&tiSriFiide cord anta ks RepoRiElcsiidonintiteRadicpratcsrdbP RS Ehlkanced Data
GSM Envirorment (eidmeorytherikeadditionally or aiternatively comprise an EEPROM, flash

memeory or the Iike, The memories may store any of a number of pieces of information, and date,
used by the mobile terminal 10 to implement the functions of the mobile terminal 10, For
example, the memories may inciude an identifier, such as an international mobile equipment
identification (IMEI) code, capable of uniquely identifying the mobile terminal 10.

Referring now to FIG. 2, a schematic block diagram of one type of wireless
communications system that would benefit from embodiments of the present invention is
provided. The system of the tliustrated embodiment includes a plurality of network devices, As
shown, ong or more mobile terminals 10 may each include an antenna 12 for transmitting signals
to and for receiving signals from a base site or base station (BS) 44. While a BS may be
comprised of one or more cells, reference herein to a BS generically refers to both a BS and a cell

of the BS. The base station 44 may be a part of one or more cellutar or mobile networks each of

e



Further, for example, one or more of the network(s) may be capable of supporting communication in
accordance with 30 wireless communication protocols such as a Universal Mobile Telephone System
(UMTS) network employing Wideband Code Division Multiple Access (WCDMA) radio access
technology.‘ﬁﬁoﬁ{ffgh‘gﬁfﬁ;(’for example, one or more of the network(s) maypgglggéggf}é)%?gsupporting

communication in accordance with 3. irel icatian.pEatacals, A& EUTRAN. Some
narrow-bav"flhd%iKWIEL fﬁ\ﬁieﬁgj , glilvﬁeﬁ%%,g %gtgﬁnggﬁ%%%?naar%%niqaﬂm §&§’t%(rgng %ACS)’ network(s)

may also BéexitGroFRearRBb R s B Ao RatoREss S BRIV G{IAIEY Righer mode mobile
terminals f@gio ol igitallanadperath DM MSDM A aratoty plioeras) capablhed mvbitecedeiadd 10 may further
be Coup'egosg 208 A DS WITBleSRARESSRRRISLAPE) §2n.khe APRE2MaxBonpEse access points

configured to communicate with the mobile terminal 10 in accordance with t igues such as, for
example, Yl fragy eRep T ARTPAFEEH Fbﬁﬂﬂgglpﬁgtr@r%f an ﬂr% grc%]rﬁd%g%%ﬁ vrzl\))rl]l reless networking

techniqueisyinot dirgeolirdesii ani@MXNcteeh Aiiezbla el e e Eisor v d@g ofg02.11a, 802.11b,
802.119, Q2110 £164 rdond widked niereperabilignior MiceomaytfooessifiMAatechniques such
as IEEE 802,16, /or wirel Personal Area Net ( j @,&gjﬂé EEE 802.15,
BlueTooth O(Té% %%ﬁ% \53?5%%%?1%?8@%%0%3 é?(e)srs?l%ge% Eyég%h\éygh@g%%gr%%%%?ou Iecfﬁjéthe Internet 50.
Like with HEGSE alszwnwtp;é,yéﬁzrﬁ?é;%%?dﬁh?&f&%&éﬁé&?&%}ytﬁ‘éeﬁﬁ‘&%& B3 I SiE Embodiment,
however, the ABsBHR-ateoNtireatyhcauplech todthet limérdet 6@ Uia se@TReABIcFINghe MidFe, in one
embodiment, the,BS\Ad-may.he,considered as.aReiba! ABhG2. Asailbhba-anpreciateda by directly or

indirectly connecting the mobile terminals 10 and the computi S the origin server 54,
and/or anyPoFePAIEEFSERHE QRS thETRERR &F g‘fg,rfﬁ#e Pn%ﬁ?egn%?nﬁg 10" may communicate

with one atisthisredigedonpelting wystem fetos qoibdirety bawsyBube ARSuSSRTERDRS Bfthe mobile
terminals 10 sue AR 4o BISMitAR IR GONaRLOEHE:lKE - WEN 00/ 1AR26RRETS0BR009/005129 to,

and/or receive content, data or the like from, the computing s sgegg 53; 66& Ht%?sdopﬁl'éGiE@ the terms
"data,” "coRBY ISR AT B SRS ?é?iﬁ‘éprﬁg?}pélec Cﬂ%peugelrn’terrcﬁabngepably 1 refor o data capable

of being tramgimitteehisd ce e tharid foratetad Vir dedarerapictd with Bt EREBFYPE pFesent invention.
Thus, use g aRYSUER dRFRS Sheuitt nat be rkendpriaitierpititandseogevoh embodiments of the
present invention. | It h not shown-in =G, 2, 0. addition 9 Qrin, ligd ef sewpling, the mobile
terminal 16%8%3%&5%6%%2%%%@  across the Igrﬁesrnet 50?the mokglile terminal 10 and computing
system 52deei/ee dtipled to one another and communicate in accordance with, for example, RI, BT,
IrDA or any of a muaberofdiffese st wirglite arswiteleSEROHmmemnldation Redhrfigues) including LAN,

WLAN, WiMAX, UWE techpigues, a8dier thedike Lpsuormessolihe sompaiingrsysisms 52 may
additionally, or alternatively, include a removable memor, 2 IF of%g&w&onte% which may
thereafter BEHAIBTAYTCo o ﬁ?ﬁfﬁ?é‘?&?ﬁ‘?ﬂwﬁ‘iﬁ?%&hﬁéﬁ%ﬁe moBile terminal 10 may be coupled to

one or morewledonikidevives, subhadeirntors5difital ot ttorsvasdisrBiterpigtmidia capturing,
producing gnd/ar.saring deMges (e dmathefdanninaisibikesuithibrconpatiagseystems 52, the

mobile terminal 10 may he configured to co nicate with the portable ele ic devices in
accordance BT TEERmibes & %%?rfaol}eé"‘)’(‘grlr%gpk{e flcﬁti:?ﬁ\é{‘f:f‘ff”ﬁ?&gg‘}r?ﬁ@ng %0%{8:{1%%% of different

wireline or axibelissnc dmtirueeaitior teotmidiiey 4hciaingrutoers PSR RIPBER TUIS EYCBAN, WLAN,
WIMAX, UY¥B, tachnistties and/Qnihg 1ik@e nwerdd: 80 exemplaryoarslmeimentheeatéat or data may be
communicated over the system of FIG. 2 between ile termi hi *}.aﬂ}?éé imilar to the
mobile terrﬁ‘?ﬂ%ﬁf‘i‘bcfi’fel'—“%&.’/% anc aﬂ?ﬂoe%\e/v%)r %g\{/?caecgrfg;hgegs%%g’r@ %fééléléézg in ordegr&tjcl?ﬂ (ée?(gl:ute
applications fessestabtisitingictmmenis drirahne arr the SHSDIREtERIIYES AhdBHEr mobile

terminals, foLgxaeRignaibasHeiRmIes FiGedaAs suahs iahimeil:hecunderstovddiaMble system of

FIG. 2 need not be dforc ication, betw; ' minals Qo Rewesan a network
device andtR&HFiobile gﬁr)%ng;ﬁaé %Cfgrgﬁﬁe? ?%ﬁ@%é’%%%?ﬁ%ﬁﬁ%r pUrposes \g%eexample.

messages for the mobile terminal 10 to and from the messaging center.

In addition, by coupiing the SGSN 56 to the GPRS core network 58 and the GGSN 60,
devices such as a computing systemn 52 and/or origin server 54 may be coupled to the mobile
terrminal 10 via the Internet 50, SGSN 56 and GGSN 60. In this regard, devices such as the
computing system 52 and/or origin server 54 may communicate with the mobile terminal 10
across the SGSN 56, GPRS core network 58 and the GGSN 60. By directly or indirectly

-8~



An exemplary embodiment of the invention will now be described with reference to FIG. 3, in which
certain elements of a system for facilitating handover failure recovery are displayed. The system of
HG. 3 represents a specific embodiment of a network such.as the general network displayed in FIG. 2,
except that B€ 2¥78578%nts a general block diagram of an E-UTRAN. AS-(E %}Sﬁ%?ection with
FIG. 3, user equipment (UE) 70 ma exemplar n i t Qhilerterminal 10 of
FIc. 1 arteBCC RO RAE T 79 520 o e ook et SR 74 oy b Exeat o
embodimentscofreftisdnigmreEs. d gopils ToH I@.r??%@%?ﬂ%ﬁ’ﬁ?”ﬁﬁﬁéﬁﬁ%eﬁﬁéﬁfgﬁnaqevolved node-B"
will be usgghsibsesentysman fvolied nadeiBrisierclelystn ErewobdifiEN et/ anticEsLpoint and the

term "aCng,_.SgOOL[}%Q&%@%ﬁgm&%ﬁﬁm%ﬁmﬁwﬁéﬁq§.tatiOnS’ and evolved node-Bs. Thus,
Qus .

although SMbGdimEnts of the invention are discussed in,tielation t0 IEBUTRA({\Ing%ggrds, embodiments

of the invention AlBoHsh 8" fisReE RN DL PERS T AR SO nications protocol. Further, the
system OhfrkG, Bsimay Bisprbeermbloyed il T2008/ 12226 bPETIBZO OO BLIPEERhection with a
variety of gther devices:-hothmokile andfixad sand thermfomeemhodiments) they present invention
should not be limited to application on devices such as the mobile terminal 10.0ffi(. 1 or the network
devices of#R1bi° & SHPPRERE PN 1S s Sehematic block diagram showing a system for
providing engptgr aishicat ke ssepatiatiHlo? Harbblersssidr fiy f’c?qﬁnf%‘ifg’rﬁﬁ’f‘ﬁ "&nbodiment of the
present inyentippiis Rraviced:bhe-systersrinehide FarBmpERAN 7 Grwhighhnegrndiisie, among other

things, a plurality of evolved nade-Bs in amunication with.anevelved pasketieaien(EPC) 78 which
may inclu%yc?ﬁga ?iﬁo?esﬁg%lllrt} %gnm%éggnnﬁ%{;ntities MlVIEﬁ%?SQ and one or more system
architectureesdBor ¢ SEEYLAAEWA A THE BIIRLY nOd8:AY § Bding source evolved node-B 72 and
target evalvedmaserd fdymay besempivad evotretrvdd BefeleceXBS) BhAFHES also be in
Comm““i%%%&é&%&@%&&&?@zﬁ@b%sgngﬁma cEhemsvabestAqRds, mayepavide evolved universal

mobile telecommunications system terrestrial radiq access (E-UTRA) user e apd.eantrol plane
(radio resBiEe dORESIEEREY) Brossl tt‘éerﬂ‘?wgﬂ%%sn}adﬁ %a(ETéJ%.S é)fe%%%vgégcmnohet-Bs may provide

functionalityahestingdoisuchwiurdetionsasnadionmssyptcsibaag BRERt IR h F8R %ntrol, radio
admisSIONGOOPIGPSEYRR LRNH CRliokn B in alosalian of esourSENS Vi both upiink
|

and downlink, selection of an MME 80 at 1.1E attachment, Jaterngt Br | (IF).ReRdgr compression
and encryf‘ﬁ‘?ﬁﬁ,tg%ﬁ‘(gltﬂ’ﬁﬁng&%q‘lﬂ%{’@%ﬁg ahd br %d%%es i 6?nga%on, ro%t_iﬁé%c%?data,g}heasgement and

MeasuremepporspostimgiorcabefiguaRtEmTOBIG: S HHes IRITMUEARCR AR 60° A1) Rast functions
such as digbuior plnessaaasdarespectivesyaivad notiesBsseectsitynooittsl Biigstate mobility

control, SAE bearer control, cipherjn _Dirgtee rity ect| 19568 8S SURIMAMAS) signaling,
and the Iikg.%ﬁ)rdﬁaﬁo%(fs rréd ?tl] eg&gpg rgﬁ%lrgég#l{%%%%?gﬁga%%ne with the E-UTRAN standard, it

oheérein as an
will be appredistechtidatebilsoeimiesiss of tHisTAVERIRS PaFE Mo it rS 'BpRIZHSH in accordance with

the E-UTRAN standashapdthatthe dv ME:&bsaypiis obecantities wpdestriecovithostier networking

standards. In this regard, the MME 80.may be @gtgng%dqgmié@%m&§yﬁﬁm of FIG. 1 The
SAE gatev%@‘%négy 'oesg%r?gtfgﬁsfgﬁngﬁsgs tcerm’%nation alnd switglf-!éjng of certzqg}?})%%a%% for paging and
support of &rEinabHilig adePranex SHEhIETY SHIB SR e HE B C 8 M ide’"

%%}I%nrc vide connection to a
network sugihAsdheyriednefaber of different wireless networking techniques, including wireless LAN

(WLAN) techniques such as IEEE 802.11 {e.g., 802.11a, 802.11b, 802.11g, 802.11n, stc.),
Worldwide Interoperability for Microwave Access (WiMAX) techniques such as IEEE 802.16,
and/or wireless Personal Area Network (WPAN) techniques such as TERE 802.15, BlueTooth
(BT), ulira wideband (UWB) and/or the fike. The APs 62 may be coupled to the Internet 50.
Like with the MSC 46, the APs 62 may be directly coupled to the Internet 50. Inone
embodiment, however, the APs 62 are indirectly coupled to the Internet 50 via a GTW 48,
Purthermore, in one embodiment, the BS 44 may be considered as another AP 62. As will be
appreciated, by directly or indirectly connecting the mobile terminals 10 and the computing
system 52, the origin server 54, and/or any of a number of other devices, to the Internet 50, the
rmobile terminals 10 may communicate with one another, the computing syster, etc., to thereby

carry out various functions of the mobile terminals 10, such as to transmit data, content or the like

-0



As shown in FIG. 3, each access point, such as, for example, an evolved node-B, may include a
processor 88 configured to execute functions associated with each corresponding access point. Such
functions may be, for example, associated with stored instructions which when.executed by the

processor 8 M-’éiﬁzﬂ% corresponding functions associated with the iﬁ&?ﬁ%ﬁ%‘ﬁé‘?l}%%‘rocessm such

as those described above may be embodied in many ways. For examplg.ig.Ripagssor 88 may be
embodied”ﬁ'gdé"bF‘E)C(?é‘?s%’ﬂt%“c8%?0%&%%%%%%n%0 f)ergér v%?%us other proc% si(r%??ttpﬁans or devices

includingntedrated ‘cmeits’ Sidhrastion} EX-FAPRE SNICOWRSIIHEE 1352605 %2009/005129
(applicatipn, specilicinigy atesatedicabe gicogramimablergate antayERERY TS other suitably
configured or programme Q%@Q@[&%@Q{ U SOTWAE, S EMEINIS 1o imiRNE@XEMPlasy-embodiment,

each of tREEVolV&d node-BS may alfo include a handover management element 90. The handover

manageraeppdiiept OO HTERPHE SRV Hevice or means embodied in either h_ardwa_rel a computer
program produck)asaicemiiaationFes Hardwiiscarelcsoftivare apnaihpe WD or otherwise
CO“”°"e%%&[gﬁdﬂg%@éﬁgr5§§cr$ﬁ%ﬂa§ﬂ9&¥§5m9@m&ﬂﬁlﬂlﬁmﬁﬁcﬂ@mmigewm@lred to

determine whetherto request a handover with another evolve ngq%ﬁquesgg;,, for exaunple, on
measurefEhtEPEIEE %8%?\7’88%6%?%% (o 1%%%%15%? “for example. if measurement reports

received at diyecs ouncdevs ispderSiERTHElsEe %‘ﬁ%@%@ﬁ’é‘éeﬁ?’g“é‘%d‘?ﬁﬁé‘ﬁ%ll‘v‘% ich a handover is
desirableg.gx | signatwiiengihiutbenanxmeirvoluadonotes B 72 mapsendyathantfover request to

the target evolyed node-B 4. 1n an exemplary emopdiment ok theiesentdavasiionnise handover
managerﬁréaﬁtagi%hgré% Qﬁrﬁ%i'/n%nev% ﬁﬁgﬁ(r%g to include Wi(t!%&theIB handover request, an encryption key
peOver opst .
, the

which maydyshamebierbsanmtitee shibaeiisrith thd BesFE IR iNS T8Gard frandover
managemsgniiielemeniORdmayebecaeniigicceditch uti hretenchgsaomdieyeryeedféd ffom another network
device, sych 85, 0L SxAMPIS ANRIheLEYs uekaade: o & MME-ARulo commaicate with a UE 70
and/or to use paramgters eceived from anot{1er n%vorl%deiw eto nqx%rlr\ﬁ%ager\%m%{gvlse calculate
encryptioSRpERs SySEI ForhFreRLSFRIHth B I 7S fe Randover management element 90

may furtheshicenfigiredddoeomeranitate withtahMaMESBE h ﬁ?ﬁ?‘r%’@?é?d‘?ﬁﬂ@% Yer management
element 90 may he configired 1o4658ive. Ainitial coniextsaupquashmessageirom an MME 80.

The context setup r%gstﬁgi}[g%zza Teé,nﬁg?ggﬂ?g one %)%r?%&&@%mgpn keys, which may facilitate

communicstidrith r e con setup request message may additionally
include one or nere panapieeTsiEmTA P IRETSE 3 TR B AABBEIAEhRIGE AT ERRent to calculate
additional gpcryption keys nibe-handovemanagemant lemeanbi@O-mayabddiiéially 4 eonfigured to

transmit a path switch request to a .80 as wel ive:fromihe MME 80 a path switch
acknowled’ﬁ%’@r’i’ﬂ?%s‘g q&j’es‘\?\siﬁr@ﬁ?rr%%{l gfcﬁﬁr gré%%e{e)%&rf{ggg 6%a;ameter5 that m% be psed for
e

encryption-keyderivations/chs SsrmeBInBoEIHSfEd REHAMIEG ST AR SHRERTRTerent 90 may
additionally be.canfigurediapiptesidhe paifiswtichimessageewit Bt idtedediary key and/or any

keys derived from the intermediary key. The protection may.he.achigvest thiighany of several
means, su?fﬂpg’gfa? Precfﬁﬁlblf’ei?at%?%ggV%ﬁ%e%ntyeprotection checksym over the path switch message or

through anrebiléstitediontekes Bhict iateer ey fRePHPSFEGERTRE

ey and/or keys derived from the
intermediary key ganeksape ascliionahelementethat widydetndtsdigdvihagfameamiciimessage

and/or shared between the target radio access noint.and- s ebiiv-parageenagpgsity (MME).
The handoté? Vﬁ%’éérgé:ﬁré%ne%%% g%cé%fg 0 may furtherht%e onrgg% d to co municqteemg§§ages related

to a.hando%ﬁr&mmtﬁ@?éﬁ?ﬁfﬂﬁ%tﬁé’gsﬁ?ﬂif’ﬂfénh%‘ﬂﬁ‘S% anag’ft_ar?ﬁ%%%tagéfef3 ent 90 of a source evolved
node-B 724naybeisenliguiadse serid@ hantoves comerraitbe daprErg a E-UTRAN. As

sach, in connection with FIG. 3, user equipment (UE) 70 may be exemplary of one embodiment
of the mobile terminal 10 of FIG. 1 and source evolved node-B 72 and target evolved node-B 74
may be exemplary of embodiments of sither the BS 44 or AP 62 of EIG. 2. Accordingly,

although the term “evolved node-B” will be used subsequently, an evolved node-B is merely one
embodiment of an access point and the tertn “access point” may encompass access points, base
stations, and evolved node-Bs. Thus, although embodiments of the invention are discussed in
relation to B-UTRAN standards, embodiments of the invention are not so limited and may be used

with any communications protocol. Further, the system of FIG. 3, may also be employed in
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‘uch as in response to a handover decision made based upon measurement reports received from lie
UE 70. The handover command may include an indicator of whether the handover is an inter-waived
node-B handover. In an exemplary embodiment, this indicator may simply be a 1-bit flag tndicator
wherein the%wﬁqﬂ?ﬁff?jetermine whether the handover is an intra-evol g&’%@@“&%ter evolved

node-B handover based upon whether the 1-bjt flag is set. In,alternative emhadiments,other means of
indicatiorPRESFER 484 ‘EURK 8%?%? XA @t{fbféi§3|}r?gaﬁ§r% ggdda;%%lg n&a%;é\g%g’m eter with ige handover
commandmessag@tion shrylEwhE BOiterkip Aelisairn Brivasor g HEHIES EEnIer 84, and
memory 88x=khe pragasses:Basmay berembodied as a processor, a coprocessor, a controller or various
other processing, means or dewvices i ing Jntsgrated CIWis.s UGk Ay foF pyample, an ASIC
(application spe%ﬁr?g_r?ﬁl@fé?gté’(}! %%?&i%?ég%%agrogra[ﬁ%?naable gat ;%?r% FPCe;AtQJfat d/or other suitably
configurerreseERh oS FRERIRII BRERPSSRBIRS BB PR handover controller 84

may be apygdevigeionieansiembitiegsiareitivbdbratRERR SN OV iraBuRTBE A BPBgram products,
or a combinalign. of hardware and;sefware and sk he.esmbadied ssieqiesnise (rtolled by the

processor 82. Thé handover controller 84 may be configured t IiAnicate with, syolved node-Bs
and mané’@e“ﬁ*‘éhﬁé?ﬁd%‘é‘iﬁ&‘%“lﬁ?ﬁ@“?ﬂ‘g ﬁéfﬁ%énre%ont% Se&ég[gr]ﬁg%éadditignally be configured to

communicatemwithhesenving SINE GaBnzipwirthiEeayaredrrixBiBraris el fay be

configured ig. semd Ll Blane LpdaterRatiestsio R seswkiy gatewaydarth regekieBs-Ridmexupdate
responses from a serving gatew n egqggpl@éy. embodiment, the handover controller 84 may
be configﬁ}%c’db?o“}:(’éq%ﬂrfg% eneryp o %@% well as intermediary values that may be used by evolved
node-Bs for the dbrivediend ofdsdermenaTerdnRI IR ErsthEIRAR SRR CSraHEr s X My be configured
to Store oG eNAnERIeEILAS EESITRtICE: bys anickintetyieidndivakiostin PRFACRRSE. The handover
controller 84 may be.configured to869d-AR Wijal coRext selpsaauasmassagesimasource evolved

node-B 72" Fhe context setup request messa%e may include as %&rgrgeters one.or. more encryption
riode-

key valuesuaihfereiaas et b s AIREHISh BRh&EToI08E ho RN GE Y, The context setup
request message Mmabaidditiona|lyyomaitelnatiepinsrdeond B mbrd wRERREdIgYVilkes as
parameters that may henised Ry the.euplvgdinede: Bia.caloviaiaaddiinnalenanption keys. The
handover controller 84 may further be canfigured re(%%ii\l/eoat%atgf%\é\{itch egg&g&gﬁtfgg@ an evolved
node-B asCHfEIPASSCRETE UM asiaY HEts s ‘B Bath Switch acknowledgement message which may
include onecsmoretperaretérscthizvraipbadhdéy bylthe Hseeiving evolved node-B for encryption key
derivations. In sofje @Rk edimenis: s hanrdavescantialien SAnmaydbetconfiguredtawerify a received
path switch message to ensure.that the path switch message. i i i olved node-B.
This verificSiGrr s He GYLEd 5 ?E)afeen%%rlr% éog%(él’r(%r more elge% J§F§ u\(é:%ﬂfgﬁ orﬁg;{(%%ngg%, an
intermediapyoleetandifon-ormssesmsre REYD SERVEE: RBMEHETn SIFRAHLIRED. © 58 & 8xemplary

embodimeninadiE 7 mawipciuder progessoraai-adiantlovermmesiage Qv erdimestmofy 86. The
processor 92 may be embodied % a g%;&%siﬁ%rwg&gpg%%g@.@W@L@{ﬁwﬁaiﬁﬁ&mher

. i ) . .
processmgi“r% SHLIST Gevices inclua g Integrated circuits such as, for exam IeaaEQA IC (application

specific inthBVERRITeHI0 ba HEREHIBYPRIN LI G AR KHHIE EBER) aft 8t SHET Stitably configured or
programmeg hgy dvase-anehR! fofomNe Rlementseincs Gite eriiboliiaatey tiapidegssor 92 may be a
controller 20 of a mobhile terminal 10, :Th& AANIPUSHMANALL S My beiaippeleviasor means

embodied ' &ither har ware, one or more computer program roductsé or a comb%natiggsof hardware
and softwamskihd-nisgnisecair By deRe4Eshio i P@é‘ﬂﬁ%t?&%ﬁ‘gﬁﬁ%%upf}otgéls]?gf i 'some
embodimegisithednemory 96 may be volatile memory 40 or non-volatile memory 42 of a mobile
terminal 10.  The handgvermanager, 94 may ke.coniiguasin:camnmueiciewilihsource evolved
node-B 72 and target evolved node-B 74 and calculate encryption ke%%to be usglgA 'gcgggpmunications

i
with evolveiacsie e S 6 RIHERL L FARE VT 8RS HE 70 oM 4 solirce evolved node-B 72 to a
target evolyemnader BuftioTheshandoversmpinagecivied it corfignrertsseHichEagurement reports to

and receive g IAN{Oa! GOLINARG R ROHES uplvelh fdesBd dstaisomerembodiments, a received
handover command may include an indicator of vggl%her the han%%yi%%iﬁlmrjm%[-gv%yed node-B

CITH

handover. THENEoVePAIEINGEF b2 M HEEA TS cooﬁ’ﬁgﬁlljalye%eto perform encr ptillo'n key derivations
based uporthepteciecinaiciitora! iahisbadisre @ﬁ@@iﬁ%éﬁt@"@ﬁf?@ﬁrﬁfé’ﬂﬁ%ﬁ?‘b‘?&%@@ﬂ herein may
perform ong key deriva ion. prasessif-ahandeyetds-an intene oltied nodeBritaad &L and another
key derivation process If a handover is an intra-evolved node-B handover.  In the event of a radio
link failure (REF), the handover manager 94 may further be configured to receive a radio resource
control (RRC) reconfiguration message. The RRC message may include an indicator as to whether the
cell to which the UE is to attach is a different evelved node-B from that to which the HE was previously
attached. Accordingly, the handover manager 94 may be configured to determine whether the HE is
attaching to a new evolved node-B following a radio link failure and to perform intermediate key
derivations based upon the determination.  PIG, 4 is a control flow diagram of communication

signals passed between entities of the exemplary embodiment of FIG. 3 as well as operations
narformed hy the antitiee diirina an inter-evvolvved node-R handover nrocece accordinn to an avemnlary



as the key being previously calculated and stored in memory. This calculation may be performed using
any key derivation function that is known by both the MME and the UE. This key derivation function
may use the key KASME and NAS uplink sequence number (SN) as input parameters. KASME is part
of a security"t8At8%E28%is known by both the MilviE; and the LIE after aﬁfﬁ‘ém?gg%{?)(ﬁlﬁfthe subscriber
or after having received some security context after an inter-radio tef%% I dover thus having
initialized@ﬁé‘%@%ﬂ%ﬁ?ﬁ&‘é‘ﬁf@%@%ﬂ‘é‘?\@tﬁg ig‘{%ﬁfﬁi?ag BN A Ot %%fégr)nﬁéa ggﬁclgrrity context and is
known bystinthistleenkitivkEdan dr taeiEd hethisregulor Wie"RASaRstk SN may be determined from the
Service Requesh{ggg%g[ga@ idletaractiva statent ansiionapdionthareselluwdudfditer authentication

or initialized after handover (HQ) from an inter-RAT Handover, Operation.400 may.further include
calculatinﬁ‘%ﬁ%ﬂ?@?ﬁﬂele&f’ﬁ?yt/g\&alﬁéﬁv% rrl|T((l: YA BE Used by %n\}(ﬁg’/gdﬁl%del%s to derive keys. This

intermediampadifdan rldatisivas NERIFRISIENET HO94%. 47 Aeey Baciaicehats 8B iding to any key
derivation fangctiomihatisdiensiby hotviheNibbmot:d i fihe keyaddivdiondutoton may use the
values of ICASME and KeNB as input Baramelars-The MMEmaxdhan.seac.as inial context setup

request mnéa'snsaéegrg?r\l/vﬁlc may include the values of KeNB and Next-HoEEi-FeNgl %e ource evolved

node-B aeepbratishvabIodatoerdtiBheATIP i SIS BB ENAIN CaICtate The value of KeNB if the
UE does a6t aifetadisathentise hansraocessotieckiasd siibh eareas it Hréviously calculated
ilndtSHtore%A’Qﬁ%kfdﬂmés%&%@&i&iﬁi}%d@aamwm?amf imii?@iét@.gakewa@n@ then\gaﬂu?vl oEf Ny
extHop-KeNB1 using the same key derivation function and.inpu used in
step 408 R ﬁ‘ﬁgﬁfe%vgﬁf%gﬂ%g}Zzanéﬁe%%%anr%%\ﬂ?rﬁg m%Se({]g) ?gﬁg%ﬁ%%aﬁﬁﬁieﬁﬁ% between UP
and the seurerevialyetindtien o\BXRFieR- RENTE the HdaterRatRB BT SRSt Wt may be used
to derive theyalne efiackay wsediodacilitatenem municationsdethebmiiédifeand a target evolved
node-B foIURR SoRSRaRNEl, AhoHakhel aliaied.oReatian e0fmatiarmeamprise he UE

deriving %ncf%nﬁlé% rom the value of KeNB and/or from subseguent ke vaIuF derived from
this KeNBuiy predefisnser ke ydiesicamignitnhetiorsesived fr%@ﬁ%ﬁ“ﬁ@@%%?‘é%%ﬁé "L%rsF operation that
may be pesfatimedntahinitaira harddvemofizE Bftonvansoirde eitbvEE Houuls o Btarget evolved
node-B. In th'%%?%ar%%ei‘iv‘éﬁ ME may. sendmeasHieent feprsis:ia e samee ayphwes node-B at
operation %98 T he source evolved node-B may then make a handover decision at operation 408
based updh ﬁ%%é%?ﬂﬂé?ﬁ%‘?ﬁr‘é‘ﬂb?@?ﬁgr example, the source evolved node-B may make a decision
to handover the [Ti iftdevaeastyenertsepurdd ndideatbetutctni R hRagereesnes Eonger or
otherwise morereliable sional fiom aneilhier Ruplyaanaenth: OpaigtionAgurayfudier comprise
calculating the encryption key KeNB* using any ke egrévalt'onc{ggpcgis%n thr@&é@sﬂlr?e%slég@wn by the UE.
The key d8HHERTIUREHSHME TS B THashte mediary value Next- op-nlgeN 1 (this intermediary value
may be previouslyderovidenids themoiondesveicl rodectitfesammmarainaibettin’feduest, such as in
operation 402, ang/ofig &ﬁé@&&ﬁ%ﬁﬁ@%ﬁ&%@i&%&ﬁﬂﬂmmm&uﬁ&lcagﬁmquaﬂm 430), as well
as Cell-ID or physical cell ID, which is an ingg%a%iqg H%; @gc[@ldﬁ?uq p;l% i&@ng{ éﬂ&@g@pﬁg&target cell, as
input parafEERs. ThSR AHEPR AT Efbodiment. however, the key derivation function may not use any
indication Gheierselectethtarmentcdmest R FRYCHARAANE RS CORTETIEH AR AR M diment, the key

derivation funetion mayMielgoselel antoe iatesmedFrylvatuephiextdopieNBedigemaay use the

intermediayy valle Nex:Hiap KB o, sombinaien Wi ane, ormee aihisidqun values as input
parameter§-OpSr A5 AT May comprise the source evolved node-B sen I%ﬂa handover request

including tHetivatisasofKeRBeTE S Pl IEEAES O EIETeVaEE N oH &8 AN TS e rd, KeN13'1' is
the key thajomay.betsedtofagitaieicommunicatibnbetwaedidd Endiod ahekaifgietissolved node-B.
Operation é%fr& mg% com%%rséektheﬁ%r&%ge%{{&llv&% rggq%@,@&mgyg ipgsthe-hanrdavessequest to the

3 .
source evolved hode.B. source evolved node-B may then sen WJLatcgandover c&mmgnd to the HE at

operation 436OTHEA BB AT IR ISERGERE PERTEVEP S BETh icator identifying whether the
handover igpadnie-euolvedmateiBohanddverhinsonmreiem badindéntsothietess dervlition process may

differ from {he, %%?aergﬁgﬁa%%%‘%gdﬂﬁ{@&i&ﬁéﬂ&r acveluest RRiledd handaversidceesdipgly, the LE may
use the hanéover type indicator to determine an aP%PrO rlateolél% derivation rocesg?rplﬁgsambodlments
u

: : 1
wherein anhiéie ste GF e Tdbh BREATEIC GF £ PARYGPCHIP R Ted FET Ry derivation functions and
Cell-1D is used rathehdhandsp hysigatcel iy b aag dveieconsaiaavEeh 4 CaETYRAAY include an

indication %&&%g@%%e%%"a BandovaEiHEUDaY, themcaleulniesmlesondtepBsmarhaxt-Hop-KeNE2
at operation 418. The HE may calculate KeNB* gsm%%@g gga%gkgﬁegenvatlg@tgum% and input

parameters 1868 By & O Wb N e T HoTS B Eperation ext-Hop-KeNB? is an intermediary
value calculated using the same key derivation function as Next-Hop-KeNB1 that may be used to
calculate intermediate key(s) in a subsequent hagpglover. Accordingly, Next-Hop-KeNB2 may be stored
by the UE for use in a subsequent handover process from the target evolved node-B to a third evolved
node-B. At operation 420, the UE may send a hanclover confirmation message to the target evolved
node-B. The target evolved node-B may then send a path switch message to the MME at

operation 422. In embodiments, such as illustrated in 1-1G. 4, wherein an indication of the
ideantificatinn Nnf the taraat call i 11ead for kevy deriviation fiinectinne and nhyvecical call ID ic 1iced rathar



keys derived from the intermediary value. Target evolved node-B may determine whether to send the
path switch message based upon the handover scenario. In some embodiments, the target
evolved nodgd32maryz3emd the path switch message of operation 422 onlydfithedéuandeer is an
inter-evolved node-B handover, such as the handover scenario illustrated in FIG. 4. In an alternative
scenario, Wmiﬁias@@%ﬂ%@k@mﬂ&%@e&m&mgwﬁam@il@@a@ﬂéﬂm’: piRandaverbyt still be a
handover v;{g%gglg t source and tar et evolv d nod% Csétare tﬁe(}? c? referred Q as an
intra-eNB, ifit -ccﬁl hah ové’rerﬁi)%no glflécfr]fa \E}%}sclenac}ﬁ% R Shetistaledin FIG. 4, the
handover W%naﬁerﬁtmﬂéeﬁeham\%ﬁm@%?%a@wqw éﬁ%ﬁéﬁ?&f@éﬁl‘ﬁ@dl%éﬁtbthﬂﬁét evolved

node-B maycﬁzﬂtsmﬁ@efmémendnﬁy@m&ﬁmmmemeoampemﬁi@ne@%&mau nter-cell

handovers, .. RSB NB.ARndavers, andia- B dnielsselthandeygg,Jn such an alternative
embodiment, the ME ma e con %ur todlstlngwsh inter-Cell handovers from intra-cell handovers,

such as, for@?éﬁﬁ’ﬁ’f%% Bﬁ@éﬂ‘fﬁ‘ﬁbﬁf gt oth & SRR L DS ERESB AHTERT the target
evolved nogiexBeraayithateonfighireddasenddahe:gath switch message at operation 422 even for
intra-cell handovegs \i i alisrRative skedimenhathe MMk oay be M&H&%ds@ digtinguish path

switch message retransmlssmns from inn-cell Opath switch messages. Vample t|on 424 may

comprise tRENRTE SSRHIRG AERBIARE AP AEtE Feb ERREe TS e SERING o ateisy® Bhération 426 may
comprise thesdvRviE: ool atidy e ivdivénpineaBe cising tiehsanier keglsrigatioR-function and input

parameter%ayﬁﬁsatbm the:sRUreaeMalvednoa-R Alooperatine 4OS:nertion426 sy further comprise
the MME cal ?tln%tl\leéﬁgﬁo KeNBZ ?1 g‘%the mceor%extgervaggl I&Hﬁ% O%Qﬁa%&%by the UE at
t yt

operation ﬂ ME and E may then store

Next-Hop-ReNsEs ﬁ‘?ﬁﬁh‘éﬁ?ﬂ'#@’%@ R’ilﬁ@‘%@Wﬁﬁ‘ﬁ?‘fﬁ@ﬂ‘%‘éﬂﬁrﬁ PBPLREIIEE esponse to the
MME at opgtation iadicOperadiomn $3emaycomprisel tog Wi nsengingeatpetbiswitch
acknowledggment io, inalaaele volvagnederR, fHhe.atl.sudith acknowledagmenmay include the

value of Next-Hop-KeNB2 as a parameter. he target evolved node- B’£1n %/then store the value of
% Q

Next-Hop- R@Wﬁ?iﬁ%ﬁﬁqﬁﬁ?gﬁ%ﬁ%ﬁ%ﬁ“ﬁgﬁ“ﬁlﬁetﬂ'l%qﬂé‘ﬁgmr N&HHSp- e §Yay be used by the
target evolvedrnidd&Brag aldiinterinbdiateipardmetentogaicutate 46eNiBz 18 sibgeguent handover.
The target &qulé’ﬁﬂintﬂgﬁaﬁi@&@%%ﬁ&l@?é@nﬁﬂ%%ﬁﬂﬁ%&%@%&?@?@N@%H@Qﬁq@e@& gpgration 434

releasing source evolved node-B. FIGS. 5 and 6 are flowcharts of a system, method and program

product ac8%‘?6‘?5&?8‘%%&%%{3??V@M%ﬂ?ﬁ%ﬁ%eS?Stih B RERH SR IR PR iderstood that each block or
step of the flowchiarts eaemipborihadionstohblookevin therfibewEh axes baeoplpued Marantid by various

means, Sughc%mmw@@@ JEMW&E&&BQ@R]QQ&Q%ﬁ%a?r&g&%@t@f&%k@diﬂ&iwﬂmﬂﬁ@ or more

computer program instryctions. For exan J more of e procedures des rbed above may be
embodied f/r%' 018%%% egrltrf'?rlr(l)gfa'gcr tI’ISIdUC{) mcﬁr:jhfﬁlg gg%ﬁﬁ erlép[rogra g|ns it ons fn this regard, the
computer wirpinsfrilesiormsuhiehkerm botipEiposiyeealrsrdederbel-absvEsdaFbe WO

puter proye W

2009/22260R%di13B2008/005d2staredday @ memanyeea vtepetdhamebilg-terminatand executed by a
processor i, (e mable terrnel adior  RLoces SOLOLARRUIEENEWOHS S Sh e for example

an SGSN or Il'be appreciated, any suc mputer program instructions may be loaded
onto a comffﬂﬁfé?ttﬁ’in&ﬂiféiab‘fi‘ég‘f}é}ﬁkr‘rﬁ’ébfé%ﬁﬁ%ﬁ'ﬁ%%@“ﬁ%?ﬂ@é?é’?%‘b%@ﬁﬁévﬁ%é]@n e, such that
the instructiDps Gieke eitprgtaysshiehexadtiteoihe demalitdy oxbthenprogrammable apparatus

create meaiﬂ?éxfx%!édme'9&&%@5@%&9&1@%?Hx%f&e&i@gy'ﬂlé%ﬂ%‘é’ﬁlw 1§ Blogk(Rlasiehis)- These

computer program instructions ma also be stored in & computer-readable memory that may direct a

computer oFGHHREIOBIGT artih Bﬁféoéi‘fiﬁﬁ%@rtéﬁ‘fﬁ‘ﬁﬁﬁ?fﬂ‘?ﬁ b ﬁﬁ}%%‘ﬁf’é?rtﬁfﬁ?%‘éara Biféﬁ"fﬁ%& the
instructionsgone drimtitecedmp utele-ie adadll esmemoine produtedandariicleooh smagufacture including
instruction geanaHAELTRISTENHbe GNR RRGRd e disharisplackigriep(s). The

computer program instructions may also be loaded onto a computer or. other H%%g‘r%& mable apparatus

to cause a SSAEDSFEPELRYIRAP §‘i’é5‘é°f8’ﬁ%p SEHEHNERPSH RSB ARSI Bt “mmable
apparatus teprolirde o putberraple mehte deprised saiseichcthattaesi mstraotidis Seqrad in memory

which execuig ani0ecOMRULELRHOMELRICGIARMARILAPPRIANIT: DIeM de sirRastardmplementing the

functions speC|f|ed in the flowcharts block(s) or step(s).
example, One or more keys, such as, for example, an mtermediary key and/or one or more keys

derived from the intermediary key,



Accordingly, blocks or steps of the flowcharts support combinations of means for performing the
specified functions, combinations of steps for performing the specified functions and a computer
program praglgchingldyag program instructions for performing the specifiedrfimeotonsiwill also be
understood that one or more blocks or steps of the flowcharts, and combinations of blocks or steps in

the flowcharts, may Jae.isplemeniediby speCiRb puERasaiatdn@Ssboss d kompetei:systems which

perform the, specified fungctions or steps.or combinati f 1al pur rdyvare and computer
instruction?fﬁ anﬁfﬁ?@ﬁ%tﬁ% rgﬁees%_rn?géncﬂ%earﬁn (?P ‘ggr‘_i:ae%ﬁ%%g)?%ﬁggvid?ﬁcgceg%p%%vgra hical key
separation SR HACEVEFS A IR AR SIS rAEE S TS TEDs Bresraieh i Gt Ry such as, for
example, asxShpiNrOASINabiitytna segainenicentid (MR E){iddpngatharsidoyee pracess. In this regard,
one embodiggent ol 41 SiSiask il staled s FIR RinEdRINE MUE. CalSHR G K e B and

e

Next-Hop- at operation 500. The MME may then send an inliiial context setup request that may
include KeRAEAFEPRERELR FKERISTH 2 BEAIRHE RECRLE FOihé BGR eégnglg?j hgl}?volved node-B, at
operation S#ddétevithivecappt erintedthdt Operations S0GEnd 16 theobapiriges opienaldtitialization
operations yhighemay.Aes iftallaning arinitiabatiachmentandianan iledeyasiiiasiatetransition

wherein there |s na path s itgtg%%essa&%@wfsg initializ%c%)i%rg[1 olgserﬁaltions may serve to provide
d .

- . or SIWISE £ONEro € pro TS 81 £ Meinory. i} =] . .
intermediat® ReYS and/or other Valuds Which may be used o derive encryption and integrity protection

keys and to¥atiipsaemerietbosnpssglabsmraioderts vetivdmeidntermediate keys. Accordingly, in
some situations, qmemﬂemﬁﬁg}@gwﬁkﬁamwmg@@ﬁuﬁ.cﬁhﬁﬁmxﬁis%mmumﬂ mﬁydnqlude the
values of KghiB,A0d NEUTRRAENE 4.5 PaBMEL el A ARRIAIORAER: He MM maecelve a path

switch request from a target access point, such as a target evolved node-B. In some embodiments,

the, MME ¥4} 81859 aranyarin fntipimhhaings thbsddgdOr e s SRR E RIS 1965 KeNB | key
and/or keygterivetdremithe ddéxBHopKeNBiatoparattomb36: donfemel ensbadiments, the path

switch requestmay.alSGInc/HIe A-RRYRIGaL RS CelliRa Fas MME nakdistisend ad)-Plane update
request to a serving gateway in response to the path switch requeigfg?%[t%p&rg tion 540. Operation 550

may compriSE KB RAUTRER S A PAEN G RN B LR RIS RN {857 then store the value
of Next-HopkehBLisnmiemerylvaherdtib irdb80vmayhednpeise tivadgth/E revehdmbea U-Plane update

response froithe-serying.gaatawamiohe,MMBimaymadditianaly seadkaRatisvichacknowledgement
including the va uF(:-:- Efé\,lext-H%[t)ﬁKeNBZ to th?Otar et evolved ode-B% é)erat[ion 570. .. FIG.6
e

to
illustrates didthef %rﬁ‘f%f?yoem 18V|Irﬁlé’1ﬁtdgf aSFﬁle foa Tor Srscr)\ﬂr |'n°g]n ecr% Sgraphi

Ig Cryptograp |€§?ﬁ?§§/1geparétion for
handovers.a hatisisveeigardnEIGy@ itiliseristBwperatiodsaviiehken yrbeton proectI E ##MgYa handover
process. Themgthod.snay jeiuslaealsylating KeNB at operation 600. The UE may then calculate

Next-Hop-KeNB1 at operation 61 n% nd ement reports 1o g source aceess point, such as a
source evolved noiagz‘g "5 ttopaia on' g‘"‘%‘ﬁ@%ﬁi%&%ﬁé@‘ Engnn%?lrs%{ﬂaéy reecgiving a handover

, at operation 6
command frenfigisgipceceireasadisorfousertpay RRu e afatonstrsse TR BB Mg aNn calculate
KeNB* and iNgxidiap4t B atoperatios: 64Q- hesthmaythsrodesideiRREand &48kays from the
caloulated e Ol KENT 1 SREIHOBOR0 MENSRRIRAINe s 3A0INA. A AaRAPKE fapfirmation
message to a ?arge? access point, such as the target evolved no e-%. The above described
functions my barAREEwRE e MERIIFARS IS e EnbIEadife SrapeeitesALi Rarrying out each of
the functionsitesssibediabaresmay e employetonedine aut teavinentierd ipang:embodiment, all or a
portion of ﬂlﬁ ell%%%Q of the invention generally operate under control of a computer program

f : : . .
product. The gém%it}er program product for performing the methods of embodiments of the invention

includes a computdfréatia Rl al & At ST SR SO SR SR THER O and
computer-reagdafileypragrémeaodiEfibriienssSuctpastmsarasrof:d bmuteriinsttudtiipnsipembodied in the
computer-reggable S10tes BedlitTkess (A6cR1dINAlY.cMhadinenisAfing ALesaakinvention provide

cryptographically separate intermediate keys. for handovers after two handoverﬁ llgﬁllso known as ‘hops’)
by configurittyetie si GRETHIG ALY SIROEi HENSE SRTEREBh TR L BRh S AP MIKTE ¥o provide the
target accesstpditbviitivs Maért-opidte RiGp steentretsition thiheraiidbeti dnnapefiteviteh message.
acknowledggmentirespenseRrfindingyurdate ackirwiedsamentiespansaivessagensch as, for

example, a path switch acknowledgement.message, In.this rega (é eriving.a key using a key
derivation fﬁ‘}i’é’t}%ﬁ’ﬁ%ﬁ%&"lﬁ&s&é‘?}g@éﬁy SR M@&H?ﬁf&%@ﬁoﬁiﬁé‘é g%ﬁ%é:%%raar%%%%é 'may result in a
key that is dryplographicatpee puramedistriictie KaBaliget By ind BBy aptaslyrointat least some
embodiments ¢fthe-prasent invention: pRrdecRinamaphisatkeysepaation atesdwechandovers
because the path switch acknowledgement message is provided after the radio link handover and thus
the source access point provides the key values used by the target access point. However, after an
additional handover, the source access point may-fot calculate the keys that the target access point
uses to prepare handover to a subsequent target access point as the values used by the target access

point are provided by the MME in the path switch acknowledgement message.



Moreover, embodiments of the present invention may provide cryptographical key separation for
handovers with minimal impact to network entities in terms of overhead, In some embodiments, the
MME perforing asyagditional key derivation per handover and stores the pumestoendstdop-KeNB so
that it may use the value of the current Next-Hop-KeNB in a key derivation function to produce a new

KeNB and afngmiNaxins prvaNBeaftlitkdaemeamhadinents: exeautes aryadditignakealculation to
derive an intermediary value.prior to calculating KeN13* yal adifications and other
embodimenlfssu%ﬁ‘‘?ﬁfe%f:r){/v}{eernlf’iaghél sg‘e C%r ?\L#ei?éﬁ%%/vvﬁ? o%r%é%{lg mind %dé%ﬁilﬁhds ;ﬁeijhe art to which these

inventions EHEIARAHEHTEb Biche SpiierBABRIHYE b sBEHt M HSTRG GMY HeB¥iptions and the
associated phawigs. FE0SeR arppierfalthaugh embe aihie ks eh e diyertian etepestrifed in

connection XMN&JH&&&%@@Jﬂb&ﬁﬂ%&f&ﬁx@?ﬂ@%@ﬁEc‘iﬁ% 1DVERNONMAYRe Smplpyegwith other

networks and communication protocols. Therefore, it is to be understood that the inventions are not to

be limited t&°EFROLFR RIS ARG R iE b R at G EGHE ShdrothaiBkBotiments are
intended to e rchudedwsithinthergecpeddt thevappendedichdvisa i dreGie ipalth oreghilthe foregoing
descriptiongard:.theiassesipied-Arawingsde st e pxemplarrerkodimenis inithe.entext of certain
exemplary combinaztliz%r]os t%f eleme tSé’i lor fgg]ctions, it should egpgredcigetle%ggaft different

0

. : trans]m I re&?t yaine ter aut nBcatmn or dma 17¢ 3} Irom {m .
combinations of elements and/or TUNCtioNs may obe provide Yy alternative em iments without

departing frifrtRA SEopEo BT tHEapirRriEarelairder inthidereanatize privgnptdiagiffeistiisimbinations of
elements angiprduretionsdhandhnsesexplisidydesaibatabere-aralatsaasnienaplaiad as may be set
forth in so f p ims.. Al h cific te re.em herein, are used in a
oo R S S T R

for pUrposes of limitation. WHAT 1S CLAIMED IS: 1.A
method comMphRsihde MMEArd ldtin i Te pbrREanEr etk B dra iet ddtiphiErdevice from a

source apcé@\rﬁmnmmt@mm@c@hsmmamaysb@admﬁiemmtpaﬂpuppmsamv@usly stored first
intermediary, ¥allig; . in-GAlGHialing A secand.nteunediar. alve hased.al deastinpatypon the

calculated key; and sending a path switch acknowle gementﬁ{gesssage inclu mg the second

intermediarfR A& 8 thé targ 18%%8@%&%%?’ ﬁgté‘aﬂ"ima\(’jg?}f)‘gé[& ‘fﬂ?ﬁ’(ﬁ&?@l@gﬁf theBer equipment

device. 2. T&f@meth]mmbfc@ia‘miﬁqumtsgmmigmgpch as the key being previously calculated and
stored in memory. Operation 404 may further comprise the UE calculating the value of Next-
Hop-KeNB1 using the same key derivation function and input parameters as the MME used in
step 400, In this regard, KeNB is a key which may be nsed to facilitate communications between
UE and the source evolved node-B, Next-Hop-KeNB1 is an intermediate parameter which may
be used to derive the value of a key used to facilitate communications between the UE and a
target evolved node-B following a handover, Although not iliustrated, operation 404 may further
comprise the UE deriving RRC and UP keys from the vaiue of KeNB and/or from subsequent key
value derived from this KeNB by predefined key derivation functions.

Operation 406 represents a first operation that may be performed to initiate a handover of

a UE from a source evolved node-B to a target evolved node-B. In this regard, the UE may send
measurement reports to the source evolved node-B at operation 406. The source evolved node-B
may then make a handover decision at operation 408 based upon the measurement reports. For
example, the source evolved node-B may make a decision to bandover the UE if the measurement
reports indicate that the UE may receive a stronger or otherwise more reliable signal from another
evolved node-B. Operation 408 may further comprise calculating the encryption key KeNB*
using any key derivation function that is also known by the UE. The key derivation function may
use the intermediary value Next-Hop-KeNB1 (this intermediary value may be previously
provided to the source evolved node-B in an initial context setup request, such as in operation
402, and/or in a path switch acknowledgement message, such as in operation 430), as well as

Cell-ID or physical cell ID, which is an indication of the identification of the selected target cell,
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receiving a path switch message from the target access point; and wherein calculating the key
comprises calculating the key in response to receipt of the path switch message. 3. The method of
Claim 2, wheyeimee/izrseiving a path switch message further compriseseerebzing/@jpath switch
message comprising an indication of a cell identification; and wherein calculating the key

comprises calgnlating.ihe.kay hased alieast bt woen ieicall identlication-andthe dyeviously

stored first mterméédiary value. 4. The method of any one of the preceding claims, wherein:
receiving a“HatYSRAEH PO EgE tirtHaT bR AL PRERAT E At SR B IESSHge that has been
protected kynthditangehaterssipoint hasach atdeady iolpatupemigradiistintdreiédiadgiralue; and further
comprisingg.NpYelfyinashenath-swilehvaiessagerbasetvat Isastinpathunanhefistintermediary
e louiotig e non VRELS K% Rirdn el URAELA1R RS SR PRSI SRMEDF
sending a handover request including the vatue of KeNB* as a parameter to the target evolved
node-B. In this regard, KeNB* is the key that may be used to facilitate communication between
the UE and the target evolved node-B.
Operation 414 may comprise the target evolved node-B acknowledging the handover
request to the source evolved node-B. The source evolved node-B may then send a handover
command to the UE at operation 416. This handover command may include a handover type
indicator identifying whether the handover is an inter-evolved node-B handover. In some
embodiments, the key derivation process may differ from the processes disciosed herein for intra-
gvoived node-B handovers. Accordingly, the UE may use the handover type indicator o
determine an appropriate key derivation process. In embodiments wherein an indication of the
identification of the target cell is used for key derivation functions and Cell-ID is used rather than
physical cell ID, the handover command may additionally include an indication of the target Cell-
1D.
The UE may then calculate values for KeNB* and Next-Hop-KeNB2 at operation 418.
The UE may calculate KeNB* using the same key derivation function and input parameters used
by the source evolved node-B at operation 408, Nexi-Hop-KeNBZ2 is an intermediary value
calculated using the same key derivation function as Next-Hop-KeNB1 that may be used to
calcuiate intermediate key(s) in a subsequent handover. Accordingly, Next-Hop-KeNB2 may be
stored by the UE for use in a subsequent handover process from the target evolved node-B to a
third evolved node-B. At operation 420, the UE may send a handover confirmation message to
the target evolved node-B.
The target evoived node-B may then send a path switch message to the MME at operation
422. In embodiments, such as illustrated in FIG. 4, wherein an indication of the identification of
the target cell is used for key derivation functions and physical cell ID is used rather than Cell-ID,
the path switch message may include an indication of the physical cell ID so that the physical cell
ID may be determined by the MME from the path switch message. In alternative embodiments
wherein no indication of the target cell is nused for key derivation funciion in operations 408, 418,
and 426, the path switch message need not include an indication of the physical cell ID. In some
embodiments, the path switch message may additionally include a signature key or other means to
allow the MME to verify that the path switch message was sent from a valid evolved node-B.

This signature key may be, for example, an intermediary vaiue, such as Next-Hop-KeNB /1, and/or
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Second intermediary value comprises calculating the second intelmediary value based at least in part
upon the calculated key, the first intermediary value, and KASME. 6. The method of any one of

the precedif§ERHER N her comprising storing the second intermediary M08 E éMory. 7.
The method of any one of the preceding claims, wherein calculating a key comprises calculating the

key following:@ adia.dink handenenaf e User RAIRE N OIS may idediie: WRiReE:otaay one of the

. : ! , ; ) v
preceding cggum \év‘%reln ca Clﬂ%ﬁ'ﬂ% a kt é:a%%%l;ss%gn%ggulatmg KeNB*. 9. The method of any

I
one of the prgé)g Ing cﬁ%f%egfa\%erem caicu ating the second intermediary value comprises a mobility
management entit} CReRiFARRY e s cbb EEThtapedinep ot send trRpak FHEARCERESRSising: receiving
a handover geminancfiaim i tsobitd ag¢essifieHolved node-R handover, such as the handover

scenario ilustrated in FIG. 4. In an alternative scenario, which is not illustrated in FIG. 4, a
bandover may be an inter-cell handover but still be a handover wherein the source and target
evolved node-Bs are the same {also referred to as an intra-eNB, inter-cell handover). In another
alterpative scenario, which is not illustrated in FIG. 4, the handover may be an intra-cell
handover. Accordingly, in an alternative embodiment, target evolved node-B may be configured
to send the path switch message at operation 422 for all inter-cell handovers, i.e., both inter-eNB
handovers and intra-eNB, inter-cell handovers. In such an alternative embodiment, the MME
may be configured to distinguish inter-cell handovers from intra-cell handovers, such as, for
example, based upon changing Cell-ID. In another alternative embodiment, the target evolved
node-B may be configured to send the path switch message at operation 422 even for intra-cell
handovers. In this alternative embodiment, the MME may be configured to distinguish path
switch message retransrnissions from intra-cell path switch messages.

Operation 424 may comprise the MME sending a U-Plane wpdate request to the serving
gateway. Operation 426 may comprise the MME calculating the value of KeNB* using the same
key derivation function and input parameters used by the source evolved node-B at operation 408,
Operation 426 may further comprise the MME calculating Next-Hop-KeNB2 using the same key
derivation function as used by the UE at operation 418 based upon the values of KASME and
KeNB*. The MME may then store Next-Hop-KeNBE2 in memory. The serving gateway may
then send a U-Plane update response to the MME at operation 428. Operation 430 may comprise
the MME sending a path switch acknowledgement to the target evolved node-B. The path switch
acknowledgement may include the value of Next-Hop-KeNB2 as 4 parameter.

The target evolved node-B may then store the value of Next-Hop-KeNB2 in memory at
operation 432. In this regard, Nexi-Hop-KeNB2 may be used by the target evolved node-B as an
intermediate parameter to calculate KeNB* in a subsequent handover, The target evolved node-B
may then send a message to source evolved node-B at operation 434 releasing source evolved
node-B.

FIGS. 5 and 6 are flowcharts of a system, method and program product according to
exemplary embodiments of the invention. It will be wnderstood that each block or step of the
fiowcharts, and combinations of blocks in the flowcharts, may be implemented by various means,
such as hardware, firmware, and/or computer program product including one or more computer
program instructions. For example, one or more of the procedures described above may be
embodied by a computer program product including computer program instructions. In this

regard, the computer program instructions which embody the procedures described above may be
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palculating, in response to receipt of the handover command, a key based at least in part upon a first
|_nter.med|ary yalue; and calculating a second intermediary value based at least in part upon the
first mtermgdlary value, wherein the second intermediary value is to be used for calculation of one or
more ke;:jsflf‘f"é’ St95E&t¥Ent handover. The method of Claim 10, Wh&fEHtREREdover
command further comprises an indication of a cell identification; and wherei lculating the key
pomprisg§tel§ﬁ:ﬁfi’§tiﬁ@“1?% ReB95L ?PPélﬁ&rfﬁ“b%?f“fﬁ)éeﬂﬁé%cyeﬁ il ﬁ%lsﬁf:}a?tfg% né%b%he first
intermediasyniallepd/or a pikResFhieoaettiodnef QPO BETHRIf EXaFfe iR ENcen 3G a key comprises
Fi'cmatg} %ﬂ%‘iﬂlﬁé apprecih@d S ﬁﬂ@%b@&ﬁfe@ﬁ%g&ﬂﬁ piGiains doytee lddahereincoaloutating the second
intermediary yalue comprises calculating.the secand inter iany v - in part upon the
calculatea”k%_%’iﬁ’%’%f@t@n zer’na%’&fﬁtr%/s \@éﬁﬁ}éﬁrgvrvl %gﬁ%cem%%{%%h%wggﬁiﬁ%ﬁagﬁe gf Claiens 10
to 13, wheteir therprapidovEee BTpviana fﬁrﬁﬁ@afé%?h%rh%Fdii%fé‘%‘%?%“e@é’aﬁfb%ﬁ%%g?ﬁ%se from the

source aceessNaiRhin A kargeiracessifeint the flodbharhelnéthon oémsy DreccbThaims 10 to 14,
wherein the CalGHIRIRRLSY IRy 2R6 10 JBRNIAIP-CRRDMRILAIN SR SiRragleRasS point following

computer or other programmable apparatus to function in a particular manner, such that the

instructions stored in the compﬁter—readable meimory produce an article of manufacture including

instruction means which implement the function specified in the flowcharts block(s) or step(s).

The computer program instractions may also be loaded onto a computer o1 other programmable

apparatus to cause a series of operational steps to be performed on the computer or other

programmable apparatus to produce a computer-implemented process such that the instructions

stored in memory which execute on the computer or other programmable apparatus provide steps

for implementing the functions specified in the flowcharts block(s) or step(s}.

Accordingly, blocks or steps of the flowcharts support combinations of means for
performing the specified functions, combinations of steps for performing the specified functions
and a computer program product including program instructions for performing the specified
functions. It will also be understood that one or more blocks or steps of the flowcharts, and
combinations of blocks or steps in the flowcharts, may be implemented by special purpose
hardware-based computer systems which perform the specified functions or steps, o
combinations of special purpose hardware and computer instructions,

FIG. 5 illustrates one embodiment of a method for providing cryptographical key
separation for handovers, illustrating operations that may occur ata signaling gaieway, such as,
for example, an SGSN or a mobility management entity (MME), during a handover process. In
this regard, one embodiment of the method illustrated in FIG. 5 includes the MME calculating
KeNB and Next-Hop-KeNB1 at operation 500. The MME may then send an initial context setup
request that may include KeNB and Next-Hop-KeNB1 to a serving access point, such as a serving
evolved node-B, at operation 510. It will be appreciated that operations 500 and 510 comprise
optional initialization operations which may occur following an initial attachment and/or ar idle
to active state transition wherein there is no path switch message. These initialization operations
may serve to provide intermediate keys and/or other values which may be used to derive
encryption and integrity protection keys and to be used after a subsequent handover 1o derive new
intermediate keys. Accordingly, in some situations, operations 500 and 510 may not occur. This
context setup request may include the values of KeNB and Nexi-Hop-KeNB1 as parameiers. At
operation 520, the MME may receive a path switch request from a target access point, such as a

target evolved node-B. In some embodiments, the, MME may also optionally verify the path
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16. The method of any one of Claims 10 to 15, further comprising storing the second intermediary
value in a memory. 17. The method of any one of Claims 10 to 16, wherein calculating the second
intermediary value comprises calculating the second intermediary value with a handover manager.

18. An apparR38%amatsing a processor and a memory storing executabfe THEHEBAE that when
exeouted R 1IF POGESRALEBH AR (1S ARBRIANE (R0 v, (SRIEH RIS IRERANZE 10 @ handover of

&} £ .
a user equipment device Irom a source access point to a target access point, a key based at least in

part upon & PIEViB RSB S FirS SR FRGARFR e path spAiRh TeAEcy BBXGHA Fitdfmbdiary value based

at least in p;ﬁfﬁicﬁbmgﬁﬂeenmuﬁtemmmmdlsendda patteswitdhtackpenied gemmriamessage including

the second,jnienadiaivyalke 40 e araR hAGRERRPAID! @ﬁe%ﬂ@ﬁ)%%%%ﬁ@tnémer of the user
W

eecutod (PTG MG IE 3 R L R HEELoeyE Hoh She Thet access poin
and  wHessH? thenexeout@beaiistAfStionscommivaie bivEuressiigecth B-Rispapaias teseetétlate the key
in responsgdg, Eﬁﬁ@mﬁr@fﬁt@dﬁﬂthﬁﬁmﬁﬁ?%aﬂﬁmaﬂy send a path switch acknowledgement

including the value of Next-Hop-KeNB2 to the target evolved node-B at operation 570.

FIG. 6 illustrates another exemplary embodiment of a methed for providing
cryptographical key separation for handovers, In this regard, FIG. 6 illustrates operations which
may occur at a UE during a handover process. The method may include calculating KeNB at
operation 600, The UE may then calculate Next-Hop-KeNB1 at operation 610 and send
measurement reports to a source access point, such as a source evolved node-B, at operation 620,
Operation 630 may comprise the UE receiving a handover cornmand from a source access point,
such as a source evolved node-B. The UE may then calculate KeNB* and Next-Hop-KeNB2 at
operation 640. The UE may then derive RRC and UP keys from the calculated value of KeNB*.
Operation 650 may comprise the UE sending a handover confirmation message to a target access
point, such as the target evolved node-B.

The above described functions may be carried out in many ways. For example, any
suitable means for carrying out each of the functions described above may be employed to carry
out the invention. In one embodiment, all or a portion of the elements of the invention generally
operate under control of a computer program product. The computer program product for
performing the methads of embodiments of the invention includes a computer-readable storage
medium, such as the non-volatile storage medivm, and computer-readable program code portions,
such as a series of computer instructions, embodied in the computer-readable storage medium.

Accordingly, embodiments of the present invention provide cryptographically separate
intermediate keys for handovers after two handovers (also known as ‘hops™) by configuring the
signaling gateway or mobility management entity, such as an MME, to provide the target access
point with a Next-Hop-KeNB parameter within a location update acknowledgement/response or
binding update acknowledgement/response message, such as, for example, a path switch
acknowledgement message. In this regard, deriving a key using a key derivation function that
uses both the KASME and Next-Hop-KeNB as input parameters may result in a key that is
cryptographically separate from the KeNB used by the source access point. At least some
embodiments of the present invention provide cryptographical key separation after two handovers
because the path switch acknowledgement message is provided after the radic link handover and
thus the source access point provides the key values used by the target access point. However,

after an additional handover, the source access point may not cajculate the keys that the target
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20. The apparatus of Claim 19, wherein the path switch message comprises an indication of a cell
identification; and wherein the executable instructions when executed cause the apparatus to
calculate the key by calculating the key based at least in part upon the cell identification and the
previously sf’gﬁéﬁ’? dtithermediary value. 21. The apparatus of any difd SFEHAIMEES to 20,
wherein the path switeh messags has heen ptesied ulearagt ascasspintbasgdal least in part
upon the firstinterme |ary13/a}fue‘; an wherel the e ecutable instructions when executed further
cause the Hpgsaratess Peivempiriedpdity SwitdhFria s pydekrseyiadsrpatt Upstethe first
intermediary valug@sioeieeatditatingihie keytent inv@diol heyappaatuspdsmpiondof Claims 18 to 21,

wherein the exaciitable nstiuctions.when sxacuietCarisetheaRRaratusdR salaulate e second

inteimediary value based at least in part upon the calculated key, the first i termediar%_é/alue, and
e

KASME  moesiimps Rp M BepPaRs A8 A BT 8 5 9 P VKB SIiT A SR SR S STE TR

mstructions
when exedutedHortielBacgethegpparatisie sfohe treesddondiim&irediankeatigeriitie memory.

24. The appatatisofanr.anewkClaims18.Le R3xwhaeintheenecutabie slsuskions when executed

cause the a E_}|EJH¢'31ratus é%iggllgluclgtce the key followmlg[ea io link hand verlgglggggqgg\gﬁqument device.

:
& j |53 eg1a O
25. The ap Sratus of any one SPEISTHIE (_jﬁﬂo D4 Wherein the executable Instructions when executed
cause the p¢essor to calculate the key by calculating KeNB*.
Many modifications and other embodiments of the inventions set forth herein will come

to mind to one skilled in the art to which these inventions pertain having the benefit of the
teachings presented in the foregoing descriptions and the associated drawings. For example,
although embodiments of the invention were described in connection with the E-UTRAN
standard, embodiments of the invention may be employed with other networks and
communication protocols. Therefore, it is to be understood that the inventions are not to be
limited to the specific embodiments disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended claims. Moreover, although the
foregoing descriptions and the associated drawings describe exemplary embodiments in the
context of certain exemplary combinations of elements and/or functions, it should be appreciated
that different combinations of elements and/or functions may be provided by alternative
embodiments without departing from the scope of the appended claims. In this regard, for
example, different combinations of elements and/or functions than those explicitly described
above are also contemplated as may be set forth in some of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive sense only and not

for purposes of lirnitation.
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26. An apparatus comprising a processor and a memory storing executable instructions that when
executed by the processor cause the apparatus to at least: receive a handover command from a
source access point; calculate, in response to receipt of the handover command, a key based at
least in part upon a first intermediary value; and calculate a second inteiniediary value based at
least in part BIdAThES firstAdddinieifary value, wherein the second intermediary value is to be used for
calculation of one or more keys in a subsequent handover. 27. The apparatus of Claim 26,
wherein the handoyer comma n}g erther co C§rlses an indication of a cell identification; and wherein
the executable instructions Wﬁen execiited cause the apparatus to calculate the key by calculating the
key based at least mlpamlmgomﬂwmﬂademtﬁmatwmarfdwm:ﬁequipt&ememam Vatoea sour@8. The

apparatus oL C(éI%lm 26 QL Ckalm 7 where| th%ex cutg el tructlons when executled cause the

Sint
apparatus to calculate a key Om ase e a para 0 8fp§%‘§}%% &' of Edims 26 to

28, whereinfing axetutdisie Wﬂitwgctlons When executed cause the apparatus to calculate the second

intemiediary value by calculatin second nterm r I ed at least i 2} ar Ny the
calculated key, thegfax st%]%el réeg?a)r% \}3 S?%né%&ﬁ % séda tﬁ) i gppalpa(fu gan@“@%e of Claims
26 to 29, wHergiangthe handover command indicates a handover of a user equipment device from the

Source access po'%ﬁ%iﬁ rgﬁha%??‘:hsa%%n wledgement message including the second
intermediary value to the target access point for use in a subsequent handover of the user

equipment device,

2. The method of Claim 1, further comprising:
receiving a path switch message from the target access point; and
wherein calculating the key comprises calculating the key in response to receipt of

the path switch message.

3. The method of Claim 2, wherein:

receiving a path switch message further comprises receiving a path switch
message comprising an indication of a cell identification; and wherein

calculating the key comprises calculating the key based at least in part upon the

cell identification and the previously stored first intermediary value,

4. The method of any one of the preceding claims, wherein:

receiving a path switch message further comprises receiving a path switch
message that has been protected by the target access point based at least in part upon the
first intermediary value; and further comprising:

verifying the path switch message based at least in part upon the first intermediary

value prior to calculating the key.
5. The method of any one of the preceding claims, wherein calculating the

second intermediary value comprises calculating the second intermediary value based at

least in part upon the calculated key, the first intermediary value, and Kasme.
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31. The apparatus of any one of Claims 26 to 30, wherein the executable instructions when executed
further cause the apparatus to use the calculated key to facilitate communications with a target access
point following handover. 32. The apparatus of any one of Claims 26 to 31, wherein the
executable instructions when executed further cause the apparatus to store the second intermediary
value in the memofy. TB8 mitborhpilney pregrétheyodedingpalprising it deastnpnisicgstpriter-readable

storage me%%@eg&yﬁt%%%%r-‘;gﬁgqglg Rrogram instructions stored therein, the computer-readable

program instructions comprising: a program instruction for calculating, in response to a handover
of a user equipment device from a source access point to a target access point, a key based at least in

part upon a previoysly Stof%g'xﬂ% SYSENSIALY YAIHE oo BRECILAM INstLCtion;fon galculating a
second intermediary value based at least’in part upoR the cafculated key; and & pr%grarx :
instruction fersendasga qudthngititekeckribvwietige mdnt mddsage vechiding e spopntbimtermediary
value to the&g\;gc%t' access point for use in a subsequent handover of the user equipment device. 34.
The computer program product of Claim 33, further comprising: a program instruction for receiving a
path switch message from the target access point; and wherein the program instruction for

calculating the keyicomprisgs InSHUCHPIS, B 63 ING a5 KXIRLoSRRNSS 1RIG55IRLSTLDS Path
switch message.
comprises calculating Kong™*.

9. The method of any one of the preceding claims, wherein calculating the
second intermediary value comprises a mobility management entity calculating the

second intermediary value.

10. A method comprising:

receiving a handover command from a source access point;

calculating, in response to receipt of the handover command, a key based at least
in part upon a first intermediary value; and

calculating a second intermediary value based at least in part upon the first
mtermediary value, wherein the second intermediary value 1s to be used for calculation of

one or more keys in a subsequent handover,

11. The method of Claim 10, wherein the handover command further
comprises an indication of a cell identification; and wherein
calculating the key comprises calculating the key based at least in part upon the

cell identification and the first intermediary value.

12. The method of Claim 10 or Claim 11, wherein calculating a key comprises

calculating Keng™.

13, The method of any one of Claims 10 to 12, wherein calculating the second
intermediary value comprises calculating the second intermediary value based at least in

part upon the calculated key, the first intermediary value, and KasmE.



35. The computer program product of Claim 34, wherein: the program instruction for receiving a
path switch message further comprises instructions for receiving a path switch message comprising an
indication of a cell identification; and the program instruction for calculating the key comprises
instructions for calculating the key based at least in part upon the cell identification and the previously
stored first intermethary véhgemethod6f Fiheopempliemprdgrani prediactiotlamande st Claims 33 to 35,

wherein the program instruction for,receiving a path switch message further comprises. instructions for

Teceiving » S AR B e R S R O st
part upon thetdinsttinterssediary value; and further comprising: a program instruction for verifying
the path switch message based at least in part upon the first internediary value prior to calculating the
key. 37. The-.computer program product of any one of Claims 33 to 36, wherein the program
instruction for calclifating Tihe sethndldhteiyediafyGlaloe ¢Ormplibeshiastruttioes doata dulating the

second intermediary v &Iu hased at least in art y oqthe calculat %ke hth first intermediary value,
nd KM g R S e R P e
16. The method of any one of Claims 10 to 15, further comprising storing the

second intermediary value in 2 memory.

17.  The method of any one of Claims 10 to 16, wherein calculating the second
intermediary value comprises calculating the second intermediary value with a handover

manager. .

18.  An apparatus comprising a processor and a memory storing executable
instructions that when executed by the processor cause the apparatus to at least:

calculate, in response to a handover of a user equipment device from a source
access point to a target access point, a key based at least in part upon a previously stored
first intermediary value;

calculate a second intermediary value based at least in part upon the calculated
kev; and

send a path switch acknowledgement message including the second intermediary
value to the target access point for use in a subsequent handover of the user equipment

"~ device.

_ 19.  The apparatus of Claim 18, wherein the executable instructions when
exccuted further cause the apparatus to receive a path switch message from the target
access point; and

wherein the executable instructions when executed cause the apparatus to

calculate the key in response to receipt of the path switch message.
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comprising a program instruction for storing the second intermediary value in a memory. 39. The
computer program product of any one of Claims 33 to 38, wherein the program instruction for
calculating a key comprises instructions for calculating the key following a radio link handover of the
user equipment device. 40. The computer program product of any one of Claims 33 to 39, wherein
the program instrugtion foflsalpplating afkelpioohthridesdnsthugtwhs¥orcbaimsstgegpdeMidbes an 41, A
computer pgg%{gé}] o%r%%%ﬁolﬁlﬁ?iﬁggigﬁl%ﬁﬁt C}%% e(%g)mputer-readable storage medium having
computer-readable program instructions stored t erein, the computer-readable program instructions
comprising: a proganeiesttabtiomsoncaorivivitea handoderasathraa fromsacs calrmdasctessepoint;

by calculating the key based at least in part upon the cell identification and the previously

stored first intermediary value.

21. The apparatus of any one of Claims 18 to 20, wherein the path switch
message has been protected by the target access point based at least in part upon the first
intermediary value; and

wherein the executable instructions when executed further cause the apparatus to
verify the path switch message based at least in part upon the first intermediary value

prior to calculating the key.

22.  The apparatus of any one of Claims 18 to 21, wherein the executable
instructions when executed cause the apparatus to calculate the second intermediary value

based at least in part upon the calculated key, the first intermediary value, and K asuve,

23.  The apparatus of any one of Claims 18 to 22, wherein the executable
instructions when executed further cause the apparatus to store the second intermediary

value in the memory.

24.  The apparatus of any one of Claims 18 to 23, wherein the executable
instructions when executed cause the apparatus to calculate the key following a radio link

handover of the user equipment device.

25. The apparatus of any one of Claims 18 to 24, wherein the executable

instructions when executed cause the processor to calculate the key by calculating Kop*.
26.  An apparatus comprising a processor and a memory storing executable

instructions that when executed by the processor cause the apparatus to at least:

receive a handover command from a source access point;

24



a program instruction for calculating, in response to receipt of the handover command, a key based at
least in part upon a first intermediary value; and a program instruction for calculating a second
intermediary value based at least in part upon the first intermediary value, wherein the second
intermediary value is to be used for calculation of one or more keys in a subsequent handover. 42.
The computer prograenlpmductaio@iaim dteipheféhs thedwrdevercandmdng hutbéncleaspiises an
indication of a ellc)ig%r}tilfigatilon' agd wQelrei,n the program instruction for calculating the key

[

comprises iRStrictions Tor é%ecrgilae haé%hg %yaggsed at least in part upon the cell identification and the

first intermediary vedlmilate a sé&®nhetcomepiserpiogiasepradect oh Ghainpdd tieClaim 42, wherein the

program insigelion;for caleulaling.a kay. compases insiiuctions for calgulainadelBr, oo 4. The
computer program pro%luc of any one of Claimis 210 ) Wherein the program instruction for
calculating the: second lretes medsabsa@iogt bamprises instructions for calculating the second
intermediary value based at least in part upon the calculated key, the first intermediary value, and
KASME. 45. The computer program product of any one of Claims 41 to 44, wherein the handover

command indicate8’a harldeverpafawserEquipite mthaesic¢hir Gamtloe saureenacd €sglpoint to a target
access pomébmprises an indication of a cell identification; and wherein
the executable instructions when executed cause the apparatus to calculate the key
by calculating the key based at least in part upon the cell identification and the first

intermediary value.

28.  The apparatus of Claim 26 or Claim 27, wherein the executable

instructions when executed cause the apparatus to calculate a key by calculating Keng*.

29.  The apparatus of any one of Claims 26 to 28, wherein the executable
mstructions when executed cause the apparatus to calculate the second intermediary value
by calculating the second intermediary value based at least in part upon the calculated

key, the first intermediary value, and K agug.

30.  The apparatus of any one of Claims 26 to 29, wherein the handover
command indicates a handover of a user equipment device from the source access point to

a target access point.

31. The apparatus of any one of Claims 26 to 30, wherein the executable
mstructions when executed further cause the apparatus to use the calculated key to

facilitate communications with a target access point following handover.
32.  The apparatus of any one of Claims 26 to 31, wherein the executable

instructions when executed further cause the apparatus to store the second intermediary

value in the memory.
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46. The computer program product of any one of Claims 41 to 45, further comprising a program
instruction for using the calculated key to facilitate communications with a target access point following
handover. 47. The computer program product of any one of Claims 41 to 46, further comprising a
program instruction for storing the second intermediary value in a memory. 48. An apparatus
comprising:  meihs foAcalaatingrizraspapsedocanisndayer ofat usereaiipmenhdaice frorg :l
source access point to a target access point, based at least in part u a prevjously stored first
Koufeg meditio v ‘%ﬁﬁﬁ%a@i%gﬁ%ﬁf’éﬁ%éﬁﬁw T&g%g@gﬁgﬁf ®Sst in part upon

intermediary valte; Means Tér Carel
the calculatedikpytcanehdablmpans:derissmnaing:a patipsisiieh acknowledgement message including the
second intermediag \l(alue ta the tarlge%accig oint for use in a su%géﬁuent handover of the user

at

s
equipment device. * POHG KA SBISAAN I G Blrigilﬂ%’:lﬁféeﬁﬁg%‘?tféﬁ §' A B8 command from a

source accesgiBint)t devinechns ﬁOBcﬁ&EﬂJi&Qﬁé’@, poirespansg:to deesips@htheiardevencommand, a
key based gt Joast 10 RAr HRON & IrShipIiGdiany vatte: and.e.
a program instruction for calculating a second intermediary value based at least in
part upon the calculated key; and
a program instruction for sending a path switch acknowledgement message
including the second intermediary value to the target access point for use in a subsequent

handover of the user equipment device.

34.  The computer program product of Claim 33, further comprising:

a program instruction for receiving a path switch message from the target access
point; and

wherein the program instruction for calculating the key comprises instructions for

calculating the key in response to receipt of the path switch message.

35.  The computer program product of Claim 34, wherein:

the program instruction for receiving a path switch message further comprises
instructions for receiving a path switch message comprising an indication of a cell
identification; and _

the program instruction for calculating the key comprises instructions for
calculating the key based at least in part upon the cell identification and the previously

stored first intermediary value.

36.  The computer program product of any one of Claims 33 to 35, wherein the
program instruction for receiving a path switch message further comprises instructions for
receiving a path switch message that has been protected by the target access point based
at least in part upon the first intermediary value; and further comprising:

a program instruction for verifying the path switch message based at least in part

upon the first intermediary value prior to calculating the key.
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means for calculating a second intermediary value based at least in part upon the first intermediary
value, wherein the second intermediary value is to be used for calculation of one or more keys in a
subsequent handover.
37.  The computer program product of any one of Claims 33 to 36, wherein the
program instruction for calculating the second intermediary value comprises instructions
for calculating the second intermediary value based at least in part upon the calculated

key, the first intermediary value, and K sgvE.

38.  The computer program product of any one of Claims 33 to 37, further

comprising a program instruction for storing the second intermediary value in a memory.

39. The computer program product of any one of Claims 33 to 38, wherein the
program instruction for calculating a key comprises instructions for calculating the key

following a radio link handover of the user equipment device.

40.  The computer program product of any one of Claims 33 to 39, wherein the

program instruction for calculating a key comprises instructions for calculating Keng*.

-41. A computer program product comprising at least one computer-readable
storage medium having computer-readable program instructions stored therein, the
computer-readable program instructions comprising:

a program instruction for receiving a handover command from a source access
point;

a program instruction for calculating, in response to receipt of the handover
command, a key based at least in part upon a first intermediary value; and

a program instruction for calculating a second intermediary value based at least in
part upon the first intermediary value, wherein the second intermediary value is to be

used for calculation of one or more keys in a subsequent handover.

42.  The computer program product of Claim 41, wherein the handover
command further comprises an indication of a cell identification; and wherein

the program instruction for calculating the key comprises instructions for
calculating the key based at least in part upon the cell identification and the first

intermediary value.
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43.  The computer program product of Claim 4! or Claim 42, wherein the

program instruction for calculating a key comprises instructions for calculating Keng*.

44,  The computer program product of any one of Claims 41 to 43, wherein the
program instruction for calculating the second intermediary value comprises instructions
for calculating the second intermediary value based at least in part upon the calculated

key, the first intermediary value, and Kasmg.

45.  The computer program product of any one of Claims 41 to 44, wherein the
handover command indicates a handover of a user equipment device from the source

access point to a target access point.

46.  The computer program product of any one of Claims 41 to 45, further
comprising a program instruction for using the calculated key to facilitate

communications with a target access point following handover.

47.  The computer program product of any one of Claims 41 to 46, further

comprising a program instruction for storing the second intermediary value in a memory.

48.  An apparatus comprising:

means for calculating, in response to a handover of a user equipment device from
a source access point to a target access point, a key based at least in part upon a
previously stored first intermediary value;

means for calculating a second intermediary value based at least in part upon the
calculated key; and

means for sending a path switch acknowledgement message including the second
intermediary value to the target access point for use in a subsequent handover of the user

equipment device.

49.  An apparatus comprising:
means for receiving a handover command from a source access point;
means for calculating, in response to receipt of the handover command, a key

based at least in part upon a first intermediary value; and

228



means for calculating a second intermediary value based at Jeast in part upon the
first intermediary value, wherein the second intermediary value is to be used for

calculation of one or more keys in a subsequent handover.
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