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FIG. 1 

OBTAIN WEIGHT INFORMATION OF A TARGET NEURAL NETWORK MODEL 

OBTAIN TARGET WATERMARK INFORMATION 

USE THE TARGET WATERMARK INFORMATION AND THE WEIGHT INFORMATION OF 

THE TARGET NEURAL NETWORK MODEL TO TRAIN AN EMBEDDED NEURAL 

NETWORK MODEL, AND UPDATE THE WEIGHT INFORMATION OF THE TARGET 

NEURAL NETWORK MODEL ACCORDING TO TARGET WATERMARK EMBEDDED DATA 

PROVIDED BY THE EMBEDDED NEURAL NETWORK MODEL TO OBTAIN A TARGET 

NEURAL NETWORK MODEL EMBEDDED WITH THE TARGET WATERMARK 

INFORMATION 
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FIG. 1-B 
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FIG. 1-C 
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FIG. 2 
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S203 

OBTAIN REFERENCE WEIGHT INFORMATION OF A REFERENCE NEURAL NETWORK 

MODEL WITHOUT WATERMARK INFORMATION EMBEDDED 

OBTAIN TARGET WEIGHT INFORMATION OF A TARGET NEURAL NETWORK MODEL 

IN WHICH PART OF THE WATERMARK INFORMATION HAS BEEN EMBEDDED 

USE THE REFERENCE WEIGHT INFORMATION AND THE TARGET WEIGHT 

INFORMATION AS A TRAINING SET TO TRAIN A DETECTION NEURAL NETWORK 

MODEL, AND ADJUST THE MODEL TRAINING METHOD OF THE TARGET NEURAL 

NETWORK ACCORDING TO THE DISTINGUISHABILITY DATA BETWEEN THE 

REFERENCE WEIGHT INFORMATION AND THE TARGET WEIGHT INFORMATION 

OUTPUTTED BY THE DETECTION NEURAL NETWORK MODEL TO OBTAIN A TARGET 

NEURAL NETWORK MODEL THAT SATISFIES A WATERMARK INFORMATION HIDING 

CONDITION 
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FIG. 3 

OBTAIN A TARGET NEURAL NETWORK MODEL 

OBTAIN TARGET WEIGHT INFORMATION OF THE TARGET NEURAL NETWORK 

MODEL 

INPUT THE TARGET WEIGHT INFORMATION INTO AN EMBEDDED NEURAL 

NETWORK MODEL, AND OBTAIN TARGET WATERMARK INFORMATION OUTPUTTED 

BY THE EMBEDDED NEURAL NETWORK MODEL 

MATCH THE TARGET WATERMARK INFORMATION WITH THE ORIGINAL 

WATERMARK INFORMATION EMBEDDED IN THE TARGET NEURAL NETWORK 

MODEL TO DETERMINE WHETHER THE TARGET WATERMARK INFORMATION IS THE 

WATERMARK INFORMATION EMBEDDED IN THE TARGET NEURAL NETWORK 

MODEL 
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FIG. 5 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

WEIGHT INFORMATION ACQUISITION UNIT 501 

TARGET WATERMARK INFORMATION ACQUISITION UNIT 502 

TARGET NEURAL NETWORK MODEL ACQUISITION UNIT 503 
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FIG. 6 
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FIG. 7 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

REFERENCE WEIGHT INFORMATION ACQUISITION UNIT 701 

TARGET WEIGHT INFORMATION ACQUISITION UNIT 702 

TARGET NEURAL NETWORK MODEL ACQUISITION UNIT 703 
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FIG. 8 
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FIG. 9 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

TARGET NEURAL NETWORK MODEL ACQUISITION UNIT 901 

TARGET WEIGHT INFORMATION ACQUISITION UNIT 902 

TARGET WATERMARK INFORMATION ACQUISITION UNIT 903 

WATERMARK INFORMATION MATCHING UNIT 904 
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FIG. 10 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

PROCESSOR(S) 1001 

MEMORY 1002 

14/14

common
Rectangle


