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DATA MONITORING METHODS, APPARATUSES, 

ELECTRONIC DEVICES, AND COMPUTER READABLE 

STORAGE MEDIA 

TECHNICAL FIELD 

[0001] Embodiments of the present specification relate to the field of data processing 5 

technologies, and specifically, to data monitoring methods, apparatuses, electronic 

devices, and computer readable storage media. 

BACKGROUND 

[0002] With the development of Internet technologies and the advancement of science 

and technology, all industries need various big data to support the implemented 10 

technologies. To accurately grasp data dynamics, data usually needs to be collected, 

monitored, and updated in real time. During real-time monitoring of data, there may be 

large-scale data fluctuations. Some of these data fluctuations are caused by noise, and 

some are normal data changes, which reflect the normal data trend. However, in the 

existing technologies, whether new data is valid and whether it belongs to noise are 15 

usually determined only by comparing whether a difference between two pieces of 

adjacent data is within a normal range. Consequently, normal but large-scale data 

fluctuations may be misjudged, causing adverse impact on data collection and 

monitoring. 

SUMMARY 20 

[0003] Embodiments of the present specification provide data monitoring methods, 

apparatuses, electronic devices, and computer readable storage media. 

[0004] According to a first aspect, some embodiments of the present specification 

provide a data monitoring method. 

[0005] Specifically, the data monitoring method includes the following: determining, 25 

in response to receiving data, whether the data belongs to a current monitoring data 

interval, where frequency of receiving the data is higher than a predetermined frequency 

threshold; when the data does not belong to the current monitoring data interval, 
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determining whether there is an abnormal data interval that matches the data, and when 

there is an abnormal data interval that matches the data, updating the abnormal data 

interval based on the data; and when the abnormal data interval satisfies a first 

predetermined condition, determining the abnormal data interval as the current 

monitoring data interval. 5 

[0006] With reference to the first aspect, in a first implementation of the first aspect 

of some embodiments of the present specification, the determining, in response to 

receiving data, whether the data belongs to a current monitoring data interval includes 

the following: determining, in response to receiving the data, whether there is a current 

monitoring data interval; when there is a current monitoring data interval, determining 10 

whether the data belongs to the current monitoring data interval; or when there is no 

current monitoring data interval, creating a current monitoring data interval based on 

the received data. 

[0007] With reference to the first aspect and the first implementation of the first aspect, 

in a second implementation of the first aspect of some embodiments of the present 15 

specification, after the determining, in response to receiving data, whether the data 

belongs to a current monitoring data interval, the method includes the following: when 

the data belongs to the current monitoring data interval, updating the current monitoring 

data interval based on the data. 

[0008] With reference to the first aspect, the first implementation of the first aspect, 20 

and the second implementation of the first aspect, in a third implementation of the first 

aspect of some embodiments of the present specification, the step of updating the 

current monitoring data interval based on the data when the data belongs to the current 

monitoring data interval includes the following: when the data belongs to the current 

monitoring data interval, updating the current monitoring data interval based on the 25 

data; and deleting the abnormal data interval. 

[0009] With reference to the first aspect, the first implementation of the first aspect, 

the second implementation of the first aspect, and the third implementation of the first 

aspect, in a fourth implementation of the first aspect of some embodiments of the 

present specification, the determining, when the data does not belong to the current 30 

monitoring data interval, whether there is an abnormal data interval that matches the 

data, and the updating, when there is an abnormal data interval that matches the data, 

the abnormal data interval based on the data include the following: when the data does 

not belong to the current monitoring data interval, determining whether there is an 
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abnormal data interval that matches the data; when there is an abnormal data interval 

that matches the data, updating the abnormal data interval based on the data; or when 

there is no abnormal data interval that matches the data, creating an abnormal data 

interval. 

[0010] With reference to the first aspect, the first implementation of the first aspect, 5 

the second implementation of the first aspect, the third implementation of the first 

aspect, and the fourth implementation of the first aspect, in a fifth implementation of 

the first aspect of some embodiments of the present specification, the creating an 

abnormal data interval when there is no abnormal data interval that matches the data 

includes the following: when there is no abnormal data interval that matches the data, 10 

determining whether a quantity of the abnormal data intervals is greater than a 

predetermined quantity threshold; when the quantity of the abnormal data intervals is 

greater than the predetermined quantity threshold, deleting an abnormal data interval 

that satisfies a second predetermined condition, and creating an abnormal data interval; 

or when the quantity of the abnormal data intervals is not greater than the predetermined 15 

quantity threshold, creating an abnormal data interval. 

[0011] With reference to the first aspect, the first implementation of the first aspect, 

the second implementation of the first aspect, the third implementation of the first 

aspect, the fourth implementation of the first aspect, and the fifth implementation of the 

first aspect, in a sixth implementation of the first aspect of some embodiments of the 20 

present specification, the determining, when the abnormal data interval satisfies a first 

predetermined condition, the abnormal data interval as the current monitoring data 

interval includes the following: when the abnormal data interval satisfies the first 

predetermined condition, determining the abnormal data interval as the current 

monitoring data interval; and deleting the abnormal data interval. 25 

[0012] With reference to the first aspect, the first implementation of the first aspect, 

the second implementation of the first aspect, the third implementation of the first 

aspect, the fourth implementation of the first aspect, the fifth implementation of the first 

aspect, and the sixth implementation of the first aspect, in a seventh implementation of 

the first aspect of some embodiments of the present specification, updating the current 30 

monitoring data interval or the abnormal data interval based on the data includes one or 

more of the following update operations: updating an interval central value of the 

current monitoring data interval or the abnormal data interval into the data, and updating 

an interval range of the current monitoring data interval or the abnormal data interval 
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based on a predetermined interval length; updating a data amount of the current 

monitoring data interval or the abnormal data interval; and updating a data update time 

of the current monitoring data interval or the abnormal data interval. 

[0013] According to a second aspect, some embodiments of the present specification 

provide a data monitoring apparatus. 5 

[0014] Specifically, the data monitoring apparatus includes the following: a first 

determination module, configured to determine, in response to receiving data, whether 

the data belongs to a current monitoring data interval, where frequency of receiving the 

data is higher than a predetermined frequency threshold; a second determination 

module, configured to: when the data does not belong to the current monitoring data 10 

interval, determine whether there is an abnormal data interval that matches the data, 

and when there is an abnormal data interval that matches the data, update the abnormal 

data interval based on the data; and a third determination module, configured to: when 

the abnormal data interval satisfies a first predetermined condition, determine the 

abnormal data interval as the current monitoring data interval. 15 

[0015] With reference to the second aspect, in a first implementation of the second 

aspect of some embodiments of the present specification, the first determination module 

includes the following: a first determination sub-module, configured to determine, in 

response to receiving the data, whether there is a current monitoring data interval; a 

second determination sub-module, configured to: when there is a current monitoring 20 

data interval, determine whether the data belongs to the current monitoring data interval; 

and a creation sub-module, configured to: when there is no current monitoring data 

interval, create a current monitoring data interval based on the received data. 

[0016] With reference to the second aspect and the first implementation of the second 

aspect, in a second implementation of the second aspect of some embodiments of the 25 

present specification, the apparatus further includes the following: an update module, 

configured to: when the data belongs to the current monitoring data interval, update the 

current monitoring data interval based on the data. 

[0017] With reference to the second aspect, the first implementation of the second 

aspect, and the second implementation of the second aspect, in a third implementation 30 

of the second aspect of some embodiments of the present specification, the update 

module includes the following: a first update sub-module, configured to: when the data 

belongs to the current monitoring data interval, update the current monitoring data 
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interval based on the data; and a first deletion sub-module, configured to delete the 

abnormal data interval. 

[0018] With reference to the second aspect, the first implementation of the second 

aspect, the second implementation of the second aspect, and the third implementation 

of the second aspect, in a fourth implementation of the second aspect of some 5 

embodiments of the present specification, the second determination module includes 

the following: a third determination sub-module, configured to: when the data does not 

belong to the current monitoring data interval, determine whether there is an abnormal 

data interval that matches the data; a second update sub-module, configured to: when 

there is an abnormal data interval that matches the data, update the abnormal data 10 

interval based on the data; and a first creation sub-module, configured to: when there is 

no abnormal data interval that matches the data, create an abnormal data interval. 

[0019] With reference to the second aspect, the first implementation of the second 

aspect, the second implementation of the second aspect, the third implementation of the 

second aspect, and the fourth implementation of the second aspect, in a fifth 15 

implementation of the second aspect of some embodiments of the present specification, 

the first creation sub-module includes the following: a fourth determination sub-module, 

configured to: when there is no abnormal data interval that matches the data, determine 

whether a quantity of the abnormal data intervals is greater than a predetermined 

quantity threshold; a second creation sub-module, configured to: when the quantity of 20 

the abnormal data intervals is greater than the predetermined quantity threshold, delete 

an abnormal data interval that satisfies a second predetermined condition, and create an 

abnormal data interval; and a third creation sub-module, configured to: when the 

quantity of the abnormal data intervals is not greater than the predetermined quantity 

threshold, create an abnormal data interval. 25 

[0020] With reference to the second aspect, the first implementation of the second 

aspect, the second implementation of the second aspect, the third implementation of the 

second aspect, the fourth implementation of the second aspect, and the fifth 

implementation of the second aspect, in a sixth implementation of the second aspect of 

some embodiments of the present specification, the third determination module 30 

includes the following: a fifth determination sub-module, configured to: when the 

abnormal data interval satisfies a first predetermined condition, determine the abnormal 

data interval as the current monitoring data interval; and a second deletion sub-module, 

configured to delete the abnormal data interval. 
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[0021] With reference to the second aspect, the first implementation of the second 

aspect, the second implementation of the second aspect, the third implementation of the 

second aspect, the fourth implementation of the second aspect, the fifth implementation 

of the second aspect, and the sixth implementation of the second aspect, in a seventh 

implementation of the second aspect of some embodiments of the present specification, 5 

the update module or the update sub-module is configured to perform one or more of 

the following update operations: updating an interval central value of the current 

monitoring data interval or the abnormal data interval into the data, and updating an 

interval range of the current monitoring data interval or the abnormal data interval based 

on a predetermined interval length; updating a data amount of the current monitoring 10 

data interval or the abnormal data interval; and updating a data update time of the 

current monitoring data interval or the abnormal data interval. 

[0022] According to a third aspect, some embodiments of the present specification 

provide an electronic device, including a memory and a processor. The memory is 

configured to store one or more computer instructions that support a data monitoring 15 

apparatus in performing the data monitoring method in the first aspect. The processor 

is configured to execute the computer instructions stored in the memory. The data 

monitoring apparatus can further include a communications interface for 

communication between the data monitoring apparatus and another device or 

communications network. 20 

[0023] According to a fourth aspect, some embodiments of the present specification 

provide a computer readable storage medium, configured to store a computer 

instruction used by the data monitoring apparatus. The computer instruction includes a 

computer instruction used by the data monitoring apparatus to perform the data 

monitoring method in the first aspect. 25 

[0024] The technical solutions provided in some embodiments of the present 

specification can include the following beneficial effects: 

[0025] According to the previous technical solutions, multiple data intervals are set, 

newly received data is sequentially compared with the multiple data intervals, and it is 

determined, based on characteristics of the data intervals, whether the newly received 30 

data belongs to normal data fluctuations. The technical solutions can alleviate 

misjudgment of normal but large-scale data fluctuations, thereby implementing 

accurate data monitoring. 



 

7 

[0026] It should be understood that the previous general description and the following 

detailed description are merely examples and explanations, and cannot limit some 

embodiments of the present specification. 

BRIEF DESCRIPTION OF DRAWINGS 

[0027] With reference to the accompanying drawings and detailed descriptions of the 5 

following non-limitative implementations, other features, purposes, and advantages of 

some embodiments of the present specification become clearer. In the drawings: 

[0028] FIG. 1 is a flowchart illustrating a data monitoring method, according to some 

embodiments of the present specification; 

[0029] FIG. 2 is a flowchart illustrating step S101 of the data monitoring method, 10 

according to the embodiment shown in FIG. 1; 

[0030] FIG. 3 is a flowchart illustrating a data monitoring method, according to other 

embodiments; 

[0031] FIG. 4 is a flowchart illustrating step S302 of the data monitoring method, 

according to the embodiment shown in FIG. 3; 15 

[0032] FIG. 5 is a flowchart illustrating step S102 of the data monitoring method, 

according to the embodiment shown in FIG. 1; 

[0033] FIG. 6 is a flowchart illustrating step S503 of the data monitoring method, 

according to the embodiment shown in FIG. 5; 

[0034] FIG. 7 is a flowchart illustrating step S103 of the data monitoring method, 20 

according to the embodiment shown in FIG. 1; 

[0035] FIG. 8 is a structural block diagram illustrating a data monitoring apparatus, 

according to some embodiments of the present specification; 

[0036] FIG. 9 is a structural block diagram illustrating a first determination module 

801 of the data monitoring apparatus, according to the embodiment shown in FIG. 8; 25 

[0037] FIG. 10 is a structural block diagram illustrating a data monitoring apparatus, 

according to other embodiments; 

[0038] FIG. 11 is a structural block diagram illustrating an update module 1002 of the 

data monitoring apparatus, according to the embodiment shown in FIG. 10; 

[0039] FIG. 12 is a structural block diagram illustrating a second determination 30 

module 802 of the data monitoring apparatus, according to the embodiment shown in 

FIG. 8; 
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[0040] FIG. 13 is a structural block diagram illustrating a first creation sub-module 

1203 of the data monitoring apparatus, according to the embodiment shown in FIG. 12; 

[0041] FIG. 14 is a structural block diagram illustrating a third determination module 

803 of the data monitoring apparatus, according to the embodiment shown in FIG. 8; 

[0042] FIG. 15 is a structural block diagram illustrating an electronic device, 5 

according to some embodiments of the present specification; and 

[0043] FIG. 16 is a schematic structural diagram illustrating a computer system that 

is suitable for implementing a data monitoring method, according to some embodiments 

of the present specification. 

DESCRIPTION OF EMBODIMENTS 10 

[0044] The following describes example implementations of some embodiments of 

the present specification in detail with reference to the accompanying drawings, so that 

a person skilled in the art can easily implement them. In addition, for clarity, parts 

unrelated to the description of the example implementations are omitted in the drawings. 

[0045] In some embodiments of the present specification, it should be understood that 15 

terms such as "include" or "have" are intended to indicate the existence of features, 

numbers, steps, behaviors, components, parts, or combinations thereof disclosed in the 

present specification, and are not intended to exclude the possibility that one or more 

other features, numbers, steps, behaviors, components, parts, or combinations thereof 

exist or are added. 20 

[0046] In addition, it is worthwhile to further note that, some embodiments in the 

present specification and the features in some embodiments can be mutually combined 

provided that no conflict exists. Some embodiments of the present specification are 

described in detail in the following with reference to the accompanying drawings and 

embodiments. 25 

[0047] According to the technical solutions provided in some embodiments of the 

present specification, multiple data intervals are set, newly received data is sequentially 

compared with the multiple data intervals, and it is determined, based on characteristics 

of the data intervals, whether the newly received data belongs to normal data 

fluctuations. The technical solutions can alleviate misjudgment of normal but large-30 

scale data fluctuations, thereby implementing accurate data monitoring. 
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[0048] FIG. 1 is a flowchart illustrating a data monitoring method, according to some 

embodiments of the present specification. As shown in FIG. 1, the data monitoring 

method includes the following steps S101 to S103. 

[0049] Step S101: Determine, in response to receiving data, whether the data belongs 

to a current monitoring data interval, where frequency of receiving the data is higher 5 

than a predetermined frequency threshold. 

[0050] Step S102: When the data does not belong to the current monitoring data 

interval, determine whether there is an abnormal data interval that matches the data, 

and when there is an abnormal data interval that matches the data, update the abnormal 

data interval based on the data. 10 

[0051] Step S103: When the abnormal data interval satisfies a first predetermined 

condition, determine the abnormal data interval as the current monitoring data interval. 

[0052] As mentioned previously, during real-time monitoring of data, large-scale data 

fluctuations may occur. Some of these data fluctuations are caused by noise, such as 

data source errors or abnormal data generation behaviors. Such data fluctuations are 15 

characterized in that the data will fall back to normal after a sudden change. Some data 

fluctuations are normal data changes. Such data fluctuations are characterized in that 

the data will not fall back after a sudden change, which reflects the normal data trend. 

However, in the existing technologies, whether newly received data is valid and 

whether it belongs to noise are usually determined only by comparing whether a 20 

difference between the newly received data and the adjacent received data is within a 

normal range. If the difference between the newly received data and the adjacent 

received data is within a normal range, it is determined that the newly received data is 

valid. Otherwise, the newly received data is considered invalid and it belongs to noise. 

Consequently, normal but large-scale data fluctuations may be misjudged, and the 25 

misjudgment further needs to be identified and corrected manually. Clearly, the 

previous processing method in the existing technologies greatly reduces the accuracy 

of data monitoring and causes adverse impact on data collection and monitoring. 

[0053] Considering the previous disadvantages, a data monitoring method is provided 

in the present implementation. In the method, after data is received, it is first determined 30 

whether the data belongs to a current monitoring data interval. The current monitoring 

data interval represents a historical data change trend formed by historical data that was 

received before a current moment. If the data does not belong to the current monitoring 

data interval, it is preliminarily determined that the new data may deviate from the 
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historical data change trend. In such case, it is further determined whether there is an 

abnormal data interval that matches the data. The abnormal data interval is used to assist 

in determining whether a new data change trend occurs. If there is an abnormal data 

interval that matches the data, the abnormal data interval is updated based on the data. 

Finally, when the abnormal data interval satisfies a first predetermined condition, the 5 

abnormal data interval is determined as the current monitoring data interval. At this 

time, the new data change trend is generated. According to the technical solutions, 

multiple data intervals are set, newly received data is sequentially compared with the 

multiple data intervals, and it is determined, based on characteristics of the data 

intervals, whether the newly received data belongs to normal data fluctuations. The 10 

technical solutions can alleviate misjudgment of normal but large-scale data 

fluctuations, thereby implementing accurate data monitoring. 

[0054] Frequency of receiving the data is higher than a predetermined frequency 

threshold. In other words, the present implementation is more effective for receiving 

data more frequently. 15 

[0055] A quantity of abnormal data intervals can be one, two or more. Certainly, a 

predetermined interval quantity threshold can also be set to limit the quantity of 

abnormal data intervals, so that the abnormal data intervals are not excessive; otherwise, 

accuracy of statistics on the data change trend is affected. When the quantity of the 

abnormal data intervals is two or more, there can be partial overlap or no overlap 20 

between the abnormal data intervals. 

[0056] In some optional implementations of some embodiments, the abnormal data 

interval that matches the data means that the data falls within a value range of the 

abnormal data interval. For example, if a value range of a certain abnormal data interval 

is 2–6, the newly received data is 5, and 5 falls within the range 2–6. Therefore, it can 25 

be considered that the abnormal data interval matches the newly received data. If the 

newly received data is 7, and 7 does not belong to the range 2–6, it is considered that 

the abnormal data interval does not match the newly received data. 

[0057] In some optional implementations of some embodiments, for example, the first 

predetermined condition can be that the data amount in the abnormal data interval is 30 

higher than a first predetermined data amount threshold, or can be that a quantity of 

times of updating the abnormal data interval is higher than a predetermined times 

threshold. Certainly, the first predetermined condition can also be set to other conditions, 
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provided that the setting of the first predetermined condition can ensure that the 

abnormal data interval represents a certain, relatively stable, and new data change trend. 

[0058] Interval lengths of the current monitoring data interval and the abnormal data 

interval, or value ranges of the current monitoring data interval and the abnormal data 

interval can be the same or different, which can be specifically set based on actual 5 

application needs. For example, if the current monitoring data interval is considered 

more important, the interval length of the abnormal data interval can be set to be greater 

than the interval length of the current monitoring data interval, so that the new data 

change trend can only replace the historical data change trend after it is sufficiently 

stable. 10 

[0059] For example, assume that the current monitoring data interval is 9–15, there 

are three abnormal data intervals, the first abnormal data interval is 2–8, the second 

abnormal data interval is 16–22, the third abnormal data interval is 24–30, and the first 

predetermined data amount threshold is 6. If the newly received data is 18, it is 

determined that the data does not belong to the current monitoring data interval 9–15, 15 

but there is a second abnormal data interval 16–22 that matches the data, and then the 

second abnormal data interval is updated based on the new data 18. Then, it is 

determined whether the data amount in the second abnormal data interval is greater than 

6. If the data amount in the second abnormal data interval is greater than 6, the second 

abnormal data interval 16–22 replaces the current monitoring data interval 9–15 to 20 

become a new current monitoring data interval. 

[0060] In some optional implementations of some embodiments, as shown in FIG. 2, 

step S101 of determining, in response to receiving data, whether the data belongs to a 

current monitoring data interval includes steps S201 to S203. 

[0061] Step S201: Determine, in response to receiving the data, whether there is a 25 

current monitoring data interval. 

[0062] Step S202: When there is a current monitoring data interval, determine 

whether the data belongs to the current monitoring data interval. 

[0063] Step S203: When there is no current monitoring data interval, create a current 

monitoring data interval based on the received data. 30 

[0064] In the present implementation, when new data is received, it is first determined 

whether there is a current monitoring data interval. If there is a current monitoring data 

interval, it is further determined whether the data belongs to the current monitoring data 

interval. If there is no current monitoring data interval, a current monitoring data 
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interval is created based on the received data. The current monitoring data interval can 

be created by using the data as an interval central value and a predetermined interval 

length as a length. The creation time is used as an update time of the current monitoring 

data interval. Certainly, other interval creation methods can also be used, which is not 

limited in the present specification. 5 

[0065] In some optional implementations of some embodiments, as shown in FIG. 3, 

after step S101 of determining, in response to receiving data, whether the data belongs 

to a current monitoring data interval, the method includes the step of updating the 

current monitoring data interval based on the data when the data belongs to the current 

monitoring data interval. To be specific, in the present implementation, the method 10 

includes the following steps S301 to S304. 

[0066] Step S301: Determine, in response to receiving data, whether the data belongs 

to a current monitoring data interval, where frequency of receiving the data is higher 

than a predetermined frequency threshold. 

[0067] Step S302: When the data belongs to the current monitoring data interval, 15 

update the current monitoring data interval based on the data. 

[0068] Step S303: When the data does not belong to the current monitoring data 

interval, determine whether there is an abnormal data interval that matches the data, 

and when there is an abnormal data interval that matches the data, update the abnormal 

data interval based on the data. 20 

[0069] Step S304: When the abnormal data interval satisfies a first predetermined 

condition, determine the abnormal data interval as the current monitoring data interval. 

[0070] In the present implementation, when it is determined that the newly received 

data belongs to the current monitoring data interval, it is considered that the newly 

received data still follows the historical data change trend, and the current monitoring 25 

data interval is updated based on the newly received data. 

[0071] In some optional implementations of some embodiments, as shown in FIG. 4, 

step S302 of updating the current monitoring data interval based on the data when the 

data belongs to the current monitoring data interval includes steps S401 and S402. 

[0072] Step S401: When the data belongs to the current monitoring data interval, 30 

update the current monitoring data interval based on the data. 

[0073] Step S402: Delete the abnormal data interval. 

[0074] In the present implementation, when it is determined that the newly received 

data belongs to the current monitoring data interval, it is considered that the newly 
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received data still follows the historical data change trend. In such case, one or more 

abnormal data intervals that existed previously no longer have too much reference value. 

Therefore, after the current monitoring data interval is updated based on the newly 

received data, all abnormal data intervals can be deleted. 

[0075] Updating the current monitoring data interval or the abnormal data interval 5 

based on the data includes one or more of the following update operations: updating an 

interval central value of the current monitoring data interval or the abnormal data 

interval into the data, and updating an interval range of the current monitoring data 

interval or the abnormal data interval based on a predetermined interval length; for 

example, assuming that the current monitoring data interval or the abnormal data 10 

interval is 9–15, the central value is 12, and the predetermined interval length is 7, if 

the newly received data is 14, after the current monitoring data interval or abnormal 

data interval is updated, the new current monitoring data interval or abnormal data 

interval becomes the interval 11–17 with the newly received data 14 as the central value 

and a length of 7; updating a data amount of the current monitoring data interval or the 15 

abnormal data interval; and updating a data update time of the current monitoring data 

interval or the abnormal data interval, where the data update time is used to represent 

timeliness of the current monitoring data interval or the abnormal data interval. 

[0076] In some optional implementations of some embodiments, as shown in FIG. 5, 

step S102 of determining, when the data does not belong to the current monitoring data 20 

interval, whether there is an abnormal data interval that matches the data, and updating, 

when there is an abnormal data interval that matches the data, the abnormal data interval 

based on the data includes steps S501 to S503. 

[0077] Step S501: When the data does not belong to the current monitoring data 

interval, determine whether there is an abnormal data interval that matches the data. 25 

[0078] Step S502: When there is an abnormal data interval that matches the data, 

update the abnormal data interval based on the data. 

[0079] Step S503: When there is no abnormal data interval that matches the data, 

create an abnormal data interval. 

[0080] In the present implementation, when it is determined that the newly received 30 

data does not belong to the current monitoring data interval, it is first determined 

whether there is an abnormal data interval that matches the data. Further, if there is an 

abnormal data interval that matches the data, the abnormal data interval is updated 

based on the data. If there is no abnormal data interval that matches the data, an 
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abnormal data interval is created. Similar to creation of the current monitoring data 

interval previously described, the abnormal data interval can be created by using the 

data as an interval central value and a predetermined interval length as a length. The 

creation time is used as an update time of the abnormal data interval. Other interval 

creation methods can also be used. 5 

[0081] In some optional implementations of some embodiments, as shown in FIG. 6, 

step S503 of creating an abnormal data interval when there is no abnormal data interval 

that matches the data includes steps S601 to S603. 

[0082] Step S601: When there is no abnormal data interval that matches the data, 

determine whether a quantity of the abnormal data intervals is greater than a 10 

predetermined interval quantity threshold. 

[0083] Step S602: When the quantity of the abnormal data intervals is greater than the 

predetermined interval quantity threshold, delete an abnormal data interval that satisfies 

a second predetermined condition, and create an abnormal data interval. 

[0084] Step S603: When the quantity of the abnormal data intervals is not greater than 15 

the predetermined interval quantity threshold, create an abnormal data interval. 

[0085] In the present implementation, considering that the quantity of abnormal data 

intervals should not be excessive; otherwise, accuracy of statistics on the data change 

trend is affected. Therefore, when it is determined that there is no abnormal data interval 

that matches the data, it is first determined whether the quantity of currently existing 20 

abnormal data intervals is greater than the predetermined interval quantity threshold. If 

yes, it indicates that the quantity of current abnormal data intervals is excessively large, 

and an abnormal data interval needs to be deleted and then an abnormal data interval is 

created. Otherwise, an abnormal data interval is created directly. 

[0086] The second predetermined condition can be one or more of the following 25 

conditions: the update time of the abnormal data interval is earlier than the 

predetermined time threshold, that is, the abnormal data interval with an excessively 

early update time is deleted; and the data amount of the abnormal data interval is lower 

than the second predetermined data amount threshold, that is, the abnormal data interval 

with a small data amount is deleted. 30 

[0087] In some optional implementations of some embodiments, as shown in FIG. 7, 

step S103 of determining, when the abnormal data interval satisfies a first 

predetermined condition, the abnormal data interval as the current monitoring data 

interval includes steps S701 and S702. 
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[0088] Step S701: When the abnormal data interval satisfies a first predetermined 

condition, determine the abnormal data interval as the current monitoring data interval. 

[0089] Step S702: Delete the abnormal data interval. 

[0090] In the present implementation, when it is determined that the abnormal data 

interval satisfies the first predetermined condition, it is considered that the abnormal 5 

data interval is sufficient to represent the new data change trend, and other abnormal 

data intervals no longer have reference value. Therefore, after the abnormal data 

interval replaces the current monitoring data interval to become a new current 

monitoring data interval, all other abnormal data intervals are deleted. 

[0091] The predetermined frequency threshold, the predetermined interval quantity 10 

threshold, the first predetermined data amount threshold, the predetermined number of 

times threshold, the predetermined time threshold, and the second predetermined data 

amount threshold can be set based on actual application needs, which is not limited in 

the present specification. 

[0092] Apparatus embodiments of the present specification are provided in the 15 

following, and can be used to execute method embodiments of the present specification. 

[0093] FIG. 8 is a structural block diagram illustrating a data monitoring apparatus, 

according to some embodiments of the present specification. The apparatus can be 

implemented as a part of an electronic device or the entire electronic device by using 

software, hardware, or a combination thereof. As shown in FIG. 8, the data monitoring 20 

apparatus includes the following: a first determination module 801, configured to 

determine, in response to receiving data, whether the data belongs to a current 

monitoring data interval, where frequency of receiving the data is higher than a 

predetermined frequency threshold; a second determination module 802, configured to: 

when the data does not belong to the current monitoring data interval, determine 25 

whether there is an abnormal data interval that matches the data, and when there is an 

abnormal data interval that matches the data, update the abnormal data interval based 

on the data; and a third determination module 803, configured to: when the abnormal 

data interval satisfies a first predetermined condition, determine the abnormal data 

interval as the current monitoring data interval. 30 

[0094] As mentioned previously, during real-time monitoring of data, large-scale data 

fluctuations may occur. Some of these data fluctuations are caused by noise, such as 

data source errors or abnormal data generation behaviors. Such data fluctuations are 

characterized in that the data will fall back to normal after a sudden change. Some data 
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fluctuations are normal data changes. Such data fluctuations are characterized in that 

the data will not fall back after a sudden change, which reflects the normal data trend. 

However, in the existing technologies, whether newly received data is valid and 

whether it belongs to noise are usually determined only by comparing whether a 

difference between the newly received data and the adjacent received data is within a 5 

normal range. If the difference between the newly received data and the adjacent 

received data is within a normal range, it is determined that the newly received data is 

valid. Otherwise, the newly received data is considered invalid and is noise. 

Consequently, normal but large-scale data fluctuations may be misjudged, and the 

misjudgment further needs to be identified and corrected manually. Clearly, the 10 

previous processing method in the existing technologies greatly reduces the accuracy 

of data monitoring and causes adverse impact on data collection and monitoring. 

[0095] Considering the previous disadvantages, a data monitoring apparatus is 

provided in the present implementation. After receiving data, the first determination 

module 801 in the apparatus determines whether the data belongs to a current 15 

monitoring data interval. The current monitoring data interval represents a historical 

data change trend formed by historical data that was received before a current moment. 

If the data does not belong to the current monitoring data interval, the first 

determination module 801 preliminarily determines that the new data may deviate from 

the historical data change trend. The second determination module 802 further 20 

determines whether there is an abnormal data interval that matches the data. The 

abnormal data interval is used to assist in determining whether a new data change trend 

occurs. If there is an abnormal data interval that matches the data, the second 

determination module 802 updates the abnormal data interval based on the data. When 

the abnormal data interval satisfies a first predetermined condition, the third 25 

determination module 803 determines the abnormal data interval as the current 

monitoring data interval. At this time, the new data change trend is generated. 

According to the technical solutions, multiple data intervals are set, newly received data 

is sequentially compared with the multiple data intervals, and it is determined, based 

on characteristics of the data intervals, whether the newly received data belongs to 30 

normal data fluctuations. The technical solutions can alleviate misjudgment of normal 

but large-scale data fluctuations, thereby implementing accurate data monitoring. 
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[0096] Frequency of receiving the data is higher than a predetermined frequency 

threshold. In other words, the present implementation is more effective for receiving 

data more frequently. 

[0097] A quantity of abnormal data intervals can be one, two or more. Certainly, a 

predetermined interval quantity threshold can also be set to limit the quantity of 5 

abnormal data intervals, so that the abnormal data intervals are not excessive; otherwise, 

accuracy of statistics on the data change trend is affected. When the quantity of the 

abnormal data intervals is two or more, there can be partial overlap or no overlap 

between the abnormal data intervals. 

[0098] In some optional implementations of some embodiments, the abnormal data 10 

interval that matches the data means that the data falls within a value range of the 

abnormal data interval. For example, if a value range of a certain abnormal data interval 

is 2–6, the newly received data is 5, and 5 falls within the range 2–6. Therefore, it can 

be considered that the abnormal data interval matches the newly received data. If the 

newly received data is 7, and 7 does not belong to the range 2–6, it is considered that 15 

the abnormal data interval does not match the newly received data. 

[0099] In some optional implementations of some embodiments, for example, the first 

predetermined condition can be that the data amount in the abnormal data interval is 

higher than a first predetermined data amount threshold, or can be that a quantity of 

times of updating the abnormal data interval is higher than a predetermined times 20 

threshold. Certainly, the first predetermined condition can also be set to other conditions, 

provided that the setting of the first predetermined condition can ensure that the 

abnormal data interval represents a certain, relatively stable, and new data change trend. 

[0100] Interval lengths of the current monitoring data interval and the abnormal data 

interval, or value ranges of the current monitoring data interval and the abnormal data 25 

interval can be the same or different, which can be specifically set based on actual 

application needs. For example, if the current monitoring data interval is considered 

more important, the interval length of the abnormal data interval can be set to be greater 

than the interval length of the current monitoring data interval, so that the new data 

change trend can only replace the historical data change trend after it is sufficiently 30 

stable. 

[0101] For example, assume that the current monitoring data interval is 9–15, there 

are three abnormal data intervals, the first abnormal data interval is 2–8, the second 
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abnormal data interval is 16–22, the third abnormal data interval is 24–30, and the first 

predetermined data amount threshold is 6. If the newly received data is 18, it is 

determined that the data does not belong to the current monitoring data interval 9–15, 

but there is a second abnormal data interval 16–22 that matches the data, and then the 

second abnormal data interval is updated based on the new data 18. Then, it is 5 

determined whether the data amount in the second abnormal data interval is greater than 

6. If the data amount in the second abnormal data interval is greater than 6, the second 

abnormal data interval 16–22 replaces the current monitoring data interval 9–15 to 

become a new current monitoring data interval. 

[0102] In some optional implementations of some embodiments, as shown in FIG. 9, 10 

the first determination module 801 includes the following: a first determination sub-

module 901, configured to determine, in response to receiving the data, whether there 

is a current monitoring data interval; a second determination sub-module 902, 

configured to: when there is a current monitoring data interval, determine whether the 

data belongs to the current monitoring data interval; and a creation sub-module 903, 15 

configured to: when there is no current monitoring data interval, create a current 

monitoring data interval based on the received data. 

[0103] In the present implementation, when receiving new data, the first 

determination sub-module 901 determines whether there is a current monitoring data 

interval. If there is a current monitoring data interval, the second determination sub-20 

module 902 further determines whether the data belongs to the current monitoring data 

interval. If there is no current monitoring data interval, the creation sub-module 903 

creates a current monitoring data interval based on the received data. The creation sub-

module 903 can create the current monitoring data interval by using the data as an 

interval central value and a predetermined interval length as a length. The creation time 25 

is used as an update time of the current monitoring data interval. Certainly, other 

interval creation methods can also be used, which is not limited in the present 

specification. 

[0104] In some optional implementations of some embodiments, as shown in FIG. 10, 

the apparatus further includes an update module. To be specific, in the present 30 

implementation, the apparatus includes the following: a first determination module 

1001, configured to determine, in response to receiving data, whether the data belongs 

to a current monitoring data interval, where frequency of receiving the data is higher 

than a predetermined frequency threshold; an update module 1002, configured to: when 
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the data belongs to the current monitoring data interval, update the current monitoring 

data interval based on the data. a second determination module 1003, configured to: 

when the data does not belong to the current monitoring data interval, determine 

whether there is an abnormal data interval that matches the data, and when there is an 

abnormal data interval that matches the data, update the abnormal data interval based 5 

on the data; and a third determination module 1004, configured to: when the abnormal 

data interval satisfies a first predetermined condition, determine the abnormal data 

interval as the current monitoring data interval. 

[0105] In the present implementation, when it is determined that the newly received 

data belongs to the current monitoring data interval, it is considered that the newly 10 

received data still follows the historical data change trend, and the update module 1002 

updates the current monitoring data interval based on the newly received data. 

[0106] In some optional implementations of some embodiments, as shown in FIG. 11, 

the update module 1002 includes the following: a first update sub-module 1101, 

configured to: when the data belongs to the current monitoring data interval, update the 15 

current monitoring data interval based on the data; and a first deletion sub-module 1102, 

configured to delete the abnormal data interval. 

[0107] In the present implementation, when it is determined that the newly received 

data belongs to the current monitoring data interval, it is considered that the newly 

received data still follows the historical data change trend. In such case, one or more 20 

abnormal data intervals that existed previously no longer have too much reference value. 

Therefore, after the first update sub-module 1101 updates the current monitoring data 

interval based on the newly received data, the first deletion sub-module 1102 can delete 

all abnormal data intervals. 

[0108] The update module or the update sub-module is configured to perform one or 25 

more of the following update operations: updating an interval central value of the 

current monitoring data interval or the abnormal data interval into the data, and updating 

an interval range of the current monitoring data interval or the abnormal data interval 

based on a predetermined interval length; for example, assuming that the current 

monitoring data interval or the abnormal data interval is 9–15, the central value is 12, 30 

and the predetermined interval length is 7, if the newly received data is 14, after the 

current monitoring data interval or abnormal data interval is updated, the new current 

monitoring data interval or abnormal data interval becomes the interval 11–17 with the 

newly received data 14 as the central value and a length of 7; updating a data amount 
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of the current monitoring data interval or the abnormal data interval; and updating a 

data update time of the current monitoring data interval or the abnormal data interval, 

where the data update time is used to represent timeliness of the current monitoring data 

interval or the abnormal data interval. 

[0109] In some optional implementations of some embodiments, as shown in FIG. 12, 5 

the second determination module 802 includes the following: a third determination sub-

module 1201, configured to: when the data does not belong to the current monitoring 

data interval, determine whether there is an abnormal data interval that matches the data; 

a second update sub-module 1202, configured to: when there is an abnormal data 

interval that matches the data, update the abnormal data interval based on the data; and 10 

a first creation sub-module 1203, configured to: when there is no abnormal data interval 

that matches the data, create an abnormal data interval. 

[0110] In the present implementation, when it is determined that the newly received 

data does not belong to the current monitoring data interval, the third determination 

sub-module 1201 determines whether there is an abnormal data interval that matches 15 

the data. Further, if there is an abnormal data interval that matches the data, the second 

update sub-module 1202 updates the abnormal data interval based on the data. If there 

is no abnormal data interval that matches the data, the first creation sub-module 1203 

creates an abnormal data interval. Similar to creation of the current monitoring data 

interval previously described, the first creation sub-module 1203 can create the 20 

abnormal data interval by using the data as an interval central value and a predetermined 

interval length as a length. The creation time is used as an update time of the abnormal 

data interval. Other interval creation methods can also be used. 

[0111] In some optional implementations of some embodiments, as shown in FIG. 13, 

the first creation sub-module 1203 includes the following: a fourth determination sub-25 

module 1301, configured to: when there is no abnormal data interval that matches the 

data, determine whether a quantity of the abnormal data intervals is greater than a 

predetermined quantity threshold; a second creation sub-module 1302, configured to: 

when the quantity of the abnormal data intervals is greater than the predetermined 

quantity threshold, delete an abnormal data interval that satisfies a second 30 

predetermined condition, and create an abnormal data interval; and a third creation sub-

module 1303, configured to: when the quantity of the abnormal data intervals is not 

greater than the predetermined quantity threshold, create an abnormal data interval. 

[0112] In the present implementation, considering that the quantity of abnormal data 
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intervals should not be excessive; otherwise, accuracy of statistics on the data change 

trend is affected. Therefore, when it is determined that there is no abnormal data interval 

that matches the data, the fourth determination sub-module 1301 determines whether 

the quantity of currently existing abnormal data intervals is greater than the 

predetermined interval quantity threshold. If yes, it indicates that the quantity of current 5 

abnormal data intervals is excessively large, and the second creation sub-module 1302 

deletes an abnormal data interval and then creates an abnormal data interval. Otherwise, 

the third creation sub-module 1303 directly creates an abnormal data interval. 

[0113] The second predetermined condition can be one or more of the following 

conditions: the update time of the abnormal data interval is earlier than the 10 

predetermined time threshold, that is, the abnormal data interval with an excessively 

early update time is deleted; and the data amount of the abnormal data interval is lower 

than the second predetermined data amount threshold, that is, the abnormal data interval 

with a small data amount is deleted. 

[0114] In some optional implementations of some embodiments, as shown in FIG. 14, 15 

the third determination module 803 includes the following: a fifth determination sub-

module 1401, configured to: when the abnormal data interval satisfies a first 

predetermined condition, determine the abnormal data interval as the current 

monitoring data interval; and a second deletion sub-module 1402, configured to delete 

the abnormal data interval. 20 

[0115] In the present implementation, when it is determined that the abnormal data 

interval satisfies the first predetermined condition, it is considered that the abnormal 

data interval is sufficient to represent the new data change trend, and other abnormal 

data intervals no longer have reference value. Therefore, after the fifth determination 

sub-module 1401 replaces the current monitoring data interval with the abnormal data 25 

interval to become a new current monitoring data interval, the second deletion sub-

module 1402 deletes all other abnormal data intervals. 

[0116] The predetermined frequency threshold, the predetermined interval quantity 

threshold, the first predetermined data amount threshold, the predetermined times 

threshold, the predetermined time threshold, and the second predetermined data amount 30 

threshold can be set based on actual application needs, which is not limited in the 

present specification. 

[0117] Some embodiments of the present specification further disclose an electronic 

device. FIG. 15 is a structural block diagram illustrating an electronic device, according 
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to some embodiments of the present specification. As shown in FIG. 15, the electronic 

device 1500 includes a memory 1501 and a processor 1502. 

[0118] The memory 1501 is configured to store one or more computer instructions, 

where the one or more computer instructions are executed by the processor 1502 to 

perform the steps of any previous method. 5 

[0119] FIG. 16 is a schematic structural diagram illustrating a computer system that 

is suitable for implementing a data monitoring method, according to some embodiments 

of the present specification. 

[0120] As shown in FIG. 16, a computer system 1600 includes a central processing 

unit (CPU) 1601. The CPU 1601 can perform various types of processing in the 10 

previous implementations based on a program that is stored in a read-only memory 

(ROM) 1602 or a program that is loaded from a storage part 1608 to a random access 

memory (RAM) 1603. The RAM 1603 further stores various programs and data 

necessary for operating the system 1600. The CPU 1601, the ROM 1602, and the RAM 

1603 are connected to each other through a bus 1604. An input/output (I/O) interface 15 

1605 is also connected to the bus 1604. 

[0121] The following components are connected to the I/O interface 1605: an input 

part 1606 that includes a keyboard, a mouse, etc.; an output part 1607 that includes a 

cathode ray tube (CRT), a liquid crystal display (LCD), a speaker, etc.; the storage part 

1608 that includes a hard disk, etc.; and a communications part 1609 that includes a 20 

network interface card such as a LAN card, a modem, etc. The communications part 

1609 performs communication processing via a network such as the Internet. A drive 

1610 is also connected to the I/O interface 1605 as needed. A removable medium 1611 

such as a magnetic disk, an optical disc, a magneto-optical disc, a semiconductor 

memory, etc. is installed on the drive 1610 as needed, so that a computer program that 25 

is read from the removable medium 1611 is installed into the storage part 1608 as 

needed. 

[0122] In particular, according to the implementations of the present specification, the 

previously described method can be implemented as a computer software program. For 

example, the implementations of the present specification include a computer program 30 

product that includes a computer program tangibly contained on its readable medium. 

The computer program includes program code for performing the data monitoring 

method. In such implementations, the computer program can be downloaded and 

installed from a network by using the communications part 1609, and/or installed from 
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the removable medium 1611. 

[0123] The flowcharts and block diagrams in the accompanying drawings show the 

architectures, functions, and operations that may be implemented according to the 

systems, methods, and computer program products in various implementations of the 

present specification. In this regard, each block in the flowchart or block diagram can 5 

represent one module, one program segment, or one part of code. The module, the 

program segment, or the part of code includes one or more executable instructions for 

implementing specified logical functions. It is also worthwhile to note that, in some 

alternative implementations, the functions marked in the blocks can occur in an order 

different from that marked in the figures. For example, two consecutive blocks can 10 

actually be executed in parallel, and sometimes they can also be executed in reverse 

order, depending on the function involved. It is also worthwhile to note that, each block 

in the block diagram and/or flowchart, and a combination of blocks in the block diagram 

and/or flowchart can be implemented by using a dedicated hardware-based system that 

performs a specified function or operation, or can be implemented by using a 15 

combination of dedicated hardware and computer instructions. 

[0124] The units or modules described in the implementations of the present 

specification can be implemented by software or hardware. The units or modules 

described can also be disposed in the processor. In some cases, names of these units or 

modules do not constitute a limitation on the units or modules. 20 

[0125] In another aspect, some embodiments of the present specification further 

provide a computer readable storage medium. The computer readable storage medium 

can be a computer readable storage medium included in the apparatus in the previous 

implementations, or can be a stand-alone computer readable storage medium that is not 

assembled into a device. The computer readable storage medium stores one or more 25 

programs, and the programs are used by one or more processors to perform the methods 

described in some embodiments of the present specification. 

[0126] The previous descriptions are merely some preferred embodiments of the 

present specification and the explanation of the applied technical principles. A person 

skilled in the art should understand that, the disclosure scope of some embodiments of 30 

the present specification is not limited to the technical solutions formed by the specific 

combination of the previous technical features, but should also cover other technical 

solutions formed by any combination of the previous technical features or their 

equivalent features without departing from the described inventive concepts, for 
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example, a technical solution formed by interchanging the previous features and the 

technical features that are disclosed (but not limited thereto) in some embodiments of 

the present specification having similar functions. 
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CLAIMS 

What is claimed is: 

1. A data monitoring method, comprising: 

determining, in response to receiving data, whether the data belongs to a current 

monitoring data interval, wherein frequency of receiving the data is higher than a 5 

predetermined frequency threshold; 

when the data does not belong to the current monitoring data interval, determining 

whether there is an abnormal data interval that matches the data, and when there is an 

abnormal data interval that matches the data, updating the abnormal data interval based 

on the data; and 10 

when the abnormal data interval satisfies a first predetermined condition, 

determining the abnormal data interval as the current monitoring data interval. 

2. The method according to claim 1, wherein the determining, in response to 

receiving data, whether the data belongs to a current monitoring data interval comprises 

the following: 15 

determining, in response to receiving the data, whether there is a current 

monitoring data interval; 

when there is a current monitoring data interval, determining whether the data 

belongs to the current monitoring data interval; or 

when there is no current monitoring data interval, creating a current monitoring 20 

data interval based on the received data. 

3. The method according to claim 1 or 2, after the determining, in response to 

receiving data, whether the data belongs to a current monitoring data interval, 

comprising the following: 

when the data belongs to the current monitoring data interval, updating the current 25 

monitoring data interval based on the data. 

4. The method according to claim 3, wherein the step of updating the current 

monitoring data interval based on the data when the data belongs to the current 

monitoring data interval comprises the following: 

when the data belongs to the current monitoring data interval, updating the current 30 

monitoring data interval based on the data; and 

deleting the abnormal data interval. 

5. The method according to any one of claims 1 to 4, wherein the determining, 
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when the data does not belong to the current monitoring data interval, whether there is 

an abnormal data interval that matches the data, and the updating, when there is an 

abnormal data interval that matches the data, the abnormal data interval based on the 

data comprise the following: 

when the data does not belong to the current monitoring data interval, determining 5 

whether there is an abnormal data interval that matches the data; 

when there is an abnormal data interval that matches the data, updating the 

abnormal data interval based on the data; or 

when there is no abnormal data interval that matches the data, creating an abnormal 

data interval. 10 

6. The method according to claim 5, wherein the creating an abnormal data interval 

when there is no abnormal data interval that matches the data comprises the following: 

when there is no abnormal data interval that matches the data, determining whether 

a quantity of the abnormal data intervals is greater than a predetermined quantity 

threshold; 15 

when the quantity of the abnormal data intervals is greater than the predetermined 

quantity threshold, deleting an abnormal data interval that satisfies a second 

predetermined condition, and creating an abnormal data interval; or 

when the quantity of the abnormal data intervals is not greater than the 

predetermined quantity threshold, creating an abnormal data interval. 20 

7. The method according to any one of claims 1 to 6, wherein the determining, 

when the abnormal data interval satisfies a first predetermined condition, the abnormal 

data interval as the current monitoring data interval comprises the following: 

when the abnormal data interval satisfies the first predetermined condition, 

determining the abnormal data interval as the current monitoring data interval; and 25 

deleting the abnormal data interval. 

8. The method according to any one of claims 2 to 7, wherein updating the current 

monitoring data interval or the abnormal data interval based on the data comprises one 

or more of the following update operations: 

updating an interval central value of the current monitoring data interval or the 30 

abnormal data interval into the data, and updating an interval range of the current 

monitoring data interval or the abnormal data interval based on a predetermined interval 

length; 

updating a data amount of the current monitoring data interval or the abnormal 
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data interval; and 

updating a data update time of the current monitoring data interval or the abnormal 

data interval. 

9. A data monitoring apparatus, comprising: 

a first determination module, configured to determine, in response to receiving 5 

data, whether the data belongs to a current monitoring data interval, wherein frequency 

of receiving the data is higher than a predetermined frequency threshold; 

a second determination module, configured to: when the data does not belong to 

the current monitoring data interval, determine whether there is an abnormal data 

interval that matches the data, and when there is an abnormal data interval that matches 10 

the data, update the abnormal data interval based on the data; and 

a third determination module, configured to: when the abnormal data interval 

satisfies a first predetermined condition, determine the abnormal data interval as the 

current monitoring data interval. 

10. The apparatus according to claim 9, wherein the first determination module 15 

comprises the following: 

a first determination sub-module, configured to determine, in response to receiving 

the data, whether there is a current monitoring data interval; 

a second determination sub-module, configured to: when there is a current 

monitoring data interval, determine whether the data belongs to the current monitoring 20 

data interval; and 

a creation sub-module, configured to: when there is no current monitoring data 

interval, create a current monitoring data interval based on the received data. 

11. The apparatus according to claim 9 or 10, wherein the apparatus further 

comprises the following: 25 

an update module, configured to: when the data belongs to the current monitoring 

data interval, update the current monitoring data interval based on the data. 

12. The apparatus according to claim 11, wherein the update module comprises 

the following: 

a first update sub-module, configured to: when the data belongs to the current 30 

monitoring data interval, update the current monitoring data interval based on the data; 

and 

a first deletion sub-module, configured to delete the abnormal data interval. 

13. The apparatus according to any one of claims 9 to 12, wherein the second 
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determination module comprises the following: 

a third determination sub-module, configured to: when the data does not belong to 

the current monitoring data interval, determine whether there is an abnormal data 

interval that matches the data; 

a second update sub-module, configured to: when there is an abnormal data 5 

interval that matches the data, update the abnormal data interval based on the data; and 

a first creation sub-module, configured to: when there is no abnormal data interval 

that matches the data, create an abnormal data interval. 

14. The apparatus according to claim 13, wherein the first creation sub-module 

comprises the following: 10 

a fourth determination sub-module, configured to: when there is no abnormal data 

interval that matches the data, determine whether a quantity of the abnormal data 

intervals is greater than a predetermined quantity threshold; 

a second creation sub-module, configured to: when the quantity of the abnormal 

data intervals is greater than the predetermined quantity threshold, delete an abnormal 15 

data interval that satisfies a second predetermined condition, and create an abnormal 

data interval; and 

a third creation sub-module, configured to: when the quantity of the abnormal data 

intervals is not greater than the predetermined quantity threshold, create an abnormal 

data interval. 20 

15. The apparatus according to any one of claims 9 to 14, wherein the third 

determination module comprises the following: 

a fifth determination sub-module, configured to: when the abnormal data interval 

satisfies a first predetermined condition, determine the abnormal data interval as the 

current monitoring data interval; and 25 

a second deletion sub-module, configured to delete the abnormal data interval. 

16. The apparatus according to any one of claims 10 to 15, wherein the update 

module or the update sub-module is configured to perform one or more of the following 

update operations: 

updating an interval central value of the current monitoring data interval or the 30 

abnormal data interval into the data, and updating an interval range of the current 

monitoring data interval or the abnormal data interval based on a predetermined interval 

length; 

updating a data amount of the current monitoring data interval or the abnormal 
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data interval; and 

updating a data update time of the current monitoring data interval or the abnormal 

data interval. 

17. An electronic device, comprising a memory and a processor, wherein 

the memory is configured to store one or more computer instructions, wherein the 5 

one or more computer instructions are executed by the processor to perform the method 

steps according to any one of claims 1 to 8. 

18. A computer readable storage medium, wherein the computer readable storage 

medium stores a computer instruction, and the computer instruction is executed by a 

processor to perform the method steps according to any one of claims 1 to 8. 10 

  


