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HARDWARE- ASSI STED CREDENTI AL VALI DATI ON BACKGROUND The expl osion in

web- based services has led to an increased need for security, 5 especially
in financial transactions. An interaction between a vendor and a fi nanci al
institution across a network offers opportunities for malicious interference
from hackers, such as “spoofing' or outright identity theft, as exanples.
When a user purchases a product froma vendor, the user sends sensitive
financial information to the vendor. The vendor then validates the
financial information with the 10 financial institution and accepts the
user's order, as an exanple. During this transaction, the user's financi al

I nformation nmay be transmtted through several network |inks. Hackers may

intercept this i fARDWARR-ASSISTEIRCRIDERYLAS VATADATTON Ol ved entity’s
identity and either m sappropriate the infornmation or attenpt to enter sone

of the other involved entity' sy gge?l e are just exanples of sone
probl ens that may occur during a ransaction with which nost users would

be famliar u em)nstr the I nheren uch a transacti on.
Tyoi cal 1y haREDROSENE pieb apesd HErdFor PasEbiocnanGenr ped Rrerater it or mmt i on
that may occur across the Internet or, simlar networks that do not involve
consdme egpeciallpindfingaeiplirangaciians. | An inferactine petveeha yendor sngrasfingagiak r ansf er

i nformati on back and forth, 20 producers and their suppliers may transfer

order i mistitutienacmss gnetwdrk offersropportumitiss ifér nealicions interfelbrice dfont leekers,t r ansact i ons
need to be secure, or these entities beconme vulnerable to attack. In

addi ti orgugmt‘&@oﬁﬁg\bt BatrighiTo&titPihet, raaraﬁaglnesons I nvol vi ng confidenti al
information, there is a novenment towards interoperability. Currently, there
are several yhen a user purchases a product from a vendor, the user sends sensitive financial
information to the vendor. The vendor then validates the financial information with the
10  financial institution and accepts the user’s order, as an example. During this transaction,
the user’s financial information may be transmitted throngh several network links.
Hackers may intercept this information, or a hacker may assume an involved entity’s
identity and either misappropriate the information or attempt to enter some of the other
involved entity’s sites. These are just examples of some problems that may occur during a
15 transaction with which most users would be familiar, but demonstrate the problems
inherent in such a transaction.
Typically, however, there are many transactions or transfers of information that
may occur across the Internet or similar networks that do not involve consumers’
information directly. Financial institutions may transfer information back and forth, .
20  producers and their suppliers may transfer order information, purchase order specifics, etc.
All of these transactions need to be secure, or these entities become vulnerable to attack.

Tn addition to the growing number of transactions involving confidential

information, there is a movement towards interoperability. Currently, there are several



di fferent kinds of devices that use the Internet to communi cate. True
Interoperability would allow these different platforns to access services,
objects and servers in a platform independent nmanner. For exanple, the
Simpl e Obj ect Access Protocol (SOAP) is a protocol that acts as the glue
bet ween het er ogeneous software conponents. It offers a 5 mechani smfor
bridgi ng conpeting technologies in a standard way. The nmain goal of SOAP is
to facilitate interoperability. However, the increase in interoperability
may | eadiffdrent dinds ofdeiiees timpossithelnteamed tondosmmpicae. i Brie dteropershitityner s
Identities in network transactions. In response to these types of problens,
nmany  entwduledlostibbseabiffstentpitfonasid ddedkserviddd, Stiydds anddelvicrt iR d piforthi t Yy
procedures. For exanple, the HyperText Transfer Protocol (HTTP) has
aut hent i; ' whi ch can be
ifiRpLiRn{TRAHE, For Skp18 Shd %gnpﬁ%%& A6 Plotb @I FE0ARE

used by wsers to enp y to encrypt crypt information
transmtted he .l nternet r .any Networ k) between, partpers in a secure
t ransactpfog?lc.()?&g ?Icé ase&%ﬁ%? ggtwleé{&olf%%%gep eusagiiw%r]e °%?R?fbﬁnfsr %%Eﬁﬁa asymetric
keys, sessjon keys,..tokens 5 or ather, types of security credentials. An

i ni tiPat i“FF‘QL?S‘éSr“E ggi’ngglﬁggompgtmgéw&ﬂ?gleq}p@d fard weayt Hheympig@aihdng part ner .
The receiving partner then checks any incom ng nmessages with the security
cr edent iSQAP isdo fastldate interpparabilityh Heweweafhe Increasecip interopénabilitytthay lsathdi ng

partner has credentials that match. Credentials nmay include a certificate,
a token toeven easigrspbofingy anQutisapptdpyiatidnud pertwer< ddentitied ia nétvaak e | npl enent ed and
verified in software. This is not very efficient and may still be subjected

to mani pghakiigs. For exanple, keys stored in a file systemare typically
managed by software applications. During the processing of the software

application, yf E@p&ﬁ@é’ fo e types of problems, many entities such as vendors and banks

10 have instituted security procedures. For example, the HyperText Transfer Protocol
(HTTP) has authentication measures such as the secure socket layer (SSL) which can be
used by most web browsers to employ a key to encrypt and decrypt information
transmitted over the Internet (or any Network) between partners in a secure transaction.
Other examples include the use of symmetric keys, asymmetric keys, session keys, tokens

15  or other types of security credentials.

An initiating partner sends its security credentials to a receiving partner. The
receiving partner then checks any incoming messages with the security credentials to
ensure that each message it receives from the sending partner has credentials that match.
Credentials may include a certificate, a token or a signature. Currently, these credentials

20  are implemented and verified in softiware. This is not very efficient and may still be
subjected to manipulation. For example, keys stored in a file system are typically managed

by software applications. During the processing of the software application, the keys may



2 be exposed. Simlarly, if the keys are stored in a database, they maybe
exposed after they are stored. BRI EF DESCRI PTI ON OF THE DRAW NGS

Enbodi ments of the invention may be best understood by reading the
disclosure 5 with reference to the drawi ngs, wherein: Figure 1 shows a
networ k over which a transaction may occur. Figure 2 shows an enbodi nent of
a systemwi th credential validation. Figure 3 shows an enbodi nent of a
credential validation nodule. Figure 4 shows a flowhart of an enbodi nent of
a net hodeexposed. i Hmilerly dfthe keyp arelstored inceedntdbases theFmpybe eSpastdater thefyl onchart of
an enbodi rent of a nethod to validate digital signatures using the Sinple
Obj ect Aecstasd.Pr ot ocol . DETAI LED DESCRI PTI ON OF THE EMBODI MENTS Figure 1
shows an environnent in which services are provided and transactions 15

execut ed between two BIEFSESCRIPAION DICTHREDRAOANGS ce environnment. In this
exanpl e, Partner A 10 has confidential information related to transactions

occurring ongi : et - on-4 1 | Partner B 12
is a suppli e?‘hltgﬁ d:ﬁ%ﬁs?&tﬁ'&n ‘ferﬁggnﬁp{ﬂﬁfg‘ﬁ%%%} e%]sgbfo d%%\?mg@?{%@%&plgﬁ%ase parts in
or der, to.ﬁ%reljufactur %&gods tq@fi.l_l the orders received fromits site.
Par t fer YARFEreRes WSS VA% e order to Partner B. 20 The purchase order
may have sensitive information in_it such as the financial institutions

i nvol ved, | efiguregdoshoms gmstwask evar whickfadransactionmay 8%t i ti ve pricing, account

Figure 2 shows an embodiment of a system with credential validation.
Figure 3 shows an embodiment of a credential validation module.
Figure 4 shows a flowchart of an embodiment of a method to validate security
10  credentials.
Figure 5 shows a flowchart of an embodiment of a method to validate digital
signatures using the Simple Object Access Protocol.
DETAILED DESCRIPTION OF THE EMBODIMENTS
Figure 1 shows an environment in which services are provided and transactions
15  executed between two partners in an electronic commerce environment. In this example,
Partner A 10 has confidential information related to transactions occurring on its web site,
such as an on-line drdering system. Partner B 12 is a supplier of Partner A from which
Partner A wishes to purchase parts in order to manufacture goods to fill the orders received
from its site. Partner A will transmit a purchase order to Partner B.
20 The purchase order may have sensitive information in it such as the financial
institutions involved, legal documents, credit information, competitive pricing, account
numbers and routing information that allows Partner B to confirm the purchase order.

Competitive information, such as the number of units and pricing of a specific part could



nunbers and routing information that allows Partner B to confirmthe
purchase order. Conpetitive information, such as the nunber of units and
pricing of a specific part could 3 also be transmtted that would all ow
conpetitors to gain unfair advantage of either Partner A or Partner B.
Currently, the data transmtted fromPartner A to Partner B would nore than
likely be transmtted across the Internet. However, while the Internet wll
be used here as an s exanple, it is not intended that application or scope
of the iakpdiitrapsmitied tahwpuld allow sempetiigrs to griunfair adydatage of eithsePartngr

di stributed network in which data transmitted fromone endpoint to another
may nmakeAonPameeBi ng hops. Sinmilarly, the transnitted data could take nany
forms other than packets in an Internet Protocol (IP) network. For that

reason, the GClirallg i QitLeesSmitied dRhOPArneNA 0 Pirtttr B wduldmorethad filety t 0 as
datagranms. 10 As shown in Figure 1, Partner A s transm ssion nmakes 5

i nt er verdeRgniRRRd BEbWRRIMIGHE P BbRbvel Qvid A SRR Wil b€ usdderedsaAP! €. @ hop
at a e%fg

could include a hop to an Internmedi ate server I nanci al organi zati on,

a desktop. in a.eredit seruices.bureau, or nme third-party.. supplier to
part rr heleyt G perigl Maf RGOS B oo oL BT B iy SiBbletm BPREY e 1o
assune the other partner's identity. For exanple, ap attacker could assune
Part ner egxepgor#agﬁgh?ya&ﬁgnlg 1e %ﬁkg%lf’VP%PédgF ed f9ron8n Part ner A t hat
could be manipulated. Alternatively, an attacker could assune Partner A's

i dent i t yendprinigaanetherimgygnaketintoryering beps. Simdarky the trapsmitted date cedd takpe parts
bei ng order by causing Partner B, who assunmes that Partner Ais really

Par t ner nianytfornsstiter pieantpmcltets infan Iettrhetdeetocol ) aettvorlt. Fdrd¢ha edasal, tHéar t ner A
Current inplenmentations of security protocols institute software processes

at ei t hediscrete pieces of data transmitted will be referred to as datagrams.

10 As shown in Figure 1, Partner A’s transmission makes 5 intervening hops between
endpoint 10 and endpoint 12. For example, a hop could include a hop to an intermediate
server at a financial organization, a desktop in a credit services bureau, or some third-party
supplier to Partner A. Any one of these hops could be a point of attack for a hacker to
assume the other partner’s identity. For example, an attacker could assume Partner B’s

15 identity and garner sensitive financial data on Partner A that could be manipulated.
Alternatively, an attacker could assume Partner A’s identity and garner information about
Partner B, or even steal the parts being order by causing Partner B, who assumes that
Partner A is really Partner A, to ship parts to the attacker instead of the actual Partner A.

Current implementations of security protocols institute software processes at either

20  end to confirm that the other partner is really the other partner. Software is inherently
vulnerable to being ‘fooled’ or spoofed, as well as requiring often unacceptable system
overhead to process the security credentials of the other party. If an attacker knows how a

partioular software package used for security validates credentials, that hacker could figure



20 end to confirmthat the other partner is really the other partner.
Software is inherently vulnerable to being fooled or spoofed, as well as
requiring often unacceptable system overhead to process the security
credentials of the other party. If an attacker knows how a particul ar

sof tware package used for security validates credentials, that hacker could
figure 4 out ways to steal or recreate security credentials. Figure 2 shows
an enbodi ment of a systemin which security credentials are validated by

t he har dwhmeays tosteakor redreate segurity ceadentister Figire? sluwys dilembednento2) of Figure 2
i ncludes a security credential validation nodule 30. In 5 this particular
syst em esyBtesliinnvhich stdweitysgradentinls arel vatidésedbycthe Hadwam| ratirl thdabyan nodul e 22, a
menory 24, a parser 26, and a port 28. This is just one exanple of a system
conf i gursyitivare paésésd. he addi tional conponents are optional. |ndeed, in nmany
systens the credential generator 22 would reside separate fromthe

credential vahi | i | tﬁﬁhfklﬂ% fEMo thowever, It

i s possible ?ﬂgeggsgérﬁggvggﬂ et ﬁﬁlg%&?g@%}gwgrgde@ﬁﬁl enp qugéecurl t'yIHmaasures to
mtigate,the likelihood .of.. at ks., Far .out goi . dat Jansni.ssions, the
Cr et e el RS Rt B S e il 3p oskd R 22y e
security credentials include public-private encryption key pairs, tokens,

di gital 2BPYaat2dr eBarefr 26,ARd 300828 \Ihis ipfustone gaapplgIof 8 B¥tentan be used to
verify the identify of the transmtting entity. The nenory 24 nay store

cr edent i coinfguyetiaer st additminbloempheentsyase eptiobsl. I0deed, in meAny dystanisgher edent i al s

I n outgoing data transm ssions. These data transm ssions would be sent out
t hr ough @efehtial §endrsto 22801l sedidelskitdic fro@ thy GrbdmiallvalifationGeddu Jat agr ans. The

security credentials in
Using this system embodiment, however, it is possible to see how a networked
10  device can employ security measures to mitigate the likelihood of attacks. For outgoing
data transmissions, the credential generator 22 generates security credentials. As used
here, security credentials include public-private encryption key pairs, tokens, digital
signatures or any other type of credential that can be used to verify the identify of the
transmitting entity. The memory 24 may store credentials generated to allow the system
15 20 to include the credentials in outgoing data transmissions. These data transmissions
would be sent out through port 28.
Port 28 also allows the system 20 to receive datagrams. The security credentials in
these datagrams would then be verified and validated by the credential validation module
30. For example, a transmission may include a public key from a partner. The security
20  validation module would then operate on the public key to ensure that the public key
transmitted with the data matches the public key previously received from that partner.

This allows the receiving party to determine that it is dealing with the right partner, not an

impostor.



t hese datagrans woul d then be verified and validated by the credenti al

val i dati on nodule 30. For exanple, a transm ssion may include a public key
froma partner. The security 20 validation nodule would then operate on the
public key to ensure that the public key transmtted with the data matches
the public key previously received fromthat partner. This allows the
receiving party to determne that it is dealing with the right partner, not
an inpostor. 5 As part of receiving the datagramthrough port 28, a parser
may extract thepastafuedeiwyng the detegramahroughpom 28 e para¢ragayesxinactythoseduritit a. As
used here, payload data refers to the data contained inside the datagram

t hat doesredentials fomthedatagran payloaidata) AdvsediBérapagiond dae scfers Yo the dita
transm ssi on and nanagenent of the datagram such as the header. The parser

My not &nkitnddSkide tREIdathNR I8k dodSot A6lu8s REGHatio & tHBNathBah @e&sied i n such a
format that they do not require extraction, or the credential validation

nodul e | | t] |t hout need
for a pﬁer.ﬁﬁ%@%ﬁgﬂgﬁﬂ%ﬁ e}:ﬁofﬁﬂoer%a% d%f'lé$%tg%ﬁeea%rggﬁ{r%€r# L%PX%%% i nvention
shown_in Figure 3. In this odi nent either th arser rrovi des an

a1 ¢ it PO BAAVER a5 e gAY DbseiehBe it Pk AP s RV BB ¢ he
security credentials, or the ALU receives it directly, as nentioned above.

I n this eABBexTRFon, erke eradentint validptionanqduleg maykaye thercapaility of hr ee parts. The
first part is the actual credential. The second is the nethod that was used

t 0 gener adtmctingtbe credatinks mathoutieed forapaisercl ude an arithnetic al gorithm
executed to obtain the credential. The third part is the value of the

credential . Ithid i§ shdwibiniAsre detdl] &f arbsrilsodiniein bf th ReveAtidh HOwHIEFighRs. di gest
nmet hod provided to
In this embodiment either the parser 26 provides an arithmetic logic unit (ALU) 36 with

10 specific information about the security credentials, or the ALU receives it directly, as
mentioned above. In this embodiment, the security credentials have at least three parts.
The first part is the actual credential. The second is the method that was used to generate
the credential. This may include an arithmetic algorithm executed to obtain the credential.
The third part is the value of the credential.

15 In this particular embodiment, the ALU 36 uses the digest method provided to
recalculate the credential value by operating on the credential. The comparator 38 then
compares the recalculated result with the original value and determines if the credential is
valid. The use of an ALU and a comparator are merely examples of hardware components
that could perform this process and is not intended to limit the scope of the possible

" 20 embodiments of the invention in any way. |
In this manner, the security credentials are validated in the hardware of the system,

leaving them a little less vulnerable than software validation, and speeding the process of

validation by moving it into hardware.



recal cul ate the credential value by operating on the credential. The
conparator 38 then conpares the recalculated result with the original val ue
and determnes if the credential is valid. The use of an ALU and a
conparator are nerely exanples of hardware conponents that could perform
this process and is not intended to limt the scope of the possible 20
enbodi nents of the invention in anyway. In this manner, the security
credentials are validated in the hardware of the system |eaving thema
little | ess vwiembodiment ofmproesss efperformpiak iserhta vatidationds shpyedindigwreé process of
validation by noving it into hardware. 6 An enbodi nent of a process of

per f or miAmjinsanihg dategrhimoeitti assodiatedsdeomity treddritigisieoptionalynparsedaniigAtiat agr am

Wi th associated security credentials is optionally parsed at 40. At 42, the

actual SIgCHE hétifal GEREBNirbdinfald b rERHRHY RY mefifor BB PrdviiBE, MeSMlidishy, the
validation nodule may not require the credentials to be parsed. At 44, the

i et Shodindiokesife WA B8 phted SRPLICHE R orhrelobny of 8 hash

is a representati e security ‘credentials r m series of

oper ation erf.ormed on,it, .where the,series of .. 0 ations are the

di gegt i r?ﬁe%ﬁ’&aﬁfdﬁr%glc‘élfgg‘r i‘qtﬂgﬁsﬁ%rrﬂ &’ﬁi’elf aafBQf\?s?praRf’n E%?’els?f’ém ecal cul at ed
representation or digest is conpared to the provided representation or

di gest . Sredentipds regtngofrora senies op apegations,perfogmed pn i, wheaetheserEgsofare valid and

lo the data can be trusted as being fromwhere it appears to originate.

Al so, i foperatiors@oathe digestingaeathadadr glgarithnymentibned llwyenay be stored at 48.

Havi ng a stored credential to be checked against incom ng credentials

al | ows the prede6Ihe febalbllated fprdsentativhtor digeftiPevnpacsd t6 thd fiévid@t evi ous recei ved

credential and a recently received credential to determine if the data is

representation or digest. If the two values compare, the security credentials are valid and

10 the data can be trusted as being from where it appears to originate. Also, if the security
credentials are valid, they may be stored at 48. Having a stored credential to be checked
against incoming credentials allows the process to shorten to just a comparison of the
previous received credential and a recently received credential to determine if the data is
still trustworthy. However, as noted above, storing the credential is optional. Storing the

15  credentials in hardware, rather than in a file system or database, may increase security.

A specific application of this type of credential validation may be discussed in
terms of the Simple Object Access Protocol (SOAP). The payload of a SOAP message
includes several elements that represent security credentials. An embodiment of a process
to validate security credentials in hardware for a SOAP payload is shown in Figure 5.

20 At 50, the SOAP payload is parsed, producing three elements of the SOAP
signature: SignatureMethod, SignedInfo, and SignatureValue. SignedInfo 54 is the
information that is actually being signed by the digital signature. This is typically

canonicalized, meaning transformed into a well-defined, standard format, with a method



still trustworthy. However, as noted above, storing the credential is
optional. Storing the 15 credentials in hardware, rather than in a file
system or dat abase, may increase security. A specific application of this
type of credential validation nmaybe discussed in terns of the Sinple Object
Access Protocol (SCAP). The payl oad of a SOAP nessage includes several

el ements that represent security credentials. An enbodi nent of a process to
val i dat déhatéshowhyn the etberent GérpnicalizationMethed, fshowmbe6¥n thayekampleiofa shown i n
Figure 5. 20 At 50, the SOAP payload is parsed, producing three elenents of
t he SOAROAR puyddadr The SigamtatelMetiidddismtkent S nkshhathed thanid uSedoabhivesi\ad ue.
Signedinfo 54 is the information that is actually being signed by the

di gi tal oﬁﬁ(ﬂﬁb%li%dﬁsiﬁiﬁoﬁn‘io iHeigRtdrdValgeoni cal i zed, neaning transforned
into a well-defined, standard format, with a method 7 that is shown in the

el ement Canowi [ | . I Y SCAP

payl oad. The%?gﬁgﬁ&%e%b%%tgggi%%@% %iagﬁ"tt}#;s I%tﬁﬁgé?{%g?c@;ste@lseed to
convert fhe noni cali z Si gpnedl.nfo into fhe SignafureVal ue 54. The

o oo s Gt S8 B8 boribacGherearBNT o e RtISe R s AaIHREOR b e cal cul ate ¢ he
5 digest at 58 and conpares the resulting signature value fromthat

recal culPsevidnd SignafuseValpg $siatiedy Eﬂg?wwdg@pmessmovaq fogward) {ftherj s passes, the
process noves forward. |f the cal cul ated SignatureVal ue does not correctly
conpar e calulated Singtuat Valwe\Gues sottchatctlyasmppe dw thd SignatureVguothetswasf ai | s and t he
digital signature is presuned to be invalid. If the SignatureValue is

correct, réﬁdbdpﬂ@?ﬁ%&ssrf@i@ﬁdrﬂlth@digﬁaltsigﬁatdiegﬁﬁks@ﬁedttbﬁe iffaRd.c@Rs contained in
10 a Reference elenent at 62. Each Reference el enent includes the digest

met hod | %g\&lggdrg@ i dis @%éﬁt,%é%rr?gﬁk Ehsalﬁﬁhﬁé’h@td?éést%‘f?ﬁe fefferlcBedhntatde@h dat a

obj ect ject 1S si

- 10 aReference element at 62. Each Reference element includes the digest method and
resulting digest value calculated over the identified data object. A data object is signed by
computing its digest value and a signature over that value. The signature is later checked
via reference and signature validation.

At 64, the recalculated digest is compared to a provided digest value 66 as a second
15 check on the signature validation. If that match is correct, the signature may be optionally
stored at 68 for future comparison in transactions with that partner. If the match is not
correct, the signature is assumed to be invalid and the process either returns to validating
another signature, as shown, or progresses to handle the invalid signature. Handling of
invalid signatures is outside the scope of this disclosure. An example of a SOAP payload

20 with these elements is shown below.



conputing its digest value and a signature over that value. The signature is
| ater checked via reference and signature validation. At 64, the
recal cul ated digest is conpared to a provided digest value 66 as a second
15 check on the signature validation. If that match is correct, the
signature may be optionally stored at 68 for future conparison in
transactions with that partner. If the match is not <correct, the signature
is assuned to be invalid and the process either returns to validating

anot her signature, as shown, or progresses to handle the invalid signature.
Handl i ngiﬁcig%?i nv?xl I d sFi'ggtast_ures i}s‘| out side the scope of this disclosure. An
exanpl e SSEAPpAToRRFSigERtYEeh t hese el ements is shown bel ow. 8

<Si gnat ure fﬁ%;&ﬁdgﬁ?’s/wdﬂaﬁ? %Qoo/og/x“‘ldﬁg# >

XM Nss=" ht t p: /dceieniv81 106 8{aN08{Q9/ xm dsi g#" > <si gnedl nfo> 5

<Canoni cal i zat i oxildetitheh="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

Al gori t hm=" ht<SpgraturgiierBodr g/ TR/ 2001/ REC- xii - ¢14n- 20010315"/ >

<Si gnat ur eMet fy 11:%; FAFE HYREP Ht/ W59 MR vRis 309 000 Y P bid etdrac AhalsY y#dsa- shal "/ >
<Ref @y ence 10 =B f AN Ge )l 2 D6 A8 QRS 2605 091125 200000126/ >

<Tr ansf or N8> <aTaadEstmy>m

Al gori t hm=" ht t p<THanskerns. org/ TR/ 2001/ REC- xm - cl 4n- 20010315"/ >
Algorithm="http://www.w3.org/TR/2001/REC~xml-c14n-20010315"/>

</Transforms>
15 <DigestMethod
Algorithm="http://www.w3.org/2000/09/xmldsig#shal" />
<DigestValue>j6lwx3rvEPOOVKEMup4aNbeVusnk=</DigestvValues
</Reference>
</SignedInfo>
20 <SignatureValue>MCOCFFrVLtR1k=...</Signaturevalues>
<KeyInfo>
<KeyValue>
<DSAKeyValue>
<P>...</P><0>...</0><B>...</G><Y>...</¥>
25 </DSAKeyValue>
</KeyValue>
</KeyInfo>
</Signature>

30 Asmentioned above, the required SignedInfo element is the information that is actually
signed. Note that the algorithms used in calculating the SignatureValue are also included
in the signed information while the SignatureValue element is outside SignedInfo.

The CanonicalizationMethod is the algorithm that is used to canonicalize the
SignedInfo element before it is digested as part of the signature operation. Note that this

35  example is not in canonical form. This is an optional process and not required for
implementation of embodiments of the invention.

The SignatureMethod is the algorithm that is used to convert the canonicalized
SignedInfo into the SignatureValue. It is a combination of a digest algorithm and a key
dependent algorithm and possibly other algorithms. The algorithm names are signed to

40  protect against attacks based on substituting a weaicer algorithm. To promote application

interoperability one may specify a set of signature algorithms that must be implemented,

9



</ Transforms> 15 <D geat Met hod

Al gorithm"http://ww. w3. org/ 2000/ 09/ xm dsi g#shal "/ >

<Di gest Val ue>j 61wx3r vEPOOVKt Mup4RbeVuBnk- </ Di gest Val ue> </ Ref erence>

</ Si gnedl nfo> 20 <Si gnat ureVal ue>MCOCFFr VLt Rl k= ... </ Si gnat ur eVal ue>

<Keyl nf 0> <KeyVal ue> <DSAKeyVal ue>

<P>. .. </P><Q. .. </ P<C. .. </ C<Y>, L. </[Y> 25 </ DSAKeyVal ue> </ Keyval ue>

</ Keyl nfo> </ Signature> 30 As nentioned above, the required Signedlnfo
elenent is the information that is actually signed. Note that the

al gor i t higupH HRs st s elditdtio of 1he siphSRRchafYOREmAEY Shetify Aditiipatided  in the
signed informati on while the SignatureVal ue elenent” i's outside Signedlnfo.
The Cangpy. GaliZat] > | I ' . noni cal i ze the
Si gned| %;Egﬁgﬂészr?gnlte e %}riﬁe%qi !t)lsféﬁtgﬁzgggg{ggfeg{s& %ggl{l’ t%?gd%%’gd%%og)ﬁg@%? e operation.
Not e t hat .%hi s 35 efﬁ(ﬁ%% e..s not in canonical form This is an optional
process aﬁlﬂ aIX8§erF%ed: OP(StFmﬁ‘rrpl enent ati on of enbodi nents of the invention.

Bach Reference element includes the digest method and resulting digest value

5 calculated over the identified data object. It also may include transformations that
produced the input to the digest operation. A data object is signed by computing its digest
value and a signature over that value. The signature is later checked via reference and
signature validation.

KeyInfo indicates the credential to be used to validate the signature. Possible

10  forms for credentials include digital certificates, tokens, key names, and key agreement
algorithms and information, as examples. KeyInfo is optional for two reasons. First, the
" signer may not wish to reveal key information to all document processing parties. Second,
the information may be known within the application's context and need not be represented
explicitly. Since KeyInfo is outside of SignedInfo, if the signer wishes to bind the keying
15  information to the signature, a Reference can easily identify and include the KeyInfo as
part of the signature.

Tt must be noted that the specifics of the above message are only intended as an
example, and that the use of a SOAP payload is also intended as an example to promote
better understanding of embodiments of the invention. No limitation on the scope of the

20  claims is intended, nor should any be implied.
Thus, although there has been described to this point a particular embodiment for a method

and apparatus for hardware-assisted credential validation, it is not intended that such

10



The SignatureMethod is the algorithmthat is used to convert the

canoni calized Signedinfo into the SignatureValue. It is a conbination of a
di gest algorithmand a key dependent al gorithm and possibly other

al gorithnms. The algorithm nanmes are signed to 40 protect against attacks
based on substituting a weaker algorithn1 To pronote application
interoperablLlity one ify a set o nat u orithns that nust be
i mpl errerﬂ’%‘a{.1 WS%BW‘}“FFB? od ’gmﬁt@%f un%éﬁa?@e? 8%&6?1‘“%?““%8’“?? Yhature
creator. One nay ecify additional algorithns as "recommended' or

S opti onap-farrasset forth b follomang claime. desi gn also pernmits arbitrary user
specified algorithnms. Each Reference el enent includes the digest nethod and
resulting digest value 5 calculated over the identified data object. It

al so may include transformations that produced the input to the digest
operation. A data object is signed by conmputing its digest value and a
signature over that value. The signature is |ater checked via reference and
signature validation. Keylnfo indicates the credential to be used to
validate the signature. Possible 10 forns for credentials include digital
certificates, tokens, key nanes, and key agreenent algorithnms and
information, as exanples. Keylnfo is optional for two reasons. First, the
signer may not wish to reveal key information to all document processing
parties. Second, the information may be known within the application's
context and need not be represented explicitly. Since Keylnfo is outside of
Signedlnfo, if the signer wishes to bind the keying 15 information to the
signature, a Reference can easily identify and include the Keylnfo as part
of the signature.

11



It nmust be noted that-the specifics of the above nessage are only intended
as an exanple, and that the use of a SOAP payload is also intended as an
exanple to pronote better understanding of enbodi nents of the invention. No
limtation on the scope of the 20 clains is.intended, nor should any be

irrp,k,%ﬁ T tRough there has been described to th| S point a particular
enbo I 8#:b%ﬂn\/[gbrr]gt hod and apparatus for hardware-assisted credenti al

val | dat i intended that such 10 specific references be
COI’ISI derAe) ve{gé chnpﬁ%gons upon the scope of this invention except in- so-far

as set forth in the fol | S,CLAL.NVED | A devi ce,
conpri sﬁﬁf htg rfﬁﬁ‘fc%%ngl&g\,\q ?g"hmaﬂuﬁgﬂgé’aﬁ%fﬁﬁﬁpg ﬁ%ﬁ“ﬁ'&‘f ?F@di}'ﬁ&#og‘& data and
security credentials, the securlty credentials conprising a credentlal a
e SARMILY redenttalsgomprisinecieradential, a method o geperatsra qrﬁczennelr avalae of t&erei n t he
met hod to generate the credential conprises an arithnetic al gorlthm a
harcthdential cwhereint theamettwidita genevate thechredentislosopprisesa arithmatic algosthig | ogi ¢ uni t
to recalculate the value of the credential using the method to generate the

credent Iaﬂiardv@e[r@dtéﬂbﬁtﬂxl&alﬁdh@;@h%ﬂd@leedompﬁsiﬁg and a hardware conparator to
conpare the recal cul ated value and the value of the credential to determ ne

it the Crede%'aﬂkmaﬁwa%,h%m%orezsu%mqé\&hge 9 o 2| cRakntidt iR ke BhodeVi Ce

further conprises a ware parser to ex rac e security credentials
fromt h?o Bgﬁlelrﬁgl &cdc?éd%ngal pro uéuexg g ré/c%ficu?a?sf rl\‘ffle:mand

a hardware comparator to cornpare the recalculated value and the value of the

credential to determine if the credential is valid.
2. The device of claim 1, wherein the device further comprises a hardware parser to extract
the sccurity credentials from the payload data of the received datagram.
3. The device of claim 2, wherein the hardware parser and the hardware credential
validation module reside together.
4. The device of claim 1, wherein the device further comprises a memory to store the
security credentials that are determined to be valid.
5. The device of claim 1, wherein the security credentials are one of the group comprised of:
a token, a digital signature, a cryptographic key, and a digital certificate.
6. The device of claim 1, wherein the security credentials further comprise a digital
signature in compliance with the simple object access protocol.
7. A method of validating security credentials, the method comprising:

recciving a single datagram including payload data and security credentials, wherein the

security credentials further comprise a security credential, a method to generate the security

A



3. The device of claim2, wherein the hardware parser and the hardware
credential validation nodule reside together. 4. The device of claiml,
wherein the device further conprises a nenory to store the security
credentials that are determned to be valid. 5. The device of claim1,
wherein the security credentials are one of the group conprised of- a token,
a digital signature, a cryPtographic key, and a-digital certificate. 6. The

deviredengial 201d- Yalue ofthe peeurity sredensial andrthe method e Benesate shbe $ewriWonpri se a
digital signature in conpliance with the sinple object access protocol. 7.

A naedentialodompriscsian anthnetic algotithnwr edenti al s, the nethod conpri si ng:
recei ving a single datagramincludi ng payl oad data and security credentials,

wher ei n vy hdi8whrleitd Yaletle@aiYetabflatbd vAl16 bf SR ¥BdriP cRdeMflrdndy credential, a
met hod to generate the security [1Z credential and a value of the security

credent iﬁk“@%ﬁ%ﬁ?ﬁ%ﬁ%ﬂﬂg?@%@&& Ee@ﬁc@ﬁfép%fxﬁ to e CLtio%te [Rrises an

arithmetic re to calculate a rec ated val ue of
the,security credential;.and using a hardware conparator to conpare the

rech GF&‘FB%%F&FB@% getv,ﬁgg\/al ue to determine if the security credentials
are valid. 8. The nethod of claim7, wherein the nethod further conprises

par&i ng Theanethod ehelaim 7 swhereinithe method Jurher gematses mazsingbe Payledd deain obt ai n
the security credentials. 9. The nmethod of claim7, wherein. the nethod
f urthb datagrampusimes hartdwaierdgvich o sbtainrthe yecurityectedentialss i n a hardware nenory.-
10. The method of claim7, wherein the method of generating a credential
f urg.her TRRELSESf aim 7, wherein the method further comprises storing the security
credentials in a hardware memory.
10.  Thc method of claim 7, wherein the method of generating a credential further comprises a
digesting method.
11.  The method of claim 10, wherein the credential to be verified further comprises a digital
signaturc in compliance with simple object access protocol.
12.  The method of claim 10, wherein the credential value further comprises a digital
signature value in compliance with simple object access protocol.
13. A system, comprising:
a hardware credential generator to provide outgoing security credentials;
a pott to allow transmission of datagrams to other devices, the datagrams including
payload data, wherein the transmission includes the outgoing security credentials; and
a hardware credential validatio-n module, comprising:

an arithmetic logic unit to recalculate a value of a credential using a provided

method to generate the credential, producing a recalculated value; and

13



di gesting nethod. 11. The nethod of claim 10, wherein the credential to be
verified further conprises a digital signature in conpliance with sinple
obj ect access protocol. 12. The nethod of claim 10, wherein the credenti al
val ue further conprises a digital signature value in conpliance with sinple
obj ect access protocol. 13. A system conprising: a hardware credenti al
generator to provide outgoing security credentials; a port to all ow

transmi %gia%&t ceﬁgamre@c&ﬁpa& B relAIGES vaugbsnt E3ANRTE thd Gedentlang

payl oad data, wherein the transm ssion I ncludes e outgoing security

credential s;..and ardware credential validation nodule, conprising: an
ari ﬁﬁ'&f’f“@cl%ﬁFErﬁ?ﬁ?ﬂfalfsovqhgt:al culate a value of a credential using a

provided method to generate the credential, producing a recalcul ated val ue;
and413 aThesveiemaf claimpds wherein the putgpingseeyrity credentials furthar COMRrise X8 t he val ue
of the credential to determine if the credential is valid. 14. The system
of ofltlze grol compmsediof: phuidicoandgrivaty key pairs, ttokens, atigite] icedtifichtas,tand digialpr i se one
of the group conprised of public and private key pairs, tokens, digital
cerdigrfahfted. €s, and digital signatures. 15. The systemof claim 13, wherein
the system further conprises a hardware nenory operable to store the
| no@m NOre GEERldHaim 130 whdidh Y $§45h Blrafek Bbitbrists 2ARIARE ichfory St em f ur L her
c a entl a [

i ncl'udes a rdware parser to extract cre S recelve n” dat agr ans
hr h . . .
' o%lég\%lé 0 Stdze {l{[e incoming credentials.

16.  The system of claim 13, wherein the system further includes a hardware parser to extract

credentials reccived in datagrams through the port.



