W) 03/073201 PCT/ USQ3/ 04653 RF PO NT OF SALE AND DELI VERY METHOD AND SYSTEM
USI NG COVMUNI CATI ON W TH REMOTE COVPUTER AND HAVI NG FEATURES TO READ A
LARGE NUMBER OF RF TAGS RELATED APPLI CATIONS This application is a
continuation-in-part of Application No. 09/981, 219 filed on Cctober 16,
2001. Application No. 09/981, 219, clains the benefit of Provisional

Application No, R9%hed1, 907, filed on Cctober 20, 2000. AS;F%%IJND OF THE
| NVENTI ON The present invention relates to nethods and sSys e of

distributing products to customers. Mre particularly, the invention
relates to a systemthat tracks the use of products using radio frequency
("RF") tags and pI’OVI des information to a central co uter to enable

aut omat ed rest ocki §§; ONU EF S84L5 AND BELd METH@BFA@@ @-FWUSB‘@ roducts. 5
A variety of pap@ TIQN SATHFREMOT HTER A0 BAY Gﬁ‘é’*ﬁ%ﬁ HE are
available and in use today. 4P AdNRFHNUMBER GFRE T8ESi nvent ory tracki ng

systens, incl te t hat use bar coding are also in use. Beyond bar

codes, it has%ﬁ%ﬁ%ﬁé& TIOPR inventory tracking can be acconpli shed

using RF tags. However, commercially acceptable RF systens, particularly

systens that are aﬁlﬁ@appiiczttioadﬁl@dqntmmt'@dénpdrtdftﬁepbcaﬁqmmceloafsslvzapﬁledmlI 10

areas, have nobet 1066, AEUELARSE ot HETIRE AN, GAIRTRE Blalibya acoept abl e
or der

integrated systens t ow consunmers to recerve goods at a
| ocati on pr OX|M@W@W¥1 99 éled on@eioler 80,38 and that al so

automatically, and wwth limted human intervention, track usage and
initiate reor deACRGRAUSDAIBETHRNVEVEONabl e.  SUMVARY OF THE | NVENTI ON 15
Accordingly, there is a need to inprove the distribution and tracking of

goods so that con §H Es%ntQﬁgggﬁanaﬁgs t? h%&Bdst%#& éy@ﬂ@m&’ i‘or df Qxﬁ%tmgaaroﬁuctsﬂg ation

proxi mate to where't consunmer W | ods w thout “requi ri ng paper
or conputer orUEPPHy. M‘I’W@P@W@IY&&S@V@ﬁﬂm@@@sf%%swﬂﬁﬂ@t1F4°19‘-Uh¢ wnoSyst em t hat

is able to tré}ﬁlfduBtH Do REqeAYYed™ heBd pﬁau&sllﬁeﬁﬁnwtoacéluaﬂoﬁﬁ{u& smal |

areas or vol unes. invention provides a system and nethod where a
user need onl y© Fli"altlﬁ aptpatediesfadriie. BTenjoRy Bpng. A EprdeERRBORIPRAOMEBdUCt . As
conpared to nost Internet-based systens and

5 , A variety of paper-based, electronic, and Internet ordering systems are available

and in use today. In addition, a number of inventory tracking systems, including systems
that use bar coding are also in use. Beyond bar codes, it has been proposed that inventory
tracking can be accomplished using RF tags. However, commercially acceptable RF
systems, particularly systems that are able to track hundreds of items in relatively small
10 areas, have not yet been developed. Furthermore, commercially aceeptable integrated
systems that allow consumers to order and receive goods at a location proximate to where
the goods are used and that also antomatically, and with mited human intervention, track

usage and initiate reordering are also not available.
SUMMARY OF THE INVENTION

15 Accordingly, there is a need to improve the distribution and tracking of goods so
that consumers experience distribution of goods at a location proximate to where the
consumer will use the goods without requiring paper or computer ordering. There is also a
need for a distribution system that is able to track numerous RF tagged items positioned in

relatively small areas or volumes.

20 The invention provides a system and method where a user need only find the

product of interest and take that product. As compared to most Internet-based systems and
-1-



-1 WD 03/073201 PCT/ US03/ 04653 net hods, the invention is "clickless.” In
other words, the invention requires little or no nmanual input from users.
The invention provides a systemfor distributing a plurality of products.
Each of the products has a radio frequency ("RF") tag. As used herein,
radio frequency neans el ectromagnetic radiation that |ies between audible
and infrared tion, including mcrowave radiation IS
encoded with ‘goﬂﬁo?qﬁle i dent | fying code. In one enbodi nenlﬁﬂgoglﬁ‘}eﬁsgyst emis
accessed by individual s possessing a radio frequency user badge with an
identifying code. Alternatively, the systemcould rely on mnagnetic sw pe
cards, password systens, bionetric devices (such as a retinal scanner,

t humb or fi ngemetbedsnthe maerdion is “diskless.”| efhet Wordsn the dnyenfion requisys liﬁh@r he ke) , bar
code cards, or mQﬁdﬂ%;g&%oﬁXﬁér@ e fuREntoh Ploldabid: FEEERS alhin Q8o

i ndi viduals. The s em i ncludes one of nore cabinets, re rlgerators

sinilar storag@ofifs fach of Gemedpdsas g radiorfsapeasy (BT Adeer disered hatgingRdtises”) or
even secured rﬁeiﬁsn@m@&ns@[@u&ﬁdgﬁ&i@@ladm%ﬁ RatliBeveRleeh ag@ndaRARkaAt S and

accessed by indiyvidual s_through chanlsns descrj bed _ above. In
one enboditrent diatiom mghudipgmigy g‘é“‘i?eﬁs?ﬁ‘éﬁg is Fpopged watagiique identifyings o or
that may be eqwdppmdmm-ﬁﬂkbdmdnﬂﬂié sfsEiCiB a@&sﬁby&h@ﬂﬂﬂﬂs@o@%ﬁ@h ediol ock), an

t t i ent
cont ol 1 er (or MRy ar PR AN aBr B stE e aishe b B e sk nd t he
antenna, a badgegnancdqegeqaﬂadnessw,voﬂmybtm,bmuetqmnevmes (mmhasdxeﬂ:dbmerjevi ce such
as a light, au ? E‘r%nlnf)lreagi' %&l %ﬁenttl#gltlnlgurﬁt §ljt )b cggg oro e OI’ key

reader, the cllen |denf|t el ni \il dua
accessi nglt he w@mef%memmst@mmwm@m ng the code of t he user
badge, The user feedback device is then activated to indicate whether the

i ndi vi dual attenpt i'ﬂﬁgsﬁs(&m&ﬂ‘aﬂlﬁl&§onebhﬁoﬂ&icﬂji&tsy\ﬁﬁ‘%&@ié&?siﬁ]ﬂaiaﬂia@@ﬁ&t&ed to

access the uni qQr .other. identifier t che ore ecords of
ot hori soq uooteenctipnly MpfeTu el eSSl el feen PR R o
renove desi reelwmimelBEt@ édrpmwdubtmmdrmcesaadwahﬂueﬂethroﬁglcmetohmems&:mum:hs)ses the
25 door (and ip.SoUe,cNbAd| B %lmel'ﬂ gh ora-HaruiRG SR ! Vﬁgaﬂtﬁ%tas

controller pertofns a scan S renairning tn
m cr o- war Ehouséoot thatdedyde n'il'm@eml Wﬁh B @elntsucth)as af eleshisnchted lvek), qrapgumtos. The

ol ient_cont 1ol kot hED AGAEY 31 % B AEASAREOACK HlhHE: bR Y of each

of the products or nessage re ucts taken. That
message or a sEegpEmabedyisgicopnieidy thedock prd the m@pna,gbg@ﬁprkeﬁr@d%@p@@r The

server tracks Qe8GR dbib @Evice such as a light, audio device, or display. Using a signal
from the badge or key reader, the client controller checks the identity of the individual

20 accessing the micro-warehouse, such as by reading the code of the user badge. The user
feedback device is then activated to indicate whether the individual attempting to access
the micro-warehouse is authorized to access the unit. I the code or other identifier
matches stored records of anthorized users, the client controller opens the door and the
user may remove desired products from the micro-warehouse. Once the user closes the

25 door (and in some embodiments, the door is locked), the client controller performs a scan
of the products remaining in the micro-warehouse to determine the identity of each of the
products. The client controller then generates a message including the identity of each of
the products or other message related to the products taken. That message or a second
message based on the first is sent to a server. The server tracks product and user

30 information automatically, that is, without relying,‘r on user input. The server also generates

orders for products taken from the micro-warehouse by the user. The server can be
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30 information automatically, that is, without relying on user input. The
server also generates orders for products taken fromthe m cro-warehouse
by the user. The server can be -2 WD 03/073201 PCT/ US03/ 04653 programred
to automatically place those orders. This elimnates the need for the
custoner to re-order consuned itens. Alternatively, the system can operate
i ke a vendi ine, but with the product exit cha t he _area behind
a door througﬁ)§ﬁ%%]a user reaches for the product angng?mﬁmihs fallen
fromits storage area, arranged as the RF cavity. Tags on products that
fall into the pick up area can be read before or as the user picks them
up. Each user badge may al so include billing information and

f or m of - pay me rRFCSTERG i GrartpraAtically Piageithesesricrso This wlipigatesbsmsed foE ei on

information. Agsshewd @-PR&raRP@hlifems. bil1ing information could take the
formof the entity to be billed, which may or may not be 10. the individual

associated wth the,tag. .F f-pa | Lo I count

i nformation, credigkggggd%ﬁ%%$%% ?gﬁg%%%1#ﬁ%%%&géhgﬁﬁﬁgﬁgkgﬁgggﬁ%@%t, an
array of ant ermishanderpthsintei behod aoortihmughhdhicdiaamser ofackes & thelpihingEalidy itant enna
may have g tr WSS QN d gﬁgm& f ] si gnal

at one or%norgﬁiﬁgﬁé%ﬁﬂﬁﬁh?ggg%%ncieségﬁﬂ%ﬁiﬁﬁgﬁH§@§§5%$£§§§g%%¥g@’an 15

el ect r omagnet ithe Hekaipdregicahere ofARE asTheusst el ées Wr e positioned in one or
nore bins, conpartnments, or simlar devices |located within the MN
Preferably, the el Bghigiagieinagalsd in€hdd bilBngghbahaian mdtfhimoftgagneavi ty defi ned

Dy e I R ehaSoR AN R AT Siaaf R |0 ™

the antennas W' he é ent

reflective to tREnginfyradten ceildlactbelforne af the dgitydobe Yidalbwvhiel mgegy ntag nprbevent t he
escape of,,20 ener ]| I e.acc] . I f S

out si de Hﬁe Nﬁ&ﬁ%?%ﬁ%%?“%$%§%ﬁ§§d%ag' gﬁgg rgggg&%%g%ﬁgggﬁ%m%ﬁﬁ%gg out si de
the MW to RF rigfdinztipnaredif prrdméorpationear thedikenbodi ment, tagged products are
positioned such that each tag on each product is organized in an orderly
fashion such that fh)ont BEbddikdt, a2 0@ intdinisagpditibitg withihaskodetbriychan RF

D e L e, oSSR iy e iood of 28
and 3) the orsigaltabdric@nmofe piddefid-d §squemiat €k antendaveray panages 8- areas, and in
the null SISOf te e%tr(g:n?'a\é}mt:t% "field within the MW. The products are positioned in one or more bins,

compartments, or similar devices located within the MW, Preferably, the electromagnetic

field is altered within the cavity defined by the micro-warehouse through the use of

reflectors or devices that move the antennas within the array. In one embodiment, material

that is reflective to RF signals is placed near the door/cabinet gap to prevent the escape of

20 RF energy. This helps reduce accidental reading of tags outside the MW but near the gap,

and exposure of people and things outside the MW to RF radiation.

In one preferred embodiment, tagged products are positioned such that each tag on
each produect is organized in an orderly fashion such that 1) the likelibood of a tag being
shadowed by an RF absorbing substance within the cavity is reduced, 2) the likelihood of

25 one tag sharing energy with another due to too close proximity is reduced, and 3) the
orientation of the tags located in the fringe RF areas, and in the nulls of the cavity,
increases the RF cross-section and energy absorbency of each such tag. Some of the
above three desirable characteristics may be achieved by placing the tags such that they
are generally orthogonal to the transmission line of sight (as opposed to being positioned

30 generally parallel) of at least one antenna within the array. In addition, at least two of the
3-



i ncreases the RF cross-section and energy absorbency of each such tag. Sone
of the above three desirable characteristics nmay be achi eved by placing
the tags such that they are generally orthogonal to the transm ssion |ine
of sight (as opposed to being positioned 30 generally parallel) of at |east
one antenna within the array. In addition, at least two of the -3 WD

03/ 073201 PC¥QH§9%6ﬁ4653 plurality of products nay be sgéﬁﬁgnﬂma-stance
from each other such that energy sharing is reduced. nergy sharing" is
a phenonmenon where one or nore tags positioned in close proximty share
energy froman el ectromagneti c wave traveling through the volune such that
one or nore of the tags fails to receive sufficient energy to be energized
and, 5 t her ef dgyuwality gfprodugfs giay be sppeeql g distenee fiopFad Qifiea puch thetengrme siRERgs of t he

invention, theedkc&t ¥ Herol Sharib@SEEpIRRorkdAEn WY SERBIBre@lgs bhRiohédAalgess) from
the antenna array and is a f actlegen thereof. In oneﬂéc;fgr ferr?d enhodi nent ,

t he di stance iR° aTg CRBEY; i Eecfrppagetio;ave Fraygling g “each t ag
have the abi | ith ohetor @lofeads thettsR edils toatcetve piféiciatt exepdgyte te endipadindpf time. The

anount of _ti be.jn range. that is.based on.the nmaxi 10 nunber of
Lags i n tfe mBPaoRaPbiRaaman 1 e teuly 1 SR dre it iiePaghe Samgite

enbodi ment, t tbassdbi ihe wiagelaigtuf the sfgnad@kiomdihe whiema tivy apdggddctpnddiof. s “ar e
stored at a t . : r of tinme is variable
and depends or{ﬁtgll?ue r%%#%%?é%‘é?%%en@%%gtﬁﬁ%wwatﬁﬁﬂew?}élg type, the tag
transm ssion algorithm and the existence or not of a wake or decl gak
function. The cl oakisfgorrdaahisthespcddsedavethe iljtni olpsk dielfdw apgrdetemningdch t hat
anot her scan Gaidul®f fafeThMainbid ofiindhgWelit Hihgahdt s Haeden e aginfukire peri od.

A trol]l f f d t "cl]ent t ler™), i led to th
antenna’ e v gt o BEbReeanrE SraeBReruhe Chetit Btk ag o ton that &
series of spammbodhnbmnhisa'nleis gbeart fl Srsomdds wmnmemggédqnmcbd; anbociinent , t he
controller is t%:%a%?é &b PERELLM B RASEE b 1Gne if x%]iablé‘%ndlca AL %e run, and a

background run.” "The controll er generates nessages | ndi Ive of changes
in the presendeusfatragsidethe MoVmhateg tibathe bng teisoiwionaleettbusad draxistores t hose
MEssages 1n aoﬂH&%ﬁg?Eke Fﬁéc%rakﬁﬁ&?onpgg%cﬁ&king‘ Als30eGaH 6 YhAS fSei@Rin NL QT 1 LY

val ue, conpares t value to a predetermned integrity value, and reports
t he conpddi sorfushibat prothepecgn epa be Aencivgthingp gleempthmicplbiacedrtabig gy geriqdt s an
advant age of the present invention to provide a nethod and system of

i nventoryi ng and disbitollett(bfg riferedus isS. “clidnb@ntrdIRAY ticepled to the antenna

array and is operable to control the antenna array such that a series of scans or runs are

performed. In a prefemred embodiment, the controlier is operable to perform a baseline

run, an inventory run, and a background run. The controller generates messages indicative
20 of changes in the presence of tagged items within the micro-warehouse and stores those

messages in a queue or buffer. The contro]ler also calculates an integrity value, compares

that value to a predetermined integrity value, and reports the comparison in the message.

As is apparent from the above, it is an advantage of the present invention to
provide a method and system of inventorying and distributing products. Other features
25 and advantages of the present invention will become apparent by consideration of the

detailed description and accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS
In the drawings:

Fig. 1 is a schematic illustration of a system embodying the invention.

4.



25 and advantages of the present invention will becone apparent by
consideration of the detailed description and acconpanying draw ngs. BRI EF
DESCRI PTION OF THE DRAWNGS In the drawings: Fig. 1 is a schematic
illustration of a system enbodying the invention. -4 WD 03/073201

PCT/ US03/ 04653 Fig. 2 is a schematic diagram of servers and a client device
used in the sysieM,shown in Fig. 1. Fig. 3is a schenarPE%U'éolrsT%}é%trati on of
fulfillment, 1nventory, and other information flow anong cofponents in the
systemshown in Fig. 1. 5 Fig. 4 is a schematic illustration of a system
enbodying the invention. Fig. 5 is a schematic illustration of information
fl ow anong conponents of the  system shown in Fi%. 4. Fig. 6 is a
perspective vi ew oFi8ahis @rdsppticdrerict! eyt W GGt pryicenecdibRfsrma  freezer.
10 Fig. 7 is ahewdm¥Figsectional view of the door of the m cro-warehouse
shown in Fig. 6. Fig. 8 is a cross-sectional view of a door of a

m cr o- war ehouse. Coptl B e ARALAL of SRR Rl D AT MR Ahab e
invention. Fig. 9 1§ a pérspective, partirally’phantdm view of a chest
capabl e of holfbvregongrednipiopdnés in the westes shorint iatFie 1f or use in the

m cr o- war ehouse of Fig. 6 and a drawer. 15 Fig. 10 is a schematic diagram

of a contsol syst enUsigd sihBmaicHinGiAonar £4yba @mbddyfhg telnvefitich. di agram of an
exenpl ary enbodi nrent of the control systemshown in Fig. 10. Fig. 12 is a

schemati c diagram of electro etic fields wthin a mcro-warehouse. Fig.
13 is a perspecti vglgvfcsa\?vs%FmgéE%q’g%e%’PﬁtV pa%lﬁléé%a%?n GeEoat ﬁ{é fati ng 20
' possi bl e | ocayitemshopim IRE 4 ags on the product. Fig. 14 is a flowhart of
software used in one enbodi nent of the invention. Fig. 15 is a flowhart

of software of onepgrgedismRtivRichdeal Q¥ @PhiydReroiatbhonks inl the Brek bamchar t - of

software of o eeez%pbodi ment of the invention.

10 Fig. 7 is a cross-sectional view of the door of the micro-warehouse shown in Fig. 6.

Fig. 8 is a cross-sectional view of a door of a micro-warehouse configured

according to another embodiment of the invention.

Fig. 9 is a perspective, partially phantom view of a chest capable of holding

multiple drawers suitable for use in the micro-warechouse of Fig. 6 and a drawer.
15 Fig. 10 is a schematic diagram of a control system used in a micro-warehouse.

Fig. 11 is a diagram of an exemplary embodiment of the control system shown in
Fig. 10.

Fig. 12 is a schematic diagram of electromagnetic fields within a micro-warehouse.

Fig. 13 is a perspective view of an exemplary packaged product iflustrating

20 ' possible locations for RF tags on the product.
Fig. 14 is a flowchart of sofiware used in one embodiment of the invention.
Fig. 15 is a flowchart of software of one embodiment of the invention.
Fig. 16 is a flowchart of software of one embodiment of the invention.

Fig. 17 is a flowchart of software of one embodiment of the invention.
-5-



Fig. 17 is a flowhart of software of one enbodi nent of the invention. -5
WO 03/073201 PCT/ US03/ 04653 Fig. 18 is a flowhart of software of one
enbodi ment of the invention. Fig. 19 is a flowhart of software of one
enbodi mrent of the invention. Fig. 20 is a flowhart of software of one
enbodi mrent of the invention. Fig. 21 is a graph of product tag read tines
versus the n r tagged products 5 in a mcro-ware . ig. 22 1is
a flowchart o %g] '?\g/\llare of one enbodi nent of the invent ?gﬁﬁ&yﬁﬁaf 23 is a
fl omchart of software of one enbodiment of the invention. Fig. 24 is a
flowchart of software of one enbodi nent of the invention. DETAILED

DESCRI PTI ON Before_enbodi nents of the invention are explained in detail, it
is to be underst ood® YoispRgveher et jofvaRof e embodiment of the maentiph i t s
application to the details of the construction and the arrangenents of the
conponent s set for Fig. i1%is e flewétett bHsaitwere dEserempbdiment of thé Inkensibnr at ed in t he
drawi ngs. The invention is capable of still other enbodi nents and of being

practiced or bei ngigCay ik b BOweddt: of RANRE bPUR MBYBmertbfiRe inbdnibs L0 be
understood that the phraseology and term nology used herein is for the

ur pose of descri ption .and shaul t be regardeq as , 15 limting. Fig. |
PI I 5st rates an exghlﬁl %irl@agﬂ?% %uﬁ{%ggg%??gwgve{ﬁigleﬁ%?ﬁPf)tﬁg.gedfﬂéd‘%%i?st e% 25

i ncl udes two sepwire-wirehduse.enance and comerce) 26 and 27 that create and

mai ntain user |ists, performinventory, account, ordering functions, and
moni toring funct i ong, 22556 RovdbalbEbRwHRLEA0 UsBodRhal MShe TRAEOT | NY .
tenperature, and other faults. Servers 26 and 27 may 0O communicate with a

client (and, nore rii.cular onputer or siml devj ce such as the
controller ina ni 131%.0}_3\,%% e%‘%ctl]}ér%‘)%“’%"o‘ingﬁ’ﬁé@%enb‘é%ﬁ)w@ﬂ%@ng st andar d
protocols such as TCP/IP, UDP, or other protocols over a network 28. The
network 28 may be Fige4is nileychart of saftwase efvive erabodionenbefithe inveplione| ess net wor k,
power line carrier ("PLC') network, or other type of network and

conbi nat i ons {OBEIASDED DESCRIPEFI@MDOdI ment shown, servers 26 25 and 27 incl ude
standard hardware and operating system software (not shown). Running on

t op of the har dwar B dnBRhakd e T ARRT R USMRL S biaif i) BOLRLRGLS
10 that the invention is not limited in its application to the details of the construction and the

arrangentents of the components set forth in the following description or illustrated in the
drawings. The invention is capable of still other embodiments and of being practiced or
being carried out in various ways. Also, it is to be understood that the phrascology and

terminology used herein is for the purpose of deseription and should not be regarded as
15 limifing,

Fig, 1 illustrates an exemplary system 25 embodying the invention. The system 25
includes two servers (maintenance and commerce) 26 and 27 that create and maintain user
lists, perform inventory, account, ordering functions, and ﬁlonitoring functions, such as
micro-warchouse status, monitoring temperature, and other faults. Servers 26 and 27 may

20 communicate with a client (and, more particularly, a computer or similar device such as
the controller in a micro-warehouse (“MW”) discussed below) using standard protocols
such as TCP/IP, UDP, or other protocols over a network 28. The network 28 may be the
Internet, a telephone network, a wircless network, power line carrier (“PLC”) network, or
other type of network and combinations therecf. In the embodiment shown, servers 26

25 and 27 include standard hardware and operating system software (not shown). Running on

top of the hardware and operating system software is a MW enterprisc application 29. The
-6-



-6 WD 03/073201 PCT/ US03/ 04653 MNenterprise application 29 accesses a
profil e database 30 that includes a registration nodule 31, an order

hi story nodul e 32, an account set-up nodul e 33, and a stock request nodul e
34. Each of the nodules 31 - 34 is nmaintained for each client coupled to
the server 27. The nodul es may be configured with web content designed to
be accessi bl system adm ni strator using protoco r the World

W de Wb secﬁ(g(}r?m%fuﬁt he Internet. As best seen by referé(rs’l]gé&t"%“ﬁ g. 2, the
MN enterprise application 29 perforns ~nunmerous functions. Broadly, the MWV
enterprise application 29 controls the admnistration of the radio
frequency identification ("RFID') badges or other user badges or keys

(di scussed belMW)enteppisagpplcation it asrewt  prafiledatahashi0 hytfngludesiadegidraitPnnect ed to

the 10 server yofinleMR MloaicBistay nlddVie B, af YecBiint R-0f Helde 1) knd@aedik flphetint
connected to the servers 2

and 27, checks .inventory of nd in some
embodi nents, JEKale 3M/\E“PBE§F mf’@iﬂ?sﬁé‘3‘g’6é‘@?ﬂrfﬁ“€grfm\ﬁ chept 89118'@5?0 Lo (i
ordering a pr@jiuthe mbRAGRS bSQBHHIrddywitf webQBHTEHD desithbdid Be accpkiblibflas syst em
adm nistration functi.onality, and nonito i,ntains.the health of
clients connectEd PEPRE LS Wrgii“oi%fgﬁj%%%gg?‘g?ﬁ% Soe?\“"ﬁ%é’é%‘r*e“‘:ﬂ&( Fig. 1)
provi des part of the inventory functionality of the server 27 by providing
access to information regardi the | ocati of clients. caonnected to the
server 27. In one é%ﬁmemre’g%nﬁeﬁ%mﬁr?vgﬁ@?‘&ﬁ‘,‘te‘ﬂ’ﬁé" 2ppls ‘Fﬁ“szgﬂ’ﬁr he form

of MAs. The r eginsiotiefith@Bns T BledE, b BIW pdt@piisd @fpliatidg 28 cdn@rols fzOr mat i on

regardi ng sal eg .persons assigned to..a parti " and t he

i dentificati or’?‘,ﬁm?“gsgrﬁtﬁn(? theé%ﬂ)g%qﬁffnﬂéﬂde c4HeR g’?@? i)(h)@lréy ot 01!‘:lenglrclﬁE’rl@ﬂf}g‘asl'he‘
registration nmderks iSissebhela)oemsgea cldibivhidiadressioBaiwith divats cmdetedito &6 or y
modul e 324pr 0%519857%%%&%?%& o‘?gfoﬁ dtor SAEGiMRE BN theg&‘?&&'%
preferences for each . e dcc un? set-up nodul e provides

admi ni st rat i vend 3% chasksinfeptoryyd M endin s¢rog sosbadingns, odhseMWsigcghtadlei on, and

simlar infor %Eécmwwﬂf%ﬁéése%gfomro?&aﬂﬁgsépr&agyﬁgmgés SCQRBLY RLsnhNERSR! Y
repl eni shnment based on usage and on _specificC 25 custorer requests and

sim|ar infor PERvidshsystriaedaimisiration fgnclignality fad meaitoss ad gyinfains dhe beliohe 35 t hat
uses i nf or mat iQehtd @eich8 thd el client (or M to generate orders that
are delivered to a fulfillnment infrastructure (not shown). The fulfill nment
infrastructure produces products to be distributed using the

15 The registration module 31 (Fig. 1) provides part of the inventory functionality of

the server 27 by providing access to information regarding the location of clients
connected to the server 27. In one embodiment of the invention, the clienis take the form
of MWs. The registration module also provides access to information regarding sales
persons assigned to a particular MW and the identification, location, and similar

20 information for each MW. The registration module 31 may access a MW database 34A.

The order history module 32 provides a history of orders for each MW 36 and
product preferences for each MW 36. The account set-up module provides administrative
screens for payment authorization, user information, and similar information. The stock
request module 34 controls inventory replenishment based on usage and on specific

25 customer requests and similar information.

_ The server 27 also accesses a commerce engine 35 that uses information received
from a client (or MW) to generate orders that are delivered to a fulfillment infrastructure

(not shown). The fulfillment infrastructure produces products to be distributed using the
-7-



-7 WD 03/073201 PCT/ US03/ 04653 system and net hod of the invention. The
informati on may be used by a manufacturing infrastructure and marketi ng,
custoner relation managenent ("CRM'), billing, and other systens and
functions (all not shown). For exanple, the invention may be used in the
distribution of life science research products such as enzynes, assays,

cl oni ng vect onpetent cells, and the like. (O ¢ W de
variety of n%(?%”fo(ﬂ glgl cal products could be distribut egahglgoﬁlﬁﬂﬁe

invention.) The information provided by the server 27 is used in the
manuf acturing infrastructure to ensure proper production of products
according to the demand for such products. As noted above, the server 27
may be coupl edviien andenaiodiof thy ingention| Thernfermstionypgy beAcddy @msnepgig ent | n

the form of therdMMcARe ind SRRV, blﬁtoﬁiegrelaﬁon MKHaﬁe%e&Q“ Elﬂﬁ Gl 8% | S

shown, the nunber of clients connected he server |mted only by
the server's isHiiepsaad ﬁ’é‘&%’&&fa{lﬁoﬁhﬂ”ﬁ)h@r@éﬁ%‘?’w"EYFntt"Hé“aPiE? Wi RES. The MV

36 may take thmstdtatsn drﬁlfeascfeﬁdermsg@aeﬁr&ﬂct@ abh ae&nzyrﬁesjars@% elromngwecmsber st orage
contai ner.. A secured eﬁlt or Oﬁg" @I m | ar cat.i.on q f| neuﬁ ar ea
coul d al s6 be COUREF! PSS % ©F Fourse: CVB ‘FaB‘FtP’BFnOé‘ Shent s, as
descri bed her @ieristriatiedd imlgumdvemﬁonl)STlﬁtmﬂbmapompimﬂal byltln: sbrlm: 28 mrsdi ment
shown, the MN 6 i udes. o) 7. Wi not

. emﬁfﬂ? m&asg'u t% ehs a!)per ér%%dcﬁo odﬁgtg %gdrdﬂ&é lio t]?e

required that HAvE @ door. Such arns) that
sense when acglessndtfor mtta:rodtszrA@not@ifaboﬂvethWGSZb@ﬂm caml@meeldrahmwf al so be

used. As 0t eflendd § VRO REL:SIRALLOR e LHEORKSUAMIB Ikl FiZQ. At | ned

area to enclose the tagged products rather t net ‘he defined
area usedfan ebeossclissl 1P|§h°®'ﬁd¥le WIS Of chietssapngeted to thegerverZd idipited @ply. The

products w t hiyj fehgvarfQaedkiRadatity £ dlchRcityt Meinbiveaddson tags and
specifically positioned in the area to be read by a RF inventory

interrogator (such as a controller 45 and antenna array (discussed

bel ow)). Product segang aﬁvté’ﬂé% Of@mﬁo%aﬁéﬁagemeemgmsd ﬁeezeg,m otflerRioRgs M ty

Sensor) senses a uUsef passi hr e access poi nt access poi nt
is control | ed Cwamerpﬁéé@ﬁeéé@fcf@ﬁb ar lpqgiiorg P qifipr defiyed 47e qowld 2lssbe and | s abl e

to 25 control ﬁ%@m@&kﬁd c%ntro@ils%%bhe&ﬁmﬁ&n@ﬁE agr&&aa)@a Bd8n, lafd BRI thCt
access to the area and ucts. al so. i ncl ude an

el ectri c Yct ustoEPPHeR @'Qhe eéﬂbﬂihé’ﬂ“r??‘t“? th% M af m&bdesaﬁaora?¥u¥‘@% leit Bedback or,
more gener al | Yyref@fed Otik RbttrelRdd 64 tHeh AV 38Mitvetadio6r. DeGicds@ridh as light curtains)

that sense when access to the imterior of the MW is being attempted may also be used. As
noted, in another embodiment, the system may utilize a defined area to enclose the tagged
products rather than a cabinet. The defined area uses an access point (not shown) to serve

20 as its entryway. The products within the area are fitted with identification tags and
specifically positioned in the area to be read by a RF inventory interrogator (such as a
confroller 45 and antenna array (discussed below)). Product scans begin when a sensor
(such s, e.g., a proximity sensor) senses a user passing through the access point. The
access point is controlled by a processor, such as the client controller 45, and is able to

25 control doors, portals, alarms, or other mechanisms to restrict access fo the area and

products.

As shown, the MW 36 may also include an electric actuated lock 39, a proximity
sensor 40, and a user feedback or, more generally, an output device that may take the form
of an audio device or light 41. Other output devices such as a voice synthesis device, a

30 - display screen, and the like may also be used. The MW 36 is configured with an antenna
-8-



of an audio device or light 41. OQher output devices such as a voice
synthesis device, a 30 display screen, and the |like nay al so be used. The
MNV 36 is configured with an antenna -8 WD 03/073201 PCT/ USC3/ 04653 array
43. The antenna array 43 is coupled to the client controller 45. In one
enbodi nent, the invention may include an antenna array with six vertically
or circularlxmp&%%&%zed antennas. The antenna array 43 _is a RF receive and
transmt systen1f at conmuni cates w th transponder devfggg&%@“F%gs
(discussed in greater detail below). In one enbodinent, 5 each tag is a
passive tag and powered by energy fromthe antenna array 43. The MN 36 may
i nclude a specialized badge or card reader 47 (generically a "key reader")

in the form of 23%fHgiBt ftcnansrpy dhisseuriehip the clignhcontellen Ak, In and mbgdiment nt
reader, or si feli@entd@\hdenclulib g d@ALIrad Hith Six GAHONG Or diRuibdlEy o &Nt
controller 45 vita a c[?l ni cati N, Blnélgk 49. ;he MWV 36 may ‘al so I ncl ude
internal and afbreft gﬁ%@nﬁﬁ?ye dEhEoeetvomd fapsmy system G copBpReest ur e
sensors 55 andwiib tramsporciatiplied of Bigd (dRcutiet @Ndredid déthiDbdiRY). Hbonb Bmfdadnde
tenperaturg inf t.i.on. t he.client. controller. Additiopal information
may be pr o%i detaz%t%%lﬁr%s% eitegn%d %%?r?{%qneg?rglfﬁ?%ﬁ'ﬁ SRR EBHAL: | nput  devi ces.
The | ocation of the MW36 nay be nonitored by a gl obal positioning system

GPS) device (not 0 lus,.inertial frame recognition for fine
Ereasajr enent aﬁld fof&emﬁgﬁa&r‘i‘:@e%%’F%’é?ﬁ?%%ﬁ?@?qaﬁf@%@&F@Wtai‘%ﬁ’s. 15

Motion and shogkdes) int thafosp of 4 magnytidiardipe devieganintehnap fidGgBhaeAeELEr  (not

shown). The vgQltage,. curren nd o r.characterjstics of electrical
supply lines m%gg%ﬁ?'t o%e(?&%ﬁzm °B‘%Pi{?“i%?j@at'1&e ??OHEOI T ‘lwe‘ﬁ‘l‘a‘a’m‘ﬁni?ﬁtlwé‘r 45 by a
power - | i ne- monlinkA% Age MOV Bemay Bdosnclie tntgind wal ambichivermpundiat fenchivt 55 myicl e of
the curre sugpl Is [ ,essor can.b sed with the
i nt er nal g%\d a%i%%?e H%)grr?%%% g%ﬁ%gg%{%t%%%ﬁggﬁ ﬂ}eﬁggnrt 3]%? Ille\ﬁgs ﬁ’é’é‘f"ﬂ? of the
20 conpr essor . ‘RagResHBaIMalionda thegliyit easdrolles b iditmalinfranation may wrophbies,
sensors, etc. , toQRHitht chifrolQURbES chBorkiiout hétv%@é. (}%9 'IHC%‘BL])'LP{
er

. : o ﬁaeﬂﬁvg@ﬁ&% 1
envi ronnental and other conditions. A smartcard rea (not sho may al so

be coupl ed to PRECEGHY p§lopd positipning systsmyGPE hg<yice (nqt shewmiplusinertisl fratemt i f yi ng

the custoner f@ogaRibi fok BRCReaPLERES B8R, forGRABpEIRMndefvedh GIY SlaRIRGIRARL ary
equi val en{ ted at the tinme of door closure for any 25

product s SaL 2 f\&aﬁ‘?ﬁnaﬁg %Og}ggfjdlggﬁp% pén LB Wit acesiprameter (et shagm)-ethes 5
i ncl udes sof t wenltege; @uresty anyl otheit chai@uteriseits of BiBEHidaDAPpIY Hads ndly Be mBiGedSHEd | N
ggﬁg‘h renrs ; det ai | prp‘ﬁclleﬁ\% thl: ]::he%le csoht@ﬁgt 45t br}ea p%!avgr@lﬂ;[e-rgo%%rgn%ld!eﬁge (ﬁISSO an?Xthael). a
The on/off duty cycle of the current supplied to the refrigeration compressor can be used,
with the internal and ambient temperatures, to indicate the relative health of the
20 compressor. Additional input devices, such as cameras, microphones, sensors, etc., could

be coupled to the client controlier to monitor environmental and other conditions.

A smartcard reader (not shown) may also be coupled to the controller 45. A
smartcard, in addition to identifying the customer for admittance purposes, can contain a
preloaded monetary equivalent that can be debited at the time of door closure for any

25 products taken during the door open session.

The client controller 45 includes software to carry out several functions that are
discussed in greater detail below. If desired, the client controller 45 may be a consumer
grade device, such as a Palm Pilot® personal digital aésistant, Packet PC device, or a
personal computer, modified according to the teachings herein. Depending on the

O.



grade device, such as a PalmPilot(r) personal digital assistant, Packet PC
device, or a personal conputer, nodified according to the teachings

herei n. Depending on the -9 WO 03/073201 PCT/ US03/ 04653 hardware used, the
client controller 45 may be configured with a graphical user interface
("@QUI") to facilitate interaction between the system 25 and its users. The

client contr i ncl udes software (discussed belo ich y
i nterrogate %%%roaéét agged products within the MWV 36. %%%r??@rﬁgr%gati on

process involves sending 5 signals from antennas and receiving signals from
passive, transponder RFID tags. Preferably, interrogation is acconplished
in such a way as to elimnate or reduce interference problens that are
typi cal | y assdwidgersdsod thirclicatrghtrrylards radyda sondispred ith Brephitabusciigiftcés.  The

system 25 coul @zghsR shfivIRlLIRRARM W &bsBGhi 28 8nd AUReré N0t Shown), al t hough
presently avail able active tags need to be inproved so as to performin the

tenperatures 10 that the enbodinents of a systemfor distribution of life

sci ence research PRAANGCH Sl 4SXREALR 0 QRELSGelth) Whith ARfinRhoLRHIN Y

the same cost and power consunption. In one enbodi nent of the system 25,
one or nore REhIREYogsed srofertgethinie VT 8 The intgyegaton process prolysiendiged.

Preferably, the RELD, BAGEESand Poceiditi Wakdhs RS kOt B8Fonf RP A  (di scussed
bel ow) are pas%nve t ransponder cstﬂagg‘f‘@lg:‘rseferlfabl Y, {ilﬁl,ge_RFl D ba%ges 75 are 15

encoded wit h Fasfeerdy. inerrpertopisageomptishcr i suehe ¥Rt e iidceset - up nodul e
gB basled ON  Ginhrdrédlce ﬁbg&g& tuita&.wﬂi@uﬁd@&ogdt%mimireadmg ngggag &l rrIuhiEIe t he
igital signatures encoded_on REI adges, 75, use r est i ng
services pr ovida‘é?"ﬁngheﬁy?f@m5@&%‘@*39’3”15%68?6?%&!%”6%571@"%/5%‘?”336%&%%“%pi re,
and be di sposaidsently nflabile MiveRgared bhadasowtyo dseo sefbrm i thipipeeatures t er a
certain unt tipe.or at. a set. ti.ne. .Ho er may al so
take a 2 8:‘)or ﬁ?a?hﬁfm{g‘gdﬁn%lés ogﬁ%%glafoﬁégmé i %%ﬁﬁ%%ciep %e#%se%?lg s‘gmé?r ‘t he next
rest ocki ng evenpected eopRik Dithmcodasoughifdesamugostrad ppwesdowswnptiogar t on of
products 80 (Fig. 3). Alternatively, they naybe delivered separately to
the facility where the MWof interest is |ocated. Alternatively, they
maybe t he badges o ché ehbdpeshsdrialstai 23] esd @natcRFIDResis adgs Th@igsZed

SuBRort P SONEl . SEh 250 Bl WELRSTERCHS B Sy B IOLE O, .,
i denti fi cati onfdibagpe@belovBacipabsitentispomiat thggn Prefagab®s the@yIhbadgesi7Geteur al | y t he
same as 33 RFlD QARG iR MhuGRY bR sk LRt deP ik Rle/38 B0 6h

digital signatures. In addition, it is preferred that the digital signatures encoded on the

RFID badges 75 used by restocking services provide'one-time access to a specific MW,

and thereafter expire, and be disposable. One-time access badges may be set to expire

after a certain amount of time or at a set time. However, the badges 75 may also take a

20 form that can be enabled again for one-time access at the next restocking event. The RFID
access badges may be fixed on a carton of products 80 (Fig. 3). Alternatively, they may be
delivered separately to the facility where the MW of interest is located. Alternatively, they

may be the badges of field personnel or designated on-site authorized support personnel.

Ags best seen by reference to Fig. 3, the carton of products 80 includes a plurality of
25 individual products 90 each with an identification tag 95. Each identification tag 95 may
be structurally the same as an RFID badge 75, but coded with different information and
configured such that the digital signature on tag 95 will generally not expire. In one form
of the invention, each tag 95 has a 16-bit group identification code and a 32- bif item
identification code. The 16-bit group identification code may be programmed with
-10-



configured such that the digital signature on tag 95 wll generally not
expire. In one form of the invention, each tag 95 has a 16-bit group
identification code and a 32- bit item identification code. The 16-bit
group identification code may be programred with -10 WO 03/073201

PCT/ US03/ 04653 i nformati on such as the manufacturer or distribution channel
of the produ |latter allows routing of the trans 1.on _jnvol ving a
product to tﬁ@’%@%%%r enterprise system The 32-bit itgﬁbpggﬁ%gﬁication
code is used to provide descriptive information regarding the product such
as serial nunber, product type, date, lot nunber, and simlar information,
or a 5 unique |ID, which corresponds to such information in a database on a

server. Once anformdfien gichdiibe wamdacihizsy ar Gddtips ehpangl of thapredypig e WD t ags 95,

the products  fBvs REHHrRREEndaflioh RRoNAE b BRIRY td tBe ﬁo&?&t&fi@s&@ﬁte%bmh as
the MW 36. The carton 80 is packed accondlng to a fulfillnment request that
i s based on ei¥rhdritemidgniification code dpeds praYide de %PW“’G%?B‘E reg‘ﬁﬁ‘%‘)heor MV
speci fi c busi nesmctsihes séril haweg plajtuct e, 866 @ humdier, ahl) SimilQ iGffaG60, 802 MY be
fitted wth RFID aﬁge§$ baq%e 75 or .t REI D aggﬁfs badge 75 maybe shi pped
separatel ¥ to PHE fHEMhsArSronng s TRAYEPASEPHFIFIFTED with an RFID

access badge 75, the carton 80 may be shipped by a delivery service

contracted to deliver the package to the MNV.36, Once the carton is
del i vered, the recPpicaithegrodyets PO haygbesa Sttedyaith unpase BEags Pahgrodsstsi o open
the door 37 ofmdyhe sidyedtn Y cadast 80 09 dRTinkt-anoR seh batlgBIwt 36, 7ecicitchisont of the

der 47. dient troll d he. digital.signat f the RFID
nccess badge Faha-cunes he Bl AR B 5T HORAPTAS™S User
f eedback devi omstemetinot devwa) A Fespaifittthgsdssrutve Gllbecdy thdwerves ZyhThed 1. Si nce,
h 27 ' ' j ' |
R T e s e A

45, the cli ent con oversees authe ) ital code
read from the sRPpE szt tolilad gratiqioot the MW indeyest. ribfittedrwithmn BEB  4esest he 20

authenticity qjadﬁég?@,t tihié’aﬁo&ﬁkﬂﬁayb?élsm%&%'agﬁﬁv'aﬁs&QQganQa&éa% H3GL: ihd St- T ent

controll er 45 n optionally read the tenperature sensors 55 and 56
and transmit trefees atheldW 36n Oasathe sagen is delivasd. diroepion gr usprfmaygigehe ¢ he

tenperature seSBhseRDa@RY5 2Popdt e MR BLEAR MW 1ERG 28 RFAS QD bsdghasi s,
with the tenperature inforpmation

.being transmtted to the server 26 each
Lime the Wempdrat mbof & ettt Glicaiprityp Porrieie dg sirmaie o bekBPogr amed
to 25 transm tacdegyHaddcatsah@cdtfiing reddinhemt Bide b adtuatipppeepeitdbekidatitesudeneat h
or above a as a voice synthesis module or the light 41. Since, the server 27 provides a locally based
user list to the client controller 45, the client controller 45 oversees authentication of the
digital code read from the RFID access badge 75. Client controller 45 checks the
20 authenticity of the read code by matching the code to the user list. Client confroller 45
may then optionally read the temperature sensors 55 and 56 and fransmit temperature
information to the server 26. Ifwsed, the temperature sensors 55 and 56 are preferably
read on a periodic basis, with the temperature information being transmitted to the server
26 each time the temperature is read. Client controller 45 can also be programmed to
25 transmit temperature data if the internal temperature falls beneath or above a
predetermined range. In many instances, it will be imporiant to ensure that the
temperature of the MW is within an appropriate range to store the products 90. Ifthe
temperature of the MW 36 is within an appropriate range, and the user is authenticated, the
client controller 45 then actnates the lock 39 to open the door 37 (of course, the MW need
30 not be equipped with the lock 39). If the temperature of the MW 36 is not within an

appropriate range, then access to the MW 36 may be prevented by maintaining the lock 39

-11-



predeterm ned range. In many instances, it will be inportant to ensure that
the tenperature of the MVis within an appropriate range to store the
products 90. If the tenperature of the MW36 is within an appropriate
range, and the user is authenticated, the client controller 45 then
actuates the lock 39 to open the door 37 (of course, the MNneed 30 not be

equi pped W t Ryd hg-dpck 39). If the tenperature of the ot within
an appropriate rglr%ge then access to the MWV 36 may bewg\ég\@%'ﬁ/'?‘g% by

mai ntai ning the lock 39 -11 WO 03/073201 PCT/ US03/04653 in a closed state.
This allows a refrigeration unit (not shown) associated with the MW36 to
cool the interjor space of the MW36 to a desired terrperature bef ore

anmbi ent air i sita&lopsgwisis- (This glewie IR Eiopuibiat e grsosipted Widhe MMPS al so
provi des for pobestiele if&ior b@b@&rmetmw%% Q%sﬁedﬁéﬁmaﬂr@b&f% gmbionteh e the door

37 opens (whic be ,_ar ccess to the
interior of thagl M@@tﬁ?@&ﬁﬂ’é@%ﬂu@ Pﬁr %‘Fﬁ}ﬁc’%r%‘g‘?sg%fpf?@(‘% n the MV 36
and server 27,inthitg turifigy pbeardsirent ed based on appropriate events to

optim ze user response and network usage, begins. Having full access to
the MWV 36, the enployee of a <carrier or logistic service (such as UPS,

Al rborne Bxpress, ehéo the WMaP3 Uleh MPRBE mhE: seed dProBRhitp sRuoceeds to
pl ace the individual itens F&%éﬁthe MV 36. ce the carton of roduct s

80 is enpty, t"r‘i“e“%l@lﬂ?e\}%t?‘g‘f’r@ s 1§aipeds 7 erapaunicAiongsion weel e M¥oves t he
carton, if neCﬁSﬁﬁEe}’verTb@h&hmﬁyﬁkiegnlérﬁ@ﬁﬁiedéﬁ)aﬁﬁj’pﬁ@tﬁ et tCopbisiide@sdf t he

d 37. Th | i ent 45

Prof erabl y. -t HEPPBE R vt by o BRRe el R eRadth i o e P RRE e

unl ocked for eapicecdtgstivsereide (sidres UPraubrmeBimess,icted whd delseed tdsartoh5 The
user has fyhat r%g"i}oglééﬁk I.%g) chthggadﬁv?d s b0 tod ?eﬁ‘@a-efh&?c fofNt €Nna

array 43 i's onc oor opens. Wien 00r cl oses or
access is pr omf‘kﬁu?fé&ﬂ isgmyiyathe d@fVﬁ‘fVh@PIBYEGH@@PIQSG%wﬁPlHéMHW@WW ththe MW 36 i s

performed. UnQqanGDiRt&IEAY ThilGotim® senbdd 80 schbels ﬁi&%}o&ﬁ@&f tﬁ’é do%f 37AThsands a
change-in-inventory message 1 0 to the comerce serve To ensure

integrity of t3qBiq! ﬁ?’@?ﬁ/‘hﬁﬁﬁhﬂgﬂﬁsﬂs‘é‘d Pfeéer%bﬁéﬂl?&@{‘é%f“e‘%)ﬁ"éetél i ent

controll er 45 ﬁ&ﬁmhwﬁera&mg&ﬂ&%&ﬁﬁalﬁ&ﬁ@ﬂmﬁwﬂlﬁmgﬂeﬁaﬁglew é??sdcsndscanned
The al gorl thm s based on  stati tl cal ?{Jsl[lqgf mat.j on, torical jnformation,
and ot herl%f act'BPLse iesihafprsipiopping E;‘B‘?fooﬁ b FQEEHY é‘f“ﬁnﬂaﬁﬁa A% be

expl ai ned f ur tdiablebalcowe dbdr 3Wagens. OWheh, thd dvbr IMosestd @dﬂsﬂ%’&ﬂirohlﬁlha,ta st
of the products 90 placed within the MW 36 is performed. Upon completing the scan, the
client controller 45 sends a change-in-inventory message 100 to the commerce server 27.
To ensure integrity of the inventory change billed to the customer, the client controller 45
20 employs an integrity algorithm when the MW 36 is scanned. The algorithm is based on
statistical information, historjcal informatjon, and other factors including RF algorithms
and delay data,

As will be explained further below, it was found, for one embodiment, that to
accurately determine the number of tagged items in a MW 36 (i.e., to provide acceptable
25 integrity in the system), it is best to scan the tagged items multiple times. Further, in the
embodiment where the MW takes the form of a freezer, refrigerator, or other cabinet,
achieving integrity generally requires choosing a superset of tagged items from all scans as
well as noting the set that represents the majority set (over 50%) of the scans, the number
of scans in non-cloaked mode (which may be an empirical number, found to be ten for the
30 MW 36 illustrated in Fig. 6), and the number of scans in the cloaked mode (which for the
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accurately determ ne the nunber of tagged itens in a MN36 (i.e., to
provi de acceptable 25 integrity in the system, it is best to scan the
tagged itens nmultiple tinmes. Further, in the enbodi nent where the MVt akes
the formof a freezer, refrigerator, or other cabinet, achieving integrity
general ly requires choosing a superset of tagged itens fromall scans as
wel | as noti 3m%;aet that represents the majority set ov%rm§0@a of the
scans, the nu of scans in non-cloaked node (which VU%Q Ei enpirica
nunber, found to be ten for the 30 MW36 illustrated in Fig. 6), and the
nunber of scans in the cl oaked node (which for the -12 WD 03/073201

PCT/ US03/ 046 3 sane enbodi nent was enpirically found to be three). To

achi eve gr eat efams ymbaetiment tetgnipincally fahndih bé regh doaniiendisratst systemidegtityr e t han
one error in f it bloNsARHhAAISH rd o8 one iR EVRLLAI M BERNS OF

|nterrogat|ons is held on the server 27 for predeterm ned amdunt of time
(e.g., twenty-POyRatep fpm)scanpfiptggogeions isheldon tb&ﬁavw%ﬂf@ apprdetsigipcdct MVis 5

not being accessfg ¥ (&8 StveiRFour hdes) COMdx @it Bhe, 480 PRIHY ABh APk e ound
i nventory check The gg%k ground |nvent g%QCheCks are used to increase the

i nvent ory sarrp‘Foé SRS EISSRC 08 A CYrprasn dascoptEplist K rd s BickgFowidgRYRPFant | evel s
whose cross se@b:tk@nmeafaa@smmdﬁermy tHReks ade usdtl tb QfadedeahventBryabaplabl y, any

anonal i es found t.h erve ere the used .t dify
I or e on_ el B ERE selaf piesl S henf eyt b i cattSBpon f OF
custonmer at t hbmlwaﬂ lowht Prefirably] ang aronsibiavwit] ere sk kdhbaege2 7ABhetoheyotdrer

i dentifying balggc?t dﬁﬁﬁﬁ%‘ %%Ogloveogh%&érbt o that custoner.

Al ternatively, e reader 47 maybe configured as a
snartcard a nagnetlc card swi pe device, a barcode device, a fingerprint

r eader, some Si e that,controls to the MN 36.
roaar dl ool of"T1S! Theflv KoM G arisrrom e BT dochimraa P arEads  he
badge or key, REDpadgess (dr@ﬂieﬂdmﬁf;mgimﬂge@nkwmlmeméidecilyltottlmecdsaylew th the

St of autorgedlaetss SLAKE 0 NGBl G E OGEOLL £ Bl 11 Lhe

user's key mat ose duthorize cont er 45
acknow edges auigheficicarsdtsiving dpscegelregode davige, aefmg@mrp madegm lmongessithiar gsgist | ng t he

light 41. The Sty élgfsae&egﬁemewau% dlé%o%@t@tsxatcpcoh%xa@lbﬁ,%tmad&ontrol ler 45

and updated as nee erver e server onflgured 20
wi th t he Bapabirefesiy ff'@d%tm b r&ean; eorapages ghe IR infergnatien qﬂiéqﬂﬂmed igthedey with
aut henti cati onng @Jse:sauﬂhﬁgeamergme@h tHRRtient SMtrb1R): U andP bk RSP s RERFcHENE door
37 allow ng the cgétoner user, to access the
one of those authonzed, the client controller 45 acknowledges anthorization by generating
an output such as by lighting the light 41. The list of authorized users is sent to the client
controller 45 and updated as needed by the server 26, The server 26 may be configured
20 with the capability to authenticate a user’s key as well. Once authentication takes place,
the client controller 45 then opens the door 37 a]lowi_ng the customer or user to access the
interior of the MW 36. The customer then removes one or more products 90 from the
interior of the MW 36 and then closes the door 37. Once the door is closed, client
controller 45 scans the products 90 in the MW 36 and sends an invenfory message
25 identifying the missing or added products 90 to the server 27. The server 27 compares the
previous inventory prior to opening to the current inventory. From the comparison, the
sexrver 27 determines the missing or added items in the MW 36. The inventory
information is then commumicated to the comumerce engine 35, which preferably stores the

information for future use for both marketing and inventory functions. Receipts for the

30 used products can then be sent via electronic mail or printed and shipped via regular mail
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interior of the MW36. The custoner then renoves one or nore products 90
fromthe interior of the MNW36 and then closes the door 37. Once the door
is closed, client controller 45 scans the products 90 in the MV 36 and
sends an inventory nessage 25 identifying the m ssing or added products 90
to the server 27. The server 27 conpares the previous inventory prior to
opening to t nt inventory. Fromthe conparison, er 27

det erm nes tﬁgnﬁﬁéé@hg or added itens in the MWV 36. The%?ﬁyg%@%¥y
information is then communi cated to the conmerce engi ne 35, which
preferably stores the information for future use for both marketing and
inventory functions. Receipts for the 30 used products can then be sent via
el ectroni ¢ mait the pustomen atdlep MWdloeakipm Jatpisingsap g Acair vsiag pther elsciigoicsd 073201

PCT/ US03/ 046530} -QlettRBicCHsi@BlioRinedagsMNV | ocation. Invoicing can al so occur
usi ng other electronic and non-electronic communi cati on nmechani sns. The

| nventory message gan. he, U3ed. 0L, 818k DURBOSER.AS% WEh lpo: FAR RXAIP! €, the
i nventory nmessage I nc (aes THTGT fat I on regaro‘fuﬁpg I ndi vi dua pPoducts 90.
Ther ef or e, t henntarymastageoincindermfamptontregadingringividaliprod@6 98 pEmdggorefhany MV 36
may be Tegor daghofi of fifle s BEANRE profis Wplnddh hPRAPEERNFbe ok RABFER! UT ©

f ed, Tt Is also I

hi story. time 1's reco _posSible to conpare’the anount of
ti me any part iseti¢rads vstloethe prodet’s premersturerhistor \AAL Bme sgecgrdeddl if alyoj fogsibley

accept abl e UsablBngalelife dfdunto?abe REyHEANEHar prodiBUDSeRlidh @ MW 3k &) dsheianreal so be
stored and conpared to other data. If the shelf life js passed, then an

: | f | f
expi rati on meSEageptabls pspplelife frihgt prpduet. | Tewperatyreusiory con glsp bt tgedamd sent to
tEe MN 36 ﬁr aBmpdreb bHBY déltamme s%sldnﬁs@agfed,meua@éxpmfmmagejsdceat o inform
t he user at certain product oul d ved fromthe 3 and not
used. Terﬁ%}er atpﬁf’%é‘“h’i“?fger%?n%{ﬂﬁfﬁnﬁﬁ@??é'ﬁeﬁﬁg}fﬁén @cfngﬁfi?‘u%é@é%f?av“@err 27 may
al so be used of the eateritb difermahd whioha geatathguedaets shayld by edmeeed foont the M&E8HM pr oduct
90 in the MWV 36 Thi,s.val u i .U lm% LVity
proj ection and® S ¢ ﬁr?%eéﬁgﬁxtlb 1E')’rmq‘;[1 {1{5& %gt @u j ect 63?8‘%3%?%@281%%%
adm ni st rat or befisetl vecalla@6 “statpgd-trgreedsd velne o forehdypreducdid in be MEABVe expired

products f romfbi;%alymtggﬁ éuéu&,y&}se@eagmp% %ﬁm SRl ééltﬁgx%gmlﬁﬁéhm@&&@r y

message may be use etefrmne the type of pro 90 the MV36. If
any of tHé& pr Gﬂﬂﬂ@omﬁnﬂh%dﬁmwatoh@“wwﬁTair‘Yéh%lu‘B?fé@tmf?I@a'aOWt@calI by
the manuf act urghiove ERRreMb3RisTRYE RivAgEd in a "l ock down”

In yet another implementation, the inventory message may be used to determine
the type of products 90 in the MW 36. Ifany of the products present within the MW 36
are subject to a recall by the manufacturer, the MW 36 may be placed in a “lock down”

20 condition, whereby access to the MW 36 is denied until an administrator or other
authorized individual removes the recalled product or otherwise addresses the situation. In
addition to its use to protect against the use of recalled products, the lock down feature is
useful for controliing the distribution of potentially spoiled or degraded products and other
products where exacting product specifications and quality controls are desired, such as

25 pharmaceutical products and controlled substances.

Figs. 4 and 5 illustrate additional features of the system 25. As shown in Fig. 4, the
systern 25 may be implemented such that the MW 36 communicates with a telephone
system or similar access point 105 through a wireless communication link 107. The access
point 105 may be connected to a network service provider such as an Intetnet service

30 provider (“ISP”) 110. The service provider 110 may provide a connection to the network
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20 condition, whereby access to the MV 36 is denied until an adm nistrator
or other authorized individual renoves the recall ed product or otherw se
addresses the situation. In addition to its use to protect against the use
of recalled products, the | ock dowmn feature is wuseful for controlling the
distribution of potentially spoiled or degraded products and ot her

products whekg, £%a54, g product specifications and qual i ols are
desired, such as 25 1phar maceut i cal products and contr ol F%%U%%E}sﬁ%sances.

Figs. 4 and 5 illustrate additional features of the system25. As shown in
Fig. 4, the system 25 may be inplenented such that the MN 36 communi cates
with a tel ephone systemor simlar access point, 105 through a wrel ess

communi cat i on 28i(yikictyiy shownias thy nteract in Bigidy  Fig. §oprowss pditiopl ERSEANEH S net wor k
service provi gﬁHex&HﬂEky@lﬂﬁmﬂenE ﬂlEt@slhﬂd Gibre B6EY itoGe. 3RrRfsQ8 ktE17 lﬁéyESP") 1\1/\% The
service provider_11Q.m rovj de a nnection,to the networ -14

03/ 073201 Pﬁﬁ@g@eg%%é“%é?{m%’é’rﬂ% e%ﬁ%\%&ﬁveééfﬁﬁé’gﬁ’r‘i‘t°é‘?%f‘°ftﬁe Fig. 4).

Fig. 5 provi desvestiaitikeohafondef @i &enddameday AopuagenEX Mk Bmutideward setviet | | nent

i nfrastrugtur ol.ed. above.. Server.s a 7 configured.in a
cluster 112wt TR G S s Mo oot Sl B

i nventi on t akesmpite 1f®(snehofs a anindn e rvdiidhney mey yerigus|catgrisegesofittplprinjng

m ddl ewar e ser, » chif ! i Il 116 and
conmmuni cat es vﬁﬁiﬁ gn ent ¢ é‘;r{%%@élg’_s%g%ﬁﬁ?ﬁ%igs%éﬁgﬁﬁgggghﬁt%%\gﬁm) whi ch
may run vari ogempuierdd §edreeunicatsswile s qpieming drépbase 1 BRmhich isgiavacassilryct ur i ng,

and ot her busifla3S )70 QB IPEABEGHod i fhe SREET RS L:‘éﬁcqnﬁ@t@bﬁy@hm%ér%f_
comuni cates with an enterprise database 120, which is al si%d ccessi bl e by

the servef 27 hanparsrpifeyatssercraianddhab by cragtrontigreation Fay by mady si st of
any nunber of od@oh@ednant®dned inpRideited. dn §&IME ks edblt Rabmbiiefutxiadlity on
configuration maybe nodi fied dependi n n.how the inyention is

i npl ement ed. [°A° éeé‘f‘?é?ra{? SepfIpLe;Oft "%ﬁf&‘éﬂnﬁg’él fﬁ%:u?:% ioﬁgn#tl?xecsﬁvgﬁgﬂoﬁlth%sﬁ one
server or to sbparatdesotiieddgeimnat i ons and functionality on nultiple servers
beyond those shown and described herein. In the enbodi nent shown,

information received fromtagged itens 90 within each 15 MW36 is sent to
the web cluster 118 thdaibbiliGidhtahdwh, Inft@msRnY&Eivailfron Agad it 90haithiredach The XM

O o NS RE) S G RS s el e
sof tware. The XX foratfetl wiaisaged 263 hanfimed fred tlesewtr2 tothbaiddbetke ware/1 5y st ens
such as ERP s Xv%c%rﬂosjtszﬁl\ﬂvn\ﬁgdlewam 120 (Fig. 5) such as Biz Talk® software. The XML

software 120 communicates with other software/systems such as ERP system 124, web

ordering system 126, an RFID badge, key, or passkey administration system 128, and a

20 MW administration system 130. The ERP system 124 may be configured to assign RF

tags 95 to selected products or lots of products; assign identities to each MW 36; handle

inventory planning; handle re-supplying of MWs; and handle sales orders. The web

ordering system 126 may be configured to process customer order inquiries; invenfory

inquiries; passkey updates; and purchase order updates,

25 Fig. 6 illustrates an exemplary micro-warehouse in the form of a freezer 230. In
the embodiment of the invention described and illustrated, components are tuned to work
efficiently in a micro-warchouse having a volume of about five cubic feet (about 142
liters) and that can hold hundreds of RF tagged items. However, other embodiments are
possible, including, for example, a 21 cu. fi. (about 425 liters) freezer and a 15 cu. fi.

30 {(about 595 liters) room temperature hospital supply cabinet. The freezer 230 includes a
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ordering system 126, an RFID badge, key, or passkey adm nistration system
128, and a 20 MW adm ni stration system 130. The ERP system 124 naybe
configured to assign RF tags 95 to selected products or |lots of products;
assign identities to each MV 36; handle inventory planning; handle
re-supplying of MAM; and handl e sal es orders. The web ordering system 126

may be confi process custoner order inquiries; |
inquiries; pg‘l'ggs@eaz/ﬁﬂpdat es; and purchase order updates. i)%&%};lﬁg){ﬁ%G

illustrates an exenplary m cro-warehouse in the formof a freezer 230. In

t he enbodi nent of the invention described and illustrated, conponents are

tuned to work efficiently in a mcro-warehouse having a vol uga of about
0

five cubic fedruyng?dawithapopeping 24apd aihaiefiprd3S cAOHFP o SRIFAFEaL0f RF t agged
i tems. HowevermondidBh s@Raeihg et 33@dat be QS toldkc@udeithcdpatlh B4 shdspesdanpl e, a

21 cu. ft. (about 425 liters) fr er.apd a u. ft. ut 595
liters) room t'2R{ %fcﬁ?sét%%%)ﬁfefl%fl%géﬂ{fm €eeégﬁﬁé§?“%éoﬁsﬁ§g%2$&ﬁo i ncl udes
a -15 WO 03/ 0%330dnePGithib/BRIMEED 355, Mactsihel§23B32aywbldlonaor opeabingts 284 and an
interior 235. door i S. ached to.th i at the door
236 can bé cl d@&lﬂc‘a&?e@%@ﬁiﬁgm u%eeongﬁrenﬁl &g aﬁ%ﬂ 2%? agp%ﬁ‘g%%4?%§€]?°o€i de access
to the interi onl@3&pokagtdywoducnédiwnss@BRlow) Profists pasiculbtp layassproB@tsanay
positioned wi thi o 1 Of . 2 30 PRe,OF NOre
cabi nets 240. a@%ﬁ%ﬁ%@aﬂ%‘ﬁé@%%@%ﬁﬁ ?ﬁ%‘%g?“%ﬁ%%"%ﬁ iw%&ragﬁeresn 242. Each
drawer 242 mayerdatsiadiesitablle sépptationyd éeaydérhpas diseuseed belgpsiediseesenge shavipe)-
Products, particularly larger products, may also be positioned within a

bin 244. The package di nensions of |arger products often create a
desirabl e separ at i Oe fiofezdr a3fscag Whiopkirucizd ughssctredad frbratragedified dudaguippader gy

sharing).,,The fr. " o A er
o £ 1 o na - eRERR nas SELARICRIShISE Bl LR ATHARIBPIRRT T
may be const r wetheditapdasdreszeto dnsulptiomin the slandardilogr isxegwrgiog othprvise &ymed syl at i on

in the standargsdQRE xldyvafiEERY GOt ReMATYURERE RENBRhr&Hucts ROSHE WitgRed and
vari ous conponents needed to scan RF tags, on %{}{oducéez1 sgoged \é\gthl n

t
freezer 230 ( dregzer 230{cenin thy Gers243 apthe pabjogts 240) Bie e ey SUB¥ed. The
freezer 230 nay eqlished dith RREH (10t $How) ST RIFirgHlet V@ imathiaMsitiaied Rbwidatid ect i ve
mat eri al positiqne %round éhe 15 peri net ar of %Ei:n' ng 4 to prevent or
reduce tHe es@SPECEOlPRAIREGA BrTept ohaugs the AR (AR A 1\ & er ence to
Figs. 6 and 7, the door 236 includes a front panel 250,

As best seen by reference to Figs. 6 and 7, the door 236 includes a front panel 250,
which in one embodiment has curved sides such that a cavity or depression 252 is formed
by the panel 250. Insulation 254 is positioned within the depression 252. Near the center
of the panel 250 the insulation 254 is hollowed out or otherwise formed or positioned such

20 that a controller 256 (discussed further below) may be positioned within the door 236. A
second portion of the insulation 254, near one corner of the panel 250, is also hollowed out
or otherwise formed or positioned such that a badge or key reader 258 or similar device
may be positioned within the door 236. The insulation 254, the controller 256, and the key
reader 258 are maintained within the depression 252 by a mounting plate 260. Preferably,

25 the mounting plate 260 is made from metal. The mounting plate 260 supports an array of
antennas 261. In one preferred embodiment, the array of antennas 261 includes antenna
262, antenna 263, antenna 264, antenna 265, antenna 266, and antenna 267 (Fig. 6).
Although six antennas are shown, the number and positioning of the antennas within the
door 236 is dependent on a variety of factors, such as antenna gain, beam shape and

30 directionality, transmitted power, RF cavity geometry, reactivity and reflectivity,
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whi ch in one enbodi ment has curved sides such that a cavity or depression
252 is fornmed by the panel 250. Insulation 254 is positioned within the
depression 252. Near the center of the panel 250 the insulation 254 is
hol | owed out or otherw se fornmed or positioned such 20 that a controller
256 (discussed further below) may be positioned within the door 236. A
second porti e insulation 254, near one corner o anel 250, is
al so hol | owe d%&xﬁgr ot herwi se formed or positioned su%ﬂbpﬁgﬁé% badge or
key reader 258 or simlar device nmay be positioned within the door 236.
The insul ation 254, the controller 256, and the key reader 258 are

mai ntai ned within the depression 252 by a nountin | ate 260, Preferably,
25 the nount i FEUENIEICE oDlgertipd disiaes 9 i 903&%%%%,?@%“&%@, 260
supports an afeffayivofise oditit@NNBGmMAShime) fieveiition pr RF edef gs@pbheh eity,, the array

of antennas 261 includes. antepnna , 262 nt enna_ 263. . ant enna nt enna
265, antenna JBE™*5KH sﬁﬁﬁﬁﬁﬁﬁw%ﬁFﬁ?-%ﬁ.Qﬂﬂ?ﬁﬁ%ﬁ%ﬁ“ﬁ?@“@ﬁ%@%ﬁgg are
shown, the nurfipers. dids, iedhtchtimiisigt bhitedie thantrerhasn sudtotienartaiecoulddor 236 i s
dependent son 3uhh Y bOhork AGAAL for aftife ASrodRk 3B0,. O Arra ARAMSNARE and 30
directionality, trans Tred power, - cavity geonetry, reactivity and
reflectivity, cal@soath@3inglyaRd sopCTrisugionbeBuated hisyehn sl archy viisgaei on,

di stance from ransBlidehr sififftevidb laanARLa Mardatestighence, effective
use of antenna beam vol une, &'r evention of RF ener escape fromcavity,

! : . er gy

antenna si ze #itarenegpic fightintha BY caigydp @atpletomitsah rurianls P MoRsi ng
pattern, and obedtennhAey0lR be kW Sed 4t ARfctehMERs bNpattémivOshikitEtead to the
array shown and aqt her arrays cgyld be 5 USﬁq an H%égp re suitable for

di ff er entl¥ni crHeRETEHRATEST aligh e gleqiiomagpelicy ?%m& “@BHh al so either
singly, or in sone conbination, be rotated through a small arc by using one
or nore actuators or simlar devices to shift the beaminterference pattern
or el ect r omagnet i Ehofmrespipe phshelyes 2% cabingts 290, drasyerseiddprducts: ol B8 P4jat e any RF
nul I's or shadQwset the ERBtrddiHoRdN0 #81d WBMin FheSRRE 2. IWMR RS Tthedieht REteNt ti mes

and patterns to shift the hbeam 1Q interference pattern or alter the
el ect r omagnet i“&enF?DéﬂlEFemeibeWIPﬁé%Rf‘—” Wﬁ‘%}]y[&% P ERiah P, he| ves 238,

cabi nets 240, nd¥can@éss catdblock Pr diflitGshshe satgii ABF sigayls. Aukthebref thetags on the

el ectro netic field within the freezer 230 ile nost. of the.itens just

ment i one garep‘W@F% 6@?”%&8@ ?§%F§GB§95% ?%P%?kﬁﬁm??§ﬁ§8%?§n d%%ferial,

t hey nevert hakgdck amthekeiskinerierd itk nthertiags ingeiging 8F gighalo fThRfE phéngmeias .

Furthernore, t t u LsrhifleEe! ves are
B e

not made from tran ) ]
positioning tagged products in the cabinets 240 and drawers 242, bin 244, or in other

compartments, receptacles, or devices that can help provide separation.

20 The waves from each antenna and reflections off of the interior surfaces of the
freezer 230 interact to create an electromagnetic field with many nulls (areas where waves
combine to cancel each other such that there is insufficient energy to energize passive RF
tags). The effects of nulls may be reduced by moving the field within the interior of the
freezer 230 at a speed and with a pattern such that any nulls generated change position

25 over time. Alternatively, this can also be done by changing the geometry of one or more
reflective surfaces in the RF cavity, such as with an acute sawtooth pattern, or by adjusting
the power to minimize internal reflected power, or by selection or variation of antenna
power and frequency. In some cases, more than one of these alternatives is used.
Preferably, reflectors such as the reflector 670 (Fig. 12) are used. (As shown, the reflector

30 670 is positioned at the rear of the freezer 230, but other placements within the freezer are
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may bl ock or otherwise interfere with other tags receiving RF signals.
These phenonena can be variously known as shadowi ng. The effects of
shadowi ng nmay be reduced by positioning tagged products in the cabinets
240 and drawers 242, bin 244, or in other conpartnents, receptacles, or
devices that can hel p provide separation. 20 The waves from each antenna
and reflecti %Emof the interior surfaces of the frggﬁgoyéég i nt eract
to create an electromagnetic field with many nulls (areas ere waves
conbine to cancel each other such that there is insufficient energy to
energi ze passive RF tags). The effects of nulls nmay be reduced by noving
the field within the interior of the freezer 230 at a speed and with a

pattern such tafaposibleIndeweyergeiusioss Byots Fatheeer foages pomd besshfemoys e,

Al ternatively,apfehiag 2&265557% SdeldR nﬂﬁﬁ&ffmnt%@&h@énsgpahaas ﬂﬁ@ﬂ&&ﬁespoﬁﬁonaﬂe or
nore reflective surfaces n th ca vM%IFﬁauch 3 2n acute sawt oot h
pattern, or by“Hpdeirifer 28t %@%é"f’tatgdsl?ﬁs PRAC 2601 arPé‘ for apy LR hover |
or by sel ecti Qengof¥ide BdrieRfngdd, a@dﬁbﬁmm&ig pwmmdz&mq uama:v;e mdunte OMe

cases, nore than.o f th aIt S IS Us efl ectors
such as tHe ré’PIpéV(‘?F?PQ dosnf'L %aﬁ%g e gca:l]ﬁg"wereffeﬁe tropé? F((Sact or 30
670 i s positi doetdaithinhie claearrzszﬁndtﬂmnﬁed eteﬂlemoﬁtﬁﬁgplat;t%@tmwmpﬂ satabieent s

wthin the frogast,of os k. MBOIH0AZAN, RCTLIISAALPIARS £ha0-nasal bl o, )

However, actuatofs. pivo evi ces cou to nove the
ant ennas 262- 22800/7%9/@1’@11611@113@5 miivh angiafileble fom comaertiak sovrees. B@feﬁém\@eand al ter

the position %ter#%'héfzd’l%etptfﬁedtéatb b IR@ rafPereSttidondc RF. 118 ridBfe bR 4AQSI 1 Oned

at or within %Zl icant |length of time. For exanple, as

shown in 18 g. lﬁlpﬁh@lﬂaﬁﬁl@ﬁﬁta@a? Zéé?t%wﬂérmbt@nﬁﬂmﬂ%ﬂosr@ﬁ pr vt 269 and
coupl ed to snhBjidyssif GlehtbCRtiall BelOF, t@er@umtef mlsénws RWedeR/Es @@wm@m& 270

| ocated within the caw%?y 252 and m)gp Fr{)!% gﬁznt pl a

Ant ennas sui t aBiewas goy207s Signals fpnspilied py BFFEED@ ai ?{nge fo Pasfwgntl on

i ncl ude Huber ®& t&nkpaﬁaert@d:wlo (Fig4i0D4teHe tdr&Rcia nT @A 83) stokeid efthiatle avai | abl e
from commer ci ces h tenn 267 ected by
a RF-transpar ?Wf’ Oﬁﬁppf??ewq?ﬁfcﬁ% (?31:}12 Wrﬁﬁftsgepmos?@%%t he

ant ennas 1362- %Zoﬂhec%ma&é@ﬂdrbma(w@neratpmgmtsmm Si86s saeramd ty thye

di scussed in tahl | [ ei ves
signals from ?ﬁg %EEJ;? 91 nzgg mf(?% géfl}%ea&%g%ss 21% gﬁg‘m ? %gegg?%hﬁg&gﬁ?%nnas
262-267 are used to excite passive RF transponder tags 270 (Fig. 13)

attached to products 272 (Fig. 13) stored within the

Before discussing embodiments of the invention in greater detail, some premises of
their design, particularly the designs shown in Figs. 6 and higher, need to be addressed.

20 First, -for those embodiments implemented in a micro-warehouse, RF cavity considerations
are important. Second, the particular embodiments described are designed to be compliant
with Part 15 of the regulations issued by the United States Federal Communications
Cormission (“FCC”). Part 15 of the FCC regulations places limitations on antenna
powers and frequencies that may be used in systems, such as the current one, where RF

25 tags are scanned. In order to meet the requirements of Part 15 as well as the requirements
of scanning numerous tags within a relatively small volume (or RF cavity), an antenna
frequency in the GHz range (or microwave range) was chosen. In particular, the inventors
discovered that a frequency of about 2.45 GHz was best suited for the applications
discussed herein. Nevertheless, alternative embodiments of the invention could be

30 configured to operate at different power ratings and frequencies (for example, MHz
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freezer 230 or applicable MN In preferred enbodi nents, the products are in
the drawers 15 242 of the cabinets 240 or bins (when | arger products are
stored). Signals generated by the transponder tags 270 are received by the
antennas 262-267 and processed by the controller 256. Before discussing
enbodi nents of the invention in greater detail, sone prem ses of their

design, parti Ly, the designs shown in Figs. 6 and hi ed to be
addr essed. Zﬂélﬁ’ﬁtz?ﬁ for those enbodi ments inpl ement ed :pgjﬂrgéomoig%

m cr o- war ehouse, RF cavity considerations are inportant. Second, the
particul ar enbodi nents descri bed are designed to be conpliant wth Part 15
of the regul ations issued bf/ the United States Federal Communi cations

Comi ssi on (" FEabedimente); as wpgldp apngeeniteone of gringty sShin fe gt aler revieingtthcons on

antenna powergs;gidnd f&aHeNG! Bfn hdigh. My be used in systems, such as the
current one, where RF 25 tags are scanned. In order to neet the

requi rements of Part 15 as well as the requirenments of scanning nunmerous

tags within a I el abigVehie 3Rk o Rail 248 CaY iroYboaeP o2 RG: | T equency

in the Giz range ( m crowave ra g:h was chosen. In particular, the

)
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enbodi nrents of the invention could be configured to operate at different

30 d
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In the art after.revi.ew.n t he | n teachl n se ort er el n.
oo 21 ot b v etk et 2 AR o bRE Bl 3 2 by BafeD 50 The
cabi net 240 iThekepaiamrscBOL afe c@BRuredtolpotitionpr@dBi2ts withindenint@®4 2350fthesi des 286

and 298, b0 e ERRGG MR R, SO RS ASkin 2 G R QYR DAY 290.

Each bay 290 i's™Co g 0 acce a drawer _ rawer i ncl udes a
pul | knob 300 armsitanddat a céniinere sepagiicon digtdngy aad; in gnofmbadiyieridn gapnsrally or s 302.
The angl ed se 130308 FABLDE: B ol it alion 180 oS S e fbubed 100l

packaged pr od&%géog%gowtrﬁ#_sﬂénspon er St ags c2)?_2@_maty be posioti oned. The
separat ors 302095t moEBAP foghe whicttdrayssIRi Orhgsesrl DRl niAR {HTChEHE Y nt er i or 235

of the 10 fre%ﬁévegsﬁleg%g)&eg behach@ IS dd Bodibis iRRAPFAHE ferd/BaGNt ai ned

within any one drawer ar.e nmai ntai ned %t am ry nmum separ ati on di st ance
and. in dhe erBSEs @?ghfme?qpr%%gﬁ@gsaqu%that each tag on each product within the freezer

230 is energized at its requisite Ievel, which for one embodiment is a minimum of about
0.23 mW/cm®, In the embodiment shown, the distance between the separators 302 may be
based up.on the frequency of the signals from the antennas 262-267. In particular, spacing
corresponding to a fraction of, and in one preferred embodiment, approximately V2 of the

20 wavelength of the 2,45 GHz excitation signal (approximately 3 o 6 cm) has been found to
reduce energy sharing among the tags. Preferably, the smallest possible spacing is used
and shorter separation distances than those specified have been found to be adequate in
some circumstances, particularly where other parameters such as frequency, antenna

power, and others are different from the particular examples provided herein.

25 Tnstead of drawers and cabinets, bins or similar iteras with separators could be
placed directly on the shelves or surfaces within the freezer 230. In addition, in some
applications, the impact of energy sharing may be reduced through the selection of
frequency, RF power, and transponder design (mainly size) such that products can be

placed in a random or haphazard manner within the freezer 230.
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ort hogonal position with respect to the transm ssion line of sight of the
antennas | ocated nost proxinmate to the subject drawer 242. Ot hogonal
positioning is not necessary, however. The purposes of spacing tagged
products include reducing energy sharing 15 anong and between proxi mate
tags such that each tag on each product wthin the freezer 230 is

energi zed at uisite level, which for one enbodi ni mum of
about 0.23 n%%#zﬁﬁl n the embodi ment shown, the di Staﬁg{vgéo?m&ssm
separators 302 may be based upon the frequency of the signals fron1the
antennas 262-267. In particular, spacing corresponding to a fraction of,
and in one preferred enbodi nent, approximately Y2 of the 20 wavel ength of

the 2.45 GHz exci t 5& Biechsmyicaly flusipies ensererplyty smperiggent gf thearehitsetss of ound t o
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spacing is us an orter a st ances n thoSe specified have

been found toﬁgﬁnﬁﬂga eé@Fﬂsé %Ew8¥&%%%§?éﬁ@ﬁ eﬂﬁiﬁp%d@é??y wher e ot her

par anet er s sucimbadintutetjerenlcime dkrk Emﬂﬁ:hroﬁﬂmﬁp’enodiﬂﬂlyﬂi densard tite ghifdréreg,ent from

the parti gul ar I [ [.ei ste f .dr .S and
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sel ection of frequenc esi g Iy si ze)
such that prodlrsis ta m@uctmna*hfe@eemzw)pmmmyﬂhmmm Heamenessoi t hi n

the freezer 23@g ret:é'r%s%@u@%’o&7a§%ﬂ40nﬂgyﬂé§g${eg@m zﬁ!ag% ol-Qeyzl? tically

|IIustrat s one exenpl ar mbodl nent of the archit ur e e controller

256. The Eont rsﬁ?l}aéﬁie"é‘%oﬁy A %@é&n%aséé%%"aIThE)?IB%%Ss%@r@GW%W@PfOIH}ﬂB%Ssor 400

t hat rec%lj vgs ﬁohf\fﬁet&g@ﬂgioﬂucﬁﬂ7gmthﬁmlﬂiﬁ‘re@ier oy )Thé fagmmoﬁ&@lpmhhdiaeml ock 402.
I n one enbodi

time clock.is s roni zed dically to a
standard time? ofrsaf“‘éer“ier‘?ggﬂng Signgls myfesianse {0 being ﬁilt?'tséﬁ'?aéfrﬂp SRftg g fom fhey Ke
Nat i onal | nst iattatmes 22267 afigkaretessor 400 Shdy slgnalmmmeﬁziteﬁiastmz-tzhbthfoagia t| me cl ock
402 through the NGLWES kT]% conuso‘ﬁ Cﬁ%%ﬂa'w %‘:{a'hc%ﬂapfaéd ségi%{trog%ﬂn(pL 41? 402

hel ps ensure accuracy ng and
pl aci ng tléggeddquﬁS@@@eqh@nﬁematZﬁ@M?r due erntRBY suicbletforakd aeahetrpnttdﬂa 41@ itanol | er

404, l“ﬁaﬁricéﬁ?@g%5°?‘%§a“é’?f§jﬁ‘39%ms. Ul 4T A SRR AR IR OLT s °°

262-267. The &RiPerHers SopDiegs Falifrmis; Fbe infefrogation ¢nsration (energization of and then
reading of signals emitted by the tags) performed by the controller 412 and antenna array

261 will be discussed in further detail below.

20 The processor 400 reads and writes data to a memory 414. The processor 400 also
conirols a display 416, which is used to communicate with users of the freezer 230. The
display 416 may be a simple lighted logo display which when kit indicates authotization of
access to the freezer 230 and when unlit or lit in another color indicates denial of access to
the freezer 230. A proximity sensor, e.g., the sensor 420, may be positioned on the door

25 236 or around the ppening 234 to provide information to the processor 400 regarding
whether the door 236 is opened or closed or the area comprising the MW has been
accessed. Information relevant to operation of the freezer 230 and protection of the
products therein, such as temperature, power status, and the like (sometimes referred to as
“operational status,” “heartbeat,” or “health” information), is received over one or more

30 input lines represented by communication link 422 from temperature, powet, and

positioning sensors, which are represented by the box 424. Communication between the
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fromthe tagged products 270 within the freezer 230. The tags 272 on the
products 270 produce identifying signals in response to being excited by
signals transmtted fromthe antennas 262-267. The processor 400 sends
signals to the antennas 262-267 through a controller 412. The controller
412 provides a conmmand signal to a nultiplexer 413, which 15 addresses each
antenna 262- controller suitable for use as the roller 412 is
an SCS 511 ?@iﬁﬁg?ﬁMAth 100 398 mul ti pl exer avail abl e F§§ﬂ$§§%3ﬂe Chip
Systens ("SCS") Corporation, San Diego, California. The interrogation
operation (energization of and then reading of signals emtted by the
tags) perfornmed by the controller 412 and antenna array 261 wll be

di scussed in f’ﬂf?‘f%‘??F 4%@%? C SRR 209 87 PreeTysT luged §7) mayhe pesawrlishetbsingi t es
data to a nenvsyaridtf tcdlbelopicoOad 8divard OBigal 0SMustr OV windiSs fs@inaBb A% i¢16, which
is used to coqpuq%%gﬁe W th user s of the freezer ﬁgo The . display 416 may
be a sinple lighte %%%wﬁﬁgﬁﬁaé VAR SompRiGen ki3 d 802 M wiselesn 3RSy at | on of
access to the #wilsbledronPBhyaaeiowtaa suitable for ode ih the inventianomhas prefelrer | Ndi cat es
deni al of qacce r 230, A proxim sensor,. e. (., the sensor
420, may bsg po%?otoﬁ%r%%a%ﬁ%ﬁgé cc)’tlz:)nr‘geg%co %‘%Segr%% ﬁ&cefsﬁgﬂgﬁogrﬂ%nt&k 4 to
provi de i nf or nfary eff mesiemtop nghverk ddebice ddBe whigmmeay, frgtumyivedoieetcd tvandoor 236 i s
opened or clo oBEatd [ S : essed.

I nf or mati on rzﬁgbgﬁﬁ ?@ﬁop%?g%?%ﬁ&%ﬁ&@%%ﬁgﬁgggéPﬁéggﬁg%%w%%%Sé% Pgh of the

product s t her fy, lo@l @ nbvarefiSerrdbe ke, Throwesss RartHB0 sltimately commects joke

(sometines ref@miReicktdn &gk SraREAE (@A 1hS hAkE 28) hil 88hkRBA e serPd: ciubig?! t h”
i nformati %_n), recei ved over one or nore 30 1nput lines represented by

|
cormuni cati on lllﬁ'nk 422 fromtenperature, power, and positioning sensors,
which are represented by the box 424. Conmuni cati on between the -20 WO
03/ 073201 PCT/US03/04653 processor 400 and the servers 26 and 27 (or
server cluster 112¥i8nkylsiatarons inuplemerition efitaprocasseiA0p shopmdd Figd®hbé 0gi es
and har dwar e. ip@ment&ioh ilcltaésiat @8R d@itHeﬁ‘oLdéég%oﬁw%lgﬁ@ tg%goiiar}slﬂﬁd/ﬁl chponnect ed

to an access port 430.via a c nication link 432. 802.1 | b wreless
links, avail giﬁrﬂel‘é?‘gﬁ%“néﬁyme@%g{w%? Boseof pdippry skiflin e @t pyatigieof; nvent i on.
I n one pref er rotier Sripardbemed. , THeipfoedses 900 tetdives b EI0MR AR Rlifustsed. The
access pqrt 4 take the formof a.node r network interface device
Wbt ch ey i n oo PRVer S e i PO mnd ol RPa e e e SRPRACR | ¢
conmuni cat i on Sbftwke Betdstiors usedIbgtic pravessék 340 arakstort 66 5 ndieoMildmemory (such

as EEPROM) 602. The memory 602 may be implemented using a 512 kB Flash memory

integrated circuit 603 and a 512 kB SRAM integrated circuit 604.

Operational status (“health”) and related information of the relevant MW is
20 received from a MW temperature sensor 605 and an ambient temperature sensor 606. A
battery monitor 608 monitors power supplied to the processor 400. A current switch 609
is used to monitor the on/off duty cycle of the current supplied to the refrigeration
compressor (not shown) in the freezer 230. Information from the switch 609 as well as
information from the internal and ambient temperature sensors 605 and 606 can be used to

-25 determine the relative health of the compressor.

The processor 400 is connected to a power failure/lockdown circuit 610. The
power fajlure lockdown circuit 610 is coupled to the supply circuit 601 and works in
conjunction with an alarm circuit 612. If power is cut off to the processor 400, the power
failure lockdown circuit 610 causes the alarm circuit 612 to generate an audio signal in
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436, |ocal area network 438, or the |ike. The access port 430 ultimtely
connects to a communication link or network (such as the network 28) that
is linked to the server cluster 10 112. Fig. 11 illustrates one

i npl ementati on of the processor 400 shown in Fig. TO The inplenentation
i ncl udes an exanpl e of the processor 400 in the foramof a ML6C/ 80 chip
fromM tsubi woul d be apparent to those of ordin I in the
art, a varleﬁgjo?ééother chi ps could be used. The procesé%?ﬁﬂkﬁ receives a
cl ock signal froman oscillator 15 600, power froma supply circuit 601
and tinme signals fromthe real-tinme clock 402. Software instructions used
by the processor 400 are stored on a non-vol atile nmenory (such as EEPROM

602. The menorydesireleraipea ta thppeyeefilue cusiting T addifon e Ickdownipewerfayl
integrated cirgidiit 106Q3hA0 623 Bl 16BnIRAM:PbR0R Bliedo Efe(xéi%'!ufdﬁi@% access

QOeratlonaI st at us "health"%}tand related information of the relevant MVis

20 received frioMeAreRA « LiRpSHonmtes %ﬁg%mvw&qa%ﬁsaﬁbwtm@? ature
sensor 606. A int@blti@fiperaiBeotiny fE8 (WHeH it Qﬁp%ﬂﬂ@%rot&dﬁﬁ@%h%tstﬂ%ﬁlﬁ) ?,pr ocessor

cur  ont - Sdpp! FBIEEOE 8 g g P ATBR: TR B Shown) (i the

freezer 230. Inforrratlon fromthe swtch 609 as well as information from
the internal and anbjent tenperature sensors 605 and 606 can be used to 25

det erni ne the rel alfitheerphodiment sBewn wdlig biybremedpuicarsraichsordossByitclen | s
connected to ae@emm ahcd ey ls@tdhosl K desvRed; i ThE Bdnkor @140is eaih@lenae\ﬂ@rseﬂs&uﬂzw e

| ockdown circui s c | ed t th circuit nd works in
conj unction wi¥ prﬁ?ﬁl %1987 19 %?Ft}o&?f?’ %‘fﬁﬁeﬁ d?fg{’)%é?m“?f glgte 8?' %“%esf)rocessor
400, the poweror edrass ko @ntradlel dowsricgédraceess ar&I@s Gausdas ﬁémtealbaﬁmamtﬂeﬁwt 612
to generahe a 0 ./ PCT/ 3 order to

g alb @ext%ﬁri ’Phe%!e ch6r115 per co\r%\g 6%4391 é%%%haglémt rre g’}%qu’

alert users to 1on.
| ockdown/ powe Pfegpysor 40@ (ar“d;lmi’f reb@;@k dn addisioh,rdien BB (q:ang)ff 01 GI)SaImmosmtm (heteezer

230 in order tgowal)MegBy syl Bfﬂ ﬂg@&es 919 gtﬁ% thé &o&c@s%r Eécﬂﬁaﬁ Shuses IY oc@&%&l on

protects agal nst I nvent Or]}i]t eft and In mal ntalning t I nt er nal

t enper at ur e of40f Reshtoffe 7Eth thagprpaeros 400k foatthfrﬁee%% 23 meehstopergied F%d ucts

therein) by 5d€ﬁ|eﬁlta§-hﬂérﬂlgl ﬁ'e}a&rbvﬁﬁtﬁ‘lgﬁdyta}éce%freghﬁlﬁoﬁ mhkle% %QBWAQ]C ai r
wi t hin t freez di nent  shown in. Fig two nechani cal

switch es a dSHm CL%"’P@‘F“B gtis %‘Eﬁ%’%jr theg Jd.ﬁmQWH’né.’fw%Fys%k% orgpesble ith thised. The
sensor 614 is keggiria b B e linfitell BB eSRA 60the# @ihorized personnel.

The processor 400 sends control signals to an electro-magnetic lock (if used) on
line 617, which is coupled to an electro-magnetic actuator 619 in the lock 613.
Information regarding the stability of the freezer 230 is provided by an accelerometer 621.
20 The accelerometer 621 can detect vibration or other motion caused by a variety of
situations such as improper positioning of the freezer 230 or an attempt to tamper or
otherwise obtain access to the freezer 230 by breaking the door 236 or lock 613 (if used).

Thle processor 400 may control an output light such as a logo light 624, which may
be used to display the brand name of the manufacturer of the products placed within the
25 applicable MW 36. The processor 400 may also provide output indicative of granting or
denying access to the freezer 230 to a user through green LED 626 and red LED 628.
Audio output, such as processor failure or similar status information, is delivered to an

audio circuit 630, The processor 400 also receives inputs from an implementation of a
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and provides and indication of whether the door 236 is open or closed (or
whet her ingress or egress to a controlled or restricted access area has
occurred as detected by sonme other 10 sensor). The key switch 615 provi des
a mechani cal nechani sm for rebooting the processor 400 (a "hard" reboot).
In addition, when turned to an off or disarmposition (not shown) the key
switch 615 provi an input to the processor 400 that causes the processor
400 to shut 3&43}36%% t he processor 400 shut off, the ngﬂgsé’F’(’"ﬁ?o may be
operated, if desired, as a normal freezer w thout any access restriction or
inventory nonitoring. As 15 should be apparent, it is preferred that
distribution of the key or keys conpatible with the key switch 615 be
linmited to serRaigeorbey Gedsein thaforroefitseder 686 r 4 oratrs suitalily forpreio G dentivds sends

control si gnal sviehid ke Resdef, QraIRANESh GishA&Hknd | T used) on line 617, which
is coupled to an el ectro-magnetic actuator 619 in the |ock 613.

Information regarding the stability of the freezer 230 is provided by an

accel eroneter 621 Cglgﬂlmgatgﬁg%% &%SS&%%O ﬁlﬁlrbﬂ%?&&fc%s éﬁk]?ﬁlggelr\pn or ot her
ty o S I nproper p

motion caused by a varie Ssttudtions such a 0si i oning of
the freezer 23Wskr 1 @manbeargymprished wingadud pniversdhasywibsmowtrtceiva rasmiss to t he

froezer 230 bYC-DARP IS i9006352 86 Rl OB ol dob bl it cHIS sRIGC eSS

.
400 may control, an output |ight such as a 'l ogo |ight I ch @ay be
used to di spl Sy ¥IESYBEEARS nHETHN BhmaydlinorEnpices Wil 2 GRS systewdiit s pl aced
within the 25 sapphitealhen MMEEs cirblifo0! CoRHEAFHIPEIRY tRIpAR:R5:8b dR out put
i ndi cative of tﬂrantlgp%ﬁr dgtg{é%gcgaggess to the freezer 230 to a user
t hrough green g FrEH 9 gnes 642, #id§44 u Tl sentrollerAQ0 38y s cessor
failure or si nomamnisitetousndiméranderbmmiter trcugh € bénmedti@dntérticasirenidsh. 0 circuit

630. The processor 400 al so receives inputs froman inplenentation of a -22
WO 031073201 PCT/ US03/ 04653 badge or key reader in the formof reader 636.

A reader 1sui t abl e Figri2us@trhtes 4 MAplifdY G indill bthe decomBRkESHBYiHREALET |
avai |l abl e frorPr\ﬁ s?:{bl ? Inc. Co ni cation bet V\%@n t he processor 400 and
F] h a a i1

ot her devi ces ‘St deian GEPEr° $as2 ing of gt o hog skt epresnigdPhg a dual
uni ver sal asynchiightivsemaetirig\tem thanrgetive ténnbARTI07. ERtegiaghdtid waidscui t 638.

For exanple, t i it 6 Y, ni.cate with the wyreless system 425.
The circuit 6:335kfi ]r%%/ﬁé;%%ngy 8%%%%43 aﬁg vaéw?l ﬁ&gﬁ&\%mseﬁ%q a@mﬁ%ﬁ'zgiﬂ%% t hr ough
an interface oebacedifinedOthe Qalswlithe GadzEri0 et, We &F ceviy). fTlecesgosf 00 and
15 waves diminishes. The model shown includes two lines indicating where energy of the
waves is at about ~10dB and at about -20 dB level.

Fig. 13 illustrates an exemplary packaged item in the form of product 270 that may
be stored in the freezer 230. In the embodiment shown, the product 270 includes gne or -
more vials 702 containing a biological assay. The product 270 also inchides packaging

20 that includes a pouch 704 and a periphery 706. The vials 702 are positioned within the
pouch 704. Each product 270 also includes one tag 272, preferably a passive RF tag. Fig.
13 illustrates multiple possibie locations for the tag 272 on the periphery 706 (shown in
phantom) and the pouch 704. The tag 272 may be a folded-dipole, read-only tag, but other
tags having other antenna geometries, such as bow-tie, may be suitable in some

25 embodiments. Read-only tags suitable for use in at least some of the embodiments
discussed and illustrated are available from SCS Corporation. As noted, in at least one
embodiment, it is preferred that each product 270 be placed in one of the drawers 242 so
that it is generally orthogonal to the transmission line of sight of those antennas 262-267
that are adjacent to the subject drawer 242. It is also preferable that the tag 272 be
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the controller 412 occurs through two lines 642 and 644. The controller 400
may al so conmunicate to a nai ntenance conputer through a connector
interface circuit 650. 10 Fig. 12 illustrates a sinplified field nodel of
the el ectromagnetic field within the freezer 230. Each antenna in the
array 261 has a line of sight or bore sight represented by a straight line
emanating fr ,espective antenna 262-267. Electro ves

havi ng a fregﬁg%@?'%f about 2.45 GHz travel outward frggggg%ﬁga%¢en

262- 267 into the space defined by the walls of the freezer 230 (i.e., the
RF cavity). The energy of the 15 maves dininishes The nodel shown i ncl udes
two |ines |nd|cat|ng wher e ener gy of waves i s at about -10dB and at

about -20 dB |Regitigned py gporap gf] Mewgﬁkﬁa%%@c%ﬁa%&‘@ﬂﬁpwelﬁmw@&d M in the
form of producie 3iffle drhidrs PABY Plab@neat sTiRMad 172 bh e bR 704 prdAls alldtatidae

enbodi nment shag t he product.. 2 i ncl udes_ one, r V|al 702
contai ning a t}ﬁ%?dﬁfs 8’5??“&@ %ﬁﬂpﬁtﬁﬂﬁ?{miﬁe@pg?r%6d?ﬁiﬁemv§ AR gi ng 20
t hat i ncl udes ta qbdtiafe o?ﬂ)ﬂgl&ﬂdfeﬁlalmmaj@hﬁfsydtB@fbvenThﬁldinlgm s 702 are posi ti oned

wi thin the pouch 704. Each product 270 al so includes one tag 272,
preferably a passive RF tag. Fig. 13 illustrates multiple possible

IocaLI OnSSfOI'h the H%@%&ﬁmmﬁ@omemaaﬁﬁwma( %ﬁ)dcﬁof&ﬁli@&ﬁ&ﬂ&oﬁnd t he
pouch 704. The tag 272 t. ot her
tags havi ng ot PRReiTen Oaé&ﬁ@ﬁ 3? e e BT e%ﬂ*ﬁﬁ%&"@%%w ein
sone 25 enbodmirgemml thReadrotier| 296 haigstesthl atnaahﬂlaemfaprzﬁlugae tfterats 162361 ersione of

t he enbodi nent s scussed a | ust rat.e vaj

Cor por at i on. ,&sgnno at(fnerfglr%ea %%Jsztonzhnémdug o %?r bi?’% Eacgt ?rg?ed t hat
each product 2#fts beidgltiddersignal. dhelkﬁnﬂmlma\f@nﬁhm 8% aretmatfedbwtﬁws

gener al | %00”%&%Qﬁszt2%71‘3]3‘(?(1&1(7&%&:@?%%})18@%1&&@@ of sight of those antennas

262-267- that are adjacent to t rawer 242. It is also preferable
that the tag 272 be -23 WD 03/073201 PCT/ US03/ 04653 positioned on a

portion of the pac uchthat i { ent, .wh ced.within
one of the drawver s‘li?%?’ thetenerigjz?t}?m%m&glél‘? m“ﬁanme 5% “r ovi des
a location t WahlmﬁﬁegﬁbsREmy}mmnbdﬁybbwdienqwaﬂiaof tp@%qezenré‘p*@ cmeSttllmetag;eri phery

706. Al ternatiy or - AR \ | may be
used to pr evenyf%n&ﬂtaﬁéoggg ngﬁﬂ'gﬁ%gg%%ol edﬂ{ld%@[?é’g%gﬁrrg% ?gal and
har dwar e aspeelﬁfeffemméh@ddiﬂh@ﬁ'ﬂobﬂmldm%éng oy &dividyal sigagldyom oy ahe wedi#d | s of
the softvware \‘Mgl 372 %Qllf%k'!ﬁ{, BRI gﬁ&@a&e@ﬁgﬂy ﬁiﬁ:o&ﬁm@ Oin BRBME read numerous tags

272, a “cloaking” system can be used. In general, cloaking refers to shutting down or

otherwise disabling transmission of the tag once it has been energized and identified by an

interrogator (for example, controller 256). While cloaking is generally known, the

inventors developed the specific use of the cloaking techniques described herein, including
20 the specifications for minimmim and maximum cloak time, and the cloak time distribution,

with respect to RF cavity temperature.

The controller 256 executes inventory control software. In the embodiment
described, the sofiware carries out six basic steps. First, the confroller 256 is initialized.
Second, a baseline scan is performed. Third, access to the freezer 230 or relevant micro-
25 warehouse is controlled based upon sensing the presence of and determining the validity of
a user passkey using the badge or key reader 258 or similar device. Fourth, the operational
status or health of the micro-warehouse is checked. Fifth, the inventory level of products

is checked after a user has accessed the micro-warchouse (as sensed, for example, by
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the controller 256 activates the antenna array 261. The
antennas 262-267 emt signals that energize the tags 272 on the products
within the freezer 230. Each tag 272 emts an identifying signal. The
identifying signals fromthe tags 272 are received by the 10 antennas
262- 267 and delivered to the controller 256. As may be apparent, the

energi zation iple tags in arelatively small, def,; vol unme (e.g.,
the RF cavity d@@?%%d by the interior walls of the freeggﬁﬁggngEauses t he

in general,

tags 272 to sinultaneously or nearly sinultaneously emt identifying
signals. The signals interfere with each other such that identifying any
i ndi vidual signal from an ne _specifi¢ 15 tag 272 is difficult, and in

oor P36). o Fasidy. informagion-eaflicred by the congller 25675~ 5

cl oaking refers to shutting down

sone cases neafP§n§ Hsdese

"cl oaki ng" systifn@idaicd o tHS Qgher dikt@@Irer al |

or otherw se disabling transm ssion of the tag once it has been energized
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t he cl oaki ng techni ques descrijbed herein,
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Alserics of on¢ or more Scans continued either until
(a) a specified number of Scans has been reached,
(b) a specified time limit has been reached,
(c) a specified integrity level has been reached, or
(d) an event (such as an RF power failure) has occurred

which terminates a scan,

Bach of (a)-(d) is a mode of execution, and one or more modes

can be requested. A run is terminated on the first ocourrence of 2

mode. Each Scan is separated by a specified time interval.

Inventory ID A 6-byte, binary hexadecimal string, unique to 2 values. The
Inventory ID identifies a tagged product in a micro-warehouse.

Integrity Level A percentage expressed as “0.90.”

Inventory List A single list of all Inventory IDs preseni in a micro-warehouse

ReadTime The amount of time ¢lapsed from the start of a Scan to the last tag
being read. This time may also be a set and includes the time
elapsed to the reading of each of any number of tags.

ReadTemp The temperature of any one tag as reported by the tag during a
Scan (assumes that system is implemented using tags that are
capable of reporting their temperature).

ScanTime Time limit for one Scan

ScanInterval Time between tag ReadTimes in one Scan

NumSecans Number of Scans to perform in a Run

ScanWaitTime Time o wait between Scans for de-cloaking

ReadRate Rate of tags read per second during one Scan

ils
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ScanA single request for a list of inventory identifiers ("lInventory IDs")
(i.e., identifying codes stored in the tags) with no duplicates. The scan
continues until: (a) a specified tinme [imt has been reached, (b) a
specified rate of I Ds per second is exceeded, or (c) a specified limt of
Interval tine between tag reads has been reached. There are two nodes of
execution, 1 d, and 2. uncl oaked. RunA series of re Scans
conti nued eiFﬁQFBZ%ﬁiI (a) a specified nunber of Scans ﬁggﬁg%%ﬁgfeached,
(b) a specified tine limt has been reached, (c) a specified integrity

| evel has been reached, or (d) an event (such as an RF power failure) has
occurred which term nates a scan, Each of (a)-(d) is a node of execution

and one or nore nodewpteidn Tade | dgued timg (orforteasocitia espbrilimgntdiscussedt he first

occurrence of «@.lmge) FAGRa SR elipieSERATR & st 8r SRAAb He@hdink bBank B €r val .
I nventory | DA 6-byte,” binary hexadeci mal string, uni &ue %244 val ues. The

| nventory | D i2Hehtbr fapeia e felipgaaatathydiranteppes.o Th & Ugetediht egrity
Level A per Cemeﬁ]%ﬂﬁ&@ﬁ—@lﬁﬁ@ﬂioﬂoaﬁ&-r&ﬁ&}?ﬁcﬁ‘ﬂﬂﬁ&&“ﬁﬁbﬁ &ﬁ/élss b@ﬂéeﬁoﬂr?ﬁt of all

I nventory IDs present in a_mcro-war use ReadTj neThe u of time

el apsed fPom tFESSELG SRt glegeé‘éﬁﬁ"lf‘%“ﬁﬁgaslp&?f’?‘?aﬁ ﬁ‘ﬁ‘éﬁcﬂ‘al tﬁ%ge&& ™ tinme may
al so be a set sand Théwehdiilescah beused n8n celnpesite thdicatol disevebeientgngfaraemeks, of any
nunber of tags. ,ReadTenpThe tepperat.ure of-.any.one.t.a repori.ed by the
tag during a SEHFS 5?g%ﬁ§%m?%% %V?F%%%%@?%ﬁ%%%ﬁgﬁ?gégﬁgﬁ%ﬁ éﬁ§$fhat are
capabl e of r e ewr Forigstivhe iz ralenpegtbéningef the Bad bl sligagsiimd RF fayity eme Scan

Scanl nterval &%p&ﬁttal\ﬁﬁﬂcrgaggmllp}ﬁ%ﬂe%&aﬂuﬁ ?crﬂapo%iﬁg to quantify a temperature

10 change from the shift in a tag versus read time curve (such as the curve 725 shown in Fig.

21). As another instance, the shape of the curve of tag versus read time for the Jast few
tags that were read can be used as an indicator of an RF anomaly in the RF cavity that is
preventing the tags from getting enough power to réspond. In this case, the normally
linear curve becomes exponential for the last few tags. Operating parameters read from
15 other sensors in the RF cavity, such as the temperature sensor, can be used with the read

time curve to predict the condition that resulted in the change in the read time curve.

In one embodiment, the inventory conirol software includes three classes of runs: a
base line run, an inventory run; and a background run. Definitions for Methods

corresponding to these runs are set out in Table 2.

20 Table 2

Method Function

Baseline Run A run in cloaked or uncloaked mode to
Output:IntegLvl, ReadTime, ReadTemp) | establish the starting inventory list.

Input: (NumScans, RunTime, IntegLvl,
Scanlnterval, ScanWaitTime, ScanTime,

ReadRate)

Inventory Run A run or runs in uncloaked {or cloaked)
Outpui:(PlusInventoryList, mode to determine a nhew inventory list.
MinusInventoryList, IntegLvl, Uses master inventory list established at
ReadTime, ReadTemp) baseline, and refurns the change in

inventory between the master inventory
Input: (NumScans, RunTime, Integlvl, list and the new inventory list as plus delta

-26-



NunScans Nunber of Scans to performin a Run ScanWaitTineTine to wait
bet ween Scans for de-cl oaki ng ReadRat eeRate of tags read per second during

one Scan -25 WD 03/073201 PCT/ US03/ 04653 As noted in Table 1
(or for the specific enbodi nent discussed,
el apsed tine fromthe start of a scan to the reading of any or
generated by the antennas. The read t
3201

cl oaked node.
read 5 tines) can be sent to the server cluster

tags in the fi
either tNe

in
be a set of

el
("ﬁ§7-cloaked or

t he
"ReadTi me") of a scan

The read ti

al |

read tinme
is the

of the
col |l ected

%gﬁfﬁﬁ@%%ecan al so

112 as part of

each transaction that results froma scan. The read tine can be used as a
conposite indicator of several operating paraneters, such as tenperature,
product tag pfdsifntgmaliSvatHatTRREe, Seaniline, |REventotyend mirandsitainventéts cavity, etc.
For instance,| Beadiagilual | engt hening of ithe read time(s) for all tags in a
RF cavity can__correspond to an increase in interior tenperature (It is
possi bl e to JiackgrowndRurenper at ure 10 dHegrgdnfopywiespéscapdincloghsder { ag ver sus
read tinme cur\ViRusEMsastadstcur ve 725 |dhdowred mods il 2 toqynationsevamof her

i nstance, the Mnghwenprylisengglvle of t ag GBFSSESh pEHECITErtNgE bdgR [ ast few
tags that wer®cpdage.Bsmils@Plsed as an i|fakYde BAUStOER RF anonaly {n the RF
cavity that i|d0PupLRyRTAEPyEuyas ddeglvh r dm get ti ng enough power to fespond.
In this case,| Scdnteiimept Waitling Sea0 T8 vie becomes exponential for {he | ast
few tags. Cpeﬁ?f &)paraneters read frgm 15 other sensors in the RF cavity,
such as the tlepperature—senser—ean—be-used—wth-—theread—t+re—c{irve to
predict the g f?@}l OHAt r%i%Jted in|the change in the read ting curve.
In one enbodi ¥R WAt IR &Y control—software—-netutes—three—t| asses of
runs: a base line run, an inventory run; and a background run. Definitions
for Methods corresponding to these runs are set out in Table 2. 20 Table 2

Met hodFunct i orf18ses@f Raes RunA run i n cl oaked or
Qut put : I nt egLvl
I nput : (NgnScan

10

15

20

25

Baseling Rugre

ReadTe
A rumiEpaked mpdstie

A

S

It IntegrityLevel is not specified, the actual read integrity lev

uncl oaked node to

establish the starting inventory |ist.

h th [2f Lty list. n\Wi t Ti nTi
Stameirer o e g?etuvr\ﬁédz tthrIEihesca | e,

pumber of times the majority scan list occurs. Creates the first master inventory list,
consisting of the superset of all inventory IDs read throughout the baseline scans. The

read integrity is returned even when an
Inventory Run

input integrity level has been set.

A run or runs in uncloaked (or cloaked) mode to determine changes to the inventory
list. Uses the superset of all inventory run scans as the new list of inventory. Uses
master inventory list (from bascline and/or background) or most recent temporary
master inventory list, whichever is more recent, and returns change in inventory
between master inventory list and new inventory list, as plus delta inventory and minus
deita inventory. Creates new temporary master inventory list.

Background Run

A continuous series of scans in cloaked mode until a termination event occurs. Uses a
superset of all scans as the inventory list. Creates new master inventory list.

Reveal Inventory

No scans. Retwms most recent master inventory list.

One useful feature of the embodiments described herein is that the manner in

which the controller 256 controls the antenna array 261 may be adjusted. The adjustment

may be accomplished by modifying certain software parameters, including those noted in

Tables 1 and 2 (such as integrity level, read time, Tun time, wait time, scan interval, etc.) as

circumstances change (for example, changes in ternperature, tag type, RF cavity, etc.). As

explained in additional detail below, these changes can be performed remotely by sending

the changed parameters to the controller 25

6 from the server cluster 112.
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ReadRate) Inventory RunA run or runs in uncl oaked (or cloaked)

Qut put: (Pl usl nventoryList, node to determine a new inventory |ist.

M nusl nventoryList, Int(,-gLvl, Uses master inventory list established at
ReadTi ne, ReadTenp) baseline, and returns the change in inventory between
the master inventory Input: (NunScans, RunTinme, IntegLvl, list and the new
I nventory |i Jus delta -26 WO 031073201 PCT/ USO3/ canl nt erval ,
ScanWai t Ti m%%%a% I'me, inventory and mnus delta i nven?é??gmﬁgadRat e)
Background RunA continuous series of scans in cloaked or

Qut put : (Pl usl nvent oryLi st, uncl oaked node until a term nation event

M nusl nventorylLi st, InteglLvl, occurs, such as a user presenting a badge
ReadTi ne, ReadTenphnererkiey ofibe sregtiospedormedby thapuentory Mufréicafeare RaeiTi e,

| ntegLyl, - Scanki ¢t/ AckRIYA o thiltRoier388 8 Helfvi o EARRL e oBRYER

| nvent ory Qut put : Master ntoé List O asses Bas@él 1 ne
cl oaked mode tiernig thebey stitch AL 16 em i nogitioHpeltheyy)- Af sep, 758, thecontsilsyr i tyLevel

i's not specififehs aleeerae@tﬂuﬁér 1i2Rded 7k 8G¥ Vdrdod &uﬁlcoﬁ@115ﬁbwﬁ@f;,avamﬁa& is, the
nunber of t| mes t he jaority scan list occurs, Create @ the first nmaster

i nvent ory Sl i stlfan%wgﬁlw W@lﬁfa&%e Priesiop dydomplopted 319 logdsd i e pope 60%ad
t hr oughout t hemdassdl fefktis paRMGed, INBowd &adp vm ekt wnb&ssra@tsuﬁmduﬁmm when an

I nput integrl IeveI as .bee @i #ﬂ runs in
unel oaked Cor R D R s e S
N txansactmns, and reloads any master inventory information, if it exists, as shown at step
756. At step 758, the coniroller 256 checks its statns. At step 760, the controller 256

10 determines whether a lockdown condition exists. If a lockdown condition exists, the
controller sets a flag or similar device to indicate the presence of a lockdown condition (as
shown at step 762) and contirmes to check for the presence of a lockdown condition (as

shown by loop 764).

Omnce it is determined that a lockdown condition does not exist, the controller 256

15 performs a baseline run, queues (or places in a buffer) the inventory master value, and sets
the lockdown flag to “off,” as shown at step 766. The controller 256 the-n executes a
contro] idle loop (step 768) or, more broadly, a main processing loop. In the embodiment
illustrated, the control idle loop includes five basic operations: a check diagnostic
command operation (step 770), a poll user pass operation (step 772), a poll status

20 operation (step 774), an update saved status operation (step 776), and a check alarm
conditions operation (step 778). These steps are discussed in greater detail below. In
summary, during these operations, the controller 256 determines whether the user has an
authorized key and whether any alarm or other conditions are present. If any of the alarm
or status conditions meet the requirements of a lockdown situation (as determined at step

25 780), the lockdown flag is set to “on” (step 782), information obtained about the inventory
in and status of the MW 36 is sent to the server cluster 112 (step 734, background

communication) and the control idle loop is executed again (as shown by loop 786).

If a lockdown condition does not exist, the controller 256 determines whether a
user has accessed the MW (step 788) as determined, for example, by the controller 256
30 sensing an opening and ¢losing of the door 236. If a user has accessed the MW, an

inventory nun is requested and the information from the run is queued in a transaction
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|ist. Uses the superset of all inventory run scans as the new |ist of
inventory. Uses master inventory |list (from baseline and/or background) or
nost recent tenporary nmaster inventory list, whichever is nore recent, and
returns change in inventory between master inventory list and new
inventory list, as plus delta inventory and m nus 15 delta inventory.

Creat es nem/%ﬁﬂﬁ gfy master i nventory |ist. Backgroung,ﬁﬁﬂlﬁﬂgontlnuous
series of scans |n cloaked mode until a termnation event occurs. Uses a
superset of all scans as the inventory list. Creates new naster inventory
list. Reveal Inventory 20 No scans. Returns nobst recent nmaster inventory
list. One useful feature of the enbodi nents described herein is that the
manner in whitefey prehewninbisck 892. Abeinfsmation|zatherpdbirem the iyanteny repis el may be

adj usted. The séﬁhtyﬁlage%&&cm&am@@s%%qp&ép%wThe/cdmsimefrysmnﬁﬁesttal n software
paraneters, including those noted in Tables 1 and 2 (such as integrity

level , read ti%Fecutethisoftware miflasset ¢ i me, scan interval, etc.) as 25
ci rcumst ances change (for exanple, changes in tenperature, tag type, RF
cavity, etc.). As Fexpsabmgﬂzlpmaﬁdﬂﬁﬁbmﬂhﬁﬁmmmmmgmﬁmwweqhmﬁ@mﬁhanges can

be perforned r t el nd| iped paranmeters to the controller
256 from the <OHUE d%?“sgefiea _’ti‘g‘gresé“?ﬁ\?\%‘hgog/ 073201 PCT/ US03/ 04653 An

overvi ew of the operations_perfornmed by the inventory control software is

set out in Fig. 1A4sshewndnRis Tprphenthecoptillengh prsputethe qoatrplidlpoon,iity g hard

reset by, for c@i@ﬁﬂﬁés&vheth&@&iyaggdoaﬁ ds@dhasd¥inbedlo Belfodeted@iRtep9B)POSi ti ON (Nnot
shown). At step 752, the contro

er hecks the server cl.uste 12 to see
if a new ver siGRIBRISERITRIGHSTEG) tlﬁe“r"“@?f&f %tpéoctesﬁes f ponpRagds &tep ?giémﬁew
versi on i s avahdnabit®s totthedonivat idié op (sep d&8M| oaded and | oaded into the menory
602 and a soft reset is perforned, as shown at step 754. Once any

necessar y;Sof t war eAy%@F gh%vﬂiegﬁ@&sstﬂﬁraLPﬁxgﬁgsnctcbﬁmﬁ%ttﬁé)éohﬂﬂelz’g@ | oads

required paraneters ds saved transactions rel oads any master
i nventory inf @Pﬁ&’éIhéﬁahdiffOfiﬁlylé%i‘%ﬂ’%sswééen?ﬁ@%usé’f I§thgpey iymgalidat st ep 758,

the control | erg ﬁ,ﬁﬁ—m@e}]@&ﬂg&khiﬁoﬁ&sﬁbysforeﬁhmﬁéQi@htﬁl@%er&d’lﬁilﬁm (6t 7985, 256 10

det erm nes whet a,_l ockdown condition eX|s;$ éL ckdown condi tion
exists, the é@ﬁfﬁﬂoﬂwhegéﬁt@n%’mm%n Racigny 3 ey el SRR o ¢ he
presence of a dhakktbows egistrdk bf DBckdasn condition (step 798). If a lockdown condition
15 exists, the controller denies access to the MW and returns to the control idle loop. Ifa
lockdown condition does not exist, access is permitted and appropriate feedback provided

by, for example, lighting the green LED 626 (step 799).

Fig. 17 illustrates the operations petformed during a poll status operation (step
774). The controller 256 retrieves information from the various sensors (temperature,
20 power, etc.) and returns to the control idle loop (step 768). As shown in Fig. 18, updating
saved status information involves assigning the information retrieved during polling (step
774) to variables or registers holding prior status information.

As shown in Fig. 19, checking alarm conditions (step 778) involves comparing or
otherwise evaluating the status information and other information, for example, shelf life,
25 to predetermined thresholds (step 800). In the event any information exceeds or fails to
meet the predetermined thresholds, as the case may be, an alarm transaction is queued
(step 802). Then conirol is returned to the control idle loop (step 768).

Fig. 20 illustrates the functions performed by controller 256 when it executes RF
inventory operations. As shown at steps 804-806, the controller 256 first determines
-29.



shown at step 762) and continues to check for the presence of a | ockdown
condition (as shown by loop 764). Once it is determ ned that a | ockdown
condition does not exist, the controller 256 15 perfornms a baseline run,
gueues (or places in a buffer) the inventory nmaster value,' and sets the

| ockdown flag to "off,"” as shown at step 766. The controller 256 then
executes a | idle |loop (step 768) or, nore broad i.n

processi ng Ig@ﬁ%k%ﬁnthe enbodi ment illustrated, the cok V%@“&@#e | oop

i ncludes five basic operations: a check diagnostic command operation (step
770), a poll user pass operation (step 772), a poll status 20 operation
(step 774), an update saved status operation (step 776), and a check al arm
condi ti ons opevatherthe eatndys op@aijon tbapsronycd o bagelingiius e AsER &R TP A er
detail bel ow. Dy, RLERRGM FHpRgr fh &3 peiRGHed s S HoRfinS QRkbIGkIE Bbp 256

det erm nes whether the user has_an _authorized key and whether any al arm or

ot her conditi datheRFdnvsptawydppdule) Pepepdingm the;fapept g Frqugiieds P5 ARREORIBHK I t i ons

neet the requigemRRisSrabadad, hOGkeoWiiep: $078 0.00nd A% pdRinekRiaachdad, ast ep 25
780), the | ockdown fla

s set to "on" (st , _t.nformtion.gbtai ned
about t he?i nvERpBpIpLe SI"%‘ %ﬂ‘?ﬁ%ﬁ‘eﬁ Fshogyn 4t gfgp %@\7 %‘%rgsubﬁ?ﬁotﬁet S8m’taﬁ‘£blé’§f: ver
cluster 112 ( sh&p pféernbreakgemitidvel, aanim st batd arnhe aadls isHfemedmtshoim atdl e | oop

i s executed again,.(.as 0 b 0 786),., |f | ockdown. it does not
xi ot the conbPbiape 32 o P bl ithinesreoom RS IR sdiffhathoe, IV
(step 788) as scab e perfieced dnoil the ingngpitydsvelly methve exponied. of $horn BpBRoBBIEs dnsi ng an
openi ng and cl s d an
85088l A0 19Rp s o Ly P EL (18319 pESENLR AV

inventory run i : I'nformatlon he Tun I's queued in a
transact ilén - Zevenoyoed SPRYbuRCTrOSTSD4eSs Sintiefokwarple hews Amipveriabl ock 792.

The informati Qﬁhsﬂﬂ%%ﬁﬂmﬁéd?msh% dt &%ﬁmpf}}fnﬁo@'ﬂ thed rdeE to BEBbntbDialehe server
cluster 112 (as shown at step 784). The controller 256 continues to

execut e the soPPwRESBONARFEP $@set . Figs. 15 through 21 provide additional
information regarding the operations (or 5 routines) discussed above with
respect to Fig. 14TheAsmbbrofrcahsto be gred ibspy windswatiktée adintsetb Emnred56 execut es

the control idle lo L s ] Aol Wl nds need
to be processég%t??%%ﬂ?g§¥¢g%%Eﬁg%ﬁﬁgﬁgggﬁggi%nbr%%ggggﬁéﬂ%ﬁgﬁbon roller
256 procéd$§ses It bupsmbodimetied e (nyersion, 2@iyalifnef scans is performed such that the

specified integrity level is achieved based on experimental data. A superset or union of all

the scan sets is then formed. For example, in order o achieve an integrity level of 50%,
the number of identical scans must be the majority set. In one embodiment, experiments
have shown that the number of scans, in non-cloaked mode, should be about ten and in

20 cloaked mode, about three. Additionally, an order (a product removal or purchase
transaction), based on inventory recorded before door opening and after door closure, can

be aged or buffered, that is, held for processing, either in the controller or at the server, for

some time until further transactions are recorded. If the additional scans from these further
transactions reveal a product recorded as taken in the previous transaction, the erroneous

25 transaction can be corrected before billing a customer. While it is possible for the system
to miss a tagged item during a scan, testing of embodiments of the invention has not

‘resulted in a sitnation where a scan indicated the presence of items not physically present

in the relevant MW. In any case, anomalies in recorded inventory that are picked up in
later scans can be used to correct the billing information. In actual use, it is believed, and

30 limited tests have shown, that this type of correction will be seldomly required. Further,

the baseline run and the background run are not necessary in all applications, and can be

-30-



then returns to the control idle |oop (step 768). 10 As shown in Fig. 16,
after processing any diagnostic conmands, the controller 256 checks the
validity of any key or pass presented by a user. If the key is invalid,
appropriate feedback is provided by, for exanple, lighting the red LED 628
(step 796). The controller then returns to the control idle loop. If the
key is valid ntroller checks for the existence down
condi tion (s?%%ﬁggﬁﬁ. If a | ockdown condition 15 exists?&?ﬁ%&%%%troller
deni es access to the MWand returns to the control idle loop. If a
| ockdown condition does not exist, access is permtted and appropriate
f eedback provided by, for exanple, lighting the green LED 626 (step 799).
Fig. 17 il ustselagieigo btresed permappsipdar DEV fabthprate e fpang fctareplnld ingtellstions obper at i on
(step 774). Th&icom+ypller 256 retrieves information fromthe various
sensors (tenperature, 20 power, etc.) and returns to the control idle |oop
(step 768). As shown in Fig. 18, updating saved status information
i nvol ves assi gni ng i . O L iseved. i i ShfRea 774) tO
vari abl es or regis?%ggﬁﬁ@%g%i%?%ﬁ%&gg%é?éﬁﬁgﬁwﬁ?%?ﬁggggh#bﬁgmghommg?n Fi g.
19, checki ng akar i fountigi of thismpesaterg inforayptiqnphiingd Bor Giepaes L can e usgd ioer wi se
eval uating theustaldisad Al MalBhi Qﬁesgﬂgin% Reatpik NEOS IR AR an Vi 2 teepembe, shel f
life, 25 to predeterm ned thresholds (step 800). In the event, agé

s, as the

i nformati on exeekHme ghangesipeto fegperpues o pider th PRSS AR ERP dRfeg iy $ERY

case may be, g l1Péhd ihARS@&Ghdntdhel i tEHBYRLharagGbleRIBA}ad tikltancleaed r ol i s
returned to the control idle loop (step 768). Fig. 20 illustrates the
functions perﬁﬂﬂﬁed by controller 256 when it executes RF inventory
operations. As shown at steps 804-806, the controller 256 first determ nes
-29 WD 03/073201 PCT/ US03/ 04653 whet her the scanni ng gperation_to be
performed is a basengeds sopirilsy 256 bagseangef thetpaged grogugtiip e MY 38 °h%e%gr ound

run. The 1ype 206, amkisabOcdARiniRih BiiiEeh deSarBRSHE shail 108 ttBe 6B didter iTH € | 00p

to the RF inventory nopdule. endj ng on. the._t of run requeste t he
appropriate pHr° n%ég'?fr’@“ 6&’6%"81,” %gb%ﬁ?wrfh%ﬁgieé‘begsagﬁ%%%%%ogg t he

par amet er s ar eati@adetconafnaipistaprsiatThe sadrnlldr 25¢xhedkoraneeh 854swistiern at step
812. If the results of the scan are higher, tha re 1.0 integrity
Covel | a uni ofsbErSpRion e ¢y PR e bR R B AL 00 | 01
and 816. |f t hieadgbethtsrteb fotransastien dr kemprecitercranietdden started fictcqntiodere| |

addi tiongls

256 checks to see whether there is any information to send to the cluster 112, at step 852.
If there is information to send, the controller 256 creates a commection to the server cluster

112, as shown at step 854.

If no transactions are being processed or queued, the controller 256 determines
whether it shonld synchronize the real-time clock 402 with a standard time reference (step
20 855). For example, if a certain amount of time has passed since the last synchronization
has occurred, the real time clock 402 is synchronized again to compensate for any
variations that might have occurred since the last synchronization. If no synchronization is
needed, the background communication module is exited and control is returned to the
control idle loop. If synchronization is required, the clock is updated (as shown at steps
25 856 and 857).

If a transaction has been started or a transaction is queuned, the controller 256
processes the next transaction or message to be communicated to the cluster 112 (as shown

at step 860). Processing of the next transaction includes sending inventory, status, alarm,
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scans are performed until the integrity level is nmet or exceeded, as shown
by loop 818. If the type of run or scan perfornmed was an inventory run
(step 819), changes between the 10 inventory run and previously stored
information (in the exanple shown, the inventory naster) are determ ned,
as shown at step 820. Control is then returned to the control idle 1oop,
as shown at si{£RB24 The nunber of scans to be used inpgﬂ 0/&Qsis vari abl e

and is set to ensure a predetermined integrity, which, I'n & Tdeal case,

is 100% integrity of recorded inventory. 15 In one enbodi nent of the
invention, a plurality of scans is perforned such that the specified

integrity level is achieved based on experinental data. A superset or union
of all the sda#thsataadpessireydnpforrationd the pever slustrrdile, Ongs thssefeinsacliongbfiiteve an

[ n{ eglr ity | eV%eﬁ_froo%&'t%, thetchﬂrdllbl'rﬁﬂsbro@{?seis ﬂ@ﬂiﬂaﬁﬁbﬁ%@ ﬁiﬂt&aﬂh Eﬂ&higxg% tﬁchfe maj ority
set. |In one enbodi pent, expe nts _.have sho at the nunber  of scans,
in non-cl oake&erﬁffd’g‘?te’é”&ﬁ?tg“ E{ﬁl@%ﬁ’faﬁf’%ﬂ%ﬁd‘p&ne%S&f‘i’yo‘aﬁ%a%dlg‘,iateﬁbout
three. Additi gaamkis, B&Rtplbdebwl if@hadncdoiveapdlesGtatp waassasad phssiegsact i on) ,

based on inveq%%; a%ﬁﬁﬁé?ed bqf %Etgoor opening and after door closure, can

be aged of buf ST CE or processing, either in the controller

or at the server, for sone tine until further transactions are recorded.

| f the additional Be&nrdafd2driflushigeercratipysiverformed bynbaeqnreies 256penfbea product

recorded as t gk@&mehdd of RS sRitEVAnd fertupPRSAL tAHBted b A tFARRAWS hd Reyt I ANSACt i ON
can be corrected before billing a custoner, Wile it is possible for the

system to nmi S¥ieh 13 FgRdm A RsHigR fofyisgma pasHion FsesihifFoBrole B 58PTHORt s of t he
i nventi on has r@etitself @ tHotvach dtéps 875dntl 92 i Olp. IH) eI tAnsafon i gatpesdtidnhe
presence .of itens not physically present.. in.the relevant MNV I n any case,
el o451 ' SEBE gt e tear tRlress e L R SPapisf el Yo be
used to cor r edifodniatiorbin e tragsabtivh@neve {d4s cimwnlahstege 8dRdnd 388, it is believed, and
30 limted tests have shown, that this type of correction will be seldonmy

required. Further, yvali@cRAs SlubdBe EtBolRPEh6!h ferfo KEHRUREbEEMN Fa tfe NOT
necessary in all applications, and can be -30 WO 03/073201 PCT/ US03/ 04653

sel ected to bé&mpebgensdessppd fhs eopditionpt 2 ppw L dailurreatsehapaier i fatsadionoe, fiel d
installation, p@fuenSEEMPLR0 R B0 ki, 211 erte 26 tifgutFBYuthR irSSibiRRed aWi t h t he

obil ity g " ohotd Lol L etne BLULS, SUrng, e SSRL A SHI o0 O e
and 896). Operational status (or health or heartbeat) checks are carried out at predefined
times. If the time for a status check has occurred, a status check is performed and the
information obtained during the check is quened for transmission to the server clﬁster 112
{(steps 900 and 902). If the door switch or sensor is toggled, the time of day and

20 temperature of the MW 36 are recorded (steps 904 and 906). If the current sensor senses a
toggling of the AC current, the toggle is recorded (steps 908 and 910). Finally, if the
controller must provide user feedback (such as providing and indication of the validity of a
passkey), the user feedback is provided and appropriate feedback flags are toggled (steps
912 and 914).

25 As can be seen from the above, the present invention provides an RF inventory and
distribution system with features to diminish the effects of energy sharing, nuils,

shadowing, and other effects that degrade integrity in recording inventory changes.

Various features and advantages of the invention are set forth in the following

claims.
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5 adjust the scan and scan wait tines (defined in Table 1 as Scan and
ScanWait) to adjust for <cloak time changes due to tenperature in order to
ensure inventory integrity during any run. Al of the instances nentioned
in the above paragraph refer to read tine in cloaked node. Once the
controller 256 has scanned the tagged products in the MV36 or freezer 10
230, a nessa ining information regardi ng the scan.i to the
server clustgﬁ)@%géaAs shown in Fig. 22, in the particupg#ﬁgﬁﬁg%ﬁnent

shown, the nmessage takes the formof a background comunication (step
784). The controller 256 checks, at step 850, whether a communication
session or transaction between the controller 256 and the cluster 112 has
al ready been s¥1AIMSJ. |f a transaction or conmunication has not been
started, the controller 15 256 checks to see whether there is any

i nformation towsemndtldmedige cluster 112, at step 852. |If there is
information to send, the controller 256 creates a connection to the server
cluster 112, as s qﬂ?? t ¢S : RS 4 g i processed
or queued, théﬁcon?fo fgffgggaggggyﬁ$%ggﬁpﬁﬁether %ﬁmé%gﬁﬁﬁgfyﬁghronize t he
real -time cl ocRet@Zomprisingg standard tine reference (step 20 855). For
exanple, if a certain anount of tine has passed since the | ast
synchroni zati on hasvidkguichedthe plaglity@dbrothicBrithl aoadio #8Reicy ideptifichionni zed
again to conp%nsate for any variations that m ght have occurred since the
| ast synchroni®#tion. If no synchronization is needed, the background
comuni cation nodule is exited and control is returned to the control idle
| oop. |f synchroni pesitiosisg pidleasteong priemma withip thejngerr-wazehense dicaglepshenesshown at
steps 25 856 apen@pirablkfo ehif d WARMGhOHWRRRENAE BN 16 haklafln QleciRniaf@Asact i on
is queued, the_controller 256 processes the next transaction or nessage to

be conmmuni cat ¥4 BihihEe PYPEFIOMS (a5 shown at step 860). Processing of
t he next transaction includes sending inventory, status, alarm -31 WO

03/ 07320110PCT/ USO3p@itidbRg e ahidligadt prodwds witisthemigaverhmatd, on to t he server
cluster 112. Once these transacti ons have been processed, the controller

256 processes i Npuledhdi@paGh sHaRS: YeBbech 1aASITS 8f REpHuQLY BLprodREVeEr Cl uster
112 (step 862). Information such as updated passkey infornmation, updated

paraneters, reset sy, Loclkdonn hALLIRhL Ofhin LN NEHRGRT €5, status
requests, and passkey

2. A method as claimed in claim 1, wherein each of the plurality of products is spaced

a distance from each other of a fraction of the wavelength of the signal.

15 3. A method as claimed in claim 1, further comprising positioning each of the
plurality of products such that the tag on each product is generally orthogonal to 4

transmission line of sight of the at least one antenna.

4, A method as claimed in claim 1, wherein altering the electromagnetic field within

the micro-warehouse includes placing a reflector within the micro-warehouse,

20 5. A method as claimed in claim 1, wherein altering the electromagnetic field within

the micro-warehouse includes moving the at least one antenna.

6. A method as claimed in claim 1, wherein providing each product with a radio
frequency identification tag includes positioning the tag on the product such that the tag is

not substantially bent when placed in a receptacle.
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5 lists are sent to the server cluster 112. Figs- 23 and 24 illustrate
operations perforned by the controller 256 upon the occurrence of key
switch and interrupt events. As noted above, a transition of the key

switch 615 froman armposition to a disarm position causes the controller
to reboot or reset itself (as shown in steps 875 and 877 in Fig. 23). If a
transition f gy @r m position 10 to the disarnlpositkg &%&H%?’ t he
controller 256 1nitrates a shutdown sequence and saves Information in the
transacti on queue (as shown at steps 879 and 881). Various events cause the
controller 256 to performcertain functions. For the enbodi nent descri bed,
the condition of a power fajilure causes a power fail transaction to be
queued (steps B90 drigethulns plaimped i cloiml, whepgin prawding ench pggdict with siadigut

i nformati on onfrudday §RktifhtidAlindhaleSRsitibiRs GONRE bAIhk fodh® sih aend Aisi Nput
information in an I/g%ﬁuff r ﬁs%g&i 8@4 and §96). Oper ational status (or
heal th or heart%h&RFsntafydpdove ¥ PP Y A0EEPATS pr edefi ned times. If the
time for a status check has occurred, a status check is performed and the

i nf ormati on ob%ai nédnefuadian glaied ingirdm R, fghey oeueiding omigringsadisagtohavee t he
server cluster ldme(steps 900 and 902). If the door switch or sensor is
toggled, the tinme of day and 20 tenperature of the MV 36 are recorded

(steps 904 and, 906). |f the current sensor senses a  toggli.ng of the AC
current, the tbggl & spidhocad St IR R R 8 etan.tmﬁgepgﬂﬁ Fighhl pittgd
control | er nuskonpthewi leRt ais atiterine edh #akihé Spthis afitpd QY b hetifedantbubidtimat i on of
the validity of a passkey), the user feedback is provided and appropriate
f eedback fl agsjpar e stRgglie8 kst RStz 3 2 ding 4) . fromthe
above, the presentAinventggn provﬁﬁgs’an Fﬁgéhv%%%%?éﬁg @Qm%%%?§? ution
system wi t h f efEgthe at least o ateing prch Hiet tae pescal Shegturdiestigmodadivgre svgmeuip| s,
shadow ngo and, wakdngs gf fects that degrade integrity in recording inventory
changes. Various features and advantages of the invention are set forth in
the following glains, -32 WD 03/0732 PCT/ US03/.04653 MS W is
N RN T R el s R et G A

m cr o- war ehousiem thk et leasiginh adenne soh ihef theytags of the plurality of products are scanmed via

an inventory mm.

12, A method as claimed in claim 11, further comprising controlling the signal emiited
15 from the at least one antenna such that the tags of the plurality of products are scanned via

a background run.

13. A method as claimed in ¢laim 11, further comprising generating a message

indicative of changes to the number of plurality of products within the micro-warehouse.

14. A method as claimed in claim 13, further comprising placing the message in a
20 buffer.

15. A method as claimed in claim 10, further comprising determining an integrity
value and comparing that value to a predetermined integrity value and initiating another

baseline run if the determined integrity value is less than the predetermined integrity value,
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5 providing each of the plurality of products with a radio frequency
identification tag; positioning at | east one antenna within the

m cr o- war ehouse, the at | east one antenna operable to emt a signal having
a wavel ength and to generate an el ectromagnetic field within the

m cr o- war ehouse; 10 positioning the plurality of products within the

m cr o- war eho . duci ng energy sharing between at le f the
plurality ofwﬁﬁgﬁﬁéﬁs; altering the el ectromagnetic figéguﬁﬁﬁﬁgh t he

m cr o- war ehouse. 2. A nmethod as clainmed in claim11, wherein each of the
plurality of products is spaced a distance fromeach other of a fraction
of the mavelquth of the signal. 15 3. A nethod as clainmed in claiml,

further conpri%i ngAgEePrTEHPTeg 8 dtern dfystepdor ditdhugng ¢ Blughty pfmsedyets<caduch t hat

the tag on eaghodbtdEVias a hadioGRARKA thy R KIiBEGQRAbsE Quiprisihg:ansm ssion |ine of
sight of the at |east one antenna. 4. A method as clained in claiml,
wherein altering the %I.ect romagnetic field wthin the m cro-warehouse

i ncl udes pl aci ng a“reriector within the nicro-warehouse. 20 5. A method as

clainmed in claim1, wherein altering the electromagnetic field within the
m cr o- war ehouse i n&} ¥ERESCRFBENG t he at | east one antenna. 6. A nethod as
claimed in claiml, wherein providing each product with a radio frequency
identificdtion tagasenskoedigupd®istisowhatiger bdaess taifie mrribhe tpmiduetarchoish t hat

the tag is nqt_.substanti.all ent when.placed in a receptacle. -33 WO
03/ 073201 PCT, 6‘%8’8%“?’?"%@5@%“8%?"8%“% aimed in claim1, wherein

provi di ng each product with a radio trequenpy identification tag includes
posi tioni ng the tatf G nnEtgppppItiond yafinhpmickonwaehgpse; s not substantially
shadowed when placed in a receptacle. S. A nethod as clainmed in claim1,
further conpri si nga cmiblieyusuplad todhcdensongndtile: dnkwst ode anbemed, thakontrblee. 9. A

nmethod as clained.in . claim8, furt COMrd sl optralling the signa

er tred 1 romPRES P Fid B il bl len S AR EAMLAERDE  00CT,
a specifiled anostt fredefling freq@reyandgerdemtts as clediainagndti¢ fieldwitiimihe midreir t her
conprising conitallding the signal emtted fromthe at |east one antenna
such that the tags of the plurality of products are scanned via

at least two separators positioned within the micro-warehouse and configured to
maintain the radio frequency tags on at least some of the plurality of products spaced a

distance from each other such that energy sharing is reduced; and
15 an electromagnetic field altering device.

17. A micro-warchouse as claimed in claim 16, wherein each of the products is
positioned such that the tag on each product is positioned substantially orthogonal to the

transmission line of sight of the at least one antenna.

18. A micro-warehouse as claimed in claim 16, wherein the electromagnetic field

20 altering device includes a reflector positioned within the micro-warehouse.

19. A micro-warehouse as claimed in claim 16, wherein the electromagnetic field

altén'ng device includes an actuator coupled to the at least one antenna.

20. A micro-warehouse as claimed in claim 16, wherein each tag is positioned on each

product such that the tag is not substantially beut when placed in a receptacle.
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10 a baseline run. 11. A nethod as clainmed in claim 10, further conprising
controlling the signal emtted fromthe at |east one antenna such that the
tags of the plurality of products are scanned via an inventory run. 12. A
method as clained in claim 11, further conprising controlling the signal
emtted 15 fromthe at |east one antenna such that the tags of the
plurality Ofuﬂhﬂg%ﬁ&s are scanned via a background runpc%ﬁanﬁkgpthod as
claimed in claim 11, further conprising generating a nessage | ndicative of
changes to the nunber of plurality of products within the m cro-warehouse.
14. A nethod as clainmed in claim 13, further conprising placing the nessage
in a 20buffer. 15. A nethod as clained in_claim10, farther conprising

det ermi ni ng an?} nt égrictoywarghionss anflaimed skaim A% et cpd taghag 8 Pedsierainet er ni ned
integrity val ugeaighel Ni ti ati ng another baseline run if the determ ned
integrity value is less than the predetermned integrity value. -34 WO

0 .3/ 07 3 20 1. PCT/ HS 0 3/A01f4u%%§wa]ﬁ%ousé amﬂcr Qd Yl@:‘iae h %‘I,Sw%e gl%rﬂileu S af err}u&d%% dtﬁengtf or
distributing a pluralrty of products, eac produc Ving a radro
frequency t ag, letsshenemiemp-isvanithidorsepedfrd rinsinigftime i nt eri or; an access
opening; 5 a sensor configured to sense whether access to the interior of

the m cro-swar efmus & mibRSwhaRReal $18hRd BN 16 Wbl RHEARSIs ORRIMIIIY; at
| east one antenna positioned within the m cro-warehouse; a controller

coupl ed to t he®PBEH 2t leponappionga tp geperate dhaseliia™®hna, the control | er
operable to activate the at | east one antenna such that the at |east one
antenna emts 2. 10 Ashignayardiouss apelavhed inpkin £3, edpersingle cantebligein epesdbizso an

el ectronagneti‘ﬁm{r&%{eqtt%&merh{emt '&@gfer%@é,%?}?%,. at | east two separators

positioned within the m cro-wareholse a gured to maintain the radio
frequency tags_.on at |east sone Qqf, t%e lurality of products spaced a
di stance’ f r om ®ach JUErVEerse A @rcglyn é‘ﬁ&’ﬂ‘lﬁ‘}é‘g‘j‘t'?"s‘”? Y S f? ©
10 control the at least one antenna to generate a background run.
26. A micro-warehouse as claimed in claim 24, wherein the controller is operable to

generate a message indicative of changes to the number of plurality of products within the

micro-warehouse,

27. A micro-warehouse as claimed in claim 26, further comprising a buffer configured

15 to store the message.

28. A micro-warehouse as claimed in claim 23, wherein the controller is operable to
determine an integrity value and compare that value to a predetermined integrity value and
conduct another baseline run if the determined integrity value is less than the

predetermined integrity value.
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15 an el ectromagnetic field altering device. 17. A m cro-warehouse as
claimed in claim 16, wherein each of the products is positioned such that
the tag on each product is positioned substantially orthogonal to the
transm ssion line of sight of the at | east one antenna. 18. A

m cr o- war ehouse as clained in claim 16, wherein the el ectromagnetic field
20 altering gv%voi:,}(:}e ilncl udes a reflector positioned wt hi€ theo46

mi cro- war eholse T8 A micro-war ehouse as clained in cl& Tf[r!i'sfg, ¥herein the
el ectromagnetic field altering device includes an actuator coupled to the
at | east one antenna. 20. A mcro-warehouse as clainmed in claim216, wherein
each tag is pagitiqgned on each raduct such.that. the t LS not

Subst anti al |y Bent ARG BFL0Ea i f SEIEB G i YR pbrabe: cach

PCT/ US03/ 0465 3r&iuct having £radioianehouse thesniab-alarehdhsé conprighgn 16, wherei n each
tag has a predetermned cloak tinme. 22. A micro-warehouse as clained in
claim 16, wherein fhgsignal emtted fromthe at [|east one antenna is
emtted for a specified anount of tine. 5 23. A m cro-warehouse as clai ned
in claim116, wherein the controller |s operable to_ control the at |east
one antenna to gen%?eg’?"éC%F%ﬁ%‘if"isﬁgew}}ﬁl?er dogtiggremed opelosetiouse as clainmed in
claim 23, wherein the controller is operable to control the at | east one
antenna t @ gener at &1 awfenpaaray pesitipned withuptse dosr arddedngwapletality sbangsmnas) ai ned i n
clai m 24, whergighnfhe: R0t & QhdsBlssibiRReLaR € to 10 control the at |east
one antenna to generate a background runt.’ 26. A micro-warehouse as cl ai ned
in claim24, wherein %r confrolﬁ%er IS qperable to enerate a nessage

i ndi cati ve of chanb&ETPET EHBeH NFBRTECGE 295 Rfr A terRarTay. BrcgutpleroriEblnion ¢ he

m cr 0- war ehousetiva@2 fhe ahtenaCitay weh ehnudeamaancdndis B8igndl B apralefined Grequiehdyt her
conprising a er filaure 1 Q.stare the ssage. 28. A

m cr o- war ehougiggi %egergﬁg%n%%g?%g%fngﬁ%}dﬁ,Em\cl{vh%?né’foﬁw W ¥bntroller is oper abl e
to determne an integrity value and conpare that value to a predeterm ned
i ntegrityfval ue anthe SEBAGECEPESPAdtonghidin fhe miqerwarhqueg eagh resenidcive d

integrity val wevihBatl@sIws Q8L athidShe at least two separators spaced a distance from each other

such that energy sharing is reduced; and

an electromagnetic field altering device.

30. A micro-warehouse as claimed in claim 29, wherein each of the products is
15 positioned such that the tag on each product is positioned substantially orthogonal to the

transmission line of sight of at least one antenna in the antenna array.

31. A micro-warehouse as claimed in claim 29, wherein the electromagnetic field

altering device includes a reflector.

32. A micro-warchouse as claimed in claim 29, wherein the electromagnetic field
20 altering device includes an actuator coupled to one or more of the antennas in the antenna

arcay.

33. A micro-warehouse as claimed in claim 29, wherein each tag is positioned on each

product such that the tag is not substantially shadowed when placed in a receptacle.

34, Amicro-warehouse as claimed in claim 29, wherein the controller is operable to

25 control the antenna array to generate a baseline run.,
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predeterm ned integrity value. WO 03/073201 PCT/ US03/ 04653 29. A

m cr o- war ehouse for use in a systemfor distributing a plurality of
products, each product having a radio frequency tag, the m cro-warehouse
conprising: a door; a sensor configured to sense whether the door is opened
or closed; 5 an antenna array positioned within the door and having a
plurality of s, each antenna having a transm ssi i of sight; a
~control ler coupsggﬁgo t he sensor and the antenna array,b€ﬂg§%@ﬁ%ﬁoller
operable to activate the antenna array such that each antenna enmts a
signal at a predefined frequency and generates an el ectromagnetic field

wi thin the m cro-warehouse; 10 one or nore receptacles positioned within

t he mi cro- war 8fousé Mi@adqreagEpasckined in Haiy Hgwharelp digsen issopprablatoor s, the
at least two SeRA AL AHishnt RAGAE cdelicsh 3R6Rol L@M each other such that energy
sharing is reduced; and an el ectromagnetic field altering device. 30. A

m cr o- war ehou as,clained,in clai.m.29,,. rejin.e f e cts is 15
posi ti oned su?ﬁ' t h‘gtm TR a{e]é%us%%s ceaglé?%i %Flgalucfwb%e%%gg?n%g%éerg& Ky 8%@? {e{fnti ally

or t hogonal t o cbdiml the paerBARSEito penkiafte badkgwugdmunof at | east one antenna in
the antenna array. 31. A mcro-warehouse as clained in claim?29, wherein

the el ect somagnet i & rfidr6lwirehétlsé &cidtBeddR VbG35, Whdrsifl s connoBérlipb@ble t032. A
m cr o- war ehouse as clained in.claim 29

erein the electromagnetjic field
20 altering d&FeEds t Ressugadicative Ef@%&%k%@% EWfPE"%H’&fB?d%srvgi&b‘?th? he
antennas in t hdcanaehfge. array. 33. A mcro-warehouse as clainmed in claim
29, wherein each tag is positioned on each product such that the tag is

not substantiakly ﬁgﬁ%?.‘ﬁ%%h%@%lc%ﬁ{dggcl. ith 3, &Jﬁ&&l?ﬁlg€$tﬁmﬂ§ﬁiolpéﬂblﬂ to

- m cro-war ehouse as arm 29, erein the controlfer Is operable
to 25 cont r oldeterminentietegyiy erueayd eompare it valus g2 pradetqrninad miggrity vae. Wo

03/ 073201 PCT/ US03/ 04653 35. A mcro-warehouse as clainmed in claim 34,
wher ei n tibe caat r ok kfdromGrch@es afelainddan claim 29, further comprising a first temperature

sensor coupled to the controller and positioned within the micro-warehouse.

40. A micro-warchouse as claimed in claim 39, further comprising a second
temperature sensor coupled to the controller and positioned external to the micro-

warehouse.

-38-



control the antenna array to generate an inventory run. 36. A

m cr o- war ehouse as clainmed in claim 34, wherein the controller is operable
to control the antenna array to generate a background run. 5 37. A

m cr o- war ehouse as clainmed in claim35, wherein the controller is operable
to generate a nessage indicative of changes to the nunber of plurality of
products wt Q@vd‘os}o?'ﬁ , mcro-warehouse. 38. A micro- Warehg&s/ﬁso%ﬁmgsl ainmed in
claim 34, whereln the controller is operable to determne an Integrity
val ue and conpare that value to a predetermned integrity value. 10 39. A
m cr o-war ehouse as clainmed in claim?29, further conprising a first
tenperature sensor coupled to the controller and positioned within the

m cro war ehousH: 46 methadiof distrifyefing | plusadityzod produgts o spceqsiiesriciet argaythe her
conprising a sggputompesimer ature sensor coupled to the controller and
positioned external to the m cro- warehouse. WO 03/073201 PCT/ US03/ 04653

41. A nethod of distributi lurality. of products. from an access
restricted area, t ﬁ’é’wdwgte?‘lcg‘g’mg%ﬁﬂ#’g irar%oyﬁeﬁ?%“\%’ @F‘#‘%"*‘eé"c‘ K8pr oduct with a
radio frequency identification tag; positioning at |east one antenna wthin

the access restri cpesifiogingat leastrme auicing Fhin drpacEssyprigindareaoht ¢ dasteac to emit a

signal at 3 easipficoRkRHAN ) BEEa EiLGOH ARG noNEBERETRbRcPindlBRSHe at RRQ
el ectromagnetic field wWithin the access restricted area; positioning the

plurality of prealsetosagpetinfisldpvithinthedecss rpidisdis®eed area, reading

identification information froma passkey; permtting ingress to the access
restricted area i f ptsi@ningddrtplualitediipodudtsiitrimét awess retidted 402;f r om t he passkey
is authenticated; detecting egress fromthe access restricted area,; '

performng a first Sgafidetifchfn isihidlReh Af8Reysi Ng the at |east one
antenna, the scan generating a first result; conparing the result to a

predetermined i nt egrity,diewel s, Ao de BELELLILRG. 2Ly TOLEaHBSEG Nt
scans i f the resul P06 1ot equalor axceed the p're‘:?e ermne |nftlegrity

| evel , eaith subseteprstkes canthgengedati ng a subsequent result; the perforning
of one or nore subsequent scans continued until one of the subsequent

results detecting egress from the access restricted area;

performing a first scan of the restricted arca using the at least one antenna, the scan

generating a first result;
comparing the result to a predetermined integrity level; and

15 performing one or more subsequent scans if the result does not equal or exceed the
predetermined integrity level, each subsequent scan generating a subsequent result; the
performing of one or more subsequent scans continued until one of the subsequent results

equals or exceeds the integrity level.
42. A method as claimed in claim 41, the method further compﬁsing:
20 determining a number of the plurality of products; and

determining a change in the mumber of plurality of products by subfracting a value
based on the first result or one of the subsequent results from the number of the plurality of

products.

43. A meihod as claimed in claim 41, the method further comprising cloaking one or
25 more of the plurality of tags during the first scan or one of the subsequent scans.
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equal s or exceeds the integrity level. 42. A nethod as clainmed in claim41l,
the nmethod further conprising: 20 determning a nunber of the plurality of
products; and determ ning a change in the nunber of plurality of products
by subtracting a value based on the first result or one of the subsequent
results fromthe nunber of the plurality of products. 43. A nethod as
clainmed in clag] the nmethod further conprising cloakj or 25 nore
of the pl uralk"?(i({/yﬂ'fl)g it ags during the first scan or one OF&f}ﬂseoggﬁ%ssequent
scans. -39 WD 03/073201 PCT/ US03/ 04653 44. A nethod as clainmed in claim4l,
the nethod further conprising transmtting information based on the first
result or one of the subsequent results to a server and storing the

i nformation i 4a béfrhesod ag Blaimad imesldiro 4 1.4k rodtlod derdrel somplighgyrapguitiinge et hod
further compri gl GRBRAI bi\ie filfTesuR of HeQF HBLIASH REAM d DochBRullubligY {0
information obtained froma scan perforned after the first result and one
of the subsequbhmfopaignimabuffsr. A method as claimed in claim4l, further
conprising determning a read tine for at |east one scan selected fromthe
group of the f4sr st Asgalivdandlaigrd i ctith 44 dheanithod G@ther ebipriing@irpadhgales cl ai ned
in claim46, further conprisi.ng. determ ning. an eratin 1 ter
based on the r%%W%OWPIQEgtﬁ%“%SEtH o%nggoc Ogltalr?lee%gg%l ? e %&fo&f?d %%{ er

conpri si ng gatfivetrrésaly andnfne pfth¢ subseqhanbmesdis. sensor associ ated with the
restricted access area. 49. A nethod as clained in claim4l, further

conpri sing gengf at i\gadd ¥ SigiaRe nRasRd), f&&eﬁ&oﬂpﬁﬁﬁéd%ﬁh&%@@ea&%@%&@d from
the group of a the first scan and each supbsequen scag 5 50. A nethod as

claimed in cl dpaF % scap sPledToayADEP Y 9 (redir SR 87 SAPHPRIYPEAEA i nt ai ned i n
a device within the restricted access area to a standard tine reference.

51. A nmethod a&. cl &imasibdian claitnad im ckidm 46, fwtteeronpdsipg desimgingen Prratingg an
operational s vi ce associated wth the restricted access
ar ea. SZ%A mséaﬁ%% 5@43%%1%%9%%%& aim4l, further conprising checking one

or nore 20 predeterm ned al arm conditions. .. . )
P 48, A method as claimed in claim 41, furHJer comprising gathering information from a

sensor associated with the restricted access area.

49. A method as claimed in claim 41, further comprising generating a message based

on at least one scan selected from the group of a the first scan and each subsequent scan.

15 ' 50. A method as claimed in claim 41, further comprising synchronizing a time

maintained in a device within the restricted access area to a standard time reference.

51. A method as claimed in claim 41, further comprising performing an operational

status check of a device associated with the restricted access area.

52. A method as claimed in claim 41, farther comprising checking one or more

20 predetermined alarm conditions.

53. A method as claimed in ¢laim 41, further comprising altering the position of nulls

in the electromagnetic field.

54. A method as claimed in claim 41, farther comprising using a read time curve to

determine a condition within the micro-warehouse,
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53. A nethod as clained in claim4l, further conprising altering the
position of nulls in the electromagnetic field, 54. A nethod as clained in
claima4l, further conprising using a read tinme curve to determne a
condition within the mcro-warehouse. | -40 WO 03/073201 PCT /US03/ 04653
55. A systemfor distributing a plurality of products, each product fitted

with a radio ncy identification tag, each tag op generate a
signal, the g‘ﬁ@@%@omri sing: nmeans for storing the pl g#ﬁp‘%’oﬁ@}ﬁ%f product s,

the neans for storing a plurality of products having an interior, a first
device to control access to the neans for storing the 5 plurality of

products, and a second device to detect ingress and egress to the neans for
storing the pbstral 4systeof fopdssdensing 2 plaabitof prefuceireh predustiitied with a&dicomagnet i ¢

field within %@eﬁﬁ%ﬁﬁ&ﬁo&ﬁgr&dﬂga&dib@rabl@ldgeﬁérité ¥ si@al, HcQeist Sompikige: NBANS
for generating an el ectromagnetic field operable to receive the signals
fromthe tags; 10 neans for ocessing data couple . hs devi ce,
the second devi ce,m%?ﬁ‘ﬁ%fﬁ%nng%eé’ﬁ]g%ﬁ%?ppéoerlluétrs"etllﬁl?lﬁnsaﬁr%‘?nenggﬁlé&n%%ﬁggti c field,
t he neans for ppiloasissinggn thitior, @ fisst device totoontrad edopss &t the mbams fre sinknefthy
generating an el ectr i ' - NS Lok QDG LB B ural ity of
products g di gfuﬁagﬁ@e‘)fo?%%qgtg%qﬁas%g?evéﬁﬁ&?eﬁg@émener(j%r/ sﬁari ng i s reduced;
and 15 neans foringthe pludakity of predictst er f erence pattern of an el ectronagnetic
field created by the neans for generating an el ectromagnetic field. 56. A

systemas cl ai ned b6 forbshefafing ateatedinihghdiie fisld anginfiermqpnoesainpthedat a i s
operable to generate val ue based on the signals fr t he. tags and
conmpare the v&%RED gp&’%‘lﬁ?’ D e = e e %?F‘%ﬁmf‘%\?%‘i é.)‘ﬂ FrEhle & *§VSt em as
clai ned in cl ahesignlls frodetieaigs; t he neans for processing data is operable to
determ ne a nunber of the plurality of products and to determ ne a change

in the ngmber of LA gk n%foxes&;}g REQIHE S0 th2 First AovRXSHERAR A6 ARkl N Cl ai m
55, further conprising ans for serving the nmeans )
means for generating an electromagnetic field, the means for processing data operable to

activate the means for generating an electromagnetic field;

means for positioning the plurality of products a distance from each other such that

energy sharing is reduced; and

15 means for altering the interference paitern of an electromagnetic field created by

the means for generating an electromagnetic field.

56. A system as claimed in claim 55, wherein the means for processing data is operable
to generate a value based on the signals from the tags and compare the value to 2

predetermined integrity level.

20 57. A system as claimed in claim 55, wherein the means for processing data is operable
to determine a number of the plurality of products and to determine a change in the

number of plurality of products.

58. A system as claimed in claim 55, further comprising means for serving the means
for processing data, the means for serving the means for processing data operable to be

25 coupled to the means for processing data through means for communicating data.
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for processing data, the means for serving the means for processing data
operable to be 25 coupled to the neans for processing data through neans
for conmunicating data. -41 WD 03/073201 PCT/ US03/ 04653 59. A system as
clainmed in claimb58, wherein the means for serving the means for

processi ng data includes neans for holding information received fromthe
nmeans for p ,ng data. 60. A systemas clainmed in ¢lajmb5, further
conpri si ng n@éﬁ@ @r sensing a b5 tenperature within tﬁéﬁﬁggﬁ“gﬁfor storing
the plurality of products. 61. A systemas clainmed in claim55, further
conpri sing neans for preventing access to the neans for storing the
plurality of products when a predeterm ned tenperature is sensed by the
means for sensidng A syzempercimeddn elinhisnwheren the meenstionseying thermpagser pl ural ity
of products. sgﬂ’gcegﬁng dhta BUREE TS 6 1 Pnafibifibeina frohUhd &hs £ONPr i Si ng
means for sensing a- tenperature external to the neans for storing the
plurality of prerdesigsatag3, A systemfor distributing a plurality of
products froma restricted access area having an entry point, each of the
plurality of moodugatsgstdhars digmal ih aldin055 fueiereaaprisinggnoaistfer sessjingtaem conpri si ng:
15 an antenna operabl e.1.0.be positione Lthinghe restricted access area
and to regei veterB%Frag‘Fan'mfl}e each nggﬁ]ﬁ\é\iuf)al%h'rog ]fotglf/asg')f products when the

sanme are positioned within the restricted access area;, a sensor operable
to detect ingridss Aristeypseclsimedin glaighss Fehe semyrisgeas for KGREHISAFSES oper abl e

to be coupled ¢ &em&s%us%ﬂgt@mmﬁi%f%amwheh herea@aniRh t@era@f if ur t her
operable to activate the antenna to generate. an el ec{ngfo{?nr?%nﬁtl c field with

the restrict ed*HetBE§e Bpws orsPsingp BppErariergimdts Bt deplrding that is
based on the sj@naks fromthe plurality of products, and to conpare the
information to a predetermned integrity level. 64. A systemas clainmed in
claim 6?”lto\l\'he!’ @ n k@?st&r?gstcﬁa%né clafth 5%9%@9'0&3&%&%&%5%1%31&&11&5 message
based on the information fromthe anténna and to send the nessage over a
network to a dgnmtﬁrp]gxt@rga}itq;‘@g means for storing the plurality of products.

63. A system for distributing a plurality of products from a restricted access area
having an entry point, each of the plurality of products having a radio frequency tag, the

system comprising:

15 an antenna operable to be positioned within the restricted access area and to receive
a signal from each of the plurality of products when the same are positioned within the

restricted access area;
a sensor operable to detect ingress and egress through the entry point;

a controlier operable to be coupled to the antenna and the sensor, the confroller
20 further operable to activate the antenna to generate an electromagnetic ficld with the
restricted access area, to receive information from the antenna that is based on the signals
from the plurality of products, and to compare the information to a predetermined integrity

level.

64. A system as claimed in claim 63, wherein the controller is operable to generate a
25 message based on the information from the antenna and to send the message over a

network to a computing device.
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-42 WD 03/073201 PCT/ US03/ 04653 65. A systemas clained in claim63,

further conprising a device to position each of the plurality products
within the restricted access area to increase the radio frequency cross
section of each tag associated with each of the plurality of products. 66.
A systemas clainmed in claim 63, further conprising a plurality of
separators i restricted access area. 67. A neth distributing a
plurality ofgﬁ%%gﬁ%@s froma restricted access area, eagﬁwg%¥m?ﬁ% plurality
of products having a radio frequency tag operable to generate an
identifying signal, the nmethod conprising: positioning the product in the
restricted access area; 10 positioning at | east one antenna within the
restricted accéss aksatemeoplpimsi [n olaim Ghduiter ¢oameisinghdeviea taponizionegch ¢fat i t

emts at |east ﬂﬁ?&&%@é&ua@%tﬁﬁ%&es%%d al e QAHEREMerbRe BERREAtHuddty &:6@St One
W th h d d

el ectromagnetic f1el In the restricted access area; and altering the

at | east one eFsBendmeryiaspeciaedpib eash pidhs Ryl gf edacast one of the 15
group consisting of nodifying the at | east one frequency of the signal of
the at | east os& am @BRm 28Ldindth daih 6, firdier @mpeisingd plivakiyaf schaasds irothe
signal. 68, A netho% as claimed in claim67, wherein the act of positioning
at | east ohe SRCERNEHERTn the restricted access area includes
positioning at |east two-antennas within the restricted access area and
wherein the acf7.of Awpthedefldishipuings rhiraliteeforodyefe frem e asshigted eccrs erepdad,

control 1ing therdd pil@asor ird@icR RbRENAS1IS SRS ke PeeRBtd Rhdrdtdfh t he at | east
one electromagnetic field include controlling activation of the at |east

d
two antennas sbeRHERe gl hemediod sampiseact j vated differently. 69. A nethod
as clained in claim67,, further conprising controlling interference
bet ween identi fyi ngostigrig the pr@Bciid the fesimeteh adesssreel ai med in cl aim 67,
further conprising controlling energy sharing between tags. -43 WO
03/ 07320110 positioning at least one antenna within the restricted access area;

controlting the at least one antenna so that it emits at least one signal at least one
frequency to generate at least one electromagnetic field within the restricted access area;

and

altering the at Ieast one electromagnetic field by performin'g at ieast one of the
15 group consisting of modifying the at least one frequency of the signal of the at least one
antenna and modifying the power of the at least one signal.

68. A method as claimed in claim 67, wherein the act of positioning at least one
anterma within the restricted access area includes positioning at least two antennas within
the restricted access area and wherein the act of controlling the at least one antenna

20 includes controlling the at least two antennas and wherein controlling the at least one
electromagnetic field include controlling activation of the at least two antennas so that the

antennas are activated differénﬂy.

69. A method as claimed in ¢laim 67, further comprising controlling interference

between identifying signals.

25 70. A method as claimed in ¢laim 67, further comprising controlling energy sharing
between tags.
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PCT/ US03/ 04653 71. A nethod as clained in claim67, further conprising

nodi fyi ng paraneters in software used to control the at | east one antenna.
72. A systemof distributing a plurality of products froma restricted
access area, each Dbf the plurality of products having a radio frequency
tag operable to generate an 5 identifying signal, the systemconprising: a
sensor for d i ingress and egress to the restrict ccess area; at

| east one anﬁe(ﬁ(ﬁéb%%si tioned within the restricted acceggwgsrﬂggﬁ‘;ﬁssa
controller coupled to the sensor and to the at | east one antenna, the
controller operable to control the at |east one antenna so that it emts
at | east one S%PHGJ at Ifaswne 0 freguency to generate at |east one

el ect romagnet i &-f i et BeRPd Hickineddn Pagy 47 CORRISOE mofifdne Pazgmstersgn g) t er t he
at | east one ebdntafaamaiineddiel th flicstye goanbhor m ng at | east one of the group
consisting of nodifying the at |east one frequency of the at |east one

si gnal and nodiyg yi OBt I ystem as
clained in cl a?irh 7%,953?‘? e(r%g?ln‘ 0 tg%gpﬁlgh%t}g#p%ogﬁ%%?gg%gwﬁ%?%%%%\fﬁm)di fied
by adj usting péafthe@iels ofigrednclsiaving: redn freqiencytag operable to generate an

5 identifying signal, the system comprising:

a sensor for detecting ingress and egress to the restricted access area;
at least one antenna positioned within the resiricted access area;

a controller coupled to the sensor and to the at least one antenna, the controller
operable to control the at least one antenna so that it emits at least one signal at least one
10 frequency to generate at least one electromagnetic field within the restricted access area,
and to alter the at least one electromagnetic field by performing at least one of the group
consisting of modifying the at least one frequency of the at least one signal and modifying
the power of the at least one signal.

73. A system as claimed in claim 72, wherein operation of the controller may be

15 modified by adjusting parameters used by the controller.
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