" ABSTRACT CRYPTOGRAPHY Cl RCUI T PROTECTED AGAI NST OBSERVATI ON ATTACKS, I N
PARTI CULAR OF A HI GH ORDER The present invention relates to a cryptography
circuit protected agai nst observation attacks. The cryptography circuit
conprises at |east one register R (22) providing a variable x nmasked by the
mask m the masked vari abl e bei ng encrggted by 5 a first substitution box S
(1) in acyclic manner. The circuit al conprises a nmask register M (23)
~delivering at each cycle a mask m, the transformation of m the mask m

bei ng extracted fromm before bei g §f YRt ed by a second substitution box
S (21), the new mask m obtained on output fromthis box S (21) is

N e e

"~ accordance with a nodel of activity of the registers Rand M’ The

i nventi on afpki peesaot ableptiomrelates v @t ectntography airgpit qgoteeted egaibst ts 15
agai nst hi ghpsdatioPagssat i on attacks on installations based on nasking.
Figure 6

The cryptography circuit comprises at least one register R (22) providing a
variable x masked by the mask m, the masked variable being encrypted by

5 a first substitution box S (1) in a cyclic manner. The circuit also comprises a
mask register M (23) delivering at each cycle a mask m,, the transformation

of m, the mask m being extracted from m, before being encrypted by a

second substitution box S' (21), the new mask m' obtained on output from

this box §' (21) is transformed into a mask m', before being stored in the
10 mask register M(23) _

The transformation consists of a bijection or a composition law making it

possible to reduce or indeed to cancel any high-order attack in accordance

with a model of activity of the registers R and M. ~

The invention applies notably for the protection of cryptography circuits
15 against high-order observation attacks on installations based on masking.
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