COVPUTER ENABLED METHOD AND APPARATUS TO INHIBIT
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nwﬂuﬂhsdhﬁgﬁ&mﬁﬁnﬁdles available to copyr|ght owners. A
vari ety of copy protection schenes have been devel oped

over the years generally for digital data and nedia,

and these al so apply tﬁégﬂﬂﬁﬁﬁ&ﬁh%oftmare. One current

sof tware copy protection technique includes a dongle,
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entities is a major commercial problem worldwide. A substantial portion of the software and

digital content actually purchased by consumers is illegally copied, that is it is copied without
regard to the copyright rights of the actual owners. Computer software and content typically
being distributed on digital media is readily copied. The legal weapons against such illegal

copying or piracy are relatively weak and hard to enforce.

[0004] Therefore there has developed the field of copy protection, which refers to
technology to frustrate such copying rather than to the legal remedies available to copyright
owners. A variety of copy protection schemes have been developed over the years generally
for digital data and media, and these also apply to computer software. One current software
copy protection technique includes a dongle, which is a piece of hardware containing an
electronic serial number that must be plugged into the computer to run the protected software.
This adds substantial cost for the software publisher. Another method is bus encryption, an
encrypted code for use in secure cryptosystems. This is typically only used in high security
environments such as for financial transactions. Another technique is a registration key used
when running a computer program (software) and required to execute the program (software).

It is also known to use code morphing or code obfuscation which hides the execution logic of
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BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Fig. I shows a set of volume names for the Windows operating system.
[0009] Fig. 2 shows a volume name with a special character.
[0010] Fig. 3 shows the volume name of Fig. 2.

[0011] Fig. 4 shows the Fig. 3 representation with the special characters removed.



BRI EF DESCRI PTI ON OF THE DRAW NGS [0008] Fig. 1 shows
a set of volune nanmes for the Wndows operating
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speci al character. [0010] Fig. 3 shows the volunme nane
of Fig. 2. [0011] Fig. 4 shows the Fig. 3
representation wt b R ters
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volume nanie e content to establi directory and/or filéname on t%e hard disk drive of

the computer that is being used to make the copy. Thus, although the characters used in the
volume name may not be critical for access or the playback of the original content (such as
stored on an optical disc), it can be critical in the process of attempting to make a copy of the

content.

[0015] By inserting certain 'unrecognizable' characters, 'illegal filename' characters or non-
standard keyboard characters into the name of the volume, it has been found that some
existing software applications and/or operating systems will fail in their attempt to create a
file or directory with that volume name. This results in an aborted and unsuccessful attempt
to make the unauthorized copy. Each operating system specification specifies which are the

relevant characters, also referred to here as special characters.

[0016] Presented here is an example (in the Windows context) for altering a volume name
of an optical disc storage. Figure 1 shows in a conventional “screen shot” several volumes,

with one conventional volume name as "MVSN TEST". The present method would insert,



stored on an optical disc), it can be critical in the
process of attenpting to make a copy of the content.
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[0019] Also disclosed here is a complementary “defeat” method or circumvention
technique to allow copying of content or other data resident on optical disc or storage media
(typically in the form of a computer file or files) that is copy protected by use of
‘unrecognizable', 'illegal filename' or non-standard keyboard characters in the volume name
as described above, so that the copy protected content can be successfully copied onto a hard
disc drive or other recordable media. Generally in the U.S. such copyright defeat
technologies are illegal under the Digital Millennium Copyright Act (DMCA); hence the

current description is not intended to advocate, endorse or recommend use of same.

[0020] 'The first example of such a method of creating an unauthorized copy from a file
which has earlier been copy protected as described above is to create a new generic (and

conforming to the operating system specification) volume or directory name (such as
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to create the new conformmg name, and process the assoc1ated files to the new volume or

directory.

[0024] As an example of copy protected volume names of an optical disc, Figure 3 (same
as Figure 2) shows the volume name as "MVSN TEST ...". In this example, the horizontal
ellipsis symbol "..." is the 'unrecognizable', 'illegal filename' or non-standard keyboard

character (or characters).

[0025] Figure 4 displays the resulting altered volume name MVSN TEST without any
‘unrecognizable’, 'illegal filename' or non-standard keyboard characters in it. The alteration is
carried out by, e.g., one of the above four exemplary methods. This altered volume name
could also be made into a directory on a hard disk drive or any recordable media, and its

content is that of the original content.
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process the associated files to the new vol une or
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Figure 2) shows the volune name as "MVSN TEST ...". In
this exanple, the horizontal ellipsis synbol "..." is
the 'unrecogni zable', "illegal filenanme' or
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[0025] Figure 4 displays the resulting altered vol une
name MVSN TEST wi t hout any 'unrecogni zable', "illega
filenanme' or non-standard keyboard characters in it.
The alteration is carried out by, e.g., one of the
above four exenplary nethods. This altered vol une nane
could al so be made into a directory on a hard di sk
drive or any recordable nedia, and its content is that
of the original content.[0026] A correspondi ng
apparatus for each of the above nethods (both copy
protection and



defeat thereof) is the actual alteration program
(code) which executes respectively the nethods of
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one of ordinary skill in the art in any conveni ent
computer | anguage, in light of this disclosure. [0027]
This disclosure is illus and not limting;
further nodifications MAgggg%mgpparent to those
skilled in the art in light of this disclosure and are
What isdigaad to fall within the scope of the appended
clains. CLAIMS What is clained: 1. A nethod of copy
1. prohetbl bgcsiyairedcinnitemnrt contetiddralataina caipatE: 8Yst&y $heifdnment
envi ronnent havi ng an operating system conprising the
havingat spahtingsyotendicngpasiug thenaetsoof: di rect ory desi gnating a
storage area in a conputer storage nedium the vol une
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ASCI | or non-standard keyboard character. 4. The

met hod of Claim 3, wherein the at |east one character
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/ < >, 1 , NU and " . 5. The
fﬂenmﬁmgeﬂpménéh@mﬁﬂk(4mhﬁmgmﬁmmhe operating systemis one

of a Wndows-type operating system a UN X-type

operating system and a Maci ntosh-type operating

system
3. he method of Claim 1, wherein the at least one character is an ASCII or extended

ASCII or non-standard keyboard character.

4. The method of Claim 3, wherein the at least one character is selected from the group
consistingof: ..., \,/,:,*,?7,",<,>,|,NULand ".
5. The method of Claim 1, wherein the operating system is one of a Windows-type

operating system, a UNIX-type operating system and a Macintosh-type operating system.

6. A computer readable medium storing computer code for carrying out the method of
Claim 1.
7. A circumvention method of allowing copying of a volume or directory of copy

protected stored content or data in a computer system environment, the volume or directory



6. A conputer readable nedium storing conputer code

for carrying out the nethod of daiml. 7. A
w@reeenrént i on met hod of all owi ng copyi ng of aP@DUB2ME8/082370

or directory of copy protected stored content or data

in a conputer system environnent, the volune or
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age I um an aving a nanme, the nanB being copy
copy PoRLRAEdnhMdinBal ket Rde dharh@aStot 8RS kiR AC4PropiRte for the name
recogni zed as appropriate for the nane by an operating
by an 55)}2551{1&13@ Sfstein 6f B APk eter SHttdngthe ¢iR@NGIchGoHINR Mol @Bmprising the
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directory that confornms to respectively volune or
dicreetn®a yolmarewr dggetoryenent s of t he operating system
and assigning the content of the copy protected vol une
opssigniegd baye tothe sptedtvioluns on directore Hrag gordpimasciogespeetively
volune. 8. The nethod of Claim7, wherein the created
volumgr ghfgctry pARGEaBgMeHRl the operafingapieisdndg. The
met hod of Claim7, wherein thg created.vol une or .
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del eted or nodified. 11. The nethod of Claim?7,
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operating system a UN X-type operating systemand a
Maci nt osh-type operating system 12. A conputer
readabl e nedi um storing conputer code for carrying out
9. 1t Mae MRiHRIbIEaiGd Alwihelein the created volume or directory name is generic.

10. The method of Claim 7, wherein the created volume or directory name conforms to
the original volume or directory name and with any character not recognized by the operating

system deleted or modified.

11. The method of Claim 7, wherein the operating system is one of a Windows-type

operating system, a UNIX-type operating system and a Macintosh-type operating system.

12. A computer readable medium storing computer code for carrying out the method of

Claim 7.



