-1- SYSTEM AND METHOD FOR VERI FYI NG DI A TAL SI GNATURES ON CERTI FI CATES

[ 0001] The invention relates generally to the processing of nessages, such
as e- mail messages, and nore specifically to a system and net hod for
validating certificates wused in the processing of encoded nessages. 5
Background of the Invention [0002] Electronic mail ("e-mail") nessages may
be encoded using one of a nunber of known protocols. Sonme of these
protocols, such as Secure Miultiple Internet Mil Extensions ("S/MME"') for
exanple, rely on public and private encryption keys to provide
confidentiality and integrity, and on a Public Key Infrastructure (PKI) to
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Data encrypted using_a private key of a private key/public key pair can
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i ndi vidual. That certificate will typically conprise the public key of the
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Certificates are digital docunents that are typically issued by
certification authorities. In order to trust a particular public key, the
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computing device wishes to encrypt a message before the message is sent to a particular

15  individual, the user will require a certificate for that individual. That certificate will
typically comprise the public key of the individual, as well as other identification-related
information.

[0003] Certificates are digital documents that are typically issued by certification
authorities. In order to trust a particular public key, the public key typically needs to be

20 issued by a certification authority that is also trusted, or by an entity associated with the
trusted certification authority. The relationship between a trusted certification authority
and an issued public key can be represented by a series of related certificates, also referred
to as a certificate chain. The certificate chain can be followed to determine the validity of
a certificate.

25 [0004] Typically, a certification authority will digitally sign each certificate that it
issues, to certify that a specific public key belongs to the purported owner as indicated on
the respective certificate. In building certificate chains, the digital signatures on the
certificates of the chain often need to be verified. Verification of a digital signature on a
certificate is a process that requires the public key of the certification authonty that issued

30 the certificate.



Summary of the Invention [0005] The verification process can be

ti me-consum ng and costly (e.g. in terns of conputing resource usage),
particularly where the verifications are perforned on smaller 5 devices,
such as nobil e devices for exanple. Wiere multiple certificates are
processed on a user's conputing device, the same digital signature may be
subject to verification nore than once. Enbodi nents of the invention are
generally directed to a systemand nmethod that facilitates nore efficient
verification of digital signatures on certificates by storing certain
information enployed in signature verification operations for reuse. 10

[ 0006] In a broad aspect of the invention, there is provided a nethod of
verifying a digital signature on a certificate on a conputing device, the
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certificate @RakRificate; comparing the second public key with the first public key stored in the
memory store to determine if the first and second public keys match; and indicating
successful verification of the digital signature in response to the request if the digital
20 signature was successfully verified in the first signature verification operation and if a
match is determined at the comparing step, whereby the second signature verification

operation need not be performed.

Brief Description of the Drawings

25 [0007] For a better understanding of embodiments of the invention, and to show
more clearly how it may be carried into effect, reference will now be made, by way of
example, to the accompanying drawings in which:

FIG. 1 is a block diagram of a mobile device in one example implementation;
FIG. 2 is a block diagram of a communication subsystem component of the mobile device

30 of FIG. 1;

FIG. 3 is a block diagram of a node of a wireless network;
FIG. 4 is a block diagram illustrating components of a host system in one example

configuration;



FIG 6 is a block diagramillustrating conponents of an exanple of an
encoded nessage; FIG 7A is a block diagram show ng two exanpl e
certificate chains; FIG 7B is a block diagram showi ng cross-certificates
linking the certificate chains of FIG 5 7A; FIG 8A is a flowhart
illustrating steps in a method of verifying a digital signature on a
certificate in an enbodi nent of the invention; and FIG 8B is a flowchart
illustrating steps in a method of verifying a digital signature on a
certificate in another enbodi nent of the3invention. 10 Detailed Description
of Enbodi ments of the Invention [0008] Sone enbodi nents of the invention
make use of gEIGIGHE h BlosH @ibdraf sholvindTHixb@pRlofh LOBfidate GatVO- Way communi cation
ni cati on capabilities having the capability
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t hrough 3. [ o&iififaiRafedthérrgbddimait of hefmventidn. a bl ock di agram of a nobil e
device in,one exanple inplenmentation is shown generally as 100. Mbbile
device 100 conprises a 25 nunber of conponents, the controlling conponent
bei-ng m cr opDecsiss Descii®fion MEmbplimess96thelldPengiont rol s t he overal | operation
of nobil e dey 100. Lommuni cati.on...functions, includi ta gnd voice
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cellular telephone with data messaging capabilities, a wireless Internet appliance, or a data

communtcation device (with or without telephony capabilities). A mobile device

20  communicates with other devices through a network of transceiver stations.
[0009] To aid the reader in understanding the structure of 2 mobile device and how
it communicates with other devices, reference is made to FIGS. 1 through 3.
[0010] Referring first to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises a

25 number of components, the controlling component being microprocessor 102.
Microprocessor 102 controls the overall operation of mobile device 100. Communication
functions, including data and voice communications, are performed through
communication subsystem 104. Communication subsystem 104 receives messages from
and sends messages to a wireless network 200. In this example implementation of mobile

30 device 100, communication subsystem 104 is configured in accordance with the Global
System for Mobile Communication (GSM) and General Packet Radio Services (GPRS)
standards. The GSM/GPRS wireless network is used worldwide and it is expected that

these standards will be superseded eventually by Enhanced Data GSM Environment



(EDGE) and Uni versal Mobile Tel ecomuni cations Service (UMIS). New
standards are still being defined, but it is believed that they will have
simlarities to the network behaviour described herein, and it will also
be understood by persons skilled in the art that the invention is intended
to use any other suitable standards that are developed in the 5 future. The
wireless |ink connecting conmuni cati on subsystem 104 with network 200
represents one or nore different Radio Frequency (RE) channel s, operating
according to defined protocols specified-for GSM GPRS communi cations. Wth
newer network protocols, these channels are capabl e of supporting both
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communi cation-related functions, such entering a text nessage for
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whi ch may al tS@frﬁé'ﬂqe(/@iaywlféOé%a@ﬂmeyw%mﬁlyde(tmbmx s Rafliodyetwork and

20  the DataTAC™ Radio Network. Examples of older voice-centric data networks include
Personal Communication Systems (PCS) networks like GSM and Time Division Multiple
Access (TDMA) systems.

{0012] Microprocessor 102 also interacts with additional subsystems such as a
Random Access Memory (RAM) 106, flash memory 108, display 110, auxiliary

25 input/output (YO) subsystem 112, serial port 114, keyboard 116, speaker 118, microphone
120, short-range communications 122 and other devices 124,

(0013} Some of the subsystems of mobile device 100 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. By way of example, display 110 and keyboard 116 may be used for both

30 communication-related functions, such as entering a text message for transmission over
network 200, and device-resident functions such as a calculator or task list. Operating
system software used by microprocessor 102 is typically stored in a persistent store such

as flash memory 108, which may alternatively be a read-only memory (ROM) or similar



-5- storage elenent (not shown). Those skilled in the art will appreciate
that the operating system specific device applications, or parts thereof,
may be tenporarily |loaded into a volatile store such as RAM 106. [0014]
Mobi | e device 100 may send and receive, conmunication signals over 5
network 200 after required network registration or activation procedures
have been conpleted. Network access is associated with a subscriber or
user of a nobile device 100. To identify a subscriber, nobile device 100
requi res a Subscriber ldentity Module or5-"SIM card 126 to be inserted in
a SIMinterface 128 in order to conmmunicate with a network. SIM 126 is one

type of a CO@%%%E'&QH@M (n&U¥BGWM )C Fhéke sBQUN 1R ad@ntapdrycidte eubmewsdmrnglo of
nobi |l e device 1
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communi cat i oRoMileRtord@icied KaRO@s. By inserting SIM 126 into SIM |nterface
128, a subscriber can access all_ subscribed services. Services could
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advanced services na* i ncl ude: _poi nt 8 &ale field ser @??ﬁd saf%s force
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to m croprocessor %5% order, to |den}a%¥ t he qsubscrl ber, 126

cont ai ns some>H¥efar 6a‘ﬁé’? dperted jr p SI indgy ErnAr B'r‘?aclom“WBlS’latfén dbscri ber
ldentity (I NBlet)worIAr'SI&ﬂl/&ﬂE &&Gyﬁof@&btﬂ@ntﬁinM “bRart c&dt et z(aldsmbﬁﬁﬁubb&l‘bet s 20

not necessari | d. sin sica . deV|c .M 126 may
Cror e aatl obePieiRi pfa B nr Tl ERAbiT SR Bl

i ncl udi ng datweitaeksSpon 26, ambindaice lomfsabrmny opmrmdalrfmnﬂmma:lahon wiftor mat i on.
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control basi GlEeMibdeineped at $idhisterfaeec) 28 i ngowtdeddo amromp@eordﬁhﬁymr@atq on

i cati . i
apptications, %nOcheEli%r J%I}Q%é ruﬁ‘rls Gile QLke H?rgfgletgrcf%&{ &%n QTQH:EILI”Q Its

manuf act ur e. Cher appliéation a nay onto no evi ce 100
woul d be a pé\i@qﬂq;ﬂuchanﬂﬁm;tydﬁvlﬁﬁnég@p‘vantage of using SIM 126 is that a subscriber is

20 not necessarily bound by any single physical mobile device. SIM 126 may store
additional subscriber information for a mobile device as well, including datebook (or
calendar) information and recent call information.

[0G15] Mobile device 100 is a battery-powered device and includes a battery
interface 132 for receiving one or more rechargeable batteries 130. Battery interface 132

25 is coupled to a regulator (not shown), which assists battery 130 in providing power V+to
mobile device 100. Although current technology makes use of a battery, future
technologies such as micro fuel cells may provide the power to mobile device 100,
[0016]) Microprocessor 102, in addition to its operating system functions, enables
execution of software applications on mobile device 100. A set of applications that

30 control basic device operations, including data and voice communication applications, will
normally be installed on mobile device 100 during its manufacture. Another application
that may be loaded onto mobile device 100 would be a personal information manager

(PIM). A PIM has functionality to organize and manage data items of interest to a



(PIM. A PIMhas functionality to organi ze and manage data itens of

interest to a -6- subscriber, such as, but not limted to, e-mail, cal endar
events, voice nails, appointnments, and task items. A PIMapplication has
the ability to send and receive data itens via wreless network 200. PIM
data itens may be seanm essly integrated, synchronized, and updated via

w reless network 200 with the nobil e device subscriber's correspondi ng data
5 itens stored and/or associated with a host conputer system This
functionality creates a mrrored host eénputer on nobile device 100 with
respect to such itens. This can be particularly advantageous where the
host conput ersubysbemutisast hie nombiled tg evhaile caladhsetithebice maflf, hpeintaepst er
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standards d e\f@bﬂﬂed bYSl.elriEﬁ%ﬂ 1[1 Qgga%]es Ia @%l'ré%ﬁbaer go %@ﬁ@{cﬁ%&sﬁ&?%&nﬁ&%a@s a

text nmessage, an e-nmail nessage, or web page downl oad w e.processed by
cormmuni cat i orfe¥ah¥yreftarFe tERlicaing apshpriends $he3apabilitics pt pelblsgisyica P by
M croprocess Qhovidige 14 lilforkdi6dh RLOBERE i8I R FEHYGR £LZB0 b0 §iRé: uMluRbben 1O
di splay 110 or alternatively to auxiliary 1/0O subsystem 112. A subscri ber
may al so a wireless communication network. The altérnate download path may, for example, be
20 used to load an encryption key onto mobile device 100 through a direct and thus reliable
and trusied connection to provide secure device communication.
[0019] Short-range communications subsystem 122 provides for communication
between mobile device 100 and different systems or devices, without the use of network
200. For example, subsystem 122 may include an infrared device and associated circuits
25 and components for short-range communication. Examples of short range communication
would include standards developed by the Infrared Data Association (IrDA), Bluetooth,
and the 802.11 family of standards developed by IEEE.
[0020] In use, a received signal such as a text message, an e-mail message, or web
page download will be processed by communication subsystem 104 and input to
30  microprocessor 102. Microprocessor 102 will then process the received signal for output
to display 110 or alternatively to auxiliary I/O subsystem 112. A subscriber may also
compose data items, such as e-mail messages, for example, using keyboard 116 in

conjunction with display 110 and possibly auxiliary 1/O subsystem 112. Auxiliary



conpose data itens, such as e-mail nessages, for exanple, using keyboard
116 in conjunction with display 110 and possibly auxiliary 1/0 subsystem
112. Auxiliary -7- subsystem 112 nmay include devices such as: a touch
screen, nouse, track ball, infrared fingerprint detector, or a roller
wheel with dynami c button pressing capability. Keyboard 116 is an

al phanuneric keyboard and/ or tel ephone-type keypad. A conposed item may be
transmtted over network 200 through conmunication subsystem 104. 5 [00211
For voi ce comuni cations, the overall opgration of nobile device 100 is
substantially simlar, except that the received signals would be output to
speaker 118, 3Qfliens | GNAASinfifde deliRRSIESR PRI BEIE RGEL AT inRYreH CT Ophone
120. Alternative voice or audio I/O subsystens, such as a voice nmessage
recordi ng subasestrEhfletprisr, erlagelleavhesl withalypapie Huténn miesbing eapdbilifye Keyberd

Al t hough voi ¢g; 9t PRHNAmSHARGboPd ik td1SHhdk-SHERTRA. SA‘%O;%HWJIA h¥y b1 ough
speaker 118, display 110 may al so be used to "provide additional

i nformati on SyEmited ovprancisi 240 Yrogeh epmrpytiqation pexsiem Wdr ati on of a voi ce

cal |, or 50t figR1y0i ce roaldicd @hdfuflat b ARt Mbped AP m ek QEFiMBoROW tO
FIG 2, a block diagram of the conmunication subs%sten1 conponent 104 of

FIG | is shohaantedinsileestcarthaiirsyeswahsiznals wemg b suigutdo preakdr\ids, and 5 150,

a transm tt efjodadlior PNRmALI R RLEdSERERARA W micRbeiRabo 2Rt ERNRSbREBNt S 154,
156, Local Gscillators (LOs) 158, and a proceSS|g$ nodul e such as a Digital

Si gnal Pr ocedwlit VO spispstemp gich ppp 2@fe mpisagsdpqording absysesat guy 880 Bonmuni cat i on

subsyst em 10#niismaeendaitiic AR 100 NB1AKINIbe 30Mdiokiphi sliiRbi | e device 100
is intended to operate, thus it should _be 20 understood that the design

i |lustrat’® peropPlshedpamanfathrongh gpegkerddd diselaprd il @ magplyp b used feprarided by

antenna 154 Ldicuagnnfoehih KuchQO tRli@ntiRiit chiling P48 ¥@ktichaTa vBRE 6411, BRY
perform such comopn rfgfiver functions as signal anplification, frequency

down conver SPEVOIEICHE Bal5gnforpalitRel sel ection, and anal og-to-digital - (A D)
conversi on. [0R2] conv&eSin@i} iy 3 FIGCEh WRYk Siagiaml of @lel COMBnIATRE onCAPIIEEN
commruni cati on funCtiSQSﬁﬁgfh'%ﬁ 25 denodul ati on and ggcodin_ to be
performed i n®BEPTEAYY PR Sismpesy- ppication ubsystem 404 PSRRI eRd ar e
processed,s imﬂLudhﬁgﬁmndahaméQMnaﬁdeﬂﬁ@dbﬂﬁwnhymﬁﬁfa&ﬁgmnﬁhﬁﬁesa I
DSP- processed signals are input to transmtter 152 r . digital-to-anal og
oA comver oS Tty h prd SrbRSRTooRF EB A hGreihSeid PP O and
t ransm ssi on(lsSmréemet wor k 200 via antenna 156. DSP 160 not only processes
connunicatioRnﬁg nal s, but .al,so grow@des for. ecei ver, .a nsmtter

a

"Thg particular de commugicat, (;30 uﬁ tem 104 is ed xgcieat upon
control. Fortexahpl e, th&gal s “Appli € TS CEMURTESE: 'on 'STGRECY P
the network 200 in which mobile device 100 is intended to operate, thus it should be
20  understood that the design illustrated in FIG. 2 serves only as one example. Signals
received by antenna 154 through network 200 are input to receiver 150, which may
perform such common receiver functions as signal amplification, frequency down
conversion, filtering, channel selection, and analog-to-digital (A/D) conversion. A/D
conversion of a received signal allows more complex communication functions such as
25 demodulation and decoding to be performed in DSP 160. In a similar manner, signals to
be transmitied are processed, including modulation and encoding, by DSP 160. These
DSP-processed signals are input to transmitter 152 for digital-to-analog {D/A) conversion,
frequency up conversion, ﬁitefing, amplification and transmission over network 200 via
antenna 156. DSP 160 not only processes communication signals, but also provides for
30 receiver and transmitter control. For example, the gains applied to communication signals
in receiver 150 and transmitter 152 may be adaptively controlled through automatic gain

control algorithms implemented in ISP 160,



in receiver 150 and transmtter 152 may be adaptively controlled through
automatic gain control algorithns inplenented in DSP 160. -8- [00241 The
wireless |Iink between nobile device 100 and a network 200 may contain one
or nore different channels, typically different RF channels, and associ at ed
protocol s used between nobil e device 100 and network 200. A RF channel is a
limted resource that nust be conserved, typically due to limts in
overal | bandwidth and linited 5 battery power of mobile device 100. [0025]
When nobile device 100 is fully operatignal, transmtter 152 is typically
keyed or turned on only when it is sending to network 200 and i s otherw se

furned of f top§ONoeT Y. LESONTGRRun ST dklobeiod BRShYPherd B 09 ngT | 0T cal Iy

turned off t serve nee to receive sighals or
i nformat i on donfairadneak m)aredhlffarﬂg chimsélgrigtiedy diffeeent BF gkanpelgignd p9o28sd Ref erri ng

nowto Fl G btog'olsls) us%? %e1Wﬁgr%B%nrqe%ev1ge 9964 gét\x@rk\’%bel‘\qgsch@ﬂemral‘iuﬁﬁd shown as

202. In prac‘flce rises one or nore nodes . bile
devi ce 100 reenmsnbat atusisewbnsarvad, nmi@“z@Qe wilinkifsin oieradl l@s‘é‘”lﬁ@t%ilwltz‘bo I'n

t he exanp Rl 3, node 202 is configured in accordance
W th Gene%albaﬁn%l?z?%ﬁ%%dgcerylgace (GPRS) and d obal Systens for Mobile

(GSM technofoogbks. Ndden26Dile davited et fallhenseatignattiapsmitemts? ¢y pRicallyBSC) 204
th 208
Wi an as a%ﬁél@‘; grqu;ngg\gg; orﬁ%gb%n 1915%9%1%6\0 g%g-}ﬁﬁé 20008 is"Berdid furdeBEEko

added for suppor tching Center (MSC) 210, a Hone
Locat i on Regimbave fehiuRjes 29imilady, WesiveorSOlippsaiotien YRegeS off {0 qovteRje poyen, g

S GPRS de 20 (GGS
218, and & DYRLRE EAEr O BSRTY Bhr T ano e SO T S L IRAI MR SO of

corrponenﬂ@ |serwd$ meant to be an exhaustive |ist of the corrponents of every
node 202 fe'b'zﬁha GSM. (3073 RGLBRI. 3, BYlock a@@% @ahb&tof@fmﬁmakssthat
use

are comonly comuni cati ons through network 200 ﬂﬁ In a GSM
net work, MSGHR2R® aﬁé%dumraéﬂcesW%@@@ﬂowwweé’fmﬁdﬂ ﬁ%mzé" UE085%. such

as a Public S shamMichRL SRRNEINRLIAMLS ¢ PSTAhcRRR 100, SRhk Safntd T CUI t
swi tched requirenments. The connection through PCY 208, SGSN 216 and GGSN

218 to the mﬁfr’i]@%’ﬁ"ﬁfﬂ\‘/}aﬁ‘émﬁég%ﬁRo'(ﬁgﬁ{eér“h%ctc?r danreg With Cegeralfagkstag ¢ o

herein geger phky sé:%m@(éiﬂlaﬁ)eaqci vaws{émsm&m&meugsmes)ch:rcﬁacﬁgﬁ@smaszazhe dat a
path for GPRS capabl e nobil e devices, wor k extegéigd vvlt GPRS
B e

capabi liti esmc’BS@ hpge Htoy CE’HH%"Q’F @Céz%&’ﬂ‘é?“ ?ﬁ“?“&ﬂ 0y @:U)"Ckf t hat
connects to SGaNI2LA (POUFTRtEd SLGPRRS bigipb@ i GEBICk Blobiaswiadhing Center

(MSC) 210, a Home Location Register (HLR) 212, a Visitor Location Registry (VLR)
214, a Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node

20 (GGSN) 218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant to be an exhaustive list of the components of every node 202
within a GSM/GPRS network, but rather a list of components that are commonly used in
communications through network 200.
[0027] In a GSM network, MSC 210 is coupled to BSC 204 and to a landline

25 network, such as a Public Switched Telephone Network (PSTN) 222 to satisty circuit
swilched requirements. The connection through PCU 208, SGSN 216 and GGSN 218 to
the public or private network (Internet) 224 (also referred to herein generally as a shared
network infrastructure) represents the data path for GPRS capable mobile devices. In a
GSM network extended with GPRS capabilities, BSC 204 also contains a Packet Control

30 Unit (PCU) 208 that conneets to SGSN 216 to control segmentation, radio channel
allocation and to satisfy packet switched requirements. To track mobile device location
and availability for both circuit switched and packet switched management, HLR 212 is

shared between MSC 210 and SGSN 216. Access o VLR 214 is controlled by MSC 210.



all ocation and to satisfy packet switched requirenents. To track nobile
device location and availability for both circuit swtched and packet
swi t ched managenent, HLR 212 is shared between MSC 210 and SGSN 216.
Access to VLR 214 is controlled by MSC 210. -9- [0028] Station 206 is a
fixed transceiver station. Station 206 and BSC 204 together formthe fixed
transcei ver equi pnent. The fixed transceiver equi pnent provides wreless
network coverage for a particul ar coverage area commonly referred to as a
"cell". The fixed transceiver equi pmentgtransmts communication signals to
and receives 5 communication signals fromnobile devices within its cel

via station 06 The T4uiel 208 LANBERIKREEOURBF N BRDBRLIBEEEIOr M8 Such
functions as ‘noddl ati on and possibly encoding and/or encryption of signals
to be transnitegetdr foom thedixpdpirsecivre¢guipméeny. Heciored faesecivaticgmppantioravidear |

usual 'y predefigidl ngd rk%QJEﬂQ%@'{&%FdaRféulBF SHva%gé e AhRALATRHEE R asUREGH,
control of its contro?ler. he fixed transceiver equipnent simlarly
denodul at es did fized froseeivet squiteso tieansmngicadesnynyqation sigrfalsie edsreeniyes any

communi catd 0o 3h QAR SREAL HEH Hd AP IRRGindR LbiP fa 10 ddhinfe kikey cel |
Communi cat1 on protocol s "and paranmeters nay vary etween di fferent nodes.
For exanpl e, tenseiNecavipmynianphally parfefifsfsaghelnctionuhsinzadplahon andipepstbland oper at e
at different fraghensibeschiash athahs toseRmshA0Plndi9bbiR!deyiDR 4&rllg¥d ces
100 registered wwth a specCific network, permanent 15 configuration data
such as a useévithgegicplae upuglly prsfeermiined HoRUDUPICatioy JRORIDS HIdPHr BT HAdeT

| ocation i nf QiR bPs Jo%ol?e@c“hne[fﬁgﬁ %EﬁéderrEgQFxg&égﬁmaﬁ?d%S’cdugﬁi% aihg queried

to determine the current |ocation of a nobi evi ce’, ,
responsi bl® Persitdy dacedns 2ef dacopit if oprearpadny @RS Essigas repstvad §pmt he

nobi | e devi Cesobabl HEGaRLIY withiniits Sell €omAiniEARABRNBIshhd YarkBerMs Badidy Further
VLR 214 al so contains information on nobil e devices that are visiting other
20 net wor ks. b¥hger diffsientiofen Fonesgmrlepque ode mayerapipye fifisrent medyeiatanent

mobi | e devi cecid@eand beae Midificsht reQutnbbNngldndrdcddsR 214 for faster access.
By novi ng addié%iggnal i nfornpt i roma.r errgte HLR 212 node to VLR 214,

] n,
the amount oft%¢4%s+ic pee hﬂeqoeﬁ@%l%a@%ere Witha spestisstiv el PemA e Rfoj ce and

data servigegof@iirdion Pit®%icHasla Wek profikst Qbred ifBPRNSE HIRBS$2 ABslcataidshe sane
time requiring l.ess_use.o utJ] ng .resources. 35 [0030% S(?N 216 and GGSN
i W

f co
218 are el enefPloigipggatogion egifsirdmeabilp dpgtepmd parcieste ﬁ‘é@"&‘a‘@%

support, W t RuRerthivhticn@hnbble @it MMS 11 ik axonSibIFi fbRd growiesiodtivDarkdst | es
N el gas B KBLk SHR. O AR A8 A O S TSP By e
control for Fiaha VlRalfiatsoeontnes inorkoa@Oon BN d2di8sphiap wicdéstingnities net wor Ki ng
connect | O&? Vr\iiettwrg)rks. The information in VLR 214 includes part of the permanent mobile device data

transmitted from HLR 212 to VLR 214 for faster access. By moving additional

information from a remote HLR 212 node to VLR 214, the amount of traffic between

these nodes can be reduced so that voice and data services can be provided with faster

response times and at the same time requiring less use of computing resources.

25 {0030] SGSN 216 and GGSN 218 are e]erﬁents added for GPRS support; namely
packet switched data support, within GSM. SGSN 216 and MSC 210 have similar
responsibilities within wireless network 200 by keeping track of the location of each
mobile device 100. SGSN 216 also performs security functions and access control for
data traffic on network 200. GGSN 218 provides internetworking connections with

30  extemnal packet swiiched networks and connects to one or more SGSN’s 216 via an
Internet Protocol (1P) backbone network operated within the network 200, Dunng normal

operations, a given mobile device 100 must perform a “GPRS Attach” to acquire an [P

address and 1o access data services. This requirement is not present in circuit switched



30 external packet sw tched networks and connects to one or nore SGSN s 216
via an Internet Protocol (IP) backbone network operated within the network
200. During normal operations, a given nobile device 100 nust performa
"GPRS Attach” to acquire an IP address and to access data services. This
requirenent is not present in circuit switched -10- voice channels as
Integrated Services Digital Network (1SDN) addresses are used for routing
i ncom ng and outgoing calls. Currently, all GPRS capabl e networks use
private, dynamically assigned |IP addresggs, thus requiring a DHCP server
220 connected to the GGSN 218. There are many nechani sns for dynamc IP
assi gnment, el Ugi g YST G B AR DAALT @ TRkEs QUL D ERLIGat | on
Dial-1n User ‘ggcl?vﬁce (S%A’IBI;%% .sé?rver ﬁ% %ﬁ%(gsedr%ﬁ Oice t% GPRS Attach
is conpl ete, rautinggiealingadweering paliss Cagendlyl 6GRYS Cﬂpﬂ'dm%twntkbm@rdem ce 100,
t hrough PCU 3 %N i _ GGSN
218. The APN e?)r?legslg a’?s adﬁ%g?%%éfg ?%@ﬁg@%ﬂ?a%%gﬁ 2t2 él':@}%g%‘ﬁ {Ogill f{]her
access di r ectGHN et hetheoompaeibhehgasmy edynemiqiPiassdnenenie instwdlogesinpect i ons.
The APN 105 aljp%&b{n‘%%neéf%rﬁe%o?e &&ﬁéﬁ%kz&%n daqfiﬁlﬂﬂsé@e)fv% (ﬁﬁb\“@é Kefe@lanal NSOfar  as
each nobil e device 100 be assig {0 one or nore APNS and mobil e
devi ces 100 da@bserestc Raegthe GBR&Atwltlhempiﬁp radogiprd eéroeetionds estabP@d At t ach to
an APN t hat 'ﬂonhé‘ﬁ]ot??ee&vﬁgﬁm)rtﬂr&%qPTCQJitﬁieand%N RN TRK s ﬁ&&%ﬁ&&@red to be

simlar to an Internet domain nanme such as "myconnecti on. wreless.coni.
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can be supported in I P packets, This includes tunnel |ng nmet hods such as | P
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Packet Data Protocol (PDP) Contexts and there are a limted nber 20 of
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Cont ext, the W'@Bﬁt%‘ﬂ“"@éﬁ"% deal | ocated and the I P address returned to

the IP adds eqeopgol maoagase QYR OHER LSS Blete, A30hnelR cl0QS24d MedAri¢isng now to
FIG 4, a block d| Qﬂa}‘ |IIustrat|n% components of a host sy temln one
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are also referred to as Packet Data Protocol (PDP) Contexts and there are a limited number

20  of these available in the network 200. To maximize use of the PDP Contexts, network
200 will run an idle timer for each PDP Context to determine if there is a lack of activity.
When a mobile device 100 is not using its PDP Context, the PDP Context can be
deallocated and the IP address returned to the IP address pool managed by DHCP server
220.

25 [0032]) Referring now to FIG. 4, a block diagram illustrating components of a host
system in one example configuration is shown. Host system 250 will typically be a
corporate office or other local areca network (1LAN), but may instead be a home office
computer or some other private system, for example, in variant implementations. In this
example shown in FIG. 4, host system 250 is depicted as a LAN of an organization to

30 which a user of mobile device 100 belongs.

[0033] LAN 250 comprises a number of network components connected to each
other by LAN connections 260. For instance, a user’s deskiop computer 262a with an

accompanying cradle 264 for the user’s mobile device 100 is situated on LAN 250.



exanple showmn in FIG 4, host system 250 is depicted as a LAN of an

organi zation to 30 which a user of nobile device 100 bel ongs. [0033] LAN
250 conprises a nunber of network conponents connected to each other by
LAN connections 260. For instance, a user's desktop conputer 262a with an
acconpanyi ng cradle 264 for the user's nobile device 100 is situated on LAN
250. - 11, Cradle 264 for nobile device 100 may be coupled to conputer
262a by a serial or a Universal Serial Bus (USB) connection, for exanple.
Ot her user conmputers 262b are also sitwugted on LAN 250, and each may or
may not be equi pped wth an acconpanying cradle 264 for a nobile device.

Cradl e 264 fagidid t@tf@smm}% de@ad] 0m B bel BEMIBLbRPt&D60h bl Midpdra, S private
sym’retrl C encryptl on keys to facilitate secure conmuni cdti ons between
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ot her peri phdeure 109pr L4& 376} fT‘é‘Rb‘F‘FGP‘PP‘WsQﬁ%%ﬁ“? ilgflggice 001 a9 gy be

Furt her nore, paficiady s4hs el vek unsﬁmmsuﬁc@&peﬂ@mesfogﬁedhﬁmummgmba@ovvn in
FIG 4 for ease of exposition, and it wil| be understood by persons skilled

in the art tK§yice LRP&OQ‘% ha infogpionidgwmlgedsr! {9 BAkile detinn HALRESTAYEE explicitly

shown in FI G-ceﬂxfczftéﬁ'usécmn%e]éc}%%mn@esé‘a@éﬁ 10w eiuBerst DAY 18y @8508¢ dilled.in LAN 250
may repre ent a smaller part of [ not shown] of. the

r t wor k
or gani zat | n, heAThaaEger CHRPIETS &0%F @3 "gﬁfypéféﬁb%?ﬂ‘é’“’é‘?‘f&ﬁd? "thB‘epe&P]i‘eéﬂged in
di fferent top@hagnﬁsm®hanyHhahlﬁhmmm in the exanple of FIG 4. [0035] In

thi s exanpl e, ile ce 100 co nicates with LAN node
202 of mnreléggﬁﬁetwoqg BB 5 gy 2 SH Pég"ﬁ@PWHPRmPWPFﬁéifﬁ%E%} ggfﬁmsuch as
a 20 serviceipFay |4cfar cageadfamydsitiofn, aht @ wollbé nGietsiio@ bi @Erson%&ﬁﬂS@ mttﬁe 40250 nay
be provided .t one or re routers t sho ng devi ces
of DAN' 250, ey Rt e Rl Rl e bR e GRSy M oo [ G036
In a vari#nt emmﬂentmﬁ@aﬁau@n MrAerElly CloMP 266 eay aapwisdsxelaemslléﬂahh bbzuta%’er [ not

shown] to facilit change gn. L he gpe ice
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of using a wireléss VI as on
node 202 of wnreiess network 200 and a shared network mfrastructure 224 such as a

20 service provider network or the public Internet. Access to LAN 250 may be provided
through one or more routers {not shown], and computing devices of LAN 250 may operate
from behind a firewall or proxy server 266.
[0036] In a variant implementation, LAN 250 comprises a wireless VPN router
[not shown] to facilitate data exchange between the LAN 250 and mobile device 100. The

25  concept of a wireless VPN router is new in the wireless industry and implies that a VPN
connection can be established directly through a specific wireless network to mobile
device 100. The possibility of using a wireless VPN router has only recently been
available and could be used when the new Internet Protocol (IP) Version 6 (IPV6) amives
into IP-based wireless networks. This new protocol will provide enough IP addresses to

30  dedicate an IP address to every mobile device, making it possible to push information to a
mobile device at any time. An advantage of using a wireless VPN router is that it could be
an off-the-shelf VPN component, not requiring a separate wireless gateway and separate

wireless infrastructure to be used. A VPN connection would preferably be a Transmission



avai l abl e and coul d be used when the new Internet Protocol (IP) Version 6
(IPV6) arrives into |IP-based wireless networks. This new protocol wll
provi de enough I P addresses to 30 dedicate an I P address to every nobile
device, making it possible to push information to a nobile device at any
time. An advantage of using a wireless VPN router is that it could be an
of f-the-shel f VPN conponent, not requiring a separate w rel ess gateway and
separate wreless infrastructure to be used. A VPN connection would
preferably be a Transm ssion -12- Contr.of2 Protocol (TCP)/I1P or User

Dat agram Protocol (UDP)/IP connection to deliver the nmessages directly to

nobi | e devi CQ:OAQQ praoédnnscmﬁ bADer DAREEHNBREBL QMDP1IPQR3(ecibis®aREr tiidt ended
for a user of nobile device 100 are initially received by a nessage server
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conputer 262b within LAN 250, froma different nobil e device [not shown]
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in a nessage g(‘terIcéne[sﬁg%s 1% %SFC?CI&( d Wlt a us L acco mr lﬁageé(g essage sege ore

rom nmessages™ can
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delivery to t{nessjandhewien ABSSEg&ﬂ’BlelreceiWGéhjz mappid eater 268, Ope aettymcpllyn
20 stored in a message store [not explicitly shown], from which messages can be
subsequently retrieved and delivered to users. For instance, an e-mail client application
operating on a user’s computer 262a may request the e-mail messages associated with that
user’s account stored on message server 268. These messages would then typically be
retrieved from message server 268 and stored locally on computer 262a.
25 [00440] When operating mobile device 100, the user may wish to have e-mail
messages retrieved for delivery to the handheld. An e-mail client application operating on
maobile device 100 may also request messages associated with the user’s account from
message server 268. The e-mail client may be configured (either by the user or by an
administrator, possibly in accordance with an organization’s information technology (IT)
30 policy) to make this request at the direction of the user, at some pre-defined time interval,

or upon the occurrence of some pre-defined event, In some implementations, mobile

device 100 is assigned its own e-mail address, and messages addressed specifically to



nobi | e device 100 may al so request nessages associated with the user's
account from nessage server 268. The e-mail client may be configured
(either by the user or by an admnistrator, possibly in accordance with an
organi zation's information technology (I T) 30 policy) to make this request
at the direction of the user, at some pre-defined tine interval, or upon
the occurrence of sone pre-defined event. In sone inplenentations, nobile
device 100 is assigned its own e-nail address, and nessages addressed
specifically to -13- nobile device 100 -ar®- automatically redirected to
nobi |l e device 100 as they are received by nessage server 268. [0041] To
facilitate thebk delies®oeammidtatally aliref e RIS Fc3fd 00BS BRYeh&kALEd data
bet ween nobil e device 100 and conponents of LAN 250, a nunber of wireless 5
communi cat i off¥ "ESHEHITVESHponent s 270 may be provided. In this exanple
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messages  shoutdlagegnentRivet D7200DEAnplte VMeSadOfanabissRgavaranagensgnt server 272
also facilitat e%ahhe handl i es con%osed on nobil e device 100,
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the user's bi.l e device, 100, conpress and _encrypt. ssages (e.qg.

usi ng an eng? SHiTERTE é%:%}w%%femegffg% FEPHE é’n@hoc?‘lﬁf/é%’%erq]%wé?&ﬁtb%f?ae"f S) or
Tripl e DES) aredsageistvar Qé%for eubnmjoert éeldemi.ce 100 via the shared 20 network
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Standard (DES) or Triple DES) and push them to mobile device 100 via the shared
20  network infrastructure 224 and wireless network 200; and receive messages composed on
mobile device 100 (e.g. encrypted using Triple DES), decrypt and decompress the
composed messages, re-format the composed messages if desired so that they will appear
to have originated from the user’s computer 262a, and re-route the composed messages to
message server 268 for delivery.
25 [0043] Certain properties or restrictions associated with messages that are to be
sent from and/or received by mobile device 100 can be defined (e.g. by an administrator in
accordance with IT policy) and enforced by message management server 272. These may
include whether mobile device 100 may receive encrypted and/or signed messages,
minimum encryption key sizes, whether outgoing messages must be encrypted and/or
30 signed, and whether copies of all secure messages sent from mobile device 100 are to be
sent to a pre-defined copy address, for example.

[0044] Message management server 272 may also be adapted to provide other

control functions, such as only pushing certain message information or pre-defined



accordance wth IT policy) and enforced by nessage nmanagenent server 272.
These may include whether nobile device 100 may recei ve encrypted and/ or
si gned nessages, mnimum encryption key sizes, whether outgoing messages.
nmust be encrypted and/or 30 signed, and mhether copies of all secure
nmessages sent from nobile device 100 are to be sent to a pre-defined copy
address, for exanple. [0044] Message nanagenent server 272 may al so be
adapted to provide other control functions, such as only pushing certain
message i nformation or pre-defined -14--portions (e.g. "blocks") of a
nmessage stored on nessage server 268 to nobile device 100. For exanpl e,

when a nmessaggriidhs (6. tbidtNsy) dr@idcs@yestoRY oMlihg: @kt £63 13 AQbii¢ ammidassage
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processing of encoded messages, such as e-mail messages that are encrypted and/or

20 signed. While Simple Mail Transfer Protocol (SMTP), RFC822 headers, and
Multipurpose Internet Mail Extensions (MIME) body parts may be used to define the
format of a typical e-mail message not requiring encoding, Secure/MIME (S/MIME), a
version of the MIME protocol, may be used in the communication of encoded messages
(i.e. in secure messaging applications). S/MIME enables end-to-end authentication and

25  confidentiality, and protects data integrity and privacy from the time an originator of a
message sends a message until it is decoded and read by the message recipient. Other
known standards and protocols may be employed to facilitate secure message
communication, such as Pretty Good Privacy™ (PGP), OpenPGP, and others known in the
art.

30 [0048] Secure messaging protocols such as S/MIME rely on public and private
encryption keys to provide confidentiality and integrity, and on a Public Key
Infrastructure (PKI) to communicate information that provides authentication and

authonization. Data encrypted using a private key of a private key/public key pair can only



nmessage sends a nessage until it is decoded and read by the nessage
reci pient. O her known standards and protocols nay be enployed to
facilitate secure nmessage comunication, such as Pretty Good Privacyr
(PGP), OpenPG, and others known in the art. 30 [0048] Secure nessagi ng
protocols such as SSMMe rely on public and private encryption keys to
provide confidentiality and integrity, and on a Public Key Infrastructure
(PKI) to conmmuni cate information that provides authentication and

aut hori zation. Data encrypted using a prifate key of a private key/public
key pair can only -15- be decrypted using the correspondi ng public key of
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nmessage content was chang%d during transtg)ort and/ or the nmessage di d not
originate fr gifssage. To venty the digital signature of the message when received, the recipient uses

20  the same technique as the sender {e.g. using the same standard hash algorithm) to obtain a

digest of the received message. The recipient also uses the sender’s public key to decode
the digital signature, in order to obtain what should be a matching digest for the received
message. If the digests of the received message do not match, this suggests that either the
message content was changed during transport and/or the message did not originate from

25  the sender whose public key was used for verification. Digital signature algorithms are
designed in such a way that only someone with knowledge of the sender’s private key
should be able to encode a signature that the recipient will decode correctly using the
sender’s public key. Therefore, by verifying a digital signature in this way, authentication
of the sender and message integrity can be maintained.

30 [0051] An encoded message may be encrypted, signed, or both encrypted and
signed. The authenticity of public keys used in these operations is validated using
certificates. A certificate is a digital document issued by a certificate authonity (CA).

Certificates are used 1o authenticate the association between users and their public keys,



25 the sender whose public key was used for verification. Digital signature
algorithns are designed in such a way that only sonmeone wth know edge of
the sender's private key should be abl etde0 encode a signature that the
recipient will decode correctly using the sender's public key. Therefore,
by verifying a digital signature in this way, authentication of the sender

and nessage_integrity can be,maintai ned, 30.[005] encqoded. nessage may
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certifi cater@ithted 10withehamesage. [0053] For a public key to be trusted,
15 rel ati onship between a
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shown in F 5,.1 r.ecj.pi ent. of .a nmessage purported to be sent by John
Smith nay f\lﬂﬁg?{qu’&gﬁm?@ﬁé’a%‘ﬁ%?h tlgf%{gus of certificate 3 10 attached
to the reqep$afl messpg8nstdReVRIth ¥xa¥nlﬁﬁeEEM%Eat%tcﬁéiH?OE‘;s%&@ﬁﬁﬁ ?1@.%& fhe310 On a

recipient's conputing device (e.g. conputer 262a o ‘ ) for “exanple,
t he certi frieenteat gxomessapepuwpriaBO baseobbaiobadmiginthaysdsh tooveridy kfeytrushat
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certificate 310 on a recipient's computing device (e.g. computer 262a of FIG. 4) for
example, the certificate 320 of issuer ABC is obtained, and used to verify that certificate
310 was indeed signed by issuer ABC. Certificate 320 may already be stored in a
certificate store on the computing device, or it may need to be retrieved from a certificate

25  source (e.g. LDAP server 284 of FIG. 4 or some other public or private LDAP server). If
certificate 320 is already stored in the recipient's computing device and the certificate has
been designated as trusted by the recipient, then certificate 310 is considered to be trusted
since it chains to a stored, trusted certificate.

[0055] However, in the example shown in FIG. §, certificate 330 is also required

30 to verify the trust status of certificate 310. Certificate 330 is self-signed, and is referred to
as a "root certificate". Accordingly, certificate 320 may be referred to as an "intermediate

certificate” in certificate chain 300; any given certificate chain to a root certificate,

assuming a chain to the root certificate can be determined for a particular end entity



certificate store on the conputing device, or it nmay need to be retrieved
froma certificate 25 source (e.g. LDAP server 284 of FIG 4 or sone other
public or private LDAP server). If certificate 320 is already stored in
the recipient's conputing device and the certificate has been designated
as trusted by the recipient, then certificate 310 is considered to be
trusted since it chains to a stored, trusted certificate. [0055] However,
in the exanple shown in FIG 5, certificate 330 is also required 30 to
verify the trust status of certificate.3710. Certificate 330 is
self-signed, and-is referred to as a "root certificate". Accordingly,
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certificate chai 00; an iven certificate chain to a root certificate,
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certificajges example.

[0058] Certificates stored on computer 262a and downloaded to mobile device 100
are not limited to certificates associated with individuals but may also include certificates
issued to CAs, for example. Certain certificates stored in computer 262a and/or mobile
device 100 can also be explicitly designated as “trusted” by the user. Accordingly, when a
25 certificate is received by a user on mobile device 100, it can be verified on mobile device
100 by matching the certificate with one stored on mobile device 100 and designated as
trusted, or otherwise determined to be chained to a trusted certificate.
[005%] Mobile device 100 may also be adapted to store the private key of the
public key/private key pair associated with the user, so that the user of mobile device 100
30 can sign outgoing messages composed on mobile device 100, and decrypt messages sent
to the user encrypted with the user’s public key. The private key may be downloaded to

mobile device 100 from the user’s computer 262a through cradle 264, for example. The



issued to CAs, for exanple. Certain certificates stored in conputer 262a
and/ or nobile device 100 can also be explicitly designated as "trusted" by
the user. Accordingly, when a 25 certificate is received by a user on
nobi | e device 100, it can be verified on nobile device 100 by matching the
certificate with one stored on nobile device 100 and desi ghated as

trusted, or otherwi se determned to be chained to a trusted certificate.

[ 0059] Mbbile device 100 may al so be adapted to store the private key of
the public key/private key pair associaged with the user, so that the user
of nobile device 100 30 can sign outgoing nessages conposed on nobile

devi ce 100, @Mta@fywﬁ&feﬂs@%@gﬁ ABBiwetDtht BEmpRG N 6B RIbRE dide0bbe user' s
public key. The private key may be downl oaded to nobile device 100 from

the user's cHapht e Pepharaine iRl radiens mibrd IPrAcCeSRARMES2e%he 18 private

key is prefefoagby exchapgegphelswess) 26ea6 opmRMicerifi2haar@ansnimtd: b devi ce 100
so that the user may share one identity and one met‘hog for algcessi ng
messages. [ OOGOES (RCHORSAH FPBPECT 6% 2678 38 eamoRlsidsrifesd &Rt TIRIE SEYEE £ om a
nunber of 5 S CERase EHifiGkO0AGE: PAY RQIREE 6.5 defidaed 362 vamdar nobi | e

devices (e.g. mobile device 5 100). These certificate sources may be
private (e. g eeuehtieRs APupls maREsidp i‘ﬁ?ih’ cﬁﬁe“@)‘?tﬂ&’rﬁnggtaP’ﬁi’ﬁ)"ccS?s‘bE%%?'PSgthﬁ’ay

reside | ocal hyor@knis86%% Blivate W\doli( rﬁﬁytﬁbﬁlgﬁﬁﬁ&ﬁ@ﬂnbﬂ, for fefamli]ﬂlev.\lic Ih tierexasaple )
organi zation's private network or throu the Internet, for exa In the
exanpl e  shofiewiin Elg 4, pultiplg HKI ﬁ?’“éer?’?éjo %Wsw‘g‘é © YEUHEHUP é"aé‘ﬁngﬂ‘r%%e

or gani zat i on25egixdee@brs RANIncR80: CRKErvEEIRY E6rSssaBQ cerifitdictCartl INAP s@vaer 282
for issuing certificates, an LDAP server 10 284 used to search for and
downl oad er 14 seatosgarplplogand @Wﬁ%ﬁfcwgwsge-w ff’%‘?’%“'%ﬁ%!s Wtﬁlﬁé‘%ﬁ zation), and
an OCSP ser veipa@fiols el inc0USH defwer Pteust@moeafy tberesbatiossiahs afeettificateat es.

[ 0061] Certif, es b etrieved. fr LDAP seryv 8

conput er 26@(9%% or gg%ﬁﬂﬁé{es v geemﬁlg\‘/'\%ﬁg&éiagﬁ‘atpge%e‘?gﬁé’ y%eu\%%éézgmﬁtg{ vi a

cradl e 264. pépaefoeEsanipie, & bewdmnbadeditoplobiledivatilOhyia kAR 26ér Hewe284n any be

accessed directly. (L. .e. "over the ait’, in,15 this ¢ Xt e e device
100, and nobit& “%’é’gﬂ LEEYE ’néjfﬁs]sé”évre E?}Mf%ary %enaaéerSéeet% rd?rgé\}éf%l'%'na?%%gt uf
certifi catsestiidwoaugh ba nbbé Heicdd0® asdmvkile RBBe 1) miy seatch formpihrdtevdat a

server 288 .be. adapt ed t L1 oW | ' | dVerGRETY
OCSP server g@é”%@‘ (\:/eétfaf?‘:fa%s thtrﬁgﬁ?én\?\gga %éne?vse?gﬁjgﬁgﬁg%é%ﬁbﬁ% {i:agzt%es.e.r 0062] In
vari ant i npl engibt adapdgg albmt yolgieldevtethOPKJireatiy voers OLEE sapygr 386 tory 20

accessible t i i - allowing certificates to be downl oaded
only froma ﬁlﬁrs;g‘%cést%ggﬁélﬁ%g?e‘éﬁcf%,s' 262b, while allow ng the revocation

status of cefQU62] cat edniveridneimpidmanletians; prdyrsetesiid K Igenries €89 gy be made

20 accessible to mobile devices {(e.g. allowing certificates 10 be downloaded only from a
user’s computer 262a, 262b, while allowing the revocation status of certificates to be
checked from mobile device 100).

[0063] In variant implementations, certain PKI servers 280 may be made
accessible only to mobile devices registered to particular users, as specified by an IT

25 administrator, possibly in accordance with an IT policy, for example.

[6064) Other sources of certificates [not shown] may include a Windows
certificate store, another secure certificate store on or outside LAN 250, and smart cards,
for example.

[0065] Referring now to FIG. 6, a block diagram illustrating components of an

30 example of an encoded message, as may be received by a message server (e.g. message
server 268 of FIG. 4), is shown generally as 350. Encoded message 350 typically includes
one or more of the following: a header portion 352, an encoded body portion 354,

optionally one or more ¢ncoded attachments 356, one or more encrypted session keys 338,



[0063] In variant inplenentations, certain PKI servers 280 may be nade
accessible only to nobile devices registered to particul ar users, as
specified by an IT 25 admi nistrator, possibly in accordance with an IT
policy, for exanple. [00641 O her sources of certificates [not shown] may
include a Wndows certificate store, another secure certificate store on
or outside LAN 250, and smart cards, for exanple. [0065] Referring nowto
FIG 6, a block dlagran1lllustrat|ng conponents of an 30 exanple of an
encoded nessage, as may be received by -d9ressage server (e.g. nessage
server 268 of FIG 4), is shown generally as 350. Encoded nessage 350
typically i nelhdﬁigamr@m sggnatnprrelaefl intforenafion $@niFegexampleelader ppoionidéh 352, an
encoded body t L. n ed-~a s 356,.
one_or mor e SRR, PRlysae Rl A0k kn GG 5B TED G ol SRH R A ARl

si gnat ur e- r ebay elo intfude massegrrie@B0indicgprsexdivplder erfliemtion andorgnatre Shme
typically in n ueh d "cC
addr esses, ﬁ%Hgﬁ§?%§%&S§$%c%ﬂﬁeL%E &%ﬂwgn th dF%??é?g&%gﬁﬁhégnder
encrypti orf adda smgnaﬁmzmds)o&séﬁveonelodem aftiaelmsentSfSéﬁ veiehphebe ehetynted bressage
content nor e S ssibly
one or nnrenﬁkfgéeﬂgﬁﬂga%gﬁmqﬁi ﬁg%ﬁg%ﬂ&g@%g@gQ@%@éB@ﬁﬁﬂﬁﬂkﬁé &qmgg|ng a
sessi on key. idt¢ndad @emmnb\mﬂgelye reapsctivs eublid key ifey e@glplwallemyarénmlwsﬂemthﬁor each
i nt ended reci ng ol she i, e V. eaghaieeept. and
i ncluded in ?ﬁgﬁgig?gg gle %g §L%% e da %5ﬁ5¥%§?m %Q ] sbﬁ%ature and
si gnat ur e- r eP&ft &d aismrwmm i s m%oclmeetha'fayéenswen\ﬁdé@ fOf“IEmﬂ%lPl?ay i ncl ude the
sender’ s ger (dddefal e, iRioXARPAFencdRalABORL 2By A B 6 fqiro i ARORE
message as shown'in I's provid by y exanpl e ‘'only, and “persons
skilled in théewmiwnm amm@pg%%ﬁhdﬂwﬁ a@ﬁ@%@é&f%éélag@w%mesea&eémwn

ot her for mat gxisiR LieXRARE, Fod%%@y B&heRing BEthe Qﬁ&lﬁclnces&%r%@%%m wedene
used, conponents of an encoded message nay appear in fferent order

t han shown i KOEPEents of angnepdsd MesragsiBey Fhpsy alye difis(ent ?fé?rdhvé\ shey i F1G

addi tional, QﬁdQié&&kﬁ&%gﬁ@ﬁﬁ&ﬁﬁ@&&eﬁmﬂiﬁ@mn&élBﬁ&ﬁ&%ﬁﬂﬂﬂzQﬂxmﬁﬁhﬂﬁr t he
encoded nessage is encrypted, gned or both. [0067] Enbodlnents of the

i nvent i onlar &3ydpRsndep Efp?félé?ceé‘ﬁoqeé Wsﬁﬁ%ﬁéﬁ?%ﬁﬁd siggtdhIPothhat facilitates

nore efficiepgoergrifi cahicamnedls ofltr@iih@htisi zﬁ@@éﬂéfaﬁ§ dReisabhishdgatas by
storing certain infornmation engloyed i.n 5|g g% verlflcatlo oper ati ons
for reuse. | frethpdithagfaciitalesmars vIEGER VeRGFaNen phdieitnl SETAWEYON ST HRAIE RUNl e of

FIG 5), t he s@kigg Ec&lalrﬁh@ﬂﬁzﬁidﬁ EﬁpBQccQﬂ sighau&%hﬁéduaﬁb@ﬁaxmm ﬁ‘iﬂ ré’h@ﬁd{nt o be
verified. W nultl rt cates.are ser' s conputing
devi cor i he DHTRBTE Al Ertnfat SRR D SRy a0 D6 diatHl YHPRER o e
20 on the certificates often need to be verified. Where multiple certificates are processed on a
user’s computing device, the same digital signature is often subject to verification more
than once. This may be particularly prevalent where certificate chains containing cross-
certificates are formed. Cross-certificates are discussed in further detail below with
reference to FIG. 7B.
25 [0068] Referring first to FIG. 7A, a block diagram showing two example
certificate chains is shown. The two example certificate chains are illustrated generally as
400a and 400b. It will be understood by persons skilled in the art that certificate chains
400a and 400b are provided as examples. In particular, a certificate chain may comprise a
fewer or a greater number of certificates than depicted in the examples shown.
30 [0069] Many organizations establish their own CAs, which issue certificates
specifically to individuals within their own organizations. End entity certificates issued to
individuals within a particular organization need not be 1ssued by a single CA associated

with the organization. An end entity certificate is often issued by one of a number of



than once. This may be particularly preval ent where certificate chains
containing cross- certificates are forned. Cross-certificates are discussed
in further detail belowwith reference to FIG 7B. 25 [0068] Referring
first to FIG 7A, a block diagram showi ng two exanple certificate chains
is showmn. The two exanple certificate chains are illustrated generally as
400a and 400b. It will be understood by persons skilled in the an that
certificate chains 400a and 400b are provided as exanples. In particular,
a certificate chain may conprise a few#0O-or a greater nunber of
certificates than depicted in the exanples shown. 30 [0069] Many

or gani zat i onsutesdigd tiShiciniteiare QnwIGAS a Oabhiehrchg sadeder 4 iobi Caf@ghe
specifically to individual ithin their own organi zations, End entity ‘
certificates  IRREEEH™ Jg‘sif%%.c\ﬁ BUHSVIGF T ﬁﬁlﬁs’%"egé‘g’? Fecrtgﬁ ’%&e t8r%fjéllsrlelrazafsﬂ it(glﬁs5 need
not be i ssuedndhyr’a asdtaniipepoidiasisoaliddted of wirti fivateh &sied gathinztht dganizationend

entity certif}] e is often issu by ope of a_.nunber. of..-20-.su di nate
or internedi gé@%(ajAs vvi%ﬁ‘i”ﬁca%? Cgﬁn ﬁﬁ%’r%}’l@ﬁfn ﬁéaéncpeled&gip of oftise zﬁﬂo%elraq‘]é he

or gani zat i%onvalihtesa ¢eatdicat€AOTE vt OVikce ! aas edividbigngdn ogatizaten 'ABLCCat e to be
used as a "trust. anchor". - a starti it . f t he val i dat.ion
certificates qeggﬁgtﬁ g\ﬁmﬂtc}%’f"ﬁs P 5Pt a%#q’%g ‘iegﬂ%cate([ag%bf ueég)y tair&ilitc% %Mé?'nai n 400a
depi ct s an exgaplaiciwad nuodd lyesd!f vie at eserhediste dertifical: 406h isseaddyahezeot | f i cat e
402a i ssued "user]"”, .an Andividual. w thi [ i i - ST

Corti {1 cate iore Biimeadl o dal SURlh b AhiRp e R Do iBeoniaion 4,
root CA of tBSBC oaghnicambidomd aaudevied frotned UDARISerel mainiaanedrpyithet agamsdiion e

certifi ca.}da fggidﬁ&%{9y4 %m(}_r@ogom EQ an i nternedi ate CA of the

or gani zat I on."The'Certi1i cates i ssued WLhin organizati on ABC may be
sear ched and{0®t1]i evedSifoflain, aertili@xrchsimrddBl deradtmiraixpmdlelsiain bcaiifrates zat | on

10 (e.g. L DAFf)?_lrﬁq%ﬁ Y& i%ﬁéla géniﬁéa% 4(6% ’isszfjégl:’to eXaIPp ! £ m&;@:%éi)v?@hm Jii%lle%{tv

{
certificate chain 40ab depicts an exanple chain of certificates formed to
val i date a cergepizpteant &2 eiufisaie d03tochains torapself-sigmed gl ardficate ARRe ispupda
di fferent  ORgaRLAR Gbr i Zlon Y6PE bid kiRlH,4025, G| AfchBuiAe Slificatd aned
root certificate 404b i ssued by a root CA"of organization XYZ and trusted
by user 2, 1%i 406in Thetcertifisaipsdsseedsithin praepretionsXiHeRy baiercbed 1dreEisreds i ssued

Wi thi n organigzat I:0np XY éﬁ@&aﬂﬁai%@y@?&%z@ﬁ% xep! foeyathpid rom an LDAP server
e 0072] Consider an exanpl e

mai nt ai ned by orﬁaam zation XYZ, for exanple. [007 ]
situation whdP®dser] eImsueiimIapE SiPaRgCvhae gfarbel orgiiatien A8l mEdsage from

user2 of organiez@rdiames?gafﬁ%-fmﬁv&@rj dr oHs8z2i dHasy 21 EaGNiegeRl Bas affhtd hikcat e 402b
to the nmessage, user] will be unable to verify the trust status of, user2's

20 certifi cateifiodpAiabin themeesagepee Mehbrunblsie vers fFiTpsRmeR! “%ér] has

not alreagply <t@ifesle 402b with that certificate alone (assuming that user/ has not already stored

user2’s certificate 402b and marked it as trusted). If user/ does not trust certificates from
organization XYZ, then user2’s certificate 402b cannot be validated since it does not chain
10 a trusted certificate.
[0073} In order to facilitate secure communications between users of different

25 organizations, it may be desirable to allow certificates to be used and trusted between the
organizations. An authentication method known as cross-certification may be performed
between two organizations, where a CA of one organization certifies a CA of the other
organization.
[0074] The term cross-certification may be used to refer generally to two

30 operations. The first operation, which is typically executed relatively infrequently, relates
to the establishment of a trust refationship between two CAs (e.g. across organizations or
within the same organization), through the signing of one CA’s public key by another CA,

in a certificate referred 1o as a cross-certificate. The second operation, which is typically



user2's certificate 402b and marked it as trusted). |If user] does not trust
certificates from organization XYZ, then user2's certificate 402b cannot
be validated since it does not chain to a trusted certificate. [0073] In
order to facilitate secure conmuni cati ons between users of different 25
organi zations, it may be desirable to allow certificates to be used and
trusted between the organizations. An authentication nethod known as
cross-certification may be perfornmed between two organizations, where a CA
of one organization certifies a CA of the.other organization. [0074] The
termcross-certification may be used to refer generally to two 30

operations. ckB&udd EglivePPREREIRNinviRECRREnd ¥ e b driyfi kARt the Fbriativie| Y
i nfrequent| y, relates to the establishment of a trust relationship between

two CAs (e.fageribsye ghoygahtiagydsnal least ongisp Fossteti§&ie or gani zati on),

through the [sogsj Ng ORefeRRg Gbwo PDI7TRCa kYK B¥pramOhdiahe &A,mpwsrbfam@@rtl ficate
referred to as_a cross-certificate. The second operatlon

typical |y - 2¢rifispiss tiking (vejexypRIe st ficaliraing Iyphoyh 4 Cipsscsrl %%/?Wgssa%ser

certificase bmauahcA beorkRiARéd ABC bgftheafoﬁlEEA bf bigaliRueNANVY, s RRdwid Mehitides at
| east one such cross-certificate,

075] Referring now to FIG a bl ock

di agr am shovi*AgrEx e o Fﬁ@gcalﬁé}% 15fqeg&@grqo?gﬁloﬁarwawﬁzg
certificate m@amngAk§o§ﬁmwnmm@gnj@sﬁmﬁert|f|cate 410 issued 5 to the root
CA of organ .on ABCb he r of organi zatij on Z.is shown in this
exanpl e. %52?1 Y, ‘?%‘@ plegf ? i)"lf 7%1135%?2 @ElsstS”fix{?ét‘?’b'ﬁﬁtw?fR yp
or gani zat i Or’to&mby{{o@d‘&a 6matcr@§caﬁxﬁeit@amen@ﬁtﬁxapéﬁmzd 8 aHeawN. [0076] The
exanple b 7B il lustrates mutual Hross ce tJfIg tloqﬁﬁﬁ We%g r oot

mRGTHERIRP0 S8 FaPPIer frastt B At ’Pi‘&%l aré E EPWEHR odPi ant 10
i rrpl errent ati ms;:gaﬁabn@xamlreot QN soter drpdnindbe SAnafiribe dxampleda O oda
subordi nat e one organi zation t.a the ropt . CA of anoth ani zati on.
2 furt her TR ERon SRR a3t et Bed] B g T8 b £ iea TG Ten 871
cross-certi f iroatertifoata is@at Bfued bsdao e fﬁstg:agmi&aﬁdndﬂ theeseeond drganization.

cross-certif is i ssued i rst an| at.i he
Cecom o a2 on® PRUSSTEEERIRES e s ol ARk B ol
or gani zatibondictaey bben ortgsrtizaition’ed{r palcylfor ekanipde. &br biptasge, thlegﬁmbh?atdf@nés | T

p.0| icy, for (?rgen?atxgn may dic Estgﬁggx% cz;thefr oﬁ)lgrl Arg%izgatiorglrlﬁll b%ru%@t@b sRAL G may -

G
di ctate that Icates from other organizatrons w be trusted only for
t he purpose of ppirosed siogssencoddd] @mmesmsssag@scroﬁwﬁ@mm@ert| ficates

may be r eVO}%@S’kJ&%y%'ﬁklﬁﬁé’tﬂ%f% &gm@momcﬂ@z%fz&é uet]zf% ofngmgg Vi Ginbd ust

relati onships wth’ot organi zations. This can facilitate nore efficient
control of secemzationsydihis qap feimite moicorBeient control of secure e-mail communications

20 between individuals across different organizations.
[0078] Cross-certificates facilitate secure communications between individuals of
organizations that have established a trust relationship. Consider again the situation where
userl of organization ABC receives an encoded message from user? of organization XYZ.
Userl will be able to verify the trust status of user2’s certificate 402b, by retrieving

25  centificates in a chain from user2’s certificate 402b, to root cerlificate 404a issued by a
root CA of userl’s organization and trusted by user/. Specifically, as shown in the
example of FIG. 7B, the chain includes ABC’s root certificate 404a, cross-certificate 412,
XY Z’s root certificate 404b, intermediate certificate 406b, and user2’s certificate 402b.
[0079] For userl] to verify the trust status of user2’s certificate 402b, user] must

30 obtain certificate 402b. This will customarily accompany the message from user2 to
userl; however, in the event that certificate 402b is not provided and is not otherwise
stored on user!’s computing device, it must be retrieved, from an LDAP server

maintained by orgamzation XY Z, or other certificate server, for example. Furthermore,



20 between individuals across different organizations. [0078]
Cross-certificates facilitate secure comuni cati ons between individual s of
organi zati ons that have established a trust relationship. Consider again
the situation where user] of organization ABC receives an encoded nessage
fromuser2 of organization XYZ. User] will be able to verify the trust
status of user2's certificate 402b, by retrieving 25 certificates in a
chain fromuser2's certificate 402b, to root certificate 404a issued by a
root CA of user]'s organization and trugted by user]. Specifically, as
shown in the exanple of FIG 7B, the chain includes ABC s root certificate
404a, cross-&ek bi thi fatahithledriificX¥Zin3hd @@in rﬁlﬁfﬁlis(fli’e(‘raﬁdeve@(iébﬁriﬂylﬁteemaedi ate
certificate 406b,_ and useﬁ)ircertlflcﬁgte 40hZ [0 ;EL} qr] to verlfy
the trust st3REsOlsFcHr s & Pibes Eisatgyphe dhalg, yhi t§6"%‘?ﬁ in
certificate #0RBs a dhi &riidale 26815 tRBEekifftaRCOANPAGRY td eretrRe&bfyem ABOM user2 to
user]; however, in the %\/ llghat certifi &3?/’?19% i S not {9ovi ed and is
not ot her wi SEPABSHVESXY Sﬁg%'?‘ SEVESUET ?}5 BTV AOGRTNC WLt 1§ eved,
froman LBAPg9g0)er mldrbt:@ésandurbw@erngawmets and KGR, mran@trhahe dieitdli f i cate
server, for exanple. FurtEer nor e each of the_r ‘S r\% gincertlflcat es
in the chai nSE#EFesHTi5WBR ﬁéPPF@U@ﬁtﬁsSﬂ%?‘ieﬁf?%@”ﬁ? ¥pen WYEPEs of
certificate 4@@iatelREnQtO@Er BRE triaf hﬁabeperfoﬁnémhemhaamn,tmg\/mmﬁcatas, smbii &
exanple include a,root. certifi a,Cr.oss- ert i.cate, eed to
be retrieved IR B8 qéd’tylf’f)ﬁﬁﬁrgé?a\/eesr%‘ex?rz‘;hglf_ %rvla %’}'on C'?teg%@rgt "ofher LDAP
server accessd &slaehih@d Ufesecf&argaxﬁza[tleﬁ)ﬂfh]ccdmande@ﬁhﬁﬁéﬁp&:cp,ﬁore@mpbnce to FIG 5,

and FIGS. 7 e di nat ures of uin ficates
often neéd A@%ﬁg] veri HABBC%@ ?T)fflgﬁﬂ%ﬁﬁamrgé’?talc mﬁ Vi é?cﬁss.lg%rﬁqg?&t asks
may al so be me@)ﬁmrcmglowhemsmag Celat\hfmg aGBx dxgﬁaltyasﬁmacsﬂﬁbﬂtaserﬁﬁtae@kl ng the
validity of a_.certifi r erla
Uhat moht BEVBRLabNT Shaty s iy S5 O PRk KRB ARl de

policy, for Rasamspihet mfban{tﬁﬁ&b]amvethrcﬁugbappimnncmfofa hdﬂ"gtllﬁ?dﬁﬁ'&tiﬂ@ﬂ&t&fﬂtﬂ@“)bﬂ a
certificate is S v I h& Rl ui ng CA.
When a CA di e“coaeldlum g?%cﬁ%}kg%%e%t?w gglt%ea]ggcertl PI ié)g%hlé%wﬂ% gﬁﬁgﬁgﬁﬁ i ncl udi ng
t he name T@ndcqmbctalecs kcaldy ideitefied @ the BértiBtate. [fobskaprentlyr inaxeampersimilpr t  has h
of that infopap dnéaggyeem @Mﬁqg %%Qi*hg%%}é cgq%éggaggfs,gaemm u@l@pglyt hm i's

typically enco sin private he al gorithmused by the
i ssuing CA tdxgsalgmnawr@n@eaemﬁfcineawebq wgrifi m&pwng @éﬁvqoﬂ%@fqrﬁafm@r

certificate. g%ﬁgkiﬁ%@l Y putlli KBy, féﬁ@&% afih Mt 8sult & the @?ﬁec@ﬁ@érﬁﬁ@ade in
verifying the digi Sl g hat ur & 'of arressage signed by a user, the S

di gital signatfermationordiagetheresfrewedivelin Ab‘élc%srfl“fmfé%l‘ ByicaerBa e, CAHE encoded

I nf or mat ign %&B%‘Mé%&ﬁ@c&tpﬁoz@%s§m9mlely9na|§%¥maﬁd1§ib@mnamer&&ﬁhmeresult to

t he expected certificate
holder, and suggests that the certificate holder’s public key can be trusted if the CA is

trusted.
[0082] Verifying certificate signatures can be a process that is both time-
consuming and costly (e.g. in terms of computing resource usage), particularly where the
25 verifications are performed on small devices, such as mobile devices for example.
Embodiments of the invention are generally directed to a system and method that
facilitates more efficient verification of digital signatures on certificates by storing certain
information employed in signature verification operations for reuse.
[0083] In at Jeast one embodiment, one or more public keys of a CA that has
30 issued a particular certificate are associated with that certificate, and cached or stored. As
indicated above, when attempting to verify a digital signature on a certificate signed by a
CA, the CA’s public key is required. However, there may exist multiple certificates (each

with a public key attached) that appear to belong to the same CA. This situation might



information or hash thereof respectively. A successful match indicates that
the CA has 20 verified that the certificate holder's public key may be
validly bound to the certificate holder, and suggests that the certificate
hol der's public key can be trusted if the CAis trusted. [0082] Verifying
certificate signatures can be a process that is both time- consum ng and
costly (e.g. in terns of conputing resource usage), particularly where the
25 verifications are perforned on small devices, such as nobile devices for
exanpl e. Enbodi nents of the invention amg.generally directed to a system
and nethod that facilitates nore efficient verification of digital

si gnatures on,;eeF Ll &ihCRlRaha9d @E %z{?xge &GhiBk E'ub dcDid {I@tth@&nema{e%@d in
signature verification operations r euse. 083 n at. | east one

enbodi nent, odEhadentibesahqngpificete k@@@ ) 911‘ if he€R lﬁaﬁ &Fenﬁé%‘e%@”]it@?d’éﬁl"akeﬁ%r ticul ar

certificate o%e%?wﬁh%?QO Wnéé? vt Ratd) Cef @)!afn'pﬁa%%coraiﬂd]yplﬂ%ﬂﬁ vehefiefalfoed. As
i ndi cated above, when attenpting to veri gital Signature on a

certificate ma@wlacfbgﬁr%pulaowbh@ Hey @ﬁ\bgenﬁl%‘ﬁl 10@u¢@§§ﬁfq1§' VBl B YeHowever
there may £Xigtismd tiple certificates (each with a public key attached)
that appear to belong to the sanme CA. This situation mght -23- arise if

several certil998%t es Hipfaringie Fiafea §pwehant i|ufratiigiepe » %‘3?‘50? of verilinge

certificate g?ﬁ?t@i sigMtuEd oh g&nﬁdafe's ﬁ}santé?ﬁ)ogﬁﬁetnl $A 1R eriioh d@RdwiDEenkfally Be CA has
been i ssued tiple public keys (sonme of which nmay no | onger be valid),

for exanple. 4Mcordingly, it can be beneficial to track which particular

public key hagogsgen usgdnd Onodmeassifihg Inyen\ﬁeﬁlaiwa@sw&ﬁwé@so’fmerti ficate.
[0084] Referring to FIG 8, a flowhart illustrating ste in a.method of

veri fyi ng10 dimsihodereqierfiated e 8 C‘Hﬁﬁ‘éaé"r‘ﬁhﬂ?%a@%l“iaﬂmhwa% Sﬁ@ Fesiges e

invention i S §RQWBcI@NES tribit edBodithefks, thOBH] calevaRii@ios BROditMayak t he

i nvention, at |east sone of the steps, of tggﬁ%o rreth d are lg(ai%lformed by a
e

certificate VElfEAY GHHHRS qncf‘efPf“BW“tglflﬁ B e ‘aﬂ‘a Goedicy A& mobi | e

devi ce. |n vatd @nificegbadai®nipplicaliiende@ hbi Yel aling-aloak laptaicmmn apphd cati on may
be residing _and exect t|n evi ce oth

nmobi | e
devi ce. Furt ﬁ‘é‘l’cﬂﬁ?"’é“ %’E‘gﬁtf Y*ﬁ’éin%)%p Vﬁﬁ?a 8 '8N P% Wer%e ei%drrﬁmf’]‘:’eoer Mot be a
st and- al org ap]mlcwaisuemuu@mdd telaﬂmgfdunm mom&ldrbyleoéommeng:mdefi cate

val i dation ag%ée ation. ma 3 n@ ‘?g&p % i n.one or km){rsg1 13, apold %ggl ons
executing an i di ng" 8% ¥Té REBPT & or 8t ABY “eRIpU TG "devi ce, T
Generally, i nreﬁﬁ/irigoh:b A0 sigheane an gbﬁt&ﬁlcaltmbk:()]!}’ dfdyat p@lm%ﬂlmcmclsdl,messf uI Iy
:lgr ::];thgg t 2? hdelngi Q(l)reg % ganrr?‘grrygrﬁ store ?’og gcragnip{ ! &1@ S‘bhc@eg %¥ bQLtOFCQ%;ﬂhQHp lic key
certificate data associated with the certificate, or in a separate memory store (e.g. a lookup
20 1able) adapted to store public keys employed in successful signature verifications. When a
subsequent attemnpt to verify the digital signature on the same certificate is made, rather
than immediately performing an expensive signature verification operation requiring at
least the decoding of some data using a public key, the public key that would have been
used to verify the digital signature again is instead initially compared to the stored public
25  key. If these public keys match, then the verification will be deemed successful, since the
public key to be used matches a key that has been previously used successfully in a
signature verification operation. It is considered unnecessary to perform an actual
signature verification operation again for the same digital signature. Accordingly, at least
some subsequent signature verification operations may be replaced by more ¢fficient (e.2.
30 byte array) comparison operations. The steps of method 420 are described in further detail
below.
[0087] At step 430, a verification of a digital signature on a certificate is initiated

(c.g. by the certificate validation application). Verifications of digital signatures on



otherwi se stored in a nenory store. For exanple, the public key may be
stored with the certificate data associated with the certificate, or in a
separate menory store (e.g. a |lookup 20 table) adapted to store public keys
enpl oyed i n successful signature verifications. Wien a subsequent attenpt
to verify the digital signature on the sanme certificate is nade, rather
than i medi ately perform ng an expensive signhature verification operation
requiring at |east the decoding of sonme data using a public key, the
public key that would have been wused tg4verify the digital signature again
isinstead initially conpared to the stored public 25 key. If these public

keys mat ch, éelﬁ%a{epﬁ]ay 6t Fécrfo?rﬂéd af nWLalnke %er@&ﬁl@'ﬁ% MRS sfidmls in StdRER the

public key to be used ches a has been previously used
successf ul | yvalidatg spegif@r@artnﬁﬁeéesveqeivreii éaﬂ P@ﬂﬁ (eo‘béfr wrifpihe tpgt SraéuS@é‘ Asi der ed

unnecessary [Qimerf a@tgcmeé’-ﬂ) Atldial megéagaéstdﬂgcﬁssy@mtﬁ tgatien PRESALInGRs agai n
for the sane digital hegnature Accordingly, at least sonme subsequent

si gnat ur e vesmifqdieant.obr Gl signasies e eratificalss hergvasifiedaiedheser{ Brent (e. g.

30 byte armr ay&mf&%&ﬁmz}%ﬁe%ﬁnﬁbé&ﬂéresﬂéfa@vééeﬁmat@sf ABidarkaAZe iake descri bed
in further detail below [0087] At step 430, a_verificatiaon of athdl gital

si gnat ure onsignage? YeificalanepFationm p pridtcd@y of e gertifigptipmantaosity fhat issyed the

val i dation aEthllﬁ(ﬁ@tik Qﬂ)nred\/@rehfﬁcﬁ:l@(rs] Qﬂspugiﬁc 1@5@5 &ﬁhe &mtlﬂxﬁ Sfh@Hty md¢-
certificates may ger ormed, for instance ertificate

chains in orB&f “t@”e g1 §oph this %‘ﬁ’é&ﬂff‘%‘“ Rt PAP |S‘é%i?ré§f ”t"':é’c"é‘? S‘gd‘%wyé“’ﬁf’é’er (e.qg.

to verify thg ddeHSicas k@tdish (RE mabilel@ binkf dmpuingdddvaehed to a received message
as discussed with reference to FIG 5). In this enbodinent, the digital

si gnat ur &9 ofP98BE cer fior § BXEERI KRk alEPI D P oRloPeATYRE e sigparuse

cerltl ficati oferglhitArdpkiaBSn faslf@]gtmb SS8IRGkeY, heeleaHiRSTdn 1yﬁxaﬁiﬁd’sttb fahedtraBe As not ed
earlier, in a _signature verjficatijon eration, ubl i e

certificati ofieHt|cHREPIE b0} e§‘§61é‘§°i“ﬁg£ péee"t'ct“FlP”lb(?%ﬁ c‘r‘e§g$%ﬂ%f§8“smg
Certificate(gs @b publAsGndkeydishoal thlishﬁa)Clﬁ:I‘dohcf by:éthm;ﬁﬁngmkﬂﬂfﬁ’dlpﬁ.xylxdﬁay need
to be retrlee at this stegg g g Iﬂﬁ)ﬁ ’?é.e %OI{ L arg not

al ready st or 8 e Gruficpig e PreXion %P%:‘P O%Jt’?cets MDY e St et et lE i ng
devi ce. 13 [ 03] cdridfica: (g’mueeumubk ttﬁrekeys,tepaiﬁﬂsﬂhﬁ cabhO pr @hercmemcoy ptereh or m ng
the signature. verific on.o erat blic

det er m nat i o' & Bfécg thayd s\/ﬁﬁ%‘f‘ﬁ% 8’1 F aﬁlgRUl g?%?tﬁlfeéx%dnt%?rhe subj ect
certificate has:wrpmeg/immcﬂ)sah&mh §umeeslsfpuiblicy<eyaem;ﬂo;@d imsicagpsful hi s public
key. As indi Cathd cma Bts are s%orgc‘xa)ét cacoenoef\ H‘%O o s&o@ m%rlr%te}%.%ﬁﬁ Qxl(lbkl c key

for the certi previ ously use ess y verit
digital si gnatau:hazeoendettmm& tmab]oeidtsuwstttha‘t theali@tal $1£n80neme)he§tﬂ§~?ctas st or ed

atstep U0 ORI SAENSIAN, UNSLARIRARALS) W th the public key tha

i's about e use Veri the signature, and then
{0089] If the digltal signature on the subject certificate has not been previously

successfully verified nsing the given public key, then at step 450, the digital signature is
verified using this public key in known manner. 1f the signature is successfully verified as
determined at step 460 using this public key, then the public key used in this successful

25  verification is stored in the cache or other memory store for future use at step 470, in
accordance with this embodiment. For example, the public key stored at step 470 may be
stored with the data associated with the subject certificate, or in a central memory store for
public keys (e.g. in a lookup table) indexed by certificate (e.g. by storing the issuer name
and serial number of the certificate with the public key}.

30 [0090} On the other hand, if the digital signature on the subject certificate had
previously been successfully verified using the given public key as determined at step 440,
then at step 480, an indication that the verification is successful is provided. This is done

in lieu of performing an actual signature verification operation requiring at least the



determning if there is a match. Since only public keys enployed in
successful verification attenpts are stored in the cache or other nenory
store in this enbodinment, if a match were determ ned, this woul d suggest
that the digital signature on the subject 20 certificate has previously
been successfully verified. [0089] If the digital signature on the subject
certificate has not been previously successfully verified using the given
public key, then at step 450, the digital signature is verified using this
public key in known manner. If the signasure is successfully verified as
determ ned at step 460 using this public key, then the public key used in

this success{iload of &id daGAksin®d plslicHed B ey mitie; BGRRRE vaifRfiodTENDI Y
store for future use at ste 78, in accordance with this enbodi ment. For

exanpl e, t hePpgpIe i“@f%@§Ci§ﬂtoE§H mgy help &pnsgrve battsyy paver apdsbansRithtUsthe dat a

associ at ed WelRithiQ, fHBI8Gle, SBfiduldly FalEhall Qevikdd sBaCRMdbat doBeRry store for
public keys &e. ; in a | ookup tablﬁéﬂlndexed by certificate (e
%%Sﬂ r

B (e.g. by
storing the i nang'e SEpPlgatiod 420 me &e repratehior addifrph RuBIekt h t he
public ke . (@2 0090]R Rk 1eovPloFet:. S RdIowichart MNGstAlig) Lidds if b gleBlodoe On the
subject certificate had. previously been successfully verified using the
gi ven publi cvmlnéél%k%ﬁ*ﬁiuﬁéﬁné?ﬂ‘éf"é‘ﬁ iy apther ebodigent of %‘%B?O“dﬁ
i ndi cation t Bgdwi ft8erdBy dsfsro@tion is successful is provided. This is done
inlieu of perfaorm ng an actual signature verificatjon operation requiring

at |east thel0UB] decddrhey HPb Sovmilse etdhed fef sx550i0hat an gafrastiqmebed naki ng

L he si gnat ur @2y &hért bEigtileQRbLIIPKSDS BHFloVENIR s@léds il Spfaturd RéFidaBYhshAB] sorédNser ve
attery p

wer and enhance the user | exper.i ence, . exanpl.e, particularly
for smal | eVt PESERErOER milsr Rodytled 420 d AUV iieh By Yaeh 420
may be repeateskidaGsn addipt (wdRdkr audeking d aySiceeds i) BR21orddeih @lerdatly dnowei 0 FI G
8B, a flowhart illustrating ste LR a n tPod of verifying digital
si gnat ur es oﬁ@ﬁﬂ%?@?@&?%gnﬁﬁw ﬁ%ﬁﬁt&68W%§81W%ﬁFﬂwf the invention is shown
general |y as|[d®0h). [ O0093kraMetihedhd®t0b, shai aigivar puiblic ket ihoskddR Oerifgiigept t hat
in contrast to &?od 420 wher. nly th bl.ic.keys | oved in
successf ul sﬁﬁm§§ ggW@?f??%g?§§ﬁ§*%%3W§?§gg@ﬁﬂﬁ5§¥nc??gyga% 26F ot her
Menory stth e storad imehlodry2@h, aldnpevifhuld iesul ke yis: apsadon. Faryasplgbd pubbic
verification,atf el LELOR ey HEGERE Wit ce%ﬁasc%{%%%fsafss;é'ﬁ?ateﬁ%ﬁm%eor ed in the
cache or other” "nmenory store atong wth the result o e verification
attenpt. [0094fifiGener ald sgparitp membiyotbrd R0 2 ledkep tableyi Weian peldisequeidey i s used
in verifying,.th tgb&if&nﬁu' aRit r%?gt%%‘? @b dehtlflGREEmadt f XheO%;n érﬂat public
key is cacheénd?&o her §ef%gis oréﬁgﬁn g’neﬁnrf stor%, aﬁ%ng Mih the
result of theudpdeatiter thigreriemasnphreexpeirvepignpiuge verification operation requiring
20 atleast the decoding of some data using that public key, the public key that would have
been used to verify the digital signature again is instead initially compared to the stored
public key(s). If the given public key matches a stored public key, then the current
verification attempt will be deemed successful or not successful, depending on the stored
result associated with that stored public key. If the stored result indicates that the previous
25 verification attempt with that stored public key was successful, then the current
verification attempt will be deemed to succeed. If the stored result indicates that the
previous verification attempt with that stored public key was not successful, then the
current verification attempt will be deemed 1o fail. Accordingly, subsequent signature
verification operations that would otherwise require decoding of some data using public
30 keys may be replaced by more efficient (e.g. byte array) comparison operations.
10095} At step 430, a verification of a digital signature on a certificate is initiated

(e.g. by the certificate validation application), as described with reference to method 420.



key and associated result may be stored with the certificate data
associated with the certificate, or in a separate nenory store (e.g. a
| ookup table). When a subsequent attenpt to verify the digital signature
on the same certificate is nmade using the given public key, rather than
perform ng an expensive signhature verification operation requiring 20 at
| east the decodi ng of sone data using that public key, the public key that
woul d have been used to verify the digital signature again is instead
initially conpared to the stored publi<2key(s). If the given public key
mat ches a stored public key, then the current wverification attenpt will be
deenmed succegsdad] or nwk agivespasiclky, [dapendbngioowm gehBmsh@hedignatesul t
associated with that stored.public,key. If the stored.result jndicates that
e pr ovi ous "Bt FRERPT SHREDEERRLS Y hi o SRdh P el B bEas
successful , tdhgn! $haedlsn Bniubjecedertficaathadpretibhisiniaen Wrlfled heing @gmlit o
succeed. If the stored sult, .indi cates .that the evi oys verification
Attempt wi th FHar SPORELTBYLIEMRSGE I P RtREagbrh KV ridhe SRRy r an
veri fi cat i®n igtdrempiowy hiedhe vaEe rdiigial figidure HCho Butijargteytifiquyfagaent
signature verificatian operat.igns that woul d ot herw se requj.r thcodi ng of
Some dat & usHECHOBITE Ot n et F Sl REeEo oot e Ry FE ). byt e
array) conparbsom epeedhiverfy.thd dgRD kighitus! ad dédBhiniag Viahdré isciahaten 164 a
digital signature on certificate is initiated e. g. the certificate
val| dat i on-agiiroutt a2 suled i P ef et rs P B ah 6.
[ 0096] For a ogithessnbjptbtrtifcdeyas @evisusbpmddiOb, prior to performng the
signature;,verid-catiqp operation_.ysing. this public key, a erm.pation is
e as 19 WRCHSTLT * PrtRE L Brbhp el R b Sy S Qe Bl B e
previ ousl y beeviordynfaile thensisngatute @rifiodiion operktép.is pgformel] indnedn alaonez at t hi s
may be done | [N b i I: .
previ ously utsgl\eéag? %msé#?%ﬂcﬁ%{mgij g‘i“{ﬁg faitseﬁgen%{ﬁﬁ% ceégg%é't%&eiﬂ@%ﬁ%gkfﬁ%g{sﬁ Yicate
(i f one exi shesvenifisation arditic wulseighe dickpont dtemptdch en andietdief whethetye st or e)
with the publ;.g [ ' 3 ol

i FiaKEdhatufBhas sﬁcce&?ﬁﬁfrm%ﬂs&&s% ’ﬁ%”%ﬁ)&”‘;& ltér(rrg%x Kgﬁhg}é&r@e&'

signature, and determning If e ls a nmttc LG :
det er mi neth toHiesmap iy dtostigr Bxure tfeatt sign 4204, emstordancy with hys erhleodithenttFer

signature O'Exé_rﬁkﬁeﬁl’réq;iug&é ke‘}%}&& @Jshl??tbn%d‘%?éeﬂﬂﬁinﬁygk %ol %Gt hdadeP097] 1T an

attenpt to verify the digifal signature on the subject certificate was not
previ ousl y magfeciaehgfih hesiyprceiacaiocy i1 carirdmeapey deieder ndlipkeysée-&dn in

known nanner aa&okuﬁta%re #aBied 85 catiftdiald o/ vieShnid MEEnM LibnteebeheBGR it Mt hod
420. Both the public key used in the verification and the result of the

verification“aft@mPlitke¥e. an indicator of whether the digital signature
was succegsf ybdgs)or urtm@@%&gn‘ﬁgﬂamréf&nhfels@g%cé %Jr@ﬁéieq{aggrebﬁu&gﬁge&aa(:he or 15

ot her nmenory store for future use at_ step , 1 n accordance with this
enbodi ment .~ E&pited with the given public key as determined at step 440b, then at step 472, the result
of the previous verification attempt with this key is retrieved from the cache or other
memory store and a determination is made as to whether or not the stored result indicates
that the previous verification attempt with this key was successful. 1f so, then at step 480,
25  an indication that the current verification is to sucéeed is provided; if not, then at step 490,
an indication that the current verification is not {0 succeed is provided.
[0099] The steps of method 420b may be repeated for additional public keys.
[00100] In lieu of performing a signature verification operation requiring at least the
decoding of some data using a given public key, the results of previous verification
30 attempts are used to determine if a verification using this public key should fail, thereby
making the signature verification process more efficient. In particular, if a user requests
verification of the digital signature of a certificate multiple times using the same invalid

public key, then an actual expensive signature verification operation requiring at least the



exanple, the public key and result stored at step 470b may be stored with
the data associated with the subject certificate, or in a central nenory
store for public keys (e.g. in a |ookup table) indexed by certificate
(e.g. by storing the serial nunber of the certificate wth the public
key). 20 [0098) If the digital signature on the subject certificate has
previously been verified with the given public key as determ ned at step
440b, then at step 472, the result of the previous verification attenpt
with this key is retrieved fromthe cachkg-or other nenory store and a
determnation is made as to whether or not the stored result indicates

that the preyd.Qusg ¥ebohleldeatukiag tRiphBIPiey Wedd betpbisrmicd ynyascs uachssf ul . 1 f so,
then at step 480, 25 an indication that the current v.erli f%qpati{)r}) t’ﬁ to
succeed is prosaded atsmpihy! 2y papediptey plf REYErMing Aty FE SHER C8at™' he
current veri{i£atdRphricén fRbatib® BUERKEE Hirth&r HRpUGh@ed bali@) POVerkine eaitag@s of

nmet hod 420b nay be repeated for additi opg{j public ke?g . J{'%qlgo‘l In lieu of
perforning athePERSIRIFESselor piaERls BHteiupdes orl 98y %bas OPESEY “Phe

decodi ng gf geAB1pat a 1UsHing vad@iveIbyRbhCsIRY in thigrt tassthtrSnofmnioeti ous
verification 30 attenpts_ are used to determne.if a verificatio sing this
publ i ¢ key sHBifion tp dreipubliqsyetps verarating At ﬁsﬂﬁéjteﬁﬁnée‘g/%%"? f”@é?{;%ﬁe process

nore ef fici efbred iMthPadchi 616t menfor@stti@ B dds el @b tasiantwaitioflingatsi on of the
t he. sanme invalid

digital signature of a certificate nulfiple tinmes usin

public key, tquféﬂzlgnﬂ (gc!’f‘ ﬁgj;aégg’ét??i’@"é“ gi‘bgg‘tvﬂwg;ﬁé'k’f;%eggiic}%m%r&g ?ti En |
requiring atigk@astord @g. vaificatiRCBehpgeaits)saia id #eaatii ongtieh@epotylsicce key nee
be perfor dmonlgl Qnce, ‘a{;igf t he. S%PSE%UGM atte{rgtﬁmwieclild fail Jhdmediately
after per'Por FRGME OF BFALTSIPY eI POPE AT CEPEISOBYE "EY T ay)  compar i son
operation. Thhih ﬂf&y xﬁawbtehalrsidmldpta:bmﬁ?ﬁb;fm b:?deteﬁbyﬁr?mcagndoraﬁmﬂce ”‘ﬁ- |
user experience, for e e, particul ar or s ch as nobile
devi ces. 5 [ &P 35%?%3%86 E?{lﬁé?rsste?)‘@&y %'{/rp(f)sg %’gﬁ% agg‘?%%%ﬁﬁ?tﬁ%t he art that
ot her i nf or maérifatidnopeatidi teqoining ot ledsethp dbloiling ksomealath usagiafpubld kegmuat t enpt
resul ts described above. may al s e tored | ; menory
store, if deé? T %W\ed\?féorr? ﬁ%}?"t%ﬁ%’g'd?hﬁ%ﬁ?%&oﬁra%l%}fg ' 'ﬁ%g%?f\i/ag'?? g}r??ﬁrenbodi ment
of the i méenpblay, fopekinipte. kygarhn th opther varianfegibrditieato (tes igvenpien.istineat i on
attenpt resulf (S))tilgi[)%l%%ﬁ%nanhQﬁ]epx%?orh%aﬁ)gn SO ¢ Yor SHRE Fhembl) FRYmapl ¥ be

f
permtted for use I'c Key conparisons for a [imted duration, after
whi ch t hey nhymbeed engilder dedtest aimnydadiretidsi regmaliobyorebsst PoTRETATHET cache

or other neg)pa"nﬁ)les,tsg {h?i% thd B SaclB Y e QN era(t)xf)n SEGWE kL YeRMHRESES nfe t hat  an

actual signatur veritfication operation requiring at |east the decoding of
sone data usknigneedpedinins vRedptipruateratioes ey Perfegerfemnedrio srpratbatgblisheds  Thi s

duration i (fp;? pﬁﬁﬁc liegs AR E)Q%{@y Wictc&si*uﬁy verified a certificate signature) have not
become invalid afier storage, for example.
[00103] The steps of a method of verifying digital signatures on certificates in
embodiments of the invention may be provided as executable software instructions stored
on computer-readable media, which may include transmission-type media.

25 [00104] The invention has been described with regard to a number of embodiments.

However, it will be understood by persons skilled in the art that other variants and
modifications may be made without departing from the scope of the invention as defined

in the claims appended hereto.



15 Policy, for exanple. Simlarly, in another variant enbodi nent of the

i nvention, sone or all of the public keys and other information stored in
the cache or other nenory store nay be marked as stale or deleted as nmay
be directed manually by a user or adm nistrator, for exanple, so that the
signature verification operation nmust be re-perfornmed. For nore enhanced
security, validation operations may al sébe perforned to ensure that public
keys 20 (e. dclaimsh| i ¢ keys which previously successfully verified a
certificate signatur?) Rgve,not becone invalid after storage, for exanple.
[00103] The st eps™ BFM3d AbYebanst digitdl Siepatng oap griiraisiopraint exnnying

certificatesyelp. y&NRedi .Of ipvention may be provided as executable
sof tware insfrh%t?bﬁ%gggﬁgﬁgﬁg%%gg%%ﬁﬁier-readable medi a, which may incl ude

transni ssi on-t ypeecifadiia: a 88t { Q048McriFbRioh BY@AIInQR thasgiReam-desadiaded with
regard to a nunber of enbodi nents. However, it wll %e under st ood by
persons 8kill ed ifistphidicaiey assheittedivhienn wauer alitbsceaifdbaterodi fi cati ons may be
made w t hout dep%rting.frpggahe scope of the invention as defined in the
cl ai ms appended KEFBUBNElidae digiial sigaturg Is sacqrpsfipllyd e fied g ther it sgnaiugi gi t al
signature on a CQ@Eﬁ&&?P&ﬁn&@E-“Se in a conputing device, the nethod
conprising the steps of. ‘pertformng a first signature verification
operation on the sdigg ihaliirS p@NRYY B M8éRGy &orcd first public key associated
with an issuer of the certificate; determning if the digital signature is
successful |y ver irfcewthgiaeques i6 parfrm gisepoad sipmtury eeriffchidat dpontiopertat i on;
storing1 he firs%gf_blic key.in a n&nnry store, receiving a request to
performa second '%%Fé&“ﬁ%e HBiASFORE PUC Speisagiased WP aresuerd thei gi t al
signature using @a,ggcend public key associated with an issuer of the
certificate; conparing'the second public key with the first public key

stored in the neo®fiyaring tiRrsecohd pal@ic @R theffird BEbIfd Kes LioRAth GeaRREPUDI i C
keys match; and indicating successful verification of the digital signature
in response to tHerertedelemtne if ieiffst pivbsedingipublic lsygmatctrsed was successful |y
verified in the first si na%gfe:yenificEtLon operation and if a match is
determined at t h&E3MEFFHEIWrERicalipepdhs Tigial sieralyRdp regrogirde Hredequest
verificafion opermat,) . d 2T ) im1,
where Che f1ret bobl ks Bk BRIR [T fn R JRENRE PhflcR
operation and if a match is determined at the comparing step, whereby the second

signature verification operation need not be performed.

2. 'The method of claim 1, where the first public key is stored in the memory store at the
20 storing step only if the digital signature is successfully verified in the first signature

verification operation.

3. The method of ¢laim 1, wherein the storing step further comprises storing a result

indicating whether or not the digital signature is successfully verified in the first signature
25  verification operation, and wherein the result is used, at the indicating step, to determine

whether or not the digital signature was successfully verified in the first signature

verificalion operation.

4. The method of claim 3, further comprising the step of indicating unsuccessfut

30 wverification of the digital signature in response to the request if, at the indicating step, it is



20 storing step only if the digital signature is successfully verified in
the first signature verification operation. 3. The nethod of claiml,
wherein the storing step further conprises storing a result indicating
whet her or not the digital signature is successfully verified in the first
signature 25 verification operation, and wherein the result is used, at
the indicating step, to deternine whethé¥ or not the digital signature was
successf ul | Weteaningd dat thndipitre sihalwt wei griatacesfully eenifiddcathi dinst sigetati on. 4.
The method of ¢laim3, further conprising the step of indicating
unsuccessf ul Vo3BCAra PR B Hrmattils detgirtuad aihg SerpAt@e S8Pr esponse to the
request if, at the indicating step, it is -29- determned that. the digital
signature was not successfully verified in the first signature

verificati ors. opry @éth&@ef aaftnd df cRiABE ©N, lferdR RS hPethedevib B aGRIWA8r i Ng st ep.
5. The method of any one of clains 1 to 4, wherein the conputing device is
a nobi |l ed 5ddevi.ce, 6. A software application for execution on a conputing
device, the application conprising a plurality of instructions stored on a
conmput er -readabl e nedium the instructions for performng the steps of the
met hod as clqai o - Of ' t . 1. A SY m for verifying
a digital si6gngﬁgf#%ﬁggﬁ%m%%?tf%fefggﬁ !é@no%r%oﬁnﬁjgg%&egffcﬁ tg%@gaglen conputing
devi ce, whekeinfrisngo@lhiafily Gatrericaibhsdaté0sh ARRpuEALdbIENasHE 88 and resi des
on a conputing device of the at | east one conputing device, wherein the
certifi cat e nsihétidas foonerfeamppigiticcastdpo nf the mpthod) racinimdd tronpend dichihetest eps of

t he net?gd as clainmed in any one of 15 clains 1 to 5.

7. A system for verifying a digital signature on a certificate comprising at least one
computing device, wherein a certificate validation application executes and resides on a
computing device of the at least one computing device, wherein the certificate validation

application is programmed to perform the steps of the method as claimed in any one of

15 claims 1 to 5.



