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Scan digital device for third party event records

v

Identify third party event records

v

Detect events of digital device

v

Record detected events of digital device

v

Collect and optionally consolidate third party event records and
recordation of detected events to create assessment request

v

Prepare record information for third party event records and
recordation of detected events

v

Digitally sign assessment request and record information

v

Provide assessment request and record information to security
assessment system

v

=

FIG. 6
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v

Receive assessment request and record information from digital
device

/'\/702

v

Authenticate assessment request and record information

704

v

Identify records of assessment request utilizing record
information

v

Retrieve record management information based on identified
records

v

Identify application and file attributes from assessment request
based on record management information

v

Compare application and file attributes to vulnerability database

v

Determine risk value based on comparison

v

Compare determined risk value to risk acceptance threshold

Y

Send alert based on comparison if determined risk value
exceeds risk acceptance threshold

v

Generate report

v
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FIG. 7




8/16

WnIpaw

ybiH

pabajiaudun ajowsay pabajiald ajoway pabajiaudupn |eoo pebajaLd |e2oT

depy 188 3siy SIUSAT J330IgIamod

Aqessuna Aq sjuaas uope)jddy Jeyougiamod

% EE'EE
ajgeyoidaa

adA| uonebiiy Ag sjusAj 18X04giomod NIy Ag SJUSAT 13X0IgIomO

sisAjeuy AjjIqeiaunA JUBAT JOYOIgIaMOd

uByd ApqRIBUINA W leaj siy] =lE0 . s19ssy Iy :dnoio Lelws | . JIAB(Q] pue sjassy “Uobajen dnoig pews

no ubis  Jolensiuiwpe se u paubis 2ulloy

wull



9/16

Digital Device 902

Processor

916

904

Memory

Input Device
910

906

Storage

Com. Network
Interface
912

908

Output Device
914

FIG. 9

918



0L 'Old

010l
wa)sAg BunesadO

10/16

00} @Jeme-hHuy 00T 2Jemep
) 2007 suoneolddy
Juaby

l

0001 @01A( JosN




11/16

Ll "Old

viLL
9Ll asegele(d
aseqejeq so|ny Ayngessuinp
o0l
3011 SINPOI\ 1840849
3|NPOJAN S9Ny Aljigesauinp

¢l
a|npo ayepdn

0Ll
8|NPOJA |0J3u0D

oL L
SINPO Jaljusp|

c0Ll
8|NPOJA JO)NUOW

7007 usby




12/16

(A E|

80¢l
3|NPOI\ pJodaY

90¢!
S|NPON
uoljesauan) sany

0lLcl SINPON
alepdn sainy

80ZT @INPoI
ajepdn AliqesauinA

v0oclL
SINPON |dV XSiH

c0cl
S|NPON
JUBWISSASSY YSIY

0021 J1onles Alunoag




13/16

=)
v

Monitor device for instruction to execute legitimate application

v

Identify attributes of legitimate application

v

Retrieve risk information associated with attributes

v

Identify risk of application based on risk information

v

Retrieve rules associated with risk information

v

Control execution of legitimate application based on retrieved
rules

v
@

FIG. 13
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Identifying vulnerabilities of one or more legitimate applications

v

Generate risk information associated with the identified
vulnerabilities

v

Provide update of risk information to one or more digital devices

v

Receive at least one rule

v

Provide update regarding rule to one or more digital devices

v

Generate report

v
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FIG. 14




15/16

Gl 'Old

“DEAVOE JATERE FIOERCY T U YO T, LBEL T g a4 | g gy T
TEL AT TIOE D T PR W I RN ML s ks oy g sy —

TR TR 0D A TEE T LTI LT S s el S iy iy

g

EpIL
lll 'II.
s

Gy

“UEDEETINAINE MY TSI TRERCTIE  EeaL0n s 8 L Ty ey oy T—

TR TATIAON| 105 BN T W SO T BLBEAL b s e w oy M—
O LA A O OERAY W RTINS RS0 L AT S s, by | TS Sy
L iy Ty g ] ) 8 a1 o g Y —

TROELGE JATARG 100 TAY L ..__I__I..l____._l!_:.ll-w.l:.l
anm s nll_” —— A
g g | & | W

M 4 imla P g b MW

O oy




16/16




