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CLAIMS 

 

1. A computer-implemented method for event-driven workflow processing in a blockchain 

network including a plurality of nodes, the method comprising: 

 receiving, at a workflow processing node in the blockchain network from a client, a 5 

request to execute a workflow program, wherein the workflow program is stored in a blockchain 

maintained by the blockchain network; 

 identifying, by the workflow processing node, an operation associated with the workflow 

program, the operation being unexecuted in the blockchain network; 

 assigning, by the workflow processing node, the identified operation to a subset of the 10 

plurality of nodes in the blockchain network, wherein each node in the subset of nodes is 

configured to execute the operation separately from the other nodes in the subset of nodes, 

wherein each of the nodes in the blockchain network is associated with one of a plurality of 

entities participating in the blockchain network, and wherein the subset of nodes includes, for 

each entity of the plurality of entities participating in the blockchain network, at least one node 15 

associated with the entity; 

 identifying, by the workflow processing node, processing results for the executed 

operation associated with nodes in the subset of nodes, each processing result associated with a 

particular node in the subset of nodes and representing a result of the executed operation 

produced by the particular node; and 20 

 determining, by the workflow processing node, a consensus result for the operation based 

on the identified processing results associated with a number of nodes greater than or equal to a 

consensus threshold matching the consensus result. 

 

2. The computer-implemented method of claim 1, further comprising storing the consensus 25 

result for the operation in the blockchain. 

 

3. The computer-implemented method of claim 1, wherein the operation is a first operation, 

the method further comprising: 
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 identifying, by the workflow processing node, a final operation associated with the 

workflow program, wherein the final operation is separate from the first operation and appears 

last in an ordered set of instructions associated with the workflow program; 

 assigning, by the workflow processing node, the final operation to the subset of nodes; 

 identifying, by the workflow processing node, processing results for the final operation 5 

associated with nodes in the subset of nodes;  

 determining a consensus result for the final operation based on the identified processing 

results; and  

 sending, by the workflow processing node, a response to the client indicating that the 

workflow program has completed execution successfully.   10 

 

4. The computer-implemented method of claim 1, wherein the operation is a first operation, 

the method further comprising: 

 identifying, by the workflow processing node, a second operation associated with the 

workflow program, wherein the second operation is separate from the first operation; 15 

 assigning, by the workflow processing node, the second operation to the subset of nodes; 

 identifying, by the workflow processing node, processing results for the second operation 

associated with nodes in the subset of nodes; and 

 determining that no consensus result exists for the second operation based on a number of 

nodes less than the consensus threshold being associated a same processing result. 20 

 

5. The computer-implemented method of claim 4, further comprising  sending, by the 

workflow processing node, a response to the client indicating that execution of the workflow 

program was not successful.   

 25 

6. The computer-implemented method of claim 1, wherein each identified processing result 

is digitally signed by the associated node.   

 

7. The computer-implemented method of claim 1, wherein the workflow program includes 

executable byte code configured to be executed by the plurality of nodes. 30 
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8. The computer-implemented method of claim 1, wherein assigning the identified operation 

to the subset of nodes includes executing, by the workflow processing node, a remote procedure 

call associated with the operation on each of the subset of nodes.   

 

9. The computer-implemented method of claim 1, wherein the blockchain is an Ethereum 5 

blockchain and the workflow program is a smart contract program.   

 

10. A non-transitory computer-readable storage medium storing one or more instructions 

executable by a computer system to perform processing comprising:  

receiving, at a workflow processing node in a blockchain network from a client, a request 10 

to execute a workflow program, wherein the workflow program is stored in a blockchain 

maintained by the blockchain network; 

 identifying, by the workflow processing node, an operation associated with the workflow 

program, the operation being unexecuted in the blockchain network; 

 assigning, by the workflow processing node, the identified operation to a subset of a 15 

plurality of nodes in the blockchain network, wherein each node in the subset of nodes is 

configured to execute the operation separately from the other nodes in the subset of nodes, 

wherein each of the nodes in the blockchain network is associated with one of a plurality of 

entities participating in the blockchain network, and wherein the subset of nodes includes, for 

each entity of the plurality of entities participating in the blockchain network, at least one node 20 

associated with the entity; 

 identifying, by the workflow processing node, processing results for the executed 

operation associated with nodes in the subset of nodes, each processing result associated with a 

particular node in the subset of nodes and representing a result of the executed operation 

produced by the particular node; and 25 

 determining, by the workflow processing node, a consensus result for the operation based 

on the identified processing results associated with a number of nodes greater than or equal to a 

consensus threshold matching the consensus result. 

 

11. The non-transitory computer-readable storage medium of claim 10, further comprising 30 

storing the consensus result for the operation in the blockchain. 
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12. The non-transitory computer-readable storage medium of claim 10, wherein the operation 

is a first operation, and the processing further comprises: 

 identifying, by the workflow processing node, a final operation associated with the 

workflow program, wherein the final operation is separate from the first operation and appears 5 

last in an ordered set of instructions associated with the workflow program; 

 assigning, by the workflow processing node, the final operation to the subset of nodes; 

 identifying, by the workflow processing node, processing results for the final operation 

associated with nodes in the subset of nodes;  

 determining a consensus result for the final operation based on the identified processing 10 

results; and  

 sending, by the workflow processing node, a response to the client indicating that the 

workflow program has completed execution successfully.   

 

13. The non-transitory computer-readable storage medium of claim 10, wherein the operation 15 

is a first operation, and the processing further comprises: 

 identifying, by the workflow processing node, a second operation associated with the 

workflow program, wherein the second operation is separate from the first operation; 

 assigning, by the workflow processing node, the second operation to the subset of nodes; 

 identifying, by the workflow processing node, processing results for the second operation 20 

associated with nodes in the subset of nodes; and 

 determining that no consensus result exists for the second operation based on a number of 

nodes less than the consensus threshold being associated a same processing result. 

 

14. The non-transitory computer-readable storage medium of claim 13, wherein the 25 

processing further comprises sending, by the workflow processing node, a response to the client 

indicating that execution of the workflow program was not successful.   

 

15. The non-transitory computer-readable storage medium of claim 10, wherein each 

identified processing result is digitally signed by the associated node.   30 
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16. The non-transitory computer-readable storage medium of claim 10, wherein the workflow 

program includes executable byte code configured to be executed by the plurality of nodes. 

 

17. The non-transitory computer-readable storage medium of claim 10, wherein assigning the 

identified operation to the subset of nodes includes executing, by the workflow processing node, 5 

a remote procedure call associated with the operation on each of the subset of nodes.   

 

18. A system, comprising: 

  one or more computers; and 

one or more computer memory devices interoperably coupled with the one or more 10 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform processing comprising: 

 receiving, at a workflow processing node in a blockchain network from a client, a 

request to execute a workflow program, wherein the workflow program is stored in a blockchain 

maintained by the blockchain network; 15 

identifying, by the workflow processing node, an operation associated with the 

workflow program, the operation being unexecuted in the blockchain network; 

assigning, by the workflow processing node, the identified operation to a subset of 

a plurality of nodes in the blockchain network, wherein each node in the subset of nodes is 

configured to execute the operation separately from the other nodes in the subset of nodes, 20 

wherein each of the nodes in the blockchain network is associated with one of a plurality of 

entities participating in the blockchain network, and wherein the subset of nodes includes, for 

each entity of the plurality of entities participating in the blockchain network, at least one node 

associated with the entity; 

identifying, by the workflow processing node, processing results for the executed 25 

operation associated with nodes in the subset of nodes, each processing result associated with a 

particular node in the subset of nodes and representing a result of the executed operation 

produced by the particular node; and 

determining, by the workflow processing node, a consensus result for the 

operation based on the identified processing results associated with a number of nodes greater 30 

than or equal to a consensus threshold matching the consensus result. 
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19. The system of claim 18, the processing further comprising storing the consensus result 

for the operation in the blockchain. 

 

20. The system of claim 18, wherein the operation is a first operation, and the processing 5 

further comprises: 

 identifying, by the workflow processing node, a final operation associated with the 

workflow program, wherein the final operation is separate from the first operation and appears 

last in an ordered set of instructions associated with the workflow program; 

 assigning, by the workflow processing node, the final operation to the subset of nodes; 10 

 identifying, by the workflow processing node, processing results for the final operation 

associated with nodes in the subset of nodes;  

 determining a consensus result for the final operation based on the identified processing 

results; and  

 sending, by the workflow processing node, a response to the client indicating that the 15 

workflow program has completed execution successfully.   

 

21. The system of claim 18, wherein the operation is a first operation, and the processing 

further comprises: 

 identifying, by the workflow processing node, a second operation associated with the 20 

workflow program, wherein the second operation is separate from the first operation; 

 assigning, by the workflow processing node, the second operation to the subset of nodes; 

 identifying, by the workflow processing node, processing results for the second operation 

associated with nodes in the subset of nodes; and 

 determining that no consensus result exists for the second operation based on a number of 25 

nodes less than the consensus threshold being associated a same processing result. 

 

22. The system of claim 21, wherein the processing further comprises sending, by the 

workflow processing node, a response to the client indicating that execution of the workflow 

program was not successful.   30 
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23. The system of claim 18, wherein each identified processing result is digitally signed by 

the associated node.   

 

24. The system of claim 18, wherein the workflow program includes executable byte code 

configured to be executed by the plurality of nodes. 5 

 

25. The system of claim 18, wherein assigning the identified operation to the subset of nodes 

includes executing, by the workflow processing node, a remote procedure call associated with 

the operation on each of the subset of nodes.   

 10 

26. The computer-implemented method of claim 1, wherein the workflow processing node is 

configured for identifying one or more operations to be executed as part of the workflow 

program. 

 

27. The computer-implemented method claim 26, wherein the workflow processing node is 15 

configured for reading the workflow program from the blockchain. 

 


