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THREAT WARNING SYSTEM INTEGRATING FLASH EVENT AND

TRANSMITTED LASER DETECTION

FIELD OF THE DISCLOSED TECHNIQUE
The disclosed technique generally relates io a warning system
for threats against military targets, and more particularly, to laser-based

threat detection and flash event threat detection.

BACKGROUND OF THE DISCLOSED TECHNIQUE

Modern military combat technology involves a muliitude of laser
assisted weapon sysiems. Such systems include laser-guided weapons,
in which a missile or other projectile is directed toward a target using a
laser beam, as well as laser rangefinders for detecting the distance and
direction of a potential target. Armored vehicles are particularly
susceptible to laser assisted enemy attacks. Laser warning systems
(LWS) are utilized by military forces to provide an immediate indication of
laser radiation being directed against them, and to allow the swift
implementation of an appropriate response to counteract the threat. Such
systems include sensors that operate in a speciral window characteristic
of laser-based transmissions, and which are capable of sampling at a

sufficiently high rate, as the laser events generally last for only a few

-1-



10

15

20

nanoseconds (ns). Laser warning systems may also measure and monitor
various parameters associated with the transmitted laser radiation, such
as the frequency or the angle of arrival, which may provide additional
information that can subsequently be utilized to counteract the threat.
Certain weapon systems may also result in a flash or transient
burst of light upon their deployment, such as the flash of light arising from
the combustion triggering the launching of a missile or the firing of an
artillery shell. For example, a missile launch tends to generate a plume
and radiation emission which is generally on the order of tens of
milliseconds (ms) in duration. Systems that provide an indication of such
launch flashes also exist, and are sometimes known as missile warning
systems (MWS). Such warning systems require dedicated sensors
configured in accordance with the particular characteristics of these
launch flashes, such as the capability to detect radiation matching a
certain profile (e.g., short duration, spectral signature). The conventional
approach for flash detection utilizes image sensor arrays. FLIR and UV
based image sensors were initially predominant, followed by increased
development of SWIR sensors. The detection of various parameters of
the launching flash can also provide additional information associated with

the faunched threat.
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An integrated warning system that provides both LWS and MWS
capabilities would generally require at least two separate sets of radiation
detectors, each responsible for detection of the respective type of
radiation, as well as supplemental hardware and processing components
associated with each one of these tasks. The required increased
infrastructure serves to substantially increase the costs of such an
integrated system and expand its complexity, in addition to the increased
response time that would generally result. Considering the life-threatening
circumstances in question, the need for extremely rapid detection and
identification of an oncoming threat is of critical importance. Furthermore,
the accuracy of the system is understandably a crucial factor. Ideally, the
false alarm rate (FAR) of detected threats, i.e., incorrect detections of
non-threats as valid threats, should be as low as possible. Errors and
inaccuracies in threat warning system can result in substantially
consumed time and resources at best, and may have fatal implications at
worst.

U.S. Paient Application No. 2011/0127328 to Warren, entitled
“Dual band threat warning system”, is directed to methods and devices for
both passively and actively detecting and tracking incoming threats such
as rockets or missiles. The dual-band detection system includes an initial

passive detector in a first band, and a selectively activated active detector
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in a second band. The passive detector may be an optical detector that
detects a launch of a potential threat and establishes its location in an
image plane. Upon detection, the optical detector may send detection and
location information to a control processor, which then activates an active
radar transmitter and directs the radar beam to the correct coordinates to
intercept the threat. The radar may determine the speed, direction and
range of the potential threat. If the threat is determined to be real then a
countermeasure may be employed, while if the threat is determined to be
false, the radar is deactivated and the system returns o a passive optical
surveillance mode.

U.S. Patent Application No. 2011/0170798 to Tidhar, entitled
“Gunshot detection system and method”, is directed to the detection and
location of high speed photon emitting events, such as firearms, gunshots,
and muzzle flashes. A photo detecior array senses electromagnetic
radiation in the NIR and SWIR spectral ranges. Sequential pixel images
are acquired at a high frame rate, and with a relatively wide field of view
for a pixel or pixels of the photodetector. The images are processed to
detect a flash-type signal portion in the detected light. For example, the
processing may involve selecting for any pixel a signal portion indicative of
muzzle flash type intensity variation over time. For another example, the
processing involves estimating for any pixel a likelihood of occurrence of a
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muzzle flash event, such as by comparing a signal obtained from the pixel
with the time signature of the muzzle flash.

An example of an integrated warning system is the AN/AAR-47
Missile Warning System (MWS) of ATK Integrated Systems, as identified
in the following websiie:
<http://www.globalsecurity.org/military/systems/aircraft/systems/an-aar-
47 .htm>. The AN/AAR-47 MWS is an electronic warfare system designed
to protect low/slow flying aircraft against surface-to-air and air-to-air
missiles. The MWS will detect a missile fired at the aircraft or a laser

pointed at the aircraft.
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SUMMARY OF THE DISCLOSED TECHNIQUE

In accordance with one aspect of the disclosed technique, there
is thus provided a dual threat warning system for detecting a flash event of
a threat source and for detecting a laser transmission of a threat source.
The sysiem includes at least one sensor module, operative to receive
incoming radiation. The sensor module includes at least one discrete
impact recognition sensor, at least one discrete spectral sensor, at least
one discrete frequency sensor, and at least one filter. The impact
recognition sensor detects the presence of the incoming radiation. The
spectral sensor detects the spectral range of the incoming radiation. The
frequency sensor detects the frequency of the incoming radiation. The
filter filters the incoming radiation according to at least one filtering criteria.
The system further includes a processor, coupled with the sensor module.
The processor determines if the incoming radiation is resulting from a light
flash associated with the launching of a threat, and if the incoming
radiation is resulting from laser radiation transmitted by a threat source,
based on speciral characteristics and temporal characteristics of the
incoming radiation. The sensor module may further include azimuth
angular sensors, for detecting the azimuth angle of arrival of the incoming
radiation. The sensor module may further include elevation angular

sensors, for detecting the elevation angle of arrival of the incoming
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radiation. The sensor module may further include power sensors, for
detecting the intensity of the incoming radiation. The filter may include a
wavelength filter, coupled with at least one impact recognition sensor, for
filtering out selected wavelengths of the incoming radiation, such as by
passing through wavelengths between a speciral range of 0.3 — 2.2 um.
The sensors may be arranged along a circular perimeter across an
azimuthal plane of the sensor module to obtain 360° azimuth detection
coverage. The impact recognition sensor may operate in an activated
state during standby system mode and trigger the activation of at least a
subset of the other sensors of the sensor module upon detection of the
incoming radiation. The processor may further identify and characterize
an incoming threai using the characteristics of the incoming radiation.
The processor may generate a temporal pulse mapping of the incoming
radiation, and compare the mapping with a database that includes
information associating different threats with radiation characteristics. At
least one of the sensors of a sensor module may be associated with a
particular threat type or with particular radiation characteristics. The threat
type or radiation characteristics may include: laser rangefinder (L.RF)
pulses, laser target designator (DES) pulses, beam-riding laser guidance
pulses, projected infrared (IR) radiation, continuous wave (CW) pulses,

and/or pulses with a selected bandwidth. At least one sensor may be a
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silicon (Si) sensor, an indium gallium arsenide (InGaAs) sensor, or an
extended-InGaAs sensor. At least one sensor may include multiple
encoded masks with a gray code matrix pattern. The sensor module may
be included in a sensor unit and the processor may be included in a
control unit situated at a separate location from the sensor unit, where the
control unit is wirelessly coupled with the sensor unit. The flash event
may include a light flash resulting from: a rocket launch, a missile launch,
a torpedo launch, an artillery projectile or ammunition firing, a mortar
firing, a cannon firing, and/or a gun firing. At least a portion of the system
may be installed on: a vehicle, an armored military vehicle, an aircraft, a
marine vessel, a guard post, a mobile platform, and/or a stationary
platform.

In an example, there is provided a dual threat warning method
for detecting a flash event of a threat source and for detecting a laser
transmission of a threat source. The method includes the procedures of:
receiving incoming radiation at at least one sensor module, filtering the
incoming radiation according to at least one filtering criteria, and detecting
the filtered incoming radiation at at least one discrete impact recognition
sensor of the sensor module. The method further includes the procedure
of detecting at least the spectral range and the frequency of the incoming

radiation with
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at least one discrete spectral sensor and at least one discrete frequency
sensor, respectively, of the sensor modules. The method further includes
the procedure of determining if the incoming radiation is resulting from a
light flash associated with the launching of a threat, and if the incoming
radiation is resulting from laser radiation transmitted by a threat source,
based on spectral characteristics and temporal characteristics of the
incoming radiation. The method may further include the procedure of
triggering the activation of at least a subset of the other sensors of the
sensor module upon detection of the incoming radiation. The method may
further include the procedure of determining at least one other parameter
of the incoming radiation including: azimuth angle of arrival with azimuth
sensors, elevation angle of arrival with elevation sensors, and/or intensity
with power sensors. The filtering criteria may include wavelength filtering.
The method may further include the procedure of identifying and
characterizing an incoming threat using the characteristics of the incoming
radiation. Identifying and characterizing an incoming threat may include
generating a temporal pulse mapping of the detected radiation and
comparing the mapping with a database that includes information

associating different threats with radiation characteristics.
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BRIEF DESCRIPTION OF THE DRAWINGS

The disclosed technique will be understood and appreciated
more fully from the following detailed description taken in conjunction with
the drawings in which:

Figure 1 is a block diagram of a threat warning system,
constructed and operative in accordance with an embodiment of the
disclosed technique;

Figure 2A is a front view schematic illustration of an exemplary
sensor unit configuration, constructed and operative in accordance with an
embodiment of the disclosed technigue;

Figure 2B is a perspective view schematic illustration of another
exemplary sensor unit configuration, constructed and operative in
accordance with another embodiment of the disclosed technique;

Figure 3 is a top view schematic illustration of the sensor unit of
Figure 2A;

Figure 4 is a top view schematic illustration of an armored
military vehicle installed with components of the threat warning system of
Figure 1, constructed and operative in accordance with an embodiment of

the disclosed technique; and
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Figure 5 is a flow diagram of a method for detecting radiation
associated with an incoming threat, Operative in accordance with an

embodiment of the disclosed technique.

11



10

15

20

DETAILED DESCRIPTION OF THE EMBODIMENTS

The disclosed technique overcomes the disadvantages of the
prior art by providing a threat warning system and method that utilizes
multiple discrete sensors for detecting different parameters associated
with incoming radiation and determining if the radiation is a light flash
associated with the launching of an explosive projectile, or laser radiation
transmitted by a weapon source. An incoming threat may be
subsequently identified and characterized, allowing for the implementation
of a suitable countermeasure.

The term “flash event’, and any variations thereof, as used
herein, refers to any type of light flash or sparks associated with the
launching of a threat which involves some form of combustion that triggers
the firing of an explosive projectile and which is generally transient in
nature. Examples of flash events include, but are not limited to: the light
flash resulting from the launching of a rocket, missile or torpedo; and the
firing of an artillery projectile or ammunition via a mortar, cannon, gun or
any other form of weaponry.

Reference is now made to Figure 1, which is a block diagram of
a threat warning system, generally referenced 100, constructed and
operative in accordance with an embodiment of the disclosed technique.

Threat warning system (TWS) 100 includes a sensor unit 102 and a
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control unit 104. Sensor unit 102 is coupled with control unit 104. Sensor
unit 102 includes a sensor module 106 and a processing module 108.
Sensor module 106 is coupled with processing module 108. Sensor
module 106 includes at least one impact recognition sensor 112 (also
referred to herein as a "hit sensor”), a plurality of azimuth sensors 114, a
plurality of elevation sensors 116, at least one spectral sensor 118, at
least one frequency sensor 120, a plurality of power (intensity) sensors
122, spectral filters 124, and pulse profile filters 126. Hit sensors 112 are
coupled with sensors 114, 116, 118, 120, 122. Pulse profile filters 126 are
coupled with sensors 112, 114, 116, 118, 120, 122. Processing module
108 includes an analog to digital (A/D) converter 128, a processor 130,
and pulse train fifters 132. Central control unit 104 includes a memory
134, a processor 136, and a database 138. TWS 100 further includes a
user interface 140, which is coupled with central control unit 104.

Each of the components of TWS 100 may be embodied by at
least one hardware device, at least one software module, or a
combination thereof. Furthermore, each of the components may be
integrated within a more general hardware device or software module, or
may be embodied by a dedicated hardware device or software module.
Processing module 108 is generally embodied by an integrated circuit,

such as a field-programmable gate array (FPGA). Sensor unit 102 and
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control unit 104 may be disposed within a single housing, or alternatively
may be situated at separate remote locations and linked to each other via
a wireless connection (e.g., in accordance with the ZigBee network
protocol). It is appreciated that Figure 1 represents an exemplary
configuration of the threat warning system of ihe disclosed technique, and
any of the components of TWS 100 may be disposed or embodied in an
alternative manner. For example, at least one of spectral filters 124 may
be integrated with at least one of hit sensors 112, It is further noted that
some of the components of TWS 100 depicted in Figure 1 may be
optional. For example, TWS 100 may alternatively include only a subset
of sensors 114, 116, 118, 120, 122.

Hit sensors 112 are operative to detect the presence of an
incident laser pulse (or other forms of radiation). Each hit sensor 112 may
be associated with a particular threat type or with particular characteristics
of the incoming radiation. For example, at least one hit sensor 112 is
configured to detect laser rangefinder (LRF) pulses; at least one hit sensor
112 is configured to detect laser target designator (DES) pulses; at least
one hit sensor 112 is configured to detect beam-riding (BR) laser
guidance pulses; at least one hit sensor 112 is configured to detect
projected infrared (IR) radiation; at least one hit sensor 112 is configured

to detect continuous wave (CW) pulses; at least one hit sensor 112 is

14



10

20

configured to detect larger bandwidth pulses (e.g., 1kHz-100kHz); and at
least one hit sensor 112 is configured to detect smaller bandwidth pulses
(e.g., 3Hz to 100Hz). The isolation of particular types of input may be
realized via an amplifier or filter of the hit detector 112, such as by only
passing through radiation with a particular bandwidth. For example, a
spectral filter 124 coupled with an LRF hit detector 112 is configured to
pass through wavelengths associated with LRF fransmissions while
blocking out all other wavelengths.

Azimuth sensors 114 are operative to detect the azimuth angle
of arrival of the incoming radiation, where each azimuth sensor 114 may
be associated with a particular threat type. For example, at least one
azimuth sensor 114 is configured to detect LRF pulses, DES pulses
and/or IR projections, respectively. Elevation sensors 116 are operative
to detect the elevation angle of arrival of the incoming radiation, where
each elevation sensor 116 may be associated with a particular threat type.
For example, at least one elevation sensor 116 is configured to detect
LRF pulses, DES pulses and/or IR projections, respectively. Sensor unit
102 may further include at least one crude elevation sensors 117 (see
Figure 2A below), operative for coarse elevation angular detection with a
lower accuracy than elevation sensors 116, but which may be sufficient for

certain purposes. For example, crude elevation sensors 117 may include
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three sensors configured to categorize the incoming radiation into
up/middle/down elevation ranges. Spectral sensors 118 are operative io
detect the bandwidth or spectral range of the incoming radiation. For
example each spectral sensor 118 is associated with a particular
bandwidth range. Frequency sensors 120 are operative to detect the
signal frequency of the incoming radiation (e.g., the pulse frequency). For
example each frequency sensor 120 is associated with a particular set of
frequencies. Power sensors 122 are operative to detect the power or
signal intensity of the incoming radiation. For example each power sensor
122 is associated with a particular power range.

During steady state operation of TWS 100, all of the sensors of
sensor module 106 are initially in a “standby mode” with the exception of
hit sensors 112. In other words, each of sensors 114, 116, 118, 120, 122
are deactivated, i.e., in an “off state”, while only hit sensors 112 remain
activated, i.e., in an “on state”. As soon as a pulse is detected by at least
one hit sensor 112, the other sensors 114, 116, 118, 120, 122 become
activated. In particular, the hit sensor 112 triggers the other sensors, such
as by “opening” and then “closing” at least a subset of the other sensors
114, 116, 118, 120, 122 upon detection of incoming radiation.

Each of the sensors (114, 116, 118, 120, 122) may be, for

example, silicon (Si) based or indium gallium arsenide (InGaAs) based (or
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extended-InGaAs) sensors. Hit sensors 112 are high sensitivity sensors
(e.g., orders of magnitude greater than that of standard CCD or CMOS
cameras), and are generally larger in size and operate asynchronously, in
contrast to the other sensors of sensor module 106. It is noted that a hit
sensor 112 may also determine additional parameters or characteristics of
the incident pulse, in addition to detecting its mere presence. For
example, a hit sensor 112 may also provide crude frequency or spectral
(bandwidth) measurements, which may be sufficient for certain
applications (i.e., while speciral sensors 118 and frequency sensors 120
provide more accurate measurements of these respeciive parameters).
Reference is now made to Figures 2A and 2B. Figure 2A is a
front view schematic illustration of an exemplary sensor unit configuration,
generally referenced 102A, constructed and operative in accordance with
an embodiment of the disclosed technique. Figure 2B is a perspective
view schematic illustration of another exemplary sensor unit configuration,
generally referenced 102B, constructed and operative in accordance with
another embodiment of the disclosed technique. Sensor unit 102A has a
rectangular box shape and the sensors (112, 114, 116, 118, 120, 122) are
arranged along a substantially planar surface, i.e., such that the detection
surfaces lie along a common plane. In contrast, sensor unit 102B is

generally cylindrically-shaped and the sensors are arranged along a
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circular perimeter spanning across an azimuthal plane. Thus, an
individual sensor unit 102B is operative to obtain full hemispherical
detection coverage (e.g. spanning 360° azimuth), whereas similar full
hemispherical detection coverage can be obtained by deploying four
separate sensor units 102A spread out, each one providing approximately
90° field of coverage (such as in the sensor unit deployment of Figure 4
discussed hereinbelow). Sensor unit 102B however may not be suitable
for deployment in all types of vehicles.

According to an embodiment of the disclosed technique, at least
some of the sensors of sensor module 106 are discrete sensors, as
opposed to array or matrix sensors. Discrete sensors are basic sensors
that provide a binary output, by indicating whether the measured variable
is above or below a specified setpoint. Matrix sensors, such as for
example a high angular resolution laser irradiance detector (HARLID), are
arranged in an array along the individual matrix sensor module. Matrix
sensors therefore cover a smaller surface area as compared to discrete
sensors, which are spread out across the sensor module and thus provide
a larger surface area for detection. Furthermore, a matrix sensor module
will cease operating correctly if even a single portion fails or malfunctions,
whereas a sensor module with discrete sensors provides redundancy and

can maintain operation even when some of the sensors are
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malfunctioning. An additional distinction is modularity, as individual
sensors cannot be replaced in a matrix sensor module (e.g., in order to fix
a malfunctioning sensor or to upgrade to an enhanced sensor version)
without replacing the entire module, as opposed to a discrete sensor
module which allows for the replacement of the individual sensors.
Discrete sensor modules are also generally less expensive than a
corresponding maitrix sensor module.

Reference is now made to Figure 3, which is a top view
schematic illustration of the sensor unit 102A of Figure 2A. A pair of
sensor boards 141 that include hit/frequency/spectral/power sensors are
disposed at opposite ends of sensor unit 102A with their detection
surfaces facing frontwards. A pair of azimuth sensor boards 142,
including BR/IR azimuth sensors, are aligned at an inclination relative to
sensor boards 141. Another azimuth sensor board 143 includes LRF/DES
azimuth sensors and is disposed at a middle section of sensor unit 102A
behind sensor boards 141, 142. Sensor unit 102A further includes an
optomechanical mechanism 144 coupled with sensor boards 141, 142 and
143, each of which may be embodied by printed circuit boards (PCB).
Sensor unit 102A further includes a processing/communication unit 1486,
which obtains data from the various sensors, performs initial processing of

the data, and organizes the data for subsequent comprehensive
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processing. Sensor unit 102A further includes a wiring connector 148 for
external connection.

The direction determining sensors of sensor module 106 (i.e.,
azimuth sensors 114 and elevation sensors 116) may be impleménted
with an encoded mask technique. In particular, an encoded mask having
a gray code matrix pattern of opaque and transparent sections is disposed
in front of the detector array, the masking pattern arranged such that
different incident angles of the incoming radiation results in different
detection patterns. The encoding scheme may be based on multiple gray
code masks, such as using at least one pair of complementary encoded
masks, as described for example in PCT Patent Application Publication
No. WO2006/061819 entitled “Complementary Masks”.

Reference is now made to Figure 4, which is a top view
schematic illustration of an armored military vehicle, generally referenced
150, installed with components of the threat warning system 100 of Figure
1, constructed and operative in accordance with an embodiment of the
disclosed technique. Sensor units 102 are arranged along the outer
perimeter_of military vehicle 150 spaced apart substantially equidistantly,
such that the coverage area of all of the sensor modules 106 together
encompasses the entire surrounding area (i.e., providing 360° azimuth

field of coverage). In an exemplary implementation of the disclosed
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technique, military vehicle 150 is disposed with four sensor units 102,
such that each sensor unit 102 is aligned towards a respective corner of
vehicle 150 and receives incoming radiation emanating from that
respective direction. The incoming radiation typically propagates to
multiple sensor units 102, although may be detected at only one sensor
unit 102. Central control unit 104 is situated at a suitable location on the
upper region of vehicle 150, such as off to one side near the turret 152.
Vehicle 150 further includes an external threat countermeasures unit,
which may be partially embodied by main gun 154. Armored military
vehicle 150 may be, for example, a baitle tank, an armored personnel
carrier, an armored jeep, and the like. TWS 100 may alternatively be
mounted onto other types of vehicles, such as aircrafts or marine vessels.
It is appreciated that TWS 100 is not limited to use with military vehicles or
vehicles in general. For example, TWS 100 may alternatively be deployed
in a different type of military setting, such as in the vicinity of a guard post
or station, or any other suitable structure, whether stationary or mobile.
TWS 100 may further alternatively be deployed in a non-military setting,
such as at a general structure or location that is intended to be secured or
protected. Yet further alternatively, at least one sensor unit 102 of TWS
100 may be held by a person, or otherwise worn by or attached to

personal clothing or equipment.
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In general, when an enemy military force activates a weapon
system that involves a flash event or laser transmission directed toward
armored military vehicle 150, at least one sensor module 106 detects the
incoming radiation. Sensor module 106 filters out noise and irrelevant
radiation sources (e.g., via filters 124, 126), and processing module 108
and/or central control unit 104 processes the detected radiation and
associated characteristics and determines if the radiation is a flash event
(e.g., a light flash associated with the launching of an explosive projectile)
or laser radiation that is actively transmitted by a threat source (e.g., a
laser-guided weapon). If the detected radiation is deemed to not be either
of these sources, then it may be ignored. If however a threat is positively
determined, TWS 100 may proceed to characterize the threat, determine
additional information about the threat, and then respond to the threat in a
suitable manner.

Reference is now made to Figure 5, which is a flow diagram of a
method for detecting radiation associated with an incoming threat,
operative in accordance with an embodiment of the disclosed technique.
In procedure 202, incoming radiation is received at at least one sensor
module. Referring to Figures 1 and 4, radiation arrives at a sensor

module 106 of at least one sensor unit 102 of TWS 100.
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In procedure 204, the incoming radiation is filtered based on at
least one filtering criteria. Referring to Figure 1, spectral filters 124 filter
out radiation beyond a certain spectral range. For example, spectral filters
124 may be configured to pass wavelengths within approximately 0.3-2.2
um, encompassing at least a portion of the visible (VIS), near infrared
(NIR) and short-wavelength infrared (SWIR) spectral regions, while
blocking out wavelengths outside this range.

In procedure 206, the incoming radiation is detected at an
impact recognition sensor of at least one of the sensor modules.
Referring'to Figures 1, 2A and 2B, at least one hit sensor 112 detects and
samples an incoming laser pulse or flash radiation. Hit sensors 112
operate in an activated state during steady state operation mode of TWS
100.

In procedure 208, the activation of other sensors of the sensor
module is triggered. Referring to Figures 1, 2A and 2B, sensors 114, 116,
118, 120, 122 are deactivated or in an “off state” during steady state
operation mode of TWS 100. For each detected laser pulse or flash
radiation, hit sensor 112 activates or “turns on” at least a subset of the
other sensors 114, 116, 118, 120, 122 for a brief duration (e.g.,
approximately 10ns). For example, hit sensor 112 may trigger the

activation of azimuth sensors 114, elevation sensors 116, speciral
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sensors 118, and frequency sensors 120. The selection of which sensors
to activate may be based on characteristics of the incoming radiation,
such that if the detected pulse has certain characteristics then only certain
sensors are activated.

In procedure 210, the
azimuth/elevation/bandwidih/frequency/intensity of the incoming radiation
is detected with at least one corresponding
azimuth/elevation/spectral/frequency/power sensor. Referring to Figures
1, 2A and 2B, the data from the activated sensors 114, 116, 118, 120, 122
is sampled to obtain the respective characteristics of the incoming
radiation. For example, azimuth sensors 114 detect the azimuth angle of
arrival; elevation sensors 116 detect the elevation angle of arrival; spectral
sensors 118 detect the bandwidth; frequency sensors 120 detect the
signal frequency; and power sensors 122 detect the intensity. The
sensors 114, 116, 118, 120, 122 acquire data for the brief interval during
which they are in an activated state (triggered by hit sensors 112), which
may relate to an individual input pulse or a sequence of input pulses.
Subsequently, the input pulses optionally undergoes further filtering via
pulse profile filters 126, which are analog filiers that filter out noise and

attempt to pass through only threat related data. The pulses are then
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converied into corresponding digital signals via A/D converter 128 and
forwarded to processor 130.

In procedure 212, it is determined whether the incoming
radiation is resulting from a light flash associated with the launching of a
threat or resulting from laser radiation transmitied by a threat source,
based on spectral characteristics and temporal characteristics of the
incoming radiation.  Referring to Figure 1, processor 136 (and/or
processor 130) determines a temporal profile and spectral signature of the
radiation based on the detected characteristics (e.g., azimuth and
elevation angle of arrival, spectral range, frequency, intensity, pulse width,
pulse shape), and classifies the radiation accordingly as a flash event or
an active laser fransmission. In general, active laser transmissions may
be characterized by smaller bandwidths (e.g., on the order of nanometers)
and shorter durations {e.g., a few nanoseconds), whereas flash events
may involve a wider spectral profile (e.g., on the order of micrometers)
and longer durations (e.g., tens of milliseconds). It is appreciated that the
use of discrete (non-matrix) sensors in particular for both flash event
detection and laser detection provides various useful features, such as:
spectral mapping, large surface area coverage, sufficienily high sampling
rate (e.g., capable of also detecting in the nanosecond range), and the

ability to sample a wide range of parameters simulianeously. In addition,
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discrete sensors have benefits relating to their cost, reliability, design
flexibility, and maintenance and repair. TWS 100 may also rely on
additional criteria for the classification or for filtering out noise, such as by
taking info account relative timing information. For example, if three
different sensor modules 106 (i.e., at different sensor units 102) receive
incoming radiation substantially concurrently, then it is determined which
sensor module 106 detected the radiation first (along with additional
information), and then proceed to analyze only the data from the first
arrival sensor module 106. It is noted that the analysis of both spectral
and temporal characteristics serves to minimize the false alarm rate (FAR)
of TWS 100, for example by avoiding false detections of photography
flashes, lightning flashes, solar reflections, and the like. It is further noted
that the detection channel may differ between flash event detections and
active laser transmission detections for a given sensor, in that each
sensor feeds data to different amplification circuitry that relate to the
different threat detection mechanisms. At least some of the same sensor
circuitry may also be used for the detection of both types of events.

In procedure 214, the incoming threat is identified and
characterized using the characteristics of the incoming radiation.
Referring to Figure 1, processor 136 (and/or optionally processor 130)

determines the type of threat and/or other relevant information about the
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oncoming threat, based on the classification of the incoming radiation as a
flash event or laser transmission, as well as the detected radiation
characteristics. For example, incoming radiation may be identified as
resulting from a laser rangefinder (LRF), a laser target designator (DES),
or a beam-riding (BR) laser guidance transmission, if the radiation
activated a particular hit detector 112 associated with the respective threat
type (e.g., if a specific BR hit detector 112 was activated then the
corresponding detection may be deemed a BR transmission).
Furthermore, the establishment of the threat type may be performed
based on a particular combination of the radiation parameters associated
with that threat type (e.g., wavelength, duration, pulse shape, angle of
arrival, intensity), even if the radiation activated muliiple types of sensors
112, 114, 116, 118, 120, 122. Processor 130 may map the input pulses
by generating a signature pattern according to the detected pulse
characteristics, and subsequently use the mapping to identify or
characterize the associated threat. For example, processor 130 may
generated a temporal mapping of each pulse that models characteristics
of the pulse as a function of time, such as frequency, amplitude, intensity,
modulation, and the like. The temporal pulse mapping may then be
compared with a database 138, which includes information associating

different types of threats with signal characteristics. If a pulse mapping or

27



10

15

20

a sequence of pulse mappings matches a database threat record to a
selected degree (e.g., if a predetermined number of mapping
characteristics correspond to the database record characteristics}), then
the pulse is associated with that particular threat. The database may also
include information associating different types of noise or interference
signals with pulse characteristics, enabling the identification of such noise
or interference. The database may further include supplementary data for
each threat record, such as a severity rating for the threat, possible enemy
sources, options for response, and the like. An example of a pulse
mapping and threat characterization technique is described in PCT Patent
Application Publication No. WO2012/093399 enfitled “Laser Threat
Warning System and Method”. Once the threat is identified, TWS 100
may proceed to determine additional real-time information about the threat
(e.g., speed, range, location and direction) and to prepare implementation
of an appropriate countermeasure.  The threat identification and
classification may be implemented by at least one dedicated threat
ciassification mechanism, which may be integrated within processing
module 108 and/or central control unit 104, instead of or in addition to
processors 130, 136. Central control unit 104 may generate detailed log
files of operational data (e.g., information about detected radiation,

timestamps, types of identified threats, threat profiles, identification
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accuracy, and the like), allowing for future debriefing and implementing
adjustments to TWS 100 as necessary.

The operation of TWS 100 involves relatively low average power
consumption, since most of the sensors (114, 116, 118, 120, 122) are
frequently in standby mode and deactivated, and only become activated
after receiving a trigger from hit sensors 112. For example, a sensor
operating full time under full performance (while a threat is being detected)
may consume approximately 10W power, whereas in standby mode the
power consumption may be orders of magnitude lower, such as
approximately 100mW. As a result, TWS 100 may operate for a long time
using only batteries. Furthermore, the dual-purpose integrated nature of
TWS 100, i.e., the ability to obtain information regarding both a flash event
and an active laser transmission by a potential threat, inherently enhancés
the system reliability and reduces the false alarm rate for the detection of
oncoming threats. For example, if both a flash event and an active laser
transmission occur substantially simultaneously, then TWS 100 may
determine that both are associated with a single threat (e.g., a
laser-guided missile that generates a launch flash during the initial portion
of its laser transmission). TWS 100 may apply different types of warnings
for flash events, for active laser transmissions, and for both events

together, and may use information of each type of event t0 improve the
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threat analysis, such as to provide an estimation of the current distance of
the oncoming threat.

Sensor unit 102 may be manufactured and be provided
separately from central control unit 104, which may be realized as a
commercial off-the-shelf (COTS) product. The ability to connect sensor
unit 102 to ceniral control unit 104 by a wireless channel, allowing these
components o be distributed over separate locations, is enabled by the
standby mode/sensor triggering and the low power consumption features
of the disclosed technique, as well as the relatively small amounts of data
transmission involved.

In accordance with another embodiment of the disclosed
technique, the discrete sensors of sensor module 106 may be utilized
solely for the purposes of flash event detection. Whereas TWS 100
discussed hereinabove is a dual-purpose integrated warning system
operative for detecting both flash events and laser transmissions
associated with a potential threat, the same components of TWS 100 may
be confined to flash event detection only. In particular, such a system
would include the same types of discrete sensors, such as impact
recognition sensors, spectral sensors, frequency sensors, azimuth
sensors, and/or elevation sensors, which are configured to detect different

aspects of the received radiation. The detected parameters are then
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processed to determine whether the radiation is associated with a flash
event, in a similar manner as discussed hereinabove.

It will be appreciated by persons skilled in the art that the
disclosed technique is not limited to what has been particularly shown and

5 described hereinabove.
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CLAIMS
A dual threat warning system, operative for detecting a flash event of
a threat source and further operative for detecting a laser
transmission of a threat source, the system comprising:
at least one sensor module, operative to receive incoming
radiation, said sensor module comprising:
at least one discrete impact recognition sensor, operative to
detect the presence of said incoming radiation;
at least one discrete spectral sensor, operative to detect
the spectral range of said incoming radiation;
at least one discrete frequency sensor, operative to detect
the frequency of said incoming radiation; and
at least one fiiter, operative for filtering said incoming
radiation according to at least one filtering criteria, and
a processor, coupled with said sensor module, said processor
operative for determining if said incoming radiation is resulting from a
light flash associated with the launching of a threat and if said
incoming radiation is resulting from laser radiation transmitted by a
threat source, based on spectral characteristics and temporal

characteristics of said incoming radiation.
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The system of claim 1, wherein at least one of said sensor modules
further comprises a plurality of azimuth angular sensors, operative for

detecting the azimuth angle of arrival of said incoming radiation.

The system of claim 1, wherein at least one of said sensor modules
further comprises a plurality of elevation angular sensors, operative

for detecting the elevation angle of arrival of said incoming radiation.

The system of claim 1, wherein at least one of said sensor modules
further comprises a plurality of power sensors, operative for detecting

the intensity of said incoming radiation.

The system of claim 1, wherein said filter comprises a wavelength
filter, coupled with at least one of said impact recognition sensors,
said wavelength filter operative for filtering out selected wavelengths

of said incoming radiation.

The system of claim 5, wherein said wavelength filter is operative to

pass wavelengths between a spectral range of 0.3 —2.2 pm.
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10.

11.

The system of claim 1, wherein said sensor module comprises
sensors arranged along a circular perimeter across an azimuthal

plane and operative to obtain 360° azimuth detection coverage.

The system of claim 1, wherein said impact recognition sensor
operates in an activated state during standby system mode and
triggers the activation of at least a subset of other sensors of said

sensor module upon detection of said incoming radiation.

The system of claim 1, wherein said processor is further operative to
identify and characterize an incoming threat using the characteristics

of said incoming radiation.

The system of claim 9, wherein said processor generates a temporal
pulse mapping of said incoming radiation, and compares said
mapping with a database comprising information associating different

threats with radiation characteristics.

The system of claim 1, wherein at least one of the sensors of said

sensor module is associated with a particular threat type or with

particular radiation characteristics.
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12. The system of claim 11, wherein said threat type or radiation
characteristics is selected from the list consisting of:
laser rangefinder (LRF) pulses;
5 laser target designator (DES) pulses;
beam-riding laser guidance pulses;
projected infrared (IR) radiation;
continuous wave (CW) pulses; and
pulses with a selected bandwidth.
10
13. The system of claim 1, wherein at least one sensor of said sensor
module is selected from the list consisting of:
a silicon (Si) sensor;
an indium gallium arsenide (InGaAs) sensor; and

15 an extended-InGaAs sensor.

14. The system of claim 1, wherein at least one sensor of said sensor
module comprises multiple encoded masks with a gray code matrix
pattern.

20
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15. The system of claim 1, wherein said sensor module is comprised in a
sensor unit, and said processor is comprised in a control unit situated
at a separate location from said sensor unit, said control unit being

wirelessly coupled with said sensor unit.

16. The system of claim 1, wherein said flash event comprises a light
flash resulting from at least one event selected from the list
consisting of:

a rocket launch;

a missile launch;

a torpedo launch;

an artillery projectile or ammunition firing;
a mortar firing;

a cannon firing; and

a gun firing.

17. The system of claim 1, wherein at least a portion of said system is
installed on a structure selected from the list consisting of:
a vehicle;
an armored military vehicle;,

an aircraft;
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a marine vessel;
a guard post;
a mobile platform; and

a stationary platform.
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