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10 BACKGROUND

With video piracy becoming more rampant by the day, it is
becoming more desirable to have a method for identifying
whether a video recording or video transmission is origimating
from an authorized source. Source or tape identification

15 processes using the data transmission capability of the
vertical interval have been known to those skilled in the art.
However such system suffer from the ease of elininating the
source identification data by blaﬁking and reinsertion
techniques. The source identification or "fingerprint" systems

20 known do not transmit the data during the active time of the
video signal.

One form of video piracy has been to use a video camera to
recorqlthe picture and sound off the screen and speakers in a
theater displaying a movie. Admittedly this method produces a

25 ~very inferior copy. However, in certain parts of the world,
generally outside of the United States, such a copy is
acceptable. The use of video movie projection systems in

theaters is becoming more popular. Generally, these systems



vi deo signal . One formof video piracy has been to use a video
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el ectronic video signals prior to projection. However, verti cal
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likelihood of illegal copying and if suéh copying is done,
identify the theater or source of the duplication.

10 : . SUMMARY

A method and apparatus-injectioﬁ of data (Finger Print)

into the active picture area of a video signal without
disturbing the viewing of the video signal and the retrieval
of the data by a data reader, a Fingerprint Reader. The data

15 injection or "fingerprinting" process consists of dyhamically
offsetting the video pedestal to carry infcrmation which can
then be read back from any videotape made from the output of
the data-injecting unit. In particular, the fingerprint
carries the ID number of the unit used and the current date.

ZQ The offset lasts for one entire field and has an amplitude of
appfcximately 0.5 IRE units. A given field either has the
nominal setup or a setup value differing from nominal by 0.5
IRE unit.

The reader detects the finger print data from the video
25 signal and process the data for display. From this data a data

can determine the source of the video information such as a

specific theater and date the video material was played.
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Fig. 3 is a block diagram of the Fingerprint Reader.
DETAILED DESCRIPTION OF THE INVENTION

0 The data injection or "fingerprinting® process consists of
dynamically offsetting the video pedestal to carry information
which can then be read back from any videotape made from the
output of the data-injecting unit or from a video tape of a
screen display of a signal céntaining the data. 1In

15 particular, the fingerprint carries the ID number of the unit
used and the current date. The offset lasts for at least omne
entire field and has an amplitude of approximately 0.5 IRE
unit. A given field eithér has the nominal setup or a setup
value differing from nominal by 0.5 IRE.

20 Video Sigpmal 12 to be fingerprinted is inputted to Video
Processor 14. Video Processor 14 provides Video Signal 12 to
Sync Separator 16 and H & V Blanker 18. Finger Print Data 20
is inputted to Data Modulator 22. Finger Print Data 20 may be
in serial or parallel form.

25 The fingerprint data format is a 64-bit block. The first
16 bits are a (data) frame synchronization word generated by
Sync Word Generator 21; the next 16 bits aré the source ID
number; and the final 32 bits are the date code. A typical

3
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BRI EF DESCRI PTI ON OF THE DRAW NGS Fig. 1 is a block diagram of
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provi des, Vi deo Signal 12 to - . Sync Separator 16 and H & V Bl anker 18.
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Data 20 ' ial , |l el f 25 The fi i nt
dat a fof HEH2FS 52B4bB 15RookAthrREe; FREPVeRY PrBeRPEsagiLStetat o) frame
synchrog&ag}&gﬁgfgtd generated by L ' '

Data Modulator 22 réceives the Finger Print Data 20 in

10 either serial or parallel form and Sync Word Data 22 and -
generates Formatted Finger Print Data as described above
consisting of 16 bits as synchronization word followed by 16
for a source ID and 32 for a date code. Since the data is to
be inputted to a video signai, it is necessary to synchronize

15 the data to the video signal. An output of Sync Separator 16
consists of 'Vertica1~(fieid) Synchronizing Pulse 24. Sync
Separator 16 uses technigues known to one skilled in the art
of television engiﬁeering to separate Verticél Synchronizing
_Pulse 24 from the video signal. Ih addition to putting the

20 data in a format usable by the system, Data Modulator 22
synchronizes-the'beginning of any Formatted Finger Print Data
to the field rate using Vertical Synéhronizing Pulse 24.

'Sigée the individual bits of this data covers one or more
‘field, it is necessary to blank out the data during the

25 horizontal and vertical blanking periods of the inputted video
signal. H & V Blanking Generator 18 receives the video signal
from Video Processor 14 and generates a combined H & V
Blanking Signal 26 that is coupled to Data Blanker 28.

4



Sync Wrd Cenerator 21; the next 16 bits are the source ID nunber; and
the fin 3 |ts are the date code. A typical
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word is showmn in Fig. 2a. The block is repeated indefinitely. The

si gnal Foymariteds Hiintlry BYERRN @A 30 i coupled TJ eprERentieputy of 0-1
transition, a "1" by a 1-0 transition, wi th the phase reference

suppl i @dLrJay BJ_JalemCZ&NOIDam Bllaonkern 128 Jusds (1 &7 BlEadkimgptSddgnal tdeer ef ore
occupies two fields. It will be apparent to one skilled in the art
that otteebldaka out thepdades duaring: theediomizdntaie amst oresrtigelocess

adj ust ed accordingly. Dat a Modul ator 22 receives the Finger
Print bdeakieg Aintervadis of e iigpwr widteo |slignagy MRl obRUOATd Data 22

and generates Fornatted Fi nger Print Data as descri bed above
condi sbatg Flankey 28 M s rELRIRT RedhyPatd 32 for a

Z°3{32eﬁa%31s3%<{ "alse%nio%%igwde FIRR Aot 0% MRS Ko T vi deo
si gnal 'vi'g%oo %alOfth%@%r%%% tgorF:Lnr_:jerprlntt-:d Video Signal 34.
When Fingerprinted Video Signal 34 is projected on a
screen or displayed on a video monitor, the variation in video
I0  level due to the insertion is imperceptible to a viewer, but
.is detected by any video recorder recording the signal
directly or via a television camera doing an off-screen
recording of the projected image.
The recovery or "reading" process operates is shown in Fig.
16 3. A Finger Print Reader 40 is used to detect and analyze any
Formatted Finger Print Data 30 present in a Fingerprinted
Video Signal 42 is coupled to Low Pass Filter 44 with a cut-
off frequency of about 1 Khz. The-output of Law Pass Filter 44
is coupled to 30 Hz Notch Filter 82. 30 Hz Notch Filter 82 is
20 used to remove a 30 Hz component that can be observed in the
data as a frame to frame variation in tape output level due to
differences in playback videc heads. The 30 Hz Notch Filter
can bg'places either before or after Matched Filter 52.
The output of 30 HZ Notch Filter 82 is coupled to Analog to
25 Digital Converter 46. Anmalog to Digital Converter 46 also
receives Clock Signal 48 from Clock Generator 50. The clock
frequency is approximately 4 Khz. However clock frequencies
from 1 Khz. to 15 Khz. are equally usable. The clock frequency

5



consists of Vertical (field) Synchronizing Pulse 24. Sync Separ ator 16
uses techni ques known to one skilled in the art of television

engi neer MOS8 parate Vertical Synchronizing Pul se PEATGSPYMS6He vi deo
signal. In addition to putting the 20 data in a format usable by the
"system Data Mdul ator 22 synchroni zes 't he begi nning of any Formatted

Fi nger aPebialRkd 1ocked el SlibokAls ¥adle VeirkieC BurbRCRyEONi 2i ng Pul se

nce the 1 ndivi its of this data covers one or nore

field, anhlbogy RECOIGALRI CRhRHELRU L6 hpatatia Snownd ibheigslS 2pheki zontal and
vertical blanking periods of the inputted video signal. H & V Bl anki ng

Gener atouplddr eecMatthielde Pilldee S2gnMatched FiQfe¥ 829 Preces¥irst4 and
generates a conbined H & V Bl anking Signal 26 that is coupled to Data
Bl ankeapp®oximation, doubles the data amplitude 4nd largely cdfceds06503
PCT/ US95/ 10665 - Formatted Finger Print Data 30 is coupled to a data
i nfut the videoDgpatBnink&he2@utputa ofl Malceheds52sds Hepresenged by Si gnal
26 . to blank out the data during the horizontal and vertical '

bl anki B&39i-n2€rval s of the input video signal. The output of 5 Data Bl anker

28 is Bl anked Formatted Finger. Pr.int Data 32 .
The output of Matched Filter 52 may not always provide a

sﬁfficiently clean signal for further processing due to time
bagse errors in the playback signal..io improve the usability

10 of the output signal of Matched Filter 52 is coupled to
Squarer 53 to Phasé Lock Loop 55 to generate a clock signal at
the bit of the data. This clock signal is coupled'to Storage .
Register 56 to eliminate variations in the data due to time
base errors. _

15 The output of Matched Filter 52 that contains data with
canceled video is then correlated to the'synC'wofd.to
establish the data framing. Once the data is properiy framed,
it is digitally integrated to further improve the Signal to
Noise Ratio (SNR). This precesé consists of writing the.

20 digitized values of 128 consecutive fields into Storage
Register 56 that contains 128 individual registers that have
been cloéked by Clock Signal 57. Shift Register 56, Correlator
58, Syﬁc Word Generator 60, Peak Detector 62 and Address
Cbntrol 64 are in a loop that is used to synchronize the data

25 to make it readable by the user. The output of Storage
Register 56 is coupled to Correlator 58. In addition a
preprogrammed Sync Word Generator 60 couples a unique Sync

Word 66, as shown in Fig. 2&, to Correlator 58 to correlate

6



whi ch is coupl ed back into Video Processor for adding to the vi deo
signal t roduci ng Fingerprinted Video Signal 34.

¥ Fi nger pr deo Signal 34 is projected on a screeﬁngﬁggggg?ayed on
a video nonitor, the variation in video 10 level due to the insertion is
| nperceptible to a viewer, but .1's detected by any video recorder
recor dithg tsymcsivprad informateiid yimrehe &Findetpvinst M a B aviddi r8ymen
of f-screen recordi ng of the projected inmage. The recovery or
"r eadi Mprdrécoe Soryadattiom iBateshddh ias FBhpwn 1 Figy Begey qupitedReader 40
Is used to detect and anal yze any Formatted Finger Print Data 30
pr esenttd r?%lqzlwmt@} IL thma%olsaagmtam iadding| e 1 Giaiddgmds
Filter 44 with a - of f_freguency of about 1 Khz. The out put of Low
Pass FivRdgresy p£ the |%e’§b0pﬁ%cf3t%1% tPE N&ﬁ’?ﬁl 9 |the HEstg aBd Notch Fil ter

dai 8 o ERHHES FY FRPGRER A1 GPaIAShe O e AR L

SI acos Bhcmedh e el b %5? %%Wﬂ‘l B 'Srectiy ﬁ?“o?eslo
to Di glaiﬁll@ lnveecgt%é;r %zfgé)gﬁlsrék%é Ooﬁgﬁa(l:el ves }82150%3'% q&?g%ﬁ Zl(ﬁ'(;(;ckAna o

Gener atvﬁrllf’cﬁen-ﬁ‘%&'%age ot USRIy i &Pﬂéﬁi&ﬁiﬁiﬂeﬂ cﬁ"zpaé@@Ver
cl ock frequencies from1l Khz. to 15 Khz. are equally usable. The cl ock
frequerfdherally in excess. of twenty, the recovered sequence of 128

10  high or low offset fields is coupled to Adder 72 and 64 Word
register 76 where the:data is decoded to the original 64 bits,
and the pertinent data is read out to output terminal 80.

The apparatus described above may use a hardware
implementation or a combination of hardware and software.

15 Attached is the source code information using the Matlab
language for a software implementation of part of the
fingerprint reader.

The data that is reéd out can be connected to any display
device capable of reading a 64 bit data stream. Such a device

20 could be an alphanumeric display, a computer screen or
incorporated back into the video signal for an on screen
display. The display device displays the ID number and date
code.

ﬁuring an experiment using the elements described above,

25 data has been found to be recoverable down to the vicinity of
1/2 millivolt on a 1 volt video signal, less than 0.1 IRE.

It is important to note, that unless the sync word in the

insertion device and the reader are identical, no output will

7
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PCT/ US95/ 10665 al so may be | ocked to the incom ng videq. The 8ytput
of AW&’&@"'{“B Digital Converter 46 that is shown in Fi 5@’?8951’@6
coupled to Matched Filter 52. Matched Filter 52, to a first

approxi mati on, doubles the data anplitude and |l argely cancels 5 the video

cont ent redi®t 08t Pitt sREalihghedsh2ebSwieDr pecBbediR¥d. In bkfer2€o
The out put of Matched Filter 52 nay not al ways provide a sufficiently

cl ean smakel ther réadihgr dpwvdceshang dumore thiwersal haee eheosgnen the

pl ayback signal. To inprove the usability 10 of the output signal of

Mat chedwirfit gengpatercbuptbe reader h&guaneability Phabe Lock Loop 55 to
generate a clock signal at the bit of the data. This clock signal is
coupl edP¥epPrPgrageed eitheyi byekhecmapusparkiinarefonr thei vAsTi ATt h¥E data due
to time base errors. 15 The output of Matched Filter 52 that

contai nsR8atEeH t h cancel ed video is then correlated to the sync word

01 ot P TEL G Rl B! I5ef Rk AabERIBERT Ll TE,
Ratio (5@@%onTQ£§eﬂ§9§ﬁ§St808§£3£E.Qﬁemgygkgﬂ EESld:simply-blank or
| otherwise distort one or two fields out of every 128 fields, a
distortion which might be brief enough not-to-significantly
10 affect the utility of the pirated signal. Since the data is
_periodic, this would distort one of the characters. Which
character in partiéular would not be known, but with the
present data format, there is be a 25% probability of hitting
one of the ID number characters, thereby disguising the
15 identity of the pirated unit. Alterna:ively a pirate may add
a signal thét will swamp or override the original fingerpfint
so that the fingerprint reader produces inconéistent or
incorrect results. | .
An alternative implementation has some advantages. In a
20 technique similar to that used for spread-spectrum
transmission, the basic data rate may be slowed, and
Exclusive-Ors with a known pseudo-random sequence at the
Originél frame fate. Normally the pseudo random sequence will
be much longer than the data sequence. This has the advéntage
25 of keeping the setup variation rate high, to minimize
visibility of the data, while insuriﬁg that any attempt to
mask a data character would blank an unacceptably long portion'

of the signal. A second alternative would simply randomly

8



20 digitized values of 128 consecutive fields into Storage Regi ster 56

that contains 128 individual registers that have been cl ocked by C ock
- Si gnal 5WO 96503 Regi ster 56, Correl ator 58, Sync WPETESAEINSDr 60,
Peak Detector 62 and Address Control 64 are in a loop that is used to

synchroni ze the data 25 to make it readable by the user. The output of

St 0" 208 nc ercaBlieetle I IR LD 0 P\ ARl nd B P 2

pr epr ogr amre ner at or es a unique Sync d 66, as
2 hown 't&n@-%vx%@zéué:} %\g%%é:‘%' hRh Thadtd fP'gH i c distortion would

PCT/ USSY/fEIRed to distdite agin pawdliculiOdid Ghadradder Fi mgayaprint Data 32
with Sync Wrd 66. Correlation Data 68, as shown in Fig. 2e is

coupl edecoveryt Edzeahilsetsaniond @iktHdd tierdl daxrly mmireh conpliayg e
digitized val ues of the next 128 fields to those of the first, and 5
con?i nwedd mHi&himoddwes stateeqfi tde avds. t he accunul ation proceeds, the
data value in_each register will be directly mul tiplied by the nunber
of pasdestihrd calkerppgdyearmayiobse to engryptt &g tédab@ePajorolto Atter a
sui tabl e nunber of passes, igenerally I n excess of twenty, the,
recoveP@éngecftﬂ;‘?ﬁ,% ¢ the signal and using complementary decryption

techniques for detection.
The apparatus and method described above describes a
iI0 system and method of adding a finger print signal to a video
signal. One of the principle uses of this method and apparatus
is to prevent piracy or identify the source of the pirated
video material. Another embodiment of the concept is to
fingerprint an origimal film that is ultimately recorded into
16 a wvideo format. This can be accomplished by one of two
methods. The film as it is being duplicated in film has a bias
light source with a short turn on/off time to provide a small
increase of illumination in the film printer. This bias would
sufficiently low to <create a very small shift in the
20 Dbrightness, but not be visible to a viewer of the film. A
second method is to provide such a bias during the projection
of the film. The rate of the bias light takes into account the
varioqé projection media, direct film projection at 24 frames
per second, 25 frames per second when used in a 50 Hz
25 television system or the 3/2 mechanism when used in a 60 Hz

television system.



10 high or low offset fields is coupled to Adder 72 and 64 Word

regi ster_76 where the data is decoded to the original 64 pi and the
pe?tineﬁ?oéépgm?s read out to output term nal 809 Qkh@ﬁgygmﬁ%ratus
descri bed above nay use a hardware i npl enentation or a conbi nati on of
hardware and software. 15 Attached is the source code information using
the Matlab The abRR@UaISsELIpRLGES fvarie It @ERiat hAa elotPalimDiidde
fingerprint reader. ~ The data that is read out can be connected to
any di BgtrtNer modiefdcet tampbwdldf  beadapgarefid Hd dakea ofr eswdifiuch a

+ . device 20 could be an al phanuneric display, a conmputer screen or

i ncor pekdlkdibhathei arb fhelighHeoofi ghak @dscansumescreen di splay. The
di spl ay device displays the I D nunber and date code. During
an experinment using the elenents described above, 25 data has been found -
to be recoverable down to the vicinity of 1/2 mllivolt on a 1 volt

vi deo signal, less than 0.1 I RE It is inportant to note, that
unl ess the sync word in the = insertion device and the reader are
identical, no output wll o 7

WD 96/ 06503 : PCT/ US95/ 10665
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result or msleading results will be obtai ned. In order to make t he

readi ng devi ce have a nore universal use, the sync WRFGlu$p8Neseat or in
the real¥Q%¢8%3n ability to be preprogranmed either by the

manuf acturer for the user or by 5 the user. I n principle,

whi | e usifogetibh fzey)or] e inga(ile] @k siipve, a person attenpting to defeat

t he syst e¥n Tdsiduoction nprhputds the Kngarprint valuesglven thedudi stort one or two fiel ds
out of e\/‘érfilen@m fiafsioiots intermediateliesyltsion dshugginigand i ght be brief enough not
to signi fﬁc‘&?\@l n. iﬂ"'SfHWle%asalmsmatme!fywm infvae p| rated signal. Since the
data is p dggng(ﬁatgi %IW@M‘%W@% the characters. Wich
char acter

f ormat , eg’ il

’%81 "h the present data
te one of the I D nunber
char act er &Eﬁ

o eﬁ it a‘igec%ethe pirated unit.
ternatigg o\h&l‘ cm;%e,a d The swanp or override
the ori gl%ahvefmna@d:@sﬁ mbut, but me%euﬁﬁ%sn

oftéd W HRE | nt reader produces

I nconsi st®ndn sput. The datiCwds/cOfidctddBinb tife program named An al ternative

i npl enent%tfingrprttre asdeecady frim AFBOS pront. 20 technique simlar to that
used for %prea@regPopéland18/16/94 transmi ssion, the basic data rate nay be

sl owed, and Exclusive-Os with a known pseudo-random sequence at the

original %rane rate. Normally the pseudo random sequence Wil |
% Get the data and decimate by 8 using a 256 tap
% low pass filter. Each bit before decimation is approximately
% 133 samples long (4000 Hz sample rate / 30 Hz bit rate}. Atfter
% decimation each symbol period then becomes
% approximately 16.7 (4000Hz/30Hz/8) samples long.
%

if sim==1 % 1 for data, 0 simulation -
fid = fopen(file_name);% open the input file
x = fread(fid,100,'uint8'); % eliminate the header info-

i=0; x0 = zeros(8,1); % clear filter state

X1 =x0; x2 = x0; X3 = x0; % create Ipf for decimation
Ipf = firls(123,{0 .08 .125 1],[1.0 1.0 0.0 0.0]); .

m = [-ones(1,66) 0 ones(1,66) ]:% and conv with matched filt

Ipf = conv(ipf,m); % for combined filtering
plot(20*log10({abs(fft([ipf zeros(1,8*size(lph)])+.00001)));
pause(1);

dec=8;

flag = 1;

x0 = zeros(256,1);

x = zeros(dec,1);

while flag % loop for each 8 sample blk
x0(1:256-dec)=x0(dec+1:256);% until no more data avail
[x,count} = fread(fid,dec, uint8"); % read input file
flag = count == dec; % full block to use ?

i(flag)

x0(256-dec+1:256)=x(1:dec);% shift state info

i=i+1;

z(i) = x0* * Ipf'; % find decimation sample
" end
end
y=2;
clear Ipf % free memoty for later use
clear x0 % these vars are no longer
clear x % needed
clearz

else % if here generate test data

pad = rand(1,48) > .5; % generate some random data
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be much | onger than the data sequence. This has the advantage 25 of’

keeping the setup variation rate high, to mnimze f the
data, whW@96/468%% i ng t hat any attenpt to mask a data%ggéltﬁésr‘gmul d
bl ank an unacceptably | ong portion of the signal. A second alternative

woul d si niayaid 2ACOTDY 10010001 1 1 ¥Ead5HARRE

PCT/ US95/ mﬁﬁ‘aatam - ones(1, sqterchange t he posi on of data bits within the

bl ock in & = kron{y.[dnest(,8)@ranas(t 8)JR NNt symboladavéfdat no- peri odic distortion

woul d y = lgoni(bnesi 3)y); ddegenBifrasey . parti cul ar data character. Data
recovery fYor 0.0¢R55coneybanes(ied)ones(l &)k |% matchedrditesng onpl ex, but 5 wel | within
t he stateyo"fYtH@5 afRdnly); % additivaidis® al ter native nay be to encrypt: the data

prior to ¥ bei ng added to the S|gnal and using conpl ementary
decryptlop t echni ques f oy Iggt eactl ‘The appar atus and
Cy ﬂ'ﬂpgﬁg‘i em and met hod of addi ng a finger

met hod d above descrl

print si %' 6)Lq,(i3.1é)) fi2R1:31) ﬁ.'ngﬂﬁillzegligbf{het he principle uses of this
met hod 2PRe-mb2lS % a;,ﬁmemogygﬁg pitracy or identify the source of
t he pirat %d=1o/std(zw1dm1§;pt erI%|ad36§}@bbg{s enbodi rent of the concept is to
finger pri ii«<8) ostzgi+ta); fil mthat is ultimtely recorded into

end

i=i+15;

y(i:n)=zeros(1,n-i+1); % clear tail .

clear z; % free some more memory .
plot(y); % plot agc'ed data

pause(1); '

%

% next we aquire symbol clock and decimate again by this clock
% This phase consists of taking the matched filter output,

% differentiating, multipling by the matched filter output and

% fittering around twice the symbol clock frequency. The filter
% is complex, so that the phase of the filtered data may be found
% for later use in the Kalman filter symbol synchronizer

% _

dif=0.5"conv([1 0 -1},y); % differentate data

. y=[0y0]; % pad input to same length
err =dif .* y; % product of each
[a.bl=size(erm); - % build bpf around clock

bitfilt = [sin((-63:63)*(pi/4.15))-j*cos((-63:63)*(pi'4.15))];
bitfilt = bitfilt' .* hanning(127);% fregency

err = conv(err,bitfilt), % band pass the data
[c.d]=size(err); _
err(1:63)=[}; err(b+1:d)=[J;

phase = -atan2(imag(err),real(em))/pi; % find the phase ot bpf out
err = real(err)/max(real(err));

m= 400; n=450; t=m:n; "~ % plot some debug stuff
plot(t,y(m:n),'w't,err(m:n),’d" t,dif(m:n),'r t phase(m:n), g')
pause(1);

clear dif % free memory

:?: " This is the Kalman filter for tracking the symbol clock
:2 Kalman filter parameters . o

" X(k+1) = A* X(K) + U(K) model

:/o Z(k) = C * X(k) + W(k) observation

x/°=[1 08.350]; % initial state var (phase,period,aux1,aux2)

12



15 a video format. This can be acconplished by one of two met hods. The
filmas it is being duplicated in filmhas a bias ?H.%g & Wth a
. short tWe@9e#FsBIf tine to provide a small i ncrease o0 ,P mnation in
the filmprinter. This bias would sufficiently lowto create a very

smal | shipt.fkgothe 20 bright °/e§t§tetah§m Qhatide Visible to a viewer of the
film A o1$;econd met hod i sef oéﬁ a bias during the projection

of the fil moTe rate of the b am s bamhobii isienasount t he vari ous
proj ecti o@ =fe0i1y, direct fil mgpsheprationanatit 24 franes per second, 25
frames peﬁwgebond when used i B absB@atidn noi3d covariancesi on system or the 3/2
mechani snﬁ\ﬂhe&? Ql@é’d- in a 60 H¥% initial stateetayatiancen system

9 % model driving covariance PCT/ US95/ 10665
The above d S QOIOF;& onis illustrative and not limting. Further
nodi fi cat{,ons e apparent to one of ordinary skill in the art in

light of his dijsgl diFitbrpolatian filter for finding the
% interpolated matcheéd filter output. This is required
% becuase the symbol clock may not land exactly on a
% sample.
%

interp = firls(64,{0 .12 .13 1],{1 1 00]); % simple Is fir
interp(65) = 0;
interp = interp/sum(interp(33));% normalize interp filter

=l k=1; .. % init some loop vars
Z = zeros(1,128); T

[nm] = sizefy);

pass=1;

while x(1) < m-10 % x(1) is the sample #
i = floor{x(1)); frac = x(1) - i; % i is the integer sample #
e = -(phase(i) + 0.255"rac);% find the phase err

Rv = C*Rx*C' + Rw; % update the error variance
Rvi = inv(Rv); % and its inverse
G = A"Rx*C"Rvi; % calculate Kalman gain .
X =A% + 2"G"e; % compute prediction state
Rx = Rx - Rx*C"*Rvi*C*Rx; % find prediction covariance
Rx = A*Rx"A’' + Ru; % find state est covariance
iindex = 9-floor(8*frac); % interpolate sample

= y(i-3:1:i+4); it = interp(iindex:8:56+iindex);

=yt*it; % this is the interp result
if(pass > 1) - % allow 1 frame pass to

ze=vyi-z(j); % establish good clock

if(ze > 1) ze = .5; end% hard limit for noise
if(ze < -1) ze = -.5; end % spikes

zo) 2(j) + ze/(pass-1); % accumulate data each pass

end

toctk,’) = [ x(2)-8 x(3} e yi};% diagnostic vector

k=k+1; j=j+1; % update foop counters

it(j > 128) % mod 128 for accumulation

j=1; pass = pass+1;% (128 1/2 symbols/frame)

end
end
plot(z); % data accumulated at symbol
pause(t); % intervais
plot{loc); % plot veo freq, aux var,
pause(1); % phase error, and sample value

13



PCT/US95/10665 .

WO 96/06503
% ' ) :
% find the sync word, using correlation and display results
°/o - - o
m=[10];% A C 8 ' E

sync=[m-m m-m mm-m-mm-m-m-m mmm -m zeros(1 96)];
zc = real(ifft(fft(z)."conj(fft(sync))));

Zc = z¢/max(abs(zc)); % normalize cross correlatnon data

plot(zc); % plot corr for debug

pause(1);- % Oh, you want to see the results?
index = find(zc==max(z¢)) % find the location of the corr peak
zs = zeros(1,128); % and rotate the data to the normal
zs(index) = 1; % orientation _

zc = real(ifft(fft(z). “conij(fft(zs))));
zc = zc/std(abs(zc));

Zc¢ = zc-mean(zc(1:2:32)); % offset compensation
plot(zc(1:2:128)) % due to flutter @ 30Hz
dataout = 2¢(1:2:128)>0; % decode bits -
if sim = ' % test for errors
‘bit errors = ',sum(xor(datain,dataout))
else
'bit errors =", sum(xor({1 0101100100011 10)]dataout(1:16)))
" end _
byte w=[8421]; _ % convert bits to hex out

bytes = zeros(1,16);
hexstr-['o' I1I |2l 03l |4l l5l .6' |7l |8l !gl IAO QBI ICI ODl IEI lFl]
for i=0:15 % loop for each hex dlgn
t = byte_w*dataout(1+4*i:4+4")' + 1;
bytes(i+1) = hexstr(t);

end
'sync decid date spare' % dlsplay decoded data
bytes % here

14



10 WD 96/ 06503

PCT/ US95/ 10665 function |
function YOA6M6E3 t he finger
al so plots internedi ate resul g and % visual ation. This
function assunes that the inp I's in voc %type 1 format_digitized at-4
KHz. The data is assuned to be % frame of 64 bits manchester encoded wlfh

a sync word of 16 bits %followed by 16 bits of decoderJ“ﬂ‘Uﬂ“ ﬂu

date data (in bcd) % and finally lgll_@ﬁ%of spare prese
Data is % assunmed to non-inverted, although it is bel i eved  hat the

decoder T ¥adgw ouputs inverted fingerprint. The sound bl aster used did not
% invert the data on input, but the sound blaster inverted the data % on
out put. The data wamethidde doad imsiorpdrat img groamasansient i%ifdardiogr t . exe and
executed fromthe DOS pronpt. % Greg Copel and 8/ 16/ 94 % Cet the
dat a5 andageciteatdehpcg iysi mg caws6 afap viddowigned fand deteRadmabit before
deci mation i s approxi mately % 133 sanples long (4000 Hz sanple rate /30
Hz bit Bale) Comré-lsmg%t@&:l%so@feach synbol period then becones %

i
1Re BEg-r2(fil e_nane, si % Thi s
the input ngr sPﬂiPéﬁ%. I t

approxi mately ,4000Hz/ 30Hz,/ 8) sanpl es |on I f sime=1
%1 for datage@eé" s&yr ef| e)n %qrbd%éﬁe') % open the input file
x = fread(fid,100,' uint8 ellmnate t header info i =0; x0 =

zeros(8,1): &8 5311: Qtaets’i@t Snizing ®o¥div s = y0: x3 = x0;  %create
I[ anLgE 1dgg|) gs(sfji%’a ﬁoﬁ%néﬁle(%%v[f%c%%l&fﬂt(é %:ﬁ%t Jsaqﬁdo 0:ch]nz/(l pf ?) N
;me:gg(gggglg??%ﬁllzlfl)}% W&%(%ODQ% %) (Aded paus%('(r%is.(fft(egzI P flag = 1; x0O =
zeros(256, 1) getettinge'sR238@ehification data and sald synchronizing
word from said video signal;
synchronizing said data using said synchronizing word;
and
15 displaying said identification data.
2. An apparatus to incorporate source identification
data into a video signal comprising: _
a video processor having a video input signal, wherein
said video input signal is coupled to a sync separator;
20 said sync separator generates a vertical triggering
pulse, wherein said vertical triggering pulse is coupled to a
data modulator;
s.c.nurce identification data is inputted to said data
modulator;
25 said data modulator generates a serial data stream
comprising a sync word and said source identification; and
said data stream is coupled to said video processor

wherein said data stream is blanked during horizontal and

i

15




while flag % 1 oop for each phe bl k

X0(1: 256-dec) =x0(dec+1: 256); % unt i | o dat a\avai | count]—
fread(fiVO86/86503i nt 8' ) ; % r eaq_| flag = é 10863 oy
full block to use ? i f(flag) “dec+1: 256) =x( 1: dec) ; % shi ft
state info z(i) = x0"*I| pf; 5find deci mation sanpl e end

end vef(rri:cfi Wamﬂfa{n&&f‘vals of %71% video inpdf &&i rapd or later
use ese vars are no | onger clear x
Yo neededi 3 p14NEdd data £8 Sombined with said video ingt fsig#l generate
test data pad = rand(1,48) > .5; %generate sone random data

11 W3 96/ Qﬁ’é%paratus as in Claim 2, wherein said source ~

PCT/ US95/ 10665 datain = 01011001000 1110 pad]; %w th sync

y = 2*{lidmd 1 i catbot 1d6Hs ; comprisde odd tys [ Diest £ Bing amrw(de@ﬂ) % symbol

maveforn1 y = kron(ones(1,3),y); %gen 3. franes y =

0. 662 xidhwid¢o anmtsdtid) MSE( 1d81)¢)an%ETmemmplterl ng y =y +.
0.25*randn(y); % additive noise end z —;g; i . %this
i's a sinpl et agc Am appatatys)as yin Chgim y(qhe%ws%&é(qoueq?) %
normal i ze data by the for i=17:16:n-32 % max |n thg bl ock =
1. 0/stQR@RFlﬁﬁﬁ|QGEB?C1f®GaH?%§%%¥ %+%Ek§yln?($a+¢l Ss&qpa +15)

5. An apparatus as in Claim 3, wherein said source is a
specific video cassette duplicator or recorder that originally
10 recorded said video signal. o o ‘
6. An apparatus as in Claim 2, whefein said
synchronizing word is preprogrammed into a read only memory.
7. An apparatus as in Claim 2, wherein said -
synchronizing word is generated by a user controlled keyboard
15 or keypad.
8. An apparatus as in Claim 2, wherein said video
processor is part of a Qideo projection system. ..
| 9. . An apparatus as in Claim 2, wherein said video
processor is part of a video recording system.
20 - 10. - An apparatus for detecting a source identification
signal from a video signal comprising:
a low pass filter that receives a video input signal
contaihing a source identification data signal;
a clock signai generator;
25 an analog to diéital converter wherein said analog to

digital converter receives said low passed video signal and

e U A
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“end i =i +15; y(i:n)=zeros(1,n-i+l); ssHeE%rf Hn@IHEER | ear z;

free song nore mory plot(y); T acEopl ot se(1);
ge @ er s i’q‘g&%t’g}&&%ﬁgs phase

put, @6d|fferent|at|ng, mul tipling

. % next

consists of taking the matched filter

wB O30

synbol cl ock and decj nat

by the matched filter output and % filtering around tw ce the synbol

frequency. dhmatthear f¥aterconelrein saitihahtthedrhaseeef abbectsl baiad data
may be found % for later use in the Kalman filter synbol synchronizer

di f =0.

Séopoe({déntifipgatiomddatar shgaad;data y = [0yO0];

pad input to sanme length err = dif .*y; % product of each

[ &, b]
[sin((-

b Ol

real (err

stuff

pause(
filter
X(k+1)
x=[ 10
12

16

20

25

=si ze(@r 8ync wo¥slbgehdrbpbratougdnelratke bi first sync word;

cl ock

%

63:63) *(pi/4.15))-]j*cos((-63:63)*(pi/4.15))]; bitfilt bitfilt'
. *hanni ng(1227§t%ragéqénéysxnchroa@ﬁa(:épn ByStemt }'o swsanaapéséatﬁe dat a

% err(1 :63)=[]; err(b+1l:d)= 0; phas
¥°Fé§ (érF?FPﬁﬂ SEFFlWerghéoﬁﬁ§§§e€fWbﬁhlﬁuﬁaéﬁr =

RPREEE, thenr LERFRE LGN, piaRAL 5O, B8qEP( RERNuCE: B FRAGEP
3’%%F5%r fefkieicacion, gidhe

8.35
signal; and

€ var (phase, perio

a display device to display said source identification
device.

11. An apparatus as in Claim 10, wherein said low pass
filter has a cutoff frequency between 200 Hz and 1 Khz.

12, An apparatus as in claim 10, wherein said clock
signal has a clock freguency about four time a low pass cutoff
frequency of said low pass filter.

13. An apparatus as in claim 10, wherein said sync word
generator comprises a preprogrammed read only memory.

14. An apparatus as in Claim 10, wherein said sync word
generator comprises a user controlled keyboard or key pad.

15. An apparatus as in Claim 10, wherein said display is
selected from the group consisting of an LED, LCD, a cathode
ray disﬁlay and an on screen insert to a video display device
displaying said video signal.

16. An apparatus to incorporate source identification
data into a video signal comprising:

means for processing a video signal;

means for generating a vertical triggering pulse;

17 This Sheet Has Been Rei
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WD 96/ 06503
PCT/ US95/ 10665 A=[110 % state transition matrix
010 WO9/M06503 - % : aux1, aux2 . 00 PEFAUSIS/10665

% aux to decorrelate err neagure s C=1[10:1]; %
observation matrix Rw = 1; i % observation noise

covari ance meffs “r@l B¥&¢Pding source i %%giﬂé&ﬁ%ﬁt'&afigva” ance Ru =[0

00 0 %no e? driving covarl ance 0 01 0 . % This is an
i nterpol at ipeahs | £6F pBbviandynNg &PfAc wlrd; interpolated matched filter
output. This is required % becuase t he synbol clock may not | and
exactly on meand6 for bRanktng sai@nkgnp wokdr hfi§bdolibeel2, 13 1],[1 1 0 0]);
%sinple Is fir i nterp(65) = 0; Interp = interp/sun(interp(33)); %
nor nalidentiftcptiohtdata dpringkvidée blanking intervals% init sone | oop
vars z = zeros(1,128); [n,M = size(y); pass= 1, while x(1) < m10
% R(1) is thearsnpoercouptingosaid(syne woud ansi(spurce; % is the integer
sanple # e ,-(pha52&i€%+ 0.255*frac); % find the phase err - Rv =C*Rx*C
+ Rw, identifigapiemcdate &Pr8Rigdavidfeesignrgl-="inv(Rv); %and its
i nver se G _A*Rx*C*Rvi ; % calculate Kalman_ gain., x = A*x +
2* G e; 17 offR RAPRREADYRdFOFi GRCEFEIRI ARROUER id%?tbfl%ﬂ?%(; %
find predic{ion covariance _ RX,z Ag YA L+ Rug oo being state est
covar | SHEPL CORIRAERINT oSPYEGE (39PR &Rf}caﬁ/&?ﬂt APBBI AFE™sANBrEeC yt =
y(i-3: 15134 b =1 rp(iindex. 856+ i ndex); yi =yt * it; %this
S thé&%$ﬁéipcéégﬁf%fﬁsrf(pass > 1) . %allow 1l frame pass to

10 means for low pass filtering said video signal; "

means for converting said low passed ﬁideo signal to a
| digital signal; |
means for generating'a first sync word;
means for synchronizing said source iaentification signal
15 containing a second sync so as to provideféource
'identification data; .
“means for displayiqg said source ideﬁtification data..
18. A method for incorporating source identification
information into motion picture film.compfising the steps of:
20 generating source identification data;
generating a synchronizing word;
turning a bias light on and off that add increased
illum@ﬁation to motion picture film using said source
identification data and synchronizing word.
25 |
19. An apparatus using the method as recited in Claim 18

wherein said apparatus is a film printer.
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ze = yi - z(i); % est abl i sh good cl ock if(ze > 1) ze = .5; end% hard
limt for_poi if(ze < % spi kes z(i) =2z(j) +
zel (pass- %646%%”% accumul at erﬁIﬂl "%i ﬂ“ﬁm end 10?@{(@%5“!{‘?5( 2)-8
x(3) e yi];%diagnostic vect % updat e
Ioop counters if(j > 128) anDd 128 for accunul ation

j =1, pess &npap gal»a%a(sla%ﬂa@Ztaé”H@c%Ef 89%keciteldn iy 190! O (2);

% data accumul ated at synbol pause( nterval s

pl ot (| oghprein said apparatus%ipl at fige brégecdux. var, pause(1);

% phase error, and sanple val ue

13

PCT/ US95/ 10665 WD 96/ 06503 % find the sync word, using correlation
and display results me[1 0] ; %A C 8 E sync=
[M-mm-mmm-m-mm-m-m-m mmm-m zeros(1,96)]; zc =

real (ifft(fft(z).*conj(fft(sync)))); zc = zc/ max(abs(zc)); %
normal i ze cross correlation data pl ot (zc); % pl ot
corr for debug pause(1); % Ch, you want to see the
results? i ndex = find(zc==max(zc)) %find the | ocation of the corr
peak zs = zeros(1, 128); % and rotate the data to the normal
zs(index) = 1; % orientation zc =

real (ifft(fft(z).*conj(fft(zs)))); zc = zc/std(abs(zc)); zc =
zc-nmean(zc(1:2:32)); % offset conpensation pl ot (zc(1:2:128)) %

due to flutter @30Hz dat aout = zc(1:2:128)>0; % decode bits

i \\ﬂi”“’

i9



if sim== % test for errors "bit errors =

,sun(xor%agtf%liaedataout)) el se bit errors ="'",sumxor([1 010110

01000 ], dataout (1: 16))) end byte w =[8 4 2 PTT/USIS/10665 %
convert bits to hex out bytes = zeros(1 ,16); hexstr=[0" '1"2"3" 4" '¥5'
'6''7''8'9'"" 'BCD 'E 'F]; for i=0:15 % | oop for
each hex digit t = byte wdataout (1 +4*i:4+4*i)"' + 1; bytes(i+1) =
hexstr(t); end 'sync dec id date spare’ % di spl ay decoded data

byt es % here
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CLAI M5 | Caim 1. A method for incorporating source

identifi ca;d'g%@s data wthin the active picture of a_video signal not
vi si bl e P disturbing to a viewer and detecting sai §CHASIHY, rising
the steps of: generating source identification data;
generating a synchroni zi ng word,; addi ng said source
identification datagand id 10 synchronizing . word to a video signal at a
very level so to ggreclude visPbility bY a viewer or ®®sturbance to
a viewer; detecting said identification data and said
synchroni zi ng word from said video signal

synchroni zi ng said data using sai chroni zi hg word; 15 and

di splaying said jdentif[cation da i 2. An apparatus to

i ncorporate source_ifentifjcation ""datagnot visible or disturbing to
a viewer into anfpctive cture<area of--a w-deo signal conprjsing: 20
a video processorj havin video in signal ,: wherein sai d video

i nput signal is ctpupled a syn

eparator+—; saild sync
separator generates a v fcal tri J

cvassee —
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o

pul se, wherein said vertical triggering pulse is coupled to a © data
Jrodul at oRyo 96106565 source identification data is inputted to said data
modul at or : said data nodul ator generates a seRGHPSHE4PHESst r eam
conprising a sync word and said source identification; and

said data streamis coupled t®hgsaid video processor wherein said data
streamis bl anked during horie®ntal and vertical blanking intervals of
said video input signal and gai d bl anked data is conbined at a | ow
visibility level within —acli ve picture area with said video input

si gnal . 3. An lahus as in Claim2, wherein said source
identification data conpfi 8 dentifying a source of sai d video
material and a date agd }i d0p. 4. An apparatus as in Claim
3, wherein said source ises a specific theater displaying said

vi deo signal . gqpparatus as in Claim3, wherein said source
is a specific video e duplicator or recorder that originally
recorded said video sign 6. An ap@ratus a8 in daim?2

wherein said N 2
8
S 2
5 zggg
g 3 5l |
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8 x glgwsa
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z §g§§ 83
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Y
>R 3 3
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15°_synchr ni zi ng[TREg dIhpeD agtiad baly Muniy. L0t .o
7. " An apparat us " efeingsaid ¢ -synch-ronl glzﬁg:vmrti.!.s:"

control |l ed kelybparde or-keypad ‘e’ ‘e 8.e¢'M,.*
m28 JUlen99én Faj d video 20 processor is part of a
said video

.ggéggggpparatus as in Caim2, wherein
o recordi
10. An gpegéghus . urce identificat Pmmmllﬂ""mammr om a
video signal conprising: 25 ° a low pass filter fthat recd vés & video
input signal 1.,  @ORkEhRENER IQHCTHIrdRAHY isekicen 1@@&1«11%1193&%&0:1
a clock signal generator; 16

an anal ogata @ighial thenyetice wieterd oF & Rdeed stlgnal ndcghtigipaenverter
recei ves said | ow passed video signal and said clock signal; - a
mat ched bl 8éstwirbiagn teaiad viiewelre dntdi Hb&ecd&hgcsalﬁaddta5cmmprmsing

I dentification data signal; a sync word generator to generate a

first synbewsteéps of:

generated by a us
apparatus as in
vi deo projection

generating source identification data;
generating a synchronizing woxrd;
adding said source identification data and said
.10 synchronizing word to a video signal at a very level so to
preclude visibility by a viewer or disturbance to a viewer;
detecting said identification data and said synchronizing
word from said video signal;
synchronizing said data using said synchronizing word;
15 and
displaying said identification data.
2. An apparatus to incorporate source identification
data not visible or disturbing to a viewer into an active
. picture area of a video signal comprising:
20 a video processor having a video input signal, wherein
said video input signal is coupled to a sync separator;
sald sync separator generates a vertical triggering
pulse, wherein said vertical triggering pulse is coupled to a
data modulator; ,
25 source identification data is inputted to said data
modulator;
said data modulator generates a serial data stream

comprising a sync word and said source identification; and

15 :
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a storage an ronization systemto:stdre said data . ;and"synpﬁtqqﬂze
a second synguﬂﬂﬁfiﬁ&lﬁﬁmﬁ lvm thin said . source identifgcgation si,grza'l :
SO0 as to pro c P80 source idertification signal; *° S an
register to store said readable source identification signal ; and

a display devigegst @a@hSBia¥aifid e8UpEed €8N5hilkCo4aed proc%gyo‘ie- 15

11. An apparatus as in Caim1l0, wherein said | ow pass Il'ter has a
cutof f fyravengysheiwaaha2@@rdamaid bikAked during hbZizOmtaRPanat us as in
cl aim 10, wherein said clock signal has a clock frequency about four
time a | verpasalcbilehking ihtequaisyofif sadddvideopdaputi istienal?@nd 13.
An apparatus as in claim10, wherein said sync word generator conprises
a preprogaignbdanbed datyp nenceypbined at a low misippddétyudeseli wi€hdnm 10,
wherein said sync word generator conprises a user controlled keyboard
or ké@ pad. active pictyreparggp¥isbhusaid viadepainpuy, swgeadi.-n said displ ay
Is 25 selected fromthe group consisting,of an LED, LCD, .a cathode ray
di spl ay and ad-on 38r 8PRATASEEt 3B0iR Glae® disphsyedavEa@dd sougesp| aying
sai d videg siggal. ] . , e REPL ACENVENT
SHEET identification data comprises data 1dent1fg1ﬁg a source of

ncor por SRBISHLPES FAREIFECATEOR =t BAFACABE GE&MBre o disturbing Lo 4

viever into ap act hheapparablg! UL 1A 88k 3, ViieReldtal QML No:
neans for processing a video SIgnal, neans for generating a

VeerPa|c6ﬁﬁ9§§g§?§_Bbb&%fic theaterM828p1594n8" 8Y¥4E VY aeRUs48nal.

i dentificatTon
5. An apparatus as in Claim 3, wherein said source is a

specific video casgsette duplicator or recorder that originally
recorded said video signal.
6. An apparatus as in Claim 2, wherein said
15 synchronizing word is preprogrammed into a read only memory.
7. An apparatus as in Claim 2, wherein said
synchronizing word is generated by a user controlled keyboard
or keypad.
8. An apparatus as in Claim 2, wherein said video
20 processor ié part of a video projection system.
9. An apparatus as in Claim 2, wherein said video
processor is part of a video recording system.
10. An apparatus for detecting a source identification
signal from a video signal comprising:
25 a low pass filter that receives a video input signal

containing a source identification data signal;

a clock signal generator;
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means for providing a sync word; means for blanking said sync word
and source identification da | anki ng i ntérvals;...%0".
*means for coupling said sync mrdrlwnﬂunmﬂﬂllmﬁl identification data‘at, a
very |ow signal level to said active Bicfur®t area of said video

si gnal . tect very dow visibility
source identl?chP%éﬁ ?8n§?§ég%#alﬁﬁﬁar§86r éegﬁé ﬁéaFPS ogl Odata from
an act| V81 %Wﬁaﬂixeét\ékd?%céwaé' s&%pib%' ?sted video E&g é ?.5 gl oW pass
fllterlng | means for converting sal passed

vi deo 5|ggga L9ok szgnglgltal si gnal ; means for generating a
first sync word; 20 nmeans for synchron|2|ng sai d source

i denti fication shgeakd £ilteenkAbebid 328@CARECAKACF30:aT hArBLEN dg;gource
i dentification data,; means for displaying said source

i dents f i getiro8 dabatificati8n Aat®t H9gn&DE i ncorporating source
identification 25 information not visible or disturbing to a viewer into

not i on pacsyne Wwokdt genprasongtbhgeneeaseod: first syncgenedati ng
source identification data generating a synchroni zi ng word;

a storage and synchronization system to store said data
and synchronize a second sync word contained within said
source identification signal so as to produce a readable

10 source identification sigmal;

a register to store said readable source identification
signal; and

a display device to display said source identification
device.

16 11. An apparatus as in Claim 10, wherein said low pass
filter has a cutoff frequency between 200 Hz and 1 Khz.

12. An apparatus as in claim 10, wherein said c¢lock
signal has a clock frequency about four time a low pass cutoff
frequency of said low pass filter.

20 13. An apparatus as in claim 10, wherein said sync word
generator comprises a preprogrammed read only memory.

14. An apparatus as in Claim 10, wherein said sync word
generator comprises a user controlled keyboard or key pad.

"15. An apparatus as in Claim 10, wherein said display is

25 selected from the groﬁp congisting of an LED, LCD, a cathode

ray display and an on screen insert to a video display device

displaying said video signal.

REPLACEMENT SHEET

28 JUL 1996

17 AMENDED SHEET



“lg

%ﬁﬁﬂﬁ?mmmgﬁmﬁmmmmmmwmw“%d

10

15

20

25

WO 96/ 06503 : " PCT/ US95/ 10665

16. An apparatus to incorporate source identification
data not visible oY disturbing to a viewer into an active
picture area of a video signal comprising:

means for processing a video signal;

means for generating a vertical triggering pulse;

means for providing source identification data;

means for providing a sync word;

means for blanking said sync word and source
identification data during video blanking intexrvals;

means for coupling said sync word and source
identification data at a very low signal level to said actiwve
piéture area of said video signal.

17. An apparatus for detecting a very low visibility
source identification signal containing source identification
data from an active picture of a video signal comprising:

means for low pass filtering said video signal;

means for converting said low passed video'signal to a
digital signal;

means for generating a first sync word;

means for synchronizing said source identification signal
containing a second sync so as to provide source
identification data;

. means for displaying said source identification data.
18. ‘A method for incorporating source identification
information not visible or disturbing to a viewer into motion

picture film comprising the steps of:

generating source fgléntlf:.catlon data; REPLAGEMENT SHEET
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(57) Abstract

The source identification data (Finger Print) is injected into the active picture area of a video signal without disturbing the viewing
of the video signal and the data is retrieved by a data reader, called a Fingerprint Reader. The data injection or “fingerprinting” process
consists of dynamically offsetting the video pedestal to carry information which can then be read back from any videotape made from
the output of the data-injecting unit, In particular, the fingerprint carries the ID number of the unit used and the current date. The offset
lasts for one entire field and has an amplitude of approxmately 0.5 IRE that is, a given field either has the nominal setup or a setup value
differing from nominal by 0.5 IRE. The data is repeated every 128 fields in order to provide ample samples for the reader to detect and
display the source identification data.




