METHOD AND SYSTEM FOR COORDI NATI NG CLI ENT AND HOST
SECURI TY MODULES CROSS- REFERENCE TO RELATED
WERPLORTY ONS [ 0001] The present application cPEi/GB2004/001943

priority to US provisional patent application serial

no. 60/592,141 , filed July 30, 2004 and owned in

comon herewi th. FIELD OF TECHNOLOGY [ 0002] The

present application relates to a client application

operating upon a third-party host device and, in

MEEHODUAND SYSTENMFOR CQORBINATINGOCLAENTAND HOST

security nodul e .and a host security nodul e. BACKGROUND

| NFORMATI ON [ 0003] SECUHREFYIMODEHLESHpl i cati ons

providing a particular functionality are often

desirable additions to third-party devices directed to

related but different functions. For exanple, nobile

i ' | i oi ce cal

CROS S R o A O P ey find 1t

dvan eous tp_Incornorat. | [\ Gk inati
1000157 0u1 a8 B arbRBICeRR By o B APl Ebh A hetent appiication
serial REOBG502, 124, ﬂ@aolJLﬂY)eo;AQ@@!@ end ovaietl incrormmondiérewith] n

one exanple, the client application nmay enabl e e-nai

conmuni cati ons using the nobile phone. [0004] Pl acing

an existing client application on a nobile phone

i iﬁfDE@yﬁ rchitecture and operating pl atform may
FlELdr@EuT?q n con Yiacts bet ween specific nodul es within

[OOOZthS hf';rf%@re%%@l& %ég@%ﬁf&n%ﬁa@E id Qidﬂeﬂpg%’élﬁ:%tieﬁ‘?fp%%tp%eupon a

one host system exanpl e, _

third-pairiyeridst aleRldecsrtid, ém particulars bookelirmatgctheiaperations ef 4 client security

i mpl ementing a, set of client security policies. The
modulggid @ hesbsecUrity M®re its own host security nodul e

for inplenenting its security features. The security

features inplemented by the host security nodul e for

the nobil e phone nmay differ or conflict with the
BACKGROUND INFIORMATIOMNo| enented by the client security

modul e. Accordingly, there is aneed to ensure that the
[0003F! i ent Saesaysiiilylientiap@ications peovidiny apaicutay functionality are often

s o IS i S b STk A Beaptons. o
exam%l%l(,e n@%bglgglafﬁgﬁpﬂgé,c\ﬁﬁﬂcﬂ Ry IBSMF PREFIAVSILE cBlcaREbING} &edl fext
messaging functions, may find it advantageous to incorporate a client application
provided by another entity that enables the mobile phone to be used for wireless data
communication. In one example, the client application may enable e-mail

communications using the mobile phone.

[0004] Placing an existing client application on a mobile phone having its own
architecture and operating platform may result in conflicts between specific modules
within the client application and certain modules operating within the mobile phone host
sysfem. For example, the client application may include a security module for
implementing a set of client security policies. The mobile phone may feature its own
host security module for implementing its security features. The security features
implemented by the host security module for the mobile phone may differ or conflict with

the security policies implemented by the client security module. Accordingly, there is a
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the operation of a client security nodul e and a host
security nodule. The nodul es communi cate with each
worhe1Br ough a pl atform abstraction |ayer UsPEIYCA2004/001943
application progranmng interfaces to coordinate their
activities. In particular, the client security nodul e

i nst h [ .
neec et T e SR e G B GRS s Bl BBt orainate
their sE&fTHY b iﬂ@é*\%% diftaft A8 BBEGuUAtR [bPskofalatdBEBGHLy he

devi ce. YOOOG In one aspect, the present application

provides a nethod for coordinating a client security
modul e with a host security nodul e, wherein both

e resident bi | I i ¢ devi ce.
BmEFﬁﬂMp_ﬁéﬁéél ol udes the steps of detecting a lock
 10005% he cTrenbresgatpppitalianeabans Bl A Bpdh e foP boordinating

the op@f’ﬁi‘é'neéf é@l%t%c@r@qﬁbdm@wg hbsbseddrty ensdné. The modules
client security nodule and the host security modul e }o

commuhieatet With eachtdieerihreugh 8 gatfariy abgimgtiondayet yaing geplication
prograigt e Fetffiont befdFis, df oPRAIA, ¥ piint seouriy

modul88KstFidtY the HebEsdduritepaniewhen tib einlankkthe atavived and the host
[ 0007] In another aspect, the [éresent a i.cati

. _ X plication
securify moritiesalaradha slientorecurbr mPAxlE atpapldalcdspl gk the
devic nodul e with a host security nodul e, -wherein both

Srodul es are resident on a nobile electronic device.

000075, T A e B8 et oot
a clierdtReliityRbHarvINg achdst saturityimodulepahateiobolly muellesf are resident

. th I ' )
on a molsl elecHenei IRy THE GERNeOMARES hsteRs obABtEsing plock event
. cli [y ¥
olog3} 37 Kg B0 Oy O sty s
securidefiddule; sepdirgea leokdcomimandtfrorg the seemidhe glieniksecurity module

and thenostiRecHE bt moasle o e lern & e JIEBaFEEMY Gidki Bl fag nost
securgyg m@gjg?;. a{n%olﬂﬁiatihg Rk ?@%Higfn ASPRGthet bEthBIdlisANEecurity module

ion provides a el ectroni c device. The
and thieNostesacndtyuchesiuke inoesponse tt thegosk soemandl a host
security nodul e, wherein the host operating system and
[00071 he hoRt asetber bspecpthe sresent aslication provides asnethod fof

t he devi ce. [ ' '
st LSS WSk 25 SR ey B ocules

are ress?océ'hg lohYa ARSBHE Ie&P&ii@S@vﬂcB? THd ®ethPRlciuerlsitRE stéps of receiving
resident on a clientside of the device. An abstraction

a uset sbeuritadreputayalidatimgthe veckived esarsecurity inputeperfeiniag a first unlock

operation by one of the client security module and the host security module; sending an

unlock command from the one of the client security module and the host security

module to the other of the client security module and the host security module; and

initiating a second unlock operation at the other of the client security module and the

host security module in response to the unlock command.

[0008] In yet another aspect, the present application provides a mobile electronic

device. The device includes a host operating system and a host security module,



and the host-side, the abstraction |ayer including a

plurality of application programm ng interfaces for
wez@hangsng conmmuni cati ons between the client BEDGARGY001943

nodul e and the host security nodule. [0009] O her

aspects and features of the present application wll

o g REE bR B PO ok A5 by g o pbdont n st
side O%Eggsf’%% ‘é]%%d@é%j@@ 2RLineuddRr£cifar egiplieatich, tRRcEENt application

HE DRAW NGS [ 0010] Embodi ments w | )
includinga dientissaurithenodulg, whgrein thsaligit@pplegtionstngsident on a client-

. f “the attach ' , in: .
side of TGS A® abiFaRid Lol BYSER D REtl iy ERg L crencice
and th8 BsESidaNthefalsatraBtivhdayéinslusitel @ piurby ¥ lappligatien grogramming
_ diagramatical ly shows a system software archit ect(ljjre th
interfates far axshangingloecMURIcatigey Pebea e Slent pecdiyiTeduls and the

shown in, Figure 1; [0013] Figure 3 shows, in flowhart
host seQf Y MEdHI$ hod for coordinating a client security

nodul nd a hqst securift ul e, '
10009 ous OF presitharts FarES STRE RpebAPefiich il B Sbbrent o
one of'H?an'a%{ dRN it thePArt 31 At dhithe [fOMAhg ldekailededesceiption and drawings
nuneral s are used throughout the Figures to denote
depictinignmnesor micegrentbodimantseat ur es. DETAI LED DESCRI PTI ON
[0016] Referring first to Figure 1, there is a block
di agram of a conmuni cati on system 100 and nobile
el ectronic device 10 to whi ch exanpl e enbodi nents of
BRIEF DESCRIRTMONOF THEIDRAWINGSe applied. The
comuni cation system 100 i ncl udes nobil eel ectronic .
[0010eVi CesmbBdinesnty van@oaf bavdestribed, Hyomay dhekamplecorly, wih
Wi rel ess network 110 for conmmunicating with the nobile
referepte ta thenattached iggrep Whatgina wi rel ess network gat eway
115 for interfacing the wireless network 110 with
[0011]V de AFigareNbiswe tito¢k/dipramef g mobig elagtionic daver) ?Ha i

of.F%Bure , the nobile electronic device 10 is a hand
cComMMyBIGRUPRB S¥BY ™obi | e conmuni cati on device 10 havi ng at

[0012|] cast IgiSL?e 8 %?a r%‘?hsrhgéié’alﬁlll shows a system software architecture for a

mobile electronic device, such as the device shown in Figure 1;

[0013] Figure 3 shows, in flowchart form, a method for coordinating a client

security module and a host security module; and

[0014] Figure 4 shows, in flowchart form, a method for unlocking a mobile device
on start-up.
[0015] Like reference numerals are used throughout the Figures to denote similar

elements and features.

DETAILED DESCRIPTION

[0016] Referring first to Figure 1, there is a block diagram of a communication
system 100 and mobile electronic device 10 to which exampie embodiments of the

present application may be applied. The communication system 100 includes mobile
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voi ce conmuni cation capabilities. In an exanple

enbodi ment, the device has the capability to
wa@orini2eéat e Wi th ot her conputer systenms on thBCT/CA2004/001943

Internet. In various enbodiments, nobile electronic

devi ces 10 incl udes data comuni cati on devi ces,

TR T TS e KT p—
for con%@' }C%tlﬁ@ WNineahbBile SRGHSRAR d@ﬁl?és ¢02dced vfn@éless network

ess-conmuni cati1ons, 1-way or 2-way
gateway n ¢5 éwrsintentieing theewiseleag n.etwerdsn] ghoith GrNigle Aree Netwerk (WAN)
systens, and any type of nobile wreless conmunication

120. deV|ces In the presently described enbodi nent, each
he nobile el ectr

[0017]oper atle the em dﬂﬂ@”W%BHg@?{in@'l%\?\'B%g" l?C?EHCg%%\{e)?%H@éS a hand-
held tv@cpw\éﬁhﬁbﬁ‘éjcé‘ﬁwxﬁé fidtrlieVibe mrwawm ableBkt 64ta A pessibly also

mted to t ese exanpl e types of devices and
voice mmlcahphmwabélﬂesnlnoamexam@la eabodimenipfhe device has the

capet LB SRR P30 AR B M R i verus

embocﬁﬁi@ﬁt‘@ ' rﬁé‘&lé’@leéﬁ@ﬁ%sdeﬂ/f'ﬁésh 0 ifthhdesl dgtaaconemenication evices,
ransmitter 14, and associ ated conponents suc

multlpmmmdete;;on]irneﬂ@ﬁﬂbn Jevigesqgsdigured M@P%ﬁataa@ﬁfgﬁﬂ'é‘reo
nts
comm{nEah mPBIE R ppiundl Sy BRDBI IR fost PDAS efabled for

wirele8§eefiniliE stiorish ¢ -wayor 2iway bagesy mmgrmbdehwiwrating in

| ocal oscillator(s) (LO ]p i men
confn R o syl s SBPE SRS bcation
dewcé:ék allrnlethgrbré’sc'@wéll cféé&fngeé\%ﬁ%é)ém%ta@m SfithelrAobif¥ &R ctronic devices

of ‘comuni cations, the particular
10 is etefiguredfo dperatowmithin et wiveless sk 101 Mushpuldebe appreciated

d
howe\gs L ToPrE R RRICR RO ol vy ST e ke EXplbit Hibes of
dewcénye ?w) m%’;li% BlehfsritBd dYethet ddhvicRlse TxaapBLEthibedin®nts may also be

e I nput to the receiver 12, which may
applladdofrmn#wsablsscammbiﬁd deviees.er functions as signal

anplification, frequency down conversion, filterin
[0018$hanneTl'héelleemblmnnehmdsmcbnkmnlwtmn whays&m 11, inc ?udmg a

* roceivar i, anATAUIS! L oAt SstodipleiodRRI gUgh g8 She or more,

i el UL R et oo e

modufe)sucmh gs taajlgltai sigel pyocessoes (BBEH 20t Hesprepgmbpdiments, the
conversi o lterin d L Qn

commy Ut tiata ST el wor BRRHET O 3, R SThe

embodfnents the communication subsystem and microprocessor 38 share an osciliator.

As will be apparent to those skilled in the field of communications, the particular design

of the communication subsystem 11 will be dependent upon the communication network

in which the device is intended to operate.

[0019] Signals received by the antenna 16 through a wireless communication
network 110 are input to the receiver 12, which may perform such common receiver
functions as signal amplification, frequency down conversion, filtering, channel selection

and the like, and in some embodiments, analog to digital conversion. In a similar
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[ 0020] The device 10 includes a m croprocessor 38 that
controls the overall operation of the device. The
worR@eopreressor 38 interacts with comuni cati OPGI/CA2004/001943
subsystem 11 and also interacts with further device
subsystens such as the display 22, flash nmenory 24,

mannef gl ot aet ARiRcsp o IR RS nddliio fbg ehcoding for
exampfé)rbgﬂ YATHEP)20 &8 irplut B9 tHe #8nsikRighaarfdr digitaktcoanaldg conversion,
ker 34, m crophone 36, a short-range

frequenuympb ronREISioTs fd;tabsgsaf@mlﬁ@tloalrﬁﬂchﬁ?n%ml%rorlj@(ﬁfébe
subsyst ens
commypgRtERyEvEs o m%tndeegﬂa%ﬂﬂ%in%pgff 42. [0021] Some of

comuni cati Qn-r el at f i
[0020]s ypsy st I r g,ugq}&g%s &ulg'élglrcggrﬁpes erﬁﬁagwﬁt&ols the overal!
operatgg;{@tg% cfégfmg;'z SORRESHHISIS InbdRactsSWRR camrhembaamb

or exanple, may be used for bot
subsystenmirh andtalsm ntetoatedith fwélnﬁircd%/lc%%bﬁ}@%eféﬁtswhr?@ th display 22,

fesh riGiaB - Bl oL Rk POl BuERETR gL 1)
subsyﬁ@hﬁ*i@(\ﬁhlcﬁrm d@ﬁ-lﬁlddesé thirB2Zedtofr expaTyie), Bgrlalymréﬁo
tware 54 and various host softvvare a&pl i cations

keyboa@le@r kgyrank32iispealeodésBinropaong &6, 2 shefd aBQ%ﬁBPH“U”'Cat'O"S
subsyﬁg ?9 n%lﬂ& gp§ bHEYdibes st aéieé‘fx? %néF&l&@&ﬁ%téé akslash

imlar s st software

pplication f
[0021ﬁpp| : c§ ré’tl’?ﬁ; ﬁ@%t?@s q}%@& i r—qgsji gl gfg) @pcp r?rggnllcgrt]lon -related
func’uci‘hsr 'vﬂ%réé?@ BirRPRUbSAtEATS may providetsesigmit! oroi-aleyvice functions.

/or a gane appllcatlon Those skil ] P
Notab{M Ispn‘aapwbiaystﬁres,t%mh askeyhoar rg{ gﬁa agy& é%eg(gmple may be
used @E%pg}rﬁcgmgrﬁﬁtlcﬁf&[ﬁl rlg‘fégé {F@c@%&bﬁﬁctﬁ)ﬁé%ﬁtémﬁj §@éxt rﬁéé’sage for

atile store such
transnlﬂéMoaf‘ovelrta ¢cemmunicatiphatetwotit mdrc@mefmldmhfum:mma gich as a
i gnal s may al so be stored to RAM 26. [0023] The
calculqﬁqg,o@é@% sor 38, in addition to its operating system
functions, enabl es execution of host softwa

[0022]appl i cHDBb@@erQBn@ﬁy{SHS@ gelwate Shapre@Eiors rh%gaoﬁ\é!?reoﬁpp"ca“ons
58 usg@éyéﬁg gFoaptr{p]cgé%g\S%Svg} F]eas Ef(&ln ReSinbolfiémEstored in a

Ing a VOl e conmuni cat 1 on

persisiitl 6! suisad Nastermmbe, 24wt similar stdrage ltemest. atipsidsoftware
on the device 10 durlng manuf act
@

u
applicagiphs &8tmaninciigde avdde hange e @BP'H‘:ﬂ?'B”?h'QCG’é’\nQ:% tgy messaging
u 0 |
applicg bt P oA BBl o A o B 2
Thosé@klﬂed &npheaaml eiill appresizte teaitthpdtostroperatingdsyistarn £4, sgecific host
appllca¥lons 58, or parts thereof, may be temporarily loaded into a volatile store such as
RAM 26. It is contemplated that received communication signals may also be stored to

RAM 26.

[0023]  The microprocessor 38, in addition to its operating systerﬁ functions,
enables execution of host software applications 58 on the device. A predetermined set
of host applications 58 which control basic device operations, including at least voice
communication applications for example, will normally be installed on the device 10

during manufacture. Further applications may also be loaded onto the device 10 through
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user in the RAM 26 or a non-volatile store for
execution by the m croprocessor 38. Such flexibility

WO pooappi2szati on installation increases the PCT/CA2004/001943
functionality of the device and nay provi de enhanced
on-devi ce functions, conmmrunication-related functions,

the neguR 1dd: PBRsiegY LR SIS 2PoRP o T cah Y %
commﬂﬂeaﬁgﬂ%eéubasgféfbrﬁu@%\% Ocﬂméﬁ@ﬁi@éﬁlé@U@sygehe42,eérﬁd)m$%;ﬂed by a

~using the ice 10. | In a communi cati on node, a
user inrthedRANRE by aaiorsvaltigsstare/for exeeutian by themicrepeasggsor 38. Such

. 2O . Web page do ad. w : . .
nevio B SR 3EB AL ot oS 8 RASIBHAIRG1IRE dovice ana may
provid@eRhaRESS BRSIVIGESfunetibRé) cdiniupicatienablayed turtdiiens, or both. For
process the received signal for out pl1t to the speaker

exampih;, Osﬁgum soanyiggtigrpapeifcatipns may evedle |lectrnia GRMMENCE
. V, . i .
fonctiog ik sdch ialiERLuRNsA BEhER, bF HERGIRICESIATRRS Bovioe 10.

t he keyboard 32.in. ' ' W '
1002800, o SRR AR Rathd oh Al B e a ex
messd@%‘? B WEbYpa dteAoWAIdakIaNiE el predesset by tite sommiurdtation subsystem 11
etwork through the comrunication s

and inpsutatostbei raicr(mfppegsgpri 38, myhich willprgfer Bff ﬁ%th%;;np%%ées[s%g 5r(l\,ceived
sgnal P HERELEHg BB e A2 miaald TR Rty 10

, synchroni zation wth a
deviceUS@rA sisgeskievice dpnhg alsonaimpbsavdatanitgmb sudb sisrtal messages for

xamploLNRInG 40 KBYROTSeH: PP aiGloBr AL s Sp Ry ANg pdSsibly an
auxiliazz'ti/?n QQY"EQ 2%l &8icRTcopRidsbRifrd Rid\Cibhdit fafsmittddcdover a

_ ne capabiliti'es of the dévice by providing for
communfoation ietword thsodgwHreecatomuinication subsysiginmdTuser

interface i _nforrrati on, to the device 10 ot her than
[0025] hr oughh@ swiiaigbsrs 30 ¢o Figsri watiidavornetliydrekimjlea@stedyin a personal

digital piséaRt LI BRRBHE GPRR" (87 Ced ALY T R with 2
user’s:]ibgsdk?@é{ﬁ@gégera(ﬂgt glﬁé\ﬁﬁf F3l RSSO bIASY bR @ptiondl ddvice

ssarily be simlar devices. For exanple, -
compohents Bhsl st ort 30 wayld iemableda user tnsetareteraaees travgh an external

. assocjated circuits dc nent.s or . e
B R X E N LG
provio‘?ﬁ@c}r%#o\‘m%ﬂ@ﬁ'ﬁ%oﬁ%?@ ABWAthdee Hchfing L8R iAte Mii¢eeinfsrenation, to
nobil'e network 110 is, in an exanple enbodi nent, a
the deviicee!l @ mtherdbrotthwich mwiratess comemygnicREBN NeyerHy or
Dat aTAC(tm)), which provides radi o coverage to
[0026] A short-range communications subsystem 40 is a further component which

may provide for communication between the device 10 and different systems or devices,
which need not necessarily be similar devices. For example, the subsystem 40 may
include an infrared device and associated circuits and components or a Bluetooth™
communication module to provide for communication with similarly enabled systems and

devices.

[0027] Wireless mobile network 110 is, in an example embodiment, a wireless
packet data network, (e.g. Mobitex™ or DataTAC™), which provides radio coverage to

mobile electronic devices 10, although it could be any other types of wireless networks.
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nobi |l e el ectroni c devices 10, although it could be any

ot her types of wreless networks. Wrel ess nobile
woeasorik3d10 may al so be a voi ce and data net wetRCa2®W001943

as GSM (d obal System for Mobile Communi cation) and

GPRS (Ceneral Packet Radio Systen) CDMA ( Code

oSBT A ST et A e W hrn oo
(Globajrgpst@ﬁMﬁW\%Hﬂé @%}mﬁhnféh({fe%)(éﬂm PRSI 'I(h G¥hbfdl Packet Radlo System),

econmuni cati ons Systens). 0028 e device 10
CDMAI (Quidedivisiorh bkttiple Aacess), msuan@um hemlélr%@aﬂe%@@rnthorks such

oo 0B T o BT R RIS oPRleatoe

TelecoPmuARLEBRE By siafis).i ty measures in accordance with the
securlty policies of the device 10. For exanple, the

[0028]1° é\gé’e HBqHEIBAES oSt BBRItMbdtlle 62, rrEh@hosw@ecunty
dev ice and play a security screen, i.e. scree

module ®2emay ibe aive otiihe hostesfiorie applcations;aictesident on 'tog gevice 10.

Tho h SRS B2 e SR8 BLRRLS vin o

securlg/r [S’CBIF&%IS\’ofSthé'dev'idb ’N)'e Faf bxainble, o hest sdaurithatodutid 62 may
curity or locking features may be inplepented b
monitdraele tiee of the/devigaiandedisplpy AFAOUIBESBEPeLS aﬁféeeg§aver if an idle

‘threshggzg epﬁ% e%%%%({f E?gél\l}q%l déd?ﬁeﬂ'ié th8Rbst Q@cmﬂﬁ?*module 62 may

icted as a distinct

permittd Liséntol 18ck g keyoartay kleqpaqb BBad rmseas‘s)rdmaw pkid in the art will
entities. For exanp

appregiatepitiog sier feeUry %lpchlaa?@%ﬁ%?%?g%%ﬁru%e' IRETTaER B B Host
securi gpﬁoﬂb%%?y'lt%pm g'-:‘?ﬁ;%% 0‘56 afsd GoralrfitisRl ifevé et that the

, and a oc ing the keypad. In
host seaulifgunoculiedi, wﬂnt&demhlesleam distinet emtity i &igurgyl, seay be spread

acrosg]gymllt(ﬂg;% l@,%gf IB%g 999 ge(gmr@% tﬁ)% Ihogg %&9 @ﬂoecmlé Ebr}‘n%ﬂ Eomprise a
modu%’\‘ﬁ)r ﬂL H?Bhﬁ Qdicttiie N PlodkM foratispl {dﬁgla?@éctumgz sE&enH’or blocking

e app eciated that references herejn to the host
device acerss, pnouimioslute torilockingithe keypask Japewsious §mbed 'm?éi% these or

ovr T 855 5 S SRELA B AV BRI o

operaﬁh%%%teﬁﬁ) Bh4i élaﬁia?ﬂnﬁﬂeménladahmlﬁdma drfmbt'eaoﬂﬁma loest Boftware
client application 60 may be,

applications 68s |tavill hecapnraniated theth r@‘ﬁfﬁﬂ@ﬁ%e&ﬁmat?ﬁge\noﬁé peewity module
are lngeﬁ-g%d 8%%{@6%30 | 8P g%hgfbr@é(ndfa érrﬁ‘éﬁ@@! e,

and ransm sston O ctronic

[00293E Ssagﬁbggqilgﬂr? g@ﬁ%odl i?;gti&tkegé\’iréﬁhgﬁtsoﬁfﬂ@dewce 10, a client

or electro
applicBioA®Y BAnclud8d With e de\lidwilol S'he)cﬂleht applicadioar@d may be, for

co-ordinated wth
example, a wireless data communication application. The wireless data communication
application may, for example, enable the receipt and transmission of electronic
messages. |n one embodiment, the wireless data communication application may
provide for electronic messaging, i.e. E-mail, that is synchronised and co-ordinated with
a remote electronic messaging server, wherein the remote electronic messaging server
is coupled to the WAN 120 at a remote location. Electronic messaging functions
provided by the wireless data communication application may include composing

messages, saving messages, and displaying messages. Other functions or features
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a renote electronic nmessagi ng server, wherein the

renote el ectronic nessagi ng server is coupled to the
WORN6ARA3At a renpte |ocation. Electronic nessei/ng2004/001943

functions provided by the wireless data comunication

appl i cation nay i ncl ude conposi ng nessages, saving

o RESEH R LAY TESEOBR s K1) (s,
web br%@)s%F‘da'fHd &H%P h?cﬁidlé’i‘or 8 blﬁ?dﬁoh*ssﬁhéﬂﬂie'n@ appRéation 6@l a self-

owser, her nod u es or applications. The client
contanmrp’shandtalome eotliysthat elyf et Rearedesigand fa ppaeate MponyA Specific

de
e A e EECASET OGS oo, st

(0030} y p, cyFIEnbabekcation oo ravBialy BFaeE 3tk by separate
entity ﬁn%ﬂnch% I?@m'éﬁ‘l@r'@ﬁ'ﬂ*ie ﬁfotﬁl@%l%mm@ delieet 1T lke dRyicppliéation 60 is
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alone defiwareeentity designes todpnem toptafia tirg=ha '|a§%ff8r'ﬂqa1 'ré party

dewceGg" q%\ﬁ%w glfé/rgcagwphg Wé@k@uﬁ@%e@'&uh@@xcﬁ@ﬁ%&a?ﬁéés‘é es and

exc ange nessages and eve
events Wth i8S hospeserating systene v shdiodherhasheebiadty reedulei@3/and other

st o e o S oo B S AP, The

abstra%ﬂa{w Iézyféﬁ' '&%drﬂ‘éf‘ﬁ% FUARBEY st d?rap%ﬁééﬂtﬁﬁ dgF&inntlhg interfaces

ion programm ng I nterfaces (APIs) that may be
(APIs)Jmednia}y behasendl bghe apeht applicatiors 60@r bythetwsteperating system 54

and/ogﬁgétgsfelcﬂ gtgﬁ{ga%% gg}r%ﬁ 5 @lcé&ghgégqg%x%hgﬁge instructions,

mességﬁbcst é}ﬁ’é\hér%‘ BetWESS BEER0SLsIGY BPiHe BeVived0 dritbtheadiens agplication
evice 10 and the client application 60. [0031]

60. Although the set of APIs is depicted in Figure 1 as
bei ng contained in the abstraction | ayer 64, those of
[00319r di naAMh@JgH 1he $ettdfeAFastls depict@:bmrl'slum & asthaing gentained in the

=
e i LSS By SR BT e v e
makefdg {he. e{t}str‘éﬂc’uén Cy%‘? él%@&?h@@b@b@ﬂbdt@éﬂanﬂ%n&@héd within a single

plication ramm ng interface” in this context,
library er fI|Bt éhdrﬂdals;@) ber&rzmpa@ﬁadath@i the temwg @P@f'cﬁﬂﬁﬂa?r-o@f Joeyag .

interfarR GRS AP Ao Sseiiiss AR EHATR Fipldg8ess

comnﬁd?ﬁéatﬁ‘fn% téﬁhb@ﬁaﬁy f@niy. OF@tS@xampleanD@ﬂiEEnMdenemhe APIls may
comprlse defined functions that are called by a process. In another embodiment, the
APIls may comprise the posing of messages from one process to another process.
Those of ordinary skill in the art will appreciate the range of possible interfaces that may
be employed for inter-process communication. References herein to “calling” an API
are not intended to limit the écope of the operation to calling a predefined function, but

instead are intended to encompass all possible forms of interfacing.



APl's may conprise the posing of nessages from one

process to another process. Those of ordinary skill in
W b@car3mi | | appreci ate the range of possi bl ePCT/CA2004/001943

interfaces that may be enpl oyed for inter-process

conmuni cation. References herein to "calling" an API

are n i ntended to |lim.t th f.. - ati
100321 cateaipizegs ceer rRdh b idfeds Wik dddtFnfiidl thows o
systerh BbANERS afhitBBRPENBETFoRA ImdIsIRSEIBERORIGIIBYIAY, such as the device 10
I nterfacing.[0032] Reference is now made to Fi gur
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layer. 2, the client application 60, the host security nodul e
62, and the host applications 58 operate on top of the
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ating system i i

o et nsier 20 10 sysTert) ayer TG THpROES, Serlab BESL S ctom

layer f%bgq\ﬁa/%éjgﬁ %a%&%@‘&gh{ ﬁﬁ&féﬂﬁ dne\%i]cﬁlc@éﬁf-'bﬁéciﬁé’ agﬁﬁ%ations can

_ provi pendent platform upon I ch
run. client-specific applications can run. [0034] On top of
the client operating systemlayer 70, the client
[0034®pp| I Cl@hlt@ﬁ o thamBlieritiplevatinpsywm lapgeT0, e aliedbapplication 60

ey G T e A S T e

modufdlsl AbpSREY iHduilp S de SRARHRSINIAT 45 YK bicht security module 74

_ cti"eht” appli cation 60. For exanple,
manaf;é@ ted beaurity satuidsyoftheudlienapptmationBiOe nfeort examples thsr elient

T R
applic%l%ﬁ ré%&réié‘ﬂeh%a@%ﬁ%‘ﬂ%#cekﬁb@@ HesePWRRGITSTErNG Revalid

rent security no may | npl enent a "keypad”

passwardkiln@refisrembedjmient ripealiest security syedule(d By ieREent a
“Koypafl=loekiner v oLt ser At e T Kol B udics G Embination to

unlock M&ké bPkeyIRIERE Y IThG @ieHSQécﬂﬁ?Wlﬂe 740935 lindlhde a user
system software architecture 150 turther includes the

interfadentol seceidingta useripasswgfdr 64. The platform
abstraction | ayer 64 may be notionall K divided into a
[0035] The system software architecture 150 further includes the platform

abstraction layer 64. The platform abstraction layer 64 may be notionally divided into a
host-side platform abstraction layer 64a and a client-side platform abstraction layer 64b.
The platform abstraction layer 64 enables the communication of messages and events
back and forth between the client application 60 and the host operating system 54
and/or the host security module 62 and/or the host applications 58. The platform
abstraction layer 64 may be implemented through use of one or more APls. The

platform abstraction layer 64 allows the client application 60 to'operate on a platform-



host - si de platformabstraction |ayer 64a and a
client-side platformabstraction |ayer 64b. The

wWeb@soorse abst raction | ayer 64 enables the PCT/CA2004/001943
comuni cation of nmessages and events back and forth
between the client application 60 and the host
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hosts@&ﬁﬁyﬁ%dﬂé‘&ayer 64 may be |an ement ed t hrough use of
one or nore APIs. The platform abstraction | ayer 64
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be neéﬁﬂédltc{j 8Bsrkel amiquatmbe@a'tty proté6tiom joriibe data.otrepaicular, the client
copied to storage on the, host of th d
securiBomedalso AFRALNE TOBLEeREY (e e Bar ey IRGIR AL “Eeshitiog so as to

lock aﬁ@ﬁ *Pcﬁc%%dcgé{/#é)m%f@awwmﬂ% S8RIE ddairipy poIRsiés.on

n particular, the client security
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hei r S S0 as unl oc devi ce
operaté“maé-‘piw sfanedoakst dﬂtﬁdmghstaemseecannoyamﬂssdhe@pp[lmtwﬂ]s 60, 58.
will be appreC| at ed that certain functions

For exasupleeihere o P %%mﬁ Spitef3es & GreBRs Pl kgmunication
apphc%b{)ﬁ%%%ﬁ@l‘és#ﬂ‘éfa V\E SARIn @é%ﬁ)%sépﬁlﬁﬁtléﬁ W\éf@éntﬁfﬂﬁe ®Gommunicate

or ‘exanpl e client application 60
with a0Qingless eehaor toerbeewecdmdéoroaxdmngeaia’t@n appl i cati on,

the wirel ess data conmuni cati on application nmay

[0038FONt i NReférenceBTHOWIAAde W Flyure Bi, ndlicrs showes,vio flowohart form, a
recei ve and/ or exchange dat a. |[ 038 ef erence is
methcpfhaQOp@cppgum@tlrm op@falian of sGRarale Se oy flﬂ{agroﬁ;‘a H‘IO\%Ile device.

The }188 %[0%09 8‘{&{0‘?1' &aémgé h%Qg{egaéll 'cﬁ@n@ipp?@@ﬁéﬁhﬁth a client security

ecuri es on a no The met hod 200 is
moduhéliﬂﬁﬂ mplmnentd a/paxsmd ipnotestion rfmtureap'p?he ceviceralep hasa host
client secur.

sy e 5L R sl B R PP B ditod tht o

security modules may implement alternative or additional security features. For

example, the host security module may implement a keypad lock feature.

[0039] The method 200 begins with the presumption that the device is in an
unlocked state. At step 202, the device determines if a client lock has been initiated by
a user or a remote administrator. The client security module may allow a user to select
a ‘lock device’ operation, for example from a menu. If the device, or more particularly,

the client application, receives a client instruction or a remote administrator instruction to
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security nodule that inplenents a screen saver node.
It will be appreciated that the security nodul es may

wo ppbenesd alternative or additional security PEHCARI®S/001943
For exanple, the host security nodule may inplenment a
keypad l'ock feature. [0039] The nethod 200 begins wth

t he presu ion that . th ' .S, 4N | .
perforieselEnt ok g Bt 2y RaTHs v B 24 HEREH tmp ¢
continh &S At Q@P Jrre WHdibin tAE &idvite dsdesees WhethéEihas received a host lock
' adm ni strator. The client security nodule may allow a
instructieBr to select a 'lock device' operation, for exanple

froma menu. If the device, or nore particularly, the
[00401c! i entTrephostaapsrating sysiemmgy decogring VRrgus @denéra%@orasﬁtuting a

nost 5 TRl 13 e, B34S U618 % LEORY 2581 ol S, t may
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assesses whether it has received a host |ock .
- timeottmsay need éo be[roonitgrety thedost peeeatinggsysjame fathasthan the client

appIcRTST Ao el SR Ay BREHA AR BrigRlinpdstene devie
Other%ﬁf)lli@dgfd'n%dnéil hiavB®ontrbl sBetdevirgeprozebssit. Acakdingly, the client

W e understood by those of ordinary skill in_the
appllca’trl]cnn st naitiee plledommaRIRITOnKIE HBERUE B HkSiations, ddeggfore, an
i ' . : .
cto 5 14255 RRGSAEHE ot SRS S Al my b
host IGdKRESUSON Bvéntragicostep 204t ibetemiayde Gthesevents that are defined

applications nmay have control .of the devi A .
as hostdet MSHHEIONE hEOE PYERPIeaAATISHIPG HSRES W EomBlneiER dey, rigger 2
host I8! [ Ab Hf¥ 16l iBstribORAUE defle@bl i stapppdptaen The hedthod 200
an'idle tinmeout nmay be determ ned by the host
continopetaaiwait & ghermor hast lapkeevenfreout may be a host | ock
i nstruction event under step 204. There nay be ot her
[0041pvent lslffah‘mstadsdg 'm\elfrumm Byebeiwedlinskep 284 rtheniinstep 206 the
exanpl e, a particular user. key conbi pat.i . t :
ocourera o b oyt et kiSRSl [ gSFicter e
rost A SRS UGl Reabiteston o tho it
abstradtiohriagér. dn dther wordsy éctalla ast AP designed én alait theegliepbgpplication

the occurren f th ock .event, is [
o el BEAHR, fekialehG OPEh L O gl o8 200
contirRREMiAlstély 288 St em conmuni cates with the client

appl i cation through the platformabstraction layer. In

[00425} her Yi’?ét‘ézl?): 2(56,.tﬁé'c|iéntaeﬁ> Ltisie SizgRefetteat Ssdurttenodule. It
lient "‘application tot recei pt of a host | ock
recogaiz@stthe Qeee torstart AR clientssicligty, modele from eitherdlae peer selection of a

contjn [
client lock fn 3‘188 2'0'.’} g’rttﬁg nzo?iﬁbation received as a result of the API called by the

host operating system in step 206. Once the client security module is brought up, then

in step 210 the client security module implements a client lock. At step 212 the client
security module then relays a message back down to the host operating system or the
host security module to instruct them to perform their own lock operations. This step
212 involves calling an AP to trigger the host operating system to implement a host
lock, or to launch the host security module so as to implement a host lock. Accordingly,

having locked the client application in step 210 control is now passed back to the host
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[0042] In step 208, the client application starts the
client security nodule. It recognizes the need to
wee@s12Be client security nodule from either PEECAS®I/001943
sel ection of a client lock in step 202 or the ‘
notification received as a result of the APl called by
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~inmplenented. |In one enbodjnent. the host |ock
appllC@ﬂﬁPﬁrWE‘?ﬁcﬁ?ﬁWMﬂbﬂ'& %\e%gbf‘?qwr%‘?’g@g? i g.c a screen
saver. | n other di ts, i '
[0043] mpl e ftiomiag Siapcs e dowideds Jad 1P BEAKbEEIGs Haying deteoted a lock

. . . | i . . i .
over S GE AP E1801 8 ok Pk Sk BBy in pacoan
locked&8ite b tiksttimplermentiiga diantdclate peavent actesshiosthe client

~applications until the user performs a,set of,acti
applicalonurAnsCRY thee atbiedas tae hast BEk (B D ba oo st gy Pfhe host
appnc%ﬁ&ss:ecurl ty screen remains in the foreground until
e user perforns certain actions to begin unl ocking

[0044@12; ﬂg‘éits%j%%?gé?ﬂﬁe%‘iisé{fﬂﬁorﬂ{&gtibﬁ?n 86mbhAYrasER S8baty than

_ i OAS W satist’'ying the security
the hdstaBice e Wcerdihg94 R lm&phhvsimye sobpstzbturithmedsurese fgwever,

| ock '
running ctlephaDPESARPRAN 106 AdnB MoshOPHE ALY 4oy REpose certain

areas g CICHTPRERIE SR YoM XARROU SRS e e atesStpged In memor.
Undecsorastcireppistaradaspit, nay belppssibda taacsasst infrgmatien s sperations

desritpei bt Paes OF i BEch b SuRatiugk. AEelRb, iy remaining teps o
the mggﬁdcfe@é g@é‘u (SR afls TRRH cahfatt isalsieahé hbgt lobRnwithowit first tsatisfying

( . Accordingly, it may have nore robust security
the clispasinloekingHaweedure.r unni ng the client application on

top of the host operating system may expose certain
[00453r eas Whdrhia @ldoket sipel, treadé\doe display efsgcudisasgieen and the

host Qlﬁq?éwﬁé’ gglﬁfglgggp ’&{eabé%y%rggg B{ygrggﬁmér%’vga ltfjggliti% dPH%eystroke in step
216. 1NESHERL BB RhetB SthatHdd Security module implements a keypad or keyboard
lock when the device is in a locked state. A particular key sequence, such as pressing
the hash ‘# key for a predetermined length of time or pressing a combination of keys,
may be required to unlock the keyboard. In an embodiment wherein the host security
module implements a keypad lock, then in step 216 the host security system evaluates
whether the received keystroke detected by the host operating system satisfies the

keypad unlocking requirements. If the detected keystroke does not meet the
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despite the existence of client security neasures.

Accordingly, the remaining steps of the nethod 200
weepmaoe2shat a user cannot disable the host | ORKI/CA2004/001943

wi thout first satisfying the client unlocking

procedure. [0045] When in a | ocked state, the device

. displays the secur,it creen and S ratj
requiregfianten 1t RaStret Lt TR dovroaan i ety v R b fioystroke or
key selj§¥iRcd. Ol thd Heflctdt Rétrdili iS & a@ﬁhﬁﬁlaﬂ!@ RE$ sehjhend@then the host
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securityimodulb einttmkis dbe keypad anddqureee ’@t%i.ep@h%r ticul ar key
sequence, such as pressing the hash '# key for a
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system’eval uates whether the received keystroke . o
the reciipteafttoe kbystraie. hivsene pebadimgnt ydesaindhpingst sgcuniy application

Kk ad unl ocki ng r.equi t |_f :
oo SRRt S0 BRSS9 o el
securiiﬁﬂ@ﬂ@l@ RNhat e SRyt cecantytbdete may aiseithe acgeiopd keystroke as

eystroke or key sequence. If the detected k
the firsteherotanph & spheRloRey PIEEIRKE o thafdho enhoe (ihj ficule or the

ot B B0 58 O B oo
keystroRd Mﬁ(e(sgeg;lrstésastcaggaefwomt ctmrafsigert fror easmpimdhatantty of a
clien i C

et SIS EmL B Skt B RSB ST e b Tt r
may cR8Y & gﬁ’tlj b?oﬁﬂo % RE1AB"HeAdi8pAiybdt WhBrYds thetditrycofi £text character

Securi nodul e the recel pf of the keystroke. In
may berteeateth adithefitst chbeactenof & pakewords e\Amart%eM seaytityrmodule (or

pr , .

nost gyl SR HESE BB ekl Ay PRRARS 4 B reccpt o

the ke,S/E%kéhEeﬁ bRt SR5Eds thithaeslhesetuyitypfrdule recei ved
Keystroke as the first character of a user-entered

ass ' ; ' ; I I
004731t SR Bl YRRy pEB ) barcsfto e
foregrobat loertherdispiay bhther dedce addiawaits ey obk gsespasVersl. At step

o0, ST S0 o AR P P v
electetgzl?_ %Hc@[‘ﬂwesp%‘s‘éw&d B Reration, t. eThias Geitidecitoteave thie device

ions list to be displayed; whereas the entry of a .
locked.e Somehembotlisnemtaof blee clieritsasusly Medulg may r@ﬁ%%@é? & Pparticular

of a password. en_th ts ity
oy oGpERAR YAl B ER" sAFUEN TR YR SRk Rlocu may
also tRESHIItiif & pABSWbRI 16 Mot Reteredeifer aofretiberkiysd dukationt Heor example, if
control passes to the client s_ecuri(} dtw e. . .
no keystrokes are received by the client security mo Lﬁe ?gr o minutes, then it may be
deemed to have timed out. Upon cancellation or time-out, the client security module
may restore control to the host security module in step 222, whereupon the host security
module re-establishes its security features, such as a keypad lock and display of a
screen saver. The client security module may pass control o the host security module
by calling the lock command API, as was called in step 212. The device is thus returned

to a locked state and waits in step 220 for entry of a keystroke.
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[0047] The client security nodul e brings a user

password entry screen to the foreground on the display
wo@Roobhensevi ce and awaits entry of a user passHOT/GA2088/001943

step 220, the client security nodule may, in sone

enbodi nents, determine if the user has elected to

o0zl 2" SRR e PRl P e o b B, g 8 bt
secur.tg'mngaﬁle%wdtéy HEPGAL Sy aTBYerTterRRID) B @satdn stapiad. Ketie

nation or e stroke as a "cancel" command. The
passwold isrinvalik; thhert mem:hdatmlt seqwijty aneduleiappias ltpfpagswggt},\r,@;mpollmes in

t t
step 245 T ey S RIS B B0 D ol enty
The po‘?i%fésf by <¥Rsbis o Paxint@mmurbesof dttermnpfst Irrmxun’aeedémdndents as
have timed out. Upon cancellation or
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the hoRbsecusiE TIadL)s Fudeiots By Wi PRIGRR USPL AR LU EARA Siglem. Other
actlonginé{‘a@ﬁe ‘f@@cﬁsﬂ éd'élltﬁ}ne Srlds aﬁ%ﬁeﬁ%’clv@eco'tﬁet‘hlﬂ%pb&étidfrﬂ@lﬁi response

state an walts in step 220 for entry of a
to a mkgistimakenb&0ztgjaskivordatteswis.does not indicate a

cancel lation or tinme out, then the client security

- [oo49qrodul af m@lba@dmdweamstam itide amtho@aomcommues @s step 230,
step 224. 1f the password i n the cl

whereiuifir liept FEEMIE MSIe Hlaaks paclek el i favick: 4 Hep 202, the
chent% flﬂ't%?rgocg ‘ﬂ?&% eé‘é (‘M}ﬁFdT% i hBﬁtsécﬁﬁtyJﬁﬁUuleSwnh instructions

e password entry. The policie
to unlesk thizl delica rtmayrpasmummieml o calingahost UDWCKQH%' to alert the host

s EAISE B st Sl TP L e

client 53{;&’1‘1{2 nhéy Q%E'&@se aRer @h|beKing Rhaviigft-dite olﬁﬂﬂ device. In
tore on the device is deleted. This nmay

step 234y me/hostasemng/ mokLld peprmeopaiaiens WQCﬁ%%aryc’sgé&néﬂqkﬁ&e host-

sico o7 BENR S0 Bl Bty BB b it Betons. Tho
host s'é’é\llrlﬂﬁmbﬂli%nmbv tRéltlbiciisddbinstep238n al ternative to
kill operation" in response to a naxi num numnber

[oosoj’ pas Wé\ﬁmgtsg S5DBE; tHSAde I intdiPunaeRawEtte Bindahé tnethod 200
hen t e et 200 continues as step 230, wherein the

returns| toestep 262 do iawgitrtbe unigiation of fustheridock oreretiensie of t he
device in step 232, the client security nodul e then
[0051passes |tagihbecpprecibtes by tosseafiordinaryrskilllie the arf that the method

200 ey bl bk o el LS Aot oo FRYCRREE s8B0Hhoauie
having different features. For example, the security modules may permit the user to
make E911 emergency calls while the device is locked. Accordingly, at around step
220, the client security module may detect a user selection of a E911 emergency call.
This may be a selectable menu action item presented to the user on the client password
entry interface screen. When the user selects an E911 emergency call, the client
security module may call an E911 API to instruct the host operating system or other host

applications to place the emergency call, despite the locked state of the device.
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security nodule to the successful entry of a password

for unlocking the device. The client security nodul e
woreneal®eew cl ose after unlocking the client-si deCDCA2G0/001943

device. In step 234, the host security nmodul e performs

operations necessary to unl ock the hostside of the

1005216y " or Havh iy 65 apoirig dhallbB et o7 Asfir S afkf as.e ofient
adminigferé‘&)‘?,%ia K @Ro 2Rangt @95 e Baldoutivamessragth@Bfalevart configuration

vice i§ in an unl ocked state and the nethod 200
valuesrogtaptionst 6 the tmepobvalyedsehanged fonexampleohy Bie week theguah a

| ock operati . M ' :
men o SRReEI L in? AREobieed. 6 FRZGRAH Shfleon ol an e
timeouf@Mah§é InFd €o Hisirict Heehsstwperatingvgstem wcopdatedas éle timeout
devi ces or security nodule having different features

value, Stncedhisnvsiles is mongeras by jheroRshicRSralld pttRM: i CidERt idle
e ol R ASREY B fobtydabpsiiesy s clont.

applicatRaulipdry stapdup ef thiydeldte throaghdiee calboéthte samefora sipilag API.
energency call. This may be a sel ectable nmenu action

[0053] t eM yBep0hAStidrs fohtheurethodrR00willdde antersésdiby those of ordinary
_‘entry interface screen. Wen the user selects an E91 1
skill indhe agienojew &f the faregeingslascERYRR-i ty nodul e nay cal | an
E91 1 APl to instruct the host operating systemor
[0054]t her Ihasie eppbdisaantothe udoghing eperrticshen gtartyp eagy differ from

the un&%ﬁigﬁpé’% plgoaceg[%gla&ﬁ ﬁ’lta@eo%e{ﬂb% 860 5f&wh 19 ﬁ?durb::a’i.}’WHen

. the user or another” en Y,
powerfiiéCéh asmabifd evite A May sdwert @p in adyckeldestatet of luh atageup or power-
‘ the idle timeout val ue or other rel evant c?nfi ur.ation
on prOfasa@sawn spiecprgbodimenis, tleka@sLdnacoepalle a ég',me- '
. for.e i . ,
partioy 3 BT N heEpH P SHPHEY, Aot kRRIREVirual Machine to
load aPEMAbF tHes dliemt satlistyanodulk do thienstaried c hintilthealY Mtand the client

instruct the host operatin stemto update the i .

security meskile 9 Harted; edisehicanial Gaer S PRS0 & etﬂﬁ‘sk“%"gleede"‘ce-

The r&%ﬁtigﬂ?&rtﬂé'ﬁ%r Y Gh AT td BiSe GHE WedBile! dBvicd, idVeaUbr Méstuspplications,
ey be Comnunicated to the host operating system by

such admobiiledalephppy, wrdil i@cllmﬁmp@!ia@hjonﬁoar@floaﬁ@g gadiavailable.
through the call of the same or a simlar API. [0053]

[0055§ her Ve ichéntasisutity trioelufetybimhllg @@riermns pesswode vetibeation by

by those of ordinary skill in the art.in view of the
 calling 3veydatien Bﬁ%@ﬂptﬁf@maq%%mftpﬁ“aﬁ%n 51%85‘?‘1‘3{5‘;1‘8?3{55%”" storage on
* the dey N e o e e o "
the stbredpassweord.infaheatipowdhenglidatian frotsition dnssi et depenggn
initialigg’c\?gr{ O‘P Rmel cr:]ie%t lsggtlfrlec)d/ rrsfct) lEIg'tO B%eacsbte Sible! pA8<Eor8mw,C?H one
embodiment, an API is provided in the platform abstraction layer to enable the host-side

to call the validation function.

[0056] To address the delay on start-up, in one embodiment the host includes a
host start-up module that essentially mirrors the dialog of the client security module in
requesting an unlock password. Accordingly, on start-up the host start-up module
displays a user input dialog screen to prompt the user to enter a valid password. Once

the user enters a password, the host calls the client-side validation function through the
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process may, in sone enbodiments, take an unacceptable
length of tinme. In particular, it may take an

waep@coepsabl e 1 ength of time for the Java VirtRel/CA2004/001943
Machine to |load and for the client security nodule to
be started. Until the JVM and the client security

platformyalbsfEasEn AU A BeSseRb TASTIEToY basteret nERE ZaIHHt{on function
deterrMH@?\Aﬁleﬂ%rLlﬁ%dthﬁﬁ %Qb%@rdj@\#aﬁg ar@V@mﬁn@faﬂﬂé’ﬁéwer to the host start-

i cations, such as nobile tel ephony, until the
up moduleerif trmopmsvmndoayahd,dheoéhi%boah%taﬁm mesiuge nptifigssthe host

secun(-l)-/g%péyll@:%}%do %g@r%qu? ngrggelé%/ ?éldorxne unc@dl%n@%ﬁ%ﬁ&}t-&de is
not |od?é§13dwgt@rtt@6 QJd el foI raﬁgébﬁdé\dce appﬁmaicmsaetavauanlamce the host-
the device and the validation functi on | s desi

side istunlodkashr i anather ambpdarnwa;ts Hit Sl SREKS] Gh SHATEuD, S sither
the Vaﬁ@sswo ugﬁltl{)]na %{[ﬁ% Sl%ﬁ ﬁ'oﬁg%gl‘u?ﬁ;fxt tHE Eﬁél‘?t”séé:ﬁﬁﬁl ﬁ‘\%ule that a

security
valid ﬁe\%s%r@ﬁégb@ehl @tem&@m matghe/chen’t-suﬂmseal‘sodjrmmm;i cmce the client-

side applatenbiievRAsers i gl il ey G B st sfpri-up
modul%?rrgggl; ;ﬁ%ri%t s Ft dr e Hﬁétﬁééc%t;ﬁﬁ%ﬂh’rél PThé Rii&esecurity module

ost i nc a ‘host start-up nodul e
may behainfigasshta amgress ite qnasstEd duah:bg)gcreentmest@rtrlmwn the

S oG S U B
oty Rl A iy
methgef S0 TOr { r}k%ror&%%%ﬁﬁi?% Syit8 Bndth Ny, STHE meth6d8DDWrgins in step

or m abstraction |ayer and
302 mmasaestart-uprm m:vvmrzgalopaéﬁmd@vlcerhm the presenbembodiment, the

doicd e T bRt Bl LA Ho s 8 REBRUPEIA access te
host d}%ﬂg},@%%mcadgﬁspassmrd is valid, then the host

e notifies the host security nodul e and

[0058) "® "oy S, thet A HhGisbnektng HER: Sizbadh WRRie. e may

lient- SI on start-up, so the ful
compfigd aeparfionl eﬁtmhaamewaty mosules tadisiplaybh pasaverd dl@log to solicit

user é];qss&\fsqirg gnéyz gg Is é@%ga s&ﬁp S&g 5‘ ﬁﬁrge %%déwgﬁépsépg\put in this state.
In on%/ EHbe'i theft, ke ekl Ra rﬁéy hQ@e Basdncet aption foriraay titedat hjle waiting

ient 'security nodul e that a valid password has
for uske aTputrasesikowe dn Steft 3@$1elfao|, then tﬂedps@eaugw afweldy may

oo SR Sor A 86080 L SRR RN o0 oo e

d.spla;yﬁﬁfrreu PaSERFBHIRY AR ?té%ﬂ@t&@e@é@iﬂordﬁnpm host
ecurity nodul e. e client security nodule nay be

[00593?nf ! gﬁfeﬁgaééwémefrsééwé& SthBAHS YRIH3 2 fledevies evaludiies whether it
is a valid password In particular, the host start-up module (or host security module)
calls the validation function through an API provided via the platform abstraction layer
and passes the received passwords. A result is returned indicating whether or not the
entered password is valid. If it is not valid, then in step 314 the host start-up module
assesses whether the user should be permitted to retry. As outlined above, there may
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assunption that password input will be handl ed by the

host-side in this situation. [0057] Reference is now
wore@e/ 012391 gure 4, which shows, in flowhart fBCTCA2004/001943

met hod 300 for unl ocking a nobile device on start-up.

The net hod 300 begins in step 302 with the start-up or

owering-on of the device. In the enbodi .
be a pfage @@a%glmwn&prﬁftaﬁtey@%ggrmgrﬁegf F‘E&b‘? g@@(ﬁhﬂﬁ\nﬁumber is
' s " bnaARAsIe ihplehsite®lin ctapedts.
excee%%%ﬁb%ﬁf%@%&?l?%%%@?écgag?gr?-ﬁgﬁfhe hgst Iaﬁng%espSEg
ost t - which i } ; .
ooenf 2! 3L LR PR S0 o i g br o v
unlocked. s&8 holed atsmire, raswmyrembogimgntastheteignt-sidesvil mogpa. locked on

AT eFED 408 g G el S s ok
on sta;ﬁ’%pp,ttggrg% mithé & SW.iiﬁ&Ingé affuMBEr steplHbt sleews)iawshith the host

f so, thent host security nodul e 308 na% .
start-upi mptale (ar bestisecuyrity onedire) wlbtﬁa@"@ﬁ@"éﬁ& ARkfq ingtruct the client

keystroke in step 310 b isplaying th
securiy b0 R0l e ROt UEE Y o Pt . [ 0059)

If a ssword i s received, then i tep 312 1t V] ‘
100611y o/ ua{RR BRREE HEpoTRed Epoplpats s alharasor gppiodfdH &b intended
8t hbrey! hariagibnd @sdy 5eeffetted to th

to be m)ﬂ‘)l%)g O?:Hg\)r'l Isb\higlhég%\?)]gf ﬁ%oaﬂtiffcgﬁﬁ?ﬁﬁg? [ orr1|(at hrr1oughy an API °me

particpapempedinentsthethoisatsklos intke ascvithopt daparting Hopuissscope of
the recejved. . Lt d
the aRRIGRESH U OAERRE Py st oD shpERdSt BEEERs, o 1 <

valid. If it is not valid, then in step 314 the host
start-up nodul e assesses whet her the user should be
permtted to retry. As outlined above, there maybe a
predefi ned maxi mum nunber of attenpts permtted. If

t he maxi mum nunber is exceeded, then certain "kill

devi ce" operations may be inplenmented in step 316.
[0060] If the password is valid, then in step 318 the
host-side of the device is unlocked. As noted above,

i n many enbodi ments, the client-side will not be .

| ocked on start-up, neaning that only the host-side
must be unl ocked. If the client-side is |ocked on
start-up, then the nethod 300 includes a further step
(not shown) in which the host start-up nodul e (or host
security nodule) calls a client unlock APl to instruct
the client security nodule to unlock the client-side
of the device. [0061] The above-descri bed enbodi nents
of the present application are intended to be exanpl es
only. Alterations, nodifications and variations may be
effected to the
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particul ar enbodi ments by those skilled in the art
W t hout departing fromthe scope of the application,
wokiok1G239 def i ned by the cl ai ns appended her et BCINEATOOH/B01943
CLAIMED IS: 1. A nethod for coordinating a client
security nodule with a host security nodul e, wherein
dules are resident on a nobile electronic

éﬁé'v' S ¢halMEPHsd conprising the steps of: detecting

a | ock event; inplenenting a first [ock operation by
one of the client security nodule and the host
security nodul e; sending a | ock command from said ope

d¢ mefeod fareprdivating eyclispbise@urinaadide withta bestsqquyity module,

pﬂgerﬁ&q&g&g%q t{ag%ﬁ%g%ﬁlég O d'a‘?‘ﬂ&t) %liéf:’crb%c'ﬂ&hﬂee tR8¢hethod

Q;@,ﬁﬁpzﬂgmq:tﬁgst@gg@fot her of the client security nodul e
and th ost security nmodule in response to said |ock

comanhteding’AfodiEiyepd: clained in claim1, wherein

said step of detecting a | ock event |ncludes alerting

the clij %ﬁgm%@’i%%ﬁ?ﬂpgw eFaQIOﬁ aﬂoﬁ@%tr@/&@m s@Bgrity module and

wher ei n'sal nmenting i1 ncl udes
i mpl ertrethiosysecwity embduleck by the client security
nodul e. 3. The nethod clained in claim?2, wherein said

step adendired &ildgk &cb\ﬂnﬁe{ndefr(bmwdl bnepf tvel alientteecurity module and
| ock event conprises I l i

or ogr dhahagt pewy seesi o e Phei e Shetaneutiamepplp and the
rmdul q,lgs%ggr,gyorﬁgdg, eghg 4. The nethod claimed in

erern sard step of sending conprises

send| qﬂ tltaﬂﬁg lagl8§k %8%% ‘.’1, Y, %3?}1 if a'tﬁé gﬁ’ér‘ﬁ‘ securl;t%/ module and the

abst r abt in clai

wher ei ﬁbﬁ%’e@uﬁﬁy&ﬂodﬁleﬂﬁﬂdsmwﬁmald ésckeedrnimagmdan
application programm ng interface for instructing said

of e method B%nﬁbd R CIHPCHWerelPshitl stem df ﬂb’@cﬁngta lock event
security nodule to performa second | ock. 6.

a9
niechides @lerting dhe slientsanutty meekls io sqid dodk /Yt and wherein said

Sncl bid ﬁﬂgB%m%ggﬁ@ﬂ?%?ﬁ%t@gﬁrﬁgmﬂ{da ﬂﬁeg :lerirﬁne zic‘:,llent security

V\ﬁﬁ)ﬂmé’_l said step of initiating a Iock oper ati on

The method claimed in claim 2, wherein said step of alerting the client security
module to the lock event comprises calling an application programming interface

for alerting the client security module to the lock event.

The method claimed in claim 1, wherein said step of sending comprises sending

the lock command through a platform abstraction layer.

The method claimed in claim 1, wherein said step of sending comprises calling
an application programming interface for instructing said other of the client

security module and the host security module to perform a second lock.

The method claimed in claim 1, wherein said step of initiating a lock operation

comprises launching a security screen.

The method claimed in claim 1, wherein said step of initiating a lock operation

comprises locking a keypad.
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10.

11.

12.

13.

14.

‘access

conprises | ocking a keypad. 8. The nethod clained in
claiml1l, wherein said step of inplenenting a first

WO o@k/002eY at i on conpri ses preventing user acceRGT/CAa2004/001943

data stored on the device. 9. A nethod for
coordinating a client security nodule with a host

IPeeibd e dagd: vBsrain Soibe BT ABRITReMTE o fst ook
égléga?tio?xf corhBGEleY braGetintg BEe8688ds!ty dat@stared @ tHatdevice.

recelved user security input; performng a first

n rati it h ' iemodule,
AR REcBbideit e pictPEhiceitle ARAL ho! SEritye
aemsreincbdth onodides acmessidentton g Inebile eleciienicydeavingu ke method
and the host security nodule to the other of the
@Pﬁgﬁﬁ"gbﬁﬁ%$@93ﬁ%dule and the host security nodul e;
and initiating a second unl ock operation at said other
of t héeediviagta UsRIFGAWIHIMYe and the host security
nodul e in response to said unlock command. 10. The
net hodvatitlaiimesaidireceiypehuser gRewrdy iR\ d step of
validating is perforned by the client security nodul e.
11. Theerfeetrivagla dirsti umdock opetatipmby, orvhet teierrlieat gegyriiy module and

of sendin onpri.ses ndi ng t he unl ock conmand

t hr ouégeé‘%ﬁfﬁg%ﬁ%@?;act?on Ia;er. 12. The et hod

clainmed in claim 1], wherei.n said. pl atfer,m abstract i

| ayer SESHNG aR&Nlp |q%mﬁf19q6%m éﬁﬁf?’&%f’%}‘? %re&é&%%&&nodu'e

i nter f a6ee SHREHE rﬂoéé‘lblqlo?tﬁ@létﬁér cﬁ?ﬁéi icngnﬂé&urity module and

unl ock” command conprrses calling one of sai
appl i dheitmst pecgitgmodigej andr f aces. 13. The net hod
claimed in claim9, wherein said step of perform n% a
first jnnlaginl acgeond wocooperation gieaid othiengf theeelient security
access to data stored on t.{]ye dgvli ce. 14, Thﬁe net hogoc
cl ai medoprlecand fedhosisecurity mgfriedp dESRENSEA: st Uh X
secondcckmhﬁtﬁla operation conprises permtting user

0 host-side applications.15. The nethod

d I?%g}eqqné@ gf?'"ﬁ'ﬁgﬁ C@@Lﬁ,%ﬁ%ﬂ%éﬁgis@ of %’Iﬁja‘?iﬁgi s performed by -

In response to s

| thRWlieBY S8éuritdintgduayi ng a dialog for receiving said
user

The method claimed in claim 9, wherein said step of sending comprises sending

the unlock command through a platform abstraction layer.

The method claimed in claim 11, wherein said platform abstraction layer
comprises a plurality of application programming interfaces, and wherein said
step of sending the unlock command comprises calling one of said application

programming interfaces.

The method claimed in claim 9, wherein said step of performing a first unlock

operation comprises permitting user access to data stored on the device.

The method claimed in claim 9, wherein said step of initiating a second unlock

operation comprises permitting user access to host-side applications.
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15.

16.

17.

18.

10.

20.

security input. 16. The nethod clainmed in claim15,

wherein said step of detecting an input event includes
wW@bk®@oni12g0 t he client security nodul e to det ectPONCAR004/001943

the i nput event, and wherein said step of displaying

said user interface is perforned by said client

b5 gy R sS4 88apn o ot v
IREUirEresBREE k) shidSn PR vePREdigbiag oSy Bicksy fittebsivintosdid user

seclurity nodule are resident on a host-side of the
degurdly;inputcl i ent application, the client application
including a client security nodule, wherein the client

Tiel hetliddosialnsed #sdidiemt! Spwharaihisaid stepdd deftecting an input event
device; and an abstractign interface, | ayer tween th
dGledes alegingi e glicat ﬁ@%tﬂrﬂgifa%élﬁ@&? desabriarifis H‘R‘ﬁfé’.e%t and
' ' bilaYin®f BF fftd &by said client
N & B e Y P
cecarity medule.t y nodul e and the host security nodul e.

18. The nobile electronic device clained in claim17,
vhaiodile eledtebrit devite semupiisingnodul e i ncl udes a

conmponent for inplenenting a client-side |ock

opep #dseBpefating'ssereAse to a [ ock event and for
calling one of said application programmng interfaces

forgi ! ' ii§ B hbtopBrEtiG systeinimahe i host
a hgsr{b-%gigggeﬁﬂlltggﬂé%gg’r\g?ié%ﬁ 19. Th%ﬂggobi?agyeleectroni c

devi cesagusibymeddule ateaiesidedt onrehestrsidaofi theodevisacuri ty
modul e i ncludes a conponent for perform ng a host | ock
openaflienhapplicatisppihecclicat applitatianl intiudingsaclient sesntity module,

security mpdyl e. 20. The nohile el ectroni.c Vi C .

cl ai wé’éi%?rﬁ"éﬂﬁ ﬁ”efg?pRE@thrfsé’ﬁ?'geef?%ﬁtd@é‘g'g\det@the device; and
nodul e i ncludes a conponent for ynl ocking, the . .

cl i entahsirastion intadagRAYEE PRV Hinelentste gap fhe host-side, said
passwo, . .S al i - q interf

e or AR Py LR BRAy B AU ApCBamming inrices
secur i foy exobamging commhamikatidres betstees the abient security module and
device,2 1. The nobile electronic device clainmed in

cl ai m ¢, hagi seeviydBPdlfost security \
The mobile electronic device claimed in claim 17, wherein said client security
module includes a component for implementing a client-side lock operation in
' response to a lock event and for calling one of said application programming
interfaces for instructing said host security module to implement a host-side lock

operation.

The mobile electronic device claimed in claim 18, wherein said host security
module includes a component for performing a host lock operation in response to

said call from said client security module.

The mobile electronic device claimed in claim 17, wherein said client security
module includes a component for unlocking the client-side of the device in
response to a valid password and for calling one of said application programming
interfaces for inétructing said host security module to unlock the host-side of the

device.
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21.

22.

23.

modul e includes a conponent for performng a host
unl ock operation in response to said call fromsaid

wa@Pbadoent023ecurity nodul e. 22. The nobil e el ect rPeii/CA2004/001943

device claimed in claim17, wherein said application
programming interfaces include an appl i cation

neSnPle Sbsrorik Rty i Py ekt b8 st Bgourty

%@dlﬂb%ClU&@@ beidSeneht W&%er&ﬁﬁuhg ta)’hmdmilcﬁth dyseratles in response

an unl ock conponent for operation on start-up of the
desairbcallifremesaid clieat sequsikmesifonent recei ves an
i nput password and calls said application progranm ng

i THeambbile dlectrarde desice mipimadi id aldion1 bfwheriein saiguapplication

assword,
Ioprogrammlng interfaces include an application programming interface for

requesting validation of a password.

The mobile electronic device claimed in claim 20, wherein said host security
module includes an unlock component for operation on start-up of the device,
wherein said unlock component receives an input password and calls said
application programming interface for requesting validation of said input

password.
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