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have hi st or gisbhiihgted ehahag encrifitedlbisdthdratte ipfiledidtbdoatiit. have taken on certain
relatively inflexible structures. For exanple, in distribution of nusic or
notion pictures, a publisher typically produces, or arranges for

producti on BACKOIROUND INEORMATIQNR as CDs or video tapes or DVDs),

rran for I N . .
arranges tor sa }gssdlstnbutlon systems for various types of content have historically developed,

15  distribution systems have taken on certain relatively inflexible structures. For example, in
distribution of music or motion pictures, a publisher typically produces, or arranges for
production of, physical media (such as CDs or video tapes or DVDs), arranges for sales
through retail lolcations, mail order houses (or in the case of movies, to movie rental
services), with royalties from the sales going to the content owners. It is believed that a

20  more flexible distribution system, e.g. allowing content owners to decide whether to sell
physical media, bitstream content, or both can not only enhance revenue streams for
publishers and content owners, but also make content more widely available to
consumers.

The need for alternative channels for content distribution is consistent with the

25  popularity of electronic downloading of content, including downloading of MP3-format
music and other content. However, electronic downloading, in current forms, is relatively
susceptible to misuse, sﬁch as copyright violations, depriving content owners of potential
revenue. Accordingly, it would be useful to provide for content distribution in a fashion
which is relatively flexible and/or which can assist in protecting content owners’ rights.

30 Many traditional approaches to distributing stored content, such as audio, video,
text or software content, involve distributing media (such as print media, magnetic or

optical media and the like) which, once distributed, can typically be freely used by any
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through retail locations, mail order houses (or in the case of2hiwy@804to
novie rental services), with royalties fromthe sales going to the content
owners. It is believed that a 20 nore flexible distribution system e.g.

al l owi ng content owners to decide whether to sell physical nedia,

bi tstream content, or both can not only enhance revenue streans for

publ i shers andPESH BingRgsesssion pithe aledin. fredber digribwivh symem, Miveialey, idpddesabl e

to consumers. cdihén R : | ch, | S. far content distribution
o conistent g iE Pl b A QR S ButhRpctamis o rebhonst
i ncl udi ng downflisibuten srethves -phymentt(or anosiract ancbndh HRENIAO RiaRB ba Ner,

el ectronic do ' . rrent.for | s, relatively susceptible to
m suse, such \Qgﬂ’@gg‘w‘%&%w’\?ﬂéﬁ At |l%ﬁs‘€5trdn§ﬁ?4° jpﬁg‘a%i‘)ﬁ‘t“@]?ﬁf o wprsequestepdhent i al

revenue. Actor piymghny typicallyetistbels alis@irothid Mi, tle .
di stribution iﬂoa fash%.on ich is rel atI'ig\?%?g@f [ g%%%m%ﬁ%}gptc\?ﬂf%%w@ﬁh
assi st in prot ecPiﬂh%mg T ek f Sustomesiaray wigiptoNias only adiorticeneflsudippimeash es

to distributi nfystalyethiConiRAbE iSHEMAAHS: diMkTe%n Gqffatﬁé‘@gg{gféfrg%&%’aﬁﬁ

content, involve disiributing nmedia (such as print ne

optical nedi a MEECEHOT conient nist batightly ceuplpdsuch bsibepkovizking foy bothalidtibbiRn
freely used byandMmdymbnit a J&thiY 1 I.Ag possession qf the nedia.
Such a distribut irpo?flsnst em hoﬁe&\?oér’ ?féﬁn%gggg%c%@}{ggﬁhasﬁﬁa@g?l Bk glub

rest r ai nt sl%n FRtRR). by sleshienit dovtnisadingartdedectrbnic comampeSand the 1ika &k, onal

di stribution ngihpgs ntract .or commitnent to nake paynent)
i s obtained at the tinrrrg@t%{ e ﬁgéﬁgasﬁgﬁegiagﬁo?ﬂa%ﬂfﬁs} S%*’s‘”’ﬁﬁ%"%‘”ﬁ@h@éﬂm&;f

consequences. T¥4d pstspaabemt the/liec Aktoydinglyt it Beuldrbe akdfaDiopANidl £ 8oRay TNt |
' medi a, even though a

I.e., payment §Qr n t. which is on the i a, €

cust oner may vélgﬁbl?%‘}nhsgggﬁlgwml@h %\mﬁgbﬁrcf’?%ﬂ“‘éf]fs“g]ﬁ@‘?t sibutien of the piedialcay bet hi s

manner of di stinddpardeohfrmmamymeiatr pjrhidt chuiiteiRne] addﬁlﬁéﬂl%é{agﬁ{ Jgdi a and
y

paynent f c be tightly coupl ed such as' roviding for both
di stri but ﬁ(u)jn %g%@%g%ﬁe%&eagr etail location, by a mail transaction (such
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as U S. Patent No. 6,009, 535%&3&%&%%%@?%&;%%%%3 *%Fgﬁfé}aée#ream c
storage of i nfEPRatedstisadyrniaegs. Such proronstivsctypiballytproeidelfos tobiphipatl érfablement
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cumbersome or impossible to use the media in more than one machine (such as imposing
a requirement for remembering, and then entering, the password when the media is

25  provided in a second computer or reader), i.e., there is no provision for the media itself to
provide, to a computer or reader, information regarding previous content enablement,
‘When protection codes or keys are established and stored by a media fabricator (or the
fabricator of a_media player or host computer), or otherwise pfovided prior to distribution
of content to a customer, the system is typically relatively inflexible, provides the |

30 potential for using a copy of the code or key to access multiple media, and presents a
potential for interception of enabling keys or codes. Additionally, many schemes are
configured such that an exact “binary” copy of user-accessible portions of the disk will

result in a copy which can be accessed in the same fashion as the source disk.
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password in order to have access to the content. This approachZl hoyned@t ,
although it may 20 assist in certain schenes for avoiding unauthori zed
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typically provide for coupling the enablenent of protected content to a
particul ar conggter_ of medi a reader, e.g., such that it is cunbersonme or
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formatting). Simlifiepshessh diyusiaklyn-daecavd Bl-Rtikeliy, coarse resol ution,
such as being 10 ug/ﬁbl eto d%z%réﬁy, only a single track, w thout destroying
at | east one adj aceM HFacRs Log S$iens esngpiebnttioye rebitipg enelegionipally or
speci al i zed depliedlydtaratbibfdrRati@R hatdlscdln de Gl N gally.
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especially t h&se_ relating to el ectronica
: stributors. Accordingly, it would be useful to provide a system in which customers are

permitted or encouraged to make copies, and thus bear the cost of copying, while
25  providing for appropriate payments to content owners and other appropriate entities. [t
would be useful to provide a system that does not prevent (and preferably encourages)

copying, but which does provide copyright protection.

Some systems involve a key, code or decryption algorithm which is stored in a
player device or host computer in a manner which can make it feasible to obtain the code,
30  key or algorithm, or to defeat the protection procedure, by analyzing or modifying the
player or host computer, thus potentially gaining access to any disk used in such player or
~ host computer. Accordingly, it would be useful to provide a system in which access to a

player or host key or code will not suffice, by itself, to obtain access to multiple different
disks.
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optically stored information, have been designed to prevent mg,‘ di szfjﬁ yrage
copying of content. Although certain copy protection syste Hﬁ‘y vol ve
encryption/decryption, it 20 is useful to understand that copy protection
is not the sane as content encryption and that copy protection is not the
same as copyri ght prot ectlon Irrpl enentation of effective copy prevention
neasur es nedMMAR ENETHON for making copies falls on authorized
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cost of copppmgqhemmdamﬁeqhemmdl ng for appropriate payrrents to content
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useful to phfod'lstdéuadsysqcemcpmtenhmahoamzdshskto a player or host key or code

w1l not suffic S n i.ffere di sks.
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i nvention ienmdadleententrvmtwgmntﬂloanal disktinieadgbioby emepiidal ﬂrskveanhsonly in
approachesées§§nsge?s]ﬁ]r 'f@?o%lﬂﬂtg . According to the present invention there

is provide ntent owner to distribute content to at | east
a first user, coimpibutingg: copteobkiéynty tﬂ1h®pncahtdd§ktrpa®elileexdhlaggeefot hqraymﬂnt

I .but
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the di stri lthe ecteencmigechte o entical dlisktn v@pteurcahe dptidal dwheneaien mdyereapttheal

di sk I ded
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optical di SholiBAlPloleboRRAPANHERIE f RAYERAL: otdRRE BltdIa30LAGIRTR. COUC
nt key an en q S ng

by using the con uniq he” access
code onto tiediagpf desirkd,diaging aptensed |1v0ttiwe woipth @awuwablk ¢.epdiar a weey’srmeadia t he

reader device, a retail location device, kiosk, vending machine or the like. As used herein,

“information content-mastered” refers to a medium in which content is provided on the
medium before it reaches the user. A common example is music CDs in which the music
is information content-mastered (“LCM”) prior to distribution to users.

Content access information, preferably enabling reading or access to at least
portions of the stored content, may be written to or stored on the media, e. g., in exchange
for payment. Preferably, the active codes stored on the media are used in conjunction with
a media serial number or other media identifier in such a manner that a code which permits
access to content on one copy (having a first serial number) will be inoperative to provide
access to such content on a second copy (having a second serial number).

In addition to allowing parties to provide for physical distribution (i.e. for
distribution of a disk or other physical medium on which content is or can be stored),
embodiments of the present invention also can be used in connection with providing
electronic distribution, i. e. in which parties can choose to transfer content from a source

to a destination by means other than transferring a CD or other physical medium on
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of the pre gn raiﬁﬁvéeo#ﬁng ﬁwﬁ@g chg 5%6 5e° uas(éhc?“fenwggﬁ?‘nre%rt ?c(')tntovﬁ% H ﬁ?’g%ﬁ%e%g

el ect r oni c sgsten fertpuotecting contest, i n whi ch parties can choose to transfer

content froma s : destinati on. by neans ,other than transferring a
CD or ot her phyg\?%ﬁg{?q%%ﬁﬁ% onP Iif’tef%d\]ﬁ?ri;e 004 v%ﬁ%?hﬂl{uﬁeéi gloﬁf‘%ﬁ'fmﬁ)? &f or ed.
I n one enbdakhimeninclwlimghlinginircargetsd miakudistabutionc| udes di stribution of a bit
stream e. g. over various types of communication |inks such as an

Internet link, a telephone link, a satellite or other wreless
comunication link and the like. In sone cases, there may be a

di stribution chain which involves both electronic distribution and
creation (and distribution) of disks or simlar physical nedia. For
exanpl e, in sone enbodi nents, bit streamor electronic distribution is used
to transfer content to an electronic point of sale, such as a kiosk, with
a di sk or other physical nmediumbeing used to store such downl oaded bits
stream content, e.g. for a purchaser. Regardless of whether distribution
is by physical distribution or electronic distribution, preferably content
owners can exerci se a choice whether or not to use a content-key system
for protecting content. Media identifiers in protected content can be
distributed in any nunber of fashions including blind or targeted nass
distribution 21 July 2004
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WO 01154410 PCTIUSO /02112 which may be free distribution if 2fesily2o04
retail location distribution preferably with store-based enabl enent of at
|.east some content in exchange for paynment made at the retail |ocation,
via a rrann@id)ﬁjrswnrranned Ki osk or vendi ng machi ne, or ot rrerrmbmnizbution

nmet hods. a e e curr r ot ect ed
cont ent vml %"ﬂﬁ%@ geep‘ii%ﬂg ton l}tl)\é]emée 5%???3’3? BT B?ﬁ/WS as in a
renot e f ashidebased gnablamweat of dt keastlstine Eovént uamthamgb It‘orrpementmaﬁp ather abl y
el ectronical |y and preferably in a fashi ns ent a ubst antial l'y
kot o el I e e aR by v R oy SHETLBR et b
the nedi a if&Rddsf Typicatlg, AustomeLWAGvishedte edstié Grtinppiotdated cOmelt wiltde, or
inforrrat|on related to the cqde, s stored qQn the nedia jtself. In this
bl sy s

f ashi on,> orfBakeARAYRENty Q) QM {REN 10X BREEEILSp n g remote. ashios &8y OYFY of the

plurality Ghe m@slerhd wWillkdcBioe @éi@sably&@&&bﬁmlytahaﬁmam?nﬁa fagiobe per f ornmed,
I f desired, for accessing separate portions of stored content (such as

sel ected t rpsrRsrest angd ﬁﬁ'ﬂ?t%‘f“a{l)‘ Yelpopde thecudpmsy) arpdswiatplatehieork @ t o pay

for, and aceg@fietioR With thdMeliaidenBii& s6hs (b0 HetRRliredRBhteRISudholid)os Way, the
di stribution of the nmedia can be substantiall y segbrat ed from 15 paynent

and e nabl e n@ﬁmattw relaigd &rthe sedenissiord qnithe mediaitsell bnthisfpshiqng oRgsith n paynent ,
or a Eﬁtw ERdb1eRaY Hﬁm)c a&EssE&'ﬁx &&Wﬂ{erﬁﬁuﬂﬁg b?reh&eréj iralthdrteed. This

makes |t feaS| eto mass distribute and/or blind or target disfribute
medi a, e. g.sepamite lhersactitaa eapehe netfpreeds ifidesired o @ncmsmg sepnsrto petienseofley ment s

for cont entyo, BEGaNSehllF.sWSLERRRS B4 Suf- PAIGHSIL ALiH AYvink Qubmpk aved i n

mul tiple playéers yet protects agai nst unpail or access to content on 20
copi es nadeomjofw,tahéawsﬂegslymrtmsoﬁwycolitcrééesméyl ng of the media can be

pernmtted and till make
payment in orde? ?ﬁ(} %}tfal n accesspgjﬁgﬁﬁus t %‘@%ﬁ%@f%ﬁ% I@Opl es is
shi ft edsf rqmymmmaht&cuabtemest ¢feontestsudethgt it isPothicesisly yo obteidipaymerdmriaf i ers or
other medi 3.5t 0 ee%t o' p ﬂ%% a%e?g{%d?em%?%?s&&ﬁ%lﬁucf {&mé’l\\’@ﬂ?e%&lb%gay”em 'S

bei ng recei VETD urer-nm copy and,
i f desiredmas ﬂismbatetangh/ayhlmultornznrgejldtsaﬁalmﬂmedm¢ ga,emthmptﬂaerge(wm@ stillt o avoi d

char gi ng cust oner cost, of custone copi es) .
q%L entnlg rp‘fe

Because it a‘rﬁ’é%zéqpﬁcfpé‘a{ed’ agnéFrgLE§°r C%I#y cREATE % ﬁ%temdj M50t ect i ng
ot her conttebé plapeiinanultiple playwats gett prddedieafainist inphidefer acorss Monvdnt ah can
rti.senents It her ont t t h on or

i ncl d
gener a1 ach TS BRI ORI P P S BB EoBP L S IRAM B RLED act | ve
(e.g. prongitegnfeptouisget, mmel:hfserﬁﬁﬂthe pordésatapbtjll malpr @yindhirig onideliotdbedal

advertising conte I n response to such ted-f n

ebodi ant Secanga by b5 B BRGH Sutrar i Bpro et Rty bistaieS odi o

(i ntended tmefeRblyUmedia Rientlict Ordhe niddia-a6meY infgmatibe tantrdiseg toalidedar i ce
structures for blank and/or for nt ent - beari g medi a na%hbe est abl i shed

dependi ng OHICHIES BYBRIESSE SHEH & (G OPREmade copY or & mantfacturer made

25  copy and, if desired, different payment requirements may be imposed (e.g., to avoid

charging customers for the manufacturing cost of customer-made copies).
Because it is possible to selectively enable some content while protecting other

content, media may be distributed with free content which can include, e.g.,
advertisements, either for protected content thereon or general advertising. Advertising

30  can be presentational or interactive (e.g. prompting for user input and, preferably,
providing additional advertising content in response to such prompted-for input). In some
embodiments, advertising is provided on fully or partially blank media (intended to be
used by customers for copying other media) and price structures for blank and/or for

content-bearing media may be established depending on the presence or absence (or the

5-



-5 21 July 2004 enabl enent or nonenabl enent) of advertiserreng?. [I @grre
enbodi nents, non-di sabled advertisenents are automatically di gﬂlygf? by a
nmedi a reader. Access code cal cul ation procedures may be protected by
restricting the nunber of Internet sites or other facilities where access
code cal cul ations are performed, such as by providing only one, or only a
relatively few nunber of such sites. Thus, preferably a single access code
cal cul at i ornabi¢rhdny onaohehaplement) eofamivasisemnante I abme| entboditents) moa-diabledl i ty

of different di a,. manuf actur.er nd/,.or content ,owners. |In one enbodi nent,
t he access ag‘ée&gs‘%mfﬁﬁsé{ﬁ aé‘f‘?%ﬁ‘iwglﬁf%S‘?%dg’gédﬁiﬂgaafe@de& dat abase of information
regar di ng pur chageess cofe exdauatioh procedirBemaylbe ptdcyed Hyrrostriéthng the siraba@ fof

content owgers manuf act uy

I, facturers,,and/or fromelectroni c _.neans such, as
ookt e i AEGegies oF RS FBESRA Fodts sdR TRl BROTISAT e aRs WER ARPRL | vel y
hi gh qual i tpyovidingenly bnd, @k aitlga relativaly fehynunitey of ick siyds "D st RabIySa €ligle 3} nce
it relates to custo of multiple different di,a ,manufacturers a or
content owAgYE c%f?cc(?iggf[aﬁﬁﬁl thtyaw?"ﬁé Pﬁoé’r‘Jee?fﬁBSdicﬁg%Pa%‘flatE% fgrr %é’i!’ﬁ"l’hty ention
i nvol ves udliffegent enediachdriufigturae hhd/cgcontent ewihdrfldn ohdémbotivhém)thé aavissdatiabases
obt ai ned at l%r& tﬁccetss COdep‘élfll cul a%tion Pj e 0{.nentit%. NE?_Ili a V\,htj ch store
protect ed CHRYEMD A& TaRacHmUars ¢ detabasy of infoimatio ey dine MRS L CPE'ien'payrrent
at the ti neithdr directlya frdimsthe imadiaiod Bontéiaoewis of atnbfciperd, andredfrah ekctradier ti me
in response to V\lgi ch c%nt ent t;naléa(1 ?he @%agl ﬁ?ﬁ %@d/ or, ul;sglrs ma%f s‘el.eétivel y
pay for, aRF2ns R ecRU R, Engihe s, Such 2 defahase fralikebnio, Pt EiRlFRY of
]tc:pnt 1(_'ant oglhi:ghvaialit;eslhe}e rerylatee princeiys s:jllyltte mling @istofiRrst :immasiréd%Oitlr@Itmﬁmgo_t he
irst enabl enent of canten access ri S R e expande r otherw se
Changed oeaftintrs 8 rE AR rersB S8R e e i s R s OReBE TrE
DRAW NGS Fiadurther embaditnenaif tieh pregeaninsdinion igrobey asing, eRplolting CellipgrRe nsingf a
system accor ,nvention; bl ock di agram

I ng to t r esent ;. Fi S .

i ncl udi ng dEPAT lgnErfomaé}%}bgﬁﬁgs{égﬁd85%%8?5?0%1‘&?‘@%’? @Eﬁ Or&Prding to the
present i nventi MedidFwhich 3tors prtdated clon@htagindmn dgibwtd Rousersdivitieot tlﬁ}?ﬂ'ehd
di stributi@n syst Fi q. i I ock di agram depictin retai.l store
distr but 5t Pé%%lf@”rﬁ‘tgﬁig%ﬂ of! m%f%f‘%?%&ﬁ:g £§wﬁg&:ﬂé§f§m@f§%§% b@sﬁ g

i stributi oes tterw oordérnt e &n nkero &0 ifgryand i on,;
Fi gs. 6A-6F g;q}gssbl cl)eck gi aqr atg:t}ge iﬂ}%@ n@ sgqﬁeneri al f‘gﬁﬁt a%els )?gd}r,redi a,
enabl ement CKYE SPARIECT 85 &R n%lglgl A §Pr «%Otf‘?ﬁ PR ERTR AT E% 591 July
2004 accessible at a given time. Following the first enablement of content, access rights may be

expanded or otherwise changed, e. g., in response to a second payment.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig.1 is a block diagram showing several major components of a system according
to the present invention;

Fig. 2 is a block diagram including details of a production component of a system
according to the present invention;

Fig. 3 is a block diagram depicting a direct mail distribution system;

Fig. 4 is a block diagram depicting a retail store distribution system;

Fig. 5 is a block diagram depicting a user-copying distribution system according to
an embodiment of the present invention;

Figs. 6A-6F are block diagrams depicting sequential stages in media enablement

according to one embodiment of the present invention;



Fig. 7 is a block diagram depicting adverti sing-content accor ddnguly 20N
enbodi nent of the present invention; Fig. 8 is a block diagram depicting
flow of information and codes anong various entities according to an
enbodi nent of the present invention; and 5 Fig. 9 is a bl ock diagram
illustrating a flexible distribution system according to an enbodi nent of
the present inventi 6t 7oErReeEtegrscRpPirOMveRisTigEoRPREFRREMFAVRED MENT As

depicted in Fi &mbédixﬂeﬂtmﬁe?{é?éﬂf‘{ medi a are produced by a production
system 112, with the nedia I ncl uﬁlgfog’eri al nunbers or other preferably

uni que (or 10, suffFig &nta Ylock degratndepidiing el af indieritatibh eEcaBS aRb S S4ARLY
sone nedi a i ncl.ygl t f.or,. ex e, audi o, video, or other imge,
text, software f'.lt-)h(r?ﬁegtg ﬁééb?&ég g’r%’bﬁn%boggﬂ‘i“gﬁft&le Rresent inventiayapd of which i s

encrypted of ot her wiige9iszalloglt dit@aindtustrhtig IB6iRe BisiRABR kystén_@,cicy%?ﬁlg%
| east a portion wh t eabl e, such as being serially-witeable:

ichis i
Preferably, th@nE‘Bh‘?cgﬂ]?mq%hwwpﬂ’é‘ﬁmﬁﬁna relatively efficient fashion such
as by injection nolding or other 15 mastering techniques. Methods and
apparatus whic ] | tan with fabricating appropriate
medi a, readi ngbbucr LiD §?3 REF, EMBODINENT| bed, e.g.,

in U S. Patent | Ae dépictad NOFig Of f@&;ﬁ,eﬁéfé Ry .ne
oo S ol Pt o R ek by g EMBREPRY o

Fil e No. 4154-'1)) U. ﬁ%Pr. VJj Si o&qal_ t

June 23, 1999, SYSEER} { s #AY the medipgpclufing sevial ppmbprser obegpreRastdy uniappldrcat i on
No. 09/ 3931150suffitibetly A6riSeBERNRSRS idkiif F 4154-4). One
or nore distri Eogt i oﬁwsystlerrs_ 114 ar e_l ﬁ%sg%% oé:ﬁ%%/\}?éer%&gﬂggmm%n{%‘@
users 116 who te5fxamplegudio; Wgeo, on alrrimagemdexsy sofifareadr otlieh stopabld ewitear, 48 Qsent

118, e.qg.; as gpsceihg o | 1.0, typi cal.l y .a.conf ent
owner 212, who nay be, %@g&%tﬁégﬂ?ﬁ%w&%gﬁg n%ggcgl?‘fi' ﬁ“ﬁﬁ%@%@ﬁﬂ%ﬂ% FIE’?‘{#"S at
mot i on pi ct ur eleptt d@aEtNghietbinyaiigabm sichhae being ecriatly ontitesle. P2Se@blyt Gitcodidhtt O

a prenast eri ngjshaaiddqat: : =S ted that .typically the content
214 will be provi d_e%édi i aﬁ%%?n‘??’;%@‘ﬁﬁt&%hﬁﬁ;%’%?sg@l Pipetion Bolifiredr ¢z,

al t hough al’ | e@atteringdaehniqugs. Mebodsfand ispapmeseliich EaMeNist®mh GaRedBLWHRH When
content i'sS prop | : .and/or in nondigital, e.g., analog, form
Al t hough pre%‘éﬁ%ﬁ?h?@%@ég&ggﬁrg e ,Sl}ch.”fﬂqbi.’ vor prafeclingConfent &¥€unit from
the content ovftrseriterde.ghin ¥8bPatestAmplicatioh NoS 0RO 5348 Slell MayS RO, (Althrnal

provi des b - nirbsa¥ A EIL0S B Pl e Al VsS4 e Flovane ShUPER,

facility 218. (Atogimydiledith dtSHBPROV)wE WIS\ FatcdN AGHliRALE RB! 09/500] 308 Fijed

Contnt ! nea L SES 38 1508 Lot RlSie AT nec iR S T
are used for providing such media to users 116 who can, if desired, enable some or all of

the protected content 118, e.g., as described below.

Fa

As depicted in Fig. 2, typically a content owner 212, who may be, e.g., an author,
composer, publisher, music or motion picture production company and the like, provides
25  content 214 to a premastering fécility 216. It is contemplated that typically the content
214 will be provided in unencrypted form, typically in digital form, although at least
some features of the present invention can be used when content is provided in encrypted
and/or in nondigital, e, é;., analog, form. Although premastering 216 is depfcted, in Fig. 2,
as a separate unit from the content owner and the fabrication, it is possible for some or all
30 units of production 112 to be provided by a single entity. Premastering 216 provides a
number of items to an injectioh molding or other fabrication facility 218. In some
embodiments, production of content involves encrypting or otherwise modifying the

content. In other embodiments, content may be protected by merely setting or clearing
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21 July 2004 read perm ssion flags for various content which aelule2o@ghi zed
and enforced by nedia readers. In other enbodi nents, content may be
protected by selectively encrypting or nodifying file information such as
a file allocation table (FAT) and the like. In the depicted enbodi nent,
the .protected content. 222 is passed to the fabrication facility 218. 5
Preferably, medi®d PPHRSH AR flpgsfopvazions contany which wredeed enlzed indwmfoiced by dedia

i nfor mati on suedadedSintotRe cRboMBALR, doie] | ersus audi o and the
i ke), format (both data encodi ng forengrga%ﬁerd&g%g%gﬁ & %C@‘l%i%ﬁng’?yptmg or

i nformation, i™Medifyingdilainfasmetion sueh a5 afitsralfatation Yabln@AT) andifeikenansled
I nformati on (tQid; , r artl.sts, lengths or sizes_ of
REPIRE) RO IR, e SRR P2 Pera o i lrion svnans.

content and the
keys or codés Reeferldy.i0edin infordmtioR 254 is Bls prywvaleR Whichi raySIARRAETRAHABALSen | t

is desired to ' ces erm ssi ons which are based on three or nore
i tems, such as%%%%ﬁ?‘%%? fvdieoo‘%rsgs byersusaudip apd thg dike); formapihoth data envodi
code 226 and/ ofomamﬂrsedomﬁ&&ﬁﬂ&@ﬁkﬁnﬁz@ioﬁ;i;e.,inﬁhdﬁi%ﬁﬁ‘éiﬂx?g‘ o &S
descri bed bel OV\Q. . nme, embodi g‘ga nts, it may be desi red%mggg%{%\%ry

[ n
control access" e&“ﬁ‘?’fﬂ%@ SHprEtion » JUENQLS, gompasenst astists, lengiis sosizat efbostdnper
with a code 15aferkyERE) BoARGaDIdReni $42id ¢ 3 i ng.,access., In these
conf | gurati'[ ns, V\Qen é)herg 'S s(_)men?b%%%%gcgl&gﬁceﬂagﬁ%ﬂ?(lj‘e)bseoricr?fj?ﬁ’BT‘Y ©
avai | abl e aPTQuided 226, exemples i srone eorhodimentroiv g desiredste ploville adesst 1 UCt i ons
on how t o makepdayaRnk Svh 1PHhik - adyertisenents . or _the |ike)
appropriate cg%e_s per m t'?ciH %@gaé%&éés tg%g%%aéﬁterﬁsoflﬁ%tafSﬁmﬁﬁvaﬁ%“ Pirmediad
226. In ot herscEalBumbrsrartial edosed cods 924 aniormmioriivacuse dodee ., in SHAREO R

access to party =T i nied unl ess access perni ssjon'codes
are stored on I%a%iéﬁedi %@8@%?%@% Iﬁﬁgﬁ%qlgﬁﬁlgﬁr@%é?n?yo ec%ﬁ‘f‘é%ﬁoé’oﬁ%wﬁlb’ways
permitted unl exstral asoeks teldhgomept,aoclethst dliscontent ie dssBbiatell BRhavilh 5 SRkt war e
useful in n ' ] ht.ai-ni or .storin ccess codes and/ or '

ot herwi se %gi :}gg‘{’éﬁ‘gﬂ%}‘%s‘%?& Ogs’seﬁparceoggtd%{ﬂ’lnﬂ‘/g %’ngﬂ%ﬁe tendicyratirng yden thessis can
i.nclude, e.g.,son@ostvat Whialp gdubblid inhially anidlBle ) a Wk GicH 2G88RIESE & to

di spl ay certallﬁeﬁ%gge%st?& .|Onf(())rmat j on, such as ipstructions, advertising and
the |ike, appllcaProREIiiHPRT ooy tomiks paymenisand/or ohtainpegesscadveitiscopmteof a

user 10 an | ntiee Hied apptopriert colsb perniiigRidiesbo RSP ARImEQlPmar Bl Glhiakh 995 Sh &
and the |ike. f abr.j catl% facility 218 generates the nmedia contal ni ng

e
the various it&he S3padimests, defpnlt sysigms muay be aised, 9.8 Suohdhat peassmtstisrtioulpr216, as

wel | as praovi dongn® is éérial noldss BeessHermREiBS Eodt Hedrdr IR i | Ihe nedia
identifier may ,.nclude informafi onﬂ{ egarldi n((i:j or ¢ foc&ient |t¥]§/{h§fé ofg?gst%nosnlpent

I.nc ]
owner or man ufvg'&{’}h?‘:@f:s,s 18 SorHenss 15 3RS Bevm Rechwtiess prepdedenying hosasaisistored dine
medi a i denti fitkeg dikla sone enbodi nents is preferably unique to each optical

di sk or other nedi % It is possible, however, to provide configurations in
whi ch oftware useful in connection with obtaining or storing access codes and/or

otherwise using the disk, are preferably stored on the disk 228. These can include, e.g.,
25 small applications (applets) which recognize and/or display certain types of information,
such as instructions, advertising and the like, applications which assist in, or which
automatically connect a user to an Internet site or other payment or access code
calculation site, and the like.
The fabrication facility 218 generates the media containing the various items 222,
30 224,226, 228 received from premastering 216, as well as prm.riding a serial number or
other media identifier 232. Thg media identifier may include information regarding or
identifying the content owner or manufacturer, date of production and similar
information. The media identifier in some embodiments is preferably unique to each

optical disk or other media. It is possible, however, to provide configurations in which
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-8 AMENDED SHEET 21 July 2004 the nedia identifier is not necezkduyR§04
strictly unique, in which the probability for duplication is sufficiently
low that there is relatively little likelihood of substantial |oss of

i ncome from unauthorized use or copying arising fromsuch duplications. In
sone enbodi men ul for en&bleggpt System 118 to have access to

5 'information ttﬁf‘? 1F ‘5é8 cfeBPg%?T’ apt ngeRsRrat g Stoety uigng, ip whith thearobshilzpforand t he
| i ke. For examipbkatibﬁ 1§@Yﬁc|£&ﬁ1§l$@vfr tHat fhefe iarIANER! 1RIER ehB%d ot stu\léﬂ;ﬂtgal \tllﬁg of

receive information ecj @‘¥I ng a range_ of Seria
used for bl ank "Hf&ge Oé’i‘\t]“aé’ “%eé%’ig@yﬂtﬁarﬁmglfmmmwcmech was used

for content. bear | ngregdhemidiis b WSS 4Ry SOBR PRI LaCl LELY 118

to receive informati on 236 specify cer al n Cijageepp to
associ at ed it H‘fomloéidﬁtpd@seml rwpiwsa?ﬁél zylechmatfbﬁdiﬂtlen aedmaithéﬁﬁi($orand or

i ndi cating thagy,gl te t articul ar ranges of
serial numbers. D stglr%l; ?P%?\gegﬁ%(ﬁaélaﬁn&brrp?ig%cﬁ ‘?’rg&%f’ V%‘éf%'%'ﬁaflm in a
nunber of fashkresifyings ra@pfsctrﬁdlnlnﬂbﬁ:; @hicB wadusdd fobblhlomeid And Snothe range
unsolicited, e.g, Qy direct udi n n.a blind or targetecf

&y

f ashi on, and can “F'é%efw‘élgﬁi‘”ﬁﬁllﬁeg‘ﬁm I %E@WB&WGGH‘ HBmaydgwselyl foen 31' 2.

15 In the enbamhbﬂmrmfa‘cuﬁy 018 th recHivetinfoRAtH AP0 GHALS ’ visSits
a retail $g or & 412, IS en}ﬁodl ment, the madlﬁa %no #%Fllr@gdﬁséﬁql&} t he

retail store i&S§paf %?ﬁvérth E’bﬁ}i‘at“i‘ |y senasaielyenalahle medis tiaeksp gndeorcingipatingt) that n
this way, usermdhaiwm&&u&ﬂz@%%s%@m&l%t%éu'fh? zﬂ%@é S’fs‘éﬂél rlun{bﬁ%6ret ail store
eSS Codes

has enabl ed such content g by receiving ac from an
enabl enent facility firévunw ﬂ‘ﬁ&bf@ﬁﬂe@mﬂ@@%b%@@mhd)maﬁmm o ffshidhs 020

pr ovi des user sddoléicdthgd, Bkishhulibh Yarhis sélﬂ:?%d ethbg IR esﬂyt Whed, g

only portions o content on
nusi ¢ tracks off taraﬁrﬁ§| @hrr?@dmﬂsan\hﬁ |f¢ec db@lbehalbbmrﬂstabuﬂdm&t reeluedd cosozit i on

412. | nbod | tial
enabl ement  the.user has T e ehf I b Ml ol SRRt AS visiEptoeby | 110

(e.g., as descsPisdd2iial emhotdﬁmntad:henmdlamubdk rhaigBined By tHe 10D Rtopdiks at Rhast

“enabling 25 adﬁﬂr& t f desire nme or all steps involved in
t he enabl enent Caﬂ%&ab’feﬂ%&ﬂ 2 mﬁ enc%?‘g Iéletﬁlﬁ "> PEEHPBIR! agifehcantenbyna

user interactithg nwdtamrall Hie osthil storevieas diabied sle finbent Wy, By &@éhﬁéﬁé‘dek’@co%y ment

(e.g. using a 0 aut hori zation (e.qg..

aut horizing a ¢ a@%g%gg%%ﬁen g? °H‘§5)‘ i@g%ﬁ?‘{]ygmﬁwrﬁﬁeﬁﬁ]@@&lﬁ&@mt? SOcard

reader). |39 t hirovideswsersal 16 atidi flexitalintshcitherahe BRr mal 'rél?gst@ﬁat sﬁﬁoﬂﬂan@%?m '€
user receives

vodl o (by oy e b AR d eflnifits b Mt racapn e
y any oF i PR apisiqmediug) wikkay
g?l;? r ?Bﬁt g(rj P?e:x}m?ﬁg }eSt,he &tﬂ?fzaﬁb¥h‘g 2 E}iloﬁ@ eRABSAnRniYr %ﬂe‘ﬁn@'&rﬁ%u, 1‘9@16%311%3 be
foron y parl:lalJ {Jlement the user may later arrange 416 with an enablement facility
118 (e.g., as described below in connection with Figs. 6A through 6F) for enabling
25  additional confent. If desired, some or all steps involved in the enablement can be
performed in a self-servicg fashion, such as by a user interacting with a kiosk or vending
machine which can receive payment (e.g. using a coins or cash handler) or payment
authorization (e.g. for authorizing a charge account or debit account, €.g. using a credit
card reader). In this sense a retail location can be a kiosk or vending machine.
30 In the embodiment dépicted in Fig. 5, after a first user 512 receives media (by any of
the various distribution channgls 114), the user 512 may make one or more copies, e.g.,
by copying onto a blank disk, which may be distributed to another user 514. The blank
disk contains at least some writeable portion. In this way, some of the costs of copying,

such as the cost of the blank disk, the time and facilities for making copies and the like, is

0.
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di sk contains at |east sone witeable portion. In this way, so2ejuf200v
costs of copying, such as the cost of the blank disk, the tinme and
facilities for making copies and the like, is -9 AVMENDED SHEET 21 July 2004
WO 01/ 5441%0 ®@E8#1WSO / 02112 borne by the user 512. |n at pceaisel/oenne
configuratjons, the copy distributed to the second ,user 514 has | east
some cont ePRM&RY @'ﬁ“?%rs%t In gplspit see gonfgurafionsthe soRy distays tPﬂFﬁﬁ%@? st or ed
gn Lhe SeC%gsml aaﬁﬁst\%rhé c&ﬂt_gﬁ @hich ROt EADIASE. | % abecausglies sefil dub®esour ce

'S Accordingly, the, second user 514 rder to _access . fne content,
uses an enameéﬁemeﬂscqrﬁépw% léisfef W@Fﬁe‘!ﬁg %‘i‘oﬁlﬂgsﬁﬁi‘?ﬁg’é codes,
preferabl YAbEbrﬁﬁglE}aﬂﬂg Sechfd nRAYE M ord@ 6 acce s the conbsnt, SHGhH iehaeriant €
t horoughl y bel ow, "As depicted in Fig. 6A, in one enbodi nent, in order to

achi eves enE@mh@rerttO@PWWPBPte&FQGSWGF%EIe&a@bH’cf'é‘ﬁba“gﬁf‘l!@é}‘m‘?%5[ Pal Iy

sends an ip uhgyesgl%ea%&@&g}&gﬁgtbefoacl lity which, in the depicted
enbodi rrent S an Internet web site 612. The web site 612 sends a 10 nessage

to the us er s céhsfrpiged inFipthein ansembadipenip il erderde agkinve kabienanies a read
request Ahgef & a.llr gét@cﬂcdn&fnp L rﬁ@‘%r 11‘ﬁﬂali Qfad atﬁEin%E@' t&an Eﬁbfeﬁﬁﬂ%éxﬁt the

user's conpu nterne app |anc send propriate signals to a nedia
reader suchhixs, mmhmno@@ilendmémweadeimqset wibsite bbb dhe welssitg 2SFJéﬂ8a

09/ 315 08 r 18 (Fig.
o8 TG nisrald Qe Bmhfac BPRRLPLLARR LTt MAATRA Biherl 0

i nfor mat i oﬁltﬁﬁirdadmglndomwmﬁopﬁhsmnéb Icmspumse,rthé BE)’s oomputeranr haternglppl | ance
whence it is,. transferred Fi erably,

t he transf @pr]élacer%%‘ls {PPIO ”'ge F’Tﬁ?as{ot}’éﬂ %‘% eﬁ lécglja%a% ktgca ?%terag %%I ng to

i dent i f i catésoribedfin Semﬂélnt 9%1’3 38 mtpra, $U6 fqrceadnlg approptidte madip ifotneatiéd2 t o

For "exanpl B dhis PREATR meRgrsiet LS sy Riome GRS ahe@ah® o hr T

descri psor mf@fnaﬁ&nﬁm thdusehs pascmhbcromjmmn (R(I)@rdhtsx’netealpplhanné eheatitdin about

erate to RNt GRITREE TR ALER sl PRt Edhs a6t R huscr  he

access opt if¥emi%yn 6Imih1tzlld&esdﬂ6nﬂatnomﬁmrxgpb ideAdfication op@rylenigd tantaidt ai n vari ous

types of acc ces I 0 eI ate to co is currently
accessi bl eS4 CLFWJOUEE?W @ggg&m %?%négzﬁlg%) $Br obt ai ni ng 25

vari 035 t %’B%ﬁtmﬁ??l?@% 1&6%58}(@1&1?&’} ﬂﬁ&nﬁﬁsﬁﬁﬁm&ﬁﬁn 62ddidyi inelade titles| onger
perl ods O t1 ne | erent t S. O acces Suc a W ilte.access i n
Sl O 30"t ot gtberdessoipisusor capteatBhigh st 4n 1B Ak BB BRERI B Acaes

: | lli)St rati ghtfons Bt fRY b BbtaifbtbbiEthe skl Wheiceds apgetgelste to Sdtdnt high iaind t he
i ke

-,
t

not currently accessible to the user, the access option may include one or more options
for paying to obtain various types of access. When access options relate to content which
is currently accessible to the user, access options may include options for obtaining

25  various types of enhanced access such as access for additional or longer periods of time,
different types of access (such as write access in addition to read access, access to
additional components such as illustrations, animation, music, additional languages,
subtitles and the like).

Although the embodiment depicted in Figs. 6A through 6D provides for

30  displaying a menu of access options to the user which is generated at a remote location
such as a web site 612, it is also possible to provide configurations in which all the
information and software needed for displaying access option menus to the user are

provided locally, such as on the media itself and/or the reader 616.
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Al t hough the enbodi nent depicted in Figs. 6A through 6D provi dsJilpR0BD

di splaying a nenu of access options to the user which is generated at a
renote location such as a web site 612, it is also possible to provide
configurations in which all the information and software needed for

di spl aying access option menus to the user are provided |ocally, such as
on“the media itsel f A4AeHByit ispessida derona@e systansslct thaya 280 dandttkio eghteht | S

possi bl e t o CORédeSiNifa SEBL RN o bt@i.n cqonient access
via a website run bél, e gsl the%g’ﬁ%girzlbtaéngf\%ﬂ%igﬁ?g?%.ﬁgtﬁ?p‘%ﬁ‘éﬁﬁt?ﬁlm%’@ﬁror
producer 936, 3ha@r@pr threouoritken privider P26 ini eterenSREimdnt, theoneAPRYrSRALd 14 he

content is pro | that content access’' (for at |east sone
content) requi %lgcgltagga eds]asﬁ °§g&§‘ %@%@gﬁr %tq%asf%?ﬁwo‘?onﬁﬂﬁtr?%’ll‘le%EFcﬁiﬁmf%Wébﬁih y

312, 412, 194 (Ui g sontBylled banite &ntityndi ;b1 21184 (i 8 eMartdd wma{jdiﬁribhég(ﬂf‘e g., a
user obtains a gH'SkI or of her. nedi ‘@5 from e.g. retai'l location e.qg.
purchased at |GCati B8 Apsef Abteing ajdisk, or gither pedivey figm, e¢. rstaildbeation 86 (e. .
gratis), even purchugd aidoemios 0T G pAROSSERICYd bl ¢ AT o)

web- access or ot her inséprguctions, _gs wel | Casi,3 po#gh{&?laeﬁ%a?m}ﬁﬁgé’n&go%}ﬂeo
text or other Y05 ORI (BeysIRE nshudingaivertizing oo web-apasss dmrghea inbGuvtidns Sistwell i N -

at |east one es)psteatRillly, music QHESN rt.aj nt.. a user nust
access the, websi tgg run i)r;/l or 1cor$te}}{tf)blr?@gﬁ%ﬁteggengﬁb%,a%f%gbf"l‘fvmfod%ﬁlsftﬁ’rg 3. By
requiring tthe WeRdte, inatdeasicans embadiment émetiderto aswscéeatintconicht) 2 iugdraihst

| ocation X (aS;cRpRsES t owner 916, co t key. provider
926 or the Iike_),&gret a?%ﬂfg%a%’gﬁcg{ﬁ@géf%éﬁ% Py r?tﬁ‘}ﬁ’ﬁ?\tfpnz}%'%%ﬁ‘ﬁ’égﬂéﬁ '
ways. Retail |¥eatoiagersXaceeh lowéon hssoviethd with ectait bestsont 0 (RbésRd I8 e 0. a

denogr aphi ¢ or ] kn l.on f.ro he ,user, (ei.jher pronpting for
user input, or ¥UFW%%IE’8.JI’0?| .“’g‘F {“if rﬁ‘f’%‘?&?{s S‘épllej/‘,ﬁe%&éﬂfggm’\?ilg( fast ang@t in
"cooki es"), wiany of heuimbEoofiwdsisoRetaib &icatipnUs &th 1Y tHedkdd ditelaBsead ioUbty OF for
co- mar ket i P . (e. d.,shari infarmation wth other vendors, such
as record 1%? 0 uce%ga,%ﬁ}caor{ "%Iﬁ%g’fg 1@8’?‘3@“%@(’5‘&"? upes §eitienprosptiag s gwer inpid, b
access to presfahy ogphrtally sitoigatically,Rchsaia InRoHs FRlokied®), Fitk AdhforR3a 5L
recei ving 20 fbreee or%[}ﬁ?fgﬁfgécost coptent access. Retail |ocation can

provi de some of & T° et Or 1op caliawtipe PraeseR e tshanngiafpmeation | f

the user 116, wittevthagvendom suchbs &bmdlpeadubé}ﬁ,%m%é?th.)?ﬁ&éif’f%%aﬁo?ﬁk%%’&s%t
addi tional accgss éo the nmedi a, the user nmkes sel ectfions or otherw se

provi des i nput8® P& a¢5es tqpagsert adyerdising o the neer, nepybly ane conditicaifor reseilving i n -

one or noRe NHERAFeEIu6aB ke bofert @Bess. Rotall P Jaﬁ@n?&%ﬁn ' ! shikng the
pl aci ng of an order for additional esznécess %nd aut o?%ozgitei%éﬁlepgglwrgr%%?nﬁg

payments (sucte&Es EHEYMHG f?!ananeéarwpxmwr d or other account). In sone
nformatfon 632, erds Tor Stori g i a hal dbaes ngiOL T s FbEia, T or
i dentifying t 1tional access to the media, the user makes selections or otherwise provides inputs to
' the user’s PC or Internet appliance which results in one or more messages 628 being sent
25  to the web site 612 requesting the placing of an order for additional access and
authorization for making payments (such as charging to a credit card or other account). In
some embodiments the web site 612 may be configured to request or elicit user
information 632,_ e.g., for storigg in a database 634 such as information identifying the
user, user address, phone, fax or e-mail number, and the like. In some embodiments, user
30  information 632 may be obtained substantially automatically such as by uploading
information from the user’s computer or other Internet appliance. Although it is possible
to configure the web site 612 such that it implements the necessary electronic commerce
(provides the proper charge to the user’s credit card account or the like), it is

contemplated, that, in many situations, website 612 will couple to the services of an
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user, user address, phone, fax or e-mail nunber, and the |ike.21 Juls2d@4
enbodi nents, user 30 information 632 nmay be obtai ned substantially
automatically such as by uploading information fromthe user's conputer or
ot her Internet appliance. Although it is possible to configure the web
site 612 such that it inplenents the necessary el ectronic commerce
(provides the PFEHEYC etmameree feocomimeerue) servieeBBEH. 4., inarphnasCBEWIllHe drlerskddie) »

it is contenpl i Ltuatipns, website 612 will couple to

the servi cersTp ofglpgﬁse- %@M@M@%ﬁ#ﬁﬁ%ﬁ%ﬂ%&%F@elpﬁ%i c com*rePce

(e-conmerce) servi clt @88t pevile thd aidaionminRedss Whith té bder BR WRGE SRQT  bY

those of skill, wﬁ?{]gnart Af h&r un&erstf&a@ ng the present disclosure. In

order to provide TReCAFHTFERYIPraaiedde. and Tegerdadeon, the medigsns desteibed belowr t ai n

i nformati orb i sAphefghrisi pyssilon ig@tbntet emi&%%ﬂﬁgﬁggﬁm Ee ol Iggo%g%y a ag%&ﬁ the o
[

descri bed bel ow. 5[?3% hhoutgh it is possible to inp
pr esent i nvent VEhSTIRP IR¢T AN peressatitscess cedegcalculptiohsnitis peesdly profesed Rmveode

cal cul ations, 4§ feldtiselSankaa! duhb r .. a telatively limted .
nunber, such-as onlee}gf1 few, enl?llr’ 1‘:§'|§ c%saﬁ\%ﬂ? %rofte églglélﬁsémtﬁiﬂleycaB&’%‘@rqchPﬁPﬂ'@mgt he

necessary cal clif Beqesiary qaigulation. Ps isbseaustitheal goittint susd o @erfé@ing 86 fHOr M ng

‘such cal cul ati 3 secret and unavail ahle to the general

publ 16 (1 . order-1oes BoRBU Ry kel aPerifl bl B rniiilibbho oa ooiel o

unpai d- f orl0ac queeent wseeofior blpinidgomenibrizddtor unpai Bort-0as & RAtdhDAtIoWRE i MY
612 to

potentially b Lvely.large n e f different web sites f

whi ch a user %S g%’{t%@%ﬁ%#t‘h 0c %E@?‘BﬁhfgﬁéF@E‘%‘ieHgla%E@@e%emftdlﬁw@nhwdf or
making paymentsites ficiorwliicigl yser infighit e @i & @drndot BEREREHG: |

separate vali dlgt .on sit ggsérﬁéigg whfph mul t i pclte web. sl tcggsggggﬁrﬁad@dg%upl e.

Al'though it i doBaREPRIEnE, gr Lisesnerally pipfomied-ta prowide haeparite vakidation
continues to ocitewidicwhich eiutetd Wi ¥itek Bad By MBS &t s Lo Q. Pass
nessages tIS a%j&]f romt hﬁ valtiqﬁéat i on _esi tes g42‘?b_i tmﬁggélé%swfggleﬁgco%%gr m
a redirectiPon WhPEMhSUeh thaf 85 vssriceninnes foeammunicajedirastly woth thawkb sitd&6! t 0
the validati ovhich ddts @dsPehsaded e KA t e S: esg.to and
recei ves nessages from thesﬁfégl_i dat i%cﬁl'% g}et@ﬁ%ﬂgﬁg%t%gdé% g;%?%é%ﬂ-eég .

Pref erably t hiPEHpEn agsireptipnwhanein thawsbaite\44 passesarebidlatiot patlastid6no thsch t hat

the user may RalideaRiD 84PNl r.edi tion has tagken. place and, in
_any case, can proceed with tﬁgle{ergg%r’sglgtulg%ﬁ%\?\n&t %ﬁa{gegﬁ’cmgﬁﬁceﬂ?gmfﬁ?ﬁe%mre

of “the resour &¥n ecarabidatinn 1642 duenlydEig. 6F). Prederataly ildaisidone i 4 Sab6dRti4lR: 0. ,
as a secuppt j I ' confiquration depicted in Fig.
2O Y traRéREAH RN sudd c}ﬁ%%@lﬂ*e} Ha}} NS evey {)ei %éarmth&? 2 fﬁ%@%%tiozl hag taken g

6D, the paynent was__perfornmed by a coupling
e- comer ce seiPlAce and 3B any ¢as¢, samprooeed5vifoths itdahection Witlwat Reoveing bt Belh@hiwaRs 1 n

6. by a couplt e sk uattrBbEL Mikest ¥t e vgllfioh e poss & secuny ° | ©
precaution). Although in the configuration depicted in Fig. 6D, the payment was
performed by a coupling of the web site 612 to the e-commerce service 636, it is also

25  possible to provide configurations in which payment processing is performed by or
through the validation site, e.g., by a coupling of the validation site to an e-commerce
service 636a.

Preferably, the access <_:ode which enables access to content is a code which
operates in conjunction with the media serial number. For example, the media reader 616.

30  may be configured such that access to given content is permitted only if a recognized
access code results from a hashing or other combination or pr{‘)cedure performed on both
the serial number of the media (read dir_ebtly from the media) and a code stored on the
media, Aécordingly, the appropriate code, in order to achieve given access, will be

different for every different serial number and thus for every different disk or other
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service 636a. Preferably, the access code which enabl es access2t ulxa@dent
Is a code which operates in conjunction with the nedia serial nunber. For
exanpl e, the nedia reader 616, 30 may be configured such that access to
given content is permtted only if a recognized access code results froma
hashi ng or ot her _cg[n‘oi nation or procedure performed on both the serial
nuitber of the MSdraFexdordhe wlidetion siigrhd? Hecalmditahe anchencaleder sgiveed on the
medi a. Accor di pgh : | . - order to achi eve .qgi ven access,
will be differ enitym? E)H}exg\%%?l 5’93{% etrglé’%?lg?‘esﬁ‘isél‘aqﬁﬁﬁégr"r f%ﬁ@*?ﬁw‘?@em,

di fferent di skbbfendirgarequest GARENDEDOSIEEWhRY, the biyer 30Qor TRt appliaféadndkor

the val | datj on 2y e e Bl i B SR hSubd R 3P R e comhir tAptponds with

the validation site obtarns 'S

i dentifier,5 e.te seriabpumberdic ntheamediq iatifi§484 which i€ HRAMGE P64 td he

user's PC or | net .appl . ance send commands for reading the serial

nunber 652 to ﬁlgg?uglasdtg‘%g%ﬁab pﬁfe?ﬁw%ﬁwwsﬁkg- gsingan sraryptlonnunber

or ot her nedi grbetanpiefersbly §6kdwhbfBeddsd B phbanskes ib Ol ;

val i dation site. Pref e]g%bl_y, he serial nu e? I's ’en%%é?%%?ﬁfe)gué&eﬂéﬁ ng an
r

encryption prtff’élé@gteﬂ 85“&64_ ¢ systpreepngsocdieisenfiged such et pthayiaforfilbon kef or e
the serial nureREnedSuct ssARs ThideRskiod, & 9?03'&0?@ i Qﬁgﬁgﬁ% RS 38 ggl';ga%og%ite

configured such that other informatio urne
i nformati off, &% .calcpigtes sraleniatpdipartial kit elbels evhes Bropite cotabinetbivith theshbdia 10

642 cal cul ate Gah®dl 3 A ich. . n_properly conbined with
the medi a ser%ieg_fljl nunb}e’?‘ﬁﬁ\%spﬁg&réég%c%%g%éﬂa’gz}ﬁ&%\éggyg%d’ggyﬁéég%ﬁ’ﬁPfé‘&‘tBS?gﬂ?fe
pl ayer 616 as desired aceesaglhetvalcubdtedli natdl keyde fien triheniaad 661 @FiE SFRPrdfeAbLKEY 1S
then transmttgd '

' F eferabl.y in_an_encrypted form whi ch can
be decrypted bg@gé‘gétggg%ﬁ ‘g?\ic%)F gg%%iec geldé’éf aé%“‘é’ﬁﬂ‘é‘bﬂ@ﬁgsﬁ gloredips epibagdad @6,
to ]'Ehe user' st ]’-i'pxﬂtréﬂGnlo thengsen"maimla\}m:?ir &ﬂﬁﬁetﬂpb%&c@@dﬂ!dh%b%&élgglerrﬁﬁggr61 16
15 for stqiin . C |,at ar.tial ke or. 1 nformation based thereon
onto the. vt T SbEEEYE PG5 Paiel s e Htothcadreddsrenmantihe sriteabinod
the desired coottemtof thevatdial Thg uss cag threaBeCRbdls 1t debiBddeiabiehl %ﬁ{dﬁg’i@si@ a
on

desired, without th eed to record or. enter additional codes.

enbodi ment , tﬁ%“’r‘r’én‘ﬁ e‘SFTaRJ@Fefﬁgilfrsd%i%& vkt thecreedtaareasd grensenmiddisionsl | t

w il result icodes. BraRembodienns tioeeia bRydriis: theYecos I { .gata
transm ssi on orélf)t_her .20 error t‘he_p*}a{/ér can regagfggtk%ﬁgfjggﬁlé&ggﬁfﬁﬁﬂl on
site recal cul AF8IR 2 PEPPLASERSO0de b tis Waxs iffhese basheen o dmiagranstpission epother

embodi menoe, when didafbi aka Rimat el meBAllBulitsi BOILEAL Skl il cdnc! udes

one or nore advertisenments which may be advertisenents for Sﬁlto‘ioggst'ed
content .712, e.g., ASispicisd i Figomm inseme embastimensoywdren 24diguy] dtbdresiedienid t he

![ ih:;%, geﬁg(rj{a Fr faRated 20Pft Sn RIS bAL o AHYR LIV SRTRRLSR whid 'mll}; bd 1AL e grd
protected content 712, e.g., provided from the content owner 212 publisher and the like,
and/or one or more general advertisements 714. It is anticipated that general

25  advertisements 714 will be most effectively selected or configured in conjunction with a
demographic or customer base database 716 such as the database compiled by the
validation site 642. As noted above, it is preferred that the validation site 642 be coupled

- to a plurality of web sites 644 and preferably not limited to a single media publisher or
fabricator. Accordingly, a database 658 from a validati6n site 642 is expected to be of

30  relatively high quality since it contains information on media access customers fora

‘ variety of different publishers and/or content providers.
In the configuration depicted in Fig, 8, the content provider 812 may ins;lude, for
example, book publishers, music publishers, game or software providers or publishers

and advertisers. In one embodiment, publishers will provide content in digital format for
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25 advertisements 714 wll be nost effectively selected or conii duly 2004 n
conjunction with a denographic or custoner base database 716 such as the
dat abase conpiled by the wvalidation site 642. As noted above, it is
preferred that the validation site 642 be coupled to a plurality of web
sites 644 and preferably not limted to a single nedia publisher or

fabri cator. Ac@@ﬁ@hh@(l}loldmgﬂmtaMSJa B@ditioa o prowaleddag. icopyradtted, SdtdentS

expected to be I I ual In t contal ns infornation

onprredl a acces§ %clusg?xo n(i‘ar"raa d? \ﬁ% r gﬂ"P@P&"@FP’*H? é? éJﬁerSdeil%??é*r@ distributed

cont egt pr8 (i)\zn déxreughltre piﬂﬂlshamdx@uﬁ@hbdlﬁmgfwl;gﬁbﬁtg?ﬂ «Ehr?ﬁhélg For eﬁé&ﬁ,lﬁ%ﬁl&gﬂgd_
rovi der ma C ook publishers, nusic S

gama or sof t val&t Q bae?’gy gerprﬁ‘aéq:c{rghép sontepy S&E\W@‘Pfﬁ Bi@whichican mﬂbxde for

enbodi nent , 5 pubt bolvkdllersDE1RdtidAE:

AVENDED SHEET 21dnj$1uig g‘ 0 oot 9 S%Qst %ﬁ%snm&cg%g%&%é V%@IS’ GII%"é“’t‘“on to

protected, e.gSOROFYE SErEnd theliteed eme@iamel ﬁeb@tedv&lyfi tidohghraeiops elpmhélgnal

th t Led h
publ i sher ' s Eifﬁﬁﬁﬁiiﬁ%?‘ﬁ“@ﬁ% G Pptleh Rk bR e

prot ect ed- con@eiiges hsuehys tigityl rcammdsa dn®Bét tosic phyatteldttbhicibobkkimBd 6

whi ch can i ncl el ec stores, nass

mer chandi sers,  a \l}eérlgt&lg s(gmmg?ln%{{ g\am%ﬂf?i?’i’?é‘ag‘épﬁhé‘l?%“ ofcPrivate Ipbaled The

medi a are H) stmiediaBae, mwomhom@br Mmﬁoﬁlﬁnm&%ﬁﬁé@ suchla® nERESWIS % oRkd2 in
rsonal electronic evl ces

the formof, o b ection th,

(PED) such as é(]l aﬁ)ﬁﬁ ‘ie?é"r?%.l\igf &PW%P%%%Y%@?%%@I@%&O@ aoks.gamss bodigital

ganes and thecdmdm ¢-Bools tHa8drS, afmythat a@;t@mcaieomsg iﬁbﬁl@ihg@ﬁ’r%ét? PhSSad
nic

and/ or private %?el ecg 10 ﬁqﬁ?“ﬁé ., from consuner e tr
manuf act urers ?fslaﬁ?a}et applligeges 878. Media/sands, disuibutpd ayer s
or ot her nusi Cthﬂit@h%&;ﬂoﬁil@@thﬂl @lﬁhhﬁel@&i?:h%s cﬁﬁé@&oﬂfs il st e(\saf;roeoaksfS <2~ book
readers, alnjd ot her electro devi ces includ |n%a Varrety o{ oKgs>
amn

el ect roni c'deFrOEEY FPESsgat ?ﬁj?r&ptepmt weihordes . (Vamerektans combdtxen sansh émevxa
distributed thwewgte, bh 8dbihRRRsitd Shfhé hﬁé‘é’ﬁ“é‘&%s grcsrlax?gorﬁmner

conputer stores, bookst ores, 15 grocery storés, catalog %F
mai | - or der, et’€CeiVg kevaQr rofies fop forcasemssing pmﬁectfsiumfmna&lonb a:ngmcs/\ah)ttiebrt e, an

e- comMmer ce Si tg@,ﬂa@gg 1Rid 3ulf 8 d/or receive
keys or codes g. for laacceg(%?%mg?g‘tﬁe e%ﬁ&ge&%ﬁw °‘E?f’3$ﬁe‘§’ B To%R Aer
‘sof twar e, " medi ‘é’\’héﬁépna%f@é%dffheé@h aéwdlsm mepreseive digttelnogleaps o sxmfremrmhteaﬂ

to or frompa MalikdRLE Lidatio i tal
content 836, 5#8 from %ﬁ%%@e%%g?%@?ﬁg& %‘rprﬁﬁﬁﬁf”if etcff’:éggi‘{%g‘gz %3‘28“ A4/ or
can provi de preggags eviotherdippli@ions S4dftwad/S46. Tlenghm&m@ﬁe 83dem @p@hicGath ONS
or software 8 |te 834 ener at e ch nedia or

engi nes, as vvel}%dl%ts}le% e(%%]ueeﬁ%ts) %mbcfn 3@‘&9@ %S -8 \7 exeyredesagddle and

t he like), content mastering and/or encryption, and accumulation or storage of consumer

demographic databases.

25 In the embodiment of Fig. 9, various parties involved can make decisions
regarding whether content is to be distributed by physical distribution 912, electrbnic
distribution 914 or both. If, for example, a first content owner 916a chooses to make a
disk 918 or other physical medium, the content owner has the option to use, or not to use,
a content key 922 or the like, for protecting content. If it is determined to use a content

30  key in connection with physical distribution 924, the content owner, who will typically be
separate from a content key provider 926, will, in the depicted embodiment, provide
content to the content key provider 926 who will then return content 928 in a form wBich
is encrypted or otherwise content-key protected, generally as described above. The

protected content is then subjected to premastering 932 (generally as described above). If
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i ke), content mastering and/or encryption, and accunul ati on a1 ailppege of
consuner denographi ¢ databases. 25 In the enbodi nent of Fig. 9, various
parties involved can make deci sions regardi ng whet her content is to be

di stri but edolmy/splaysi cal distribution 912, electronic dieerubutotnn 914 or
both. If, for exanple, a first content owner 91 hooses to ke a disk
918 or ot h@nt%§§ng§9fI?Fé‘lfiﬂfﬂ‘flé"tdr?gac'gﬁf%‘fm M%‘Pg%a@e? t°cP[5‘?r?a(§%%{l% use, or -
not to usep32, ghe prthBkrel @Y¥ntdR Zs Bked i Redtd KRastér®34 froat ehith thg diskitarte. |f it
is determned tq use '

content 30 i n connection w th si cal
di stri but i Bidue4. Tm?i&g?ﬁté‘ﬂttneﬁ y) B eeninf ?W‘B?Bgﬁaamlkpeﬁggé%g@%t e froma
content KejheRisk\pubRshePpducet $36. in fm| HR gdamw;gsd@aimim@rﬁe,(bmﬁ@wde _
content to the content key provider 926 who will then return content 928 in
. Tor m hi BeFesPEIRR AEYEpE Bomahe YRR GIBME 3 NEY 1BF ORISR Gekior al | y as
described gP@Nfar &iBa ard RiyEse BFerS@HdRihe b¥né T thetbin6 L £ thvbRePinemast eri ng
932 (generally as described above). |f -14 AVMENDED SHEET 21 July 2004 WO
01/ 54410 Porkingthe/diskidr2 wheotypisally, kdl receive smuseration fir Sivivgeef 999, "t he cont ent
s provi deg ot intnt BedkiETBRRIh sidSthe phOScA HRERRST 610, fafent | s used

to create a nmast 34 fromwhich the di sks can _be produced. Typically
(but not nbraads iysing)content key techraiogy 378y physisal digiribution 942 mapmvakvef rom t he

di sk pypli ?ngc{h@’ RAUGSL 'O?IA)%Q &elo%gyéﬂh? éd?x‘?enpﬁ% tkéﬁg%/gﬁg@t{ﬁﬁf bednferBRY be

(but is$ no cessarl Ifferent fromthe ven € equi pnent 938
used for pfroniuthé eaptanhkeycpirekider 936. If coriténd keynis Being used, asepprtiod thgidistehutian £ r om
the owner @f the t.e | i i |

typically, PR g%gwgén%g%ﬁﬂnlg%%% %{ggrc?%‘re’ eﬂ%ﬁ rﬂcglgétgfseg L%h t?é%ﬁﬁgﬁglggy. In the
depi ct ed ekiyoptovidert926sé.pddentifiengnthy sicess wiiclshasibbert paihfod Ehe kenreghéss  br anch,

IS using c ent .key technol o 928 hysical. di strj. ' 2 may involve
10 providi %‘i ?%’ﬁ%@? Tlﬁ%oraf%e %ls%\llxr}%g}rae%nfsf& é"%%‘?ﬁ“&%‘f%é%{’@%hnm ogy, who
may belfli f Epsbiendent Whiokristraguestod benthdkiest, sedas deabliag 6nlycbrtgoiredkabn key i s

bei ng used art.of the distribution .process. such.as, when a.user makes
a pur chasefnegﬁ’ﬁgﬁm?’ b%t?eeé?ﬁ?@e%g?ﬁmgyﬁcﬁng"{)&? °§8§?‘%ﬁ#ﬂ J]tl?%;ﬁkepra Séflﬁsgréééﬁg%,
e. g. ident génetdlly abbe:. Theamennkeydiofide 906 esspgals by bardinglieylesable thuest 944
may, in sone enpodj ments,_.also. ihclude.information indicati e _type of
15 enabl enbat oW EHTROTE b el T Bp ity Lfeo et oa i i S Sah!
certain tr gekpaioftalimberst commipicatérichgnaiabiva metibsd efiskitiih yheartcer t ai n

and the like, a escri bed The, content key

period _of tipe. . neral |y above.
P ovi 48P o omisg UL Thg TaSiel O sl gs Bnes) ep S PR oy o |
poi nt of sali@leSdithks Ahdhs ks Ih Ofe @hbddaert AR QG kent-ReEprovidal 9286 pPiddes 945 can

be by any of a nunber_ of communi cai(i on schemes _known to t hose of chi Il in
the art remuneration to the owner of content key technology at the time the content is encoded or

encrypted. In the depicted embodiment, there are several different content key providers
926, 926a, 926b and the key enable 944 is sent to the provider who encrypted or encoded
25  the content 928. In other words, the physical distribution process 912 may involve the
point of sale personnel 948 sending the key request 944 to the content key provider 926
who is appropriate for that particular disk or other medium.
The embodiment of Fig. 9 provides substantial flexibility at least in the sense that
content owners can also use the system when they have decided they do not wish to make
30 adisk 952. If the content owner nevertheless wishes to use a content key, the content is
sent 954 to the content-key provider 926 who then returns 956 an electronic-format
content which has been encoded or encrypted to use the content-key system. Otherwise
(i.e. if the content owner does not wish to use a content-key 958, the content is provided

as an electronic format 962 which can be sent directly for electronic distribution 914. A
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20 including conmuni cation over the Internet, over telephone |2hédy208kr
satellite or other wreless links and the like. In one enbodi nent, the
content-key provider 926 provides renuneration to the owner of content key
technology at the tinme the content is encoded or encrypted. In the

depi-ct ed- enbodi er re several different content key providers
926, 926a, 926b H@E%‘T ‘%ﬁhgpeﬁ g’{xgg% Bi% 1@‘&5““0& AeRRssipls Wiieh, grestierer soparetely,
encrypted or edciittenh détiohie potmbLate $38For dﬂmﬁle@ﬁﬁfoﬁ@ Exlﬂﬁodiﬁnlaﬁt :Pl@éf l'“%glg

di stribution pr s. 912 may.involve the point of sale personne
sendi ng the kegg‘r%gléﬁ%gl?cﬁﬂfy ffogni‘tl‘féntéﬁtrﬂﬁgr‘ﬁg‘Rétyeaplrféﬂil@teformtiHWe bs

appropri at e foreptdiittiqaat 4 Gith8be@brik cfiny@dn ' 1 i ment of
Fig. 9 provjdeg.substantial fl g?(i bilit ypug%r’ ?%f@#ﬁﬁtﬁr@a?gﬁgg?gﬁﬁ’fm@%t ent

owners can al sE"USETHR SR1EE eRonetipnishiesy, Witheait bag itatmd podoesprolductioh stk ¢
Content ey, & he ek, hFE A ioR M LA il R Brbiederrases vho
(her L4 1 SSRosmanin vk i o g AL RHE HSE
o s e SR R Tl iy it i
di stributigp Q(Seéﬁ \iail2 2L 'u‘lglﬁt 2004 nupber of types of el ect r‘on|tct10n 974

distribution aré posalBeé eT IRPGreUsLeT ther dayitg ¥bel y,  define an

el ectroni ¢ poi nt ofRegatdtesd6Bthe paricBMANBE 6F elbdiy i by
downl oad el ect, c.fogﬁrﬁt _co,n'ltl_)ent 96§Bi n. ebi t ngta?ggﬁgf%é | oha‘g‘gﬁﬁPéE‘? inme -

onj .
use or repro Etfl}:"étr‘ﬁm the dijteibpted bt sirepshwps eosteptkesrprotectgd, therglin dider foptias net
968. If, for exsanplige tHe dddtronicalyIRNE LI roduction sense, .wt hout
| ong term post -re\E) oduct.i onmst g?dalge %tf_ @?rﬁ%&’&s‘%&gﬁl‘%‘)ﬁe&g{ﬁ rﬂﬁ?ﬁteé}%é" the
di stribution i€n5HtEYPrayiden 326 fpreferably wish an swhqizesorloahtpe ph avdodat or

enbodi mentis i oty phid @ordMH. | r I.5. stared in varjou

fashi ons, incl udi ng plﬁg a co %?g%aréﬁ%ﬁaéﬁvgﬁgddlolﬁng ]'B%HB?“W“ﬁi‘a%a]ieéw%d
player devi ce ¥§aplersend sequested, gpreyally 2 Aigscribed ateealdespomtotha cORYRIKEH!

medi um e.d. UYshige ' L 52 . Sstation 974 10 (e.g. containing a
disk witer ag)égr atrﬁgl%ftlsgﬁ& 1(::é aebr% gget{v‘?@gﬁ §40e Ysg %’F GTag’é‘é’g H?e erpdyetion @l ar
type of el ect remeasniqndimthe yhricmiplaybaith,or ase ddvidas iy 97Z, @74, digst ri bution, if

the di'stributed bit S cont ent.-ke rof ected, then, in order for
the user to use t&s%e%ectr\éﬁ%ga?feéla?’(ﬂﬂgtvpgﬁ ge cusierapk databass 986emanber key

request 989 t devdlepedcopt lrthe kenterp key pdeideOR% vﬁmf@hw@l%féﬂrﬁﬂ% E g@%l'gg% 1':503) and

et o ry i bRl Ak RGN Hond v Brycer Wlorent dviieg pEcussmawmcamioe i
request ed, gesentahtkeypsowides 026 beitiyphaNeseridhsBRRAHIES ’systté}ﬁ%fo? ALGRL v:i?r?&\fy of

provi der sends; enabl e 984 which can be used for” enabl 1 ng use or
reproduct i on ?*t?er i3 TRt &9e gﬁ"‘Pﬂ‘@“’&é’i’ stomes dndabiese 86Uy ehandin eust@BE:;

972, 974, 976 jnformati’on with respect to customers of several different content owners 91 6a, 916b, .
" 25 916c. Accordingly, there can be significant value to any one of the content owners 916a
(and significant remuneration to the owner of the customer database 986) for obtaining
customer information relevant to customers of other content owners 916b, ¢.
In any of the various systems described herein for providing information or
content writeable or modifiable on a disk or other medium, which is not hecessarily
30  accessible to an unauthorized user, such capability can also be useful in configuring the
medium for transferring value from one party to another. For example, in one
embodiment, the medium can be encoded with information authorizing the bearer (or
authorizing a party identified by the information) to receive a defined amount of credit.

For example, a first party could present as a gift, to a second party, a disk which was
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As described above, a relatively w de-rangi ng custoner databasl $8620@d - be
20 devel oped, e.g. by the content key provider 926 who can typically be in
a position to obtain custoner information froma variety of different
types of customers, since the content key provider 926 will typically
serve as contept ke stens for a wide variety of different types of
content. In pa?l}cf’%% Véﬁgn}fﬁrg‘a&‘%{@F@F‘“%‘i’f‘%{gaéf@@%%“ﬁﬁ?ﬂtﬁlﬁﬁﬁ%ierg-,éﬁgﬁtoﬁmrth

i nf or mat i on wi tfhmugs@e othet)ofitht WiESped, tiexEhRht duld SESRE the ARkE ers
916a, 916b, - 25.916c¢c. Accordi ngl tﬁere _canbbe siugnli%ficant {/&g’léaé'a?\émany
one of the conCEHEr Shi e gleeigc %‘é uldqThiargtionaand seleph #1808 viooth of ontsioefoowner
of the custonedoviabaas e.oO8R) teQtisio Whaf i e rEQLARE QN el evant
to custoners of other cor%tent gvvrllser’s 9;%@%‘?&%&3%%{9% cé)gt%%{roilﬂgfgatg)ﬂé?tens
described Rer e credit had beandleplgtedna Bemativielyn therusercontdahbosars ieatlbal ely $2.00

nodi fi abl e on | & . | lLch i s, nat ne sarily 30
accessible to \g%ﬁlijﬁf;rﬂ? 1%%%t tﬁ}s?g*) &mg U%&E%&a‘ﬁ lfl§lwe'§lﬁ%ﬁlre§ﬁn%ge%@e*ﬁw in
configuring t Hbe diskbadian $BH00 tredinof eatvd. Mis\ealboinferDEANPITdeRRABE ds8d AMBLRET -
For exanple, i dinent.. the .medi um can _be encoded with information
aut hori zi ng thljéStﬁgtgorneé glre maéﬂ%’&r‘?’qﬂ?lh ¢ GreAH 5 10 b guRlayed.d - 3y bepmeed

i nformation) tgenerelebyenmnetadyvakd taunt of credit. For exanple, a first
party could present. as,a gift, tqQ a . second party, a disk which was -16
AVENDED SHEET 21 JJRyiEb f‘e‘i‘h%ﬁaﬁﬁwii% ? Hreberat péyentagen efihe prgsenhintvettien

reci pi ent was @bk stRIThOpresondi idp: i ' - ntent.
preSonflinverition-caf ad¥Rk fdhlstﬁglgmgsc'ogtte&tca’cg p?%?fgglll)w.lggrg F at

Wer eupon, the recipient could present the disk,
an el ectroni c GPEINGS 58-Sl Brouding gisystem dr which distrihition 6f sontenhbedringusédia fsor
downl 0adi Ng, GogaraeHom Eleicikandieh | L 308, fe-encoded to

i ndi cate that S?Eﬁlle credit had been?’dgrgﬁg{g)é%aﬁ%qﬁFrncg%ﬁ/nefn%,mnttﬂgeﬁéteeras‘%uI d
choose to dowdPaBlensnia systepoin whigh wsersfcamesdidy mteine ftored tostenreng e olstain

wher eupon jishe disk il ¢hap ¢ . the disk had an'$8.00
credi't or value. This %rrt?ogci’[{rtr@%?m g@ﬂ@?ﬁ%é@?&é@’ "gseonﬂescé’ffﬁg\ﬁ"?ﬁ%rﬁt only
restriction aoripnsieécontemion givenwindih Thépresme thiventicn can fdeitit@epystnedin whih

can be used gepg val.ue token. 10 In |ight of the above
descri ption, ??nﬁ%&e%‘gefs“tg%‘v"é%[%é‘g%“BthaH%mp‘?’@&‘éﬁ?ﬂ? ?P@Fﬁl?'éﬁcceéﬂ eal%een.
The preésent imffenpamnt:afnp@scgngigte fees, 'ﬂ!ixesﬁtsraim_uinb%i_oﬁmﬁkg ;ma%gt i_tngm?ggiﬁgh}vahe users
or consuners, : rovi di a_system in whic i.stribution o
cont ent - beari r%g ?rtgcﬁf giﬁi(esrgmgyenﬁa?g%éeﬁs’r%rﬁdgﬁtﬁ%P’é’?‘F@ﬁ?‘P@h‘HffWHWFﬁBnt syst ens.
The presedf i nvent ifommbdces vafatieas irtimodificitishs 6MBE nventBYiShe B hedWhich users
can readily r%%gi vie, st ored %ontent nd capn obtain 15 access to only that

|

content whi ch BPERIEL] Pssfome fEates plhe Toentipmavithons YSiRE thars Fer example. 1981 t i ons

3;1 . C(ﬁnt ent on poksilga toedirfass SHBliHW ESEBtionBFRBktER WidARef Sfablelnkal 8 rSUSIHRs 1 N
| C

payment, without implementing collection of user information for accumulating
databases. It is possible to provide processes which perform steps in different order than
25" those depicted or described or which have more or fewer steps. Although the
configuration of Fig. 9 depicts a process in which the decision whether to make a disk is _
" made before a decision whether to use a content key is made, it is possible to make the
decisions in the opposite order. Although Fig. 9 depicts distributing by physical
distribution or by electronic distribution, it is possible for a content owner to distribute by
30  both physical distribution and electronic distribution.
Although the present invention has been described in connection with media as
described in Serial No. 09/315,398, supra, the present invention can also be used in other
media which include writeable portions such as CD-R, CD-RW, DVD-R media and the

like. Although embodiments were described which use Internet communications links,
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protected content can be readily copied and in which copied co?ﬂt-_hﬂst%@l_
accessible only after payment of appropriate fees. The present invention
can assist in providing a wde variety of different types of access, as
sel ected or needed by different users. 20 A nunber of variations and

nmodi~f i cations ' Lon can,be used. ..It is ossible to use sone
fegt ures of th@?i\%&ﬁ%‘p}é%%\%’mn ?’ ﬁl(()S_uc[an 15’5 f’ﬂ% ‘%*?H‘EP%%OC?—*WD%W@AN), wigle area
possi bl e to useetwasky VoANpltelethodé, shible diter Otic)fadf) HARRA M dilibr hidtefdss ﬁpﬁé}&%{mnt
in return for ayent, wi t hout inplenenting collection of user Infornation
for accunul at |'ﬁ§ %%tt abases. It is possible to provide processes ﬁV\:hI cg
perform steps in difHeqsresht iﬁ{zaﬁbn,tiﬁa&ioug%mbB&%ﬁa%nQeiﬂblﬁagsdcoﬁ{ﬁoﬂgrﬁgn'ée afis,"
whi ch have .nore or fewer steps. Although the conT!guratlo_ 0 g

depicts a 3r odRESeesHSs, Sysients 2pgar %éiaﬁiséhbwmalheas_deplct?lmd@fMKd gireingflceiet )
bef ore a deci sh& QLR&L R | v )| €

nmeke the decisi gcrl]l\g?i n tﬁéeh%gg%gintéés}gr d@? Ea%%%’hagééﬁl%ﬁﬁd}.’erg)ofd@b‘%&o? skill m
di stributing dhe prysll vaderstatiddtom tomake anduseltle plesnt inventivndife ﬁhdyﬂétmﬁﬁhgb{hfe_ is
possi bl e for rgsgggcgg%osgygjer to distribute by 30 both physical distribution
and el ectroni c distribution. Al though the present invention has been
described in connecihegresenttifiventiol, dn aarious embodiReAts, iAclR®ds Rbvidide dQ?i/c%Jaﬁ-xd?’?sa
supr a, thqopr%g&gmi av Qt{gsoen C l,[&al SO ee'usedd}f?ggm ?igémhqe'dlo?'y\hl g:ouA: nﬁ u ﬁ
wr i teabl e ‘por t ona st 485EEs R IS "Rk rerrstas-ardioe dessribedibareis or in kasioual t houg
embodi ment s _wenodinsas ixesbifélading ethé BELARKI sGTEMY EHdADe bbllReq i ©
AMENDED SHEET 21 .July 2004 ot her communi cation |inks can be used 1ncluding
local area netP§CV~1°‘}Sd¥%I€‘°E‘i_9$|\E)f?°°§ﬁeE+éi%f@a?pmtwr@wm,, achishimglvasmegndaabl e,
fiber optic, medlicthg doblf dfampRnRAtaRSA) Gthe Wek&lt %&%?ﬁdéﬂhau&é}qte&shﬁmkﬁ l%%r*g% N 5
present invention in various enbodiments, includes conponents, t Szb >
processes, sy<t W&W&?radaﬂﬁ%ﬁgﬁll}ge‘%%@ﬂfgt W&quSQGMg;%%mrﬁgimt 6 €i be
herein, . iipcl ygli Wb e ,

tﬁer eof . Thosgdgf&rsfﬁl%:ngﬁl it@ﬁg %ﬂrape_&\%méf?éung‘gr s%ag%{;cg%l\?va]tlgwﬁﬁ%é’ and use the
present invenFP’éYPnH?’%%NS%ﬁﬁéﬁl@bmlﬂtéogYma present dpll sc:josiurg.S ;’23 prlesent

i nvention, in vari | B i - pr.ovidi n ev

processes in the agggrﬁ(%gag&_ gﬁg&el&ngo%g{ﬁg@pg@@ a%h%‘?"&%ﬁ?&?é&?%ﬁp??é? n or
in various ebstptinmans dessrintipn. Thedbiegoingis mot intadadadiai tef inGitidnitd 815 as

vt o mance. | ASRF: ibhins BEANAEEAC WG TR BSRRS G i Pennoniat Malwdectng
D esent 1 #0endpasibliont Late or roseemhinbniael tenlvario®d s biogRAOE, 3Pt &0
from previous vm{oﬂg ax?dql%log&%{lsong gr%h“r& l'r? g{eesgdpefo?Ehec‘u?@fl%gxl-;,eer.]gc.%s may be within

the skill and knowledge of those in the art, after understanding the present disclosure, It is

intended to obtain rights which include alternative embodiments to the extent permitted,

including alternate, interchangeable and/or equivalent structures, functions, ranges or
25 sfeps to those claimed, whether or not such alternate, interchangeable and/or equivalent

structures, functions, ranges or steps are disclosed herein, and without intending to

publicly dedicate any patentable subject matter.
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15 in describing novel items or processes, do not necessaril y1pgt2on4al |
aspects of conventional usage of such term nol ogy. The foregoing

di scussion of the invention has been presented for purposes of

illustration and description. The foregoing is not intended to limt the

i nvention éﬁﬂh§§§é§§&ﬁhgbéﬁgrns di scl osed herein. Al though the description
of the inv d 20 description of one or nore enbodi nents and
certain variations and nodifications, other variations and nodifications
are within.the sco of .the invention, e.g..as nmay be w.thin he skill and
knowl edge df thé&gﬁﬁm“{ﬁﬁ'%F??m%ﬁ?ﬂ?muﬁhéggFﬁﬁhF%éﬂFHB %r%@%ﬁ%hﬁﬁéﬁF%sure.
It is inteonersihg: obtain rights which include alternative enbodi ments to
the extent permtte i ncl udi ng al ternate, interchangeabl e and/or

equi val ent stru@Pﬂ?é@%ﬂ¥dﬂﬂ?F%MS, ranges or 25 steps to those clained,

whet her or not selettirg) ¢éigenaheledihiRr sthptngrabietributbn rof @b N@ded content;

structures,,.functiqns, ranges or, steps are disclosed herein, and w.thout
it endi ng HistTiseE ondgBRe Bt oo Redh usbrelcei bR PerdlyMéhavenDeD
SHEET 21 JtiheydigibédteddAdoded cohtbhtMa@nlobticdl .disk; met hod for a content owner to
di stribute content to_.at |l.egst a fjrst user,.. cooprisging: .encoding the
content;; selectY bel%f}{ehwlcan‘}lﬂﬁ @Eiuflﬁsn"i‘ gnigpe W?gﬁ%ﬁnaﬂq%f?? @ﬁ‘%ﬁtﬁ‘gwdt he
encoded comrhedtd comtergtwrittentdnne obecad dizRde ebadabd Bytin apien diskgedder b1 in

sel ected distribg@hp? FELhogé witing the distributed encoded content to
an optical "GP QMEFAIGNVIPEIER Nt i cal di sk includes a unique identifier and
wher ei n the di suistfitutiag a @aeatke, wotht @pticaMdiskt refdep in tldhanget foe al paginght; | S

r eadabl e bé an optical disk reader on“ﬁ i rqi onse to thg f ol owLng
Steps: di SEPTHUIER Bossh Rty WIRE b Comentdisy o fhegibiape depiifier: phd BRREN ge
for a paymimt accegearicadrtt ghappialt elisk, codeibyheusptigl Uik eadi andy lead taed t he
uni que identifier: and witing. the acces e onto the optical disk,

wher ei n th‘4%&@%%?”%%9&”F8§&§FWH§?t@%ﬁﬁcﬁﬁ@& i SPE HUTSPETE 5% cont ent
witten on the optical disk by using the first access code. 2. The nethod
of claim1, wherein djstriputi.ng.the first.perm ssjon_cqde conprises

di stributi Ag thg%ﬁoﬁ?gﬁ@ R Qﬁvpglathﬂ?@rH&@%3%Wﬁuhpcg¥§03§“VF% .‘§SeThe
met hod of cbaprisels distriBytingthe eonteitlkey vtninclinterhdlcbmarmicatdohelik, sel ected from
anong text content, nusic content, software and notion picture content.

3. The method of claim 1 or 2, wherein the content includes content selected from

among text content, music content, software and motion picture content.
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