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202 ™| EventID
204 —~___ | Timestamp
207
206 "™__| Entity ID
208 ~~___| Event Description Data
Figure 2
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IP Address —
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Figure 4
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ANOMALY RE ING:; SEC -PASS SVD

Apply truncated or non-truncated SVD to residual

matrix R ~/\702

v

Determine coordinate vectors of anomalous datapoint
(u;) and each feature (v;)

v

Identify one or more contributing features based on
magnitude of feature coordinate vectors (v;)

Y 706

A

Infer causal relationship of each contributing feature to
anomalous datapoint based on angular relationship /\708
between u; and v;

Figure 7A
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Features (endpoint processes)

1004

(fimChrome.exe)

1002

)

it.iPerfiServ.deveidotnBrave

jcriiise:

‘M

imCiX.gi

ANom: 7 1m

device

func Just.Serv.Serv.bash Serv: Serv,g

W14451NB
W14798NB
VCVCSQ03P

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0€.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

K14212NB
TKP7S2NB
HWVRVQ4P

-0.1-0.1-0.1-0.1-0.1-0.1-0.1-0.1

HCP7S2NB
W13662NB
W14486NB
W13166NB
C12874NB
W10853NB
Y6MBX2DT

0 0.0 0.0 0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0

0 0.0 0.0 0.0

0 0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
-0.1-0.1-0.1-0.1-0.1-0.1-0.1-0.1 0.0-0.1-0.1 0.0-0.1-0.1-0.1 0.0 0.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
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ine similarities

Cos

Anomaly scores

v

Datapoints (endpoints)

Figure 10



