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(54) Title: INFORMATION PROCESSING METHOD AND SYSTEM
(54) REIEIR . — M3 BT K ARG

101 AFIRST TERMINAL TRANSMITS OPERATION REQUEST INFORMATION OF
A USER TO AN ELECTRONIC SIGNATURE DEVICE AFTER DETECTING THE
101 OPERATION REQUEST OF THE USER
102 THE ELECTRONIC SIGNATURE DEVICE SAVES THE OPERATION REQUEST
INFORMATION AFTER OBTAINING THE OPERATION REQUEST INFORMATION
W 02 OUTPUTTED BY THE FIRST TERMINAL
103 THE ELECTRONIC SIGNATURE DEVICE GENERATES A COMPOSITE
J03 PASSWORD ACCORDING TO A PASSWORD PRE-SAVED LOCALLY
e o A T 3 104 THE ELECTRONIC SIGNATURE DEVICE GENERATES A SIGNATURE
TP RTTF AR IR ST PACKET ACCORDING TO THE OPERATION REQUEST INFORMATION AND THE
3 oy COMPOSITE PASSWORD AFTER OBTAINING THE COMPOSITE PASSWORD
Z%%ﬁﬂi?i%'ff W 104 105 THE ELECTRONIC SIGNATURE DEVICE ADJUSTS THE CONTENT OF THE
LB AR L COMPOSITE PASSWORD ACCORDING TO THE PRE-STORED COMPOSITE

PASSWORD ADJUSTMENT POLICY, AND UTILIZES THE ADJUSTED COMPOSITE
R FIOL TR (UK S R IF IR AR, WIS 3| 195 PASSWORD AS A FIRST PROCESSING PASSWORD
ORI TS, SR TR A ) 106 THE ELEGTRONIC SIGNATURE DEVICE TRANSMITS THE FIRST
PROCESSING PASSWORD AND THE SIGNATURE PACKET TO THE FIRST
” ) NPT~ 106 TERMINAL
R USRS TURIENE e - 107 THE FIRST TERMINAL INFORMS A FIRST AUTHENTICATION DEVICE TO

i AUTHENTICATE THE SIGNATURE PACKET AGCORDING TO THE FIRST
e e s £ NN _ PROGESSING PASSWORD AND THE OPERATION REQUEST INFORMATION
ST SRRV 2tk RIS AR, A% 1" 107 AFTER RECEIVING THE SIGNATURE PACKET AND THE FIRST PROCESSING
B SRR R A R B T R PASSWORD
‘ 108 108 IF THE AUTHENTICATION IS PASSED THEN THE FIRST AUTHENTICATION
. - T DEVICE INFORMS A BACKGROUNC SYSTEM SERVER TO PREPROCESS THE
SRR, WIS SRS INATRT & AR & 0% U TR AT TR 17 & OPERATION REQUEST INFORMATION
108 THE BACKGROUND SYSTEM SERVER PREPROCESSES THE OPERATION
R4S . 109 REQUEST INFORMATION ACCORDING TO A PRESET PREPROCESSING POLICY
L £ & TO OBTAIN PREPROCESSED INFORMATION
T 110 THE ELECTRONIC SIGNATURE DEVICE OUTPUTS THE PROMPTING
e L INFORMATION OF THE COMPOSITE PASSWORD
: 11 111 ASECOND TERMINAL ACQUIRES THE COMPOSITE PASSIWORD
CORRESPONDING TO THE PROMPTING INFORMATION, AND UTILIZES THE
OBTAINED COMPOSITE PASSWORD AS A PASSWORD TO BE AUTHENTICATED
112 THE SECOND TERMINAL INFORMS A SECOND AUTHENTICATION DEVICE
TO AUTHENTICATE THE PASSWORD TO BE AUTHENTICATED
113 IF THE AUTHENTICATION IS PASSED THEN THE SECOND
AUTHENTICATION DEVICE TRIGGERS A PROCESS WHERE THE BACKGROUND
SYSTEM SERVER RESPONDS TQ THE OPERATION REQUEST INFORMATION
ACCORDING TO THE PREPROCESSED INFORMATION
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(57) Abstract: Disclosed are an information processing method and system, the method comprising: a first terminal transmits opera-
tion request information to an electronic signature device; the electronic signature device generates a composite password, generates
a signature packet according to the operation request information and the composite password, adjusts the content of the composite
password to obtain a first processing password, and transmits the first processing password and the signature packet to the first ter -
minal; the first terminal informs a first authentication device to authenticate the signature packet; if the authentication is passed, then
the first authentication device informs a server to preprocess the operation request information; the server preprocesses the operation
request information to obtain preprocessed information; the electronic signature device outputs the prompting information of the
composite password; a second terminal utilizes the obtained composite password as a password to be authenticated; the second ter -
minal informs a second authentication device to authenticate the password to be authenticated; and if the authentication is passed,
then the second authentication device triggers a process where the server responds to the operation request information according to
the preprocessed information.
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